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B2 , ACIRZESNMPE AT (Set)o

SNMPEREEEREMER TR RAPICIRAIZE LBV EAMIET,. ARSEACIEEREACHSNMPER |, Bl —(EAPICEE T
ZEAPICHERER RS REE, B2 , SNMPREER2/EABBEACI IR EME IR RIRE LM,

FERBERT , SNMPERUDP 8161 E 1T , /162 BHEITTRAP,
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2. EERHAMNEH(VRARE

Global ScopeR MK E/EHHTHMNN N EE., NEES. NEBE. NTERESHEMIB,
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EE WEEETINMPEE , MISNMPHEFEFISNMPE F ik 40 5K,

BESNMPHE —SEEU S ENSNMPHIEFERRE, EEITNMPRIEERR | SFEMIIAPIC Web GUIE ; Fabric > Fabric
Policies > Policies > Pod > SNMP,



System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies Access Policies

Policies Pod - SNMP

~ Name Admin State Location

default Enabled Cisco Systems,

Modify the default policy

Right Clik for create New SNMP Policy
Create SNMP Policy /

& R] LA 3T 57 HY SNM PSR B SR A8 S TR BRSNM PSR B

EAXES , SNMPREEEANew-SNMP |, EASNMPRRAvV2C , B It BR 75 B A9 ME — 4 6L R4 B R M A &= F im Al SRR

Community Policy Nametli iz E B EE RN SNMPHEFH, BMEMME , BNew-1. REFEMEEBRREEHRIER T



Create SNMP Policy (%]

Name: INe-.-.'—SNb.-F' I

Description: | optional

I

Contact:

Location:

Community Policies: m' +

Mame Description

SNMP v3 Users: -+
Mame Authorization Type Privacy Type
Client Group Policies: -4
Mame Description Client Entries Associated Management
EFG
Trap Forward Servers: -+
IP Address Port

r 3
-

Name- SNMPREEHETB, KEBAUR1Z4BFREFTF T,
Description - SNMPEBEHI R, REA A AR0EN28EFZRBEFF Tt

EIIRRE- SNMPEREH EEMRE, RETURBAREFER, REHE

ERA-EEREERA

EEA-EERECER



FE5R{E Adisabled,

Contact - SNMPSR B EYBt#E A &R

Location - SNMPSRB&HI L &

SNMP V3 & - SNMPfEF & B B 12 32 F A A8 68 A & B2 A R BE 12 8 8% o 22 B A SNM PR S A A Bt

R - SNMPH B R ERER AR AR AR R R BRRA EAETER,

& F iR AA SRR
T—SREMEFHERREEMR. F5REKREERREN B 1 RESHL P FHEALAPICHIIRIEB T RMIBRSNMPE
o
Create SNMP Client Group Profile (]
Name: I New-Client I

Description: | optiona

Associated Management

default (Out-of-Band) I i

Client Entries: 'Iﬁf aF

~ Name Address

Example-snmp-server | |

Cancel

P

|
HZR-FERFREREERNERE, LBEBITURIZ4EFIBFEF T,
Description - & FinflE B RMNRHA. RATUROF128EFZBHFF T,

Associated Management End Point Group (EPG) -l iEiB HFABVRFWKIHEN T2 #HEHE, IENEARFERE H255BASCIIZE T,
BRAEEHEFTAEEHBEPG,

Client Entries - SNMPZE Finm B B 18 2| Pibtit

EANES , FFimiE K/ EEERESNew-Client.



EEFIHERBEBERD , Y EEHEEEEEPG, L ARRGEENEEEPGEE AFNMPREN S ESH ( UDPE161F]
162 ) » ANEPERFHNEEEPGHKNETE N,

RE-—SRERBFWKE , SMEAFREIPHEE FBRIRIAC SNMPER,, UTRARERE PREME T HENFE

o HEEHIP: 192.168.1.5

o  E@ETFH : 192.168.1.0/24

AR FREFFRIZE PEA00OUANMETME (WREAFNE FHHBSNMPMIB , AEKEFinikE &=
) o



HER 2. G SNM PSR FE FA A Pod SR Bk 4H ( S M SR PSR e AR )

EERAILERE , FEMIIAPIC Web GUIEEE ; Fabric > Fabric Policies > Pods > Policy Groups > POD_POLICY_GROUP ( Xt HITEER

BE) .

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies |

Policies

Pod Policy Group - default

Name: default

Description: | optiona

Date Time Policy: | default =
Resolved Date Time Policy: default
ISIS Policy: |select a value
Resolved ISIS Policy: default
COOP Group Policy: | select a value
Resolved COOP Group Policy: default
BGP Route Reflector Policy: |select a value
Resolved BGP Route Reflector Policy: default
Management Access Policy: |select a value
Resolved Management Access Policy: default

SNMP Policy: | default || (@

Resolved SNMP Policy:
MACsec Policy:

Resolved MACsec Policy: [ EELL
fabric

Create SNMP Policy

EEAERT , BEFFSNMP Policylf, {ETHALRES , BEREIMNSNMPREIRIE R,

HBR 374§ PodsK B 4B B2 Pod e & 1 52 B B

AEERRE  EXEPHEATER PABIEER. At , FERMZEAPIC Web GUIBE ; Fabric > Fabric
Policies > Pods > Profiles > POD_PROFILE ( X#EFHITEERERE ) o



System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

Policies Pod Selector - default

icy Groups

default

MName: default
v B Pod Profile default Description:

E ult

B Switches ype: AL

> [ Modules Fabric Policy Group:

> [ Interf
> [ Policies

B Annotations

EIREE | BiE< /AMIBREARSNMP,




EE M SONMPEREMNFIELESE (SB1-3) HETK , YEACERXNERA2BEMIBHEE, EAFATMACIHISH
APICHI{TSNMPg i,

SR ABBVRFEEEE

— BB TREAVRFESHERE R ELBETEEELIANENS FEESNMPER., Bt , MREHLERMEFEHEMN
VRFESESNMPER , BIEER I M{EASNMPHEF R,

ERGlIR , CHBIWHERFTR (ESB1P) | B(New-1) , HAVRFLTXHE , fFANew-1 , ¥R RO ERMEFS , FHVRF-
1BEZ&VRF. Alt , FEMEIAPIC Web GUIFEE ; Tenants > Example > Networking > VRFs > VRF-1 (right click) > Create SNMP
Context o



Fabric Virtual Networking

ALL TENANTS [ Add Tenant \ IELHERSSEE Ml name or descr

Example

> C» Quick Start
”'Eﬁ Example
> [ Application Profiles
v [ Networking
> [l Bridge Domains
“ BE VRFs

VRE-1
]

> [l L30. Create SNMP Context

»



Create SNMP Context (X}

Context Name: | New-VRF-SNMP

Community Profiles: W +

Name Description

'New—1

Create in Step 1.

L— 1 \JJ\A NS | "y A L— 1\, JA\A NS | s A

BXEER , KULREEANSNMPERER , 542  ZRHBVRF , BMEVRFLHAPlicyRE , REM TREIIEKES

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS Add Tenant | Tenant Search: RS Re LS |  commen Example | mgmt

U VRF - VRF-1

Summary Policy Route Control Operational Stats

Create SNMP Context| [/]
Context Name: New-VRF-SNMP

Community Profiles:

- Name Description

EEAVRFEHSNMPLE TR , & LLEGHZF Create SNMP Context RN AR ( ZREREBE ) , &R — TARVRFILZEEDdete
SNMP Context,o

{35 FA GUI L & SNM PB& B

SNMP TRAPTR &8 i 5 E3% ZISNM PRI BREF(SNMPE 2/ BB RHMINMS)) , —EREWE/EH (EEREME ) , ACIHH



IAPICEA & X SNMP TRAP,

SNM PP B AR #5A ccess/Fabric/ Tenant 2512 SR BE T SRR EIE A . ACIRZ X E101E B BHZIRES.

AR MRREIETOFHNLSE1-3, SNMPTRAPSEIE R T8, FEB2.7ESNMP TRAPELEF |, BB ( $EA/MAERE
/AF ) WESRERRRAEE,

EBEACIHEESNMPIER |, B BN S B, 2M32HAEEERELSE.

S8 1. B ESNMP TRAP Server

At , FEMEIAPIC Web GUIREE ; Admin > Eternal Data Collectors > Monitoring Destinations > SNMP,



System Tenants Fabric Virtual Networking Operations Apps Integrations

AAA | Schedulers | Firmware | External DataCollectors | Config Rollbacks | Import/Export

External Data Collectors ® (_:D @)

C» Quick Start
~ [ Monitoring Destinations
= callhome

art Callhome

Create SNMP Menitoring Destination Group

1y Groups

Create SNMP Monitoring Destination Group (]

STEP 1> Profile 1. Profile 2. Trap Destinations

MName: [SNMP trap-server I

Description: | optional

,
[



Create SNMP Monitoring Destination Group (X

STEP 2 > Trap Destinations 1. Profile 2. Trap Destinations

(I

Host Name/IP  Port Version Security/Community Name v3 Security Management
level EPG

Previous Cancel

" Nescrintinn

s Create SNMP Trap Destination (X ]
Host Name/IP: | ]
P Port: 162 4

Version:

Security Name: | [

Management EPG: |select an option

default (In-Band)

mgmt/default

default (Out-of-Band)
mgmt/default

Cancel

Host Name/I P - SNMPF& B B 2 /Y 4,
B SNMPIEH B EM R, EEA0 ( KRIEE ) £65535 ; FEREA162,

FRA- SNMPIE B B 2 X I CDPhRAS, ARASTTLAZ :

vi- ERHRFRERETERESHRE.



vc- ERHRFRCRETERESHRE,

v3- ERBRENERFEMERERGE , BBESRINMEME Lo , RHEXKENZSHH,

FRREAV2C,
Security Name - SNMPIEMEEZ 2 €8 (HHEE ) . ETHIBEOTFH.

v.3REE MR- SNMPE W R BAISNMPV3R £ 54k, fRBITTLUR :

BmEmE

noauth

priv

FEE% {8 Bnoauth,

EIEEPG - AR REEASNMPE EEBKRIHENETE.

HER 2.7 (GhRE/RIRAERE/MEF ) B T BB SNM PR BHR

B ER LT =B RS R R

o EAEAE, FEX., VMIZHIES

o XMAERE-RMEEER, £, #E. BF

« HF-EPG, EREBRER. RK



Mist . BALRBECHEREEEF —ERU LEEAS , LETRE,

BIE 1.EH R T EESNMPR

At , FBFEMZIAPIC Web GUIBER ; Fabric > Access Polices > Polices> Monitoring > Default > Callhome/Smart
Callhome/SNMP/Syslog/TACACS,
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Access Policies

CalhomesSmart CallhomesSNMP/Syslog
Objact

« Name Cre

Souree
Typo
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AR EUUEABETHNEERR (BERE ) KRRRERRR  FELECEARERRR. SEERERNERYSE

; B ERER.

1218 2 fEFabric Policies ( XHLEMEKE ) T EZHRSNMPIR

At , SFEMBAPIC Web GUIBE ; Fabric > Fabric Polices > Polices > Monitoring > Default > Callhome/Smart
Callhome/SNMP/Syslog/ TACACS.

Callhome/Smart Callhome/SNMP /Syslog/TACACS

- —
oneere ] Tope: (_ n :
= Name Destination Group
Create SNMP Source -]

EIH 3. £ F K T ERSNMPIR

Bt , FEREIAPIC Web GUIEEFE ; Tenant > (Tenant Name) > Polices > Monitoring > (Custom monitoring policy) > Callhome/Smart
Callhome/SNMP/Syslog/TACACS.

T Exaenpie

Exampie Callhome/Smart Callhome/SNMP./Syslog

Cr Quick Stant

B e | LT sowmtl :
" : Tipo:

* Name Create SNMP Source @ stination Group

SHMP-trap-server
fabric

Py

Dt Geoup

g

5 F snmpwal ks = 1T B 3%

Bk, RREREBN S REERINSNMPER, Asnmpwalkds < o AEE — % ; snmpwalk -v 2¢ -c New-1 X.X.X.Xo



s ERE

snmpwalk =% & £ MacOS/Linux/Windows_t 8 snmpwal k17 4%
-v =15 E EE A KISNMPRR A

2c=18 7E i F§ SNMPhR < 2¢

CHEERENERFSR
New-1=##H 7 HEARENE R EESNMPE R

XXX X=FR B9 A% B ST 0 W /1 B 28 | Pt
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$ snmpwalk -v 2c -c New-1 x.x.X.X SNMPv2-MIB::sysDescr.0 = STRING: Cisco NX-0S(tm) aci, Software (aci-n

EEBRHNSTRES  ETUEHsompwak2RIEN , YERMTHEREENEF. NREFsnmpwalkEBEHET , L8 ETER
THEBE, RBPEFE

B , BEBRERVRFETXSNMPER, ZHIEZIHSNMPL T, f#HSNMPHEF £ New-18VRFEINew-VRF-SNM P,

HAREREFRENSNMPLET XHEAERNEEFENew-1 , BLAERERPIRESNMPERKISNMPL T, BLsnmpwakiEEE
ERAREERFENSNMPIRE ; snmpwalk -v 2¢ -¢ New-1@New-VrF-SNMP 10.X.X.Xo

FBULED , ERBESNMPESHIRI , BFERANTHER : COMMUNITY NAME HERE@SNMP_CONTEXT _NAME_HERE .

fERCLI Showdn o

EAPICL :

show snmp show snmp policy <SNMP_policy_name> show snmp summary show snmp clientgroups show snmp commun

TESwitch :

show snmp show snmp | grep "SNMP packets" show snmp summary show snmp community show snmp host show snm

fEFCLI Moquerydi 4

EAPIC/ K .

moquery -c snmpGroup #The SNMP destination group, which contains information needed to send traps or in

fEACLI catfi s

EAPICL :

cat /aci/tenants/mgmt/security-policies/out-of-band-contracts/summary cat /aci/tenants/mgmt/security-po

g 3710



BEsnmpdii 2

TESwitch :

ps aux | grep snmp pidof snmpd

EAPICL :

ps aux | grep snmp

MBBREEE , BHEERTACUERESER,
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