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EEERT ) EﬁgAdmin > AAA > Security > Public Key Management > Certificate Authoritieso

Virtual Networking Admin I Operations Apps Integrations
AAA | Schedulers | Firmware | External Data Collectors | Config Rollbacks | Import/Export
(D @D (@J User Management - Security 0
Management Settings Security Domains Roles RBAC Rules Ii’uL‘hc Key ‘-Ju|-;=_':-\_|c-1':"|i|
Key Rings Certificate Author LIL";I JWT Keys
o + -

~ Name Description FP (Wl Create Certificate Authority




Create Certificate Authority

User Management - Security

MName: |

Description: |optional

Certificate Chain:
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Cancel
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System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

AAA Schedulers | Firmware | External Data Collectors | Config Rollbacks Import/Export

User Management - Security 0

Management Settings Security Domains Roles RBAC Rules IPuinc Kuif Mana;icmaml
Certificate Authorities JWT Keys

O X A~
+ Mame Description Admin State Trust Point M
ACI_Wildcard Completed ACI_Root ML
default Default self-signed 5_.. Completed MOD 2048
n Tanante Fahric Virtial Matiarkinn . TR Cooratinae Arne Intamraticne
Create Key Ring S I
Mame: | |°
Description: | optional
M
Certificate: e
Ke
u/- - - - - ~
Modulus: '.\ MOD 512 MOD 1024 MOD 1538 MOD 2048

Certificate Authority: | select an option

Private Key:

Cancel
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User Management - Security [
Management Settings Security Dromains RBAC Rules I Public Key Management
Certificate Authorities JWT Keys
O X R~
- Name Description Admin State Trust Point Modulus
fefault Default self-signed $SL Cert omplete MOD 2048
I Clsco_test Started Cisco MOD 2048
Dolete

ate Certificate Request

! Create Certificate Request e

Subject: ]

Alternate Subject Name: i

1

-
Lacality:

State: t
Country:

Organization Name: )

r
Organization Unit Name:
Email:

i
Password:

el

Confirm Password:

Cancel
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Email:

Request:

Loeality:

State:

Country:
Organization Name:

Organization Unit Name:

Password:

Confirm Password:

Key Ring - Cisco_test

Policy

————BEGIN CERTIFICATE REQUEST——

MIICVDCCATWCAQAWDZENMASGALUEAWWEYWRKZjCCASIWDQYIKoZIhvecNAQEBEQAD
ggEPADCCAQoCggEBAMHgbgupbdkD5vhnKHT94tFMIbcbXg/ fTHAKpbKBQAQK fCKRI
XJ44LG1fcO76GO0XCctSMWDDMBNZX rdNTQKy1EWaZ+8VoI3zbc55Vmuy /@uXvI1RP
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q80mvcSUdBuz jKOndm8EwWweydBUz43ZU0Bgj SmDahWk8oBIPxzABIRBS oXyWwTGRY
AmValLt5KaeTt8z@dLSMARRY1s5958a,/D5qdxTTGECAWEAABAAMABGCSqGSIb3DQEB
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Key Ring - Cisco_Test

Policy

MName: Cisco_Test
Admin State: Started
Description: | aptiona
Certificatef ———-— BEGIN CERTIFICATE--——-

MIIDszCCApugAwIBAQIBAjANBgkghkiGOwABAQSFADBYMOSwWCQYDVOQQGEWIVUZEL
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Y28gQUNJIFR1YWOXDDAKBgNVBASMAIRBQzAeFw@yNDAYM ) kwNDESMDhaFwOyNTAY
Mj gwNDESMDhaMGUxCzAJBgNVBAYTALYVTMQswCQYDVQQIDAIDQTEXMBUGALUECGWO
021z¥28gQUNIIFR1YW@xDDAKBgNVBASMAIRBQzZE IMCAGAIUEAWWZZGx jLWFjaTAZ
LWFwaWMxLmNpc2NvLmNvbTCCASIwDQYJKoZIhvcNAQEBBOADggEPADCCAQoCggER
ALJASN1wzE7WMbLK35pTd0BFWH3M2ZmIeCOW6SktDTqaMHhgDkYEk@UgGRdYRrdP

Modulus: ( MOD 512 ‘ MOD 1024 MOD 1536

Certificate Authority:

Private Key:
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System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Fabric Policies

Management Access - default

Allow Credentials

Request Throttle:

HTTPS
Admin State: Enabled
Port: | 443 ¥
Allow Origins: | htlp://127.0.0.1:8000

Allow Cred

S35L Protocols:

M OE

DH Param:

Request Throttle

Admin KeyRing I Ciseo_Test

Oper KeyRing: unifuseraxt/pkiet

Client Certificate TP

Cl
Authan

t Certificate
state.

her C
~ D State
CHACHAZ0 Enabled
DHE-R5A-AES128-5HA Disabled

DHE-RSA-AES256-SHA Disabled

F£Admin KeyRing FHLEEH | EIZFMFERIKeyRingo
% — T SubmitiZ il
BR—TRX% K ARIBERESHRER. FANIERF.

i

Q

Paolicy Faults History
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aes256-gcmi@open
chacha20- X
poly1305@&openssh.com

KEX Algarithms:

diffie-hellman-group1-shal
diffie-hellman-groupl4-shal
diffie-hellman-group14- X
sha2sé
diffie-hellman-groupl6-shasi2
ecdh-sha2-nistp256
ecdh-shaZ-nistp3a4
ecdh-chaZ-nistp521 « |

macs: b nmac
B4 himac
] hmac-sh
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Fabric Policies

Policies
Or

~ Name

Resolved Mg

Management Access Policy: [

Pod - Management Access

HTTP
HTTP State HTTP Port HTTP Redirect
enabled 80 disabled
Adm Apps ntegrations
Date Time Policy.  default Iﬁ

Resolved Date Time Policy: default

1515 Policy:

Resolved I51S Peolicy: default
COOP Group Policy: select a value

Resolved COOP Group Policy: default

BGP Route Reflector Policy:

agement Access Policy:

MRREDBETERRPHRIS |

HEAEA

—
SHMP Policy:

Resolved SMMP Policy: default
MACsec Policy: fabric

Resolved MACsec Policy:

sEH & Cisco TACERE Z &,

- BRIAPICEZ £ B EIEF5.2(X)AR

- BERRMEETH

HTTPS State

enabled

HTTPS
HTTPS Port

Policy

Show Usage

SSH State -]

0
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