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BREMN
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APIC , BIFfge R 5 —EAPICE HIENGINXRIE,

APIC UIE{TZEAPIEERUIER S EME., B , FTBAPIC 'show'#s % (NXOS Style CLI)# 2 #11T

ZEAPIFER., EEEEARRMGERAEZENpythonlETHNIERER,
1EEE B &
o " E LA T — F 10T =
HEES B — ER
access.log /var/log/dme/log||APIC 30f3 EEACIEE , BEAPIFERIEMH11T

ACIT R &l , B Rnginx$aEa ( 2IERHI

error.log /var/log/dme/log||APIC 30f3 )
nginx.bin.log /var/log/dme/log||APIC 30f3 BERACI , iE#HEDMES
nginx.bin.warnplus.log||/var/log/dme/log||APIC 30f3 ACIHRETESBS+REMN B
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Access.logf B # 3

access.log=NGINXH) —IHIRE , FILEEAPICHERI, BTRRAPICHEIN1EHTTPER. 8&1t
B , BAEAPICHINGINXERER.

ACI 5.2+ix L By FEE%access.logtg = :

Tog_format proxy_ip '$remote_addr (Shttp_x_real_ip) - $remote_user [$time_Tlocal]'
'""$request" $status $body_bytes_sent '
""$http_referer" "$http_user_agent"';

1T R R"#ITmoquery -c fvTenantBiYaccess.loglk B :

127.0.0.1 (-) - - [07/Apr/2022:20:10:59 +0000]"GET /api/class/fvTenant.xml HTTP/1.1" 200 15863 "-" "Pyt

T laccess.logfik B ¥ Fllog_format:

log_formatifz ||RBIAR ER

$remote_addr  {[127.0.0.1 EIE ML FE R EHATIP

$http_x_real_ip |- FRARERREZE AR RENIP

$remote_user ] —ﬂiij:ﬁﬁﬁo 12 Fnginx.bin.log LA BR B & A
- HATRERNERE

$time_local 2022F4R07H : 20:10:59 +0000 ||ZEE KK K E

¥EHV/api/class/fvTenant.xml

LR Http75 3% (GET. POST. DELETE)HIURI

$request

$status 200 HTTPEEARERE

$body_bytes_sent|1586 ErgaH A
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$http_referer - -

$http_user_agent ||Python-urllib EEFERNEF IR

Eich]|
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- BARZAEAR , RIZIERETIRS TAPICEFERR,
— I AxxTHEXXEFE -
o WRFKE , FEEBI Bnginx.bin.logf #HEHE
BRENGINXERFERAER

A LAfE FAPICH Wtopi S ZENGINX CPUM R ERERE N

<{froot>

top - 13:19:47 up 29 days, 2:08, 11 users, load average: 12.24, 11.79, 12.72

Tasks: 785 total, 1 running, 383 sleeping, O stopped, 0 zombie

%Cpu(s): 3.5 us, 2.0 sy, 0.0 ni, 94.2 id, 0.1 wa, 0.0 hi, 0.1 si, 0.0 st
KiB Mem : 13141363+total, 50360320 free, 31109680 used, 49943636 buff/cache

KiB Swap: O total, 0 free, 0 used. 98279904 avail Mem

PID  USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
21495 root 20 0 4393916 3.59 217624 S

2.6

2.8 759:05.78

ngi nx. bin
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https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/214520-guide-to-collect-tech-support-and-tac-re.html#anc14
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/214520-guide-to-collect-tech-support-and-tac-re.html#anc14

(APIC)ZEE,

EELERT , RENZERINAPICHERER (EIER,. VPNE ), R , BHBILRE
REAPICH AR — B EiHRER P OAN B EAREFETHRE. REEMERAEETETREL
HIEEE,

BERFRITEERER

e B 8548 AL 549818 H Browser Development Toolkit(3& & 7ENetwork ( #85 ) E&E )5 H
HTTPFER FIEHE,

L TEARARREREBERNFBRNEERRAIENRERD , I TEAR.

[y Console [ Debugger T4 Metwork  {} StyleEditer () Performance O Inspector 4 Memory [ Storage T Accessibility 288 Application @3 [J] =+
E epg [ > I = Al HTML €55 J5 XHR Fonts Images Media WS Other [ Disable Cache Mo Throttling # -k::[-
Sta.. M.. D.. File init.. T. T.. Size ™ B Headers Cookies Request Response Timings  Stack Trac ™
@ GET @ .. epg-jup-epgjsoniguery-target=childrenidarget.-subtree.class=ivf £19.. j.. T.. B7B Queusd: 112.09 min Started: 112.09 min Downloaded: 113.19 min

ED GET & .. ficntsjson?subsoription=yesd do=1650484171126 19 oo . 4818 Request Timing

BB GET @ . epgjup-epgjsoniquery-target=childrenddarget-subtree-class=ff £19. j.. 7.. 67TB . | ams

ED GET @ . epg-jup-epg. jsoni_de=1650484171200 £19. Joo 1. T26B ' ' o

BB GET & .. thcntsjson?subsoription=yesd do=1650484171676 E19 Joe 1. 4818 Jn:

2 8 .. epgjup-epgjsoniquery-target=childrenitarget-subtree-clas: & £19. j. 7. ) e

GET @ .. epg-jup-epgjsoniquery-target=childrenstarget-subtree-class=hF £19.. J.. 7.. 67E | | 190 min

GET @ .. epy-jup-epgjsoniquery-target=childrendarget-subtree-class=Mvk £19. j.. T.. 67E D

GET B ... epg-jup-epg jsoniquery-target=childrenddarget-subtree-class=ivE £19.. |.. 1.. 5666 @

GET @ .. epy-jup-epg.jsonquery-target=childrenddarget-subtree-cla £19 Jue T 6TB

GET @ .. epy-jup-epg soniquery-target=childrenddarget-subtree-class=ivE £19.. J.. 1. 527EB

ED GET @ . epgjup-epgjsoniquery-target=childrenddtarget-subtree-class=mF £19., j.. 7.. BTE

ERD GET & . epg-jup-epgjsoniquery-target=childrenddtarget-subtree-class=mF £19., j.. 7.. BTB

ED GET @ . epg-jup-epg.jsonTquerytarget=childrendtarget-subtree-class=tvC £19.. j.. 7.. 676

ED GET @ . epg-jup-epgjsonTquery-target=subtreedtarget-subtree-cass=tvR £19.. .. 6.. 308 ™

G} 18 requests 486 KB/ 1640 KBtransferred  Finish: 114.01 min
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/content/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/cisco-aci-support-for-nginx-rate-limit.html
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https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting

- EEL503 7 75 B EE AR

- error.logh§/8 & 5 RA 5 XA BB # ([E 1ZihttpsClientTagZone) BA K &1 ¥ TR L 2 /5 i = #E #Y

74=

<#root>
apic#

|l ess /var/log/dme/log/error.|og

ééé3/04/17 20:19:14 [error] ...
limting requests

, excess: 40.292 by zone "

htt psC i ent TagZone

", client: h.o.s.t, ...
2023/04/17 20:19:14 [error] ...

limting requests
, excess: 40.292 by zone "
htt psC i ent TagZone

", client: h.o.s.t, ...

request: "GET /api/class/..."

request: "GET /api/node/..."

, host: "a.p.i.c"

, host: "a.p.i.c"

BE , Request ThrottlefZ AR ERREZ(APIC) R 2 EAFRERE Fin s R MDDOSKIE MK E

o EERESHEETRES RHERIBEE i |

DEBERERT R,
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