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ATE

A 3%
BT 0 T A

! 192.168.1.12 /30)
OSPF /AREA1 192.168.1.0 /30 OSPF/AREAD | | OSPF/AREAO OSPF / AREA 1
IMPORT: 10.10.10.0/24 IMPORT: 20.20.20.0/24 | | IMPORT: 10.10.10.0/24 IMPORT: 20.20.20.0/24
EXPORT: 20.20.20.0/24 EXPORT: 10.10.10.0/24 | | EXPORT: 20 20.20.0/24 EXPORT: 10.10.10.0/24
i |
¥l | AsA-EXTERNAL ASA-INTERNAL | ! 13y
i 192.168.1.4/30 192.168.1.8/30 | |
i 5 . i
................. > assassszassssasd
N3K-1
10.10.10.0/24 o
VRF: VRF1 VRF: VRF2 e
BD: BD1 BD:BD2
4' ping 20.20.20.1 source 10.10.10.1 H TENANT: T1

VRF1/BD1 VRF2/ BD2

EXTERNAL EXTERNAL INTERNAL INTERNAL

10.10.10.0/24 192.168.1.0/30 192.168.1.4/30 192.168.1.8/30 192.168.1.12/30 20.20.20.0/24

4' ping 20.20.20.1 source 10.10.10.1 H

SR EREHEHNER1(VRF1), VRF2, @8#%#1(BD1)MBD2. #BD1RVRFI1B® , &
BD25RVRF2B85} , 11 T MATR :




nmm . Te

CIsCo

O < ricr name, descr

Tenant T1

I Cuick Start
4 & TenantT
» B gpplication Profiles
4 M Bridge Domains
b &= 502
4 I vRFs

» B Exermal Bridged Networks
» M External Routed Networks

» I Route Frofiles
» M Protocol Policies
B |17 Senice Parameters
» B Security Policies
» I Troubleshioot Policies
» I Wonitoring Policies
b B |47 Services

Fabric

wnon | infra | mamt | T1

Networks

Drag and drop to configure: V,R; ;&; LL: f: Common: “;‘ ?
vRF2 VRF1
80
&
ASA_IN_T30UTN3K-Z_T30UT MN3K-T_L30UT AsA_OOT_L BO1

T2 L EL4-LTRBTHASAKES , I TEATR:

mim
Cisco

Quick Start

B Guick Start
L4-L7 Service Device Types

L4-L7 Sewice Functions
E Firewrall

4 MW 407 Services Function Profiles
E WwebPolicyF orRoutedMode
E WiehPalicyForTransparentvade

HELP

The Packages menu allows you to impont L4-L7 device packages, which are used to define, conflaure, and manitar a network service device such as a firewall, 5L offoad, loa
systern (IPS). Device packages contain descriptions of the functional capahility and setlings along with interfaces and network connectivity information for each function. A netwc

“You can use the Import a Device Package wizard to import a device package for a function that you want to manage with APIC. WWe recommend that you import device packages

Quick Start See Also

° E L4-L7 Service Device Types

AYIIEASA 5585 ( BEH ) BEL4A-L7RE , I TFEMF :



alian 1 Tenans Fabric

enter name. | common | T1 | infta | mgrmt

L4-L7 Devices - ASA5585
B uick Start

4 & TenantT1 Parameters  Fa

» I gpplication Frofiles
4 I wetworking

» I Bridge Domains General Device 1

» B yRFs Managed: Management IP Address: [m] Managsment Port: 443 -

» B Extemal Brided Networks Name: ASASSE5 Chassis: oc oo o ol - @

» B Edternal Routed Networks Device Package: CISCO-ASA-1.2 ermees

» I Route Profiles Senvice Type: Firewall

» B Frotocol Policies Device Type: PHYSICAL = Hame Path

B 4.7 Senice Paramelers (e BErrfin T L [ iganitEthernetn Node-105/etni 2
< I ssouy Policies it | Gigabitethermetoit Node-108/etnt/2 |

» I contracts Function Type:

» I Tapoo Contracts _

Cluster Mote: Single Node
» B irmported Contracts Cluster

» M Filters Credentials Management [P Address: [172.23 96,225 Management Port: 443 B
» B Troubleshoot Policies Username: admin Device Marager: [172.23.97.1 -

» I Monitoring Policies Password: Cluster Interfaces
4 B | 517 services Confirm Password
» BB 417 Senice Graph Templates Tepe A fame Concrete Interfaces
» B Router configurations Configuration State [ pr—- neide ASA5505_Dewice_1/[GigabiEthemetd] ]
» B Function Profiles Gonfiguration Issues: ABASSE5_Device_1/[GigablEthemetDio]
sansumer outside 5 5
4 M L1 7 Devices Devices State: stable

» B asasses

» B rported Devices

» I Devices Selection Policies

S B3. AN3K-1EEL3OutE EBD1MVRF1 BB,

SNEREE AR M EACIRIR B R B FIEERBERE , M TEM® :

e
Cisco

L3 Outside - N3K-1_L30UT

Quick Start
4 & TepantT1
» I ppplication Profiles
4 I petworking
» I Bridge Domains
» I VRFs
» I Extemal Bridged Metworks
4 I Eyternal Routed Metworks
» I cetaction Rule Profiles
» I piatoh Action Rule Profiles
b D asA_N_LI0UT Tags: -

b D aga OUT LIOUT " anter tega seperatad by somma

Properties
Marme: N3K-1_L30UT

Description; | optional

Tanget DSCP: unspecified

b B M3K-2_L30UT i it A
M Fouts Frofiles Route Contral Enforcement: [ impaort Export

» I Protocol Policies VRF: T1/VRF1 | - @

-

I 417 Gervice Parameters Resolved VRF: TIAMRF1

» B Security Policies External Routed Domain: T1_L3OUT v @

> B Troubleshoot Policies i Route Profile for Interleak: sclect 2 walus - @
» I tonitoring Policies
Route Contral For Dampening:
b B L4 Semices

- Address Family Type

Mo ikem
Select Actia

Enable BGREIGRFIOSFF: [|BGP EIGRP

O5PF Area ID: 0.0.0.1

OSPF Area Cantral:

Send redistributed LSAs into MNS5A area
Qriginate summary LSA
O Suppress forwarding address in translated LSA

OSPF Area Type:

OSPF Area Cost: 1

L1

MIEE : FTE AR BB EMNL0ut M XA EHEMEEAEBVLANEENIBREER T
(SVI)s



mmim
CISCOo

Tenant: Fabric

P8 <1 name, descr | co

Tenant T1

Quick Start

4 2 Tenant T
» B application Proflles
4 M etworking

» I Gridge Domains

» Ml RFs

» B Exgernal Bridged Networks

4 M External Routed Netwarks
» B get Action Rule Frofiles
» B Match Action Rule Profiles
b B AsA_IN_LIOUT
b €D agA_OUT_L3OUT

4 M Logical Node Frofiles
PRENEREYS
4 M Logical Interface Profiles
PRENYIEN

4 M configured Nodes
» B topologypos-tinode-108
> B petworks
B Route Frofiles
> @B N3K-2_L30UT
» B Route Profles
» M Protocol Policies
B 47 Service Parameters
» M Sccurity Policies
» I Troubleshaot Palicies
» I wonitoring Policies
» B 47 Services

Logical Interface Profile - N3K-1_IP
Fault
Properties
Mame: N3K-1_IP
Description: | 0pii00al
Label:
ND policy: =clect = value -
Egress Data Plane Policing Policy: =it = valie -
Ingress Data Plane Policing Policy: =it = walie -
Routed Interfaces:
~ Path IP Address MAC Address MTU (Bytes)
Noitems have been found.
Select Actions to create a new item,
SVl
« Path 1P Address Side AIP Side B IP MAC Address MTU (Bytes) Encap
Mode-108/eth1/3 192.168.1.2/30 00:22:BD:F8:18FF 1500 wlan-100
Routed Sub-Interfaces:
~ Path IP Address MAC Address MTU (Bytes) Encap

Noitems have been found.
Select Actions to create a new item,

AN3K-1 L3OutAZBEPGEL & FHAK EA/EHERIES , W TEAR :

alaln
Cisco

Tenants

enter name, descr

Tenant T1

B uick Start
4 2 TenantT1
» I appiication Profiles
4 M yetworking
» M Bridge Domains
» M VRFs
» B Eiternal Bridged Networks
4 M Extermal Routed Networks
» B GetAction Rule Profiles
» B \ateh Action Rule Prafiles
b B ASA_IN_L3OUT
» B Ass_DUT_L3OUT

4 I Logical Node Profiles
PRERTEIERT
4 M | ogical Interface Profiles
» & nacie
4 M Configured Modes
» & topologypos-1moe-105
4 I petrorks

L4-L7 Senvice Parameters
M Route Profiles
b OB N3K-Z_L30UT

» M Route Profiies

» I Protocol Policies

B | 47 Service Parameters
» M cecurity Policies
» B Troubleshoot Palicies

» I nonitoring Policies

BASANEA EE EL3OutIE EABD1 MVRF1EAE: , 0T

Properties
Name:
Tags

Description

Configued YRF name:
Resnlved VRF.

Configuration Status
Configuration 1ssues:
Subnets:

Route Control Profile:

QoS Class:
Target DSCP:

External Network Instance Profile - N3K-1_EXT_NET

M3K-1_EXT_NET

e v

Smier tegs s=parated by comms

optional

VRF1
unifn-T1ictx-VRF1

Unspecified -
unspecified

applied

« IP Address scope

Apgregate

Operatic

Route Control Prafile

[mmmnm

External Subnets for the External EPG ]

[m 30.20.0/24

Export Route Control Subnet

~ MName

Direction

7R

Mo ikems have been found,
Select Actions to create 3 new item,



It

cnier name, destr |

L3 Outside - ASA_OUT_L30UT

B Quick start
4 & TenantTi

» M Application Profiles

4 M vetworking
» M Bridge Domains
> M vRFs
» M Exiemal Bridged Networks
4 M Edternal Routed Networks

» B Set Action Rule Profiles

» B Match Action Rule Profiles
b B ASA N_L3I0OUT

» M Logical Mode Profiles
> B petworks
> I Route Frofiles
P B N3k _L30UT
b B n3kz_L30UT
» B Route Profiles
I Protocal Policies
B 417 Service Parameters
» B securiy Policles
» I Troupleshoot Policies
» I Monitoring Policies
b B L7 serices

afaln . Te
Cisco

W< rier name, descr

Tenant T1

B Quick Stat
4 & TenantTi
» B gpplication Profiles
4 M vetorking
» B Bridge Domains
> 8 vRFs
» B External Bridged Networks
4 M External Routed Networks
b B Setaction Rule Prafiles
» B iiatch Action Rule Frofiles

Logical Node Profles
4 B asn_out_ne

4 M Logical Interface Prafiles
4 & asa_out_F

4 M configured Modes
4 12 tonolosyiod-1inode-108
» B 80P forvRF-TIVRFL
v & 03PF for VRF-TIRFT
b B petworks
» B Route Profiles
» & N3k _LIouT
» € NaK-2_L3ouT
» B Route Prafiles
» B Protocol Policies
B 47 Senice Parameters
» B Socurity Policies
» B Troubleshoot Palicies
» B wonitaring Policies
> B L4L7 Senices

AASASEBLIOUtSAEBEPGEL B T8 HY FE A/ FE H B H 42

Properties
Mame: ASA_OUT_L30UT
Description: optional

Tags: S
enter tege separated by eomma
Label:

Route Gontrol Enforcement. [ jmport Export

VRF: T1fYRF1 - @

Resotved VRF: TIMRF1
External Routed Domain: T1_L30UT ~ P

Route Profile for Interleak: oo loot o valie - @

Route Contral For Dampenin

~ Address Family Type:

Target DSCP: unspecified

Route Dampening Policy

Enable BGP/EIGRPOSPF: [1BGR EIGRP

QSPF Area ID: 0

QSPF Area Control

Originate summary LSA

OSFF Area Type
OSPF Area Cost: 0

o

Logical Interface Profile - ASA_OUT_IP

Properties
Narme: ASA_OUT_IP
Description: ©opions!

Label:
ND policy: cclect = value -

Egress Data Plane Policing Policy: =c /o0t = value

Ingress Data Plane Palicing Palicy: scloct o value -

Routed Interfaces:

Send redistributed LEAs into NESA area

[[] 8uppress forwarding address in translated L8A

Mo items have been found.
Select Actions ko create a new item,

Em

A

~ Path MAC Address MTU (Bytes)
o items have been Faund,
Select Actions to create & new ke
VI
- Path 1P Address Side AIF Side B P MAC Address MTU (Bytes) Encap
Mode-1057eth1/2 192.168.1.6/30 00:22.BDF819FF 1500
Routed Sub-Interfaces:
- Path IP Address MAC Address MTU {Bytes) Encap

Ha kems have been Found,

Select Actions to create anew tem,

iR



alear]n Tenants

cisco

enter name, deacr |

won | T1 | infra | mormt

External Network Instance Profile - ASA_OUT_EXT_NET

B Quick Start
4 A TenantT1
b M application Profiles
4 I petworking
» M Bridge Domains
» M VRS
» B External Bridged Netwarks
4 M Evternal Routed Networks
» B set ction Rule Profiles
» B iatch Action Rule Profiles
b D ASA_IN_LIOUT
» I Logical Node Profiles
4 I Networks

El Asa_out_ExT_NET

B 117 Senice Paramelers

> I Route Profiles
b B NaK-1_L30UT
b B N3K-2_L30UT L
» M Route Profiles
» B Frotocol Palicies
B |47 Senice Parameters
» B Security Policies
> I Troubleshoot Polities
» B monitoring Policies
» B 4.7 Senices

Roi

BASA-Internal Bt iEL3outt EEBD2MVRF2EIEE , 20T

ale]n o Tenan

enter name, descr

B Cuick Start
4 A Tenant T
» I application Profiles
4 I petorking
» I Bridge Domains
» M yRFs
» B External Bridged Networks
4 I External Routed Networks
» BB get Action Rule Profiles
» B pateh Action Rule Prafiles

4 I | ogical Mode Profiles
v B asan_np
> I retworks
» I Route Profiles
b B ASA OUT_L3OUT
b B NIK-1_LI0UT
b B NaK-2_L30UT
» I Route Profiles i
» B Protocol Policies
B 47 Senice Parameters
» I Security Policies
» I Troupleshoot Policies
» I nonitoring Policies
» B | 417 Seices

Properties

Description: | 11005

Configued VRF name: VRF1

Resolved VRF: unitn-T1ictz VRF1

Target DSCP: unspecified

Configuration Status: applied
Conflauration Issues:

Subnets:

Operational  Stats

ute Control Profile:

100
Narme: ASA_OUT_EXT_NET
Tags: =
Smeraga s parewd by somma
QoS Class: Unspecified -
4 IP Address Aggregate Route Contral Profile Route Summa
Export Route Contral Subnet
[”””“””2" Shared Route Contral Subnet ]
uBnEts for the External EFG
[20 A Shared Route Cantral Subnet
- Name Directian

Ho ikers have been found.
Select Actions ta create & new item,

iR

L3 Outside - ASA_IN_L3OUT

abric

| comman 1 T1 | infra | momt

Properties
Mame: ASA_IN_L30UT
Description:  opfinnal

Tags: 1 -
ENter taga eeparatsd by comma

Lakel:

Target DSCP: unspecified
Route Control Enforcement: [ import Expart

RF: TI/VRF2 - @

Resolved VRF: TIVRF2
External Routed Domain: T1_LaoUT - 3

Route Profile for Interleak: sclect = value - @

Route Control For Dampening

4 Address Family Type

Rote Dampening Palicy

Enable BGPIEIGRPIOSPF: [ BGP EIGRP

OSPF Area ID: 0

QSPF Area Contral:

Send redistributed LSAS into NSSA area
Criginate summary LSA
[[] suppress farwarding address in translated LSA

OSPF Area Type:

OSPF Area Cost: 0

No items have been found,
Select Actions ko create a new ikem,



Tenar Fabric VM Networking Admin

arch: el | commen | T1 | infra | mgmt
Logical Interface Profile - ASA_IN_|

P

B Quick Start
4 & TenantT
» B pppication Profiles
4 M networking
» B Gridge Domains Properties
» B yRFs Narme: ASA_IN_IP
» B8 External Bridged Networks Description: | 2110141

Faults  Histor

ACTIONS *

4 B Exgemal Routed Netwarks
» B Sat Action Rule Profiles Lahel:
> B Match Action Rule Profiles

ND poliey: sclect = value -

Egress Data Plane Policing Poliey: <clcct = valie -
4 I Logical Node Frofiles

4 B aga e
4 B Logical Interface Profiles

P
& asa_n_P « Path 1P Address MAC Address MTU (Bytes)

12 08P interiace Profie

Ingress Data Plane Policing Policy: select = walue -

Routed Interfaces:
4

o items have been found.
4 8 configure Nodes Select Actions to create a new item,

> B topologyinod-inade-108

» B Networks ‘

» B Route Profiles Sy

b B ks OUT_L3OUT
» & N3K-1_L30UT

» B N3z L30UT Node-106eth1/2 102.168.1.10130 00:22BD:F 81 0 FF 1500

+ Path 1P Address Side AP Side B 1P MAC Address MTU (Bytes) Encap

» B Route Profiles

» B Protocol Policies

B 417 Senice Parameters
»im Security Folicies RELEBLE T teces +

» B Troubleshost Policies 4 Path 1P Address MAC Address MTU (Bytes] Encap

» B wonitoring Policies .
o tems have been foun
» B 417 Senices Select Actions to create 3 newitem,

nim T
CISCO

enter name, descr

External Netwark Instance Profile - ASA_IN_EXT_NET

B Quick Start
4 A TenantT1
» M zpplication Profiles
4 M networking
» I Bridge Domains 100
» I yRFs .
» I Exiernal Bridged Networks ProPemes
Narme: ASA_IN_EXT_NET
4 M Edternal Routed hetworks
Tags: -
r . Sethction Rule Prfles ener taga aeparated by comma
» B Match Action Rule Profiles Description: | opional
4 D aspIN_LI0OUT
» B Logical Mode Prafiles
Gonfigued YRF name: VRF2
4 I netorks _
Resolved VRF: unitn-T1/ctx VRF2
QoS Class: Unspecified -
» M Route Profiles -
Target DSCP: unspecified
> B aga OUT_L3OUT
Configuration Status: applied
b B N3k _L30UT g [T
Configuration Isgues:
b B NaK-Z_L30UT g
Subnets:
» M Route Profiles ‘
» I Protocol Policies - IP Address Seope Agnreqate Route Control Profile
B L4 7 Senvice Parameters 1010410.024 External Subnets for the External EPG
Shared Route Control Subnet
» M Security Policies <o Ratfe Confral Guba
» B Troubleshoot Policies [20-20.20.0024 Shared Route Contral Subnet
» I yonitaring Policies
» I L4 L7 Senices
Route Contral Profile
~ MName Direction
Mo items have been found,
Select Actions to create 3 new item,

AEN3K-2E EL30utIiF EEBD2 FMVRF2E3E: , i FTEFTT :



e
CISCOo

T

I =rter name, descr

it

| n a | momt

™
B Guick Start
4 2 TenantTt
» M application Frofiles
4 M networking
» M Bridge Domains
» M vRFs
» M Exiernal Bridged Networks
4 M Edternal Routed Networks
» B Set Action Rule Profiles
» B Watch Action Rule Profiles
b B agA_ IN_L3OUT
b B agA_DUT_L30OUT

» M Logical Mode Profiles
» I Metworks
» M Route Proiiles
» M Route Profiles
» I Protocol Policies
B | 417 Service Parameters
» M security Policies
» M Troubleshaot Policies
» I wionitoring Policies
> B 417 Senices

mmim

th

Tenants

L3 Outside - N3K-2_L30UT

Properties
MName: N3K-2_L30UT

Deseription: | oplional

Tags:

Labkel:
Target DSCP: unspecified

Route Contral Enfarcerment: [ import

Resotved VRF: TINRF2
External Routed Domain: T7_L30UT

Route Profile for Interleak: <o ot = value

Route Gontrol For Dampening

Snter isgs s=parated by comms

Expart

VRF: T1/VRF2 @

-« Address Family Type

Route Dampening Policy

Enahle BGR/EIGRPIOSPF: []BGP

O5PF
OSPF Area ID: 0.0.0.1

Mo items have been faund.
Select Actions ko create a nev item,

EIGRP

OSPF Area Control

QSPF Area Type:
OSPF Area Cost: 0

Fal

Send redistributed LSAS into NSSA area
Originate surmmary LSA
[ Suppress farwarding address in translated LSA

o

Tenant T1

B Guick Start
4 2 TenantTt

» M spplication Profiles

4 I networking
» M grigge Domains
» M RFs
» M Extermal Bridged Networks
4 M External Routed Netwarks

B Set action Rule Profiles

» B Match Action Rule Profiles
> D aga IN_L3OUT

» EB A3A_OUT_LIOUT

4 I Logisal Node Profiles
4 B nakane
4 M Logical Inferface Profiles
El 08PF Intertace Profie
» B Configured Nodes
» B petworks
> M Raute Profiles
» M Route Profiles
» M Protocol Policies
B |07 Zenice Farameters
» I Security Polisies
» B Troubleshoot Folicies
» I wonitoring Policies
> B U417 Senices

AHNEPEPGHINIK-2 L3Outlit & FHEMNEA/EHEHES , T

enter name, descr

| comi

on | T1 | infra | mgmt

Logical Interface Profile - N3K-2_IP

Properties

Egress Data Plane Policing Palicy

Ingress Data Plane Policing Palicy:

Name: N3K-2_IP

Deseription: | o 07e

Label.

ND policy:

Routed Interfaces:

~ Path

select & value -
select a value -

select a value -

1P Address MAC Address WITU (Bytes)

+ Path

1o items have been found,
Select Actions ta create 2 new tem,

1P Address Side AIP Side BIP MAC Address MTU (Bytes) Encap

Node-106/eth 114

Rauted Sub-Inferfaces:

~ Path

192.168.1.14/30

00:22:B0:F8:1 &FF 1500

vian-103

1P Address MAD Address MTU (Bytes) Encap

Ho items have been found,
Select Actions ta create 3 new tem.

iR



ch

enter name, descr

king

Tenant T1

B Quick Start
4 A TenantTH
» I appiication Profiles
4 M retworking
» M Bridge Domains
» I vRFs
» B External Bridged Netwarks
4 I Exdemnal Routed Netwarks
» B Set Action Rule Profiles
» B atch Action Rule Frofiles
b B asa_IN_L30UT
B aga_0UT_L30UT
b D p3KA_LIOUT

4 B N3K-2_L3ouT

» M Logical Node Profiles

4 I netwarks

» B Route Profiles
» M Raute Profiles
> I Frotocol Folicies
B 417 Service Parameters
» I Security Policies
» B Troubleshoot Policies
» M wonitoring Policies
> B 417 Senices

External Network Instance Profile - N3K-2_EXT_NET

Operational

ct

Properties
Narme: N3K-2_EXT_NET
Tags:
e e o e

Description: | oplionl

VRF2
uniftn-T1/ctx-VRF2
Unspecified

Configued VRF name:
Resolved VRF
QoS Class:

Target DSCP: unspecified

Configuration Status: applied
Configuration lssues

Subnets:

~ IP Address Scope

Export Route Control Subnet I

External Subnets farthe Extemnal EPG l

Agaregate Route Control Prafile

| 10.10.10.024

|20.20.20.0/24

Route Control Profile:

~ Hame Direction

Mo items have been found.
Select Actions to create a new ikem

FRABVDRERCEMEE , WIRBAAEAREDRERER , WTEAR :

T

Ol <nier name, descr

Tenant T1

. ouick start
4 2 TenantTi
» B application Profiles
» B Natworking

B 417 Senice Parameters

» M Security Policies

» B Troubleshoot Folicies

» B yonitoring Palicies

4 M 417 Benvices
b B L4-L7 Service Graph Templates
» B Router configurations

ASASEEE_FPG

» B L4-LT Devices
» B imported Devices
» B Degvices Selection Folicies
» I Deployed Graph Instances
» 8 Deployed Devices
B 1nband Management Configuration for La-L7 devices
» B Device Managers
» B Chassis

ommon | T1 | infra | mgmt

L4-L7 Services Function Profile - ASA5585_FP

Faults

A

Properties
Name: ASA5585_FP
Description:
Associated Function: CISCO-ASA-1.2Firewall

FEATURES AND PARAMETERS

Festures All Parameters
4 ©H peyice Config Device
» Ol access List access-listinbound false false
» 5 Interface Related Configuration exemall false falge
» 5 interface Related Configuration internallf false false
Al 4 =¥ Function Config Function
» 2! External Interface Configuration ExConfig false false
b ! intemal Interface Configuration IntConfi false false




L4-L7 Services Function Profile - ASA5585_FP

Properties
MName: ASAS585_FP
Description:
Associated Function: CISCO-ASA-1.2Firewall

FEATURES AND PARAMETERS

Features B All Parametars
4 V' Device Config
» 1 Agcess List
4 5‘ Interface Related Configuration
4 = access Group
All =l Inbound Access List

rl _a‘ Interface Specific Configuration
4 @‘ IPw4 Address Configuration
=l 1Pv4 Address

Security Leve|
A _a‘ Interface Related Configuration
4 ,E“ Interface Specific Configuration
A _ﬁ‘ IPv4 Address Configuration

| IPwd Address

Security Leve|
4 = Function Config
Fl 5‘ External Interface Configuration

=l interface Configuration

[

5‘ Internal Interface Configuration

=l interface Configuration

1

ACTIONS +

History

Device

access-listinbound false Talse
externallf false false
ExtAccessGroup false

name access-listinbound false false

externallfCiy false

IPvdAddress false

ipvd_address 192.168.1.530 true false

external_security_level an false false

internallf false Talse
internallfciy false

IPvaAddress false

ipwd_address 192.168.1.9/30 true false

internal_security_leve| 100 false false

Function

ExtConfig false false
ExtConfigrel externallf false false

IntCanfiy false false
InConfigre! internallf false false

SEB5. BV AL

N
Cisco

Tena

enter name, descr

B Quick Start
4 & TenantTi
» I spplication Profiles
4 Metworking
» M Bridge Domains
» M yRFs
» M Exernal Bridoed Metworks
» M External Routed Networks
» M Route Profiles
» I Frotocol Palicies
B 417 Senvice Parametars
4 I cecuity Policies
4 43 PERMIT_ALL
(& PERMIT_ALL
» M Taboo Contracts
» M rponted Contracts
» M Filters
» M Troubleshoot Policies
» Manitaring Folicies
» B | 417 Services

Properties

Mame:
Label:

FScope. M ATenant , W TFEFFR :

Admin

Contract - PERMIT_ALL

PERMIT_ALL

Scope:

Tenant -

Qo3 Class:
Target DSCP:

Desctiption:

Subjects:

Unspecified -

unspecified
For unapeefed”, pui 64"
optional

=~ Name

Filters

FPERMIT_ALL T1PERMIT_ALL

SR MW , B LA-L7R¥ESIAR , 5 b AR I B 5 S 302k B AR B SR B M1 PR R AR D SR 4

IR SR Y B DA



Tenant T1 B

B Cuick Start
4 Ak TenantT1
» B application Profiles
[

B rztworking

B 417 Service Parameters
» I Security Policies

» B Troubleshoot Folicies

» B yonitaring Palicies

4 B | 3| 7 Service Graph Templates

» 12 Funciion hode - M1

» I Router configurations

» 8 Funciion Fraiiles

» B 47 Devices

» B mported Devices

» B Devices Selection Policies

» I Deployed Graph Instances

» I Deployed Devices e
& inband Management Configuration for L4-L7 devices

» B Device Managers

» M chassis

eate L. Service Graph Template

L4-L7 Service Graph Template - ASAS585_SGT

Policy

Consumer

ASA5585

®
N1

Firewall: Routed

Drag device clusters to create graph nodes.

Graph Type:

Consumer

ASAS585_SGT

FI
Create A hew One

) Clone An Existing One

Provider

ASAS585

®
N1

Please drag a device from devices table and drop it here to create a service node,

© Transparant

RRIEER IR T EE B (ASA 5585) L fE ARV ERHSRIDRYER HERECE , M TNEFT :



Tenants Fahric \ a Admin

enter name, descr | comman | T1 | infta | m

it T1

Router configuration - ASA5585

B Cuick Start
4 & TenantTi
» I ppplication Profiles
> Metwnrking
B | 417 Serice Parameters
> Secutity Policies
» I Trougleshoot Policies

» I nonitoring Policies
4 M | 4|7 Senices
b B 417 Senice Graph Templates

Description: | optional

» M Function Prafiles
b I U417 Devices

» M |mported Devices
» I Devices Selection Policies
» Im Deployed Graph Instances
» M Deploved Devices

E Inband Management Configuration for L4-L7 devices 1
» M Device Managers
» M Chassis

AE PR A B2 A BL3 , MTEAT :

alaln m Tenants Fabric

I =tcr name, descr e T | infra | gt

L4-L7 Service Graph Template - ASAS585_SGT
B Quick Start

4 & TenantT1
» I Application Profiles
» B petwarking

Topalogy

W 407 Senice Parameters Properties
» I Security Policies Name: ASA5585_SGT
» Bl Troubleshoot Policies Template Name: UNSPECIFIED
» I tonitoring Policies Configuration Issues:
4 B 417 Services Description: | oozl

L4-LT Service Graph Templates

Label:

unction Node - N1

Funetion Nodes: .+ name Funetion Name Function Type Description
& consumer
w1 CISCO-ASA-1.2Firewall GoTo
E provider
» B Router configurations
» I Function Profiles
> B 417 Devices
» M iirported Devices
» B Devices Selestion Policies «
» I8 Deployed Graph Instances
» B Deploved Devices Terminal Nodes: .« name Provider/Cansumer Deseription
B mbany management configuration for La-LT devices T Consumer
» M Device Managers
B 2 Provider
> M Chassis
Connections: . pame Connected Nodes Unicast Route: Adjacency Type Description
c1 N1, T True

c2 N1, T2 True

FER RIS EIEAR , 20T B



N it
Cisco .

ol < riter name, descr
Tenant T1

B Guick Start
4 2 TenantT
» B ppplication Frofiles
» I etvorking
B | 417 Service Parameters
» B Seourity Policies
» B Troubleshaot Policies
» B yonitoring Policies
4 MW a7 Senices
4 M 417 Service Graph Templates

» Router confi E Apply La-L7 Service Graph Template i -

Edlit L4-L7 Service Graph Template

» B Function Prof
> B L7 Device B petete
» B importen Dey B3 Remave Relsted Okjscts Of Graph Tempists
> B Devices Sele W e s
» I Deployed Gre B ros
» B Deplayed Detvuea

& inband Management configuration for La-L7 gevices 4
» B Device Wanagers

L4-L7 Service Graph Template - ASA5585_SGT

Consumer

AIAS5S Information

Provider

ASA5585

®
N1

Firewall: Routed
Profile: ASA5585_FP

Fabr
enter name, deser | common | T1 |
12 )
UEEELIT B Apply 7 Service Graph Template To EP om
B Quick Start
4 A& TenaniTi
= 1. Contract 2. Graph
» M ppplication Profiles STER 1= Conract
» B Networking
M | 417 Senvice Parameters Config A Contract Between EPGs
» M Security Policies EPGs Inigggall
» B Troubleshoot Policies ICnnsumsr EPG / Bxternal Network: T1/NGK-1_L3OUT/NSK-1_EXT_NI @I I Provider EPG / External Network: T1/NaK-2_LaOUT/NaK-2_EXT_NI « (3 I L)
» M Wonitoring Policies

La-L7 Services

4" Wl L4-17 Senvice Graph Templates

:;nu Ertnn:\guva lons

B Function Profiles

B 417 Devices

M |ported Devices

B Devices Selection Policies

M Deployed Graph Instances

Cortract Information

Contract @ Create A Mew Contract

Contract Name: PERMI

LL

Mo Filter (allow All Trafficy

Chonse An Existing Cortract Subject

M Deployed Devices
& Inband Management Configuration for L4-L7 devices ‘

» I Device Managers
» M Chassis

alialn ) Tenant Fabric J Admin
cisco
ALL TENANTS ena Eifl cnicr name, descr | camman | T1 | infr
B Quick Start

4 B TenantTt
» M spplication Profiles

STEP 2 > Graph

[i]%]

1. Contract 2.Graph 3. ASAS585 Parameters

» B petworking

» B Secuity Policies
» B Troubleshoot Policies
» I Monitoring Policies
4 MW U417 Senices

4 M | 4-L7 Service Graph Templates

Fouter configurations
» I Function Frofiles
» BB 417 Devices
» B mporied Devices
» B Deyices Selection Policies
» B Deployed Graph Instances
» B Deployed Devices

& nband Management Configuration for L4-L7 devices «
» B Device Managers
» M chassis

M | 4 7 Senvice Parameters Config A Service Graph

Device Clusters Graph Template T1/ASASSES_SAT

Consumer

N3K-1_EXT

Provider

ASA5585

N3K-2_EXT

N1

Firewall; routed
Frofile; ASAS535_FF
Router Confia: T1/ASAS585

- Coneumer Comnector
Type: O General

L3 Bxt Network: T1/ASA_OUT_L3OUT/ASA_OUT_EXT_NE -+ 3

Cluster Interface: autside

[ Provider Conector

Type: O General

Cluster Interface: inside

I L3 Bxt Network: T1/ASA_IN_L3OUT/ASA_IN_EXT_NET

WRFE

B/ EL4-L75| B, NTFEFR



alialn Te Fabric A ' 4 Adrmin

’ N d B8 nicr name comnmen | T1 1 infra
O
Tenant T1 L] 7 Service Graph Template To EPGs om
B Cuick Start
4 & TenaniTi
o STEP 3 > ASA5585 Parameters 1. Contract 2. Graph 3. ASAS585 Parameters
» M Application Profiles
» I Networking
I 47 Service Parameters config parameters for the selected device
» I Socurity Policies
Profile Name:  ASASSBS_FP <div =" :_editicon’ style- "display: inline-block; width: 30px> </dive>
» B Troubleshoot Folicies
» B yonitoring Policies Features:
4 M 47 Services a Iy write Domain
4 M |37 Service Graph Templates H 4 C Device Config Device
H O accessList access-listinbound
» Router configurations [m] » 211 Bridge Group Interface
» B Function Profles B » Ol interface Related Configuration externallf
» B 417 Devices Al =] ¥ [l Interface Related Configuration internallf
» B |mported Devices O O NaT Rules List
» I Devices Selection Palicies O 30 Network Object
» M Deployed Graph Instances o b L1 Netwaork Object Group
» I Deployed Devices: a » 0l gemice Object
& inband management Canfiguration for La-L7 devices o o » [l service Object Group
» Bl Device Managers H 4 F Function Corfiy Function
> M chassis (=] ¥ Ol Extemal Interface Configuration ExtConig
B > D imtemal interface Confiauration IntGonfig
O  » O natPolicy

RED indicators parameters needed to be updated and GREEN indicates parameters will be summitied to the pravider EPG,

[ ) e |

8875 : Route-tag Policy , &VRF18 ERoute-tag Policy(Tag:100) , I F WA :

Tenants Fahric

enter name, deasr 1 common | infra | mgmt | T1

Ten

VRF - VRF1
I quick Start

4 2 TenantT1 - Operational  Stals ~ Health  Fault

» B ppiication Profiles
il 100
4 M Networking

» B Bridge Domains Properties
4 B ypre

Rol

Tag Policy - VRF1_RTP

Deployed VRFs (Simple Mode)
© EP6 Collestion for Contaxt i
» @ vrFz ACTIONS -
» B External Bridged Networks.
> M Eigermal Rauted Netwarks
» M Route Profies
I P——— Description: 071 onal
B | 117 Seniice Parameters
» B Security Policies iL=c:R100 >
» B Troubleshoot Policies
» B wonitaring Policies
» Bl |47 Senvices 1
SHOW USAGE I CLOSE I
= EIGRF AGETEss Famiy Type EIGRP ASdress ramily Comext
Mo items have been found.
Select Actions to create a nev item.
DS labels

Iﬂoute Tag Policy: VRF1_RTP v LE'

BOEVRF2EV R R B R A (RH : 200 ) , WTEFR :



alialn tem < Fabiric ¥ working i ations
cisco
i Tenant | Search: Rl | comman | infra | mart | T1
Tenant T1 B
N T2 v vrr2
B Quick start

4 &F TenantT1
» B application Profiles

Operational  Stats  Health  Fault

4 M nstworking
» M grigge Domaing

4 M yRFs
» RF1 History
» W External Bridged Networks
» B Eternal Routed Networks
» B8 Route Profiles Narne: VRF2_RTP
» M Protocol Policies Description: | 0i0r15]
B | 417 Sewice Parameters
> B Seouity Polisies Tag: 200 -
» B Troubleshoot Policies
» I yonitoring Policies
> Bl | 417 Senices
I SUBMIT I CLOSE
T RP G R PR IS Farm,
~ EIGRP Address Family Type EIGRF Address Family Context
o items have been found.
Select Actions to create a new item.
DNE labels:
I.Dute Tag Palicy: VRF2_RTP ~ @ I

#eY  REREYRBREBBER , WTEARR

Tenant T1 -] )
_ Logical Interface Context - consumer

M Quick Start

4 & TonantT1
» I ppplication Profiles
» I networking

B | 4-L7 Semice Parameters Properties
> Security Policies Connector Mame: consumer
» I Troubleshoot Falicies m v @
» I wonitoring Policies
4 M 407 Senices

Associated Metwark: Bridge Domain

|| L3 External Network: T1/ASA_OUT_L3OUTH ~ (3
» B |37 Service Graph Templates

Redistribute: b :
» M Router configurations bop ot W] -

» B Fupction Profiles
b B 417 Devices .

Subnets: X +
> Imported Devices

IP/Mask Scope Preferred Subnet Control

4 B PERMIT_ALL-ASAS585_SGT-N1 Mo items have been found,

=, RS Select Actions to create a new ikem,
El provider

» I Deployed Graph Instances "
» I Deployed Devices Wirtual IP Addresses:

E Inband Management Configuration for L4-L7 devices + 1P Address

» I Device Managers

Mo items have been found,
» B Chassis Select Actions to create a new ikem




afraln
CIsco

Te

enter name, descr e

Logical Interface Context - provider

M Quick Start
4 & TenantTi
» I zpplication Profiles

» I Networking

B | 417 Service Parameters
» I cecurity Policies
» I Troubleshoot Policies

Properties
Connector Name: provider

inside - @

Bridge Domain

Cluster Interfac:

» I nonitoring Policies
4 BB 4T Gervices

Associated Network:

IS External Network: T17ASA_IN_LZOUT/AS, + [H3)
» BB 417 Senvice Graph Templates

Redistribute: by f
» M Router configurations (EopfWieaply) -

M Function Profiles

Subnets:

»

» M |27 Devices
X

» I imported Devices +

IP/Mask Scope Preferred Subnet Control

4 B PERMIT_ALL-ASASA85_SGT-M1 ha items have been Found.
Select Actions to create a new item,

E consumer
N | Deplayed Graph Instances “
» I Deployed Davices Virtual IP Addresses:
E Inhand Management Configuration for L4-L7 devices

» I Device Managers

> M Chassis

« IP Address

Mo items have been Found,
Select Actions to create a new item,

RECHENELAGIR , WTEMR®

Hmim
cisco

Function Node - N1

B Guick start
4 & TonantT!

Faults  Hist

» M sppiication Profiles

» I networking
B 417 Senice Parameters P %ﬂies

» I Security Policies Name: N1

» B8 Troubleshost Policies Function Type: GoTo

» B vonitoring Policies Devices: ASAS585

4 M LT senaies Gluster nfrfaces: . ame Conerete Imertaces treap
> B U417 Service Graph Templates inside ASA5695_Device_1 ([GigabitEthernetor] unknown
» B Router configurations outside ABA5585_Device_1 (GigabitEthernatofn] e
» B8 Function Profiles

b B 417 Devices

Function Connectors: . yame

Class 1D
» B8 imported Devices
4 M Devices Selection Palicies consumer 32772
B ﬁ PERMIT_ALL-ASAS585_SGT-N1 provider 40156
& consumer
& provider

<
4 " PERMIT_ALL-AGA5585_SGT-T1
B! Node 1
» B8 Deployed Devices
B inband Management Configuration for L-LT devices
» B8 Device Managers
b B Chassis

Folders And Parameters

Features: Basic Parameters

Meta Folder/Param Key.

Override Name/Valus To



M
CIsco

Deployed Devices

B uick Start

4 & TenaniTi
» I application Profiles
» Metworking

M | 217 Senice Paramelers + Device Name

» M Security Policies AEM55EE
» M Troupleshoot Policies
> Monitaring Policies
4 M 417 Senices
» B La-L7 Service Graph Templates
> Router configurations
» I Furction Profiles
» I 47 Devices
| Imported Devices
4 M Devices Selection Palicies
4 ﬁ PERMIT_ALL-ASAS5EE_BGT-N1
& consumer
E. provider
4am Deployed Graph Instances v
4 % PERMIT_ALL-ASAS585_SGT-T1
T2 Function Node - N1
=
4 N7 ASASSES-none
I 5GP Device Configuration
B 5P Device Configuration
" PERMIT_ALL-ASAS585_SG

1

BGF Graph Instance Configuration

W osFF Graph Instance Configuration
(4

2l connector M1fcanzumer

E. Connector M1 iprovider
E Inhand Management Configuration for L4-L7 devices
M Device Managers
M Chassis

none

Fabric etworking
cisco
enter name, descr | common | T1 | infra | mgmt
Tenant T1 ) R
Device OSPF Configurations
B Quick Start

4 &+ TenantTi

» B spplication Profiles
» B Networking

Hame Enable Context Name
B 417 Genice Parameters
ASA_IN_LIOUT area_0 True VRF2
» M gecurty Policies
» B Troubleshoot Palicies ASA_OUT_LIOUT area_0 True VRF1

» B yanitoring Policies

4 BB 417 Services
» BB [4-17 Senvice Graph Termplates
» B Router configurations

B Function Profiles

B |47 Devices
» B imported Devices
4 M Devices Selection Policies
4 [ PERMIT_ALL-ABAS585_SGT-N1
B consumer
B provider
4 M peployed Graph Instances e
4 N PERMIT_ALL-ASASS65_SGT-T1
El Function Node - N1
4N AsAsSEs-none
B 5GP Device Canfiguration
B OSFF Device Configuration
B 5GP Graph Instance Gonfiguration
PR
E Connector M1/consumer
& connector N1jprovider
T2 inband Management Configuration for L4-L7 devices
B Device Managers
M Chassie

Cogilbad 223

HMFWAPICEE :

api c1# sh running-config tenant T1
# Conmand: show runni ng-config tenant T1
# Time: Thu Feb 25 16:05: 14 2016

tenant T1

Ares Type Metworks
> o =rea Regulararea  ASA_IN_EXT_NET (10.10.10.0/24)
end redisti & into atea
B Regulararea  ABA_OUT_EXT_NET (20.20.20.0/24)




access-list PERMT_ALL
match ip
exit
contract PERM T_ALL
scope tenant
subj ect PERM T_ALL
access-group PERM T_ALL both
1 417 graph ASA5585_SGT
exit
exit
vrf context VRF1
exit
vrf context VRF2
exit
| 3out ASA | N_L3QUT
vrf menber VRF2
exit
| 3out ASA _QUT_L3QUT
vrf menber VRF1
exit
| 3out N3K-1_L30UT
vrf menber VRF1
exit
| 3out N3K-2_L30UT
vrf menber VRF2
exit
bri dge-domai n BD1
vrf menber VRF1
exit
bri dge- domai n BD2
vrf menber VRF2
exit
application AP1
epg EPGL
bri dge-donmai n menber BD1
exit
epg EP&2
bri dge-donmai n menber BD2
exit
exit
external -1 3 epg ASA I N EXT_NET | 3out ASA I N _L30OUT
vrf menber VRF2
match ip 10.10. 10. 0/ 24
exit
external -13 epg ASA OUT_EXT_NET | 3out ASA QUT_L3OUT
vrf menber VRF1
match ip 20.20.20. 0/ 24
exit
external -13 epg N3K-1 EXT_NET | 3out N3K-1_L3OUT
vrf menber VRF1
match ip 10.10. 10. 0/ 24
contract consumer PERM T_ALL
exit
external -13 epg N3K-2_EXT_NET | 3out N3K-2_L30OUT
vrf menmber VRF2
match ip 20.20.20. 0/ 24
contract provider PERM T_ALL
exit
interface bridge-domai n BD1
exit
interface bridge-domai n BD2
exit
1417 cluster name ASA5585 type physical vlan-domain T1_PHY service FWfunction go-to
cl uster-devi ce ASA5585 Device_1



cluster-interface inside
nmenber devi ce ASA5585 Device_1 device-interface G gabitEthernet0/1
interface ethernet 1/2 | eaf 106
exit
exit
cluster-interface outside
nmenber devi ce ASA5585 Device_1 device-interface G gabitEthernet0/0
interface ethernet 1/2 | eaf 105
exit
exit
exit
1417 graph ASA5585_SGT contract PERM T_ALL
service Nl device-cluster-tenant T1 device-cl uster ASA5585 npde FW ROUTED
connector consumner cluster-interface outside
| 41 7- peer tenant T1 out ASA OUT_L3OUT epg ASA OUT_EXT_NET redistribute bgp, ospf
exit
connector provider cluster-interface inside
| 41 7- peer tenant T1 out ASA I N L3OUT epg ASA I N _EXT_NET redistribute bgp, ospf
exit
rtr-cfg ASA5585
exit
connection Cl term nal consuner service N1 connector consumner
connection C2 term nal provider service N1 connector provider
exit
rtr-cfg ASA5585
router-id 3.3.3.3
exit
exit
api c1#

BERE101 EWOSPFMEBRMBHR !

| eaf 101# show i p ospf neighbors vrf T1:VRF1
OSPF Process | D default VRF T1:VRF1
Total nunber of neighbors: 2

Nei ghbor 1D Pri State Up Time Address Interface
1.1.1.1 1 FULL/BDR 02:07:19 192.168.1.1 VI an8
3.3.3.3 1 FULL/BDR 00: 38:35 192.168.1.5 VI an9

| eaf 101# show ip route vrf T1:VRF1

| P Route Table for VRF "T1:VRF1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10. 10. 10. 0/ 24, ubest/nbest: 1/0
*via 192.168.1.1, vlan8, [110/8], 01:59:50, ospf-default, intra
20. 20. 20. 0/ 24, ubest/nbest: 1/0
*via 192.168.1.5, vlan9, [110/22], 00:30:20, ospf-default, inter
100. 100. 100. 100/ 32, ubest/nbest: 2/0, attached, direct
*via 100.100. 100. 100, |o1, [1/0], 02:21:22, |local, |ocal
*via 100. 100.100. 100, lol, [1/0], 02:21:22, direct
192. 168. 1. 0/ 30, ubest/nbest: 1/0, attached, direct
*via 192.168.1.2, vlan8, [1/0], 02:35:53, direct
192. 168. 1. 2/ 32, ubest/nbest: 1/0, attached
*via 192.168.1.2, vlan8, [1/0], 02:35:53, local, |ocal
192. 168. 1. 4/ 30, ubest/nbest: 1/0, attached, direct
*via 192.168.1.6, vlian9, [1/0], 02:20:53, direct
192. 168. 1. 6/ 32, ubest/nbest: 1/0, attached
*via 192.168.1.6, vlian9, [1/0], 02:20:53, local, |ocal



192. 168. 1. 8/ 30, ubest/nbest: 1/0

*via 192.168.1.5, vlan9, [110/14], 00:30:20, ospf-default,

200. 200. 200. 200/ 32, ubest/nbest: 1/0

*via 192.168.1.5, vlan9, [110/15], 00:30:20, ospf-default,

EEAE102 EWOSPFMERAMBHE !

eaf 102# show i p ospf nei ghbors vrf T1:VRF2
OSPF Process | D default VRF T1:VRF2
Total nunber of neighbors: 2

Nei ghbor 1D Pri State Up Tinme Address
3.3.3.3 1 FULL/ BDR 00: 37: 07 192.168.1.9
2.2.2.2 1 FULL/ BDR 02: 09: 59 192.168.1.13

| eaf 102# show ip route vrf T1:VRF2

I P Route Table for VRF "T1:VRF2"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10. 10. 10. 0/ 24, ubest/nbest: 1/0

intra

intra

Interface
VI an14
VI an15

*via 192.168.1.9, vlanl4, [110/22], 00:35:22, ospf-default, inter

20. 20. 20. 0/ 24, ubest/nbest: 1/0

*via 192.168.1.13, vlanl5, [110/8], 02:08:13, ospf-default, intra

192. 168. 1. 4/ 30, ubest/nmbest: 1/0

*via 192.168.1.9, vlanl4, [110/14], 00:35:22, ospf-default, intra

192.168. 1. 8/ 30, ubest/nbest: 1/0, attached, direct
*via 192.168.1.10, vlanl4, [1/0], 02:14:29, direct
192.168. 1. 10/ 32, ubest/nbest: 1/0, attached
*via 192.168.1.10, vlanl4, [1/0], 02:14:29, |ocal,
192.168. 1. 12/ 30, ubest/nbest: 1/0, attached, direct
*via 192.168.1.14, vlanl5, [1/0], 02:09:04, direct
192.168. 1. 14/ 32, ubest/nbest: 1/0, attached
*via 192.168.1.14, vlanl5, [1/0], 02:09:04, |ocal,
200. 200. 200. 200/ 32, ubest/nmbest: 2/0, attached, direct
*via 200.200. 200. 200, lo4, [1/0], 02:10:02, |ocal
*via 200.200. 200. 200, lo4, [1/0], 02:10:02, direct

ERFEASA 5585 FHIELE., OSPFMEMEZMHAR

ASA5585# sh run interface
!

nterface G gabitEthernet0/0
no narnei f

security-level 0O

no i p address

nterface G gabitEthernet0/0.101

nanei f external | f

security-level 50

i p address 192.168.1.5 255. 255. 255. 252

nterface G gabitEthernet0/1
no narnei f

security-level 100

no i p address

nterface G gabitEthernet0/1.102
nanei f internallf

| ocal

| ocal

| ocal



security-level 100

i p address 192.168. 1.9 255. 255. 255. 252
1
i nterface Managenent 0/ 0

managenent - onl y

nanei f managenent

security-level 0O

i p address 172.23.97.1 255.255.254.0

ASA5585# sh run router

router ospf 1
router-id 3.3.3.3
network 192.168. 1.4 255. 255, 255. 252 area 0
network 192.168. 1.8 255. 255. 255. 252 area 0
area 0
| og- adj - changes

1

ASA5585# sh ospf nei ghbor

Nei ghbor 1D Pri State Dead Ti ne Addr ess Interface
100. 100. 100. 100 1 FULL/ DR 0: 00: 38 192.168.1.6 external | f
200. 200. 200. 200 1 FULL/ DR 0: 00: 33 192.168.1.10 internal | f

ASA5585# sh route ospf

Routing Table: T1
Codes: L - local, C - connected, S - static, R- RIP, M- nmobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, + - replicated route
Gateway of l|ast resort is not set

OIA 10. 10. 10. 0 255.255.255.0

[110/18] via 192.168.1.6, 00:22:57, externallf
OIA 20. 20. 20. 0 255. 255.255.0

[110/18] via 192.168.1.10, 00:22:47, internallf
(0] 200. 200. 200. 200 255. 255. 255. 255

[110/11] via 192.168.1.10, 00:22:47, internallf

ASA5585# sh access-1i st
access-list cached ACL log flows: total 0, denied 0 (deny-fl ow max 4096)

alert-interval 300
access-|list access-list-inbound; 3 elenents; nanme hash: Oxcb5bd6c7
access-1ist access-list-inbound line 1 extended permt tcp any any eq ww (hitcnt=0) 0xc873a747
access-1ist access-list-inbound line 2 extended permt tcp any any eq https (hitcnt=0)
0x48bedbdd

access-list access-list-inbound line 3 extended permit icmp any any (hitcnt=6) Oxe4b5a75d4

ERFEN3K-1 LB E. OSPFIEREZMEAX:



N3K- 1# sh run ospf

! Conmand: show runni ng-confi g ospf
! Tine: Thu Feb 25 15:40:55 2016

version 6.0(2)U3(7)
f eature ospf

router ospf 1
router-id 1.1.1.1

interface Ethernetl/21
ip router ospf 1 area 0.0.0.1

interface Ethernetl/47
ip router ospf 1 area 0.0.0.1

N3K- 1# sh ip ospf neighbors

OSPF Process 1D 1 VRF default

Total nunber of neighbors: 1

Nei ghbor 1D Pri State Up Time Address Interface
100. 100. 100. 100 1 FULL/ DR 01: 36: 24 192.168.1.2 Et h1/ 47

N3K- 1# sh ip ospf route
OSPF Process ID 1 VRF default, Routing Table
(D) denotes route is directly attached (R) denotes route is in RB
10.10.10.0/24 (intra)(D) area 0.0.0.1
via 10.10.10.0/Ethl/21* , cost 4
20.20.20.0/24 (inter)(R) area 0.0.0.1
via 192.168.1.2/Ethl/47 , cost 62
100. 100. 100. 100/ 32 (intra)(R area 0.0.0.1
via 192.168.1.2/Ethl/47 , cost 41
192.168.1.0/30 (intra)(D) area 0.0.0.1
via 192.168. 1.1/ Ethl/47* , cost 40

BREN3K-2EHNEE. OSPFEREMNERE:

N3K- 2# sh run ospf

! Command: show runni ng-confi g ospf
! Tine: Thu Feb 25 15:44:47 2016

version 6.0(2)U3(7)
f eature ospf

router ospf 1
router-id 2.2.2.2

interface | oopbackO
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0

interface Ethernetl/21
ip router ospf 1 area 0.0.0.1

interface Ethernetl/47
ip router ospf 1 area 0.0.0.1



N3K-2# sh ip ospf neighbors

OSPF Process 1D 1 VRF default

Total nunber of neighbors: 1

Nei ghbor 1D Pri State Up Time Address Interface
200. 200. 200. 200 1 FULL/ DR 01: 43: 50 192.168.1.14 Et h1/ 47

N3K-2# sh ip ospf route
OSPF Process 1D 1 VRF default, Routing Table
(D) denotes route is directly attached (R) denotes route is in RB

2.2.2.0/30 (intra)(D) area 0.0.0.0

via 2.2.2.0/Lo0O* , cost 1
10.10.10.0/24 (inter)(R) area 0.0.0.1

via 192.168. 1. 14/ Ethl/ 47 , cost 62
20.20.20.0/24 (intra)(D) area 0.0.0.1

via 20.20.20.0/Ethl/21* , cost 4
192.168.1.12/30 (intra)(D) area 0.0.0.1

via 192.168.1.13/Ethl/47* , cost 40

RERENENETRPARLENSOBRFIRA :

| eaf 101# show systeminternal policy-nmgr stats
Requested Rule Statistics

[ CUT]

Rul e (4107) DN (sys/actrl/scope-3112964/rul e-3112964-s-32773-d-49158-f - 33) I ngress: 1316,
Egress: 0, Pkts: 0O RevPkts: O

Rul e (4108) DN (sys/actrl/scope-3112964/rul e-3112964- s-49158-d-32773-f-33) I ngress: 1317,

Egress: 0, Pkts: 0O RevPkts: O

| eaf 101# show systeminternal policy-nmgr stats
Requested Rule Statistics

[ CUT]

Rul e (4107) DN (sys/actrl/scope-3112964/rul e-3112964-s-32773-d-49158-f - 33) I ngress: 2317,
Egress: 0, Pkts: 0O RevPkts: O

Rul e (4108) DN (sys/actrl/scope-3112964/rul e-3112964- s-49158-d-32773-f-33) I ngress: 2317,

Egress: 0, Pkts: 0O RevPkts: O

| eaf 102# show systeminternal policy-nmgr stats Requested Rule Statistics [CUT] Rule (4103) DN
(sys/actrl/scope-2752520/ rul e- 2752520- s- 49156-d- 6019-f-defaul t) | ngress: 3394, Egress: 0, Pkts:
0 RevPkts: O Rule (4104) DN (sys/actrl/scope-2752520/rul e-2752520- s- 6019- d- 49156-f - def aul t)
Ingress: 3394, Egress: 0, Pkts: 0 RevPkts: O [CUT] |eaf102# show systeminternal policy-ngr
stats Requested Rule Statistics [CUT] Rule (4103) DN (sys/actrl/scope-2752520/rul e-2752520- s-
49156-d- 6019-f-default) Ingress: 4392, Egress: 0, Pkts: 0 RevPkts: O Rule (4104) DN
(sys/actrl/scope-2752520/ rul e- 2752520- s- 6019- d- 49156-f-defaul t) | ngress: 4392, Egress: 0, Pkts:
0 RevPkts: 0 [ CUT]

N3K-1EEN3K-2#Y AT ZE ORI

N3K- 1# pi ng 20.20.20.1 source 10.10.10.1
PI NG 20.20.20.1 (20.20.20.1) from 10.10.10.1: 56 data bytes
64 bytes from 20.20.20.1: icnp_seq=0 ttl =250 tinme=2.098
64 bytes from 20. 20. 20. icnp_seq=1 ttl =250 tine=0.922
64 bytes from 20. 20. 20. icnp_seq=2 ttl =250 tine=0.926
64 bytes from 20. 20. 20. icnp_seq=3 ttl =250 tine=0.893
64 bytes from 20. 20. 20. icnp_seq=4 ttl =250 tine=0.941

3333 P

--- 20.20.20.1 ping statistics ---



5 packets transmitted, 5 packets received, 0.00% packet | oss
round-trip mn/avg/ max = 0.893/1.156/2.098 ns

N3K- 2# pi ng 10.10.10.1 source 20.20.20.1
PI NG 10. 10.10.1 (10.10.10.1) from 20.20.20.1: 56 data bytes
64 bytes from 10. 10.10.1: icnp_seq=0 ttl =250 time=2.075
64 bytes from 10. 10. 10. icnp_seqg=1 ttl =250 tinme=0.915
64 bytes from 10. 10. 10. icnp_seq=2 ttl =250 tine=0.888
64 bytes from 10. 10. 10. icnp_seq=3 ttl =250 tine=1.747
64 bytes from 10. 10. 10. icnp_seq=4 ttl =250 tine=0.828

CEERCEE I

--- 10.10.10.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet |oss
round-trip min/avg/ max = 0.828/1.29/2.075 ns

B¢ R FRIXMLE BE R AR ILE RAVASATHEEBL B E SR,



	使用傳輸交換矩陣的L4-L7路由對等 — 配置演練
	目錄
	簡介
	必要條件
	需求
	採用元件


	背景資訊
	設定
	網路圖表
	￼
	設定

	驗證和疑難排解


