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- HID:AZHEPGHIEE

- PBREE; : ARAPBREMHMIL4-L7THE

- FRAEREE  AOEAERNPBREMNE

- REEXBES  BRRESBRNWPBRETENE

PBRE & &c #%
KR A FEINEE
2.0 (1K) - IR EIREPBRIbAE,
- ZHBERARNEED(PBR)XE
JxREEMEA| PERIE M %
3.2(x) « ZUEREDP I REEH B XEPBR,
4.0(x) s ZUEIREP T EEEH B XEBPBR,
4.2(1) - WAEZEANE %A PBREIBEHD KK,
4.2(3) « {EAGUIKYService Graph#E ik 12t T Filter-from-contracti# 1,
5.0(1) - RIEETEMFTE R HEIRE ZEL3Outs,
' . F1EB/E2EBPBREBXETE — FEHB/ECMPERE,
- PBREZERE A AL30OuUtH,
5.2(1) o BAILUEAHTTP URIGE MRS B B
' s FTEXERKEFREMESEN,
. ZIEBREPBREI Bimacibilt,
6.0(1) - EREENHREIREHER(PBR)
REEEEE

- PBRATEEYIEHEEMNEREER S FH

« PBRTALAfEL30Out EPGHIEPGZ B, EPGZ AR L30ut EPGZ BfEM, MEL20ut EPGRE
SN —E5 , AIFZEPBR

- BRIACIZPod, ZIHEMERRHHERESEPBR,

o BRACIR#AEME XA AR FMPBRE AR

o L4-L7HEXAREEIES (BEER ) THE



- FEXRMT X IEPBRETE

- PBRETEZEERANMBEE

- BE , FRREEYEPBRETENEIREMACH L,

- BETEPBREVEMAEIE LA ENRGARPH R

« BFEARP, ZABFREMNEMIEIPHRENEHATERBERIZTBHRPBR

- PBREFETJLAEVRFHIE 2 BHE—BEVRFHIER, BRLHAE  FTXEBEFE=EVRFLEHR
PBRE® , X AEFEAENIRMEVRFHE EPBRETE

== SR =
5 =&/
BRIELAMAIFtriage N E LR , S B EFEBRKDCN-3900bF fyCiscoLive BiiBE,

s, FrREEHER B EAREBRER ST O ERRIEE R KR S TE [0 R 5%

=B . BEfEPod R R EEVRF
B R

VIR -
|Lfﬂ I |@ I
[SpinelDO‘I] Splne‘IUO2|
_ BD: Cons-Connector BD: Prov-Connector
BD: Prod-Consumer BD: Prod-Provider Subnet: 192.168.100.1/24 Subnet: 192.168.200.1/24
Subnet: 10.10.100.1/24 Subnet: 10.20.200.1/24
EPG: Prod-Consumer EPG: Prod-Provider Connector: Consumer Connector: Provider

pcTag: 49155 pcTag: 49156 pcTag: 16387 pcTag: 49157
. = -

10.10.100.10/24 S 10.20.200.20/24 192.168.100.10/24 192.168.200.20/24
a3aa aaaa.aaaa bbbb.bbbb. bbbb 0050.56b7.d05d 0050.56b7.bf94

| VRF: Prod |

SREE R
S 1 HE

ERERRKEEFEREN , ACIEERMIE, THEMER , B APBRERBERL HISER
fE -

F1690: Bl E&EM , R R :


https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKDCN-3900b#/session/1655424228564001Qh2m
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKDCN-3900b#/session/1655424228564001Qh2m
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKDCN-3900b#/session/1655424228564001Qh2m
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html

o IDDHE KB

WHER RSSO EEVLANT A, flan | E2EuE8EE K Virtual Machine
Manager(VMM)13; B8 B B9 VLANSt 5 7] 8852 8 o] F B9 B ABVLAN,

BIE  REBEXEFANIEANVLANG, NMRBEXENEETYESR  EEREHEN
VLANEL &, ELEERE A £ Tenant > Services > L4-L7 > Devices and Fabric > Access Policies
> Pools > VLANT ¥ Zl,

MR, IRBEEENENVAERESHS  WEBPENEERIIESXiEH K FHRACBAPHE
s &8 IE,
General
Mame: TZ-PBR-Device
Alias:
Service Type: Firewall

Device Type: VIRTUAL

Trunking Fort:
VMM Domain: ViMware/UCS-VCENTER

Promiscuous Mode: [ ]

-
Context Aware: | Multiple m

s N
Function Type: \_ GoThrough GoTo L1 L2 JI

s WAFILDeviIEE E T XX

HHERTBERETATEMARBRBELZ2H, flW , WaERARRKEREBN SOMATER
Ry & BB RS

BITE  RESCCERBERERK, REEEXRBEBEREETINENER. REESRE
MEEER , EERBRERHLBESENRIZFZRE, A &ETenant > Services > L4-L7 > Device
Selection Policy ™ #% It 18,




Pronerties

et : MERBERRE , ACIERLAREPCEEREFE, LM AERPBREREMER
KRR E,. ERBE R R RRHEbiEER,

« ARIXEBD
R R TR B RS RV BIEE(BD), Sl , RERBZERBEHIEEBD,



BNTE  BREZERERKPIEEBDE EMEREHBER, kEEMLMRTenant >

Services > L4-L7 > Devices Selection Policy > [ Contract + SG ] > [ Consumer |12 2 ).

Properties
Connector Mame: consumer

Cluster Interface: TZ-PERR-Cluster @

Ty
Associated Network: Bridge Domain L 30w a,'

Bridge Domain: Cons-Connector

Fraferred Contract Group: Exclude

 LIfEECIFEERE , W BLIFEEFEMRKCIf
- BAFEENTE

ELERERARBERFENTRBEAR.
BIE  BERFIBIFTB(4-LRERESFREENERMTERESR, KEEMLR

Tenant > Services > L4-L7 > Devices > [ Device ] > Cluster Interfaces o

Logical Interface - Cluster Interface - TZ-PBR-Cluster

Devicn InkpeTace

« ARFEE TE [0) R B W
WHERNMEECERBEFTHRZEIGE LRAERED , B REFAPBRER,
RITE - BRRPBREMBEEZEEZERKIREPEHE., EEMMTenant > Services > L4-L7

> Devices Selection Policy > [ Contract + SG ] > [ Consumer |22 =].



Logilcal Interface Context - consumer

Properties

Conndéctor Mama: ConsSuma
Cluster Interface: | TZ-PER-Cluster @
"
Associated Metwork: (iR RET L30ut )
Bridge Domain: | Cons-Conmecton @

i~

Preferred Contract Group: Exclude

Permit Logging: |

L3 Destination (VIP): &)

L4=-L7 Palicy- 20 Redirect: | TZ-PER-Consumer

La-L7¥ Servecl EPG Policy
Custom QoS Palicy

F0759:graph-rendering-failure — "&£ fIE{L 0 F < tenant >BI BRI EI 2. Function node < node
> configuration is invalid."

HARABRBBRERY , EFRICEEEFNREE,
BLEEFR R RIFTE B R R AEBIRV B RERRE,

LA EAREERE , WRETREREHR , RRUEER, ERHBRACIERE A K FTE
JﬁE’JEEiE &Fﬁ-ﬁo

BE  RECHRESHEMEMKE , AR MR,
F0764:configuration-failed - "L4-L725 B &L &< device > for tenant < tenant >#&3, "

HRPBREERIIE EEY , MEMRIEERFHREE,

LR R R R LR R AEEIR E BRI,

BRATE  AECHENTMHEMBIE , AHRE M N AER,

FO772:configuration-failed - "LIf configuration < cluster > for L4-L7 Devices < device > for tenant <
tenant > is invalido "

HAPBREEHENHRENTKEEN , MEFREEHFHNREE.



L EERR R NP B LR R MR B AV A RE R R
BANE  AECHRENEMEMKE , WA NNER,

SR 2ZFENEERREE

BAREXDERFELENRAEHENB TR  EMNFEETELERE
- EBEHMNEE(VRFHR,

- CHAENEEEBENBEABD)HR. HAMAIPERTHZERA/ARREER , BIAF
SRR

- RIRE(EPG)ER , BANERSMYIESE,
- SEKE  BECHFEARKEEREETE , UREPGLREBEARBEEMHIE,

EFEERNEPGNNE LH#RKIRER , FEEAKBRNRELHThSG S , WBAHERE

<tfroot>

show systeminternal epmendpoint [ ip| mac ] [ X.X.X.X | eeee.eeee. eeee ]

<ffroot>
Leaf101#

show systeminternal epm endpoint ip 10.10.100. 10

MAC :

aaaa. aaaa. aaaa
i Num IPs @ 1
IP# O : 10.10.100. 10

::: IP# 0 flags : ::: 13-sw-hit: No
Vlan id : 57 ::: Vlan vnid : 10865 :::

VRF nanme : TZ: Prod

BD vnid : 16056291 ::: VRF vnid : 2162692
Phy If : 0x16000008 ::: Tunnel If : O
Interface :

port-channel 9

Flags : 0x80004c05 :::
sclass : 49155

::: Ref count : 5
EP Create Timestamp : 02/18/2025 15:00:18.767228



EP Update Timestamp : 02/18/2025 15:04:57.908343
EP Flags : Tocal|VPC|IP|MAC|sclass|timer|

Leaf101#

WS AT EEEEK RN D ENEPGEBiMpcTag (E ) , ARBERNTE. VRFEBERMACHE 1
&,

MREFMERS B RiRBVE , AJAREREAPICLER LS

<#root>

show endpoint [ ip | mac ] [ X.x.X.X | eeee. eeee. eeee ]

<tfroot>

APIC#

show endpoint ip 10.10.100. 10

Legends:
(P):Primary VLAN
(S) :Secondary VLAN

Dynamic Endpoints:
Tenant : TZ
Application : TZ
AEPg : Prod-Consumer

End Point MAC IP Address Source Node Interface

AA: AA: AA: AA: AA: AA 10. 10. 100. 10
Tearned,vmm
101 102 vpc VPC- ESX- 169

vlan-2673 not-applicable 2025-02-18T15:16:40.

Total Dynamic Endpoints: 1
Total Static Endpoints: 0
APIC#

EGUIH | T LR B3R 4E(Operations)> EPIR i8S (EP Tracker)3hBEPIR MBS THAE , LUEHETIHE
ERNEE,



System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Visibility & Troubleshooting | Capacity Dashboard | EP Tracker | Visualization

EP Tracker

End Point Search

Learned At Tenant Application EPG IP

1/101-1/102, vPC: VPC- TZ TZ Prod-Consumer 10.10.100.10
ESX-189 (learned,vmm)

FAREN B R IRKENER , ERETUERB L ETPBREEE,
FERIEFEEMEHN

PBRESEREEELEF, At , XERBENERIIMA B ZBH BB EService
Grapht&ti. FAEL—SFKREMpcTagsENR , BALUBBHTH G CSREE LR SHEKIRAE
(EPG)EE MR R EH.

<#froot>

show zoning-rul e scope [ vrf_scope ]

EoEERAS , BLEEBUTHRA

1. JREPGZI B {ZZEPGELR B M E & [m1 48

2. JRPBREFE® FEPGEJREPG

3. BAZEPGEJREPGU KB EEMM, AEATUENFTHEEMRHTE,
4. BZPBREE ¥ FEPGE/BEEPG

<{froot>
Leaf101#

show zoni ng-rul e scope 2162692

fmm - e i B ittt fmmmm o fmmmmmmm o fmm - B et e ittt fmmm e +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action |
fmm - e i B ittt fmmmm o fmmmmmmm o fmm - B et e ittt fmmm e +
| 4565 | 49155 | 49156 | default | bi-dir | enabled | 2162692 | | redir(destgrp-8) |
| 4565 | 49156 | 49155 | default | uni-dir-ignore | enabled | 2162692 | | redir(destgrp-9) |
| 4973 | 16387 | 49155 | default | uni-dir | enabled | 2162692 | | permit

| 4564 | 49157 | 49156 | default | uni-dir | enabled | 2162692 | | permit

fmm - e i B ittt fmmmm o fmmmmmmm o fmm - B et e ittt fmmm e +
Leafl101#

ERFEEARBNIEAPBR)IZBBEFERINE FEPGHpcTag , HEME Tenants > [
TENANT_NAME ] > Services > L4-L7 > Deployed Graph Instance > [ SG_NAME ] > Function



Node - N1,

Function Node - N1 0

“ Mame Concrete Interfaces Encap

TZ-PER-Cluster

= Name Encap Class ID L3I0utPBR Service pcTag

- BT HER

ZETHRoEERR, BIER. RATEANEPGE BN, ZUNLLWEEEACIHES
APICE#TIIET TR, HEAPICLENTER , CEREMARERRM TNEBHR , HRAE KK
HE , ENRFEE S ENRE,

#ACIMRA3.2F%8 , contract_parserifl eGP I ERE L ATA, RAFEiBash shelld A
contract_parser.pyo.

<#root>
Leaf101#
contract_parser.py --sepg 49155

Key:
[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14] [flags][contract:{str}] [hi

[7:4999] [vrf:TZ:Prod] log,
redir
ip tn-TZ/ap-TZ/epg-
Pr od- Consuner (49155)
tn-TZ/ap-TZ/epg-
Pr od- Provi deer (49156)
[contract:uni/tn-TZ/brc-
TZ- PBR- Cont r act

10

hit =81



destgrp-8
vrf:TZ:Prod ip:
192. 168. 100. 10
mac:

00: 50: 56: B7: DO: 5D
bd:uni/tn-TZ/

BD- Cons- Connect or

Leafl01#

o TRHSVRE. FMEREPG., EANGNEBBUR G BEFMET.

SR 4EEMME

RIBEANRDEERANSWBINEEQER , T-IREEEEDEFRRXENIPANIMACHELL, &
THENERILER , BHTUATHT

<{froot>

show service redir info group [ destgrp_ID ]

<#froot>
Leaf101#

show service redir info group 8

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

GrpID Name destination HG-name BAC W operSt operStQual TL T

8 destgrp-8 dest-[

192. 168. 100. 10
1-[vxlan-
2162692
] Not attached N 1
enabl ed
no-oper-grp O 0 sym no no

Leaf101#
Leaf101# show service redir info group 9

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr



GrpID Name destination

9 destgrp-9 dest-[
192. 168. 200. 20
1-[vxTan-

2162692

] Not attached N 1

enabl ed

no-oper-grp 0 0 sym no

Leaf101#

HG-name BAC W operSt operStQual TL T

WS ERMEEAEEEE AR IERRE(OperSt), #£L4-L7 PBREFS BB IPHiE |, AR E
PBRETEAAEHEABANVRFIVNID, REEERECEEMNMACHE :

<#froot>

show service redir info destinations ip [ PBR-node IP] vnid [ VRF_VN D]

<tfroot>

Leafl01#

show service redir info destination ip 192.168.100.10 vnid 2162692

LEGEND

TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

Name

dest-[

192. 168. 100. 10
]-[vxT1an-
2162692

] vxTlan-

15826939

00: 50: 56: B7: DO: 5D
TZ:Prod
enabl ed

no-oper-dest Not attached
Leafl01#

bdVnid vMac vrf operSt operStQual HG-




Leaf1l01# show service redir info destination ip 192.168.200.20 vnid 2162692

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

Name bdVnid vMac vrf operSt operStQual HG-

dest-[

192. 168. 200. 20
1-[vxTan-
2162692

1 vxlan-

16646036 00: 50: 56: B7: BF: 94

TZ:Prod

enabl ed

no-oper-dest Not attached
Leafl01#

BRTYBIEREINFHEET , kot ERHAEEENEMR , 8EVRFEM, BD VNIDEKRPBRETHE
REMMACHIHE,



Mzt : XEIENR , FUHER , IPAIMACH R EAEREN , EEREFELL-LTER
KN RAERHE T g REP FIER.

HER 5. PBREFR R EBWEMTRE.

PBREZEINEEFERRBREIEPBREH, WEAEN —EERFERERL4-L7TER KA
MEE P iEENMACH I R IEHE,

ERFELA-LTER KB TEENMACHUK ERY | FHTIR2FUMEANG T, s
TAREEARBRENREREE EHT , KB ERREIRM LB,

<#root>

show systeminternal epmendpoint [ ip| mac ] [ X.X.X.X | eeee. eeee. eeee ]

<tfroot>



Leaf103#

show systeminternal epm endpoint ip 192.168.100.10

MAC :

0050. 56b7. dO5d

: Num IPs : 1
IP# 0 :

192. 168. 100. 10

:: IP# 0 flags : ::: 13-sw-hit: Yes ::: flags2 :
dp-lrn-dis
Vlan id : 71 ::: Vlan vnid : 10867 ::: VRF name : TZ:Prod
BD vnid : 15826939 ::: VRF vnid :
2162692

Phy If : 0x16000008 ::: Tunnel If : O

Interface : port-channell9

Flags : 0x80004c25 ::: sclass : 16387 ::: Ref count : 5
EP Create Timestamp : 02/19/2025 12:07:44.065032

EP Update Timestamp : 02/19/2025 15:27:03.400086

EP Flags : Tocal|vPC|peer-aged|IP|MAC|sclass]|timer|

Leaf103#

Leaf103#

show systeminternal epm endpoint ip 192.168.200. 20

MAC :

0050. 56b7. bf 94

2 Num IPs : 1
IP# 0 :

192. 168. 200. 20

:: IP# 0 flags : ::: 13-sw-hit: Yes ::: flags2 :
dp-lrn-dis
Vlan id : 60 ::: Vlan vnid : 10866 ::: VRF name : TZ:Prod
BD vnid : 16646036 ::: VRF vnid :
2162692

Phy If : 0x16000008 ::: Tunnel If : O



Interface : port-channell9

Flags : 0x80004c25 ::: sclass : 49157 ::: Ref count : 5
EP Create Timestamp : 02/19/2025 13:51:03.377942

EP Update Timestamp : 02/19/2025 15:28:34.151877

EP Flags : Tocal|vPC|peer-aged|IP|MAC|sclass]|timer|

Leaf103#

ERFEBEPMER P EEEKAMACH U R REREEE B P E EFAMACHHETE, BIfFE2/X ZEAHENRES
BB IIE | UEREENRERHZIPBREE HE,

ig‘% 6:5ﬁ§o
* FTRIAGE

ARAPICHCLITEEE A B EMMBEBELAMIG R W RE, XRTEAFEAZEEERERARR
RATENREREH, CRIEFESESHIN EHTELAMUS RN ERRE, K TEERIRE
T HERNEBMARPAEBA,

<tfroot>
APIC #

ftriage -user admn route -sip 10.10.100.10 -dip 10.20.200.20 -ii LEAF:101, 102

Starting ftriage

Log file name for the current run is: ftlog_2025-02-25-10-26-05-108. t xt

2025-02-25 10:26:05,116 INFO /controller/bin/ftriage -user admin route -sip 10.10.100.10 -dip 10.20.200
Request password info for username: admin

Password:

2025-02-25 10:26:31,759 INFO ftriage: main:2505 Invoking ftriage with username: admin

2025-02-25 10:26:34,188 INFO ftriage: main:1546 Enable Async parellel ELAM with 2 nodes

2025-02-25 10:26:57,927 INFO ftriage: fcls:2510

LEAF101

: Valid ELAM for asic:0 slice:0 srcid:64 pktid:1913
2025-02-25 10:26:59,120 INFO ftriage: fcls:2863

LEAF101

: Signal ELAM found for Async lookup
2025-02-25 10:27:00,620 INFO ftriage: main:1317 L3 packet

Seen on LEAF101
Ingress:
Et h1l/ 45 (Po9)

Egress: Ethl/52 Vnid: 2673
2025-02-25 10:27:00,632 INFO ftriage: main:1372 LEAF101l: Incoming Packet captured with [



S| P: 10. 10. 100. 10, DI P: 10. 20. 200. 20
]

2025-02-25 10:27:08,665 INFO ftriage:

BD(s) TZ: Prod- Consuner

2025-02-25 10:27:08,666 INFO ftriage:

Cx: TZ:Prod Vnid: 2162692

2025-02-25 10:27:45,337 INFO ftriage:

traffic is redirected

é6é5—02—25 10:28:10,701 INFO ftriage:
traffic is redirected
to vnid:15826939
mac: 00: 50: 56: B7: DO: 5D
via tenant:TZ
graph: TZ- PBR- SG
contract:

TZ- PBR- Cont r act

ébé5—02—25 10:28:20,339 INFO ftriage:
Found peer-node SPI NE1001

and IF: Ethl/1 in candidate Tist
ébé5—02—25 10:28:39,471 INFO ftriage:
SPI NE1001

: Incoming Packet captured with Outer

S| P: 10. 10. 100. 10, DI P: 10. 20. 200. 20

]
2025-02-25 10:28:39,472 INFO ftriage:

SPI NE1001
: OQutgoing packet's Vnid:

15826939

2025-02-25 10:28:58,469 INFO ftriage:

SPI NE1001: Proxy in spine

main:480 Ingress

main:491 Ingress

pktrec:367 LEAF101:

unicast:1550 LEAF101:

main:975

main:1366

[SIP:10.2.200.64, DIP:10.2.64.97]

main:1408

fib:524

. Inner [



2025-02-25 10:29:07,898 INFO ftriage:

Found peer-node LEAF103

. and IF: Ethl/50 in candidate 1ist

2025-02-25 10:29:35,331 INFO ftriage:

LEAF103

: Incoming Packet captured with Outer

S| P: 10. 10. 100. 10, DI P: 10. 20. 200. 20

]

2025-02-25 10:29:50,277 INFO

00: 50: 56: B7: DO: 5D

2025-02-25 10:30:07,374 INFO

vl an- 2676

2025-02-25 10:30:13,326 INFO

Ctx TZ: Prod

2025-02-25 10:30:13,326 INFO

TZ: Cons- Connect or

2025-02-25 10:30:18,812 INFO
EP if(Po019)

same as egr if(Pol9)
2025-02-25 10:30:18,812 INFO

bri dged

in SUG

2025-02-25 10:30:18,813 INFO
2025-02-25 10:30:19,378 INFO
APIC #

+ ELAM:

ftriage:

ftriage:

ftriage:

ftriage:

ftriage:

ftriage:

ftriage:
ftriage:

main:975

main:1366

[SIP:10.2.200.64, DIP:10.2.200.64] .... Inner [

ep:128 LEAF103: pbr traffic with dmac:

main:800 Computed egress encap string

main:535 Egress

main:536 Egress BD(s):

misc:908 LEAF103: caller unicast:581

misc:910 LEAF103: L3 packet caller unicast:668 getting

main:1822 dbg_sub_nexthop function returned values on node LEAF10
acigraph:794 : Ftriage Completed with hunch: matching service dev

RAXNEBESMFEEELAMR—EDHTE  EEAERATERTRIBERSE , UERR
EERGNBENTHE, HERNE  ELAMRREBERAS "El%, . BRE  ELAMKEE
, RATREERER  EAMR DM RBREASICRAZENTHIEHNTHRSEHERAEK, ELAME

ASICIRBIETT , ERETERE

R CPUS E M E IR,

WEREENEE. LB AIRACIIRBENE R T 8 S



https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217995-troubleshoot-aci-intra-fabric-forwarding.html#toc-hId--1379611329
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217995-troubleshoot-aci-intra-fabric-forwarding.html#toc-hId--1379611329
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217995-troubleshoot-aci-intra-fabric-forwarding.html#toc-hId--1379611329

vsh_Tc [This command enters the 1line card shell where ELAMs are r
debug platform internal <asic> elam asic 0O [refer to the ASICs table]

% E 8 B R4

trigger reset [ensures no existing triggers are running]
trigger init in-select <number> out-select <number> [determines what information about a packet is
set outer/inner [sets conditions]

start [starts the trigger]

status [checks if a packet is captured]

RIS ER SO TNER,

ereport [display detailed forwarding decision for the packet]

if
Hein

=

1L

BERRRMEARENEENREZRMEE., FlriageTERHETHRENERERE, B2 , EERF
HANZSRBAERA M EREERDIZYBRE  BUNERRAEPNE —BHTRARXNEE S
Hras R AE(ELAM),

1TEAREREERANRARBNTERE. EUBERAT , ARFERLAVPCITE &
, Rt A AEVPCHEH LEREELAM, ERLEN , RAMBERE ZAZENYENERTHEE
B,



28

Leaf101

L

Leaf102 |

BD: Prod-Consyumer
Subnet; 10.10.180.1/2

EPG: Prod-Consumer
pcTag: 49155

10.10.100.10/24
aaaa.aaaa.aaaa

VRF: Prod

<#froot>

LEAF101#

vsh_|c

module-1#

debug platforminternal tah elamasic 0O



module-1(DBG-elam)#

trigger reset

module-1(DBG-elam)#

trigger init in-select 6 out-select 1

module-1(DBG-eTam-insel6)#

reset

module-1(DBG-eTam-insel6)#

set outer ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-eTam-insel6)#

start

module-1(DBG-eTam-insel6)#

stat us

ELAM STATUS

Asic 0 Slice 0 Status

Tri ggered

Asic 0 Slice 1 Status Armed

module-1(DBG-eTam-insel6)#

ereport

Trigger/Basic Information

Incomng Interface : 0x40( 0x40 )

>>> Et hl/ 45

Destinati on MAC : 0022. BDF8. 19FF >>> Bri dge-domai n MAC addr ess

Source MAC : AAAA. AAAA. AAAA



802.1Q tag is valid : yes( Ox1 )
CoS : 0C 0x0 )

Access Encap VLAN : 2673

( OxA71 )

L3 Type : IPv4

IP Version : 4

DSCP : 0

IP Packet Length : 84 ( = IP header(28 bytes) + IP payload )
Don't Fragment Bit : set

TTL : 64

IP Protocol Number : ICMP

IP CheckSum : 6465( 0x1941 )

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

IP Protocol : ICMP( Ox1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 7345( Ox1CB1 )

sclass (src pcTag) : 49155( 0xC003 ) >>> Prod- Consuner

EPG

dcl ass (dst pcTag) : 49156( 0xC004 )

>>> Prod- Provi der EPG

src pcTag is fromlocal table : yes

>>> EPGs are known |ocally

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

ovector : 176( O0xBO ) >>> Ethl/52



Ovec in "show plat int hal 12 port gpd"

Opcode : OPCODE_UC

sug_luc_latch_results_vec.luc3_0.

service redir: Ox1 >>> Service Redir 0x1 = PBR was applied

BIBFFIZEHNEF L EAREEBRIEKHAPBRIEFHER , FAservice_redinZEE A, Ik
,IE A LA RsclassHdclassfBH, EUASERFIF , RsFFHEAldclass, B2 , MREPMERHFT
FHEEZKRES | Bldclass{ETER A1,

B\, MANEBSRCIDERE , Wit A0 RERM. BBEsh CRABTLSS , TGS
L (B IR BRI TR S

<tfroot>

show platforminternal hal |2 port gpd

2AREFNERBSERS R ETHIRM LU B EMACH I IREIPBRETE, AR ARERE
EVXLANEES  FEHESEREHRE L HTELAMEEFARNBE14R ERFAB IS,
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module-1(DBG-elam)#

trigger reset

module-1(DBG-elam)#

trigger init in-select 14 out-selec O

module-1(DBG-elam-insel114)#

reset

module-1(DBG-elam-insel114)#

set inner ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-eTam-insel114)#

start

module-1(DBG-eTam-insel114)#

stat us

ELAM STATUS

Asic 0 Slice 0 Status Armed
Asic 0 Slice 1 Status Armed

Asic 0 Slice 2 Status Triggered

Asic 0 Slice 3 Status Armed

module-1(DBG-elam-insel14)#

ereport

Trigger/Basic Information

Incoming Interface :

0x48( 0x48 ) >>> Ethil/1

( S1lice Source ID(Ss) in "show plat int hal 12 port gpd" )
Packet from vPC peer LEAF : yes
Packet from tunnel (remote Teaf/avs) : yes

Destination MAC : 000D.ODOD.ODOD
Source MAC : 000C.0COC.0COC

Inner L2 Header



Inner Destination MAC : 0050.56B7.D05D >>> Firewal | MAC

Source MAC : AAAA.AAAA.AAAA

DSCP : 0
Don't Fragment Bit : Ox0
TTL : 32

IP Protocol Number : UDP
Destination IP : 10.2.64.97
Source IP : 10.2.200.64

L3 Type : IPv4

DSCP : 0
Don't Fragment Bit : Ox1
TTL : 63

IP Protocol Number : ICMP

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

L4 Type : iVXLAN

Don't Learn Bit : 1

Src Policy Applied Bit : 1
Dst Policy Applied Bit : 1

sclass (src pcTag) : 0xc003 >>> pcTag 49155 (Prod- Consuner)

VRF or BD VNID : 15826939( OxF17FFB ) >>> BD: Prod- Consuner

Opcode : OPCODE_UC

bky_eTam_out_sidebnd_no_spare_vec.

ovector _idx: Ox1F0 >>> Ethl/10



REEFNEET , RFE , BVEMACUHEERB A NBHIMACH L, BER , #ITCOOPEM
UEREMACH B REME K ARKENSERIITIRMHNMEENHE,

B LEBETUTHS , FAMBBEVNIDFP XEHMACH I EESE FIEE L ES

<ffroot>
SPINE1001#

show coop internal info repo ep key 15826939 0050. 56B7. DO5D | egrep "Tunnel | EP" | head -n 3
EP bd vnid : 15826939
EP mac : 00:50:56:B7:D0:5D

Tunnel nh : 10.2.200. 66

SPINE1001#

3.REBREF AP XEMACHE UL RIFFRTE , AR EHZIPBRETR,
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Spine1001 Spine 1002

iy

Leaf103

BD: Prov-Connector
Subnet: 192.168,200.1/24

BD: Cons-Connector A,
Subnet: 192.168.100.1/24" /

i
P

.h-
."'-F.

Connector: Consumer
pcTag: 16387

Connector: Provider
pcTag: 49157

192.168.100.10/24
0050.56b7.d05d

192.168.200.20/24
0050.56b7 .bf94

VRF: Prod

<#root>
MXS2-LF101#

vsh_Ilc

module-1#

debug platforminternal tah elamasic O

module-1(DBG-elam)#

trigger reset



module-1(DBG-elam)#

trigger init in-select 14 out-select 1

module-1(DBG-eTam-insel114)#

reset

module-1(DBG-eTlam-insel114)#

set inner ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-elam-insel114)#

start

module-1(DBG-eTam-insel114)#

stat us

ELAM STATUS

Asic 0 Slice 0 Status Armed

Asic 0 Slice 1 Status Triggered

module-1(DBG-eTam-insel114)#

ereport

Trigger/Basic Information

Incomng Interface : 0Ox0( 0x0 ) >>> Ethl/17

( S1lice Source ID(Ss) in "show plat int hal 12 port gpd" )
Packet from vPC peer LEAF : yes
Packet from tunnel (remote Teaf/avs) : yes

Destination MAC : 000D.ODOD.ODOD
Source MAC : 000C.0COC.0COC

Destination MAC : 0050.56B7. DO5D >>> Firewal | MAC

Source MAC : AAAA.AAAA.AAAA



L3 Type : IPv4

DSCP : 0
Don't Fragment Bit : Ox0
TTL : 32

IP Protocol Number : UDP
Destination IP : 10.2.200.66
Source IP : 10.2.200.64

DSCP : 0
Don't Fragment Bit : Ox1
TTL : 63

IP Protocol Number : ICMP

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

L4 Type : iVXLAN

Don't Learn Bit : 1

Src Policy Applied Bit : 1
Dst Policy Applied Bit : 1

sclass (src pcTag) : 0xc003 >>> pcTag 49155 (Prod- Consuner)

VRF or BD VNID : 15826939( OxF17FFB ) >>> BD: Prod- Consuner

IP Protocol : ICMP(C Ox1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 50664( OxC5E8 )

sclass (src pcTag) : 49155( 0xC003 ) >>> Prod- Consuner EPG

dcl ass (dst pcTag) : 16387( 0x4003 ) >>> Consumer connector EPG

src pcTag is from local table : no
derived from group-id in iVXLAN header of incoming packet
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

Sideband Information



ovect or

64( 0x40 ) >>> Ethl/ 45

Ovec in "show plat int hal 12 port gpd"
Opcode : OPCODE_UC

4 B HEPBREMEEMNITEEN , A EETH S AECHITELE , YENRVRF, HTHER
VLAN, AR#ZZERTEEERIRHEEEESE EAWACHK

i e
® ] ]
Spine1001 Spine1002

BD: Prov-Connector
Subnet: 192.168.200.1/24

BD: Cons-Connector
Subnet: 192.168.100.1/24

Connector: Provider
pcTag: 49157

Connector: Consumer
pcTag: 16387

192.168.100.10/24
0050.56b7.d05d

192.168.200.20/24
0050.56b/7.bf94

| VRF: Prod



<ffroot>
LEAF103#

vsh_lc

module-1#

debug platforminternal tah elamasic O

module-1(DBG-elam)#

trigger reset

module-1(DBG-elam)#

trigger init in-select 6 out-select 1

module-1(DBG-eTam-insel6)#

reset

module-1(DBG-eTam-insel6)#

set outer ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-eTam-insel6)#

set outer 12 src_mac 0050.56b7. bf 94

module-1(DBG-eTam-insel6)#

start

module-1(DBG-eTam-insel6)#

st at

ELAM STATUS

Asic 0 Slice 0 Status Triggered

Asic 0 Slice 1 Status Armed

module-1(DBG-eTam-insel6)#

ereport

Trigger/Basic Information

Incom ng Interface : 0x40( 0x40 )



>>> Et hl/ 45

Destination MAC : 0022.BDF8.19FF

Source MAC : 0050. 56B7. BF94

802.1Q tag is valid : yes( Ox1 )
CoS : 0C 0x0 )

Access Encap VLAN : 2006( 0x7D6 )

L3 Type : IPv4

IP Version : 4

DSCP : 0

IP Packet Length : 84 ( = IP header(28 bytes) + IP payload )
Don't Fragment Bit : set

TTL : 62

IP Protocol Number : ICMP

IP CheckSum : 46178( 0xB462 )

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

IP Protocol : ICMP( Ox1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 37489( 0x9271 )

sclass (src pcTag) : 49157( 0xC005 ) >>> Provider connector EPG

dcl ass (dst pcTag) : 49156( 0xC004 )

>>> Prod- Provi der EPG

src pcTag is from local table : yes

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no

If yes, Contract is not applied here because it is flooded



Sideband Information

ovector : 176( 0xBO ) >>> Ethl/52

Ovec in "show plat int hal 12 port gpd"
Opcode : OPCODE_UC

sug_luc_latch_results_vec.luc3_0.

service_redir: 0x0

5. MMM REBERBEMNALRINEESR , HHER QRO EHMNE | DERBER
BEERBEESKNAKRFENE, BR , $ENCEQIEA XA ETRFTNERREBRH

, WS EAEES R LHNCOOPKR., FE2MEZRINELAMITHREER TP BRI HEK
RENE -, BBEELBMEPG pcTagfl ONHUBRERINEREE.

IP SLA

IP SLARTAFH(G#85R B8 RAVEITIREM M AL, TR BNERBIRE RNV RBEEN AR IREER
XA E. FACIH , PBRFAAIP SLAMLAERBEERE, MRIP SLAEERE RE@REEER
#1TH , AIPBRATLUEIR A R AT B MEER N R AR EEN KB RE.

WIRA5.2(1)F%A , AL AIP SLABAEREMACE K |, EHAPBREEETHEEBI FNE —
IPib it IMACHEtE Y ERIEE B H. EREIE D , S XAEXNPBRETHANIMACH I LUEEEXRE
i MEEFREREHBNEEREREE, FHIP SLAR | 5 HE - 4 AR MACHE 1A% 5 48 2 #5781 £
FE, EREANE , JUFERATENRASBZREEPBREZEZEEERE , BLERAF[IIE . ICMP,
TCP. L2PingHMHTTP,

IP SLAKBHVEREELHMN TR



~IP SLA Monitoring Policy - tz-ipSLA

Properties
Mame: 1z-ipSLA
Description:
SLA Type: m TGP | L2Ping HTTE ::}
S5LA Freguency [S6C): |60 ™
Detect Multiplier: | 3 £
Request Data Size (bytes): 28 P
Type of Service: 0 £
Operation Timeout (milliseconds): 900 -+
Thresshold (miliseconds): 900
Trathic Class Value: 0 &)

VABIBREREMIP SLARKEREIPBREIZIP,

Create L4-L7 Redirect Health Group

Mame: | tz-} 451

Description:

MREABREHRMACHUIP SLA |, L TEEAZ , BEREARMEBO:



Destination of redirected traffic - uni/tn-aperezos/svcCont/svcRedirectPol-TZ-PBR-Con.. Q €@

Policy Faults History

@) AL

Properties
IP: 192.168.100.10
Destination Name:

Description:

MAC: | D0:00:00:00:00:00|

Additional IPv4/IPvE: |0.0.0.0
Pod ID: |1
Weight: |1
Redirect Health Group: |tz-HG @
Virtual Dynamic MAC of Service Mode: 00:00:00:00:00:00
Implicit Service VRF VNID: O

T © €D

—BETRREBBLA-L7TERKEBNEEORPHLIE FEPBRETEIPER , FEREREBEUE
EEEIERMIP SLA?‘TZ%O EEMEBEEECOMENRIVEBLIBEH, MR EFEPBREEMNFH
BERRKBEREFS L , MIZREHETEZINFHERN Threshold Down Actionf & | FEFEIEEH D

%, Jtls)'i/fi?gﬁﬁillaﬁlil‘%,ﬂﬂﬁﬁ PBREI® , MAEXERE.

Threshold Enable:

[£]

Min Threshold Percent {percentage): | 50 o

Max Threshold Percent (percentage): O -

i i,
Threshold Down Action: [ bypass action deny action permit action )
e o

BATAR R A A EE B L4- L7%H§J§EEH%H§ER%1L4-L7%H§J$ET£FD]%H§E’9%3J§ B R ERAVFT
RIPREE—E , REFAMRNETRARKEET,

Leaf101# show service redir info health-group aperezos::tz-HG

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

HG-Name HG-OperSt HG-Dest HG-Dest-OperSt

aperezos::tz-HG enabled dest-[192.168.100.10]-[vx1an-2162692]] up
dest-[192.168.200.20]-[vxTan-2162692]] up
Leafl1011#



MHEAE A

- BRUEASPO SRS E R R IEE B 1 [ IR B 5RE
« ACIZE4-7TEE R KK B FE [0 (PBR)IFR ARSI MRR ( Cisco Livel&ER )

« HEBRMultipod PBR.ERYIP SLAEE



https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.cisco.com/c/zh_tw/support/docs/ip/ip-service-level-agreements-ip-slas/221654-troubleshoot-ip-sla-on-multipod-pbr.html
https://www.cisco.com/c/zh_tw/support/docs/ip/ip-service-level-agreements-ip-slas/221654-troubleshoot-ip-sla-on-multipod-pbr.html
https://www.cisco.com/c/zh_tw/support/docs/ip/ip-service-level-agreements-ip-slas/221654-troubleshoot-ip-sla-on-multipod-pbr.html
https://www.cisco.com/c/zh_tw/support/docs/ip/ip-service-level-agreements-ip-slas/221654-troubleshoot-ip-sla-on-multipod-pbr.html
https://www.cisco.com/c/zh_tw/support/docs/ip/ip-service-level-agreements-ip-slas/221654-troubleshoot-ip-sla-on-multipod-pbr.html
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