BEFRUB RS AR 3161 A % DA S R

EIEETRE — init(r1). init(r2) Minit(rc) AR 58
DHCP - init(d)ARBE

DHCP - init(i)AREE

TODR# — init(t) iR 5E
BIBEREH OB — init(o)iREE
BiA . BHE(d), BE#(pk). BE#(pt)iRAE
REEE

1548 (pk) FN1E 48 (pt) iR 5

aE i — $E#B(m)AREE

EF i — 4B (c)AREE

JiNE=

CMH #show controllerfi &
CMinE+ AR EE

CMTSH #yshow controllerfn &
FESESER AA

CMTS R HIEE

tHEIEEA

s

TRERHRERERBCMEERNPERZAIRENTEME, AXEEHMTREERAN
Cisco IOS®HBEHIEHRT T , UBRBCMEREMREE , AR T8 B EUIRME R BREBNRE
o BHIFRA T HEBBBEMEAKIRRKECMTS)MICM LERAEMshowd T, ANIGEFTER T AED EREAR
RETTLABREUEY — LB B8 | HPa#fonlinedRRE | Wonline(pt) Fonl i ne(d) o

it . W2 HEEEEHERIRCNERTHEREREEBMRERR,

BA%RZ Bl
[ U]
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MEXHESNFRENR , F2EEREAMRETED.

P E R
B TR A B FE R EDOCSISHA E o
i b

AXHFrRABTRA S EEREMBER R,

B B AR RE R B

ECMTSHEASE — Bt R &E A S Eshow cable modem:

sydney# show cable modem

Interface PrimOnline Tim ng Rec QoS CPE | P address
Sid State O fset Power

Cabl e2/0/ W0 4 online(d) 2814 -0.50 6 0 10.1.1.20
Cabl e2/0/ W0 5 online(pt) 2290 -0.25 5 0 10.1.1.25
Cabl €2/ 0/ W0 6 of fline 2287 -0.25 2 0 10.1.1.26
Cabl e2/ 0/ W0 7 online(d) 2815 -0.25 6 0 10.1.1. 27

L ERYARER L BRCME T EREE, ZMUALERUTE !

CMARRE ( 30
CM'IH%E?E'R ) ke
EEHBHER AR
init(ri) SEIEMEA DB RIEEER
init(r2) EEBIEHEREE
init(rc) SEBURHAIFE TR
init(d) 2 W ZIDHCP:ES
init(i) WEIDHCPEIZE ; EXEIPH#sE
init(t) TODXRIERED
init (o) BIEERERCME

EEMERSEM  CRAESR
EAMERHEE  EEEIBEER

(D ICEE S
( EEMEEEE#E K CRABPIYESE T
Pk) KEK

i ne EEMEEEBE#E  CRABPIYESE T
online(pt) TEK
(pk) KEKEIBH 8 5 B HIERE

rej ect (pt) TEKEUEM €88 5 BL4RIEE
(m EEHBMESTEM ; BRMICEEES (B
ExEMRE )  SMEUEE

(0) ESRBBMUESEEM ; HRCOS ( REE
Bl ) $5ER , EEARIEAB

MAC addr ess

0030. 96f 9. 65d9
0050. 7366. 2223
0050. 7366. 2221
0001. 9659. 4461
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CMimH — % %S Eshow controllers cable-modem 0 mac state , A& 1Ewc statet@ifiz. &
4% = EEI;TCMTS Eshow cable modem R B B RAVRREM L | LLK CM_E#9debug cable-
modem mac log verbose., A% —{Edr =V HEERATBER K | EIJH:R%/T@FH HELHD, 7
BT ER BA 7R B B9 CMiw A9 Full Debug Capturef 4 FF_H*Z’;EIJdebug cable-modem mac log
verbosef) TEHHIE,

XE : ECMTSLE Eﬂ«iﬁﬁﬁdebug cable interface cable x/y sid sid value verbosei2 BSIDE , A
#iE{TH fbdebugin® , ffl20debug cable range. E# , AW LAERRAEEWSIDE , AT
é%%CMTSX&EbO

BT &R mESEIREE. TTReRY B E AR o] SUERER ML 25 BR 3GE 2 IE #e R B AR RE

i : ARBYREMRENRMER  XERETEEREENARE K BRELKERTEARTE
R EREEANIDEENY  URNARKEFEKERRAMEK., NREREREFMAE , A
.ﬂim EREAEY, EATENARINET , RREEREFE SRR  YEUTERA
RER :

CHR wikh
DHCF, TFTP
ard Time
| Servers
|
|
Cigreoeri F il Ewiemr] pof I
RN b e FL IS eyt T Barwi iy pivd
P A | e | | Cerhacin avl
| PR E
P | | | ] | J_,.-C__R Lagiop Compuber far
My — e T =S T Tlw bereminial Con igration
1 L 4 | - :
{ S s A | =
Fasimy || 7 t : i v
Erfd _' - | | FEEs S
| | . - 1
| L ]
1L+ % = .
'I.,_I'I_ *_H .‘:L._--' '_. L
. Le B ity e wl H i Derwrrisiromn celipit
vluq:i-. 1 I-- % \.% H\_‘. "'r'-‘-\'\"‘-\-..\_\_ 44 MHI F i st g it .
P— L Y e | "o ot 16D Bl Uoconverdor ]
] i = 1 e ———— g—
&= by : - il 2B (MG “1[ |:F n RF out D:{l
—— - H.'\. i o _II' |1I -\.-h:l"-"ﬂ'l':"m FF
Caivls F oosnecion — ! , R S 21 o BST MHz
-u\__ R CEITIES TTECRIErCy
Thee Mol irgal ksl 1ok \ 100k atesiaisbo .I.ll
fhe upstresm port [s ) [ input porever of upcoreerior of 2dh )
DBy, thas CWTS will LY - 4
Instruct the madeen bo e e
st Be oubput Bvelta % e 'l atberussl
malch s current inpul 'd:' i, |" i it or
L5 | T
4fich atienusio Y
L =i Tt il .H_T.I: [] High
I .Jr:
| /
I_m fibai
s"
— . .
a e
Emmi- -
& H:IP" Wi From cable e :
E’ B |: |".-ﬁl5-=l!-:l|'l| B ba S8 dbmy
CPE

Spectrum arabere
A Cble ke &xpacts an npun evel (dowmatroam )
o 1540 1500w il 0 S8 Feomaral,

LRRE T ARBESRR | HERRRFAEIE , BALRETSERRERAR.



it : UBR7100EBEES L8R RUAREND LBIER, MRFMER K F2RREESX L
BIRER,

BEARARRE

sydney# show cable modem

Interface PrimOnline Tim ng Rec QS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ U0 5 offline 2290 0.00 2 O 10.1.1.25 0050. 7366. 2223

Cabl e2/0/ U0 6 offline 2811 0.00 2 O 10.1.1. 22 0050. 7366. 1e01

Cabl e2/ 0/ U0 7 offline 2810 -0.50 2 O 10.1.1. 20 0030. 96f 9. 65d9

Cable2/0/W0 8  offline 2810 -0.25 2 0 10.1.1.21 0030. 96f 9. 6605
& £ mHYshow cable modemdr S VS HEE R |, HPIB4EBIBEE R of f1i neikEE, E%‘”"fﬁ)‘ﬁl?

, B TREE R HMREBCEER , AR SEEof 111 nee LUTRBEHTBBMELIERERIEE
FAHRI(QAMENRFRRR :

- BEEIRERIER D HEE AR B RK
- FERAR (MABS )
- TP OSERTIER
- DOCSISHEREHREENERT ETHE
- BB TITEFQAMAFIFAE
- CMTSEHF L ERYMBMESRARTIEENERTER
- MCxx FHHIER T ER
T H 2 £ Cable Modem(Kuffing)i%#EEX#show controllers cable-modem O#Y & i FE 7R :

kuf fi ng# show controllers cable-modem 0

BCM Cabl e interface O:

CMunit 0, idb 0x8086C88C, ds 0Ox8086E460, regaddr = 0x2700000, reset_rmask 0x80
station address 0030.96f9.65d9 default station address 0030. 96f9. 65d9

PLD VERSION: 1

Concat enation: ON Max bytes Q0: 2000 QLl: 2000 @: 2000 @3: 2000

MAC State is ds_channel _scanning_state, Prev States = 3
MAC ncfilter O1E0O2FO0 data ntfilter 00000000

MAC ext ended header ON
DS: BCM 3300 Receiver: Chip id = BCVB300
US: BCM 3300 Transnitter: Chip id = 3300

Tuner: status=0x00
Rx: tuner_freq 529776400, synbol rate 5361000, |ocal _freq 11520000
snr estimate 166 (TenthdB), ber_estimate 0, |ock_threshold 26000
QMM not in lock, FEC not in |ock, gam node QAM 64 (Annex B)
Tx: tx_freq 27984000, synbol rate 8 (1280000 syni sec)
power | evel: 6.0 dBnV (conmanded)
7 (gain in US AWP units)
63 (BCMB300 attenuation in .4 dB units)

l--- Rest of display omitted.

REMBMALEL , ALLAETR16.6dB. BRBRT , ILEREDR30dB , LAECMEESH £64
QAMIEEE Tk, &2 EﬂE%?ﬁf’ﬁﬂﬂﬁi%ﬁﬁﬁf(DOCSIS)T;ﬁ?%ﬂt;ﬁ?%ﬁ%ﬂE’JRFﬁiﬁ DYSA:2)S
EnEE TIFARMEREH. ERELEERT , BAEEHE KH34dB RIFAMLLL(SNR) , ER PR E MR
EHAENEA. Eiﬁ'ﬁ%"%&lEﬁ?ﬁ%ﬁ%%%ﬂ%ﬁﬂ’ﬁﬂ%ﬁﬂ’ﬁﬁﬁﬂ%@ﬁ?ﬁ?&%ﬁ%%lﬁﬂ’ﬂo iEH 8
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HAUABEEENXETHER D TERRE,

EREABAREs MERERSIHENFHENR , 525 Cisco uBR7200R SR SR EREIEEE
ifi. show interfaces cable 2/0 upstream 0% P HIB M A AT A E SR ER R IRET AN —EER , BT
= -

sydney# show interfaces cable 2/0 upstream 0

Cabl €2/ 0: Upstream 0 is up
Recei ved 46942 broadcasts, 0 nulticasts, 205903 uni casts
0 discards, 12874 errors, 0 unknown protocol
252845 packets input, 1 uncorrectable
12871 noise, O mcroreflections
Total Mddenms On This Upstream Channel : 3 (3 active)
Def aul t MAC schedul er
Queue[Rng PolIs] 0/64, fifo queueing, O drops
Queue[ Cont Mslots] 0/104, fifo queueing, O drops
Queue[CIR Grants] 0/64, fair queueing, O drops
Queue[ BE Grants] 0/64, fair queueing, 0 drops
Queue[ Grant Shpr] 0/ 64, cal endar queuei ng, 0 drops
Reserved slot table currently has 0 CBR entries
Req | Es 77057520, Req/Data IEs O
Init Mn I Es 1194343, Stn Mn | Es 117174
Long Grant | Es 46953, Short Grant |Es 70448
Avg upstream channel utilization : 1%
Avg percent contention slots : 96%
Avg percent initial ranging slots : 4%
Avg percent nminislots lost on late MAPs : 0%
Total channel bw reserved 0 bps
CI R adni ssion control not enforced
Current mnislot count 1 7192093 Flag: 0
Schedul ed m ni sl ot count : 7192182 Flag: 0

A MRS AR EAEERBART (10,0009 ) |, BB AT R ARE MR

CMEMREH AIEREFLR20dBmV , HEWHHNEE2R-15dBmvEI+15dBmV, & 0] LUBBSERE 2 47
BHE, MREEFEAE , BAsEEERIRCisco uBR7200FR FIF R LR IEEAE FEiReE, MR
WA , BELEUEEEESHEEESENEESER, NRERISEHERTEASHA , AT
EEREREPREREMER,

af : UBR7T100EBEES L8R, WEFHMET K F2AREESA L8RS,

AR NRBERFE-—ERNEEREM  METLERBRETER  ABEFTATRHREL
BiRgRm, BECERIKER LSRR ESRER KRR ERET.

ERFECMELEHQAMEEE , F5BRdebug cable-modem mac log verbose , &% S & I LU
THYE S -

5w0d: 3084365. 172 CVAC_LOG STATE_CHANCE ds_channel _scanni e

5w0d: 3084365.172 CMAC LOG W LL_SEARCH DS FREQUENCY_BAND 99/ 805790200/ 99770
5w0d: 3084365.176 CMAC LOG W LL_SEARCH DS FREQUENCY_BAND 98/ 601780000/ 79970
5w0d: 3084365.176 CMAC LOG W LL_SEARCH DS_FREQUENCY_BAND 97/ 403770100/ 59570
5w0d: 3084365.176 CMAC LOG W LL_SEARCH DS_FREQUENCY_BAND 96/ 73753600/ 115750
5w0d: 3084365. 180 CMAC LOG W LL_SEARCH DS FREQUENCY_BAND 95/ 217760800/ 39770
5w0d: 3084365. 180 CMAC LOG W LL_SEARCH DS_FREQUENCY_BAND 94/ 121756000/ 16970
5w0d: 3084365. 180 CMAC LOG W LL_SEARCH DS_FREQUENCY_BAND 93/ 175758700/ 21170
5w0d: 3084365. 184 CMAC LOG W LL_SEARCH DS_FREQUENCY_BAND 92/ 79753900/ 857540

5w0d: 3084365. 184 CMAC LOG W LL_SEARCH DS_FREQUENCY_BAND 91/ 55752700/ 677530
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5w0d: 3084365. 188 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 90/ 177000000/ 21300
5w0d: 3084365. 188 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 89/ 219000000/ 22500
5w0d: 3084365. 188 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 88/ 141000000/ 17100
5w0d: 3084365. 192 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 87/ 135012500/ 13500
5w0d: 3084365. 192 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 86/ 123012500/ 12900
5w0d: 3084365. 192 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 85/ 405000000/ 44700
5w0d: 3084365. 196 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 84/ 339012500/ 39900
5w0d: 3084365. 196 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 83/ 333025000/ 33300
5w0d: 3084365. 200 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 82/ 231012500/ 32700
5w0d: 3084365. 200 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 81/ 111025000/ 11700
5w0d: 3084365. 200 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 80/ 93000000/ 105000
5w0d: 3084365. 204 CMAC LOG W LL_SEARCH DS_FREQUENCY BAND 79/ 453000000/ 85500
5w0d: 3084365. 204 CMAC LOG W LL_SEARCH SAVED DS_FREQUENCY 453000000

5w0d: 3084366. 324 CMAC_LOG_DS_NO_QAM_FEC_LOCK 453000000

5w0d: 3084366. 324 CMAC LOG DS TUNER KEEPALI VE

5w0d: 3084367. 440 CMAC LOG DS _NO QAM FEC LOCK 453000000

5w0d: 3084368. 556 CMAC LOG DS _NO QAM FEC LOCK 453000000

5w0d: 3084369. 672 CMAC LOG DS _NO QAM FEC LOCK 459000000

5w0d: 3084370. 788 CMAC LOG DS _NO QAM FEC LOCK 465000000

5w0d: 3084371.904 CMAC LOG DS _NO QAM FEC LOCK 471000000

5w0d: 3084373. 020 CMAC LOG DS _NO QAM FEC LOCK 477000000

5w0d: 3084374.136 CMAC LOG DS _NO QAM FEC LOCK 483000000

5w0d: 3084375. 252 CMAC LOG DS _NO QAM FEC LOCK 489000000

5w0d: 3084376. 368 CMAC LOG DS _NO QAM FEC LOCK 495000000

5w0d: 3084376. 368 CMAC LOG DS TUNER KEEPALI VE

5w0d: 3084377.484 CMAC LOG DS _NO QAM FEC LOCK 501000000

5w0d: 3084378. 600 CMAC LOG DS _NO QAM FEC LOCK 507000000

5w0d: 3084379. 716 CMAC LOG DS _NO QAM FEC LOCK 513000000

5w0d: 3084380. 832 CMAC LOG DS _NO QAM FEC LOCK 519000000

5w0d: 3084381. 948 CMAC LOG DS _NO QAM FEC LOCK 525000000

i MREEHBMETIRENTTER TSR EAURBERABER , BRIEBEREE. (F
SRFARATS, ) WRTHERECER, T:T BEBREEMER  BREER S —EER, HE
%, CEREHEUHTRER, %%E?—%}iiﬁﬁz CMTSLEI’J‘FH,.,JE % cable downstream
frequency,\xs,mEﬁ;%EE’J %Tt%ﬁ%%iﬁﬂjﬁiﬁﬁ%% , AEEEEREK L E25E3uBR7100/Y
ERERA. FE12. 1H&Zﬁuﬂ’JClsco IOSKRAH , CM#& B B3 18 cable-modem downstream saved
channel®® , S RATEE, T£12.1&EEH&ZIKEF , WS ERERPTFBUEERATR,

CMEZERQAMEEN S —EAFRRR , L 8E:[F LHREN TBFROERLTIER , o, JbX4EE
100-100K9 2 %6 MHz4EE %8 R I National Television Systems Committee(NTSC) 48R ¥ B {5 F &

DMEER B651 MHzRY648.0-654.0, AZH FBERFAP O FEHE, B2 , LEEEEGI CoUR

CSUMERAER R UEER1.75MHz , AIEE AEE100-10058E649.25 MHzHI AR, BEEMEE 1 E
Gl EEIRBEFHILER | 5B Cable Radio Frequency(RF)& B EFE(ERIMEF).

F—EERWNIERRR , £DOCSIS CPERIEEM "S48E A TH TTHEZR, (Downstream
Frequency)M{UFRIEET ERMNBERE, BEFTEELBRETEEHEEE., Am , MEFEHIWM
HEHBMEETHTETEMEER , AIEEZENF PR ERIEERE, ST ERBBCMEERE TS

— 8 | B¥E453MHzH535.25MHz ( ZEDOCSISEERERPIEE ) , A EHEIFMEE W LR
ﬁﬂi&ﬂﬁi—lﬂs B :
4d00h: 345773.916 CMAC LOG W LL_SEARCH SAVED DS _FREQUENCY 453000000
4d00h: 345774.956 CMAC LOG UCD_MSG RCVD 1
4400h: 345775.788 CMAC_LOG_DS_64QAM LOCK_ACQUIRED 453000000
4d00h: 345775.792 CMAC LOG DS _CHANNEL_SCAN COVPLETED
4d00h: 345775. 794 CVAC _LOG_STATE_CHANGE wait _ucd_state
4d00h: 345776. 946 CMAC LOG UCD_MSG RCVD 1
4d00h: 345778.960 CMAC LOG UCD_MSG RCVD 1
4d00h: 345778. 962 CMAC LOG ALL_UCDS_FOUND
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4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4400h:
4400h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4400h:
4d00h:
4d00h:
4400h:

345778. 966
345778. 968
345780. 996
345781. 000
345781. 004
345781. 084
345781. 210
345781. 212
345781. 216
345781. 220
345781. 222
345781. 226
345781. 228
345781. 232
345781. 272
345781. 280
345781. 282
345781. 284
345781. 288
345781. 292
345781. 294
345781. 298
345781. 302
345782. 298
345782. 300
345782. 304
345782. 316
345782. 450
345782. 452
345782. 456
345782. 460
345782. 464
345782. 466
345782. 470
345782. 474
345782. 598
345782. 606
345782. 620
345782. 628
345782. 630
345782. 634
345782. 636
345782. 640

%1 NEPROTO- 5- UPDOMN:  Li ne protoco
CMAC_LOG _CONFI G_FI LE_PROCESS_COWVPLETE

345783. 678
345783.682
345783.686
345784. 048
345784. 052
345784. 054
345784. 056
345784. 062
345785.198
345785. 212
345787. 018
345787.022

B B\REE

ECMTSHEHAF LI BEBBEESSERPIEENERT ER O TESERCMIBIEAR ;| MRRTH
BECMTSLEEMIER , AlgHIRE FIRBELMER, CMTS E#cable modem change-
frequencyin Tt AR , BERBERLTEETREM,

CMAC LOG STATE_CHANGE
CMAC LOG FOUND_US_CHANNEL

CMAC LOG UCD_MSG _RCVD

CMAC LOG UCD_NEW US_FREQUENCY
CMAC LOG SLOT_SI ZE_CHANGED

CVAC LOG UCD_UPDATED

CVMAC LOG MAP_NMSG RCVD

CMAC LOG | NI TI AL_RANG NG M NI SLOTS
CMAC LOG STATE_CHANGE
CMAC LOG RANG NG OFFSET_SET_TO
CMAC LOG PONER LEVEL IS
CMAC LOG STARTI NG RANG NG
CMAC LOG RANG NG BACKOFF_SET
CMAC LOG RNG REQ QUEUED

CMAC LOG RNG REQ TRANSM TTED
CMAC LOG RNG RSP_MSG_RCVD

CMAC LOG RNG RSP_SI D_ASS| GNED
CMAC LOG ADJUST RANG NG OFFSET
CMAC LOG RANG NG OFFSET_SET_TO
CVMAC LOG ADJUST TX_POWER

CMAC LOG PONER LEVEL IS

CMAC LOG STATE_CHANGE

CMAC LOG RNG REQ QUEUED

CMAC LOG RNG REQ TRANSM TTED
CMAC LOG RNG RSP_MSG_RCVD
CMAC LOG RANGI NG SUCCESS

CMAC LOG STATE_CHANGE

CMAC LOG DHCP_ASSI GNED | P_ADDRESS
CMAC LOG DHCP_TFTP_SERVER ADDRESS
CMAC LOG DHCP_TOD SERVER ADDRESS
CMAC LOG DHCP_SET GATEWAY_ ADDRESS
CMAC LOG DHCP_TZ_ OFFSET

CMAC LOG DHCP_CONFI G_FI LE_NANME

CMAC LOG DHCP_ERROR ACQUI RI NG SEC_SVR ADDR

CMAC LOG DHCP_COMPLETE
CMAC LOG STATE_CHANGE

CVAC LOG TOD REQUEST SENT
CMAC LOG TOD REPLY_RECEI VED
CVAC LOG TOD COMPLETE

CMAC LOG STATE_CHANGE
CMAC LOG SECURI TY_BYPASSED
CMAC LOG STATE_CHANGE
CMAC LOG LOADI NG CONFI G FI LE

CMAC_LOG_DS_FREQ OVERRIDE
CMAC_LOG_STATE_CHANGE

CMAC LOG STATE_CHANGE

CMAC LOG DRI VER | NI T_| DB_RESET
CVAC LOG LI NK_DOWN

CVMAC LOG LI NK_UP

CMAC LOG STATE_CHANGE
CMAC_LOG_DS_NO_QAM_FEC_LOCK
CMAC LOG DS _TUNER KEEPALI VE
CMAC LOG UCD_MSG_RCVD
CMAC_LOG_DS_64QAM_LOCK_ ACQUIRED

wait _map_state
1

1

27984000

8

40

ranging_1 state
9610

22.0 dBnmV (commra)

0
0

3

2288

11898

-

24.0 dBnmV (commra)
ranging_2_state

3

dhcp_state
10.1.1.25
172.17.110. 136
172.17.110. 136

0

frequency. cm
establish_tod_state
3178880491
security_associate_state

configuration_file
frequency. cm

on Interface cabl e-nmodenD, changed state to up

535250000
reset_hardware_state
wait_for_link_up_state
0x082A5226

ds_channel _scanni ng_state
535250000

1
453000000



EEREMT THEBEEZR , T—EXTBERRISEN LFRE, BERERE LFEEHRA
(UCD) , i mras Lir@En BN | flm LiER, #AH, BERENUKREDOCSIS 458
7 PR ERAY SR B I IR AT R E R Y HAth 5| B,

BB AT AUCDH BB TRV AARAERE EFBREN T HEE L, ErEREREEHER.
show controllers cable T 5 2 —ERFWE S, BB RTETAHUCDH S —ETERERZ , HF
BEMACHRER X ERBIHIRFTHH 5B, EFRERBinll BFRS{EMADOCSISHASIHEK,

RETTAKUCDE , BRRMKEHRERES LITHEIEREHRHMAP (EREIERHR ) HE.
— &0 R AR ERERRAEE L D BRGEEBEM, EVMAPHtAREARER. ERFHNNRK
W& (UEE ) #E, ECMTSLURIEEE(RNG-RSP)EE 2|l , B A HAMAIES

o

ET2F e R AT R T BV R EEE SN BB T ER BEinil EER. BEERECMTSLEEN
HWWEABR. Insertion-intervalif AEFASE , SIEHICMTS AFFBIBEEST MR ar
DHCP{RARESHVIRE | Btk o] 1 4] 2L Bl 49 K AR A8 o i 1% B 3242 5| DHCP/TFTP/TODfA AR ZS B &0
CEERFRERENEERE,

AR FARRREFNERSSHEVNENERMEE  MARARSFNEHRAE. insertion-

intervalBy &z £ {& £ automatic.

NEBECMTIS EMRFEE EMEHEERTHWRFEZEGIEFEFFMAVEREA,
KM ERE — init(r1). init(r2) Minit(rc) iR 4

EEEMRE , CMRBAIEBEUT ELENRH I REFUEEREN B AN REFRECMTS,
EEEMRT , HEFRBRFADERANA40-50 dBmV, HMERAEARTRE, ETTERE &K
, EITEEFHEREE EME , UECMTSEIREAES BTt 1B/ AMRMSEIREWRFEEE
WEBEHPsBEXENER  SHEREMNUTRUTER  IFRERNEHER. ERER
IR BT

CMEICMTSEI% AIEESE S (RNG-REQ)H E X FFRIFE L /E(RNG-RSP)EE T35t RrEsBHl, MR
BATIER  AIERFEEM, MREFIBIARAER IS , BEEEEESIEREEXS
—{ERNG-REQ, HACMTSRE A EiE i 5 Bt AR MAP 1 B8 35 {5 1y BR 75 38 BI &7 8% (SID) , E b
BFEBREEMAPHMKHEESERETHRE, Hit, EBEEREEMN YA SR EFR
s BTYWMEE K BEMESRELEEEEEUGTERNG-REQE R < B FEKERFE/E, AT
{8 Fi cable upstream range-backoff ar S ¥ It ETEIE, ECMTSH RS IIRIZET ZHMNKER |, ©
ﬂ%g@%ﬁﬁﬁsmﬂ’gRNG-RSP%FE;ERNG-REQO LESIDAS AR MAP iy B8 1% 80 (= 15 LA 1T BB
BEE,

LUTR 8 i BRCMAYSID 6B Rinit(r1)ARRE |, 18 RCMESEBIBH 17 RIZEFE ER -

sydney#show cabl e nodem

Interface PrimOnline Tim ng Rec QoS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ U0 5 of fline 2287 0.00 2 O 10.1.1.25 0050. 7366. 2223

Cabl e2/0/ U0 6 init(rl) 2813 12.00 2 O 10.1.1. 22 0050. 7366. 1e01

Cable2/0/W0 7  offline 2810 0.25 2 0 10.1.1.20 0030. 96f 9. 65d9
UTARAFERHCMAAETIF KRB E HEH R MR EETAAEBENEE, FHIBRA
CMTSHICMAC_LOG_ADJUST_TX_POWERER , B BEEERCMARHEER :


http://www.cablemodem.com
//www.cisco.com/en/US/docs/ios/12_0/voice/command/reference/vrubr.html#wp1031818
//www.cisco.com/en/US/tech/tk86/tk319/technologies_tech_note09186a008012fb28.shtml

1w3d:
1w3d:

lw3d:

1w3d:
1w3d:
1w3d:
1w3d:
1w3d:
1w3d:
1w3d:
1w3d:

lw3d:

1w3d:
1w3d:
1w3d:
1w3d:

lw3d:

1w3d:
1w3d:

lw3d:

1w3d:

lw3d:

1w3d:

lw3d:

871160.
871160.

871160.
871160.
871160.
871160.
871160.
871160.
871160.
871160.
871160.
871160.
871160.
871160.
871161.
871161.
871161.
871161.
871162.
871162.
871163.
871163.
871164.
871164.
131.CABLEMODEM.CISCO: 1lw3d:
1lw3d: 871164.966 CMAC_LOG_RESET_T3_ RETRIES_EXHAUSTED

618
618

622
622
622
622
678
682
682
682
682
686
686
686
690
690
694
694
698
898
734
934
766
966

CMAC_LOG STATE_CHANGE
CMAC_LOG RANGI NG OFFSET_SET_TO

CMAC_LOG_POWER_LEVEL_IS
CMAC_LOG STARTI NG RANG NG
CMAC LOG RANGI NG BACKOFF_SET
CMAC_LOG RNG REQ QUEUED
CMAC_LOG RNG REQ TRANSM TTED
CMAC_LOG RNG RSP_MBG RCVD
CMAC LOG RNG RSP_SI D_ASSI GNED
CMAC LOG ADJUST RANG NG OFFSET
CMAC_LOG RANG NG OFFSET_SET_TO
CMAC_LOG_ADJUST_TX_ POWER
CMAC_LOG STATE_CHANGE
CMAC_LOG RNG REQ QUEUED
CMAC_LOG RNG REQ TRANSM TTED
CMAC_LOG RNG RSP_MBG RCVD
CMAC_LOG_ADJUST_TX_ POWER
CMAC_LOG RANG NG_CONTI NUE
CMAC_LOG RNG REQ TRANSM TTED
CMAC_LOG_T3_TIMER
CMAC_LOG RNG REQ TRANSM TTED
CMAC_LOG_T3_TIMER
CMAC_LOG RNG REQ TRANSM TTED
CMAC_LOG_T3_TIMER

1w3d: 871164. 966 CMAC_LOG STATE_CHANGE
1w3d: 871164. 966 CMAC_LOG STATE_CHANGE

ranging_1_state
9610

19.0 dBmV (comman)

6

2813

12423

-48
ranging_2_state
6

-36

%UBR900-3-RESET_T3_RETRIES_EXHAUSTED: R03.0 Ranging

reset_interface_state
reset _hardware_state

BEE : init(r1) iS rangi ng_1_stateinit(r2) iS rangi ng_2_st at eCM

Staryn# show controllers cable-modem 0

BCM Cabl e interface O:

CMunit 0, idb Ox2010AC, ds 0x86213E0, regaddr = 0x800000, reset_nask 0x80
station address 0050.7366.2223 default station address 0050. 7366. 2223
PLD VERSI ON: 32

MAC State is wait_for_link up_state, Prev States = 2
MAC ncfilter 00000000 data ntfilter 00000000

MAC ext ended header ON
DS: BCM 3116 Receiver: Chip id =
US: BCM 3037 Transnitter: Chip id = 30AC

Tuner: status=0x00
Rx: tuner_freq 0, symbol _rate 5055932, |ocal _freq 11520000
snr_estimte 30640, ber_estimate 0, |ock_threshold 26000
QAM not in lock, FEC not in |ock, gam mode QAM 64
Tx: tx_freq 27984000, power_level 0x20 (8.0 dBmV), synbol _rate 8 (1280000 sym's)

WRBIRH AR BRI R EE T , AT RRRRABEANRFEH TR, EREP_ LIRS THRT
Liiéi_ﬁﬁﬁ”ﬁﬁiﬁﬁﬂﬁﬁ}lﬁmﬂﬁ”o FRE A E A REFHEM, R AK20-30 dBR — 1@
RIFHER, ENRRABENRKIIL() 2R | BURKREE Ainit(r2) , EREHIBE LA E B E R

REMIDELE , ABERRBEISHEAN EnE ERENEBEIEW |, X BECMTSIEREER RN 1%
ﬂE’JﬁMjﬁZ%&EUO E 2 BB EERNG-REQFIRNG-RSPHEMNEFEHITH . RNG-RSPHEEE
%%1%44\/,\ EEE%IJEHTEEKIE BB BB EIERNG-REQI #1T B EIRNG-RSPHFA

B ZIRNG- RSP SHE 35 OB BE B Th SiE B BiZinit(re) AR REFRIBE ST A . AN SR BB MR BE#init(r2) B8
Zlé:‘ ’_ , IEEREERIE, TERERINt(r2) REHNCMA & L HE T,



sydney# show cable modem

Interface PrimOnline Tim ng Rec QS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ U0 5 init(r2) 2289 *4.00 2 O 10.1.1.25 0050. 7366. 2223

Cabl e2/0/ U0 6 online 2811 -0.25 5 O 10.1.1.22 0050. 7366. 1e01

Cabl e2/0/ U0 7 online 2811 -0.50 5 10.1.1.20 0030. 96f 9. 65d9

af : TRec Power ( #IZhE ) | EU#EE’J*HEJ’% , RN A D RR/R L EZENEERE
o MREFF—E | ERTHBHEEIHSEAERYE,

ZCMTS.L :

sydney# conf t

Enter configuration comrands, one per line. End with CNTL/Z

sydney(confi g)#access-list 101 pernmit ip host 10.1.1.10 host 172.17.110.136
sydney(confi g)#access-list 101 pernmit ip host 172.17.110.136 host 10.1.1.10
sydney(confi g) #"Z

where 10.1.1.10 is ip address of Cable interface on the CMIS
and 172.17.110.136 is ip address of DHCP server

sydney# debug list 101
sydney# debug ip packet detail
| P packet debugging is on
for access list: 101
(detail ed)
sydney#

2whsd: IP: s=10.1.1.10 (local), d=172.17.110.136 (Ethernetl1/0), |len 604, sending

2whd: UDP src=67, dst=67
2whsd: IP: s=172.17.110.136 (Ethernet1/0), d=10.1.1.10, len 328, rcvd 4
2wbd: UDP src=67, dst=67

MREZBFEBHB[IEREKHES , FLEATLUE Adebug ip udp:

sydney# debug ip udp

2whsd: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584
2whbd: UDP: sent src=10.1.1.10(67), dst=172.17.110.136(67), |ength=604
2wsd: UDP: rcvd src=172.17.110.136(67), dst=10.1.1.10(67), |ength=308
2whsd: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=328
2whsd: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584
2whsd: UDP: sent src=10.1.1.10(67), dst=172.17.110.136(67), |ength=604
2whsd: UDP: rcvd src=172.17.110.136(67), dst=10.1.1.10(67), |ength=308
2wsd: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=328

X . EEARSAER(BR) LiE Tdebug ip udp S EZREABELSER , ARETREEH
uBRR 7 RRRRKEALSMELLRRE. EEEFERT , AERBHBITRAEFES , X HRFGE
A, BRERBRSMBRBCMTSRIMNPERS , A Hdebug P HTERAREFRER,

X LRFEEERSEMEEN , HIPRERZERE., Edebug ip packet detail i , € AR
KAFABRRAEE P, FRALHITEHERTE101,

MEZBEFHEARLZEEFINHE , FRELERKEMERN EE /) H L Hcable helper-addressffiR
RNViERE, WREEER thDHCPﬂEE%%-T-ﬁE’Jﬁﬂ@ERm&,vxm/zﬁﬂlﬁﬂ%%E’JDHCPﬁ




e, IRFRARBHEEN ENE HERINUBREEN HMAVE AHER,

MRBRENTHERIDHCPRIRSRE TP  RIFFAREBBRHARESR  RAREFESIH
AREDEIER. ERMEIRAMEER UK RERERBMEDHCPRARSR < EMIKH, EE
BIXREDHCPAAR=REEMDHCP H &S,

LR 2#11Tdebug cable-modem mac log verboseis & ECM L 1THIE S5 £

1w3d: 865015. 920 CVAC _LOG _RANG NG_SUCCESS

1w3d: 865015. 920 CVAC _LOG _STATE_CHANGE dhcp_state
1w3d: 865053. 580 CVAC LOG RNG REQ TRANSM TTED

1w3d: 865053. 584 CVAC LOG RNG RSP_MSG_RCVD

1w3d: 865055. 924 CVAC_LOG WATCHDOG TI MER

131.CABLEMODEM.CISCO: l1lw3d: %UBR900-3-RESET_DHCP_WATCHDOG_EXPIRED:
Cable Interface Reset due to DHCP watchdog timer expiration

lw3d: 865055.924 CMAC_LOG_RESET_ DHCP_WATCHDOG_EXPIRED

lw3d: 865055.924 CMAC_LOG_STATE_CHANGE reset_interface_state
lw3d: 865055.924 CMAC_LOG_DHCP_PROCESS_KILLED
1w3d: 865055. 924 CVAC _LOG_STATE_CHANGE reset _hardware_state

W EEFR , DHCPER AR EEERBHEEE,

N R A Cisco Network Registrar(CNR) , s8E3&# F Cisco Network Registrar Debugs¥{ 45 #R #8 3%
R { DHCP 5] 78 it 17 # PE 5 BR LA B B S8 HEBRinit(d) B fE . A B E BB M ACNRARNVEFEMEN

o

DHCP - init(d)iR A&

FRINRIBE R T — R R BBDHCPEEEKEE, CMEIXDHCPFER , CMTSTEME S [ L4
iELDHCPERIE, LT Zshow cable modemiV & HFE T~ , ERinit(d)FR EBSID 7THEIEH , Rk
REEHIFEMIEW TDHCPER ¢

sydney# show cable modem

Interface PrimOnline Tim ng Rec QoS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/ 0/ U0 7 init (d) 2811 0.25 2 0 10.1.1.20 0030. 96f 9. 65d9

Cabl e2/ 0/ U0 8 online 2813 0.25 3 O 10.1.1.21 0030. 96f 9. 6605

Cabl e2/0/ W0 9 online 2812 -0.75 3 0 10.1.1.22 0050. 7366. 1e01

AE . SEHRMERRMRENt(r)BERBinit(d). ATENERET

. CMTSH 4> cable helper-address ip address #$3 Slip address 7~ E#&

. . CMTSEZEIDHCP{RI Bk 258V IP:E SR B 2

. DHCP{Al Br 25 RA R

. EDHCP{aI iR 28 LB B KV TEER M BA 25 52

. CMV K E 5 T R K L ESNR |, FESBIRFAE,

- DHCP{Al fRESiB#

- DHCPRAREF RV IPHE 3t T &

- RBEBEREAENIPHhIEERNEER , 552 B Understanding IP Address Management in

Network Registrar GUI User's Guide,

EXE  BEDHCPRS LR ENFERMERSSER., RBPEBMN—BESL2EHRER
ping , EFRIP##t ECMTSEEN T LB EMN it , BELZDHCPRMRESMIPHEL, AT LA FHEEED
\Pith st 4 AR it SREEZLIBE , LURFBCPERSTEBIPER., HSBCMTSEHIFEE.



//www.cisco.com/warp/customer/109/cnr_debug.html
//www.cisco.com/warp/customer/109/cnr_debug.html
//www.cisco.com/en/US/docs/cable/cmts/ubr7200/installation/guide/ub72rf.html
//www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/ciscoasu/nr/nr_2_5/gui_user/01_ch.htm#xtocid486115
//www.cisco.com/en/US/docs/internetworking/troubleshooting/guide/tr1915.html#wp1021050
//www.cisco.com/en/US/docs/internetworking/troubleshooting/guide/tr1915.html#wp1021050

DHCPEZH{EIXEEDHCP DISCOVERHEE M EZ IS MEE , MR DHCPEREFFHOFFERE

FEDISCOVER , B LUB B EIXREQUESTAEBIEHMWE E, DHCPRAREE aJ LAEH S /R

(ACK):H&EEW(NAK)JJTﬂ@o NAKTAIBE R FH M AV IPH it FABRI b b & A AY |, I REURHEE —

BT HEEERIVATRFRELN S —ETHEE , AgHBREEER. E.%G&% 'J?‘FEJ*H%’JH#
, DHCP: R HEMIPHbut MAFR bt A E |, 3t EDHCPRIRE S EANAKIEEZ R, EEER
BOBE | BB %Ei&ﬁmﬂ,ﬂﬁmmmp DISCOVERHEE E#H B,

BE , DHCPIREAMWEERRIIBARBE K MTENAK, DHCPEEMW|EFE ADISCOVER,

OFFER REQUESTHIACK, le]%%Uﬁ%lEEfﬁDHCPﬂHE%E@L‘ﬁﬁOFFERﬂFEB’J
DISCOVER , BB CMTS EMIPFEE. EATUBBUTHSBTR :

DHCP - init(i) R §&

WEEDHCPHE RN EBY AEBEIBH D B IPHEEE | show cable modemiZ K T — Bt it A

init(i):

sydney# show cable modem

Interface PrimOnline Tim ng Rec QoS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/ 0/ U0 7 init (i) 2815 -0.25 2 O 10.1.1. 20 0030. 96f 9. 65d9

Cabl e2/0/ U0 8 online 2813 0.25 3 O 10.1.1. 21 0030. 96f 9. 6605

Cabl e2/0/ U0 9 online 2812 0.50 3 O 10.1.1. 22 0050. 7366. 1e01

#"EEE , EESID 7THBBABBEKETRSinit(i). E#AIshow cable modem# B E B R
init(r1), init(r2), init(rc). init(d)Hinit(i)z B K SEEIFHLREIR,

B|IRERMELLnt() EERNRETREZE, UATRRFRBAERE

- DHCPfAAREZFIEEHWDOCSISIERT [E M EK

- TFTPAIBRZRMERE , HlIPih it N IEHE, TFTP{EARSRE LR
- ENTODE E i fm % i i TR B

- DHCPEL & F /Y % B 25 3 E T IE 7

HABHREREELRE Tinit() , ALERMAMNET SERE TIPAt. ETTUREUTERERKE
debug cable-modem mac log verbose#i it { & HHEE FERE R :

3d20h: 334402. 548 CVAC _LOG RANG NG_SUCCESS

3d20h: 334402. 548 CVAC _LOG STATE_CHANGE dhcp_state

3d20h: 334415. 492 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20

!--- IP address Assigned to CM. 3d20h: 334415. 492 CVAC _LOG DHCP_TFTP_SERVER ADDRESS
172.17.110. 136 3d20h: 334415.492 CVMAC _LOG DHCP_TOD _SERVER_ADDRESS 172.17.110.136 3d20h:

334415. 492 CVAC_LOG DHCP_SET_GATEWAY_ADDRESS 3d20h: 334415.492 CVAC LOG DHCP_TZ_OFFSET 0 3d20h:
334415. 496 CMAC_LOG_DHCP_CONFIG_FILE_NAME nofile

I-——- DOCSIS file CM is trying to load. 3d20h: 334415. 496

CMAC_LOG DHCP_ERROR_ACQUI RI NG_SEC _SVR ADDR 3d20h: 334415. 496

CMAC_LOG DHCP_ERROR_ACQUI RI NG_LOG ADDRESS 3d20h: 334415. 496 CVAC _LOG DHCP_COWPLETE 3d20h:
334415. 508 CVAC _LOG STATE_CHANGE establish_tod_state 3d20h: 334415.512 CVAC LOG TOD REQUEST_SENT
172.17.110. 136 3d20h: 334415.524 CMAC LOG TOD REPLY_RECEI VED 3178343318 3d20h: 334415.524
CVAC_LOG TOD_COWPLETE 3d20h: 334415.528 CVAC _LOG STATE _CHANGE security_associ ati on_state 3d20h:
334415. 528 CVAC_LOG _SECURI TY_BYPASSED 3d20h: 334415.528 CMAC_LOG_STATE_CHANGE
configuration_file

3d20h: 334415.528 CMAC_LOG_LOADING CONFIG_FILE nofile

!--- DOCSIS file name. 133. CABLEMODEM Cl SCO 3d20h: %l NEPROTO 5- UPDOWN: Li ne protocol on
Interface cap 3d20h: 334416.544 CMAC_LOG_CONFIG_FILE_TFTP_FAILED -1



3d20h: 334416.548 CMAC_LOG_CONFIG_FILE_ PROCESS_COMPLETE
3d20h: 334416.548 CMAC_LOG_RESET_CONFIG_FILE_READ FAILED

Bt , TFTPRMRSFEELEELRLUNGER  SRCMEEL EF —E#REPERER

3d21h: 336136.520 CMAC LOG STATE CHANGE dhcp_state
3d21h: 336149. 404 CMAC LOG DHCP_ASSI GNED | P_ADDRESS 10. 1. 1. 20
3d21h: 336149.404 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 172.17.110.100

!--- Incorrect TFTP Server address. 3d21h: 336149. 404 CVAC_LOG DHCP_TCD_SERVER ADDRESS
172.17.110. 136 3d21h: 336149. 404 CVAC_LOG DHCP_SET_GATEWAY_ADDRESS 3d21h: 336149. 404

CMAC _LOG DHCP_TZ_OFFSET 0 3d21h: 336149.408 CVMAC LOG DHCP_CONFI G_FI LE_NAME pl ati num cm 3d21h:
336149. 408 CVMAC_LOG DHCP_ERROR _ACQUI RI NG_SEC SVR ADDR 3d21h: 336149. 408

CMAC_LOG _DHCP_ERROR _ACQUI RI NG_LOG ADDRESS 3d21h: 336149. 408 CVAC LOG DHCP_COWPLETE 3d21h:

336149. 420 CVMAC_LOG STATE _CHANGE establ i sh_tod_state 3d21lh: 336149. 424 CMAC LOG TOD REQUEST_SENT
172.17.110. 136 3d21h: 336149.436 CVAC LOG TOD REPLY_RECEI VED 3178345052 3d21h: 336149. 436

CVAC LOG TOD_COWPLETE 3d21h: 336149. 440 CVAC LOG STATE _CHANGE security_association_state 3d21h
336149. 440 CVMAC_LOG SECURI TY_BYPASSED 3d21h: 336149. 440 CVMAC _LOG STATE_CHANGE configuration_file
3d21h: 336149. 440 CMAC LOG LOADI NG _CONFI G _FI LE pl ati num cm 133. CABLEMODEM Cl SCO:  3d21h:

%_1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface cap 3d21h: 336163. 252

CMAC_LOG RNG _REQ TRANSM TTED 3d21h: 336163. 252 CVAC _LOG RNG RSP_MSG RCVD 3d21h: 336165.448
CMAC_LOG_CONFIG_FILE TFTP_FAILED -1

!--- TFTP process failing. 3d21lh: 336165.448 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

3d21h: 336165.452 CMAC_LOG_RESET CONFIG FILE_READ FAILED

3d21h: 336165. 452 CVAC LOG STATE_CHANGE reset _interface_state

BRTFTPRRSEN A ER , EFSNEER ( HIINDOCSISHHAER ) TEHEICMTSHIREI £, B
BB Fcopy tftp flashis T 5EfK. /AR , 7E FEMNE LB , EEBESE Aplatinum.cm By 2 R H
i, RRRCMTSELEREITFTPRAREFANIP#NE172.17.110.100 , RATREH.

sydney# copy tftp flash

Address or nanme of renmote host []? 172.17.110.100

Source filenane []? platinumcm

Destination filename [plati numcni?

Accessing tftp://172.17.110. 100/ plati numcm ..

%Error opening tftp://172.17.110.100/platinum.cm (Permission denied)

sydney#

R EERERTFTPRA KR ER.
EW—XFHNEE(TOD)HE KRB B th S EHBIRE T aEE ABHAME

3d21h: 338322.500 CMAC LOG STATE CHANGE dhcp_state
3d21h: 338334.260 CMAC LOG RNG REQ TRANSM TTED

3d21h: 338334.260 CMAC LOG RNG RSP_MSG RCVD

3d21h: 338335.424 CMAC LOG DHCP_ASSI GNED | P_ADDRESS 10. 1. 1. 20
3d21h: 338335.424 CMAC LOG DHCP_TFTP_SERVER ADDRESS 172.17.110. 136
3d21h: 338335.424 CMAC_LOG_DHCP_ERROR_ACQUIRING_ TOD_ ADDRESS

3d21h: 338335.424 CMAC LOG DHCP_SET_GATEWAY ADDRESS

3d21h: 338335.424 CMAC_LOG_DHCP_ERROR_ACQUIRING TZ_ OFFSET

3d21h: 338335.424 CMAC LOG DHCP_CONFI G FI LE_NANE pl ati num cm
3d21h: 338335.428 CMAC LOG DHCP_ERROR ACQUI RI NG SEC SVR ADDR

3d21h: 338335.428 CMAC LOG DHCP_ERRCR ACQUI RI NG LOG ADDRESS



3d21h: 338335.428 CVAC_LOG DHCP_COWPLETE

3d21h: 338335.428 CMAC_LOG_RESET DHCP_FAILED

3d21h: 338335.432 CVAC LOG STATE_CHANGE reset _interface_state
3d21h: 338335.432 CVAC LOG STATE_CHANGE reset _hardware_state
3d21h: 338336.016 CMAC LOG STATE_CHANGE wai t _for_link_up_state

¥ : 7ECisco IOSHBRA12.1(1) 2 BtIRA R , EEEDHCPAREFISETODS s EEMBIR

B, BR , 7 Cisco IOSEREMRA12.1(1)2® , FTEEMEATOD , EEEBBERNEEZRSE
RR% , M THAEMT

344374.528 CVAC_LOG_STATE_CHANGE dhcp_state

344377.292 CMAC _LOG RNG REQ TRANSM TTED

344377.292 CVAC_LOG RNG RSP_MSG_RCVD

344387. 412 CVAC_LOG DHCP_ASSI GNED_| P_ADDRESS 10.1.1.20

344387. 412 CVAC_LOG DHCP_TFTP_SERVER_ADDRESS 172.17.110. 136

344387. 412 CVMAC _LOG DHCP_TOD SERVER ADDRESS 172.17.110. 136

!--- TOD server IP address obtained. 344387.412 CMAC_LOG DHCP_SET_GATEWAY_ADDRESS 344387.412
CMAC_LOG_DHCP_ERROR_ACQUIRING_ TZ_OFFSET

!-—-- Timing offset not specified in DHCP server. 344387.412 CVAC_LOG DHCP_CONFI G_FI LE_NAME
pl ati num cm 344387. 412 CMAC_LOG DHCP_ERROR _ACQUI RI NG_SEC SVR_ADDR 344387. 412

CMAC_LOG DHCP_ERROR_ACQUI RI NG_LOG _ADDRESS 344387.412 CVAC_LOG DHCP_COWPLETE 344387.412
CVAC_LOG RESET_DHCP_FAI LED 344387. 412 CMAC LOG STATE_CHANGE reset _interface_state !--- Modem
resetting.

ETEMNRARS , ZRFZEEEtime-server , EZEDHCPRIREFFEE T ERRE , A EBEIE
BEBH TR B

3d23h: 345297.516 CVMAC LOG DHCP_ASSI GNED | P_ADDRESS 10.1.1.20

3d23h: 345297.516 CVMAC LOG DHCP_TFTP_SERVER ADDRESS 172.17.110. 136
3d23h: 345297.516 CMAC_LOG_DHCP_ERROR_ACQUIRING_TOD_ADDRESS

3d23h: 345297.516 CVAC LOG DHCP_SET_GATEWAY_ADDRESS

3d23h: 345297.516 CMAC_LOG_DHCP_TZ_ OFFSET

03d23h: 345297.516 CMAC LOG DHCP_CONFI G _FI LE_NAME pl ati numc

3d23h: 345297.520 CVAC LOG DHCP_ERROR ACQUI RI NG SEC SVR_ADDR

3d23h: 345297.520 CVAC LOG DHCP_ERROR ACQUI RI NG LOG ADDRESS

3d23h: 345297.520 CVAC _LOG DHCP_COWPLETE

3d23h: 345297.532 CVAC _LOG STATE CHANGE establish_tod_state
3d23h: 345297.532 CVAC LOG TOD NOT_REQUESTED NO TI ME_ADDR

3d23h: 345297.532 CVAC LOG STATE CHANGE security_association_state
3d23h: 345297.536 CMAC LOG SECURI TY_BYPASSED

3d23h: 345297.536 CVAC LOG STATE CHANGE configuration_file
3d23h: 345297.536 CVAC LOG LOADI NG CONFI G FI LE pl ati num cm

3d23h: 345297.568 CVAC LOG CONFI G _FI LE_PROCESS COVPLETE

3d23h: 345297.568 CVAC LOG STATE CHANGE regi stration_state
3d23h: 345297.592 CVAC LOG REG RSP_MSG RCVD

3d23h: 345297.592 CVAC LOG COS_ASSI GNED_SI D 17

3d23h: 345297.596 CVAC LOG RNG REQ QUEUED 7

3d23h: 345297.596 CVAC LOG REG STRATI ON_OK

3d23h: 345297.596 CVAC LOG STATE CHANGE establish_privacy_state
3d23h: 345297.596 CVAC LOG PRI VACY_NOT_CONFI GURED

3d23h: 345297.596 CVAC LOG STATE CHANGE mai nt enance_st ate

133. CABLEMODEM Cl SCO  3d23h: 9%.| NEPROTO 5- UPDOAN:  Li ne protocol on Interface changed state to up
EBFENDHCPEEMALEZEMNREFE , F2RDHCPH EEHIBMAIDOCSISIEER
(DOCSIS 1.0)#: fli7R A

BHRE : FIEE - ASCNRAEDHCPAIARESIFEFE LN —EERR R , EREKE B R E R ServersiBIE T iE
ENTPfRBRES. M , EETEBootp*ﬁ%‘1%15T&Etlme—offsetiFlJtlme-servero BB ECNRIFME
# nﬁﬁﬁCNRKgEPEIJEE%DHCPo

FEDHCPfAIBR 2R ™ B 1E R H 2B HERE , Si7ERouter option#{L HIEEEMHIPH I , B EEH
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BB MBS Hinit(i)ARAE |, 20T HAYdebug cable-modem mac log verboseFf 7~ :

1d16h: 146585.940 CMAC_LOG_CONFIG_FILE_TFTP_FAILED -

1d16h: 146585. 940 CMAC_LOG CONFI G_FI LE_PROCESS COVPLETE

1d16h: 146585. 944 CMAC_LOG RESET_CONFI G FI LE_READ FAI LED

1d16h: 146585. 944 CMAC LOG _STATE_CHANGE reset _interface_state
1d16h: 146585. 944 CMAC LOG _STATE_CHANGE reset _hardware_state

B : EMAYDOCSISE B4+ , 4552 EDOCSIS CPERE RV AREF AP A LITERRHE
o ASSHEERE | WA RIS . makinit(). 5% FHMIIDOCSISREHEE R
By, ZRERZEREARREEET, EENEA1600518001 T,

TOD3Z#t — init(t) iR A

BIRHWENMHERRSI MK LA - XPHKE,L (TOD)AMRIFFR—RHHERE, TODEM
UTCEEE ( R1970F1A1BEMNPE ) . HEDHCPHRERBEREMESHERAR , AJUFEER
KA. FEARRMRBFNEM4BFNRER,

THRinitt) FEGSID 1F2NEBERE, FIZ , YWABFHIIOSHEM Cisco IOSHEL B kx4
12 1(NARA) , E-BIBASDARBIK  BIFTODRIRARK , 5526 T HEHAYshow cable modemd &
ZENASR @

sydney# show cable mode

Prim Online
Sid State
Cabl e2/0/ W0 1 init(t)
Cabl e2/0/ W0 2 init(t) 2809 0.25 2 0
Cabl e2/0/ W0 3 init(i) 2810 -0.25 2 0
2d01h: 177933. 712 CVAC_LOG STATE_CHANCE

2d01h: 177933.716 CMAC LOG RNG REQ TRANSM TTED
2d01h:

Interface Tim ng Rec MAC addr ess
O fset Power

2808 0.00 2 O

QoS CPE | P address

10.1.1. 20
10.1.1. 21
10.1.1. 22

0030. 96f 9. 65d9

0030. 96f 9. 6605

0050. 7366. 1e01
dhcp_state

2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:

2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:
2d01h:

177933. 716 CMAC_LOG RNG RSP_MSG_RCVD

177946.
177946.
177946.
177946.
177946.
177946.
177946.
177946.
177946.
177946.
177946.
177946.
133. CABLEMODEM Cl SCO:  2d01h:
177947.
177947.
177948.
177948.
177954.
177954.
177954.
177960.
177960.
177960.
177961.

596
596
596
596
596
600
600
600
600
612
716
716

716
716
616
716
616
716
716
616
712
716
716

CMAC_LOG DHCP_ASSI GNED_| P_ADDRESS
CMAC_LOG DHCP_TFTP_SERVER ADDRESS
CMAC_LOG_DHCP_TOD_SERVER_ADDRESS
CMAC_LOG DHCP_SET_GATEWAY_ADDRESS
CMAC_LOG DHCP_TZ_OFFSET

CMAC_LOG DHCP_CONFI G _FI LE_NAVE

CMAC_LOG DHCP_ERROR_ACQUI RI NG_SEC_SVR_ADDR
CMAC_LOG DHCP_ERROR_ACQUI RI NG LOG ADDRESS

CMAC_LOG DHCP_COVPLETE
CMAC_LOG_STATE_CHANGE
CMAC_LOG RNG _REQ TRANSM TTED
CMAC_LOG RNG RSP_MSG RCVD

CMAC LOG _RNG _REQ TRANSM TTED
CMAC_LOG RNG RSP_MSG_RCVD
CMAC LOG TOD REQUEST SENT
CMAC_LOG _RNG _REQ TRANSM TTED
CMAC LOG TOD REQUEST SENT
CMAC_LOG _RNG _REQ TRANSM TTED
CMAC_LOG RNG RSP_MSG_RCVD
CMAC LOG TOD REQUEST SENT
CMAC_LOG _RNG _REQ TRANSM TTED
CMAC_LOG RNG RSP_MSG_RCVD
CMAC_LOG _RNG _REQ TRANSM TTED

10.1.1. 20
172.17.110. 136
172.17.110.130

0
pl ati num cm

establish_tod_state

%1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface cap

172.17.110. 130

172.17.110. 130

172.17.110. 130
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131.CABLEMODEM.CISCO: 2d01lh: %UBR900-3-TOD_FAILED TIMER_EXPIRED:TOD failed,
but Cable Interface proceeding to operational state
2d01h: 177986.616 CMAC_LOG_TOD_WATCHDOG_EXPIRED

2d01lh: 177986. 616 CVMAC LOG STATE_CHANGE security_association_state
2d01lh: 177986.616 CMAC LOG SECURI TY_BYPASSED

2d01lh: 177986. 616 CVMAC LOG STATE_CHANGE configuration_file

2d01lh: 177986.620 CMAC LOG LOADI NG CONFI G FI LE pl ati numcm

2d01lh: 177986.644 CMAC LOG CONFI G FI LE_PROCESS COWVPLETE

2d01lh: 177986. 644 CVAC LOG STATE_CHANGE regi stration_state

2d01lh: 177986. 644 CMAC LOG REG REQ MSG QUEUED

2d01lh: 177986.648 CMAC LOG REG REQ TRANSM TTED

2d01lh: 177986.652 CMAC LOG REG RSP_MsG RCVD

2d01lh: 177986.652 CMAC LOG COS_ASSI GNED_SI D 171

2d01lh: 177986.656 CMAC LOG RNG REQ QUEUED 1

2d01lh: 177986.656 CMAC LOG REGQ STRATI ON_OK

!--- Modem online. 2d01h: 177986. 656 CMAC LOG STATE CHANGE establish_privacy_state 2d01h:
177986. 656 CMAC_LOG PRI VACY_NOT_CONFI GURED 2d01lh: 177986.656 CMAC LOG STATE_CHANGE

mai nt enance_state 2d0lh: 177988. 716 CMAC LOG RNG REQ TRANSM TTED

AT R #8117 Cisco IOSHEEIRA12.0(7) TRVE R E R H AN S5 , BSEHRTODRTRFEZEIHI M
ENMRENERH, TEBIERT , B KETEEDBERE,

18:31:23: 66683. 974 CVAC_LOG_STATE_CHANGE dhcp_state
18:31:24: 66684. 110 CVAC_LOG DHCP_ASSI GNED_|I P_ADDRESS 10.1.1.25

18: 31:24: 66684. 114 CVMAC_LOG DHCP_TFTP_SERVER_ADDRESS 172.17.110. 136
18:31:24: 66684.118 CVAC_LOG DHCP_TOD SERVER ADDRESS 172.17.110. 130

! Deliberate wong | P Address

18:31:24: 66684. 122 CVAC _LOG DHCP_SET_GATEWAY_ADDRESS

18:31:24: 66684.124 CVAC _LOG DHCP_TZ_ OFFSET 0

18:31:24: 66684.128 CVAC_LOG DHCP_CONFI G_FI LE_NAME pl ati num cm

18:31:24: 66684. 132 CVAC _LOG DHCP_ERROR_ACQUI RI NG_SEC _SVR_ADDR

18:31:24: 66684. 136 CVAC_LOG DHCP_COWVPLETE

18: 31:24: 66684. 260 CMAC _LOG _STATE_CHANGE establish_tod_state
18:31:24: 66684.268 CVAC LOG TOD REQUEST_SENT

18: 31: 25: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface cabl e-nodenD, changed state to up
18:31:29: 66689. 952 CVAC_LOG RNG_REQ TRANSM TTED

18:31:29: 66689. 956 CMAC _LOG RNG _RSP_MsSG_RCVD

18:32:04: 66724.266 CMAC_LOG_WATCHDOG_TIMER

18:32:04: %UBR900-3-RESET_ TOD_WATCHDOG_EXPIRED: Cable Interface Reset due to TOD watchdog timer
18:32:04: 66724.272 CMAC_LOG_RESET_TOD_ WATCHDOG_EXPIRED

18:32: 04: 66724.274 CVAC _LOG STATE_CHANGE reset _interface

!--- Modem resetting.

—9E'=F'E’Jﬂ-irf"iiﬂ QTR IEMDHCPE B3R, TAEE R TODIR RN IRE BT EMAMA i E
SRR TODfA ARES st $E 52, FERIET LApingiBtime-server ABERRIPEAR R RE | FIBSHER ZKtime-
server—IFﬁo

HRAWMEBERE® , AIAECMTSE B/ ToDRRER, HMT :

sydney# conf t
Enter configuration conmands, one per line. End with CNTL/Z
sydney(confi g)# cable time-server

sydney(confi g)# service udp-small-servers max-servers 25

ECMTSREAToDE | — A HRAFAFE ToDRIER &5 Eshow cable clock. show controllers
clock-reference,



1B T 1 R 2 BR 8 — init(o)REE
BRENSNIEAENEREN AL KA REARSE TROELEH. LRBEEREE

- TATEEM E1T@EE R B A4S
- RIEEERIFRE
- BERBIERE
. BRBRERE
- BREEER
. BREE FHAR AL
. ER R
- HEMISERE
%g%ﬂ%ﬁ FEINtO)REBBEERTEBRENM BT EFTHRERE , EERUTITREERERRM
I

- NIERE , EBEEHIW - ASCH ( AR ZENH ) , RRDDOCSISE EREREEFHRITFTPR
fRES , ATEER A, KILHEZBIPER
- DOCSISER+TPEYH R EESIE
TFTPﬂEE%%J:H’JE SO REEE R
AR BUREY AR EDinit(o) , MERF Hinit() , RERinit(r)BRBinit(i). EiBHE Rshow
controller cable modem 0 mac state E’Ji‘ItH_ILAHtHE/EﬁEE’J?H(Mo UTREEETR

kuf fi ng# show controller cable-modem 0 mac state

MAC St at e: configuration_file_state
Rangi ng SI D 4

Regi st ered: FALSE

Privacy Established: FALSE

LL Fshow cable modemin + 2 % KYdebug cable-modem mac log verbose N & & SF AR E BRI
EEZBRERTFTPRRSFHRNKE, sHtERESED TERME,

sydney# show cable modem

Interface PrimOnline Tim ng Rec QS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ W0 1 init (o) 2812 0.00 2 O 10.1.1. 21 0030. 96f 9. 6605

Cabl e2/0/ U0 2 init(o) 2814 0.50 2 O 10.1.1. 22 0050. 7366. 1e01

w3d: 880748.992 CVAC_LOG STATE_CHANGE dhcp_state

1w3d: 880751.652 CMAC LOG RNG REQ TRANSM TTED
1w3d: 880751. 656 CMAC LOG RNG RSP_MSG RCVD

1w3d: 880761.876 CMAC_LOG DHCP_ASSI GNED | P_ADDRESS
1w3d: 880761.876 CMAC LOG DHCP_TFTP_SERVER ADDRESS
1w3d: 880761.876 CMAC LOG DHCP_TOD SERVER ADDRESS
1w3d: 880761.876 CMAC LOG DHCP_SET_GATEWAY ADDRESS
1w3d: 880761.876 CMAC LOG DHCP_TZ_OFFSET

1w3d: 880761.880 CMAC LOG DHCP_CONFI G_FI LE_NANE

10.1.1. 20
172.17.110. 136
172.17.110. 136

0
data.cm

!-—- Corrupt configuration file. 1w3d: 880761. 880 CMAC LOG DHCP_ERROR_ACQUI RI NG_SEC SVR ADDR
1w3d: 880761.880 CMAC LOG DHCP_ERRCOR _ACQUI RI NG _LOG ADDRESS 1w3d: 880761. 880

CMAC LOG DHCP_COVPLETE 1w3d: 880761.892 CMAC LOG STATE_CHANGE establish_tod_state 1w3d:

880761. 896 CMAC LOG TOD REQUEST SENT 172.17.110.136 1w3d: 880761.904 CMAC LOG TOD REPLY_RECEI VED
3180091733 1wa3d: 880761.908 CMAC LOG TOD COVPLETE 1w3d: 880761.908 CMAC LOG STATE CHANGE
security_association_state 1w3d: 880761. 908 CMAC LOG SECURI TY_BYPASSED 1w3d: 880761.912

CMAC LOG STATE_CHANGE configuration_file_state 1w3d: 880761.912 CVAC LOG LOADI NG CONFI G FI LE



data. cm 1w3d: 880762. 652 CMAC _LOG RNG REQ TRANSM TTED 1w3d: 880762. 652 CMAC LOG RNG RSP_MsSG RCVD
133. CABLEMODEM Cl SCO  1w3d: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface cabl e- nodenD,

changed state to up 1lw3d: 880762.928 CMAC_LOG_CONFIG_FILE_TFTP_FAILED -1

1lw3d: 880762.932 CMAC_LOG_CONFIG_FILE PROCESS_COMPLETE

1lw3d: 880762.932 CMAC_LOG_RESET_CONFIG_FILE_READ_ FAILED

lw3d: 880762.932 CMAC_LOG_STATE_CHANGE reset_interface_state

1w3d: 880762. 932 CMAC _LOG STATE_CHANGE reset _hardware_state

DOCSIS CPE ConflquratorqJ AL B S B ROV ER R R A E R ID A EEISEEH. BREL
THEN , ZERE FRBHAEL -

133. CABLEMODEM Cl SCO  00: 13: 07: %.|1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface cabl e- nbdenD,
changed state to up

00:13:08: 788.004 CMAC_LOG_CONFIG_FILE CISCO_BAD_TYPE 155
00:13:08: 788.004 CMAC_LOG_CONFIG_FILE CISCO_BAD_TYPE 115
00:13:08: 788.004 CMAC_LOG_CONFIG_FILE CISCO_BAD_TYPE 116
00:13:08: 788.004 CMAC_LOG_CONFIG_FILE_CISCO_BAD_ATTR MAX LENG128
00: 13: 08: 788. 008 CVAC_LOG_CONFI G_FI LE_PROCESS_COWVPLETE
00: 13: 08: 788. 008 CVMAC_LOG _RESET_CONFI G_FI LE_READ FAI LED

iR, Bii(d), Bil(pk), BH(pHARAE

sydney#show cable modem

Interface PrimOnline Tim ng Rec QS CPE | P address MAC addr ess
Sid State O fset Power
Cabl e2/ 0/ U0 4 online 2810 -0.75 6 O 10.1.1.20 0030. 96f 9. 65d9
Cabl e2/0/ U0 5 online(pt) 2290 0.25 5 0 10.1.1.25 0050. 7366. 2223
Cabl e2/ 0/ U0 7 online(d) 2815 0.00 6 O 10.1.1. 27 0001. 9659. 4461
BRER E(d)7h |, #RE. #RLE(pk) MR L (pt)FRBACM Eﬁé‘éi% U%itﬂkaa RS EIEMBERER., T8
, Online(d)RREIRE OB | BIIERHERR, & EH’E:DOCSIS CPE Configuratorfy

Radio Frequency info T 22 FiNetwork AccessiZHi& EEE’JO EE&F%@%QSF?E’J?E Y{H, BRRAIME
M IEEEREICMEIPCHIDOCSISE B R,

& £ HE#show cable modem#ldebug cable-modem mac log verbosefV B R AT LUBE R B EEE R
o

04:11:34: 15094. 700 CMAC LOG STATE_CHANGE dhcp_state

04:11:46: 15106.392 CMAC_LOG RNG REQ TRANSM TTED
04:11:46: 15106.396 CMAC_LOG RNG RSP_MSG RCVD

04: 11:47: 15107.620 CMAC LOG DHCP_ASSI GNED | P_ADDRESS 10.1.1.20

04: 11:47: 15107.620 CMAC LOG DHCP_TFTP_SERVER ADDRESS 172.17.110. 136
04: 11:47: 15107.620 CVMAC LOG DHCP_TOD_SERVER_ADDRESS 172.17.110. 136
04: 11:47: 15107.620 CMAC _LOG DHCP_SET_GATEWAY_ADDRESS

04: 11:47: 15107.620 CMAC LOG DHCP_TZ_OFFSET 0

04:11:47: 15107.624 CVAC _LOG DHCP_CONFI G_FI LE_NAME noaccess.cm

!I--- Network Access disabled. 04:11:47: 15107.624 CMAC LOG DHCP_ERROR _ACQUI RI NG_SEC SVR ADDR
04:11: 47: 15107. 624 CMAC LOG DHCP_ERROR ACQUI RI NG LOG ADDRESS 04: 11:47: 15107. 624

CVAC LOG DHCP_COVPLETE 04: 11:47: 15107.636 CMAC LOG STATE CHANGE establish_tod state 04:11:47:
15107. 640 CMAC LOG TOD REQUEST SENT 172.17.110.136 04:11:47: 15107.648

CVAC LOG TOD REPLY_RECEI VED 3179226080 04: 11:47: 15107.652 CMAC LOG TOD COVPLETE 04: 11: 47:
15107. 652 CMAC LOG STATE _CHANGE security_association_state 04:11:47: 15107.652

CVAC _LOG SECURI TY_BYPASSED 04: 11:47: 15107.652 CVAC LOG STATE _CHANGE configuration file state
04:11:47: 15107.652 CVAC LOG LOADI NG _CONFI G _FI LE noaccess. ¢ 133. CABLEMODEM Cl SCO. 04: 11.: 48:
%.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface cabl e-nodenD, changed state to up 04:11:48:
15108. 672 CMAC_LOG CONFI G FI LE_PROCESS COMPLETE 04: 11:48: 15108. 672 CMAC LOG STATE_CHANGE
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registration state 04:11:48: 15108.672 CMAC LOG REG REQ MSG QUEUED 04: 11:48: 15108. 676

CMAC LOG REG REQ TRANSM TTED 04: 11: 48: 15108. 680 CMAC LOG REG RSP_MSG RCVD 04: 11:48: 15108. 680
CMAC LOG COS_ASSI GNED SID 1/4 04:11:48: 15108. 684 CMAC LOG RNG REQ QUEUED 4 04:11:48: 15108.684
CMAC_LOG_NETWORK_ACCESS_DENIED

04:11:48: 15108.684 CMAC LOG REG STRATI ON_OK

04:11:48: 15108.684 CVAC _LOG STATE CHANGE establish_privacy_state
04: 11:48: 15108. 684 CVAC_LOG PRI VACY_NOT_CONFI GURED
04:11:48: 15108. 684 CMAC _LOG _STATE_CHANGE mai nt enance_state

04:11: 49: 15109. 392 CMAC LOG RNG REQ TRANSM TTED
F-EREHEEREE S E R Fshow controllers cable-modem 0 mac state Y& H .

(BTFBEHKER )

Config File:

Network Access: FALSE
!--- Network Access denied. Maxi mum CPEs: 3 Baseline Privacy: Auth. Wait Timeout: 10 Reauth.
Wait Tineout: 10 Auth. Grace Time: 600 Op. Wit Tineout: 1 Retry Wait Tinmeout: 1 TEK G ace Tine:
600 Auth. Reject Wait Tine: 60 COS 1: Assigned SID: 4 Max Downstream Rate: 10000000 Max Upstream
Rate: 1024000 Upstream Priority: 7 Mn Upstream Rate: O Max Upstream Burst: O Privacy Enabl e:
FALSE

( R BE T ABHE . )

Onlmeiém%l R OB REMNECMTSERA. WRARMAERBANEBPI) , BIBEBARERTRR
REE (BREREBEBBEBIBILRT ) . MREE TBPI, ERFIR LR, RERRERE
(pt)o MATRECMImETTRE L , E+debug cable-modem mac log verbose # /R 5 & 4

5d03h: 445197. 804 CVAC LOG STATE CHANGE regi stration_state
5d03h: 445197. 804 CVAC LOG REG REQ MSG QUEUED

5d03h: 445197.812 CVAC LOG REG REQ TRANSM TTED

5d03h: 445197.816 CVAC LOG REG RSP_MSG RCVD

5d03h: 445197.816 CMAC LOG COS_ASSI GNED_SI D 1/4

5d03h: 445197.816 CVAC LOG RNG REQ QUEUED 4

5d03h: 445197.816 CVAC LOG REG STRATI ON_OK

5d03h: 445197.816 CVAC LOG STATE CHANGE establish_privacy_state

5d03h: 445197.820 CMAC_LOG_PRIVACY_ FSM _STATE_CHANGE
machine: KEK, event/state: EVENT_ 1 PROVISIONED/STATE_A_ START, new state: STATE B_AUTH WAIT
5d03h: 445197.828 CMAC_LOG_BPKM REQ_ TRANSMITTED
5d03h: 445197.848 CMAC_LOG_BPKM_RSP_MSG_RCVD
5d03h: 445197.848 CMAC_LOG_PRIVACY_ FSM _STATE_CHANGE
machine: KEK, event/state: EVENT_3_AUTH REPLY/STATE B_AUTH_ WAIT, new state: STATE_C_AUTHORIZED
5d03h: 445198.524 CMAC_LOG_PRIVACY_ FSM_STATE_CHANGE
machine: TEK, event/state: EVENT_2_ AUTHORIZED/STATE_ A START, new state: STATE B_OP_WAIT
5d03h: 445198.536 CMAC_LOG_RNG_REQ_TRANSMITTED
5d03h: 445198.536 CMAC_LOG_RNG_RSP_MSG_RCVD
5d03h: 445198.536 CMAC_LOG_BPKM REQ_ TRANSMITTED
5d03h: 445198.536 CMAC_LOG_BPKM_RSP_MSG_RCVD
5d03h: 445198.540 CMAC_LOG_PRIVACY_ FSM_STATE_CHANGE
machine: TEK, event/state: EVENT_8_KEY REPLY/STATE B_OP_WAIT, new state: STATE D OPERATIONAL

5d03h: 445198. 548 CVMAC LOG PRI VACY_I NSTALLED KEY_FOR SI D 4
5d03h: 445198. 548 CVAC _LOG PRI VACY_ESTABLI SHED
5d03h: 445198. 552 CVAC LOG STATE CHANGE mai nt enance_st ate

5d03h: 445201. 484 CVAC_LOG RNG _REQ TRANSM TTED
5d03h: 445201. 484 CVAC _LOG RNG RSP_MsG_RCVD

BE  MRBPILIRMEE , B EEeject(pk) , RIERMELZEBEHR B HRTBME, EE
reject(pk)%ﬂreject(pt)—ﬁ”ﬁlﬂ)| o

X EESIENBPIRE , FREACMTSHICMENETEUE TBPIK G , ZMEGHREGEES
NEFEKIRT. BiEERIEDOCSIS CPE Configuratord #JClass of SewlcelglﬁTH—:Basellne
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Privacy EnableI52 E A1, MRCMTSIEEETRABPIFMRE , MCMAKRIELT , B RME
DOCSIS CPEELE 2R LA TBPI , FBEEE B T BB 1 B SR B 2 R B IR,

iR LIRE

ERRERMETelco ReturnIRIZHIERE , EMEER 'T, , MARERLEERE , Hla T
UOL o ATEHERTIIER

ubr 7223# show cable modem

Interface PrimOnline Ti m ng Rec Qs CPE | P address MAC addr ess
Sid State O fset Power
Cabl e2/0/T 94 online 0 0. 00 3 2 10. 10. 169. 151 0020. 4066. b6b0
Cabl e2/0/T 95 online 0 0. 00 3 1 10. 10. 168. 18 0020. 4061. db5e
Cabl e2/0/T 96 online 0 0. 00 3 1 10. 10. 169. 240 0020. 4066. b644
Cabl e2/ 0/ W0 97 online 307 0. 25 4 1 10. 10. 168. 108 0020. 4002. fc7c
Cabl e2/0/T 98 online 0 0. 00 3 1 10. 10. 169. 245 0020. 4003. 65f e
Cabl e2/ 0/ U0 99 online 332 0. 25 4 0 10. 10. 168. 110 0020. 400b. 9b40
Cabl €2/ 0/ U0 100 online 277 0. 25 4 1 10. 10. 169. 114 0020. 4002. ff 42
Cabl e2/0/T 101 online 0. 00 3 1 10. 10. 169. 175 0020. 4066. b6c8
LtENBREERTRE i—iﬁﬂiﬂﬁﬁﬁﬁﬂﬁﬁﬁ“ﬂﬁﬁ%ﬂkw XX , SIDA97. 99F100/ EEEHE

EAE1TEHO , MERNSE IS AtelcolR B E1TH R, Telco ReturnfViR EFMZEEHHEBEX T
EAEENEE N, BB 2B Cisco uBR7200% 5 EE IR 2SI Telephone ReturnFlCisco
CMTSHTelco Return , B f#telcolViIEEEH .

648 (pk) F$E 48 (pt) iR 48

LT 2CMTSK H 28 Eshow cable modemiy B R -

sydney# show cable modem

Interface PrimOnline Tim ng Rec QS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ W0 1 of fline 2811 0.00 2 O 10.1.1. 27 0001. 9659. 4461

Cabl e2/0/ U0 2 reject (pk) 2812 0.00 6 O 10.1.1.20 0030. 96f 9. 65d9

Cabl e2/0/ U0 3 online 2287 0.00 5 O 10.1.1.25 0050. 7366. 2223

01:58:51: %UBR7200-5-UNAUTHSIDTIMEOUT: CMTS deleted BPI unauthorized Cable Modem 0030.96£9.65d9
ERZHEIERT , BPIREFERER , L& reject (pk) o MREBEAUATRERER !

- BBRFBHERPCMEENLNI®, EEEREHIER , Eﬁﬁﬁﬁnﬂ'ﬁﬁﬁll%ﬂvT%
. CMTSE& H 25 £ 77 1Ecable privacy authenticate-modemEt E& % , 188 B Radiusfa R85,
- Radiusfrl IR 25 8L & T [E 7.
- Radiusfr] iR 858 & T E 7,
Reject (pt) =EHEMRNTEKRREMZ SBEHMN,

BEFMES  F2RERBILNEHRE .

sydney# debug cable privacy


//www.cisco.com/en/US/docs/ios/12_0t/12_0t5/feature/guide/Telco125.html
//www.cisco.com/en/US/docs/cable/cmts/feature/guide/ufg_telc.html
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02:32:08: CMTS Received AUTH REQ.

02:32:08: Created a new CM key for 0030.96£f9.65d9.

02:32:08: CMTS generated AUTH_KEY.

02:32:08: Input : 70D158F106BOB75

02:32:08: Public Key:

02: 32: 08: 0x0000: 30 68 02 61 00 DA BA 93 3C E5 41 7C 20 2C D1 87
02:32: 08: 0x0010: 3B 93 56 E1 35 7A FC 5E B7 E1 72 BA E6 A7 71 91
02: 32: 08: 0x0020: F4 68 CB 86 A8 18 FB A9 B4 DD 5F 21 B3 6A BE CE
02: 32: 08: 0x0030: 6A BE E1 32 A8 67 9A 34 E2 33 4A A4 OF 8C DB BD
02:32: 08: 0x0040: DO BB DE 54 39 05 BO EO F7 19 29 20 8C F9 3A 69
02:32: 08: 0x0050: E4 51 C6 89 FB 8A 8E C6 01 22 02 34 C5 1F 87 F6
02: 32: 08: 0x0060: A3 1C 7E 67 9B 02 03 01 00 01

02:32:08: RSA public Key subject:

02:32: 08: 0x0000: 30 7C 30 OD 06 09 2A 86 48 86 F7 OD 01 01 01 05
02:32: 08: 0x0010: 00 03 6B 00 30 68 02 61 00 DA BA 93 3C E5 41 7C
02: 32: 08: 0x0020: 20 2C D1 87 3B 93 56 E1 35 7A FC 5E B7 E1 72 BA
02:32: 08: 0x0030: E6 A7 71 91 F4 68 CB 86 A8 18 FB A9 B4 DD 5F 21
02: 32: 08: 0x0040: B3 6A BE CE 6A BE E1 32 A8 67 9A 34 E2 33 4A A4
02: 32: 08: 0x0050: OF 8C DB BD DO BB DE 54 39 05 BO EO F7 19 29 20
02: 32: 08: 0x0060: 8C F9 3A 69 E4 51 C6 89 FB 8A 8E C6 01 22 02 34
02: 32: 08: 0x0070: C5 1F 87 F6 A3 1C 7E 67 9B 02 03 01 00 01
02:32:08: RSA encryption result =0

02:32:08: RSA encrypted output:

02: 32: 08: 0x0000: B6 CA 09 93 BF 2C 05 66 9D C5 AF 67 OF 64 2E 31
02: 32: 08: 0x0010: 67 E4 2A EA 82 3E F7 63 8F 01 73 10 14 4A 24 ED
02: 32: 08: 0x0020: 65 8F 59 D8 23 BC F3 A8 48 7D 1A 08 09 BF A3 A8
02:32: 08: 0x0030: D6 D2 5B C4 A7 36 C4 A9 28 FO 6C 5D Al 3B 92 A2
02:32: 08: 0x0040: BC 99 CC 1F C 74 F9 FA 76 83 ED D5 26 B4 92 EE
02:32: 08: 0x0050: DD EA 50 81 C6 29 43 4F 73 DA 56 C2 29 AF 05 53
02:32:08: CMTS sent AUTH response.

02:32:08: CMTS Received TEK REQ.

02:32:08: Created a new key for SID 2.

02:32:08: CMTS sent KEY response.

BUT R K MEFCM L AR R0 R 51

6d02h: 527617.480 CMAC _LOG CONFI G_FI LE_PROCESS COWVPLETE

6d02h: 527617.480 CVAC _LOG STATE_CHANGE regi stration_state
6d02h: 527617.484 CMAC _LOG REG REQ MSG QUEUED

6d02h: 527617.488 CMAC LOG REG REQ TRANSM TTED

6d02h: 527617.492 CMAC LOG REG RSP_MsG RCVD

6d02h: 527617.492 CMAC _LOG COS_ASSI GNED_SI D 1/ 2

6d02h: 527617.492 CMAC_LOG RNG REQ QUEUED 2

6d02h: 527617.492 CMAC _LOG REGQ STRATI ON_OK

6d02h: 527617.496 CVMAC _LOG STATE_CHANGE establish_privacy_state

6d02h: 527617.496 CMAC_LOG_PRIVACY FSM STATE_CHANGE

machine: KEK, event/state: EVENT_1 PROVISIONED/STATE_ A START, new state: STATE B _AUTH_WAIT
6d02h: 527617.504 CMAC_LOG_BPKM REQ TRANSMITTED

6d402h: 527617.504 CMAC_LOG_BPKM RSP_MSG_RCVD

6d02h: 527617.508 CMAC_LOG_PRIVACY FSM STATE_CHANGE

machine: KEK, event/state: EVENT 2 AUTH REJECT/STATE_B_AUTH WAIT, new state:
STATE_E_AUTH REJ WAIT

129 .CABLEMODEM.CISCO: 6d02h: %CMBPKM-1-AUTHREJECT: Authorization request rejected by CMTS:
Unauthorized CM

6d02h: 527618. 588 CVAC _LOG RNG REQ TRANSM TTED

6d02h: 527618. 592 CVAC _LOG RNG RSP_MSG_RCVD

B4 , CMTSEE H 25 E#debug cable privacyth & & 4 LA T 855

4



02: 47:00: CMIS Recei ved AUTH REQ

02:47: 00: Sending KEK REJECT.
02:47: 05: %UBR7200-5-UNAUTHSIDTIMEOUT: CMTS deleted BPI unauthorized Cable Modem 0030.96£9.65d49

AEE . CMEER B th fE4E 8 (pk) BIR Flinit(r1).

AEEIBEIMN S —EERE HANBELRS  FEBEBBEENEEEPHWCMTSIEEEE LT
BEEELTHS :

sydney(config-if)# cable privacy 40-bit-des

atfit — 3548 (m)ARAE

BE®R A HBMEXEMBERREG-REQ) , ZFRTESEERENLFE FEIURCMAMCMTSHE
TEEREMIC), CMMICRHEEERRENMRITE  CABBRRERT -8B X BREE
R ERBRTRABHEY, CMTS MICABMRE , RECES2 AR AT B HRBT =N
Eo WHASWACMTSHIE , WRAIAGREBIRM T LFFRICMTSEEM.

sydney# show cable modem

Interface PrimOnline Tim ng Rec QoS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ U0 1 reject(m) 2807 0.00 2 O 10.1.1. 20 0030. 96f 9. 65d9

Cabl e2/0/ U0 2 online 2284 -0.50 5 0O 10.1.1.25 0050. 7366. 2223

Cabl e2/0/ U0 3 of fline 18669 0.25 2 O 10.1.1.26 0050. 7366. 2221

01:17:59: %UBR7200-5-AUTHFAIL: Authorization failed for Cable Modem 0030.96£9.60
01:18:21: %UBR7200-5-AUTHFAIL: Authorization failed for Cable Modem 0030.96£9.60

FHNHEET , SIDA1NEEBEIEEE R reject(m)REE,
RE , BERAUTRERRERD :

E R HIERAVEE TEMEMEMIC)E

{af

CEEBNETRENESELASMEDOCSIS CPERESREF | BETH "CMTSERRFE., &
ZBETER, ERERT , MEBEHRZEN , IRRIEE , ITESBTMAEE.
. MERE ( DOCSISHEE ) 18F,
LU 2 £ Fdebug cable-modem mac log verboseft E & EiS i im 1TV AR L o

00: 32: 08: 1928. 816 CMAC_LOG STATE_CHANGE establish_tod_e

00: 32: 08: 1928. 820 CMAC _LOG TOD REQUEST_SENT 172.17.110. 136

00: 32: 08: 1928. 828 CMAC_LOG TOD_REPLY_RECEI VED 3179139839

00: 32: 08: 1928. 832 CMAC_LOG TOD_COWVPLETE

00: 32: 08: 1928. 832 CVAC LOG STATE CHANGE security_associ ation_state
00: 32: 08: 1928. 832 CMAC_LOG_SECURI TY_BYPASSED

00: 32: 08: 1928. 832 CVAC LOG STATE CHANGE configuration_e

00: 32: 08: 1928. 832 CMAC _LOG LQOADI NG_CONFI G _FI LE pl ati num cm

00: 32: 09: 1929. 708 CVAC_LOG RNG_REQ TRANSM TTED

00: 32: 09: 1929. 712 CVAC_LOG RNG RSP_MSG RCVD

133. CABLEMODEM Cl SCO  00: 32: 09: 9%.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface

00: 32: 09: 1929. 852 CVAC_LOG CONFI G_FI LE_PROCESS_COWPLETE

00: 32: 09: 1929. 856 CVAC LOG STATE CHANGE registration_state
00: 32: 09: 1929. 856 CVAC_LOG REG REQ MSG QUEUED

00: 32: 09: 1929. 860 CVAC_LOG REG REQ TRANSM TTED
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00:32:09:  1929.864 CMAC LOG REG RSP_MSG RCVD

00:32:09: 1929.864 CMAC_LOG_RESET AUTHENTICATION_ FAILURE
00: 32: 09: 1929. 868 CMAC_LOG _STATE_CHANGE reset_interface_state
00: 32: 09: 1929. 868 CMAC_LOG _STATE_CHANGE reset _hardware_state

EEBENERE , BFERIEECMTS Authentication T E —EERERERE K BE—EHEEBENET
cable shared-secret 1TH X EMEIEE

EEflt — $E4B(c)RE

sydney# show cable modem

Interface PrimOnline Tim ng Rec QS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ W0 1 of fline 2807 -0.25 2 O 10.1.1.20 0030. 96f 9. 65d9

Cabl e2/0/ U0 2 online 2284 -0.25 5 0 10.1.1.25 0050. 7366. 2223

Cabl e2/0/ U0 3 reject(c) 2286 -0.25 2 O 10.1.1. 26 0050. 7366. 2221

20:35:59: %UBR7200-5-CLASSFAIL: Registration failed for Cable Modem 0050.7366.2Q

mEFTR , ARRIEER(COS)HIER(c) , HESID INEBRIFHIAMAN., EBERHAUTE
K&K :

- CUTSEHBREEIRNTMERFHEFRNCOS
. DOCSIS CPE Configurator® "R##5, BEPWSIHEEHER , fln , EERMEIDMEEHN
AR 5.
T H 2debug cable-modem mac log verbose ( ZECMix#I1T ) , M TREHARCOSIHERME R HIE !

lw3d: 885643.820 CMAC_LOG_STATE CHANGE registration_state
1w3d: 885643. 820 CMAC LOG REG REQ MSG QUEUED

1w3d: 885643. 824 CMAC LOG REG REQ TRANSM TTED

1w3d: 885643. 828 CMAC LOG REG RSP_MsG RCVD

1w3d: 885643.828 CMAC_LOG_SERVICE_NOT_ AVAILABLE 0x01,0x01, 0x01

1lw3d: 885643.828 CMAC_LOG_RESET_SERVICE_NOT_AVAILABLE

1w3d: 885643. 828 CMAC LOG STATE CHANGE reset _interface state
1w3d: 885643. 832 CMAC LOG STATE CHANGE reset _hardware_state
1w3d: 885644.416 CMAC LOG STATE CHANGE wait_for_link up_state
1w3d: 885644.420 CVAC LOG DRI VER | NI T_I DB_RESET 0x8039E23C

1w3d: 885644.420 CVAC LOG LI NK_DOMWN

1w3d: 885644.420 CVAC LOG LI NK_UP

1w3d: 885644. 420 CMAC LOG STATE CHANGE ds_channel _scanni ng_state
133. CABLEMODEM Cl SCO  1w3d: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface cabl e- noden0O,
changed state to down

1w3d: 885645.528 CVAC LOG UCD MsG_RCVD 1

1w3d: 885646. 828 CMAC LOG DS 64QAM LOCK ACQUI RED 453000000

E4 , CMTSEE 85 L debug cable registrationtt @R THE. -

sydney# debug cable registration

CMIS registration debugging is on

sydney#

1d04h: %UBR7200-5-CLASSFAIL: Registration failed for Cable Modem 0001.9659.4461
on interface Cable2/0/UO0:
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Bad/ M ssing O ass of Service Config in REG REQ

BB IEBL EHEA.

Pt 5%

CMA show controllerig o

kuf fi ng# show controllers cable-modem 0 mac state

MAC St at e: mai nt enance_state

Rangi ng SI D 1

Regi st ered: TRUE

Privacy Established: TRUE

M B Val ues:
Mac Resets:
Sync | ost:
Invalid Maps:
Invalid UCDs:
Invalid Rng Rsp:
Invalid Reg Rsp:
T1 Ti meouts:
T2 Ti meouts:
T3 Ti meouts:
T4 Ti meouts:
Range Aborts:

OO O0OO0OO0OO0OO0OOOoOOoo

DS | D 0

DS Frequency: 453000000
DS Synbol Rate: 5056941
DS QAM Mbde 64QAM

DS Sear ch:

79 453000000 855000000 6000000
80 93000000 105000000 6000000
81 111025000 117025000 6000000
82 231012500 327012500 6000000
83 333025000 333025000 6000000
84 339012500 399012500 6000000
85 405000000 447000000 6000000
86 123012500 129012500 6000000
87 135012500 135012500 6000000
88 141000000 171000000 6000000
89 219000000 225000000 6000000
90 177000000 213000000 6000000
91 55752700 67753300 6000300
92 79753900 85754200 6000300
93 175758700 211760500 6000300
94 121756000 169758400 6000300
95 217760800 397769800 6000300
96 73753600 115755700 6000300
97 403770100 595779700 6000300
98 601780000 799789900 6000300
99 805790200 997799800 6000300

Us I D: 1

US Frequency: 27984000
US Power Level: 23.0 (dBmv)
US Synbol Rate: 1280000

Rangi ng O fset: 12418



M ni - Sl ot Si ze: 8
Change Count: 6
Preanbl e Pattern: cC
Burst Descriptor O:
Interval Usage Code: 1
Modul ati on Type: 1
Differential Encoding: 2
Preanbl e Lengt h: 64
Preanbl e Val ue O fset: 952
FEC Error Correction: 0
FEC Codeword Info Bytes: 16
Scranbl er Seed: 338
Maxi mum Bur st Si ze: 1
Guard Time Size: 8
Last Codeword Lengt h: 1
Scranbl er on/of f: 1
Burst Descriptor 1:
Interval Usage Code: 3
Modul ati on Type: 1
Differential Encoding: 2
Preanbl e Lengt h: 128
Preanbl e Val ue O fset: 896
FEC Error Correction: 5
FEC Codeword Info Bytes: 34
Scranbl er Seed: 338
Maxi mum Bur st Si ze: 0
Guard Time Size: 48
Last Codeword Lengt h: 1
Scranbl er on/of f: 1
Burst Descriptor 2:
Interval Usage Code: 4
Modul ati on Type: 1
Differential Encoding: 2
Preanbl e Lengt h: 128
Preanbl e Val ue O fset: 896
FEC Error Correction: 5
FEC Codeword Info Bytes: 34
Scranbl er Seed: 338
Maxi mum Bur st Si ze: 0
Guard Time Size: 48
Last Codeword Lengt h: 1
Scranbl er on/of f: 1
Burst Descriptor 3:
Interval Usage Code: 5
Modul ati on Type: 1
Differential Encoding: 2
Preanbl e Lengt h: 72
Preanbl e Val ue O fset: 944
FEC Error Correction: 5

FEC Codeword Info Bytes: 75
Scranbl er Seed: 338

88888888
88888888
88888888
88888888
88888888
88888888
88888888
8888888g
88888888
88888888
88888888
88888888
88888888
88888888
58888888
5888888



Maxi mum Bur st Si ze:
Quard Tine Size:

Last Codeword Lengt h:
Scranbl er on/ of f:

Burst Descriptor 4:
Interval Usage Code:
Modul ati on Type:
Differential Encoding:
Preanbl e Lengt h:
Preanbl e Value O fset:
FEC Error Correction:

FEC Codeword I nfo Bytes:

Scranbl er Seed:

Maxi mum Bur st Si ze:
Quard Tine Size:

Last Codeword Lengt h:
Scranbl er on/ of f:

Config File:
Net wor kK Access:
Maxi mum CPEs:
Basel i ne Privacy:
Auth. Wait Timeout:

Reauth. Wit Ti neout:

Auth. Grace Tine:

Op. Wit Timeout:

Retry Wait Timeout:
TEK Grace Tine:

cos 1
Assigned SID:
Max Downstream Rat e:
Max Upstream Rat e:

Upstream Priority:
M n Upstream Rat e:
Max Upstream Burst:
Privacy Enabl e:

Rangi ng Backoff Start:
Rangi ng Backof f End:
Dat a Backoff Start:
Dat a Backof f End:

| P Address:

Net Mask:

TFTP Server | P Address:
Time Server |P Address:
Config File Name:

Time Zone O fset:

Log Server |P Address:

Drop Ack Enabl ed: TRUE

Mac Sid Status

Max Sids: 4 Sids In Use:

Mac Sid O:

Sid: 1 State: 2
Mac Sid 1:

Sid: 0 State: 1
Mac Sid 2:

Sid: 0 State: 1
Mac Sid 3:

P = 00O

N P O

936

220
338

= = 00 O

TRUE

10
10
600
1

1

600
Auth. Reject Wait Tinme: 60

1

1

10000000
1024000

6

0

0

TRUE

0 (at initial
3 (at initial
0 (at initial
4 (at initial
10.1.1.20

255.255.255.0
172.17.110. 136
172.17.110. 136

privacy.cm

0

0.0.0.0

rangi ng)
rangi ng)
rangi ng)
rangi ng)



Sid: 0

State: 1

Test sid queue:
kuf fi ng#

CMik e £ BRI T8

kuf fi ng# debug cable mac log verbose

1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:

1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:

606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606765.
131. CABLEMODEM Cl SCO  1w0d:
606766.
606766.
606766.
606767.
606769.
606769.
606769.
606769.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606772.

132
132
136
136
136
140
140
140
144
144
148
148
148
152
152
152
156
156
160
160
160
164
164
164
416

576
576
576
416
416
416
416
420
416
416
416
436
452
452
452
452
456
456
456
456
512
516
516
516
516
516
520
520
524

CMAC_LOG LI NK_UP
CMAC_LOG_STATE_CHANGE

CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG_WILL_SEARCH SAVED DS FREQUENCY
CMAC_LOG_UCD_MSG_RCVD

9%.1 NK- 3- UPDOMN:
CMAC_LOG DS_64QAM LOCK_ACQUI RED
CMAC_LOG DS_CHANNEL_SCAN_COVPLETED
CMAC_LOG_STATE_CHANGE
CMAC_LOG_UCD_MSG_RCVD
CMAC_LOG_UCD MSG_RCVD

CMAC_LOG ALL_UCDS_FOUND
CMAC_LOG_STATE_CHANGE
CMAC_LOG_FOUND_US_CHANNEL
CMAC_LOG_UCD_MSG_RCVD
CMAC_LOG_UCD _NEW US_FREQUENCY
CMAC_LOG_SLOT_SI ZE_CHANGED
CMAC_LOG_UCD_UPDATED
CMAC_LOG_MAP_MSG_RCVD

CMAC_LOG | NI TI AL_RANG NG_M NI SLOTS
CMAC_LOG_STATE_CHANGE

CMAC_LOG RANG NG _OFFSET_SET_TO
CMAC_LOG POAER LEVEL_I'S
CMAC_LOG_STARTI NG_RANG NG
CMAC_LOG RANGI NG _BACKOFF_SET
CMAC_LOG RNG_REQ QUEUED
CMAC_LOG RNG _REQ TRANSM TTED
CMAC_LOG RNG RSP_MSG_RCVD
CMAC_LOG RNG RSP_SI D_ASSI GNED
CMAC_LOG ADJUST_RANG NG OFFSET
CMAC_LOG RANG NG _OFFSET_SET_TO
CMAC_LOG_ADJUST_TX_POVER
CMAC_LOG_STATE_CHANGE
CMAC_LOG RNG _REQ QUEUED
CMAC_LOG RNG _REQ TRANSM TTED

I nterface cabl e- nodenD,

ds_channel _scanni ng_state

99/ 805790200/ 997799800/ 6000300
98/ 601780000/ 799789900/ 6000300
97/ 403770100/ 595779700/ 6000300
96/ 73753600/ 115755700/ 6000300
95/ 217760800/ 397769800/ 6000300
94/ 121756000/ 169758400/ 6000300
93/ 175758700/ 211760500/ 6000300
92/ 79753900/ 85754200/ 6000300
91/ 55752700/ 67753300/ 6000300
90/ 177000000/ 213000000/ 6000000
89/ 219000000/ 225000000/ 6000000
88/ 141000000/ 171000000/ 6000000
87/ 135012500/ 135012500/ 6000000
86/ 123012500/ 129012500/ 6000000
85/ 405000000/ 447000000/ 6000000
84/ 339012500/ 399012500/ 6000000
83/ 333025000/ 333025000/ 6000000
82/231012500/ 327012500/ 6000000
81/111025000/ 117025000/ 6000000
80/ 93000000/ 105000000/ 6000000
79/ 453000000/ 855000000/ 6000000
453000000

1

changed state to up
453000000

wait_ucd state
1
1

wai t _map_state
1

1

27984000

8

41

ranging_1_state

9610

20.0 dBmV (commanded)

0
0

1

2810

12420

17
ranging_2_state
1



1w0d: 606772.524
1w0d: 606772.524
1lw0d: 606772.524
1w0d: 606773. 564
1w0d: 606773. 564
1w0d: 606775. 560
1w0d: 606775. 564
1w0d: 606778. 560
1w0d: 606778. 564
1w0d: 606780. 564
1w0d: 606780. 564

CVAC_LOG RNG_RSP_MsG_RCVD

CVAC_LOG_RANG NG_SUCCESS
CMAC_LOG_STATE_CHANGE

CVAC_LOG _RNG_REQ TRANSM TTED

CVAC_LOG RNG_RSP_MsG_RCVD

CVAC_LOG _RNG_REQ TRANSM TTED

CVAC_LOG RNG_RSP_MsG_RCVD

CVAC_LOG _RNG_REQ TRANSM TTED
CVAC_LOG RNG _RSP_MsG_RCVD

CVAC_LOG _RNG_REQ TRANSM TTED
CVAC_LOG RNG _RSP_MsG_RCVD

1w0od: 606782. 560 CVMAC LOG RNG REQ TRANSM TTED

1w0od: 606782.564 CMAC LOG RNG RSP_MSG _RCVD

1w0d: 606785. 408CMAC_LOG_DHCP_ASSIGNED_IP_ ADDRESS

1w0od: 606785. 408 CVAC LOG DHCP_TFTP_SERVER_ADDRESS

1w0od: 606785. 408 CMAC LOG DHCP_TOD SERVER_ADDRESS

1w0od: 606785. 408 CVAC LOG DHCP_SET_GATEWAY_ADDRESS

1w0od: 606785.408 CMAC LOG DHCP_TZ OFFSET

1w0d: 606785. 412 CMAC_LOG_DHCP_CONFIG_FILE_NAME

1w0od: 606785.412 CMAC LOG DHCP_ERROR _ACQUI RI NG_SEC SVR ADDR
1w0od: 606785.412 CMAC LOG DHCP_ERROR _ACQUI RI NG_LOG ADDRESS
1w0od: 606785.412 CVAC_LOG DHCP_COVPLETE

1w0od: 606785. 424 CVMAC_LOG _STATE_CHANGE

1w0d: 606785. 428 CVAC _LOG TOD REQUEST_SENT

1w0od: 606785. 440 CMAC LOG TOD REPLY_RECEI VED

1w0od: 606785. 440 CVAC _LOG TOD COVPLETE

1w0od: 606785. 440 CVAC_LOG STATE_CHANGE

1w0od: 606785. 444 CVAC_LOG_SECURI TY_BYPASSED

1w0od: 606785. 444 CVMAC_LOG _STATE_CHANGE

1w0d: 606785. 444 CMAC_LOG_LOADING_CONFIG_FILE

1w0od: 606785.560 CVMAC LOG RNG REQ TRANSM TTED

1w0od: 606785.564 CMAC LOG RNG RSP_MSG_RCVD

133. CABLEMODEM Cl SCO  1w0d:
changed state to up

1w0od: 606786.460 CVMAC LOG CONFI G_FI LE_PROCESS COWPLETE
1w0od: 606786. 460 CMAC LOG STATE_CHANGE

1w0od: 606786. 464 CMAC LOG REG REQ MSG_QUEUED

1w0od: 606786. 468 CMAC LOG REG REQ TRANSM TTED

1w0od: 606786.472 CMAC LOG REG RSP_MSG_RCVD

1w0od: 606786.472 CMAC _LOG COS_ASSI GNED_SI D

1w0od: 606786.472 CVAC _LOG RNG REQ QUEUED

1w0od: 606786.472 CMAC LOG REGQ STRATI ON_COK

1w0d: 606786. 476 CMAC_LOG_STATE_CHANGE

1w0od: 606786.476 CMAC LOG PRI VACY_FSM STATE_CHANGE
EVENT_1_ PROVI SI ONEDY STATE_A START, new st ate:
1w0od: 606786.480 CVAC _LOG BPKM REQ TRANSM TTED
1w0od: 606786.496 CVAC _LOG BPKM RSP_MSG RCVD

1w0od: 606786.496 CMAC LOG PRI VACY_FSM STATE_CHANGE
EVENT_3_AUTH_REPLY/ STATE_B _AUTH WAI T, new state:
1w0od: 606787.176 CMAC LOG PRI VACY_FSM STATE_CHANGE
EVENT_2_AUTHORI ZED/ STATE_A START, new state:
1wod: 606787.184 CVAC_LOG BPKM REQ TRANSM TTED
1w0od: 606787.188 CMAC _LOG BPKM RSP_MSG _RCVD

1w0od: 606787.192 CMAC LOG PRI VACY_FSM STATE_CHANGE
EVENT_8 KEY_REPLY/ STATE B OP_WAIT, new state:
1w0d: 606787.200 CMAC_LOG_PRIVACY INSTALLED KEY FOR_SID
1w0od: 606787.200 CMAC _LOG PRI VACY_ESTABLI SHED

1w0d: 606787. 204 CMAC_LOG_STATE_CHANGE

1w0od: 606787.560 CMAC LOG RNG REQ TRANSM TTED

CMTSH Bshow controlleris &

sydney# show controllers cable 2/0

STATE B OP_ WAI T

dhcp_state

10.1.1.20
172.17.110. 136
172.17.110. 136

0
privacy.cm

establish_tod_state
172.17.110. 136
3179817738

security_associ ation_state

configuration_file_state
privacy.cm

YL INEPROTO-5-UPDOWN: Line protocol on Interface cable-modemO,

registration_state

1/1

establish_privacy_state
machi ne: KEK, event/state:

STATE_B_AUTH WAI T

machi ne: KEK, event/state:

STATE_C_AUTHORI ZED

machi ne: TEK, event/state:

machi ne: TEK, event/state:

STATE_D_OPERATI ONAL

1

mai nt enance_state



Interface Cabl e2/0

Hardware is MC16B

BCMB210 revi si on=0x56B0

i db 0x619705D8 MAC regs 0x3D100000 PLX regs 0x3D000000

rx ring entries 1024 tx ring entries 128 MAP tx ring entries 128
Rx ring 0x4B0607C0 shadow 0x6198DDF8 head 272

Tx ring 0x4B062800 shadow Ox6198EE68 head 127 tail 127 count O
MAP Tx ring 0x4B062C40 shadow 0x6198F2D8 head 33 tail 33 count O

MAP timer sourced fromslot 2

throttled O enabled O disabled O

Rx: spurious 769 framing_err O hcs_err 1 no_buffer O short_pkt O
no_enqueue 0 no_enp O nmiss_count O latency 8
invalid_sid 0 invalid_mac 0 bad_ext_hdr_pdu 0 concat O bad-concat 0

Tx: full O drop O stuck O latency O

Mrx: full O drop O stuck O latency 9

Slots 132642 NoUWCol | NoEngy 2 FECorHCS 1 HCS 1

Req 1547992064 ReqColl 0 RegNoi se 14211 ReqNoEnergy 1547905820

RegDat a 0 RegDat aCol | 0 RegDat aNoi se 0 RegDat aNoEnergy O

Rng 89613 RngCol | O RngNoi se 255

FECBI ks 248575 UnCor FECBI ks 2 Cor FECBI ks 0

MAP FI FO overflow 0, Rx FIFO overflow O, No rx buf O

DS FI FO overflow 0, US FI FO overflow 0, US stuck O

Bandwi dt h Request s= 0x11961

Pi ggyback Requests= OxECCl

Rangi ng Request s= 0x15D15

Timng OFfset = 0x0

Bad bandwi dt h Requests= 0x0

No MAP buffer= 0x0

Cable2/0 Downstream is up

Frequency not set, Channel Wdth 6 MHz, 64-QAM Synbol Rate 5.056941 Msps

FEC ITU-T J.83 Annex B, RIS Interl eave |=32, J=4

Downst ream channel 1D O

Cable2/0 Upstream 0 is up

Frequency 27.984 MHz, Channel Wdth 1.600 MHz, QPSK Synmbol Rate 1.280 Msps

Spectrum Group is overridden

SNR 29. 8280 dB

Nom nal | nput Power Level 0 dBnV, Tx Timng Ofset 2815

Rangi ng Backoff automatic (Start 0, End 3)

Rangi ng I nsertion Interval automatic (60 ns)

Tx Backoff Start 0, Tx Backoff End 4

Modul ation Profile Goup 1

Concatenation is enabl ed

part i d=0x3137, rev_id=0x03, rev2_id=0xFF

nb_agc_t hr =0x0000, nb_agc_non=0x0000

Range Load Reg Size=0x58

Request Load Reg Si ze=0xO0E

M nislot Size in nunber of Tinebase Ticks is = 8

Mnislot Size in Synmbols = 64

Bandwi dt h Requests = 0x11969

Pi ggyback Requests OxECC8

Inval i d BW Request s= 0x0

M ni sl ot s Request ed= Ox1Cl3EF

Mnislots Ganted = Ox1C13EF

Mnislot Size in Bytes = 16

Map Advance (Dynamic) : 2454 usecs

UCD Count = 40287

BT ERERAA




10% | FSF T AUCDRKE

120 | SEREBEEGEZBRNEE

200% | msEimizeh S RNG-RSPHIR .
sopp | FEEARERBLAITEA KRB B

H:?tr Faﬁ o

6% M EFFREG-RSPH/A.

o-dld> dfw A~ -+

CMTSRfif i

sydney# wr t

Bui | di ng configuration...
Current configuration:

|

version 12.1

service timestanps debug uptine
service timestanps | og uptine
no service password-encryption
|

host nane sydney

!

boot system flash ubr7200-i kls-nz_121-2_T. bin
no | oggi ng buffered

enabl e password ci sco

!

no cabl e gos perm ssion create
no cabl e gos perm ssion update

cabl e qos perm ssion nodens
1

ip subnet-zero
no i p domai n-1 ookup

nterface FastEthernet0/0
no i p address

shut down

hal f - dupl ex

nterface Ethernetl1/0
i p address 172.17.110. 139 255. 255. 255. 224

nterface Ethernetl/1
no i p address
shut down

nterface Ethernetl/?2
no i p address
shut down



1
interface Ethernetl/3
no i p address
shut down
1
interface Ethernetl/4
no i p address
shut down
1
interface Ethernetl/5
no i p address
shut down
1
interface Ethernetl/6
no i p address
shut down
1
interface Ethernetl/7
no i p address
shut down
1
interface Cable2/0
i p address 10.10.1.1 255.255. 255. 0 secondary
ip address 10.1.1.10 255.255.255.0
no keepalive
cabl e downstream annex B
cabl e downstream nodul ati on 64gam
cabl e downstream i nterl eave-depth 32
cabl e upstream 0 frequency 28000000
cabl e upstream O power-level 0O
no cabl e upstream 0 shut down
cabl e upstream 1 shut down
cabl e upstream 2 shut down
cabl e upstream 3 shut down
cabl e upstream 4 shut down
cabl e upstream 5 shut down
cabl e dhcp-gi addr policy
cabl e hel per-address 172.17.110. 136

nterface Cabl e3/0

no i p address

no keepalive

shut down

cabl e downstream annex B

cabl e downstream nodul ati on 64gam
cabl e downstream i nterl eave-depth 32
cabl e upstream 0 shut down

cabl e upstream 1 shut down

cabl e upstream 2 shut down

cabl e upstream 3 shut down

cabl e upstream 4 shut down

cabl e upstream 5 shut down
1

ip classless

ip route 0.0.0.0 0.0.0.0 172.17.110.129
no ip http server

1

!

line con O
exec-timeout 0 0O
transport input none
line aux 0

line vty O
exec-timeout 0 0O



password ci sco
| ogin

line vty 1 4
password ci sco
| ogin

!

end

sydney# show version

Cisco Internetwork Operating System Software

I10S (tm 7200 Software (UBR7200-1K1S-M, Version 12.1(2)T, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2000 by cisco Systens, Inc.

Conpi | ed Tue 16- May-00 13: 36 by ccai

I mage text-base: 0x60008900, data-base: 0x613E8000

ROM System Bootstrap, Version 11.1(10) [dschwart 10], RELEASE SOFTWARE (fcl)
BOOTFLASH: 7200 Sof tware (UBR7200-BOOT-M, Version 12.0(10)SC,
EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

sydney uptime is 1 day, 4 hours, 31 minutes
System returned to ROM by rel oad
Systemimage file is "slotO:ubr7200-ikls-nz_121-2_T. bi n"

ci sco uBR7223 (NPE150) processor (revision B) with 57344K/8192K bytes of menory.
Processor board | D SAB0249006T

R4700 CPU at 150Mhz, Inplementation 33, Rev 1.0, 512KB L2 Cache

3 slot mdplane, Version 1.0

Last reset from power-on
Bri dgi ng software.

X. 25 software, Version 3.0.0.

8 Ethernet/| EEE 802. 3 interface(s)

1 FastEthernet/| EEE 802. 3 interface(s)

2 Cabl e Mbdem network interface(s)

125K bytes of non-volatile configuration nmenory.
1024K bytes of packet SRAM nmenory.

20480K bytes of Flash PCMCIA card at slot O (Sector size 128K).
4096K bytes of Flash internal SIMM (Sector size 256K).
Configuration register is 0x2102

HHEEA
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