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alvalie Business Process Automation

CISCO 1

Asset Groups

Add Asset Group

Group Name
1ddbc883f818a
le17aea3cflab
20fa0fd815¢cr8
2726bdddcdcOc
359891607258
45744b5bb70ae

57e9fc5e978a4

BEEEN

alvalie Business Process Automation

CISCO 1

Asset Groups

Add Asset Group

Group Name
1ddbc883f818a
le17aea3cflab
20fa0fd815¢cr8
2726b4ddcdcOc
35f989f607258
45744b5bb70ae

57e9fc5e978a4

MMBEEM

1.% "EEMR, BF , B—THHEEHE. SRAK "EXEEHE., fRE.

Group Type

static

static

static

static

static

static

static

Group Type

static

static

static

static

static

static

static

Source

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

Source

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

Al

Al

Search

Action

Search

Action



Create Asset Group

Group Name

Name

Asset Group
Type

A\ Asset Selection criteria

Name

=
IP Address

=
Software Type
Location

# A Group NamedfiZ1ZStaticiZ 18,
BEFREEERE,

A

BPMEEENERI AR,
6. #— "Save. o

mEERREEEM

Asset Groups

Add Asset Group

Group Name Group Type

test_asset static

BEEEARERE

Location Managed By

NMELE  FREEEZERERSTRUESEE,

Source

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

Show only selected assets

Product Description

testing

rtest

test
Test device - Asset-FQIH
Test device - Asset-LFv_33_36- Updated

Test device - Asset-NBS_33_36

All v test_a X

Action

1 View s per page 10

Delete

1. EEEHEAREY , RFTEEEMANRESNPEREESREET> R, Edit Asset GroupiRE

B R

N W gEInEEETTREE.



Edit Asset Group

Group Name @ ) Show only selected assets

Name Ip Address Location Managed By Product Description
Asset Group
Tvpe nso-85 Aggregate device 10.105.52.29
Vi
nso-85 test

A Asset Selection criteria

Name 1 Items per page 10

IP Address

Software Type

Location

8 /MBRE E

2. BPRERATEEENRIG R,
3. E_-F rsaVeJ o

MR E EA

Asset Groups

Add Asset Group
Al v test_a X

Group Name Group Type Source Action

test_asset static

1 View s per page 10
Edit

Delete

R R E A M BRIR1E

1. EEEEERET , KT EEENEAFEIPREESEHRE~> MR, WEERABMERERE,



Asset Groups

Add Asset Group
Al v test_a X
Group Name Group Type Source Action
test_asset static
1 View S per page 10
Edit
Delet
-
MR EER

Are you sure you want to delete 'US West Assets'?

i BR#ERR
2. % —"F "ConfirmJ o
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CISCO .,

Asset Groups

Add Asset Group

Group Name Group Type
1ddbc883f818a static
le17aea3cflab static
20fa0fd815cf8 static
2726bdddedcOc static
35f989f607258 static
45744b5bb70ae static
57e9fc5e978a4 static

MBEEM

Source

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

All v  Search

Action

1.% "EEMR, BF , B—THHEEHR. SRAK 'EYEEHR. fRE.

Create Asset Group

Group Name

Enter Group Name

Asset Group
Type

A Asset Selection criteria

Name

Enter Name here

IP Address

Enter IP Address here

Software Type

Enter Software Type here

Location

Enter Location here

2. 81 AGroup Name , ¥ #%Asset Group Typet# 5% E A
EHNEEEHMEEED,

. EAEEERERES PPN EESEERMILERE
MR ERENEE.

4. %—T TSave, o

mEBEREEEM

g
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Name

Location Managed By

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

nso-85

Show only selected assets

Product Description
testing
test
test
test

rtest

test
Test device - Asset-FQIH
Test device - Asset-LFv_33_36- Updated

Test device - Asset-NBS_33_36
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Add Asset Group

All v  dynamicd X )
Group Name Group Type Source Action
test_asset_dynamic dynamic
1 Iltems per page 10 ~

EEM

1. BEEEEERET , RTFEEEENEREIPRIEESEHE~> W, Edit Asset GroupR &
Eﬁmo

Asset GFOUDS View test_dynamic

Edit Delete
Add Asset Group

All -
Group Name Group Type !
. Managed
test_dynamic dynamic Name Ip Address Product Description Location By
NSO-170
nso-85
1 Items per page 10
— g s
mEEEEA
= . = pY =% =]
N HiEE : EEINEERATTRE.
Edit Asset Group
Group Name
Name Ip Address Location Managed By Product Description
Asset Group m NSO-170
Type nso-85
s Asset Selection criteria 1 Items per page 10

mEEEHE2



2. RBEEETWEEREEE  UQEEHADHEIMBREE,
3.#%—"F "Save. o

ahjianfne
CII SCIO D o e © DeviceGroup test_asset_dynamic updated successfully. I
e

Asset Groups

Add Asset Group

) Al v dynamic X
Group Name Group Type Source Action

test_asset_dynamic dynamic

1 liems per page 10

BRI RNEEM

MBRENEE EAE

Asset Groups

Add Asset Group

I BR & = 4H 1
1. EEEEEEY , RATFEEENREI D REE ZZEER> MbR,
View test_dynamic £3 X

Asset Groups

Edit Delete
Add Asset Group

Al ~ Searc
Group Name Group Type
. . Managed
test_dynamic dynamic Name Ip Address Product Description Location By
NSO-170
nso-85
1 Items per page 10

fipr&E4E2

2. ®—T TDelete] »
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Add Asset Group

il B #2EE

RENEEM

No Record Found

><]

@ DeviceGroup Dynamic_AssetGroup deleted successfully. X

~
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Dynamic_ X
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Settings

== ]

0
|D
O
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M

Controllers > Add

Home / Admin / Settings

Select Tenant *

Platform Tenant (Defaul... ¥

s @@ Q O
103

Add

Agents Support Password Settings Ticketing Data Purging >

+ csv 4 Excel a v 0
Controller Name : Controller Type : Host : Sync Status : Actions

>
nso-65 (Default) NSO 4.7.3.2 Success o © /7 <

Sync-Device

o —
nso-80 NS0 5.2.0.2 Success L JECRV R |

S —
ansible-18 Ansible Success o £04 / 0 [

o —
nso-74 NSO 5.7 Success o © / < [ ]

S —
NSO_Pass_Through NSO 5.7 Success o L0/ / 0 [ ]

o —
nso-lIsa (LSA) NSO 5.7.7 Success o © /7 S0

S —
LSA NSOT (LSA) NS0 5.7.7 Success 00/ <0



\lteay,  Home / Device Manager / Add / nso-65 / NSO

cisco  Business Process Automation

Device Groups
Device Manager Credentials Device Groups

B OO

[ I <IN < I <

100

Select Tenant *
Platform Tenant (Defaul... ~

e @O Q O

device-group *
StaticSynced_Asset_Group

Selected(0
Search Q » ©

Device Group Name

00d5ac9225e3d

0151b7202b3d

02a0cecca524c

02ae12567f58f

02d761b4f4225

03627d6a0bd64

J 0000000

0391c6cb2d2b2 e

Sance! m

REHERE

N o RENEEEEREE  EEEERMG.

_ \lva]s,  Home / Device Manager

cisco  Business Process Automation

Device Groups
Device Manager Credentials Device Groups

Add
+ csv ¥ Excel

Name

StaticSynced_Asset_Group

Static_synced

Select Tenant *
Platform Tenant (Defaul... ¥

admin admin ao o e
108

Select Controller
nso-65 v

S exr— R

¢ Tenant + Actions
LoV |
LoV |
Tto2of 2 1< ¢ Pagelof1 > >l
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Add Asset Group

N

WD) (oA i X )
() (A~ staties )
Group Name Group Type Source Tenant Name Action
StaticSynced_Asset_Group static nso-65 Platform Tenant

1 Items per page 10
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I1SCO o
B Assets
Q Core
o Campus
L Data Center
ity
o SO-WAN
Total Domain
Finers ear A
L3 Contraller Type ~
NSO Name ControllerType Ip Address  Location
Ansible
NSO
a Controlker ID ~
nso-146 NSO
nso-80
nso-85
ansible-57 NSO
NSO-Mock=-33-1
NSO-Mock-33-001 NSO
(®) Asset Graup ~
@ s
Search As up
Ciltmre

ERERAT

"EE RHERTREA T &ER

- EHISRER RS ERGRE R BEER
- EHISRIDRBERGISREREEEN
- FEARBEEEHBRENREEABRESR

Managed
By

nso-85

nso-85

nso-85

nso-8B5

nso-85

Product

Deseription

Aggregate

test

test

test

rest

All -

Product
Family
m_
C3650-
48PS
WS-
€3650-
48PS

C3650-
48PS

C2960Cx-
apc-l

Search

Software

Type

105-XE

105-XE

105-XE

105

T Filters

Software

Version Action

16.3.7

16.12.58

16.9.7

15.2(6)E2
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o
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S Data Center
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@ S0k
Total Domain
Filters e
c Controller Type el
NSO Name ControllerType Ip Address Location
Ansible
NSO
a Controller ID o~
nso-146 NSO
nso-B0
nso-85
ansible-57 NSO
NSO-Mock-33-1
NSO-Mock-33-001 NSO
E Asset Group o~
= NSO

SEATCT AEset LoD

BiREs A Al

Managed
By

nso-85

nso-85

nso-85

nso-85

nso-85

Product
Description

Aggregate

test
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WS-
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48PS

WS-
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AP-

Search

Software
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105-XE

10S-XE

10S-XE

10s

T Filters A

Software

Version Action

16.3.7

16.12.5b

16.9.7

15.2(6)E2
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Business Process Automation

cisco .,
— Assets
Core
&
Campus
o Data Center
Security
[o] SD-WAN
Total Domain
Filters Clear All ¢
# Controller Type ~
NSO Name ControllerType Ip Address
Ansible
NSO
L3 Controller ID A~
nso-146 NSO
nso-80
nso-85
ansible-57 NSO
NSO-Mock-33-1
NSO-Mock-33-001 NSO

@ Asset Group ~

m NSO

Search Asset Group

iR

Ping

E M seareh

Location By

nso-85

nso-85

nso-85

nso-85

nso-85

Ping iR fEHEER., ARKEEBMENREERIE,

Business Process Automation

i
5co

Cone
o
Campus
- Dats Canter
Secunt
@ SO-wiAN
Totad Darnan
Filers
£ Controller Type ~
NSO Naime ControllerTyps  Ip Address
Ansibie
NS0
L} Controdier ID ~
nso- 146 NSO
naa - BO
nso-BS
ansible-57 NSO
NSO-Mock-33-1
NSO-Mock-33-001 NSO
(® Asset Group ~
NSO

PingiR &8
iR

ERR AR M BB IE £ B AV IEAR IR EE KRR &

Ping Status

Y Filters A

. ) Pi
Descripti Device Actions ng A
Connect
Aggregat Export CSV
Add Assets Fetch Host Keys
test
Update Assets Check Sync
test
Remove Assets Compare Config
test
Show / Hide Columns View Config
est . — Sync From

aDr-|

Controdler  Result
PING 56(84)
bytes of data.
64 bytes from fomp_pegel

ttls28) timesl. 73 ms

ping statisvics ---

1 packets transmitted, 1 received, 8%
packet loss, time dms

rtt min/avg/max/migy =
L.73M1.730/1.TR0/0. 000 ms



sl Business Process Automation
cisco

Assats

o Com Connect Status
ree Campus 3
N Data Center
Security
G SD-WAN
Device Name Controller  Result  Info
Tota Doma
nso-85 true (admin) Connected to
Filters
L3 Controller Type ~
NSO Name ControllerType  |p Address
Ansible
NSO
ﬁ Contraller ID ~
nso-146 NSO
nso-80
nso-85
ansible-57 NSO
NS0-Mock-33-1
NSO-Mock-33-001 NSO
lﬂ Asset Group ey
= NSO

EHRIR R

EHF#se

ERFHESRBEETRNSOEFRNMBRERRIMRSREFIRERTFERLERES,

Fetch Host Keys

Davice Name  Controller Raesult Infa

nso-65 unchanged

EWEMTR
RERS

RERSRFERENSOREERNECDB)THNEERBERAHELKERERD,



Check Sync

Davice Name Controller Result Infao

-5 IN-SynNec

LR EE

tEE B EREMNSO COBHRWEL EEEFTREE FHETEREETHER., REEFREFRE K ARE
¥ Device Actions > Compare Configo

Compare Config

ios=xr=-122 (NSO-176)

devices {
device ios-xr-122 {
config {
interface {
MgmtEth 0/0/CPUO/O {
L description mgmt;
}
GigabitEthernet 0/0/0/0 {
* description testl23;
}
GigabitEthernet 0/0/0/2 {
description GigabitEthernet0/0/0/2;
mtu 1500;
}

preconfigure {
GigabitEthernet 0/0/0/3 {
description "\"demo interface\"™";

b }

LA iE



BREE

View Config ( RREE ) B —EAXSEEERENEE, BEEFEFHNZMEARE , FEView
Config (BREE ) REFE-—TEERH,

»

View Config

inso=-65)

devices device
config
103 :tallfned police cirmoda
igs :version 15 2
igs:service config
no ios:service pad
ios:service timestamps debug datetime msec localtime
105 :s5arvice timestamps log datetime msec localtime
igs:service password-encryption
isz:service password-recovery
ios:service sequence-numbers
ios:hostname cisco
105 :enable secret 9

igs:elock timezome EST 12 @

ne ios:cable admission-control preempt pricrity-voice
ne los:cable gos permission create

no los:cable gos permissilon updatae

ne foz:cable gos: permizsiion modems

ne ies:ip source-route

BREE

CE

Sync From#ZRENSO COBHWEL EARREERE BN ETERER Y, EBiEAMCisco Crossworki#
B& 2425 (CNC) 2 488,
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Dewvice Nama Controllar

rso-65

Hasult (3] =]

"EIZE . BRFENSO COBHREFHEERETRENKERS, MABRRAMER , AIGEHE

& e & LA B CDBH A AR 8.

sync lo

Device Name  Controller
nso=65

nso-6o

BEECLI

EX s ECL)ARERERA

EENKE, FRAETUERATH S,

A ER.

Result Info
Lrise

true

BERRARGS (flW, RKEET ) IRERERIKE
SRREEFANEANREEEN , #MESEENESD
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1. fEAssetsEHE L , f£Managed Byl # & E HDirect-to-Device N &
2. RRATABEPERERE,

alral Business Process Automation

cisco
S Assels 5 A~
= Edit
o Core
SD-WAN View Config
= Data Centar
Security "
e Campus Ping
Tota
otal Domain Connect
Filters Clear All ¢ All:10.70 ! X | Direct-To-Device x | Clear All . Al v 10.10552.2 Dis r Devics
L3 Controller Type ~ Managed Product Product Software | —
. . Name ControllerType  Ip Address Location By Description Family Type nieractive
Direct-To-Device
NSO test-29-  Direct-To- Direct-To- . CISCO-
Ansible device  Device Device test cleeetlos ios e ]
-ﬂ Controller 1D -~ 1 Items per page 10 -
Direct-To=Device
nso-85
NSO-37
ansible-156
NS0-166
@) Asset Group Eal

HECLI

3. RATELEMNBRESPIEESE ZZEER> Interactive CLI, #§FE RInteractive CLIE 4R,

stfranfe. ”
cIsco Business Process Automation

Siios_davice 34 || Drect-To-Duce | Cear s Interactive CLI
i [T Description 1P Address Software Type  User Credentiol  Useename Passward
o T
los_dovice_dzd test_deac cinco-los

BEEXCLIEMR



X

Interactive CLI

User Credential Username * Password * O
cisco o - ()
>
execute
EBXCLIRE

4. & Ausername®password,

~ BiEE . AT ERERSRE  RAESREUTaANEERE 24/ B, FHEEERENRE
A LUBEBRIBEARMEESIIRESEE "TEXPIRES_INTERACTIVE_CLI, #{THAZ,

5. B AshowSconfigin & , REIE— Texecute, R BEREEBH,

_ & Execution of Device command is in progress »
*

o

Interactive CLI

%
User Credential Usemname * Password * L

cisco [.~] (]

=
_

» show running-config In Progress

Show= Configis &




Interactive CL|

User Cradential

%
Lisername * Password * L

adrmn

= show nenning -config

show running-config

|Command: show running-config
|Running confipuration last done at: A5 38

ITim:

BEXCLIBE

6. EFRefreshBRUEH b THTRE. FITTEXR , RBREKERS "ETHK. -

7. E-TawEENTReRe TR,

8. E#EDownload B R H BRREFANAIER, EEPNIMHBERBEBERURER
o MEABTHTRHEBER , ERETUERESARE, ERTTHE , SRIIERERA

o

N W BN ReEBREEEERNERUSEE LR,
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'ﬂ,',':o' Business Process Automation 2@ .
Y Filte

L3 Controller Type ~ Managed  Product Product Software Software
Name ControllerType  Ip Address  Location By Description Family Type Version Action
WS-C3650
NSO nso-85 test — 105-XE 18.12.5b

48P5

EREEA

WA R EETERA &



9. i##EView Output of Long-Running Tasks Bl RARIRSERLEH TR B H, BSLHEA—ER
B, ETHTHETH (EFEREERRE ) WEBFRE,

clsco=losxr-B7 clsco=losxr-86 cdt-mock-device-18004 %

[ S -l

EHTHREDT

10. iZEDeviceBIRUF B ESITHEEG SHFFMEENA.

Interactive CLI

User Credential Username * Password * Y

CISCO O weann O

> interface GigabitEthernet1/0/3
description sample_data

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
adminclircy78(config)#interface GigabitEthernet1/0/3
adminclircy78(config-if)#description sample data

adminclircy78(config-if)#end

adminclircy78#

BEHACLIBE

M. 3HE , JITREGTUERRERE , WTAR :

N W AREEXSSREELD  FRNEAEXFERALERES,



Interactive CLI

User Credential Username * Password *

cisco @ e &

» show running-config

> show version

I

» show clock

» interface GigabitEthernet1/0/3
description sample_data

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
adminclircy78(config)#interface GigabitEtherneti/e/3
adminclircy78(config-if)#description sample data

adminclircy78(config-if)#end
adminclircy788

Interactive CLIi8 Hf

12. HE , BIBEEARGIEESICRESE "EXPIRES_INTERACTIVE_CLIL , ARABREEGS
SREMNREZH (FERBERTRE24/NE  REZEBWER ). EELT —EAFAERFESX
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Sync Inventory Status

Device Name Controller Result
ios xr 13 Direct-To-Device true
B2 EFARE

vl Business Process Automation

55015
Core Sync Inventory Status
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o SD AN

Device Name  Controller Result
Total f

nso-85 true
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NSO Name ControllerType Ip Address
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I3 Controller ID ~
-146 NSO
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NSO-Mock-33-1
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alaln
¢||sc|° Business Process Automation

Assets Y Filters v

[‘all:ios_device_d2d x || Direct-To-Device x | Clear All (\’/\ Al -

I - J

Name Managed By 1P Address Description Product Family Software Type Location Action

ios_device_d2d Direct-To-Device test_desc E

2

EERALERF

2. fEAssetsEHA , {EFTEEE R ActionFl #1#EEMore OptionsEl 7> Discover Device,
N mEr - mEProduct Family%|# &1 , B|Discover DeviceiZIBAR A A,

AREBRAXENFE , HPERTURBPAMBRSEpingtIEE. FIHHNBEXEHRHEMEBENR
, EEID, IPH#st, F&EMRA

Discover Device

4 devices were discovered

Device ID IP Address Platform Version
Cisco 10S Software, 3700 Software (C3725-ADVENTER
cdt-mock-device-10502 Cisco 3725, Capabilities ' e ware (
| ftware, 37 i 725-ADVENT
cdt-mock-device-10503 Cisco 3725, Capabiities >0 'OS Software, 3700 Software (C3725-ADVENTER
B Cisco 3725, Capabillties Cisco |0S Software, 3700 Software (C3725-ADVENTER
Cisco 10S Software, 3700 Software (C3725-ADVENTER
cdt-mock-device-10506 Cisco 3725, Capabilities \
e S == oo
¥ri8 %zlﬁ/ﬁ B

3. RE—ERZMEEE , R%E%E—TADD DEVICE TO INVENTORY.,

R ECE

ERAEUEROEERERFIBRIZT RO, BBTHATSRIBROEE



Assets Y Filters

Cam
ore
SD-WAN
ecu
Data C
Total
Filters
L¥ Controller Type A Managec Check Sync
. Name ControllerType Ip Address Location By
NSO
Direct-To-Device Compare Config
Ansible NSO nso-85 Export CSV
View Config
Add Assets
$¥ Controller ID A Add Assets
NSO nso-85 test
Sync From
Update Assets
NSO nso-85 test
178 Sync To
nso-179 Remove Assets
s NSO nso-85 test
nee 89 Backup Config
Direct-To-Device Show / Hide Columns
0-85
nso-37 NSO nso-85 rest CZYBUCX-  1US Sync Inventory

EEROEERE

1. BE—EANZEEE K ARBFFE ZEIEE > Backup Config. #4FRIBackup
Configurationi® & , ERSIH TAIEEENEE,
2. BIFRE , ARAERIEEEREE K ARYBEEBETRHG. TURFERESERE,

Backup Configuration

acted Devices: |

I 3 x
Policy Narme * Latred
kup Default Fobcy ] torm L S
Target Repo Max. Retention count Compress Encrypt

t Database

DB &

3. % —T "Submity . BR7ET LA EEBAsset ManagerfE A2 H DB,

N omiE EERETHAMERAKRYE  BATRHSSERDAS  TeETRORELES
. BITEERONERRAKRERRASFEFHZBRFIFE20E6KE,



B Ee

BIEFEOEEREBRTRIHATHONELEH, #EMore OptionsE R> View Backups A 1712 E
HENEOELLH, FOERTHER—EFAEAER , HRPBERTRANHESE L L&,

i1 Bysiness Process Automation
Cisco .

v ¢ Compare Config

Core View Config
Campus Sync From
Data Center
Security
[o] SD-WAN
Sync To
otal Domain

Backup Config

Clear All ¢ Al « | Search
View Backups

r Type ~ Managed Product Software
Name ControllerType Ip Address Location By Description Product Family Type Sync Inventory

e NSO nso-85 testing 10S-XE 16.3.7
riD ~

NSO nso-85 test 10S-XE 16.12.5b
46
0
15 NSO nso-85 test
e-57
Mock-33-001 NSO nso-85 test 10S-XE 16.9.7
Mock-33-1

NSO nso-85 rtest oS 15.2(6)E2
np A

NSO nso-85 108 15.2(6)E2

EERRBOIRE



bnr-asr-117

F lciceew

| r - TR [=

BRH iR G

iR ERTS  TANROEBELERBETESENFRET. EAETNESEROELLCETH
T HIERE

110 B B RSk IR 1 A
BRFEOERE BREFMERS B TANGEORE
ENRELR kB EERETINREEREE
BEROEE

EREST , E£AETURIERE B BANROEE.



bnr-asr-11/7/

P hcirirew
Pyl 1 Dl i ol

L Pl bl Sl R ] L D &

Bidlicg Epliy Wi o g T [ TN I TR TR

ol AL 1 - — L o 11 N -
Db A Tl TiED L . ) T ol -
Pt 11 sl | i

BN NS M L T LBl
o Tl 8 gty 1 T TR . e b : | mhtnﬁnh
Coprmpae it Curvent Covillg

B RMEE

EFMETE |, BiEEMore Options[B "> View Backup Config. WS —ERE , FHETUE
HpEIRAERE.



Backup Configuration

! Last configuration change at 14:49:54 UTC Tue Dec 12 2023 by adain

version 16.9

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

platfora Issu reload Interface-sodule sequence @ 1 2 3 4 §
ng platfora punt-keepalive disable-kerngl-core

platform bfd-debug-trace 1
hostname F241.88-25-A5R.303.2

boot -start-marker
boot system bootflash:asr9@drspd-universalkd.16.89.95.5PA.bin

oot -end -marker

+

- i R Lol el
vef definition Mget-intf 1;

address-family Ipvd

exit-addresd-tamily

R EIE

Backup Configuration ( &3 ELE ) {15 PR TRE :

B EBIRE B
B’EH et BEEEREIBIREE,
TH BXA#EX TRt EE
2R RRENE R im i BB R AE

BRERRE LR

2

EED , B EREENEETEEET LR,




Compare With Current Config
Device Mame - brr-asr-11 Condroller Name : N50-170

Bhunsing Conllg vi Backup Config (1271872023, 5:35:43 Pu)
| Bulléling corflgeration. .. i
Corrent cantigoration | JABE byter

asr condlgeearlon change at 14:40: 5 my adals E Last sonfigurarlon change a1 14:80: 54 UBC Tus Dec 13 J8FY by adedn

raalicd, 18.89.05.5P4. bin rsalid, 15, 89.05. 574, bin

«c» €D
BRENERELR

Compare with Current ConfigiR 8 E B LA Ti&1H :

HENEERFELR FH
RRENE R R 0 BB R A,

S

Al
S

ERRHEKERE

#—TRestore i BERECEHERBRE. 7ENERI/ER (EHEOERREIRER ) BRBERB
B A IKERAEEEOIEEEREM.,

Are you sure you want to restore to this backed-up configuration?

R I e R



'cleco  Business Process Automation

Bachup & Peawore

Curvent month
o Conhaueaon o
TH
@
e
7 m CANCTLLD
- S
Filters O :
frewice Indtabed fiy Start Time Statm W-Tasks  Compistion(t) Mhdesinne Duration Acticn
Conneciler Type A 11?7 s Do 19,2029, 10:21 AM LSRN Ao YR —
SO - . p 2
ervisre U1 s Dee 18,2022, 1211 P RLNMNG L s View Prechicks- 1 0ty 22 heurs 0 minses
Corclier P E ] [ Duc 12,7023, 357 BM FiLNABNG ] W View Prachacks- 371 5 iy 18 hours 28 minutes
HS0-176 os-ar-131 bradmin Dec 12,2023, 1:08FM COMPLETED 10 0% View Analytics DV - 10Y10 0 days O howrs 12 minunes
131 bradman Dec 12,2003, 1254 PW CANCELLED d0 s Enscute Hestore - 671 & days. 21 hours 26 manate
Py haees ~
w131 n M 12,2000, 1290 M e i Avialytics [V 1 T T —
e — a1 s > 2003, e i1 L By 21 haws e
- poriper-41 acimin Dwe 12,3003, 10:26 AM RLPRaNG do s Foecutn Prectwcia- 2610 6 coyn. 33 hours 5 minutes

BLEMR1E

N W EESET TROER. MRBEATERHSTERIES  TeETRRBALE
BRAFLUR H AT A RIERTHBE,

Hitbig e



P .
-, Mame - Search in Name

..l

I ) ) Action
Dgvice Achons i

Export CSV

Add Assets

| Updale Assels : .

| Remove Assels

showy [ Hede Columns

_—
HRE

BPABBE ZEHE REHENNEEEERE  SREHEERE, FiE, ENIMBREEAR
BEEREIEHER.

N o REpewEERRTAREER,

[EHCSV



I:::_::I Mame <«  Searchinl

Loc: Den Export CSV \ Acti
Export SV
Add Assels i

47
Update Assets >

250 Remove Assets y

24 _
show [ Hide Columns

23k,

fEHCSV

[EHCSVRELLER D BECSVRAEHEE. FARBERT , ZEFEHENEPNEE,

EEHMEEE , FR-T2EERNAR , THTEHEE,



MEEECTAK

Add AssetsiREAS & B #718 B ig i3 4585

1. B Asset Manager/&&BIMore OptionsE R,
2. EFEAJd Assets ABRIA T & 1E .

1. FERE
2. HEER

FERE

ManualZBIE AR EAEBBFRAAREERNMERE,

1. EFIEEDd | #—TManual, #EFEEIAJD AssetEH , FRAEATEHFEEKEEHMERH P
YR HIRS .

Add Asset

Controller Type* Gontroller Instance*

NSO-65

NSO-80

MBEE

2. R THLRE AR HIZIR A ( HIINSO ) MZIEFIESH BIMFIE, — BiEZEController
Instance , MEBHRE —ERE , FRAETUEH P ALBFHENA,

Add Asset

Controller Type* Controller Instance*
NSO nso-65

Name* Address*

Port** Description*
22

Latitude Longitude

Admin State *

unlocked

D G



REFHEA

Add Asset
Controller Type* Managed By*

Direct-To-Device Direct-To-Device
Name* IP Address*

demo-device01 (/] (V]
Port** Product Description*

(/] Demo details (V]

Location (Latitude) Location (Longitude)

Enter Asset Latitude Q Enter Asset Longitude
Auth Group * Product Family*

juniper ® v juniper-junos (/]
Protocol*

netconf ®

CANCEL SAVE

8 EE : JuniperE & R HI
3. WMAFIEER , ARE—TSave A FIBEE,
FERE

UploadiZIE A FFEA B BB LEERME —ENZEERE. Br , EXECSVERER.



@ Name Search in Name

Device Actions ), etion
Export CSV

Add Assets by Manual

Update Assets > Upload > oSV
Remove Assets >

Show [ Hide Columns

L ]

L

&> CSsv

1. iZ#ZMore Options[ER~> Add Assets > Upload > CSV, RFEABERFAIAID AssetEH , A
EA X EEPRFREMAT g G R

Add Asset ~ sample Template CSV

ssssss

HTIENSOBE

2 BREFEERFIFRMEG (FIAONSO ) MZIEHIZFE B HIE,
3. EHCSVES.
4. —TF "Save, , BEERCSVIERMEBIRHIE.



~ fiEE : ETHCSVIERTH , FR—THRELE LA "RHEMEIRCSV, (Sample Template
CSV)iE#E,

@ Name Search in Name

| Action
Device Actions ). I
Export CSV
Add Assets . Manual
Update Assets >

Remove Assets >

Show [ Hide Columns

L ]

CSV/Rfl

EHEE

RERFERAEEMEEER , NPk, REA, BHREF, WURBEHNCSVEHRKE.

BEiBSelection , fFAE T ARE — B ZRBELE,



sl Bysiness Process Automation

— Assets T Filters
n Campus
Total Domair
Filters Direct-To-Device ®  Clear All Al w
Q Controler Type ~ Managed Product Software
o Name ControllerType  Ip Address  Location By Description  Dvice Actions Varsion Action
Direct-To-Device cdt-mock-
Direct-To- Direct-To- =
Ansible device- Dlﬁ' Dov Expont CSV 16.12.5b
ice ice,
10502 Al
£ Controler ID A ;"‘ mok”  Direct-To Direct-To e 16.12.56
1;;‘;; Device Device :
dit-mock Update Assets From Selaction
- ;e -y Direct=-To= Direct=-To-
nso-1 vice-
Device Device
nse-179 10504 POV At From CSV
nso- xdt- k-
nso-B0 SSw— Direct-To Direct-To ~
Direct-To-Device device Device Device Show | Hide Columns 161250
nso-85 10501
. S0~ cdt-mock-
E neo-37 Direct-To~- Direct-To~ CI5C0O~
. Amdeas 0 e FEEEETEE L plerncine 1R 17 &k

P

1. REFFETEE—ERZEEMEMNEE , AREBEEZBEER> EFER > B, X
##BEEN & B RUpdate Asset InformationEH , EFEEEZENEE,

Update Asset Information

Name Description Address Port Latitude Longitude Controller Os Type Protocol Auth Group Device Type Admin State
ck-02-ad ck-02-add-n... x 8080 NSO-65 cisco-star... ssh 322_test cli unlocked
ck-02-cs ck-02-add-n... 8080 NSO-65 cisco-star... ssh 322_test cli unlocked

BMEEEAR

2. BBEEFRHEBM , AERER—TUpdate LEFILFIBRPNEEZEENA,
feCcsv
WRBEAFFEAEERLEERREFT—ERSELEE,

N wE  ExEcSVRERR,



sss Mame Search in Name

II Device Actions S Action
Export CSV
Add Assets S
Update Assets >

From Selection

Remove Assets P From CSV

Show [/ Hide Columns

f’tCcsv

1. BEEEZERER> EMEE > RACSV, REBHEE R 'EMEEEFAL HH,

Update Asset Information Sample Template CSV

HeESR

2. ERERNRE LEISEEFTNRERFTENCSVER,
3. #%—T "Save) , EERCSVERHIEEZH L,

N Wi ETRRAICSVIEE | R FTRES LA RABIRCSVER.

fipr& &=



LREAERE BRGNP MEREE, AR NEE, HCSVFMBREE.

N g wBEERRBHENREE  YETEERERTNEE.

alual Business Process Automation

Assets T
&
Core
SD-W.
Sacurtty
e Data Center
Tot Do
Filters Direct-To-Device x  Clear Al All -
L Controller Type ~ Managed Product Software
NSO Name ControllerType  Ip Address  Location By Descriptioy Device Actions Version Action
Direct-To-Device cdi-mock-
Direct-To- Direct-To- ~5)
Ansibie device- et == Expont CSV 16.12.50
10502
£3 Controller ID ~ cdi-mock- Direct-To- Direct-To- Add Assets
device- ce Device 16.12.5b
Devi Vi
10503
Update Assets .
cdt-mock From Selection
\ Direct-To Direct-To
nse-175 device
Device Device -
nso-179 10504 Remove Assels From CSV
Ae=50 ear - Direct-To- Direct-To
Direct-To-Device device- ice Devics Show | Hide Columns 16.12.5b0
nso-85 10501
- cdt-mock-
[2) nee-37 Direct=To Direct=To CISCO
———tte Ambnn. el s T . e 17 ER

ERBREPMBREE

1. REFFEFRE—FAIZEEFENEE K ARBEFZREET~> MBRER > RBEF,
BHE FREEIE M RRemove AssetsEH , EFEEEENEE,

Remove Assets

Name Description Address Port Controller 0S Type Protocol
ck-02-csv-upload-04 ck-02-add-new-05 test 8080 NSO-65  cisco-sf taros ssh
ck-02-add-new-04 ck-02-add-new-050-hami 8080 NSO-65 cisco-staros ssh

MBREEES

2. —TRemove lARIBREE,

fecsv

BBCSV , ERAEALER LEERREH —ERSERE, Bl , EXECSVERKERK.



™y .
C”,fl MName Search in Name

, Device Actions S Action
Export CSV
Add Assets S
Update Assets > :
Remove Assets b

From Selection

Show / Hide Columns From CSV

RECSVHRIBREE

1. BEEEZERETR> MEBREE > #CSV, RFMEAERET "MKREE) EH.

Remove Assets . Sample Template CSV

?\

Drag and Drop files or browse files
Remove asset from CSV/

fRESR

2. ERER R LEISEMRNEKEFTENCSVIER,
3.#%—T TSaves , EIEZHIB/PBREE.

N BiE ETRAAICSVIEE | Bik— THREA LA TRAERCSVER.



BRI 5

ALENR "EEBFE, RRUBEREMEMN, Edit Columnii & B,

1. BEEZEEE > BR/BRES.



EDIT COLUMNS

Search

ControllerType

Ip Addrass

Managed By
Product Description
Product Family
Soltware Type

software Verson



fmeE 5|

2. 8B ﬁqﬂj/ﬁ BREREN 5 158 57 18 =R M BRFT TE 51 o
3. %—F "Apply. o

SCPEI%RE

T2 ERBGESCP) R REEBEBBAPIFIEER A hFERAENERER I ERBEREE. Bl
, BkIhBeZ cisco-ios, cisco-iosxr, cisco-asa, NX-OS. arista-eosFljuniper-junosZEos-typefy &z

&,
EHITSCPRIEE , FHTUTRE :

1. EPostman B AR P EIUFEFER , RZBBEPOSTHESLSFE KRR, HEF , by ARAHIT/E
e B EE MRS EZEBNAPIFELY,
2. WA TRFATRMSCPEIZEERURL |, WiRIHHE E R B EFHBPA[ ARSI IPH i FHE R o

EREKEHFNRG B SREBNES

+ Cisco-ios:flash:/sample_file.txt
+ Cisco-iosxr:flash:/sample_file.txt
+ Cisco-asa:bootflash:/sample_file.txt
* Arista-eos:/mnt/flash/sample_file.txt
+ Juniper-junos:/var/tmp/sample_file.txt
3. E#Fraw > text , RABRKEAENERABTAXFHENE A S EXH D
4. #R—TSend , EFEEEREPostmanWEEEFHF |, iRE 1&&%%2000

N EERETEEREANTE.

A RE B POST

https://d2d-agent-service:5010/api/v1.0/d2d-controller-agent/device-

URL manager/scp?capabilityName=scp-to-device&amp;controllerld=Direct-To-
Device&amp;deviceldentifier=ios_device_d2d&amp;fileName=_&lt;file_named&agt;

BRAER ERRIKENERAR

'{'%E\":"EQ%EEEIJJ #E R Zflash:/scp_to_and_from_device_file.txt",

RAE" R

}

&R RE|



POST v /api/v1.0/d2d-controller-agent/device-manager/scp?capabilityName=scp- Send v
to-device&controllerld=Direct-To-
Device&deviceldentifier=ios_device_d2d&fileName=flash:/scp_to_and_from_device_file.txt

Params e Authg Cookies
capabilityName scp-to-device
controllerld Direct-To-Device
deviceldentifier ios_device_d2d
fileName flash:/scp_to_and_from_device_file.txt
Body Cookies Headers (5 Test Results & 2000k 450s 284B Save Response v
Pretty Raw Preview Visualize JSON ~ = m Q
1 1
2 "message": "File has been successfully copied to flash:/scp_to_and_from_device_file.txt",
3 "status": "success”
4 }

N Wi EE@SCPEIEBIAL N  FEARERARS ARG ESSH)E,

SCPR&E

SCP-from-device E BB IBAPIF LA E B RmMEREEEMmIFEREN AR ER, cisco-ios,

cisco-iosxr, cisco-asa, arista-eos#ljuniper-junosZtEos-type B Bl X 2 L I &E
E#17SCP-from-device:

1. #EPostman 2 #ia R IBFGETEARBRE B, & , LA UEBAS TERIBEEN
PR 2 S AB R RV APIFENL,,
2. B AT FTR B9 SCP-From-DeviceBYURL |, MR 154 B R B EHBPAR BRSSPt FHE & o

ERKEHRINRGIBZE2BNES

 Cisco-ios:flash:/sample_file.txt
 Cisco-iosxr:flash:/sample_file.txt
 Cisco-asa:flash:/sample_file.txt

+ Arista-eos:/mnt/flash:/sample_file.txt

+ Juniper-junos:/bin/flash:/sample_file.txt

3. ¥ —TSend , £FEERATREPostmanVEEEIH+F |, IRERTBEA200,

N o eERETERREANTE.,

A K2 Bl GET
URL https://d2d-agent-service:5010/api/v1.0/d2d-controller-



GET

agent/device-manager/scp?capabilityName=scp-from-
device&controllerld=Direct-To-
Device&deviceldentifier=ios_device_d2d&fileName=flash:/

218 7 5 BREBEROKENS

GET v https:// /api/v1.0/d2d-controller-agent/device-manager/scp?capabilityName=scp-fro

3
%
&
a0

Params ® Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
capabilityName scp-from-device
controllerld Direct-To-Device
deviceldentifier ios_device_d2d
fileName flash:/scp_to_and_from_device_file.txt
Body Cookies Headers (6 Test Results @, 2000K 587s 2498 Save Response v
Pretty Raw Preview Visualize Text = m Q

1 Direct-To-Device Scp to device and Scp from device feature Sample data

£ KGET
N Bzt BESCP-from-device AR | XABLBRAR L ABRIBE(SSH)E,
EIENDFC#E
KR (45 BB = Cisco NDFCHE BRI &,
FNEE

BEXMEEE  FUTUATRE

NDFC-212 x  Clear All

Name Managed By IP Address Description Product Family Software Ty _ - Action

Leaf-2 NDFC-212 935MJEWISLL

10

MBEEFBREF

1. RFTEEENREYFPIZ—TEZREE > Add Assets > Manuals



Add Asset

Controller Type™ Controller Instance™
MNOFC MODFEC=212
1 [

Aurth Groug Rl ™

FINEE
2. £Add AssettR E R AGEME , AR IK— T Save,
N o FrEEyEEmEE.

fipr&EE

NDFC-212 x Clear Al D Al »

Name Managed By IP Address Description Product Family Software Ty o Action

EREPMREE

1.7 TAssets) EE L , BEEMBRNEE , A& iEEMore OptionsE > Remove Assets >
From Selection, Remove Assets for NDFC1R & B X



Remove Assets for NDFC

Name Controller Type Controller Instance Fabric Address Auth Group
Leaf-2 NDFC NDFC-212 DC1
.
MIBRNDFCE& &

2.#%—T TRemove. »

ftbox HE
NDFC 1
Name Managed By IP Address Description Product Family Software Ty Device Actions Act
NI 212 DISMJIEWIBLL
Exp
Shov
HIBEE LECSVgE

1.7 TEE, EEL , BIEFZEE> Add Assets > Upload > CSV, Add Asseti? & iR

2. iE##Controller Type#IController Instance,
3. FERBHMINEERCSVERMIBEE,
4. % —TF "Save. »

N Wi ETRRAICSVIER | B TRES LA RAUERCSVER.



Add Asset

Caontroller Typa® Contrallar Instanca®

MWL NOFC-212

Drag and Drop files or browse files

CANCEL

TIERCSV
EIEvManage£ &

EEvManageRES R BB LEBEKREEBARBEE, FHBED , ERiEEvManageiz
R LB KMARGHEEETIE. AR , ERSEBPARKEY  UELBRAEEH.
R ERATABHEENRFERENREL , REEBHLERENRSRERR, BiBRER
vManage#MBPAZ B EEE S AR BEPRBLTERENEFNREEEEE,

ERAMR LEIBE |, FRTUATRE

1. BEGEELENEETERERREES , BRRAMELEEA (WEEER., IPibut MEM
Htt X FEM ) UGB (W.CSVER ) 88,

. & A ElvManage controllersT [ LA 55 B VManage Controller,

. B 3|Bulk Upload3f 4.

JBIBEE FEEREWEEERBN.CSVERRELELEER,

5 i tEBRPEERSEGBAEENETSE,

6. R FMERA LB IR LERRE , BvManageiZHlBR LB AKERVIKRE

A OWODN



Update Asset

Controller Typa®

vidanage

Contraller Instancs*

Drag and Drop files or browse

CANCEL
BHEE
7. LEERE , BEFAAEEEEVManageR i 2R EREBINER.
8. FE{RvManagei® HI2 S BV WZREBPARKES | SHERABSERUETE—SER
0. FEIBPARMIREEME K MRMELEEN ER, BUEEE,
10. BEEREEE  BRESERRERA I EURIFEENE,

vManage® iy & EELREARRARE , I HBEBPARKREY , ARRMTRESHER[/EEHE. E
ARFRBEESEXESENEREBPAFETEESHE , #MERAUHNEENRBAC,

EEERE



shllal ]l
CIISC!‘.‘J Business Process Automation

A b

Jg User Management »

l’;) Resource Groups 3

Asset Groups

r%g_, Admin D’

R b g AdminiRIE
R EEE W AFEAAIMINEER ENEEBPAEARER,
N g EEERERERBIBPARRERENTE.
AdminEEaHE -

- FRAEEVNEEEAEYSHE I RGEAER

- HEEGEAEENERTR

- B EEBPARMIPMEESE

- FREHEEREERAREIBERAKNREER

- BRE  FAREREEBEGES (HIWINSO ) . BEBHERIGESMTP). FiE
MURFIEEERRE

- RAFZEAE RLDAPRIRSEZRILFEAE (EEELDAPESKEA )

- EZHERLDAPRIRSERTFEAER ( EEELDAPESKEA )

- EREE . EEANEBEBPAHRNER

- EHBRERRS REGRESRBEREE. REERNEGENA

- BR7& B 8% 28 BR A 55 Bl 36 A0 A F AR 7S

- NHFERSEUNEENEF , MEEASRRES

« Ansible Settings:#§ IR ENSOE fR 25 [E 2 EIBPAR

- EHREEN EERAREEEXEIBPANEHIR R

- EOANEREEHEOMNRERBARESHEHNEE

K

il

Sg}

ﬁﬂ



« Scheduler EHE{E%£:tE

MEFHMET  F2ERRERE,

BPAFEH

BPARRE T FIEAEN :

. Iy
- KEEHEE

. IEFOAH

- BLEBRRFEER
. ij;‘ﬁ&'

. EEI#-;\;M:E IE%

- ETHEETER
+ AnsibletE 1R

- EEZRBEAR

- BESHRMENERK
- HIiEERAREE

AR5 /0

Service CenterFEARRA A FEA BRI MEBREHIIE, FiEREHEKEE EERNSIBEUR
REHBBAYANGER, /5T ARKE ZEHFE.

BRAGERR , A2 HEBPAERFMEH T OEAER,

REL R

Form BuilderfE AR A EA ERIBERBERNVYANCERFRFTEHERBWARE, SERERER
EIERPER , U2EARERAERAREFRHUIESR


https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-service-center-app-v5-0.html
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Change Password X
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Ao
4. #&— TSave, ,

N W RETEETNEREAEE. SN TENRHRGERENFSERI.
I BR 62 A &

EMBRERE  FIITUTRE

1. A EEAENREIFZEMRER. RREBEIESHE.



Warning

Cancel
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Information

Group has 3 user(s). Group must be empty before it can be deleted.
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1. £ "Controllers; BE#H , ##—TAdd. TAdd Controller ( #8418 ) 1 BB,
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Controller Type *

Name * NSO - Scheme * -

Host * Port s Username *
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Password * Default - M Default Controller ~ J LSANode M Enable Pass-through

FIBEFIZREE NSO
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Add Controller
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Default Controller

#1842 HI2% : NDFC
B A LUT R AR E A LUE AR B 42 25
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Check status
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Capability Screen
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View Config
MNedMotSupport
device-edit
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Create GCT
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get-dryrun
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Add Ticketing Instance

Mame *

Ticketing Type * v

Scheme * -

Host *

Port *

4k

Username *

Password *

MR B HIE

2.WAEHE, TRNEAESHFEHR,
3. M T HOREABEEFERA|, SchemeFPort,
4. #—TF TSave, ,
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Settings

< port Password Settings Ticketing Data Purging interactive-cli i Mask_Sensitive_Info 'i +

( View Tree ) ( Expand All ) ( Collapse All )

| Interactive-cli-permission

[ Inclusion

[ Exclusion

E%%E : Interactive-CLI

1. B EREEAETUERED XS TINEERE LHITHHTEE,

< port Password Settings Ticketing Data Purging interactive-cli i Mask_Sensitive_Info i +

( View Tree ) ( Expand All ) ( Collapse All )

| Interactive-cli-permission

Inclusion
Add List
Inclusion
00 &=
Keys Actions
>
show running-config /7 @
>
show run / @
>
show clock / @
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< View Tree > ( Expand All > ( Collapse All )

Interactive-cli-permission

Inclusion

Exclusion

Add List

‘ Exclusion ‘
00 ==

Keys Actions

>
reboot / @

»
enable 4 e

>
vlan / e
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~ MIEE : £ Tinteractive-cli-full-access) MEAE M ABEEEZN TS MBERR R, FAIFEA
Finteractive-cli-restricted-accessy HIEREH T UBITIEBTEREZN TSN EMEFTE
FREENT S

) You do not have the required privileges to execute this p 4
command k.

Interactive CLI

User Credential Username * Password * O
admin @ e (/)

> show clock Completed




Mask_Sensitive_Info

Settings B H L K¥YMask_Sensitive_Info B /37 £ & Bl B F ZE 0 £ A RAIBREHR

ETENERT , E88interactive-cli;HItt , FERS THESEEE , BURERBUER.

< Support Password Settings Ticketing Data Purging interactive-cli 'i Mask_Sensitive_Info i —+
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> show run

show run

Completed

ICommand: show running-config
IRunning configuration last done at: Mon Dec 18 12:41:31 2023

ITime: Mon Dec 18 14:47:47 2023

version 9.3(5) Bios:version
hostname N93H-155-FF
vdc N93H-155-FF id 1

limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource

feature nxapi

vlan minimum 16 maximum 4094

vrf minimum 2 maximum 496

port-channel minimum ©® maximum 511

udroute-mem
ubroute-mem
m4route-mem
méroute-mem

minimum
minimum
minimum
minimum

vni_bd minimum 4€96

feature scp-server
clock timezone IST 5 3@
clock protocol none vdc 1

$5$CAJIMD$Y/FyrN8NdP367.63w4IPIXVXPZBKS/GStKdT5SPbdD4

ip domain-lookup

copp profile strict
snmp-server user admin network-admin auth md5 @x6a94@c28ef5040dd93a3fac6allebase

priv ©x6a940c28ef5040dd93a3fac6allobas5e localizedkey
rmon event 1 log trap public description FATAL(1) owner PMON@FATAL
rmon event 2 log trap public description CRITICAL(2) owner PMON@CRITICAL
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VAHTEREANBEREE.
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248 maximum 248
96 maximum 96
58 maximum 58

8 maximum 8
maximum 4096

role network-admin

TREMEE



Settings

SMTP Support Password Settings Ticketing Test1 @ El | +
«D
¥ Csv + Excel Qa v o
Controller Name = (;n::nllev'fype S Host = Al:c:i:ns, .
N Lol |
NSO © /7
N LolV N |
NSO ® ,¢ i
N Lol |
RIE  EER
1.8 —TF T&E . (Settings) EEEHHNFHEE R, KA TabiR &,
Add Tab X
Mame *
Test
Farm
(zeneric -
WMEER

2. AR RRRRETIEENRE "BR, (& "RELEMKS) PEY)  RARE-TR®
7. EHEBER— e REFHEFANTER,
3. RBRERBIRMEFEERNS.

E R LUBIBAPIRI B E M BFA B ERRE

HOST>/bpa/api/v1.0/settings/custom-form/CustomSettings
Method: GET
Response
{
"_jd": "5cac5c60e462ba27e5d85a05",
"createdBy": {

"name": "admin",
"firstName": "admin",
"TastName": "admin",

"id": "b90306e7-7e55-447b-a531-df36ea55aae3"



1,
"formName": "CustomSettings",
"tabName": "CustomSettings",
"data": {
"Host": "10.1.1.XXX",
"Port": "8080"
1,

v': 0
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v Success:
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password

Info
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Rule
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Default
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month
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"service_schema": {

"telemetry:telemetry": {
"containsMultipleServicePath": false,
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"containsWhenStatement": true,
"subscription": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 3,
"interface-id": {
"deps": [
"/telemetry:telemetry/subscription/source-interface"
1,
"evaluated_when_entry": false,
"mandatory": true,
"isCustomElement": false,
"sort_order": 4,
"when": true,
"data-type": "String",
"namespace": "/telemetry:telemetry/subscription/interface-id",
"Tabel": "interface-id",
"nodeType": "Leaf"
1,
"source-interface": {
"isCustomElement": false,
"sort_order": 3,
"options": [
"HundredGigE",
"Bundle-Ether",
"FortyGigE",
"GigabitEthernet",
"TenGigE"
1,
"data-type": "enumeration",
"namespace": "/telemetry:telemetry/subscription/source-interface",
"Tabel": "source-interface",
"nodeType": "Leaf"
1,
"destination-id": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 2,
"id": {
"deps": [
"/telemetry:telemetry",
"/telemetry:telemetry/destination-group"
1,
"key": true,
"Teafref": "/telemetry:telemetry/destination-group/name",
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace": "/telemetry:telemetry/subscription/destination-id/id",
"Tabel": "id",
"nodeType": "Leaf"
1,
"keys": [
"ig"
1,
"namespace": "/telemetry:telemetry/subscription/destination-id",
"Tabel": "destination-id",
"nodeType": "List"
1,
"sensor-group-id": {
"mandatory": true,



"isCustomElement": false,
"sort_order": 1,
"interval": {

"isCustomElement": false,

"sort_order": 1,

"default": "30000",

"maxRange": 4294967295,

"minRange": O,

"data-type": "int32",

"namespace":

"/telemetry:telemetry/subscription/sensor-group-id/interval",

"Tabel": "dinterval",

"nodeType": "Leaf"

1,
"sensor-group": {

"deps": [
"/telemetry:telemetry",
"/telemetry:telemetry/sensor-group"

1,

"key": true,

"lTeafref": "/telemetry:telemetry/sensor-group/name",

"mandatory": true,

"isCustomElement": false,

"sort_order": 0,

"options": [

"oc-platform",
"cisco-platform",
"oc-bgp",
"cisco-bgp-ipv4",
"cisco-bgp-ipve",
"oc-bundle",
"cisco-bundle",
"cisco-isis",
"oc-bgp-rib",
"cisco-bgp-rib",
"cisco-qos",
"oc-mpls",
"oc-acl",
"cisco-11dp"

1,

"data-type": "enumeration",

"namespace":

"/telemetry:telemetry/subscription/sensor-group-id/sensor-group",

"Tabel": "sensor-group",

"nodeType": "Leaf"

1,
"keys": [
"sensor-group"
1,
"namespace": "/telemetry:telemetry/subscription/sensor-group-id",
"label": "sensor-group-id",
"nodeType": "List"
1,
"subscription-group-name": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace":
"/telemetry:telemetry/subscription/subscription-group-name",
"Tabel": "subscription-group-name",



"nodeType": "Leaf"

1,
"keys": [
"subscription-group-name"
1,
"namespace": "/telemetry:telemetry/subscription",
"Tabel": "subscription",

"nodeType": "List"
1,
"sensor-group": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 2,
"name": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"options": [
"oc-platform",
"cisco-platform",
"oc-bgp",
"cisco-bgp-ipv4",
"cisco-bgp-ipv6e",
"oc-bundle",
"cisco-bundle",
"cisco-isis",
"oc-bgp-rib",
"cisco-bgp-rib",
"cisco-qos",
"oc-mpls",
"oc-acl",
"cisco-11dp"
1,
"data-type": "enumeration",
"namespace": "/telemetry:telemetry/sensor-group/name",
"Tabel™: "name",
"nodeType": "Leaf"
1,
"keys": [
"name"
1,
"namespace": "/telemetry:telemetry/sensor-group",
"label": "sensor-group",
"nodeType": "List"

3,

"destination-group": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 1,
"address-family": {

"mandatory": true,
"isCustomElement": false,
"sort_order": 2,
"protocol": {
"isCustomElement": false,
"sort_order": 3,
"options": [
"grpc”,
"tcp",
"udp"
1,



"default": "tcp",
"data-type": "enumeration",
"namespace":
"/telemetry:telemetry/destination-group/address-family/protocol”,
"Tabel": "protocol",
"nodeType": "Leaf"

1,

"encoding": {
"isCustomElement": false,
"sort_order": 2,

"options": [

"gpb",
"json",
"self-describing-gpb"
1,
"default": "self-describing-gpb",
"data-type": "enumeration",
"namespace": "/telemetry:telemetry/destination-group/address-family/encoding",
"Tabel": "encoding",
"nodeType": "Leaf"
1,
"port": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 1,
"maxRange": 65535,
"minRange": 1,
"data-type": "int32",
"namespace":
"/telemetry:telemetry/destination-group/address-family/port",
"Tabel": "port",
"nodeType": "Leaf"
1,
"ip": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "ipv4",
"namespace": "/telemetry:telemetry/destination-group/address-family/ip",
"Tabel": "ip",
"nodeType": "Leaf"
1,
"keys": [
"ip",
"port"
1,
"namespace": "/telemetry:telemetry/destination-group/address-family",

"Tabel": "address-family",
"nodeType": "List"

1,
"vrf': {
"isCustomElement": false,
"sort_order": 1,
"default": "default",
"data-type": "String",
"namespace": "/telemetry:telemetry/destination-group/vrf",
"Tabel": "vrf",
"nodeType": "Leaf"
1,

"name": {



"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace": "/telemetry:telemetry/destination-group/name",
"Tabel"™: "name",
"nodeType": "Leaf"
1,
"keys": [
"name"
1,
"namespace": "/telemetry:telemetry/destination-group",
"label": "destination-group",
"nodeType": "List"
3,
"device": {
"deps": [
"/ncs:devices/device"
1,
"key": true,
"leafref": "/ncs:devices/device/name",
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace": "/telemetry:telemetry/device",
"label": "device",
"nodeType": "Leaf"
3,
"keys": [
"device"
1,
"service-point": "/telemetry:telemetry",
"Tabel": "telemetry:telemetry",
"nodeType": "service"

JSONEZ &R 5l

1. service_schema.telemetry:telemetry.subscription.keys

- EEMRA : "subscription-group-name"
2. service_schema.telemetry:telemetry.subscription.interface-id.deps

« A : "telemetry:telemetry/subscription/source-interface"
3. service_schema.telemetry:telemetry.subscription.source-interface.options

- EXMAZA : "HundredGigE", "Bundle-Ether", "FortyGigE", "GigabitEthernet",
"TenGigE"
4. service_schema.telemetry:telemetry.subscription.source-interface.options[0]

- EEMNRZE : "HundredGigE"



5. service_schema.telemetry:telemetry.subscription.subscription-group-name.key

- EXEMIRZA : true

]

"_id": "5d336e66259cd02c05b14567",
"createdBy": {

"name": "admin",
"firstName": "admin",
"lastName": "admin",

"id": "6fea3c84-20c7-4a40-b3a5-5a861a4ffb86"
1,
"formName": "TMO_Settings",
"tabName": "TMO_Settings",
"tabId": "5d336df75ff94c2c00facec3",
"data": {
"database": {
"host": "localhost",
"port": "8080",
"username": "admin",
"password": "admin"
1,
"usecases": [
{
"usecase": "VNF",
"displayName": "Basic VNF Check",
"canSchedule": true,
"emailBody": ""

"usecase": "ESC",
"displayName": "Hello ESC Use Case",
"emailBody": "HHHHHEEEEE"

JSONPath/Rff :

1. data.usecases[x].usecase

- EXHAZR : "VNF""ESC"
2. data.usecases[x].displayName

- EENAR  "EAXVNFRZE" "Hello ESCERA R A"
3. data.database.host

- BEENRE "R



4. data.usecases[0].usecase

- BEEMAZR : "VNF"
5. data.usecases|1].usecase

- EEXWAR : "ESC”

g14513

"success":

"response": {
"jsonrpc": "2.0",
"result":

"current_position": 1,
"total_number_of_results": 6,
"number_of_results": 6,
"number_of_elements_per_result": 3,
"results": [

[

true,

"arista-dcs",
"arista-dcs",
"5.2.4"

"cisco-ios",
"cisco-ios",
II6. loll

"cisco-iosxr",
"cisco-ios-xr",
II7.7II

"cisco-nx",
"cisco-nx",
"5.7.6"

"cisco-staros",
"cisco-staros",
"5.10.4"

"juniper-junos",
njunosll ,
"4.1.3"



JSONE&E R :

1. response.result.results[0]

s BEEMAZA : "arista-dcs". "arista-dcs". "5.2.4"
2. response.result.results[0].[0]

- EEMAZR : "arista-dcs"
3. response.result.results[0].[2]

- EEMNARA :5.24”
4. response.result.results[5]

« EEXEMRZA : "juniper-junos", "junos", "4.1.3"
5. response.result.results[5].[0]

- EEMRZE : "juniper-junos"
6. response.result.results[5].[1]

- EEXEWARE : "junos"
7. response.result.total_number_of_results

- EXHNAR : 6

E154:
[

{
"name": "A11",
"defaultPreference": true,
"1sa": false,
"default": false

3,

{
"name": "nsol79",
"defaultPreference": false,
"1sa": false,
"default": true

3,

{
"name": "nso0226",
"defaultPreference": false,
"1sa": false,
"default": false

3,

{
"name": "nsol65",
"defaultPreference": false,
"1sa": false,
"default": false

3,

{

"name": "USER_NSO",



"defaultPreference": false,
"1sa": false,
"default": false

}
]
JSONEE KR -
1. BB AEIEMBERF
- EEMAZR : "All'. "nso179". "ns0226". "nso165", "USER_NSO"
2. [0].name
- EERNRZA : “AlI’
3.[1].8% :
« EEXEHAZ : "nso179"
Eif515:
[
{
"id": "6fea3c84-20c7-4a40-b3a5-5a861a4ffb86",
"username": "admin",
"email_address": "admin@bizapps.cisco.com",
"first_name": "admin",
"Tast_name": "admin",
"created_at": "2019-07-15T08:39:36.000Z",
"local_user": true,
"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"
3,
{
"id": "edfb066f-93b1-43e2-8ed1-5118f9651311",
"group": "workflow-admin"
}
]
1,
{
"id": "21512d4a-5e0a-4f0e-8de6-55c344d25aba",
"username": "demo",
"email_address": "demo@bizapps.cisco.com",
"first_name": "demo",
"last_name": "demo",

"created_at": "2019-07-15T08:39:36.000Z",
"local_user": true,
"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"



"id": "0224419d-8168-4ddf-9212-5811e4b6d913",
"username": "svcuser",

"email_address": "svcuser@bizapps.cisco.com",
"first_name": "Service",
"last_name": "User",

"created_at": "2019-07-15T08:39:37.000Z2",
"local_user": true,

"groups": [

{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

3,

{
"id": "f7557a5e-0d75-4357-bcab-2a74680f2890
"group": "svcacct"

}

"id\": "7100d085-3067-46c0-8f0b-945162f5e011",
"username": "bpaadmin",
"email_address": "bpaadmin@bizapps.cisco.com",
"first_name": "bpa",
"Tast_name": "admin",
"created_at": "2019-07-15T08:39:37.000Z2",
"local_user": true,
"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

"id": "9ebfd385-f7c9-40f7-aa50-8c27d88a5c93",
"username": "svcmgr",
"email_address": "svcmgr@bizapps.cisco.com",
"first_name": "Service",
"last_name": "Manager",
"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,
"groups": [
{
"id": "340d0431-52c0-4f43-9214-2a6db989b865",
"group": "service-manager"

"id": "3bebeca7-bf5c-48d6-98fc-65208be59589",
"username": "devmgr",
"email_address": "devmgr@bizapps.cisco.com",
"first_name": "Device",
"last_name": "Manager",
"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,
"groups": [

{

"id": "cc5b9f7e-12dc-46ec-b31c-529d7671d073",



"group": "device-manager"

}
1
1,
{
"id": "dcab8603-e763-4d5c-958b-d57e4bc7eel2",
"username": "demouser",
"email_address": "demouser@bizapps.cisco.com",
"first_name": "demo",
"last_name": "user",
"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,
"groups": []
}
]
JSONEEE R :

1. groups[x].group

s EEXMAZR : "admin". "workflow-admin". "admin". "admin". "svcacct". "admin".

"service-manager", "device-manager"
2. [0].last_name :

- EENRE  "EEE"

HEREEAEE  ERXEEARE
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Juniper_34_Netconf NED . 15080 i h  netconl f [oV e |
1t060f6 I < Pagelof1 > >I

2. #&#— T Device Actions, RIFEE R FPLEE,

N o EEEREENRIUISRES  TRER TRE. B4,

Select NSO Select RES Node
NSO 226 v jun_32 v

NSORE

N WE  MEANSOREFRRA TLSA , BIFEEE TNSOMLSARIZEES | 46 & BB ARFSHEIE,
. BUARIERFSHIE,

Device Actions FHYRIEEE R ZEHIFE B M E,



Device Manager

Device Manager Credentials Device Groups

Device Actions ~

Ping

Connect
Fetch Host Keys

Check Sync

Compare Config

View Config

sync From

sync To

E]. Juniper_34_Netconf_NED



KERFEFE

Device Actions A

Ping

Connect

View Config

RERFFE2



( Device Actions A )

Get Status

View Config

Sync

KERFEFES



Device Actions A

l Get Status

o ~ 1

View Config

Check Sync

Deploy Config

Backup Conhg

EERIERE4



[ peice Acions ~
Device Actions A
A 4

Get Status

View Config

Check Sync

KEREFES

Eﬁ



Device Actions A

Ping Device m
'€
|

View config

Discover device




Device Actions A

View Config -

Compare Config

Check Sync

Sync From

EERIERET

Device ActionsiRBEII T :
eS| FREe

ssssssssss

uuuuuuuuuuuuuu

Ping
=R =9



3]
B AR
Ve

LEREE

BREE

CE

EEZE
TR EIE

A

ConnectZ2 Y EiRE L EMIELR , WiIREIELFEAMREE,

ERIHSHUTREEEDIMORER.

EFSyncENSO COBHHEKER ERTHEE LW

Check Sync X

BITERERS.

Device Name

3.021

Result Info

IN-sync

BB EREKRNSO COBHIVEL B EAFTE S B £ HETT

Comp:

BLEEITEES.

View Config ( MBREE ) RFFEMR
BEEERENEE. WREDHE

aaaaaaaaa

FERRE—ERZ

FEREESERE

, igfEView ConfigiR B ZEBEEZBUBREE R,
Sync FromEFEE , SAREEEFHNSO CDBELIESTHL

Sync From

Device Name

3.0.2.1

B,

X

Result Info

frue

B HNSO COBH#FHE EREEETEERD

"MEHEE. RHTERRBERENRFRONEER,
152 F 3 AT LUR 2 R pAMie 0 B SR i A D@ AR B RAR R R 4



I8 St
F*‘“?’“%ﬂ%ﬁmﬁﬂiﬁﬁfﬁ@ﬂ%ﬂ (%“*TE%

Target Repo

DCNM) , iR B EF EH. (

EXERPEENEERERABTFEE, BPAER
CDP neighborin S fE BRI, BHal , BPARBREE
RETESE. "REL RAETFEERBNEENE.

BRARE Discover devicesEHB R 2R RE BN FEURERH
IPibyt, FH#H., FENMBRBREINER. ESELER
WREE K FHREXKEIWIZ—TAID Device to
Inventory,

WiEEE
BBEEEERNMEEESEBBHNNSOMEZI K EZHIER
BEXNEHRE , FHRTUTIR

1. £ "Device Manager ( £ EE 2 ) J HE L& —TAdd, Add DevicetR & B

| Add Device X
\
Name * Address *
Port * Description
|
; Latitude Longitude
| Select Auth Group * ~  Select Device-Type * v
Admin State * v

Cancel

ANSOFEBRERE



2. IANSORHIZE | B AL TR

- BRBALEENSR

o EEE AR

o Latitude: B AZEBH HIBIEEEA

- REBAZENHMRHIEEHR

« Authgroup:f& T hE E PR IZ E B 2B Authgroup

+ Admin State:#£Admin State T Hi#E H#FEAdImIn StateE 5l , LIEFIEEE
o iybE AR BN IPHLE

« REARMAENEIMRNEESHRA

s HEMNR R THIRENEEENENEENESH

‘ Add Device

Name * Address *
‘ Port * Description

Latitude Longitude

Select Auth Group * v Select Device-Type *
Select Protocol * -

Jump Server

Server Name or |IP address Select Auth Group

Connection Method

[] ssH[ ] Telnet Port

Cancel

EEINEENIBRERS

3. WRNEEINREZHIE , FAALTR

- BBEBNERE

o itk FEERYIPH I

- EEE  EFIBIRE

- R EMEREKNEENRA

o Latitude: S ERV I IREE EFH

- REEENHRoEER

« Authgroup:f£ 8% & /Y T % B FE# Authgroup

- HERREFRERA (HIEWCisco I0S. 10S-XR)



« BIAWE : BIESSHZ Telnet
« Jump Server:BkEE] FREFVFFAAER ( FlanPitbut, FHRFEHE, HEMNE )
4. R—TOKiGH B FH 1B TR,

mEEREFHEN

BEREXEEERREREREFMEAEBERMNSO. AnsibleMERTIEE 2525,
BEREBEEFMER , FUTUTRE

1. fEHomeH £ — T Device Manager , AR H B FE W BIZHE,

Device Manager
Device Manager Credentials Device Groups

TN Select Controller
Add (" upload ) ( Download ) ns0-80
—

FE PR X Clear Selection @o

Name ! Description : Address ! Port ¢ Controller ! Credentials ! os

Protocol Actions
» 10.1055244 22  nso-80 IOS_AUTH_LOCAL_LAB 33 h °© " i
. DCLF_0 10022  nso-80 7.14 h °© @ i
. DCLF_1 10023 nso-80 defaul h °© " i
| DOLF_2 10024  nso-80 7.4 n ©/s 3
. DCLF_3 10025 nso-80 defaul iosxr-cli-7.14 h ® /s i
| Juniper_34_Netconf_NED nso-80 junos_Avinash  netcont f [oV e |

1to6of 6 1€ ¢« Pagelof1 > >

w25 B R

2. 1Z12EditE R, Edit Deviceti &R R,



Edit Device
Name Address
Port Description
22 test_device
Latitude Longitude

Select Auth Group

Select Device-Type

cisco cli -
Ned Id Protocol

cisco-ios ssh

Admin State

unlocked

i

i

fmEERE | NSOZLHIZR

Edit Device

Name

Address

Inventory Name

Credential *

iREESEE  Ansiblei 485



Edit Device X

Name Address *

Port * Description

22 test description

Latitude Longitude

Select Auth Group * +  Select Device-Type * v

Select Protocol *
ssh g

Jump Server

Server Name or IP address Select Auth Group -

Connection Method

(7] SSH|[] Telnet Port

Cancel

MEERIE . EEAERSEGISR
3. RIBIEFIRAERREREFMET.

N W mEEENamelif. WANSOBSIZE NED-ID FH BB AR BB BEBENAHE
3,

4. F—T TOK, UREFE2ERS,
fiBR 4 B

RENSOZHIBRMEEIKRELFIRERBREETERMREE,

EMBREE , FHITUATHRE



1. BB EEEEEDeleteE T, REBRATESTHE,
2. ﬁ_TOKJ’j\Hﬂuﬁ%ﬁlﬁo

N mz . MIBRNSOEEIE S M NSO/ B E(CDB) B K A M.

EARE

AENSOZFIR <X EERREEEREARE.

EAEE :

Device Manager

Device Manager Credentials Device Groups

Y
Add Upload [ Download |
e v

REEERLE

1. %% —"F "Upload. , A # RFEH IR EHRERE,

2.UMRFE , FTHRESRAEEAZEREARETE, ARKEERNFRESN

RIEBER.
THREBHR
ENSOZFIR X BT HEBEER,

ETHEERR , FHITUTRE

Device Manager

Device Manager Credentials Device Groups

4 Upload
( oa
WP

i Csv i Excel

vy

3
¢

H

Download Device Template



KREEHESRTHR

1. ¥ —T "Download.s ., 4B EGFEBMUERIER (csv)WASHRATFR R ib KK,

A B C D E F G H [ J
name address port description authgroup admin-state device-type ned-id protocol

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19 |

N

2. EAEZRFSELZRFSTMEKE,
®AR B E L

UTARZERREOERGCHE

*« NSO

« CNC

Cisco Catalyst Center
DCNM

NDFC



Saelect Controller Type Select Controller Instance
DCNM - DCNM-New -

Q, T & |20 |

LY ]
L

! OSType Pr... ! Actions

NIK-CO300v 1O 1=

NOK-C9200v LO =

0
@ |

MNAK-C9500n

[l

MNIOK-C9300v ©

1todof 4 1« ¢« Page 1of1 » »I

BREDELREER

ERAELRERRFEOELCEE RURE TEM) B, tERHMBRETANBOEE

o

_ Wiy, Home / Dovico Manager / Backups

. dmin admil
cisco Business Process Automation aminacmin o O 9

Backups

Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Device Name: N93H_207 Controller Instance: DCNM-New
+ osv * Excel Qa v O (20 v

[] Backupid i Policy Name ! ScheduleT... i Label ¢ Start Time ! Duration f Actions

‘:| a87043e0-13ed-11ed-b116-254. Default-DB On Demand sanity-test 202. 08/04/22, 5:34:57 PM 37s ® - @
‘7| 4885cc00-13e5-11ed-9487-a54.. Test-BnR Recurring 08/04/22, 4:35:00 PM 37s © @
H aa9d57b0-13da-11ed-ac10-79f8. Test-BnR Recurring 08/04/22, 3:19:00 PM 2s @ - @
rl ©53b6cb0-1290-11ed-b470-f1d0. Test-BnR On Demand UAT-08-02-20.. 08/02/22, 11:57:31 PM 38s Q -+ o
\:‘ 5727b600-1274-11ed-8ddd-276... Test-BnR Recurring UAT-test-001 2...  08/02/22, 8:34:00 PM 3s © L
\:l 7b5de0b0-1235-11ed-b851-b14... Test-BnR-Gitlab On Demand test-009 2022-...  08/02/22, 1:04:03 PM 37s © - @
r‘ 06a22db0-1232-11ed-8d99-c11.. Default-DB On Demand sanity-case 20... 08/02/22, 12:39:18 PM 37s @ - @

"RIPERRHE B

i



HRERMFMBRENETEIE , MTATR,

BRHEOEE

Backup Configuration

vlan 1

vrf context management
1p route

interface Etherneti/1
interface Etherneti/2
interface Ethernet1l/3
interface Ethernetl/a
interface Ethernetl/s
interface Ethernetl/6
interface Ethernet1/7
interface Etherneti/8

interface Ethernetl/9

intanfaran C¥hannatl /10

"ROERE. RE
GEERMEOREPNEERE, XEEERATHEENEE,

LEREE



Compare With Current Config X

Device Name : ios-xr-120 Controller Name : NSO-176

Running Config vs Backup Config (30/05/2023, 12:58:58) ~

1-MWed Jul 5 09:43:12.245 UTC
2 -Building configuration...
3 11 I0S XR Con on 6.0.1 !1 I0S XR Configuration 6.0.1
4 11 Last configuration change at Wed May 10 10:10:32 2023 by cisco > 11 Last configuration change at Wed May 10 10:10:32 2023 by cisco
5 ! 3 !
6 hostname 10S_XR_116 4 hostname 10S_XR_116

5

logging hostnameprefix 4.3.2.1
6 cdp
7 line default

7 logging hostnameprefix 4.3.2.1

8 cdp
9 line default

10 transport input ssh 8 | transport input ssh
EER 9 1

12 interface MgmtEtho/0/CPUO/O 10 interface MgmtEtho/0/CPUO/O

13 cdp 1 cdp

14 ipv4 address 12 ipv4 address

51 301

16 interface GigabitEthernet0/0/0/0 14 interface GigabitEthernet0/0/0/0

17 cdp 15 cdp

18 ipv4 address 16 ipv4 address
19 1 7

20 interface GigabitEthernet//0/1
21 cdp

22 ipv4 address

23 1 2
24 interface GigabitEthernete/e/e/2 22 interface GigabitEthernete/e/e/2
25 | shutdown 23 shutdown

26 ! 2

27 router static

28 address-family ipvd unicast
29

30 ! 8
3t 29 1

8 interface GigabitEthernet0/0/0/1
dp
pvd address

uter static
dress-family ipvd unicast

32 ssh server v2 30 ssh server v2
33 end 31 end
34-

35 - RP/0/6/CPUG: T0S_XR_116#

"HREE. RE

LR ER RO REETER BN HE MR EEET LR,
BREE

X

Are you sure you want to restore to this backed-up config?

RS B ERERT

£ A & W LA B2 Wi 47312 ¥ Restore ConfiglEl 'R, EMFHM—E S HEFAEANBEEYEEL R
o —HHERY , HITEARERMEABIAER TR

NSO HIZR MBEERE B H25 F EX E Credentials EH

KRB 2425 LA Cisco Catalyst CenterflAnsibleiZHIEFH BB BB R BEE. KEH
A8, EFHHMBRCisco Catalyst Center, DCNM, AnsibleflvManagei2 & 25 #0 BIEHIRE,

Credentials HE A FFEAEEAHBHSSHE B RBEAS S ERAEHRIERERE.



EMEBIE , 557EDevice ManagerE [ Li##ECredentials.
A LASHAT T 53R 4E -

- HTEHBRIR
- RERE
- RAUABEEEDMER

N i kERBEEEENS RN EREETE.
i8R IE

EXENSOZH B MEE KB 2527/ ERE.
EMESHRE , FRTUTERE

1. #£CredentialsEME £ , #&#— TFAdd, Add Auth Group#R & BRI

Add Auth Group

Auth Group name *

default-map: Remote authentication parameters for users not in umap

remote-user

remote-auth

remote-secondary-password

B HREE

2. B ALLT M -
- BORFBHEEE




- BB
- REFHAERR
. FIENRIRZRE
- FTEWNRIREEBZR
3. #%—F "Save, LAFTIBERFTRE,

mEEBIR

ENSOZHIRMEZI K ERHBXERERRE.

1. 1##CredentialsE &,
2. BEEREBIWEZERFEET. EditAuth GrouptR &R
3. imEETERR Y MRV EF M E RN , A% IZ— T Save,

Edit Auth Group

Cholce - remotelser
remateMName

Specify device user name *

Cholce - remotesuth
remaotePasswiond

Specify the remote Password

remaoteSecondaryFasswaord

umap SR E

4. MRFE , TEABENAT —ERSEERP I AEF R Eumap:

* admin
- FBEH
- B¥ER



- T HLEE AR IERemote Name
- MAKBEFERAER
- T HIiE EE HiEERemote Password
- MAFTENRIRZER
- WAFTENIRIREBZR
5. & — T Save LA F 8 umap.

il BRI 4%

RANSOZFIBMEET R ELHIRZEMRERE.
EMBREERNBE , FHITUATERE

1. #£CredentialsEH Lt , A% EHIBZEDeleteB . R EBATRESHEHE,
2. E_-FOKJ‘;{HHIJ F?yl%ﬂo

KiEHE

NSO#Cisco Catalyst CenterfZ2 8% F E X #&Device GroupsEH,

HEERHEDCNMAAnsibleiZ HI2F B IV IR B L EHMN RFBEE, 'READCNM, Ansiblef
vManageiZ il 2a ¥, EHNMEREEHMNIEE,

Device Groups EEI AFFERAERVEBHEIAE ST BERBRERT, EHETUHERTTRNRE
, EERFBEANRZBERTNIBEE.

BESBEEE , FHTUTRE

1. G EEEREREFTRELBEHTEM,

2. 8E FFEENE R RDevice GroupEH , HEFEEUTIRIE :
- FIgEENR
- fmEEEEE
- MEREE

MEEREE

EZENSO#Z#|E5 M Cisco Catalyst Centerf B E 4,



EXEKEME  FITUTRERE

1. #Device GroupEHE L% — TAdd. #B8EXAdd Device GroupR &,

Search Q D Selected(6) Search Q I Selected(30) :
Device Name Device Group Name
10.105.52.44 07e541fd03ed5
DCLF_O 09615f8f686¢d
DCLF_1 Obdegbd1edde
DCLF_2 10495b0287650
DCLF_3 v JRES)
Juniper_34_Netconf_NED 185631867848
— _ v

FEREM

2. MAFERNER , RBE—T Save,
mEXER

NSO 4|88 M Cisco Catalyst Centerx I iRiEH B H,

1. 1®#FDevice Groups,
2. BB E{RENISEHENEJE R, #BREdt Group DetailsiRE , HhBERFETAELENFE
B,

@ selected(1) @ selected(29)

Device Name Device Group Name

101085244 . @ o7es4mdozeds

00615i8f586cd

Obdedbd1feddc

123

D
FEAHEER

3. EEERTRMAREABAMERMBREE,
4. EEAIEST  EFEMENE , RARE—TUpdate.



B B R0 1E =

\lui]y,  Home / Device Manager / Configuration Backup Jobs

cisco  Business Process Automation admin admin e a O e

Configuration Backup Jobs
Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Controller Type Controller Instance Status From Date To Date
DNAC, CNC, NSO, DCNM ~  CNC-211, DCNM-67, DCNM-... ¥ COMPLETED, RUNNING, FAIL... ¥  5/21/2023 ® x  6/5/2023 B x @ Auto Refresh
4 csv ¥ Excel Qa v O

Device i Controlle... ¢ Policy Name ¢ Schedule N... i Schedule.. : Label i StartDate... ¢ Durati... i status i Actions
CIOS8kv-18.f... DNAC-R3 DNAC Backup De.. On Demand 06/05/23, 2:55:3...  17s SKIPPED @ -
ios-xr-121 NSO-176 NSO Backup Defa. On Demand 06/05/23, 12:27: s COMPLETED @
cisco-iosxr-n...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:4... FAILED o
cisco-iosxr-0 CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3.. FAILED (]
cisco-iosxr-2...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3... FAILED o
cisco-iosxr-1...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3... FAILED (]
br-cisco-iosx... ~ CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:0...  21s SKIPPED @ -~
cisco-ios-1 CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:0.. FAILED o
N93H_157 DCNM-67 DCNM Backup De: On Demand device check 70 06/02/23, 7:01:1 15s SKIPPED ©
N93H_154 DCNM-67 DCNM Backup De... On Demand device check 70 06/02/23, 7:01:1...  29s SKIPPED @ -

A RN SR

Configuration Backup Jobs ER "I ERMEANHENFE., BAEETEAREN —EHKE , UK
RATEAMNARRE, ATSURIRIEGIBER A, #HI2E0IE, HOREBUR BHEEBRER. ARER
T, BgERREmBENER,

MR EAUTRE

wEnkE



Backup Configuration

Il I05 XR Configuration 6.0.1

!! Last configuration change at Wed Jul 5 04:36:30 2023 by cisco
hostname I0S XR_121

telnet vrf default ipvd server max-servers 1
aaa authorization exec default local none
aaa authentication login default local
cdp

line default

transport input ssh

(]

interface MgmtEth0/0/CPU0/0

description testl234

cdp

ipvd4 addreas

|

interface GigabitEthernet0/0/0/0
description teatl2l

cdp

ipv4 address

|

interface GigabitEthernet0/0/0/1
description test

cdp

DB &

HREERBOREFINRERE, i ZETREE,

B EE



Compare With Current Config .

La

Device Name : ios-xr-121 Controller Name : NSO-176
Running Config vs Backup Config (05/06/2023, 12:27:53) ~
1-Wed Jul 5 09:48:31.963 UTC =
2 -Building configuration...

w

11 10S XR Configuration 6.0.1
!l Last configuration change at Wed Jul 5 04:36:30 2023 by cisco

11 I0S XR Configuration 6.0.1 1
4 !t Last configuration change at Wed Jul 5 04:36:30 2023 by cisco 2
5 ! 3
6 hostname I0S_XR_121 4 hostname I0S_XR_121
7 telnet vrf default ipv4 server max-servers 1 5 telnet vrf default ipv4 server max-servers 1
8 aaa authorization exec default local none 6 aaa authorization exec default local none
9 aaa authentication login default local 7 aaa authentication login default local

8

9

10 cdp cdp

11 line default line default

12 transport input ssh 10 transport input ssh

13 ! 11 !

14 interface MgmtEth@/0/CPU0/@ 12 interface MgmtEth@/0/CPUG/@

15 description test1234 13 description test1234

16 cdp 14 cdp

17 ipv4 address 15  ipv4 address

8 ! 16 !

19 interface GigabitEthernet0/0/0/0 17 interface GigabitEthernet0/0/0/0
20 description test123 18  description testl123

21 cdp 19  cdp

22 ipv4 address 20 ipv4 address

23 ! 21 !

24 interface GigabitEthernet@/0/0/1 22 interface GigabitEthernet0/0/0/1
25 description test 23 description test

26 cdp 24 cdp

27  ipvé4 address 25 ipv4 address

28 ! 26 !

29 interface GigabitEthernet0/0/0/2 27 interface GigabitEthernet0/0/0/2
30 description test 28 description test

31 shutdown 29 shutdown

B E

LR ER RO REETR BN HEMHDEEET LR,

BB R AE

N g pREEAERUEESEERME  EBET—RMS.

BRERFRES



View Error X

Prechecks Execution Failed

R AR E

MRERTERBARERMEL , ISERBRERFEER

No

mREER

Home / Device Manager / Configuration Restore Jobs

T e | v @@ O O
cisco  Business Process Automation admin admin

Configuration Restore Jobs

Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Controller Type Controller Instance From Date To Date
NSO, DCNM ¥ DCNM-67, DCNM-Nexus, nso... ¥  5/21/2023 B x 6/5/2023 B x

Device Name : ios-xr-121 c e e ° 100%

Start Time: 06/05/23, 9:47:12

AM PreChecks Restore ConfigDiff PostChecks
4 csv ¥ Excel Qa v O
Device % Controller Instance  ControllerT... ¢ Policy Name ¢ Initiated By ¢ StartTime } Status  Actions
— | ’ . T 2B
[] iosxr-121 NSO-176 NSO NSO Backup Default Po...  admin 06/05/23, 12:30:35 PM RUNNING @
| fos-xr-121 NSO-176 NSO NSO Backup Default Po...  admin 06/05/23, 12:28:20 PM RUNNING # 2
fos-xr-121 NSO-PT-179 NSO NSO Backup Default Po...  admin 06/05/23, 9:47:12 AM COMPLETED
bnr_nexus_145 NSO-176 NSO UATintern3005 admin 05/31/23, 2:14:39 PM RUNNING

EREEE R

EEMERTRE-EERHFERAMERE,

BETERGIEFEER



Home { Workflows / Tasks / 1686(574-13ed-11ed-ba50-16a7cf8c3813

admin admin o Q e

cisco. Business Process Automation
Task List
Overview Tasks Defined Workflows Workflow Instances
Debug View Incident List
Auto Refresh ) From Date B ToDate [a)
+ csv + Excel Q T O [20 v
Task i Type ! Started  Ended i Duration ! Status Owner i Assignee { Groups i Acti.

End noneEndEvent 08/04/22, 05: 08/04/22, 05 0:00 Completed

Updat 08/04/22 Completed

ConfigD...  serviceTask 08/04/22, 05: 08/04/22, 05 0:00 Completed

/04/22, 05:.

213

userTask

Execute. serviceTask 04/22, 05:....

08/04/22, 05:. 08/

iceTask

ConfigD... s

2, 05:. 08/04/2

Pos

TERHIE

MR PRRE—
A BAE SR TAER TR EE .

BEMPFEEBFEEA

View Config Diff

Device Name : ios-xr-121 Controller Name : NSO-176

Running Config vs Backup Config (Mon Jun 05 2023 06:57:53 GMT+0000 (UTC))

24 interface GigabitEthernet0/0/0/1 22
25 description test 23
26 cdp 24
27 ipv4 address 25
28 ! 26
29 interface GigabitEthernet0/0/0/2 27
30 description test 28
31 shutdown 29
32 ! 30
33 router static 31
34  address-family ipv4 unicast 32
35 33
36 ! 34
37 ! 35
38 ssh server v2 36
39 end 37
40 -

41 -RP/0/0/CPUG:T0S_XR_121#

REFMEANBRERE

MRERTHERGBEEECRAEEHEBRPER,

Completed

Completed

Completed

MEEAERBDI TEREAEXFNITFERGERR., E& , FHEM

interface GigabitEthernet0/0/0/1
description test

cdp

ipv4 address

'

interface GigabitEthernet0/0/0/2
description test

shutdown

!

router static

address-family ipv4 unicast

!
!
ssh server v2
end

AlgBnERER, BEFLE KRR —EYHE

B, HP e EEREEBH RN REFMAERAMNBRE,



ERERRFARERARER
OS UpgradefE T2 X SoFHE A & BRI BB h Y R B BT Y FHRIR

BB 1EMarket Variance EF 2 P I Device Type RELBOSHMEMN T/EFH. "HEBRF|, H—1E
BIE  IUAKRENEEREAREIREEEERRENITHER., IBBE—TOSHBZEAEXH
W FTE R BOSH#REF, fECreate OrderEHAF , FAEEERZANEERRARNES

o

IRFERERRREREE , WTAR :

- ##EController Type:NSOmvManage

- EENSO ( MREE T ZENSO)

« & Region/Market= Device GroupEFiZ s

- WMRPTEIBIEEE ARegion/Market , BIHE 1E 15 (#l20Region. MarketFDevice Type) A] i 1E

N o RENTERETEERTRE

- HNRIEIF T Device Group&i#es , BI A LLiEEDevice GroupFDevice Typer) HiE 1 :
- 1#EfEvManage ( BARvVManage#E )
- JBIEER#EES - vManagei#l25618
- BEZEERF : vManage_Cpntroller
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O Upgrade Com...  noneEndEvent 03/31/20,1236 PM  03/31/20,12:38PM  0:00 Completed =
o Modify Status  serviceTask 03/31/20, 1238 PM  03/31/20, 1238PM  0:10 Completed
O Nextone exclusiveGateway 03/31/20,12:38 PM  03/31/20,1238PM  0:00 Completed
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A (a0 — Cisco-ios, Cisco-iosxrE ), MRRINHEEZGT , FHETACKEK GO XE
EREINED,

N e mEENSORETREATLSA , I ANSORE TLSARK S | B & BB ARFSHE
, fmﬂiﬁﬁ%g_1RFS§ﬁ%ﬁo



Select NSO Select RFES Node

NSO 226 ~  jun_32 ~

NSO&E
3. T PEEHREEVersion,
4. FECommandsi@{z i A EERFBHN S |, Bl

* ip vrf ccs-auto-02

« ERBccs-auto-02.com

* rd 20057:800294

* route-target export 20057:800200
* route-target import 20057:800200
* route-target export 13979:103104

BRETLOFITUREERRETRERAD T EREFTEE,

5. #&— T Upload Config L BB EER. ELEREH.txti=,
6. ¥ — T Validate Configi{Tan S
7. MRFE  JEBR-TEHELWEGER. BRU csviERXEH,

ERFEME  BPAHBEGSHTRELE AL,
FAIEREARES

THEREARAREHETETHOAE, RROERE. RBRNSEH. EEEHENEETHENER, ©&
BN TRRBREE,

1. B EiBEWorkflowsFER R,

2. WorkflowsBE HIEERIETEIETHHIE, BRANER. BRAESH, EECIEIREESTHEK
LIRABESEHEE,

BRER

ERFERIRA S ENES , FHITUTRE

1. BEEEBEBRURRER.



"%, BER

2. TasksEZ R TER :

- IEERBETIBEERTHERAERBNAMEEY ; JHMEATHENME RS BER
s BNERBTIBEERAESIHEAERBENER ; EERT , EoNERERE
g =pls
- RWAB-BRATEHEEH
3. BB EMR , 55F A Camunda Modeler, #H&EBPAERRERXFEI,
4. FACamundaTERERE TEEMEHAE) X TFEREL PHBEMERIEABEE RS 7 H
TELFEREES

- ARFNEBBERITUAEEHNRESER
5. BEEBEREERRE. BRNRH. B—TEEDBS UERFAERA. ARIERTERE
TR SR RC 8%

EES

6. iB#EDiagram B RUARREK B B =,

Note BIR AR EAEESTHER. RAERHIREGEIRNERETRBFIMRE. WEFAIE
ERLL T RATEE

- ERERERRRLEBRNIRZBEAZEN -2 , NEEHEHEBZELERR
EEAEMEE
- EREREERERERRBIAVET TR



T DescriptioniZ IE R E AR A,
TMy GroupsHlUnassignedZf 4 LA 43 B FE RV (£ 75
TEREBIIHENER , FER—T "BRNERK. JIRPHIBIARE, SERUIER

7. %%
8. &
9.2

B Get Upgrade Parameters

Schedule Schedule Type

(@) Now () Later (@) Serial () Perallel
Devices
Templates

UMEH
10. ETLEWERE , & — T Complete,

Get Service Provisioning Parameters

View Tree ] | Collapse All
vy
logging_service:logging_service

name * device

logging_server_ip

W

Ul
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Key,
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2. &% —T T"Proceed. »
MRAERY TERFIEEZETDMN , BIFTSIEIDVMNERTBRUTEER -

New Process Definition

€ unicacasPMN 20 Assign Groups

Upload a BPMN 2.0 to create a new deployment.

| Choose Files |No file chosen
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m |
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1. ¥ — T Import As Draft, Upload Draft3 & B &



Upload Draft X
Upload a BPMN 2.0 to create a new draft.

| Choose Files | No file chosen
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LEER

2. #— T Choose FilesLLEIZEI FEEER
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Delete Workflows X

Are you sure you want to delete the selected Workflows?

3. — T OKLAMIBRIZEM TER. #&BIRIDelete Workflows detailti &,

MR THERAR &

Delete Workflows X
Name Type Result Reason
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new123 Deployed Deleted =
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viliai]s,  Home / Workflows / script _ admin admin o o e
CISCO Business Process Automation

999+

,{M? e " .Jlu; Save External_script
M { General Listeners Input/Qutput [}
I~
General
oo O ;
O ® External_script x
D % Name
[E] D Script Task
E] Details
[l:l Script Format

javascript x
Script Type

External Resource B
Resource

external_scripts/hello.js X
Result Variable

CamundaI{E5

S IBERES A Blnline ScriptEiExternal ResourcefyScript Typei&HE.,

- f1REEInline Script , AIFEEEScriptl{L P IEEE BRI

- INERIEE T External Resource , BIFEE AResource {15 E/ERIE S IHE R R,
EFE T A E S SMEACamunda TER F HIResourced& R 545 , BPAREHHEAET
FEUAT B E B E,

cd /opt/bpa/data/camunda/external_scripts/
EX: cat hello.js

// generating a random number

var a = Math.random();

print(a);

print(\"Hello World\");

#& LA 51 8RR E Atrue(/opt/bpal bpa-helm-chart-<.version>/vaules.yaml)

cisco-bpa-platform-cs-camunda:
enableExternalScripts: true
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2. Workflow Instances BB R THERFIEREZE, BHHR A, REMITENBE,

Select Process Instance Type
B ToDate B  Running
= Name = Started ¥ = Ended = Duration = Status  Actions
{11e8-838a-0242ac 130009 Service Provisioning Workflow 6/25/2018, 8:54 AM 9 hours ago ACTIVE @" | IO
P761-11e8-838a-0242ac 130009 Os Upgrade Main Flow 6/24/2018,11:31 AM a day ago ACTIVE pisgram | I RO
P761-11e8-838a-0242ac 130009 Os Upgrade Main Flow 6/24/2018, 10:57 AM a day ago ACTIVE ! Inme

& = B~
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Select Process Instance Type
= To Date £  Running
= Name = Started ¥ = Ended = Duration = Status  Actions
1e8-838a-0242ac 130009 Service Provisioning Workflow 6/25/2018, 8:54 AM 9 hours ago ACTIVE @. (O]
761-11e8-8382-0242ac 130009 Os Upgrade Main Flow 6/24/2018, 11:31 AM a day ago ACTIVE m ©
761-11e8-838a-0242ac 130009 Os Upgrade Main Flow 6/24/2018, 10:57 AM a day ago ACTIVE B Inme

EEER
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WORKFLOW INSTANCES

Select Process Instance Type

¢ ToDate ¥  Running
= Name = Started ¥ = Ended = Duration = Status Actions
le8-838a-0242ac 130002 Service Provisioning Workflow 6/25/2018, 8:54 AM 9 hours ago ACTIVE E |®9
B1-11e8-838a-0242ac130009 Os Upgrade Main Flow 6/24/2018,11:31 AM a day ago ACTIVE "m@
B1-11e8-838a-0242ac130009 Os Upgrade Main Flow 6/24/2018, 10:57 AM a day ago ACTIVE B Inm®

Z1EER
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= Name = Started ¥ = Ended = Duration = Status Actions
11e8-838a-0242ac 130009 Service Provisioning Workflow 6/25/2018, 8:54 AM 9 hours ago ACTIVE ! Inm
[7761-11e8-838a-0242ac130009 Os Upgrade Main Flow 6/24/2018,11:31 AM a day ago ACTVE
[7761-11e8-838a-0242ac130009 Os Upgrade Main Flow 6/24/2018, 10:57 AM a day ago ACTIVE Inm®
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Process Instance ID:c9246354-a473-11e9-a54d-0242ac150007
Overview Tasks Defined Workflows Workflow Instances

Task List

Debug View Incident List
From Date © ToDate =}
4 sy + Excel a v 0
Task = Type = Started = Ended = Duratio = Sstatus = Owner = Assignee = Groups
Start startEvent 07/12/19, 12:38 PM 07/12/19, 12:38 PM 0:00 Completed
< >
Tto1of1 Page 10f 1
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10. ERAF A LERZBEEF, MEIFLITER.

Workflow Instances
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4d3a5d5f-4951-11...  GCT Compliance Sch... 1 03/18/19, 01:11 PM 1day 2 hrs 26 mins ... ACTIVE L. @ Inmo
ef649afb-4950-11e...  GCT Compliance Sch... 1 03/18/19, 01:09 PM 1day2hrs 28 mins...  ACTIVE MCIl m O
bfOcf7d7-4950-11e...  GCT Compliance Sch... 1 03/18/19, 01:07 PM 1 day 2 hrs 30 mins ... ACTIVE ! cnnHme

EEET
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Overview

This document explains how BPA's Adapter Builder framework works at a high level. It also atternpts to explain how an Admin can configure a new Adapter and interact with an extemal system

Adapter Builder can be used for the following types of integrations w.r.t. BPA
1. Northbound integrations: Exampl

p
3. East-West integrations: Example: Ticketing systems like Service-Now & Remedy, Git etc.

Data entry systems, Inventory management systems etc.

2. Southbound integrations: Exa

Underlying controllers like DNAC, vManage, Meraki etc

Supported Versions

BPA: 3.1 and all the newer versions

What problem is the Adapter Builder solving?

Every customer of BPA has felt the need to integrate it with one or more external systems (mentioned above). A classic example is 1o integrate BPA's service order with a ticketing system like Service-Now (SNOW) so that a ticket/change record keeps track of how the service provisioning is
progressing. Let's look at a simple illustration:

Milestones in BPA for a Service order | Status of a Change record in SNOW — [ Submit a service order after performing data entry | Create a new change record in SNOW (Status = New) Workflow performs basic validations on the devices | Change the state to Assess Display Dry-Run results

val to continue | Change the state to Authorize Provide approval via BPA or SNOW portal | Change the state to Scheduled Push config changes to the device once we are inside the change implementation window | Change the state to Implement Allow user to review the Pre &

and seek A

Post check diff report | Change the state to Review User reviews the report and confirms that the service provisioning is successful | Change the state to Closed

BRI & A 2R
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{ Account,Order [8].Product [8].Description
"Account™: {
n o Name": “Firefly",
"Orde [ Invoice v
1
"OrderID":
*Product”: [
{
“Product Name": "Bowler Hat",
"ProductID"

“Colour"s “"Purple”,
300,

'SKU": "0406654608", H
“Description®: {

— 200,
210,
“Weight": 0.75
[ ]
i AJSON
I > MR
1.1 A AJSON 0
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cisco. Business Process Automation admin admin
1

Commit Manager
Commit Queue Rollbacks

) X Select NSO Commit Queue
Action v Global Options v ne0d? ~ Running .
: Lock
Unlock

Prune i Age i Status ! Tag i Is Atomic : Actions
Set Atomic 323826  execu ting true ©
Delete
Ttolof1 1< < Pagelof1 > >

BRETHLEE

BEMFER  ARRBRETIEENERERE, TRER TR,

jE-3 | BF

HE HERBKIIE, HEBIIRAEZREE IEERBHT,

fR SR FRRREHTEBRSITHAVEHTE . % 85 oK S5 TE A B B TR S 4 22 g o

&5 REFEFEHEENRE, TESEHENEERINEE.
REBIENRFTR. NRZWERERfalse , AEBRIIFH

RERT R TSR ENMEERRETKRE , KB ERESHEE
A LABRBEIT. MRREHtrue , ARBBIIEN R FTEM,
HERR S R MBRB IR, WREMERIIEREESFSMBRHNER

il BR , AIEEBMMAET. MRMBRNBIIERNEE S RBRBIT
, AIERITRRIRER  EERERNTRLRE,

~ BEE : 2R Commit Queue LiE1E T Completed , Bl REAction S HiE E T HYDeleteiE 18 7]
;8

| Home / Commit Manager

aln ) X ) )
i1sco. Business Process Automation admin admin 0 o 9
1

Commit Manager
Commit Queue Rollbacks

) ) Select NSO Commit Queue
Action v Global Options v nso143 ~  Completed -

"
C

1 rows seiected @0

ftem ID { When : Status ! Tag ! Rollback Data t Actions
®© ~
1581918799723 02/17/20, 11:23 AM completed
1581916655634 02/17/20, 10:47 AM completed 104
1581916590166 02/17/20, 10:46 AM completed 104
1581659587906 02/14/20, 11:23 AM completed 104

ilESESE]

£ "RREER/ (Commit Manager) EE L#EE "H1R, (View) B RURBERFMER,



Commit Queue ltem Details X

1581597536211 323935
executing true

# Name

1

YR E

[B7%

EEREB EHTUTES

Rollbacks

Commit Queue Rollbacks

Select NSO
Rollback &% Preview Rollback &3¢

nso9 -

4 osv 4 Excel a v

NR(Rollback ID) i File No. i Created By i Label i Comment i Created Date i Actions

0 rollback10095 admin servicecenter- servicecenter- 2020-04-29 10:35:52 B o
1 rollback10084 admin servicecenter- servicecenter- 2020-04-29 10:34:52 B

2 rollback10093 admin 2020-04-28 19:34:43 B

3 rollback10082 admin 2020-04-28 12:34:24 B

4 rollback10091 admin 2020-04-28 12:30:27 B

5 rollback10080 admin 2020-04-28 12:24:26 B

ERE

1. RBEBHEELR.
2. ERERETER,



Rollback X

Selective

Are you sure you want to selectively rollback till NR - 1 7

3. EF—EHZME "ER WEIRAHR , REEZE—T "BR) . IREEREMHER , HEF
Selective BREL F 1.,

RS

Preview Rollback X

Selective

Are you sure you want to preview selective rollback till NR - 1 7

B ERTER

4 BHERENMAH  RARKR—THERR, HAEUXRE, CLIIXMLIEXNE R, MREEERE
HIEERLR , 55 #+SelectiveZREV 5 1,



) View format X
Preview Rollback

cli v

devices |{
device {
config {
ios:logging {
host {
+ ipvé {
+ }

REDRRE

AT B IENSO FTHIEE PIZEFTERINSO, HAEDE |, SelectiveiBIEE ARERIEERR, IRk
EHSelectiveZTRENS R , IS ERATE LIIHIER,

Rollbacks

Commit Queue Rollbacks

y X Select NSO
[ Preview Rollback nso9 ~

el X Clear Selection eo

i Actions

NR(Rollback ID) i FileNo. i Created By i Label i Comment i Created Date

.0 rollback10095 admin servicecenter- servicecenter- 2020-04-29 10:35:52 B ~
@8 rollback10094 admn  servicecen te-  servicecent ter- 2020-04-29 10:34:52 B
. 2 rollback10093 admin 2020-04-28 19:34:43 B
.3 rollback10092 admin 2020-04-28 12:34:24. B
. 4 rollback10091 admin 2020-04-28 12:30:27 B
rollback10090 admin 2020-04-28 12:24:26 B
n

ERE

5. # — T RollbackZ 2 Configikdh , BIFEE , RAEZE— T Commit ARBENR, ( 7IiE )&
#Preview Rollback3Zi2# Configiz il , WiBBEBUMRIER — FET.



Rollback By Label X

Label *
servicecenter-|
Selective

Preview Rollback By Label

Label *
servicecenter-intelsat

Selective
BREREREELR

ERESHETEXEREN

Script RunnerfE A2 A FF £ A & E1TPythonMAnsibleig F .

1. B EPREE "BESRETEN. M, BETESRE. EAETUHNERESHRLATT
BIBRAE

« BT BATIETT



« View:BRIETSE

s REHESHHETEMNER
o fHER:MBRIESES

. TEREFUESBHEIA

T 878 EEREREHE,

Number  FRHH

1 BITESH
BIFESE
mEESH
MIBRIE ST
THESH

a A WODN

PITHBRERESHRMRE,

1.8%—T "#H#. .

nnnnnnn

WS
]

v o v



Add Script
Key *
Type * -

Name

Script

Enter scnpt here...

MBESER

3. B AKey , R FRLEEHEEType , B ANameH Script,
4.3 —T TSave,s ,

& AT LAfEExecutions H & L @ RAREE | IWiEIBEEActions5|HHEye B R E B .

nnnnnnnn

nnnnnnn

817, B

TLEER

BPAXEHERTREER , BARRIERFUNERER, TUETHFRNERAEXTRESR
BRFBELTE , B MEANBEERNITH.

REFI LA X ENBPATREMR, TEERDA/ME , MTAR :



- ERBHERLIER
- EREREEBHER

ERRIBAEB BRI TR,

DMEE

- BN TEERIERNTONEZEEERR , EFARERT/EZRER

- 5|E:
- D ATERID: B FEBPAR R 3 2 T AR AR Y 58 BI RF AR
- EREHTIDEAREHNTERIIFREEREL/ERMTHEEEN
- BREBTIDRERHMTERIIFREEREL/ERMTHEEEN

DNEZEEZR

- Bt REERIEHTZEINEZEENR , BEARERBI/REE
- 5|8

- AR EEENEIARUITSE D LEIER

- BEFRA:
{
"deviceList": [
{
"deviceName":"iosxrl",
"templateIld":"migration-template",
"variablesMap":{
"port_type":"TenGigE",
"port_number":"0/2"
}
}
]
}
BIURBRREIET

- BRI TERIRTEHITNSORKHIENIRREETH H
- 5|&:

- BEAHITNSORBHIENRERZETMEENER
- BERHI



"create": [
{
"prefix-set-service:prefix-set-service":[
{
"name" :"pre-test",
"prefix-set": [
]
}
]
}
1,
"delete": [
]
}
B R BIE

- BRI TERIRTEENSOF IR R HIE
- 5|&:

- BEAFITNSORBHIENERMEENER
- BERHI

{
"create": [
{
"prefix-set-service:prefix-set-service":[
{
"name":"pre-test",
"prefix-set": [
1
}
1
}
] ’
"delete": [
]
}
#ATEMR

- B A EZERBITEETEE RN REEIR
- 5|E:

- HERBEBNER

- EARID:EBPARFE I MY RIEEARID



T HER
- BNt RZERFTEEZTEEHNREENR
- 5|8

- BEHTETERSEEENESR
- BERGI

{
"deviceName":"11.1.1.1",
"templateId":"test2735",
"commandList": [
{
"command" :"show version",
"isConfigMode":false,
"goToStepOnPass":"",
"goToStepOnFail":"",
"passExpr":"",
"rules": [
]
}
]
}
GCTHIETT

- BRI TEERZEGCTHIET

- 5%
- BIREBEINGCTEIRNEZRE

- ARSI K GCTIEARAY iR AS 5%

- Devices: AREZIETHWEE

- B ATHREE ((WRE)

GCTRXR

- BRIt TEERLTEIRRGCT

- 5|E:
- BIREBEINGCTEIRNEZRE

- RRZS:E R GCTHEARAY iR A 3%

- Devices: AREIEITHEE

- BY HEREE (WREA)



- B TERIRARBARE

- 5|8
- BREVEEREEENER
- BEFRA:
[
{
"address":"100.1.4.5",
"admin-state":"unlocked",
"authgroup":"default",
"description":"",
"Tatitude":"",
"Tongitude":"",
"device-type":"netconf",
"name":"3.0.1.2",
"ned-id":"Tsa-netconf",
"port":"8080",
"protocol":""
}
]
B EMEIR

- B TERIRALEEREMEE SR
- 5|&:
- REZREAHEDNTIHSBNEESR

KERDH

- BRI tREREEEHTEERTIREE
- BIEL:
- HEBEZEEHTENSORSHWEERR

ERFEE

- B TEERERIBERE
- 5|E:
- HEBEW EHTENSORSHEELRE

BVKEE

« BRI TRBRIRENSORE EEE



- 5|8
- BB AENEE
- REEBEWENELEEER
- HEREEEMEANEEE

BEE M

- BT RERTEEEZE FEHHY
- 5|E:

- BRE EWE W EMEID

- R EMEERE

- BN BHEREA

=R EE B4

- BRI T EERAREBPAGIE R4

- 5|8
- BEBPABEREBHREEENES
- BERHI
{
"to": "receiver@xyz.com",

"subject": "Mail Subject",
"text": "Mail Text"

—

<
gl

BARRE

- BRI TEBERASRILEE

- 5|&:
- ERPIEZEEBPAEERELIRUNERFIENZE
- BEARENERFIENER

AEMER AR

« HA: T =B AR A8 % £ Camunda BPMN S| Z R EHTTPELR
. 5|8

- BRCEHHTTPE R

- REFHTTPRERERFTEN 7 EH

- URL : HTTPE{HTTPS URLEE>



- BEHTTPAZE ( HISIGET, POST, DELETE)
- BH:POSTHHTTPAR
. 1B : HTTPEREHE

EHER

- B ARBEREHRESE

- BE:
- ERPIIERB EBPAEEREDNIRMNERFIENEE

- EBID:EFFHME—ERFID

- BEHARENERFIENESR

ByV@EHA

- BT RBREBPARE M E A

- 5|8
- R EEER

- BREMEMA. K. B8R, BE (EFANTERE)

- Title: BANZEE

- EREAEHAYEREA

- FREBANBREFERE

- B ERBBEANAE

- EREARE  BANERAEXSH8

- BMABHER ARBMABAEEEIHE SN AME

BYSikEAN

- Bt nRERBREES REBPAREEA
- 5|8
- BE.EEBENAREIBANES

"category":"nso.device.added",
"severity":"error",
"user":"admin",
"payload":{
"title":"New device added",
"description":"10.1.1.1 managed successfully at NSO1"
1,
"_options":{
"toaster":true
}
}



EREAEEBNERV TR

RELKERER

- RAARBAREETHNERAETE
. THEBETREE TG
- B ABIE

- BRBREER

- RER

BRRERZETER

- REARGREIZETRHNERAEER
o THEBIRREIETTH
- BASIE:

- RERM

- BREA

wHERER

- RARATTERMTHERAEETK
o JUHFBY B B AR AR T
- BWASIE:

- RERH

- #FATEIEID

AR L BT TS

- RERRERITHNEREES
o FTHRB:LBRETHE
- B ABIE:

- Z8ID

- FREZRH

ERZEARES — RBARGITERRBARBRENEAEER — BHFEB.OSHBYESL IR
T —BASIE — RERE — 8

FEERBEAREKEFAERAESR



- RP-ARBEMEERFEABREEFHETNERAEETK
o THEB.OSHBKEEFMEATH
- BASIE:

TEREAID

U1K BE i

BERBUINEE , BTN ENERBEREINERAHER - BNER, NMREAELERNHE
RER , AT E B B ISR B MG,

A RBFEATERARPER,

- REAKR

I Home / Form Builder

e
i : _ i
cisco. Business Process Automation admin admin o e

Form Builder

e N From Date To Date
e ( Upload ) Tags 7/29/2022 8 x  8/5/2022 8 x
iy, CSV i1, Excel e Y i, [20 v

Form Name ¢ Service ! TagName ! Created At ! Updated At ! Actions

test-single /golden:golden 08/04/22, 11:42 PM 08/04/22, 11:42 PM /‘ l—EI i
ServiceProvWorkflowParams /ncs:services/logging_serv... 08/04/22, 11:16 PM 08/04/22, 11:16 PM /‘ |—|:| i
DeviceCreationFailed 08/04/22, 11:16 PM 08/04/22, 11:16 PM /‘ l—EI i
Generic_form 08/04/22,11:16 PM 08/04/22, 11:42 PM /‘ l—D i
NSOCallFailed 08/04/22, 11:16 PM 08/04/22, 11:16 PM /‘ l—EI i

REL MR
- ERREAR

S BEE : EOSH KM Active., CompletedFPending B % £ FE A B HiEFE S



lvat]y,  Home /08 Upgrade | |
- cisco Business Process Automation admin admin o o e

OS Upgrade

Active Complete Pending

From Date To Date
7/29/2022 B X 8/5/2022 B X
¥ csv ¥ Excel Q v
Device Name ¢ Current Step ¢ Current Step Status ¢ Custom Payload ¢ Device Type ! CreatedBy  Actions
3.0.2.4 Post-Check 0 {"CR number.. 10S user001 user0C == n .4 lzl’
3.0.2.2 Post-Check 0 {"CR number.. 10S admin admin = ‘ h.4 lzl’
>
1to20of2 Ik < Page1of1 > »|

EERFFHR
« RERIR

N W mOSHIET | BHMEEEEARGEER. BT, 4. DiffiScriptsEK.

|| . |]l Home / Process Templates
LU . . di di
cisco. Business Process Automation admin admin o O 9

Process Templates
Process Templates Executions Analytics Diff Scripts

From Date To Date
e Tags ~  7/29/2022 B x 8/5/2022 a x
+ osv ¥ Excel a v o
Template 3 Commands 5 Description 5 Tag Name 5 Created At = 5 Updated At 3 Actions
o =
DeviceActivation 1 DeviceActivation 08/04/22, 11:16 PM 08/04/22, 11:16 PM /7
P
10S-Downloadimage-T... 1 Template to Download |... 08/04/22, 11:16 PM 08/04/22, 11:16 PM /7 u
o =
10S-Validation-Tmpl 1 10S Validation template ... 08/04/22, 11:16 PM 08/04/22, 11:16 PM /7 u
P
10S-Upgradelmage-Tmpl 5 Upgrade Image steps 08/04/22,11:16 PM 08/04/22, 11:16 PM /7 0

TRESER, EF
+ GCT

N s - oS Upgrade ™ i Templates #Reports & - FE Fl ate BF1& 85,



\lraa]y,  Home / Golden Config Templates

N N d dmi
cisco Business Process Automation admin admin o O 9

Golden Config Templates
Templates Apply Config Compliance Reports Groups

Controller Type  Controller Instance

NSO - nso-65 -
From Date To Date
Default View Instance View 7/29/2022 B x 8/5/2022 B x
+ csv ¥ Excel aQa v o
D Template Name 5 Version 5 Controller 5 Template Type 5 Config Ty... = 5 Device Mode Actions
.
|:| test65-existing-partial 1 nso-65 partial_config LoZaP N | I—D
R |
D test65-existing-partialto80 1 nso-80 partial_config (o2 7 8 lEI
Xy |
[ test65-existing-ful 1 nso-65 full_config o710

- HERA

Home / Device Activation

min . X . )
cisco Business Process Automation admin admin G 0 9

396

Device Activation

) From Date To Date
Add Device Upload o x o x
( & Bulk Upload Template > ( Sync Smart Account >

Select Status Filter

Waiting v
4 csv + Excel Qa v o [20
|:| Seri... : Onboard ... : Statu... : Devi... : Cont... : Com... : Com... : Devi... : c : c : Actions
2 4
D. D87573DB Waiting Waiting Unsupport... vManage-... 0% N/A {"serialNoC... ~ 08/0... admi... / =
/o
2 . 4
D. 8FB8752F Waiting Waiting Unsupport... vManage-... 0% N/A {"serialNoC... ~ 08/0... admi... / -
/o
2 4
D. FJC25251... Waiting Waiting DNAC Acc... DNAC-242 0% N/A {"serialNoC... ~ 08/0... admi... / =
/o
> ¥
|:|. FJC26251... Waiting Waiting DNAC Acc... DNAC-242 0% N/A {"serialNoC... ~ 08/0... admi... / -
/o

- BRI E &

N Wiz . BEIERRERE A R ACtive ServicesHOrder History B .



Service Catalog

Service Categories E “

Orders

& -«

Upload Zip )

+ csv ¥ Excel

Name

service-item-1

service-item-2

AR %% B &%

- BRI

: Description

none

none

¢ Tags

N W REFEEREARED. TRASEER.

= alaln
cisco

Pre Post Check

Active Completed

+ csv ¥ Excel

Device Name

3.0.2.3

EmE

- WA

Home / Pre Post Check
Business Process Automation

From Date To Date
7/129/2022 @ x  8/5/2022 o x
Qa v O
Modified Date i Actions
-
08/05/22, 06:17 PM /7 u
R
08/05/22, 06:17 PM /7 8
Tto2of 2 1K < Page1of1 > >l

admin admin o o e
10

Pending
From Date To Date
7/29/2022 B X 8/5/2022 B X
Qa v
Current Step i Current Step Status ¢ Custom Payload ¢ Device Type i CreatedBy  Actions
Analytics-Report Networ... 0 {"CR number... 10S admin admin = ‘ .4 lz"

N W REEEREEAR TERNEE, EE,

i
cisco

Generated Reports

Home / Reports / Generated Reports

Business Process Automation

Report Templates Schedules & Favorites Generated Reports

+ csv ¥ Excel

Report Name

Pre post check Reports

OS Upgrade Reports

Tto10of1

3

1K < Page1of1 > >

admin admin o O e
12

From Date To Date
Report ~ Status v 7/29/2022 ) x 8/5/2022 B x
Qa v 0O
Execution ID H Filter(s) H Status H Created Date H Actions

]

62ed21a7c6c04f0035d8ee...  Status (Active, Pending, Co...  Success 08/05/22, 07:26 PM 10/ i -

62ed218ecf25230029155... Status (Active, Pending, Co...  Success 08/05/22, 07:26 PM 104 1
1to2o0f2 Ik < Page1of1 5 »|



R R
. EOBETRR
N W REEEEARYTER.

Wiah, Home / Scripts / executions

alaln, : . -

cisco.  Business Process Automation o
12

Executions
Scripts  Executions

From Date To Date Select Status

7/29/2022 B x  8/5/2022 B x Al -
¥ csv ¥ Excel Q Y O
Key ! Execution Id i Version i Type ! Started ! Ended : Duration ! Status i Act..
AnsibleScriptyml  bc807c60-5b27 1 Ansible 08/05/22, 02:02 ...  08/05/22,02:02 ... O min 7 secs Completed 104
Addition.py 92d690f1-e3fe- 1 Python 08/05/22, 02:02 ... 08/05/22,02:02 ... O min 0 sec Completed 104

1to2of2 IK < Page1of1 5> »

FER A TR AR TS B $% /Y KB iR s

MRERAEETFERIREEEFZPATHEBRFRENITRANERNIER , IBRHESE—ER
i, BEEIERERGEPEES.

BT RETT RN TERM AR B &y K M BIRER

. 58
. BIFUR L AEIEREE
. BBEBBE
. BRI

« HH

TERE



Home / Workflows

Hmim i .
Business Process Automation

cisco

Defined Workflows
Overview Tasks Defined Workflows Workflow Instances

W Latest

admin admin o O e
i

Tags -

tosw b ‘m  Jea W®o
[] Key - { Name ¢ Version i Tags ¢ Resource i Status ¢ LastModified i Actions
service v v v v v v v
S =
|:| serviceprovisioning NSO Service Provis... 1 serviceprovisioning... Deployed ! 4 ¢ > ] 1
N —
D serviceprovisioning NSO Service Provis... 2 serviceprovisioning... Deployed ! I'd ¢ > ] 1
Tto2of 2 1< < Page1of1 > >
TEENTHER B
EZRH LAE
: EENTHER, THERGIE
BE . %, ERNIER. TERMT
B EMKE
- BE eSS
L
SR HE R
— il Home / Workflows ; i
- cisco  Business Process Automation admin admin o o e
ki
Defined Workflows
Overview Tasks Defined Workflows Workflow Instances
+ csv ¥ Excel Qa v O
[] Key { Name i oVer.. = ¢ Tags ¢ Resource i status ¢ Last Modified ¢ Actions
o =
D ios-osupgrade-up... 10S Software Upgr... 2 ios-osupgrade-up... Deployed ! / * > u 1
N —
D serviceprovisioning NSO Service Provi... 2 serviceprovisionin... Deployed ! / * > [ ] !
o =
[:] base-migration Base Migration WF 1 base-migration-w... Deployed ! /’ * > [ ] 1
N —
D iosxr-osupgrade-... 10S-XR Software ... 1 iosxr-osupgrade-... Deployed u / * > § !
o =
D complianceCheck GCT Compliance S... 1 complianceCheck-... Deployed ! /’ * > u 1
L
SR BE
N VAN
- BRI BHEENSE
_ Ml Home / Workflows
= sinin . . d dmi
cisco  Business Process Automation admin admin o O 9
13
Workflow Instances
Overview Tasks Defined Workflows Workflow Instances
From Date Select Process Instance Type
Auto Refresh: M 8/3/2022 B x ToDate ©  Running -
¥ csv ¥ Excel Qa v 0
[] mstanc.. i Name { Busines.. ! Version { star. = ! Ended i Duration { status i Actions
|:| 2daf3057-14... 10S Software ... ios-osupgrad... 1 08/05/22, 09:.. 0 min 14 secs ACTIVE ! LLINN I O
D 23426764-1.. NSO Service ... serviceprovisi... 1 08/05/22, 09:.. 0 min 31 secs ACTIVE ! n = o
D 2849a2b6-1... OSUpgrade M... osupgrade-m... 1 08/05/22, 09:... 0 min 23 secs ACTIVE ! I moe
Tto3o0of3 1< < Page1of1 > >



AEEN D B

AR %% B &%

Wil Home / Admin / Service Catalog

cisco  Business Process Automation

Service Catalog

Service Categories Orders

admin admin o o 9
32

Add < Upload >< Upload Zip >

¥ csv ¥ Excel

Name v E Description E Tags
item| Y Y
——

service-itemCategorized none

service-itemCategorized_1 none

"REER) B
B : Services. Active Services, Order History
UTHREERK B SKPEA T K@M EESR.

- B8

- IR E L B HAEREER
- RIBBIRAR
- BINRAIBER

_ \liny, Home / Admin / Service Catalog

cisco Business Process Automation

Service Catalog

Service Categories Service Items

Y

From Date
7/29/2022

To Date
B x  8/5/2022 B x

T —

Modified Date

08/04/22, 09:03 AM

08/04/22, 08:59 AM

¢ Actions
A 4
VN |
VN |

Tto20f 2

YOO

1< < Page1of 1 > >I

admin admin 0 O e
13

+ csv ¥ Excel
Orderld i service = i Date i status
2 service-item-1 08/05/22, 10:24 PM
1 service-item-1 08/05/22, 10:15 PM
5 service-item-2 08/05/22, 10:57 PM
4 service-item-2 08/05/22, 10:56 PM
8 service-item-2 08/05/22, 10:50 PM

SR Bk R

From Date To Date
7129/2022 B x  8/5/2022 B x
Qa v 0o
i User
admin
admin
user005
user005
admin

Tto50f5 K

< Page1of1 > »i



- 78

Home / Admin / Service Catalog

= alvaln : ) —
cisco  Business Process Automation admin admin o e
13

Service Catalog

Service Categories Service Items

From Date To Date
7/29/2022 B x 8/5/2022 B x
+ csv ¥ Excel Qa v 0

Order Id i service = { Date i Sstatus i user

2 service-item-1 08/05/22, 10:24 PM admin

1 service-item-1 08/05/22, 10:15 PM admin

5 service-item-2 08/05/22, 10:57 PM user005

4 service-item-2 08/05/22, 10:56 PM user005

3 service-item-2 08/05/22, 10:50 PM admin

Tto50f5 IK < Page 1of1 > >l

- |

- BENKREER

EAEREN

"FTE. BER

SchedulesERFI HEARNEENEE , Y2 —ERBIEEEETHENRE, BARIT
R EERBEMBENKER.

ERAEETLNE, RE. MR, EANMELHFE

Home / Scheduler
= aliai]is

cisco  Business Process Automation admin admin o o e

187

Scheduler

s N From Date
Add ‘\ Import /‘ 11/30/2022 B x ToDate o)
4 csv + Excel a v o [20+]
Name L : Sched... ¢ StartDate... ¢ End Date : Last Tri... ¢ NextTr.. ¢ Create... : Status :  Actions
PeriodicProbe Recurring 12/16/22, 5:00:0. admin Active LOAV N |
-
Scheudulerkafka One Time 12/14/22, 6:44:0 12/14/22, 6: admin Inactive ©/ 1
1t020f2 1< ¢ Pagelof1 > 3l

"HrERER. AR



EREEVLLEERRESEFEINBMALBRENPTIEREES.

>
Schedule Executions
Schedule Name: PeriodicProbe
Total Executions Count: 3
From Date To Date
11/30/2022 B ox 12/15/2022 o ox

Execution Details:

+ Ccsv + Exce Q, T O |20 v

Execution Date i Topic Name ¢ Topic Message

Jbe-topic deviceld": "nexus-001". "controllerName™:"

Tw3ol3 1« ¢ Pagel1of1 » 3|

ZHET

MENmETE

THEANEREE) RERUTRL

- ATERBATENSNE  LERHE /Y,
« BEEEREBHNIRAE , EXEENKafkaiH S K 3 2R,
« BREAFTER AERH
- UMHRLBANEAFE,
- FHEEFARD:
- FEEBTERRERERAIN TR FEERR,
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Welcome home

»

Enterprise Search Observability

Create search experiences with a
refined set of APIs and tools.

Consolidate your logs, metrics,
application traces, and system
availability with purpose-built UIs,

Get started by adding integrations

To start working with your data, use one of our many ingest options. Collect
data from an app or service, or upload a file. If you're not ready to use your
own data, add a sample data set.

LECUELIEUEE ) Trysampledata ¢y Upload afile

ELK Kibana& &

EFRERIRTFETNERTH (%210,000) :

1. FREZRE

Q elastic
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Ingest ©

Ingest Pipelines

Data ©
Index Management
Index Lifecycle Policies
Snapshot and Restore
Rollup Jobs
Transforms

Remote Clusters

Alerts and Insights ©
Rules and Connectors
Reporting

Machine Learning Jobs

Kibana ©
Index Patterns
Saved Objects
Tags

Search Sessions
Spaces

Advanced Settings

Stack ©
License Management

Upgrade Assistant

Stack Management

Prevent, collect, detect, and respond
to threats for unified protection
across your infrastructure.

Security Analytics

Explore, visualize, and analyze your
data using a powerful suite of
analytical tools and applications.

1 LA

REBRE THBEE, > TEHRRES .

Advanced Settings
Tie breaker fields

A comma-separated list of fields to use for tie-breaking between documents that have the same
timestamp value. From this list the first field that is present and sortable in the current index pattern
is used.

Default columns
Columns displayed by default in the Discover app. If empty, a summary of the document will be

displayed.

fields

Maximum number of fields rendered in the document column

Modify columns when changing index patterns

Remove columns that are not available in the new index pattern.

Number of rows
The number of rows to show in the table

Default: 568

Read fields from _source

When enabled will load documents directly from *_source . This is soon going to be deprecated.
When disabled, will retrieve fields via the new Fields API in the high-level search service.

Search on page load

Controls whether a search is executed when Discover first loads. This setting does not have an
effect when loading a saved search.

©

context:tieBreakerFields

defaultColumns

discover:maxDocFieldsDisplayed

200

discover:modifyColumnsOnSwitch

@ o

discover:sampleSize
10000

Reset to default

discover:searchFieldsFromSource
X Off

over:searchOnPageLoad
@ o

discover:showMultiFields
o5t

"ELKS &
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3. ENERTHITH , A& IR — T Save changes.
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= . Stack Management  Index patterns

& LR Index patterns

Ingest Create and manage the index patterns that help you retrieve your data from Elasticsearch.

Ingest Pipelines

pata Q Search.
Index Management
Index Lifecycle Policies
& Pattern 1
Snapshot and Restore
Rollup Jobs bpalogs* | Defaut
Transforms
Remote Clusters Rows per page: 10 1

Alerts and Insights
Rules and Connectors
Reporting

Machine Learning Jobs

Kibana

Index Patterns
Saved Objects
Tags

Search Sessions
Spaces

Advanced Settinas

BPAB M ESIHE

. Stack Management  Saved objects

Dat
|Za M t Saved objects C Refresh  ch Import  y Export 4 objects
ndex Management

Index Lifecycle Policies

Manage and share your saved objects. To edit the underlying data of an object, go to its associated
Snapshot and Restore

application.
Rollup Jobs
Transforms
Remote Clusters
Q Search. Type v Tags v
Alerts and Insights Type  Title Tags Actions
Rules and Connectors .
Advanced Settings [7.16.2] T
Reporting
Machine Learning Jobs &  dashboard
2 bpalogs*
Kibana palog
Index Patterns @  searchView
Saved Objects
Tags Rows per page: 50 1

Search Sessions
Spaces

Advanced Settings

Stack
License Management

Upgrade Assistant
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K Analytics ~

Recently viewed “

Overview

Discover Enterprise Search Observability Security Analytics

Dashboard Create search experiences with a Consolidate your logs, metrics, Prevent, collect, detect, and respond Explore, visualize, and analyze your
refined set of APIs and tools. application traces, and system to threats for unified protection data using a powerful suite of

Canvas availability with purpose-built Uls. across your infrastructure. analytical tools and applications.

Maps

Machine Learning

Visualize Library

Get started by adding integrations

» Enterprise Search

Overview To start working with your data, use one of our many ingest options. Collect
data from an app or service, or upload a file. If you're not ready to use your

App Search
s swn data, add a sample data set.

Workplace Search
PRSP [ Trysampledata  gb Upload afile
dl Observability &

Overview
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= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'ping]" x |+ Add filter

bpalogs* eos €= 29 hits

QU search field names

> docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: 2023-84-19T15:40:55.907013Z] [User ID: admin] [Device Name: [' 11 [IP Address: [* 1
Filter by type [0 o [Capability Name: ping] [Log Message: ' ---------Fetching Device Details--- ------'] @timestamp: Apr 19, 2623 @ 21:10:55.968 @version: 1
docker.hostname: 6767b64cf868 docker.id: 6767b64cT868525488100bed638766724bat717e66b891684aa5dcebbdcbalba docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-567
 Available fields 15 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: uZEtmocBJhOF5-fpC3p2 _index: bpalogs-2023.84.19 _score: 8 _type: _doc
Popular
index > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: 2023-4-19T15:49:55.924724Z] [User ID: admin] [Device Name: [’ 1 [1P Address: [' n

[Capability Name: ping] [Log Message: ' ping device use '] @timestamp: Apr 19, 2623 @ 21:10:55.925 @version: 1
docker.hostname: 6767b64cf868 docker.id: 6767b64cT868525488100bed638766724bat717e66b891684aa5dcebbdcbalba docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-567

© @timestamp

t) dockathostnama host: show: This is NOT services stream: stderr tags: grokparsefailure _id: uSEtmocBGhOFS-fpC3p2 _index: bpalogs-2023.64.19 _score: 6 _type: _doc
¢ dockerimage

t dockername docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: 2623-84-19T15:48:55.924999Z] [User ID: admin] [Device Name: [’ 11 [1P Address: [ B}

[Capability Name: ping] [Log Message: ‘Payload: [{'hierarchylds': ['lab-34'], '_id': '643918decbcd56812fa2733d", ‘hostname’: '18.105.52.34", ‘deviceldentifier’

e “description’: '*, ‘address’: . ‘port’: '22', ‘deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': ‘lab-34, ‘protocol’': ‘ssh’, ‘deviceRole': '*

€ id ‘adminState’: '*, ‘latitude’: '*, ‘longitude’: '', 'additionalAttributes’: {'hostname’: }, “controllerld': ‘Direct-To-Device’, ‘controllerType’: 'Direct-To-Device',
# _score ‘__v': 8}]'] @timestamp: Apr 19, 2623 @ 21:16:55.925 @version: 1 docker.hostname: 0767b64cf868 docker.id: 8707b64cf868525488108bed638766724bat71fe66b891684aa5dcebbdcbalba
15 > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-19T15:40:56.580880Z] [User ID: admin] [Device Name: [* “11 [IP Address: [ 1
t| @version [Capability Name: ping] [Log Message: 'User group details: ['ebbb124f-fdb@-48c2-9d78-b6557357¢533", '9b8dad2b-4bed-4! 7- 0e2b10", ‘707 4-47ed-82b!

¢ dockerid " c359cc3e-838F -4397-bect-ebaf19a86a88", ' 986824b-750d-4590-b78d-3dbb259251F"]" ] @timestamp: Apr 19, 2023 © 21:10:56.637 @version: 1 docker.hostname: 6767b64cf868

B host docker.id: 6707b64cf868525488106bed 724baf71fe66b89 Tba docker.image: containers.cisco.con/bpa/d2d-agent:4.6.1-507 host: show: This is NOT

) show services stream: stderr tags: _grokparsefailure _id: xZEtmocBdhOF5-fpDnor _index: bpalogs-2623.64.19 _score: 8 _type: _doc

BPARBS : ping1

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'ping]" x |+ Add filter
bpalogs* eos €= 29 hits
Q Search field names > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-26T14:48:16.205603Z] [User ID: admin] [Device Name: [’ *11 [IP Address: [ n
[Capability Name: ping] [Log Message: 'device action details: {'id': 'd87b7282-bbfc-4778-9668-9730c0ad8abd’, 'resource_type': 'device-manager-act-ctrl’, ‘action’: 'ping’,
Filter by type 0 2 “created_at': '2023-64-06T21:38:43.5987' }'] @timestamp: Apr 26, 2623 @ 2:10:16.207 @version: 1 docker.hostname: 724848bfc7af
Avaitabie i = docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
v Available fields
services stream: stderr tags: _grokparsefailure _id: pLwCvocBdhOF5-fpBSzD _index: bpalogs-2623.04.26 _score: 8 _type: _doc
Popular
¢ _index > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:40:16.216972Z'] [User ID: 'admin’] [Device Name: ‘[’ 1'] [IP Address
) @timestamp iE 1'] [Capability Name: 'ping’] [Log Message: 'API response: {'status’: 'success’, 'message’: 'Successfully fetched device from inventory’, 'body’: {'hierarchylds’
['1ab-34"], "_id': '643918decbcd56012a2733d", "hostname’: ' ", ‘deviceldentifier’ ', ‘description’: ', ‘address’ Y, tport’: 22°,
t docker.hostname
“deviceType': ‘cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': ‘lab-34", protocol’: 'ssh’, ‘deviceRole’: ', ‘adminState’: ', 'latitude’: '*, 'longitude’: "',
dock
£ Cockerimade ‘additionalAttributes’: { hostname’: '10.165.52.34'}, ‘controllerTd': 'Direct-To-Device', 'controllerType’: 'Direct-To-Device', '__v': 6}}'] Gtimestamp: Apr 26, 2623 @
t docker.name
T > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:40:18.564136Z'] [User ID: 'admin’] [Device Name: ‘[’ “1'1 [1P Address
ie *1'] [Capability Name: 'ping'] [Log Message: 'Device Ping Response: 'PING 56(84) bytes of data.\n4 bytes from : dcmp_seq=1
€ id tt1=226 time=270 ms\n64 bytes from : iomp_seq=2 tt1=226 time=269 ms\n64 bytes from : iomp_seq=3 tt1=226 time=270 ms\n\n--- ping statistics -
# _score \n3 packets transmitted, 3 received, 8% packet loss, time 2003ms\nrtt min/avg/max/mdev = 269.248/269.567/269.747/0.264 ms\n'*] @timestamp: Apr 26, 2023 @ 20:10:18.505 @version: 1
B tvpe docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518
t| @version > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2623-84-26T14:48:18.584698Z'] [User ID: 'admin’ ] [Device Name: ‘[ 11 [IP Address
¢ dockerid iE *1'] [Capability Name: 'ping’] [Log Message: 'Response: [{ hostName’ , "deviceName': * ", ‘controllerId': 'Direct-To-Device', 'result’:
B host [{'name’: 'result’, 'value': 'PING 56(84) bytes of data.\n64 bytes from icmp_seq=1 tt1=226 time=276 ms\n64 bytes from
) show icmp_seq=2 tt1=226 time=269 ms\n64 bytes from icmp_seq=3 tt1=226 time=276 ms\n\n--- ping statistics ---\n3 packets transmitted, 3 received, 8% packet
loss, time 2003ms\nrtt min/avg/max/mdev = 269.248/269.567/269.747/6.204 ms\n'}]}]'] @timestamp: Apr 26, 2023 @ 20:18:18.505 @version: 1 docker.hostname: 724848bfc7af
€ stream

BPAHBRE : ping1

@ oscoer - Options New Open Share Inspect [3) save
B v Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X || message: "[Capability Name: ‘view-config]" x | + Add filter

bpalogs* s = 21 hits

Q Search field names > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: 2023-84-19T15:41:33.8413932] [User ID: admin] [Device Name: [ 11 [IP Address: [ N
[Capability Name: view-config] [Log Message: '-- --

--Fetching Device Details------ -- ------'] Otimestamp: Apr 19, 2023 @ 21:11:33.842 @version: 1

Filter by type 0 v docker .hostname: 8707b64cf868 docker.id: 8707b64cf868525488100bed638766724baf71fe66b891684aa5dcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-507
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: MZEtmocBdh9F5-fpn3uK _index: bpalogs-2023.84.19 _score: @ _type: _doc
V' Available fields 15
Popular > docker.name: /d2d-agent-service message [BmDEBUG: root : [Timestamp: 2023-84-19T15:41:33.843185Z] [User ID: admin] [Device Name: [ ] ] [IP Address: [ 11
¢ _index [Capability Name: view-config] [Log Message ] @timestamp: Apr 19, 2023 @ 21:11:33.843 Oversion: 1
© @tmestamp docker.hostname: 8787b64cf868 docker.id: 0767bb4cf868525488108bed638766724baf71fe66b891684aa5dcebbdcbatba docker.inage: containers.cisco.con/bpa/d2d-agent :4.0.1-567
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: MSEtmocBdh9F5-fpn3uk _index: bpalogs-2623.84.19 _score: @ _type: _doc
¢ dockerhostname

¢ dockerimage

> docker.name: /d2d-agent-service message: [BmDEBUG:root:([Timestamp: 2023-84-19T15:41:33.843397Z] [User ID: admin] [Device Name: [ 1] [1P Address: [ N
¢ docker.name [Capability Name: view-config] [Log Message: 'Payload: [{'hierarchylds': ['lab-34'], '_id 643918decbcd56812a2733d ", 'hostname , 'deviceldentifier
t message , "description , 'address , 'port': '22', 'deviceType': 'cisco-ios’, 'osType': 'cisco-ios’, 'credential': 'lab-34', 'protocol': 'ssh’,
‘deviceRole’: ', 'adminState’: '', 'latitude’: ', 'longitude , 'additionalAttributes’: {’hostname '}, ‘controllerId': 'Direct-To-Device', 'controllerType':
0 ‘Direct-To-Device’, '__v': 8}]'] @timestamp: Apr 19, 2023 @ 21:11:33.843 @version: 1 docker.hostname: 0767b64cf868
# _score
D _type > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-19T15:41:34.3993422] [User ID: admin] [Device Name: [’ 1] [IP Address: [ 1

[Capability Name: view-config] [Log Message: 'User group details: ['ebbb124f-fdb@-48c2-9d78-b6557357c533", '9b8dad2b-4bed-48c9-89e7-e296788e2b10", '7071e782-a394-47ed-82b6-
. -4397-b baf19a86a88", '9868e24b-75dd-4598-b78d-f3dbb259251F ] ] @timestamp: Apr 19, 2023 @ 21:11:34.460 @version: 1 docker.hostname: 8767b64cf868

t @version

i) dockerd docker.id: 87@7b64cf868525488 d 724baf71fe66b89° ba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-567 host: show: This is NOT
€ host services stream: stderr tags: _grokparsefailure _id: PpEtmocBdhOF5-fpoXvG _index: bpalogs-2623.04.19 _score: 8 _type: _doc
t show
> docker.name: /d2d-agent-service message: [EmINFO:root:[Timestamp: 2023-84-19T15:41:35.655591Z] [User ID: admin] [Device Name: [' 11 [IP Address: [’ n
¢ stream  — — - - -




BPAR S : view-config

@ oscoer o Options New Open Share Inspect [3) save
[~ Search (M  C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'view-config]" x | + Add filter

bpalogs* eee €= 21 hits
Q search field names [Capability Name: view-config] [Log Message: ‘controller details: {'id': '26e9p568-ed7e-4213-9d26-2a95979568¢3", “type': 'device-manager-act-ctrl’, 'keys': {'id': 'device-manager-
act-ctrl’, ‘subType': 'device-manager-act-ctrl’, ‘dsiplayName’: ‘Activity control’, 'elementType’: ‘app-menu’}, ‘name’: ‘Direct-To-Device'}'] @timestamp: Apr 26, 2023 @
Filter by type 0 @ 28:12:08.620 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0adbst60d1d21act79dc872ee71818389214a7449746195 docker.image: containers.cisco.con/bpa/d2d-
_— agent:4.8.1-510 host: show: This is NOT services stream: stderr tags: grokparsefailure _id: 97wDvocBdh9F5-fpvS7P _index: bpalogs-2623.84.26 _score: 8 _type: _doc
7 Available fields 15
o > docker.name: /d2d-agent-service message: [emINFO:root:[Timestamp: 2023-84-26T14:42:09.511203Z] [User ID: adnmin] [Device Name: [ 11 [IP Address: [' 1
¢ _index [Capability Name: view-config] [Log Message: 'device action permission to user: False'] @timestamp: Apr 26, 2023 @ 20:12:09.696 Gversion: 1 docker.hostname: 724848bfc7af
& @timestamp docker.id: 724848bfc7af93bbBaBb5T69d1d21ac79dc872¢71818309214a74497467195 docker . image: containers.cisco.con/bpa/d2d-agent :4.8.1-518 host: show: This is NOT
) dockerhosthame services stream: stderr tags: grokparsefailure _id: -7wDvocBdhOF5-fpuS6j _index: bpalogs-2623.84.26 _score: @ _type: _doc
t dockerimage . . - . .
> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: '2023-04-26T14:42:69.713276Z'] [User ID: ‘admin'] [Device Name: '[ 1'1 [1P Address
+ dockername 18 1'] [Capability Name: 'view-config'] [Log Message: ‘API response ip: {'status': 'success’, ‘message’: 'Successfully fetched device from inventory’, 'body’
t message {*hierarchyIds': ['lab-34'], '_id': '643918decbcd56@12fa2733d’, 'hostname’ . “deviceldentifier’ , “description’: ', ‘address’: )
‘port’: '22', 'deviceType': ‘cisco-ios’, ‘osType': 'cisco-ios’, ‘credential': ‘lab-34', 'protocol’: ‘ssh’, 'deviceRole': '*, 'adminState': ', ‘latitude’ “longitude”
t _id
! ‘additionalAttributes’ : {hostname’ “controllerId' : ‘Direct-To-Device’, 'controllerType': ‘Direct-To-Device', '__v': 8))'] @timestamp: Apr 26, 2023 &
# score
D type > docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-84-26T14:42:17.6927262° ] [User ID: 'admin’] [Device Name: '[* 1'1 [1P Address
B {8 1'] [Capability Name: 'view-config'] [Log Message: ‘Response: [{controllerId': ‘Direct-To-Device', 'deviceldentifier': * ", “hostnane’ .
¢ @version
X “serialNumber’ : **, ‘result': ® \n\nCurrent configuration : 21344 bytes\n!\n! Last configuration change at 11:43:47 GHT Wed Apr 26 2623 by cisco\n!\nversion
cccied 16.12\nservice nagle\nno service pad\nservice tcp-keepalives-in\nservice tcp-keepalives-out\nservice timestamps debug datetime msec localtime show-timezone\nservice timestamps log
€ host datetine msec localtime show-timezone\nservice password-encryption\nservice compress-confighnservice call-home\nno platform punt-keepalive disable-kernel-core\n!\nhostname
t show
€ stream

BPARG : view-config

= @ oscoer v Options New Open Share Inspect [3) save

[+ Search KaL C Refresh

© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: “[Capability Name: ‘discover-device’]” x |+ Add filter

bpalogs* v vos €= 28 hits

Q search field names > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: 2023-84-19T15:42:00.283207Z] [User ID: admin] [Device Name: [ 11 [1P Address: [ 1

[Capability Name: discover-device] [Log Message ---Fetching Device Details--

e --='] @timestamp: Apr 19, 2623 @ 21:12:60.284 @version:
Filter by type 0 v docker.hostname: 8707b64cf868 docker.id: 8767b64cf868525488108bed638766724baf71fe66b891684aaSdcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-507

host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: CpEumocBdhOF5-fpBoHU _index: bpalogs-2023.64.19 _score: @ _type: _doc

 Available fields 15

R > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: 2023-4-19T15:42:00.2851212] [User ID: admin] [Device Name: [ 11 [IP Address: [ N

¢ _index [Capability Name: discover-device] [Log Message: 'Payload: [{'hierarchyIds': ['lab-34'], '_id': '643918decbcd56612fa2733d", 'hostname . 'deviceldentifier

O CE , ‘description’: '*, 'address , port': '22', 'deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': 'lab-34', ‘protocol’: ‘ssh’,
deviceRole': ', ‘adminState': ‘', ‘latitude’: '', 'longitude’': ‘', ‘additionalAttributes': {'hostname }, “controllerd': 'Direct-To-Device', 'controllerType

¢ docker.hostname
Direct-To-Device’, '__v': 6}]'] @timestamp: Apr 19, 223 @ 21:12:60.285 @version: 1 docker.hostname: 0767b64cf868

¢ docker.image

¢ docker.name > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: 2023-84-19T15:42:00.284886Z] [User ID: admin] [Device Name: [ 11 [IP Address: [ N

7) message [Capability Name: discover-device] [Log Message: ---discover device use case--- meees ] @timestamp: Apr 19, 2023 @ 21:12:00.285 @version: 1
docker .hostname: 8767b64cf868 docker.id: 6767b64cf868525488100bed638766724baf717e66b891684aaSdcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-567

€ id host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: DZEumocBdhOFS-fpBoHU _index: bpalogs-2023.04.19 _score: 6 _type: _doc

# score

- > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-04-19T15:42:00.9560262] [User ID: admin] [Device Name: [' 11 [IP Address: [* 1

_type

[Capability Name: discover-device] [Log Message: 'User group details: ['ebbbi124f-fdb8-40c2-9d78-b6557357¢533", ' 9b8dad2b-dbed-4 7- 6e2b10", '7071€ 4-47ed-82b0-
@version .

-4397-b baf19a86a88", '9868e24b-75dd-4598-b78d-f3dbb259251F ] ] @timestamp: Apr 19, 2023 @ 21:12:60.963 @version: 1 docker.hostname: 8767b64cf868

] dockerid docker.id: 0707b64cf868525488106bed 724baf71fe66b89 1ba docker.image: containers.cisco.con/bpa/d2d-agent:4.6.1-507 host: show: This is NOT

¢ host services stream: stderr tags: _grokparsefailure _id: FZEumocBdhOF5-fpCYF6 _index: bpalogs-2023.04.19 _score: 8 _type: _doc
t show

> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: 2023-84-19T15:42:01.791938Z] [User ID: admin] [Device Name: [ 11 [IP Address: [ 1
¢ stream I

BPAH & : discover-device



elastic

= @ oscoer v Options New Open Share Inspect (3 Save
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'discover-device']" x | + Add filter
bpalogs* eos €= 28 hits
Q Search field names [Capability Name: d);cuver—devlce] [Lo; Mes;age: ‘cuntroiler deta;ls {'id": ‘2669b568—647e—4213‘—‘;626—23959795690‘3", “type’ ‘dev’)ce—manager—act‘—c‘tr:l‘ , 'keys' {‘]d‘ : "device- -

manager-act-ctrl’, ‘subType': 'device-manager-act-ctrl’, 'dsiplayName': ‘Activity control', 'elementType’: ‘app-menu’}, ‘name’: ‘Direct-To-Device'}'] @timestamp: Apr 26, 2023 @

Filter by type 0 v 28:13:09.989 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBb5f69d1d21ac79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
© Available fieids 5 agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: tLwEvocBdhOFS-fprONC _index: bpalogs-2623.64.26 _score: 8 _type: _doc
s > docker.name: /d2d-agent-service message: [6mINFO:root:[Timestamp: 2023-84-26T14:43:10.4887582] [User ID: admin] [Device Name: [ 11 [IP Address: [* n
€ _index [Capability Name: discover-device] [Log Message: 'device action permission to user: False'] Gtimestamp: Apr 26, 2023 @ 20:13:18.489 Gversion: 1 docker.hostname: 724848bfc7af
© @timestamp docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
1) dockerhostname services stream: stderr tags: _grokparsefailure _id: vbwEvocBdhOF5-fpriPe _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t) dockerimage > docker.name: /d2d-agent-service message: [BnDEBUG:root:[Timestamp: '2023-84-26T14:43:22.2065762'] [User ID: ‘admin’] [Device Name: [’ "1'1 [1P Address
¢ docker.name iE *1'] [Capability Name: 'discover-device'] [Log Message: 'Response for device: [{'id’: 1, 'isSelected': False, 'Device ID': 'NCCM52', 'IP address’
¢ message ', "Platform’: ‘cisco WS-C3756X-48P, Capabilities’, 'Version': 'Cisco I0S Software, C3750E Software (C375OE-UNIVERSALKI-M), Version 12.2(58)SE2, RELEASE SOFTWARE
(fe1)', "level': 1}]'] @timestamp: Apr 26, 2023 @ 20:13:22.267 @version: 1 docker.hostname: 724848bfc7af
0 docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker .image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
# _score
D _type > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:43:22.2071552'] [User ID: ‘admin’] [Device Name: '[' "1'1 [1P Address
iE *1'] [Capability Name: 'discover-device'] [Log Message: 'Response: {’controllerId': 'Direct-To-Device', 'deviceldentifier’: ' *, “hostname’ :
JEEED , “serialNumber’: ", ‘result’: {'body’: [{'id': 1, 'isSelected’: False, ‘Device ID': 'NCCM52', 'IP address’ , "Platform’: ‘cisco WS-C3750X-48P,
1) dockerid Capabilities’, 'Version': ‘Cisco I0S Software, C3756E Software (C3750E-UNIVERSALK9-M), Version 12.2(58)SE2, RELEASE SOFTWARE (fc1)', ‘level': 1}], 'msg’: 'success’, 'status’
€ host “success'}}'] @timestamp: Apr 26, 2023 © 20:13:22.207 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBhST60d1d21act79dc872ee71818309214a7449746F195
t show
€ stream

BPAH 5t : discover-device

@ oscoer - Options New Open Share Inspect [3) Save

[ v Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: "[Capability Name: ‘connect]" x |+ Add filter

bpalogs* v eos €= 29 hits

['10.105.52.34"]"] [Capability Name: 'connect ] [Log Message: '-------- ] Gtimestamp: Apr 26, 2023 0 20:15:37.237
Gversion: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a7449746¢195 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-510

---Fetching Device Details------- --

Q Search field names

Filter by type [0 9 host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: PrwGvocBdhOF5-fp6zbK _index: bpalogs-2023.84.26 _score: @ _type: _doc
v Available fields 15 > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-64-26T14:45:37.2382267'] [User ID: ‘admin’] [Device Name: '[ 1'] [IP Address
popular [ 1'] [Capability Name: 'connect'] [Log Message ---device connection-check use case--- ---'] @timestamp: Apr 26, 2023 @
1) _index 20:15:37.239 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0aBbsT69d1d21acf79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
Blcteston agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: QLwGvocBAhOFS-fpbzbk _index: bpalogs-2023.04.26 _score: 8 _type: _doc
) CEETHEETID > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2823-84-26T14:45:37.2384532' ] [User ID: 'admin’] [Device Name: '[ 1'] [IP Address
¢t docker.image [ ]'] [Capability Name: 'connect'] [Log Message: 'Payload: [{'hierarchylds': ['lab-34'], '_id 643918decbcd56012fa2733d", ' hostname .
¢ docker.name deviceldentifier , ‘description’: ', ‘address , 'port': '22', 'deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': 'lab-34,
protocol’: 'ssh’, 'deviceRole , 'adminState , 'latitude , 'longitude , 'additionalAttributes’: {’hostname }, 'controllerId’: 'Direct-To-Device',

t message

“controllerType' : ‘Direct-To-Device', '__v': 8}]'] @timestamp: Apr 26, 2623 @ 20:15:37.239 @version: 1 docker.hostname: 724848bfc7af

t id

) _score > docker.name: /d2d-agent-service message: [BmINFO:root:[Timestamp: 2023-84-26T14:45:37.666839Z] [User ID: admin] [Device Name: [ 1] [1P Address: [ 11
[Capability Name: connect] [Log Message: 'User group details: [’ebbb124f-fdb8-48c2-9d78-b6557357¢533", '9bBdad2b-4bed-48c9-89e7-6296780e2b18", *7071e782-a394-47ed-82b0~

t _type .

-4397-b baf19a86a88", '9868e24b-75dd-4590-b78d-f3dbb259251F ] ] Otimestamp: Apr 26, 2023 @ 20:15:37.66@ @version: 1 docker.hostname: 724848bfc7af

) @version docker.id: 724848bfc7af93bbBaBb5769d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.6.1-510 host: show: This is NOT

¢ dockerid services stream: stderr tags: _grokparsefailure _id: SbwGvocBdh9F5-fp7TZq _index: bpalogs-2623.04.26 _score: @ _type: _doc
t host

> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: 2023-04-26T14:45:38.678741Z] [User ID: admin] [Device Name: [' 1 [1P Address: [' n
) show [Capability Name: connect] [Log Message: 'device action details: {'id': 'c62elbfa-edf7-4baa-a216-7a586b93c6ed’, 'resource_type': 'device-manager-act-ctrl’, ‘action’: ‘comnect’,
¢ stream “rreated at': 'DA23_AA-ART?1-3R-43 KAG7'\'1 @fimestamn: Anr 76 2002 A 7A-15-3 ARA Bversinn: 1 docker hostname® 7)ARARKEeTaf

BPAB&E : connect

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: ‘connect]” x | + Add filter
bpalogs* eos €= 29 hits
QU Search field names docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.9.1-518
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: KrwHvocBAhOF5-fpBTFQ _index: bpalogs-2023.84.26 _score: 8 _type: _doc
Filter by type 0 ~
> docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:45:47.4464372'] [User ID: ‘admin’] [Device Name: '[' “1'] [1P Address
Eghvatable fieids) i 8 “1'] [Capability Name: ‘connect’] [Log Message: 'SSH session with device is Successfully established'] Otimestamp: Apr 26, 2023 @ 20:15:47.447
o @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
¢ _index host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: TbwHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: @ _type: _doc
© @timestamp
> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:45:47.4474307'] [User ID: ‘admin’] [Device Name: ‘[ 1'] [1P Address
1) dockechostname 1 1'] [Capability Name: ‘connect’] [Log Message: 'SSH session for 16.105.52.34 device is closed'] @timestamp: Apr 26, 2623 @ 26:15:47.448 @version: 1
0 CEEETEE docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbRadb5f69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
¢ docker.name host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: VrwHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
¢ message
> docker.name: /d2d-agent-service message: [6mDEBUG:root:([Timestamp: '2623-04-26T14:45:47.4476442'] [User ID: 'admin’] [Device Name: ‘[ “1'1 [1P Address
g id ie 1'] [Capability Name: ‘connect’] [Log Message: 'Connection to is Successfull'] @timestamp: Apr 26, 2623 @ 26:15:47.448 @version: 1
# _score docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518
1) _type host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: V7wHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
¢ @version
N > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:45:47.447807Z'] [User ID: 'admin’] [Device Name: ‘[’ “1'1 [1P Address
cccied T 1] [Capability Name: 'connect'] [Log Message: 'Response: [{’deviceName': ' , "controllerId' : 'Direct-To-Device’, 'hostName' ", 'result’
€ host [{'name': 'result’, ‘value': 'true’}, {'name’: 'info’, 'value': 'Connection to is Successfull'}]}]'] @timestamp: Apr 26, 2023 @ 20:15:47.448 @version: 1
€ show docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8adbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518

stream host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: WLwHvocBdh9F5-fpFDCF _index: bpalogs-2623.64.26 _score: @ _type: _doc



BPAH%S : connect

@ oscoer - Options New Open Share Inspect [3) save
B v Search (OBl  C Refresh
@ | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘execute-commands']* x |+ Add filter
bpalogs* v eos €= 10 hits
QU Search field names > docker.name: /d2d-agent-service message: [AnDEBUG:root:[Timestamp: '2623-84-21713:09:36.4534932'] [User I0: ‘admin’] [Device Name ] [IP Address: **] [Capability
Nare: * execute-commands' ] [Commands: *['show clock’, ‘show version']'][Log Message is use ] Gtinestamp: Apr 21,
Filter by type [0 v 2023 © 18:39:36.454 @version: 1 docker.hostname: eSe314chS13a docker.id: eSe314ch513abdd2a123c18553c7d30ac115fe9211 37a963789ad!
docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-508 host: 172.22.8.1 show: This is NOT services stream: stderr tags: _grokparsefailure _id: FKPvo4cBdh9F5-fpOYFx
v Available fields 15
_index: bpalogs-2623.04.21 _score: @ _type: _doc
Popular
¢ _index > docker.name: /d2d-agent-service message: [AnDEBUG:root:[Timestamp: '2623-84-21T13:09:36.4538222'] [User ID: 'admin’] [Device Name ] [IP Address: '] [Capability
® @timestamp Name: ' execute-commands' ] [Commands: '['show clock', ‘show version']'][Log Message: 'Payload: {deviceldentifier , ‘commands': ['show clock', 'show version']}']

. Gtimestamp: Apr 21, 2023 © 18:39:36.454 @version: 1 docker.hostname: eSe314cb513a docker.id: eSe31dch513abdd2a123c18553¢7d30act15fe92111d2468dafc37a963789adS
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-568 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: FaPvodcBAh9F5-fpOYFx
t docker.image

¢ _index: bpalogs-2623.04.21 _score: 6 _type: _doc
t docker.name

BT > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-21T13:09:36.5001822'] [User I0: ‘admin’] [Device Name ] [IP Address ]
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock', 'show version']'] @timestamp: Apr 21, 2023 © 18:39:36.501

DEU @version: 1 docker.hostname: eSe314cbS13a docker.id: eSe314chS13abdd2a123c18553c7d38ac115Fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-508

# _score host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LoPvodcBAhOF5-fpO¥Fx _index: bpalogs-2023.04.21 _score: 6 _type: _doc

€ type

D rersion > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-21T13:09:43.8076622'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address 1
[Capability Name: 'execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Result Payload: controllerd: Direct-To-Device, commandResults: [{'command": ‘show

e clock’, ‘executionStartTime': 1682082576, 'executionEndTime': 168282583, 'cmdOutPut: 'show clock \n*12:62:23.785 GMT Fri Apr 21 2623 \n', 'result': True}, {'command’: 'show

€ host version’, ‘executionStartTime': 1682882576, 'executionEndTime': 1682082583, ‘cmdOutPut’: 'show version \nCisco I0S XE Software, Version 16.12.85b\nCisco 10S Software [Gibraltar],

€ show Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.12.5b, RELEASE SOFTWARE (fc3)\nTechnical Support: http://www.cisco.com/techsupport\nCopyright (c) 1986-2621 by

¢ stream

BPAHEE : B2 R

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
B v~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: ‘execute-commands” x |+ Add filter
bpalogs* eoe €= 10 hits

QU search field names

> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2623-04-26T14:49:68.9718352'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * 1
Filter by type 0 ~ [Capability Name: ‘execute-commands'] [Commands: '['show clock’, 'show version']'][Log Message: 'Payload: {'deviceldentifier': ' ", “commands’: ["show clock’, 'show
version']}'] @timestamp: Apr 26, 2023 @ 20:19:09.046 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a74497467195
 Available fields 15 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: cbwkvocBdh9F5-fpJzin
Popular _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t _index
Blginestan > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2623-04-26T14:49:69.094697Z'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * B
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock’, 'show version']'] @timestamp: Apr 26, 2623 @ 20:19:69.895
1) dockerostname @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
0 e host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: i7wKvocBdhOF5-fpJzin _index: bpalogs-2623.84.26 _score: @ _type: _doc
t docker.name
B > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2623-84-26T14:49:16.1857992'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * B
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, *show version']'][Log Message: '{'executionStartTime': 1682520549, ‘cmdOutPut’: '{\'show clock\': \'%13:42:08.899
0 id GMT Wed Apr 26 2023\, \"show version\': \'Cisco I0S XE Software, Version 16.12.85b\\nCisco I0S Software [Gibraltar], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK-M), Version
# _score 16.12.5b, RELEASE SOFTWARE (fc3)\\nTechnical Support: http://wiw.cisco.com/techsupport\\nCopyright (c) 1986-2621 by Cisco Systems, Inc.\\nCompiled Thu 25-Mar-21 13:09 by
D). type mepre\\n\\n\\nCisco I0S-XE software, Copyright (c) 2885-2621 by cisco Systems, Inc.\\nAll rights reserved. Certain components of Cisco I0S-XE software are\\nlicensed under the GNU
i) @version > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-26T14:49:16.186271Z'] [User ID: ‘admin’] [Device Name: * ] [IP Address: * ]
¢ dockerid [Capability Name: 'execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: 'Response: controllerId: Direct-To-Device, commandResults: [{'command’: 'show
) host clock’, ‘executionStartTime': 1682520549, 'executionEndTime': 1682520556, 'cmdOutPut’: 'show clock \n*13:42:68.896 GMT Wed Apr 26 2023 \n', 'result’: True}, { command’: 'show
) show version’, ‘executionStartTime': 1682520549, 'executionEndTime’: 1682520556, 'cmdOutPut’: ‘show version \nCisco I0S XE Software, Version 16.12.85b\nCisco 10S Software [Gibraltar],
e Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.12.5b, RELEASE SOFTWARE (fc3)\nTechnical Support: http://www.cisco.com/techsupport\nCopyright (c) 1986-2621 by
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elastic

= @ oiscoer v Options New Open Share Inspect (3 Save
B v Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 % || docker.name: g vice X || message: "[Capability Name: ‘preview-template’]" x | + ilter
® @ @ i ( 7 Add filt
bpalogs* v ses €= 20 hits
Q Search field names > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.627639Z'] [User ID: ] [Device Name: [ 1] [IP Address
i 1] [Capability Name: ‘preview-template'] [Log Message: '------ -Previen template use case-------- - '] ®timestamp: Apr 26, 2023 0
Filter by type 0 v 20:21:12.629 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBadb5f69d1d21acf79dc872ee71818309214a7449746f195 docker.image: containers.cisco.com/bpa/d2d-
agent:4.0.1-510 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: BLwMvocBdh9FS5-fpCkQf _index: bpalogs-2023.04.26 _score: @ _type: _doc
V' Available fields 15
o > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.627268Z'] [User ID ] [Device Name: ‘[ 1] [IP Address
¢ _index [ 1] [Capability Name: 'preview-template'] [Log Message: 'Payload: {'templateName': 'test-template’, 'version': 1, 'templateld’: '635e955a-e047-11ed-alde-
© @timestamp 6242ac160003", 'osType': 'cisco-ios', 'devices': ['10.105.52.34'], 'variables': {'interface_name': 'GigabitEthernet1/@/7', 'description_name’: 'test_vishal262620'},
additionalAttributes': {'composite’: False, 'containingTemplates': None, 'deviceInfo’: [{'hostName , 'deviceld , 'deviceIpAddress
t docker.hostname

}1}}'] @timestamp: Apr 26, 2023 @ 20:21:12.629 @version: 1 docker.hostname: 724848bfc7af
¢ docker.image

¢ docker.name > docker.name: /d2d-agent-service message: [OmDEBUG:root:([Timestamp: '2623-04-26T14:51:12.6376542' ] [User ID: ] [Device Name: '[ 1'] [IP Address

¢ message N ]'] [Capability Name: 'preview-template'] [Log Message: 'Raw template content: 'interface {{interface_name}}\ndescription {{description_name}}''] @timestamp: Apr
26, 2023 © 20:21:12.645 Gversion: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0aBb5769d1d21act79dc872ee71818309214a7449746195

€ -id docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518 host: 172.22.8.1 show: This is NOT services stream: stderr tags: _grokparsefailure _id: DrwMvocBdhoF5-fpCkQf

# _score _index: bpalogs-2623.84.26 _score: © _type: _doc

. -type > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.637864Z'] [User ID: ] [Device Name: '[" 1'] [IP Address

) @version i 1'] [Capability Name: ‘preview-template'] [Log Message: 'Got ‘interface {{interface_name}}\ndescription {{description_name}}' to be substituted with

¢ dockerid {'interface_name': ‘GigabitEthernet1/6/7°, 'description_name’ 262020')'] @timestamp: Apr 26, 2023 @ 20:21:12.645 @version: 1 docker.hostname: 724848bfc7af

2 host docker.id: 724848bfc7af93bbBadh5f69d1d21act79dc872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT

) show services stream: stderr tags: _grokparsefailure _id: D7wMvocBdhOF5-fpCkQf _index: bpalogs-2623.84.26 _score: @ _type: _doc

€ stream > dnekar nama- /HOA_anant SarARa massana:  [ARERIG-ront-[Timectamn: '2A23_G4-2AT14-K1-19 6414997°1 Misar Tn- * 1 Devica Name: [0 11110 ddrass
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elastic

@ oscoer - Options New Open Share Inspect [3) save
@ | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘preview-template’]” x | + Add filter
bpalogs* v e = 20 hits

QOCKer.1mage: CONTAINers. C1SCO.COM/DPa/aza-agent 4. u. 1=16 NOST: [/Z.2£.6.1 SNOW: IN1S 1S NUI SErvices STream: STGErT Tags: _QrokparseTaliure _1a: ELWAVOCKGNYFo-TPUKUT
Search field names
Q _index: bpalogs-2623.04.26 _score: 0 _type: _doc

Filter by type 0 4 > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.6522182'] [User ID ] [Device Name: '[ 1'] [IP Address
© Avallable flelds 15 [ 1'] (Capability Name: ‘previe-template' ] [Log Message: 'API response ip: {'status': 'success', 'message’: 'Successfully fetched device from inventory’, 'body
{'hierarchyIds’: ['1ab-34'], '_id': '643918decbcd56012fa2733d’, 'hostname , "deviceldentifier , 'description’: ', 'address
Popular port': '22', ‘deviceType': 'cisco-ios', 'osType': 'cisco-ios', 'credential’: 'lab-34', 'protocol’': 'ssh’, 'deviceRole , 'adminState , ‘'latitude , 'longitude
O additionalAttributes’: {hostname’: '10.105.52.34'}), ‘controllerId': 'Direct-To-Device', 'controllerType': 'Direct-To-Device', '__v': @}}'] @timestamp: Apr 26, 2023 @
) @timestamp
1) dockechastname > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-04-26T14:51:12.6792662' ] [User ID ] [Device Name: '[ 1'] [IP Address
[ ]'] [Capability Name: 'preview-template'] [Log Message: 'API response pass: {'status success', 'message Successfully fetched device from inventory', 'body
DCEEL) {"hierarchyIds': ['1ab-34'], '_id': '643918decbcd56012fa2733d’, 'hostname . "deviceIdentifier , "description , "address ,
t | docker.name port': '22', 'deviceType': 'cisco-ios', 'osType': 'cisco-ios', 'credential': 'lab-34', 'protocol’: 'ssh’, 'deviceRole , ‘adminState . 'latitude , 'longitude |
« message ‘additionalAttributes’: {'hostname '}, ‘controllerId': ‘Direct-To-Device’, 'controllerType': 'Direct-To-Device’, '__v': 8}}'] @timestamp: Apr 26, 2623 @
€ id > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:51:43.3916632'] [User ID: ' '] [Device Name: [ *1°] [IP Address
# _score IS 1'] [Capability Name: ‘preview-template’] [Log Message: 'i , j: MultiResult: [Result: "napalm_configure’]'] @timestamp: Apr 26, 2623 @ 20:21:43.396
D 1ype @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-510
D gersion host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: PLuMvocBAhOF5-fpgkw8 _index: bpalogs-2023.04.26 _score: 8 _type: _doc
i) docker.d > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2623-84-26T14:51:43.396569Z'] [User ID: '] [Device Name: '[ 1" [IP Address
€ host iE 1'] [Capability Name: ‘preview-template’] [Log Message: ' [92mINFO: Host Diff : +description test_vishal262620 [6m'] @timestamp: Apr 26, 2623 €
7 chow 20:21:43.397 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0absr69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
D) stream agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: PbwMvocBdhOFS-fpgkws _index: bpalogs-2023.64.26 _score: 8 _type: _doc
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= @ oscoer v Options New Open Share Inspect (3 Save
B v~ Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: “[Capability Name: 'execute-template’]* x | + Add filter

bpalogs* v eos ¢= 30 hits

> docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-04-24706:21:50.8279012'] [User ID: ] [Device Name: '[ 1] [IP Address: '[ 11
[Capability Name: 'execute-template'] [Log Message: '--

QU Search field names

--Execute template use case-- -- ----'] Otimestamp: Apr 24, 2023 @ 11:51:50.828 @version: 1

Filter by type 0 ) docker .hostname: eSe314cbS513a docker.id: eSe314cb513ab4d2a123¢18553¢7d30acT15fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-508
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: s7PssYcBdh9F5-fp_F9I _index: bpalogs-2023.84.24 _score: @ _type: _doc
v Available fields 15
s > docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-04-24T06:21:50.8280762' ] [User ID: '] [Device Name: '[ 1'] [1P Address: '[ 1
D [Capability Name: 'execute-template’ | [Log Message: 'Payload: {'templateName': 'test-template’, 'version': 1, 'templateld’: '635e955a-e047-11ed-alde-6242ac160083', 'osType
cisco-ios’, 'devices': [ ], 'variables': {'interface_name , ‘description_name': ‘GigabitEthernet1/8/7'}, 'additionalAttributes': {'composite

© @timestamp
False, 'containingTemplates': None, 'deviceInfo': [{'hostName , ‘deviceld , 'deviceIpAddress , 'variables': {'interface_name
t docker.hostna
ockerhostname description_name’: 'GigabitEthernet1/0/7'}}]}}'] @timestamp: Apr 24, 2023 @ 11:51:50.828 @version: 1 docker.hostname: eSe314cb513a

¢ dockerimage

T dockername > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-64-24T66:21:56.8285842'] [User 10: '] [Device Name: '[ 1'] [IP Address: '[ 1
X [Capability Name: ‘execute-template’] [Log Message: ‘Render : Req 'interface {{interface_name}}\ndescription {{description_name}}''] @timestamp: Apr 24, 2623 @ 11:51:50.829
timessede Gversion: 1 docker.hostname: eSe314cbS13a docker.id: eSe314chS13abdd2a123c18553c7d38ac115Fe92111d2468dafc37a963f89ads docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-568

id host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: trPssYcBdh9F5-fp_F9T _index: bpalogs-2023.04.24 _score: @ _type: _doc
# _score
e > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-24T06:21:50.8286672'] [User ID: '] [Device Name: ‘[’ 1'] [IP Address: '['* 1

[Capability Name: 'execute-template’] [Log Message: ‘Render : Payload 'interface {{interface_name}}\ndescription {{description_name}} '] @timestamp: Apr 24, 2023 @ 11:51:50.829

t) @version @version: 1 docker.hostname: eSe314cb513a docker.id: e5e314ch513ab4d2a123¢18553c7d30ac115Fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.8.1-508

¢ dockerid host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: t7PssYcBdh9F5-fp_F9I _index: bpalogs-2623.84.24 _score: 8 _type: _doc
t host

N > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-24T86:21:59.669906Z'] [User ID: '] [Device Name: ‘[ 1'] [IP Address: '[* 1]
t) show

[Capability Name: execute-template’]

[Log Message: 'Result Payload [{'deviceld':

', 'status’: 'FAILURE', 'description’: “configure terminal\nEnter configuration

stream
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elastic
= @ oscoer v Options New Open Share Inspect (3 Save
B~ Search KaL C Refresh

©  @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: "[Capability Name: ‘execute-template’l” X |+ Add filter
bpalogs* eee ¢= 30 hits

QU search field names

> docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-84-26T14:51:50.1586752° ] [User ID: 1 [Device Name: '[* 1'] [IP Address
Filter by type 0 v T 1] [Capability Name: "execute-template'] [Log Message: 'Payload: {'templateName': 'test-template’, 'version': 1, "templateld’: '635e955a-e047-11ed-alde-
0242ac160083", “osType': 'cisco-ios’, ‘devices': [° ], ‘variables': {'interface_name': 'GigabitEthernet1/8/7', 'description name': ' b
& LTE S = ‘additionalAttributes’: { composite’: False, 'containingTemplates’: None, 'deviceInfo’: [{ hostName': ' | deviceld': *, “deviceIpAddress’
Popular ‘variables': {'interface name': 'GigabitEthernet1/8/7", 'description name’: ° }}1}}'] @tinestamp: Apr 26, 2623 @ 20:21:59.159 @version: 1
t _index
) @rimestomp > docker.name: /d2d-agent-service message: [BnDEBUG:root:[Timestamp: '2823-84-26T14:51:50.1592272'] [User ID: ° ] [Device Name: '[* 1'] [1P Address
T ‘1] [Capability Name: ‘execute-template'] [Log Message: 'Render: Req 'interface {{interface_name}}\ndescription {{description_name}}’’] Gtimestamp: Apr 26, 2623 @
O GG 20:21:59.150 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb@adb5f60d]d21act79dc872ee71818309214a7449746£195 docker.image: containers.cisco.com/bpa/d2d-
¢ dockerimage agent:4.8.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: KbwMvocBah9F5-pvé7o _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t docker.name
T message > docker.name: /d2d-agent-service message: [@nDEBUG:root:[Timestamp: '2623-84-26T14:51:50.159333" ] [User ID: ‘] [Device Name: '[* “1'] [IP Address
T 1] [Capability Name: ‘execute-template'] [Log Message: ‘Render: Payload 'interface {{interface name}}\ndescription {{description nane}}'*] @timestamp: Apr 26,
¢ d 2623 @ 20:21:59.159 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a74497467195
# _score docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518  host show: This is NOT services stream: stderr tags: grokparsefailure _id: KruMvocBAndFS-fpve7o
D type _index: bpalogs-2623.84.26 _score: @ _type: _doc
t @version > docker.name: /d2d-agent-service message: [EnDEBUG:root:[Timestamp: '2023-84-26T14:52:07.347196Z" ] [User ID: ] [Device Name: '[* 1'] [1P Address
€ dockeria T 1'] [Capability Name: ‘execute-template’] [Log Message: 'Response: [{ deviceld': ' “status’: 'SUCCESS', 'description’: 'configure terminal\nEnter
M et configuration commands, one per line. End with CNTL/Z.\ntwentynine(config)#interface GigabitEthernet1/0/7\ntwentynine(config-if)#description \ntwentynine(config-
S if)#end\ntwentynine#', 'controllerId’: 'Direct-To-Device'}]'] @timestamp: Apr 26, 2023 @ 20:22:07.348 @version: 1 docker.hostname: 724848bfc7af
B docker.id: 724848bfc7af93bbBaBb5T69d1d21ac79dc872¢71818309214a74497467195 docker . image: containers.cisco.con/bpa/d2d-agent :4.8.1-518 host: show: This is NOT

t
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elastic

= @ oscoer v Options New Open Share Inspect (3 Save

[ v “[UserID: ‘admin

nd "[Device Name: '10.105.52.34'7"

© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X || message: "[Capability Name: ‘execute-commands’" X |+ Add filter

bpalogs* eoe €= 10 hits

Q search field names Document

Filter by type [ o > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2623-84-21713:09:36.4534932'] [User ID: ‘admin’ ] [Device Name: '10.105.52.34'] [IP Address: ''] [Capability
Name: " execute-commands' ] [Commands: *["show clock’, 'show version']'][Log Message: * ds use '] etinestamp: Apr 21,

v Available fields 15 2623 © 18:39:36.454 Oversion: 1 docker.hostname: e5e314cb513a docker.id: e5e314ch513abdd2a123c18553c7d30act157e92111d2468dafc37a9638%ad5

popular docker.image: containers. cisco.con/bpa/d2d-agent:4.8.1-588 host show: This is NOT services Stream: stderr tags: grokparsefailure _id: FKPvo4cBAnoFS-fpOYFx

D T _index: bpalogs-2023.04.21 _score: 18.342 _type: _doc

O @timestamp > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '223-84-26T14:49:08.959612Z'] [User ID: 'admin’ ] [Device Name: ' 1 [IP Address 1

¢ docker hostname [Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: * ut ds use B

¢ dockerimage Gtinestamp: Apr 26, 2023 @ 20:19:08.972 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848b7c7af93bbBaBb5r69d1d21act79dc872ee71818369214a74497467195

) dockername docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-510 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: Z7wKvocBAhoFS-fpJzim
_index: bpalogs-2823.04.26 _score: 17.63 _type: _doc

¢ message

D i > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-21T13:69:36.5001822' ] [User ID: 'admin’] [Device Name: * ] [IP Address: ' 1
[Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: ‘Commands: ['show clock’, ‘show version']'] @timestamp: Apr 21, 2023 @ 18:39:36.501

o @version: 1 docker.hostname: e5e314cb513a docker.id: e5e314ch513ab4d2a123c18553c7d30act15Fe92111d2468dafc37a9638%d5 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-508

D) type host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LqPvo4cBGhOF5-fpOYFx _index: bpalogs-2023.84.21 _score: 17.547 _type: _doc

t @version

e — > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2023-84-26T14:49:09.8946972'] [User ID: ‘admin’ ] [Device Name: ' ] [IP Address: * 1

_— [Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: ‘Commands: ['show clock’, “show version']'] @timestamp: Apr 26, 2023 @ 20:19:09.095
@version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBab5f60d1d21act79dc872e¢71818309214a7449746F195 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-518

) show host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: i7wKvocBdhoF5-fpJzin _index: bpalogs-2023.04.26 _score: 17.28 _type: _doc

€ stream
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docker.name

message

_id
_score
_type
@version
dockerid
host
show

stream

= @ (o -

[ v connect

Options New Open Share Inspect

[ save

KaL C Refresh

docker.name: d2d-agent-service X |+ Add filter

9 hits
docker.id: 724848bfc7af93bbeadbsf69d1d21acf79dc872ee71818309214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-510 host: message:  [@mDEBUG:root
[Timestamp: '2023-04-26714:45:47.446437Z'] [User ID: 'admin'] [Device Name: '[ 1'] [IP Address: '[ ]'] [Capability Name: 'connect'] [Log Message: 'SSH
session with device is Successfully established'] show: This is NOT services stream: stderr tags: _grokparsefailure _id: TbwHvocBAh9F5-fpFDCF _index: bpalogs-

2023.04.26 _score: 0 _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2023 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bb@aBb5f69d1d21acf79dc872ee71818309214a74497461195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host
message: [OMDEBUG:netmiko:write_channel: b'\n' ‘show: This is NOT services stream: stderr tags: _grokparsefailure _id: TrwHvocBdhOFS-fpFOCF _index: bpalogs-2023.84.26

_score: @ _type: _doc

docker.name: /d2d-agent-service Otimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBadb5T69d1d21acf79dc872ee71818389214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host:

message: [BmDEBUG:netmiko:read_channel: show: This is NOT services stream: stderr tags: _grokparsefailure _id: T7wHvocBdh9F5-fpFDcF _index: bpalogs-2623.04.26 _score: @

_type: _doc

docker.name: /d2d-agent-service Otimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: twentynine#

show: This is NOT services stream: stderr tags: _grokparsefailure _id: ULwHvocBdhOFS-fpFDCF _index: bpalogs-2023.04.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host: message: (empty)

show: This is NOT services stream: stderr tags: _grokparsefailure _id: UbwHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
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docker.name: d2d-agent-service X | + Add filter

9 hits

>

docker.name: /d2d-agent-service @timestamp: Apr 26, 2023 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: message: (empty)
show: This is NOT services stream: stderr tags: _grokparsefailure _id: UbwHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8

docker.name: /d2d-agent-service @timestamp: Apr 26, 2023 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host:
message: [BMDEBUG:netmiko:Pattern found: ([>#]) show: This is NOT services stream: stderr tags: _grokparsefailure _id: UrwHvocBdhOF5-fpFDCF _index: bpalogs-2023.84.26

_score: @ _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2623 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746F195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: (empty)
show: This is NOT services stream: stderr tags: _grokparsefailure _id: U7wHvocBdh9F5-fpFDcF _index: bpalogs-2023.64.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2623 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746F195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: twentynine#

show: This is NOT services stream: stderr tags: _grokparsefailure _id: VLwHvocBdh9F5-fpFDcF _index: bpalogs-2023.64.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host:

message: [BmDEBUG:netmiko:write_channel: b'exit\n' show: This is NOT services stream: stderr tags:

doc

_score: 8 _type:

NI ERE RS H
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@timestamp
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_id
_score
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show

stream

docker.name: d2d-agent-service X |+ Add filter

26 hits
WTIMeSTAMp: AP Zb, 023 © I5154I10.445 GVErSION: | GOCKET.NOSTNAMe: /Z4¥4BDTC/aT GOCKEr.10: /Z4B4DTC/ATYSDDYAUDOTOYAIOZIACT /Y0CK/ZE€] 16 1830YZ148/44Y/40T 195
docker .image: containers.cisco.con/bpa/d2d-agent:4.0.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: 3budvYcBdhoFS-fpx_UU

_index: bpalogs-2623.84.26 _score: 5.238 _type: _doc

docker.name: /d2d-agent-service message: WARNING: Retrying (Retry(total=1, connect=None, read=None, redirect=None, status=None)) after connection broken by
ConnectTimeoutError (<pip._vendor.url1ib3.connection.HTTPSConnection object at @x7fb@89436a60>, 'Connection to pypi.org timed out. (connect timeout=15)")": /simple/pip/
Gtimestamp: Apr 26, 2023 @ 18:51:18.167 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBa@b5F69d1d21ac79dc872ee71818309214a7449746F195
docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-510 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: LbuSvYcBdh9F5-fpufad

_index: bpalogs-2023.04.26 _score: 5.238 _type: _doc

docker.name: /d2d-agent-service message: WARNING: Retrying (Retry(total=@, connect=None, read=None, redirect=None, status=None)) after connection broken by
ConnectTimeoutError (<pip. _vendor.url1ib3.connection.HTTPSConnection object at 8x7fb@894368e8>, 'Connection to pypi.org timed out. (connect timeout=15)')": /simple/pip/
Gtimestamp: Apr 26, 2023 © 18:52:22.275 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a7449746195
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: f7uévYcBAh9F5-fptPYo

_index: bpalogs-2623.84.26 _score: 5.238 _type: _doc

docker.name: /d2d-agent-service message: W: Failed to fetch http://deb.debian.org/debian/dists/bullseye-updates/InRelease Unable to connect to deb.debian.org:http
Otimestamp: Apr 26, 2623 @ 18:47:08.640 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBb5r69d1d21acf79dc872ee71818389214a74497467195
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: 1rulvYcBdh9F5-fp6_QI
_index: bpalogs-2623.84.26 _score: 5.868 _type: _doc

docker.name: /d2d-agent-service message: W: Failed to fetch http://deb.debian.org/debian-security/dists/bullseye-security/InRelease Unable to connect to deb.debian.org:http
Gtimestamp: Apr 26, 2023 © 18:47:08.646 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a7449746195

docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: 1bulvYcBdh9F5-fp6_QI

_grokparsefailure _id: VbwHvocBdh9F5-fpFDcF _index: bpalogs-2623.04.26
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> May 26, [2023-85-26T10:47:14.533Z] [INFO]: [BPA] [cisco-bpa-platform/mw-auth] [ServerName: bpa-ns] [PodName: auth-service-ms-pod] [session-id: ] - -
4.537 [correlation-id: ] DB :: postgresdb:54328kong with user kong connected successfully
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> Apr 12, 2023 @ @ [2023-84-11T19:01:45.399Z] [DEBUG]: [BPA] [cisco-bpa-platform/mw-core] [ServerName: bpa-ns] [PodName: core-servic -
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¢ dockerhostname > Apr 12, 2623 %3|1681239712.572 | FAIL | rdkafka#producer-1| [thrd:ssl://kafka:9212/bootstrap]: ssl://kafka:9212/bootstrap: Connect -
6:31:52.573 to ipvd#1 failed: Connection refused (after 1ms in state CONNECT)
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§I Eﬁ fﬂ:E IE

Cl/CD-CT

CNCHz #%

HE

EEHERE

T—RESHEER

EEREIR

iEE 2

AR B 8%
HéT—
LEARET


https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-asset-attribute-normalization-v5-1.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-backup-and-restore-v5-1.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-certificate-manager-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-cnr-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-cross-launch-v5-0.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-launch-page-preference-v5-1.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-multitenancy-v5-0.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-subscription-management-v5-1.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-ci-cd-ct-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-cnc-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-cnc-v5-0.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-device-activation-v5-0.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-golden-config-template-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-golden-config-ng-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-os-upgrade-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-process-template-app-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-service-catalog-v5-0.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-service-catalog-next-gen-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-service-center-app-v5-0.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
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https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-asset-credentials-v5-1.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-mongodb-upgrade-v5-1.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-mongodb-upgrade-v5-1.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-notifications-migration-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-1.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-0.html
https://www.cisco.com/c/zh_tw/support/docs/bpa/reference/bpa-user-guide-distribute-tf-v5-1.html
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