BPAfE FH FRBACEF AJ f#Ev5.1

LRl

ERACWFBEEG(RBAC)R —ERBEAEELERTNARKRHBEBN G E. BARARTH
CWETERREERFARYSELACHRIFEAEARBRINTAC, SACHRIIERSE
%EJ’T‘EF%EFH%,%EEPH@Fﬁﬁﬁﬁﬁ%iﬂlﬁiﬂﬁﬁ@%ﬁﬂﬁﬁﬂ’ﬂﬁfﬁo

HAT Al HE

AR E I AR HBRAS 2072 5% K & © WRBACHF AT AL,
ERTFERT

EREBEHTRE , BUTUTRE |

1. B JSON#E R , ¥|Hmicroservice/src/config/device-permissions-spec.jsonig & 1 Y FiT B &F
A,
2. BITLA TN IJSONRER LA I H B oy 4

"service":"service-name",
"permissions": [

{
"group": "group-name",
"actions": [
{"name":"action-name","displayName":"Display name to be shown in roles page"}
1
}

]
}
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"service”:"AssetManagerService"”,
"permissions™: [
{
"group”: "credential”,
"actions™: [
{"name" :"view","displayName”:"View Asset Credentials”},
-
L
p

"name":"manage"”, "displayName": "Manage Asset entials"},
J

{"name" : "remove"” ,"displayName" : sset Credentials™
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1. & @cisco-bpa-platform/mw-util-common-appE ArbacSpecProcessorHelper.

const { rbacHelper, rbacSpecProcessorHelper } = require('@cisco-bpa-platform/mw-util-common-app');
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Tet resources = require('./config/asset-manager-permissions-spec');

let rbacSpecProcessorObj = rbacSpecProcessorHelper.getRbacSpecProcessorUtil();
rbacSpecProcessorObj.setSpec(resources);

await rbacSpecProcessorObj.process();

~ 5T : 8 & I1E W LA 82 @cisco-bpa-platform/mw-util-common-app A & F #9 75 7% SR 4 4R
M BRET T 4

]]HE |

>

EAERLUE "BuAe, M TREAC, EPRACEMNFTTE,



BUAE
HAREF O 2
BRERT , EL—BPRUNFTETUERIAE | L TBBESRACHEBIER,
E&RAT AT YR

EREENFUEERETERAR® | FBEmicroservice/src/config/device-role-permissions-mapping-
spec.json#& & A2 3 #THYJSONIE 2R,

ETENRES , =Q)EFTEHMEIBPARKREEESEA® , M(2)EF TEHME|Tenant
AdminB & , —(1){EFF T EE R ZINetwork Operator A &,

N miE BEEE. A ENRESBREISONER T TSR,

"service": "AssetManagerService",
"roles": [
{
"name": "BPA Super Admin",
"permissions": [

{"name":"view","displayName":"View Asset Credentials","group": "credential"},
{"name":"remove","displayName":"Remove Asset Credentials",'group": "credential"},
{"name":"manage","displayName":"Manage Asset Credentials Add, Update and Delete Asset C
]
1,
{

"name": "Tenant Admin",



"permissions": [

{"name":"view","displayName":"View Asset Credentials",'"group": "credential"},
{"name":"remove","displayName":"Remove Asset Credentials",'group": "credential"}
1
1,
{
"name": "Network Operator",
"permissions": [
{"name":"view","displayName”:"View Asset Credentials",'group": "credential"}
1
}
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1. & @cisco-bpa-platform/mw-util-common-app & ArbacHelper,
rbacPermissionMappingHelper,

const { rbacHelper, rbacPermissionMappingHelper } = require('@cisco-bpa-platform/mw-util-common-app');
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let rbacUtil0Obj = rbacHelper.getRbacUtil0bj();
let registryDetails = await rbacUtilObj getRegistryByName({}, 'device-role-permissions-mapping-spec');
if (Array.isArray(registryDetails) && registryDetails.length === 0) {
let rbacPermissionMappingSpecProcessorObj = rbacPermissionMappingHelper.getRbacSpecProcessorUtil()
let rolePermissions = require('./config/device-role-permissions-mapping-spec');
rbacPermissionMappingSpecProcessorObj.setSpec(rolePermissions);
await rbacPermissionMappingSpecProcessorObj.process();
let rbacUtiTObjRegister = rbacHelper.getRbacUtil0bj();
await rbacUtilObjRegister addRegistry({}, 'device-role-permissions-mapping-spec');
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async function permissionsSpecProcessor() {
let resources = require('./config/device-permissions-spec');
let rbacSpecProcessorObj = rbacSpecProcessorHelper.getRbacSpecProcessorlltil();
rbacSpecProcessorObj.setSpec(resources);
await rbacSpecProcessorObj.process();

let rbacUtilObj = rbacHelper.getRbacUtilObj();



let registryDetails = await rbacUtil0bj.getRegistryByName({} 'device-role-permissions-mapping-spec’
if (Array.isArray(registryDetails) && registryDetails.length === 0) {
Tet rbacPermissionMappingSpecProcessorObj = rbacPermissionMappingHelper.getRbacSpecProcessoruti
Tet rolePermissions = require('./config/device-role-permissions-mapping-spec');
rbacPermissionMappingSpecProcessorObj.setSpec(rolePermissions);
await rbacPermissionMappingSpecProcessorObj.process();
Tet rbacUtilObjRegister = rbacHelper.getRbacUtil0bj();
await rbacUtilObjRegister.addRegistry({}, 'device-role-permissions-mapping-spec');
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