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1 Gigabit Rule DescriptionCheck warning bar-isr-118 Direct-To-Device

I Gigabit Rule DeseriptionCheck warning bar-isr-119  Direct-To-Device

pUD Gigabit Rule DrescriptionCheck warning bor-isr-121 Direct-To-Device

bl Gigabit Rule IP-Address-Validation critical bar-isr-118  Direct-To-Device

pF 8 Gigabit Rule IP-Address-Validation critical bor-isr-120  Direct-To-Device
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Configuration Compliance Detailed Report

Report Name: Detail report

Asset Name: bnr-asr-115 Managed By: NSO-166  Serial Number: FXS1933Q27N  IP Address: 10.197.215.115

Severity: Critical: 0 Major: 0 Minor: 1 Warning: 0 Info: 14 Unknown: 0

Report Generated on: 04-Aug-2025 19:27:22

mn

ilters Applied:

Time Period: 01-Jul-2025 00:00:00 to 31-Jul-2025 23:59:59
Selected Policies: Cnr Demo Policy2

Selected Blocks: All

Selected Severity Levels: All

Selected Compliance Status: All

Rules and Violation Summary

Rule Name: Demo Rule 2

Description:
Violation Name Violation Description Violation Severity Violation Count
Demo Condl Minor 1

BRMFA®RET — ~PIPDFE1RE

Violation Details

Legend
+ Config line present in device, but not in block - Config line missing in device, but present in block
definition definition

Block: Cnr Demo Block Minor

1 | interface GigabitEthernet0/0/0 Minor

Expected: desc Equals 'Demo’

Found: ‘None’ Cnr Demo Policy2 -+ Demo Rule 2 = Demo Cond1l

no ip address

shutdown

+ o+ o+ o+

2

3

4 | negotiation auto
5 cdp enable

6

| interface GigabitEthernet0/0/1 .

Expected: interface Equals '0/0/0'
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Compliance Jobs

19

Jobs

Filters Clear Allx

M Policies

icy
O eNe Policy

O RemPolicy

O Router Policy

(J Ndfc-Remediation- policy

[ Regression Policy
FDmoP\y

X Job Status
FC ompleted

SEoNERGE I

BUYARMAER

Y Filters A
’ W Completed
T
On Demand
One Time
[
Recurring progre
Schedule Type Job Status
A\
~ @ Havoreesh () (9 Al v | search
Name Policies Config Source Schedule Type  Activated  Job Status  Last Run At Next Run At Act
RemCompJob RemPolicy Current Config ~ On Demand False Jan 7,2025,10:51 AM NA
new validation Regl Policy  Current Config  On Demand False i Dec 11,2024, 7:30 PM  NA
Aurora Compliance Reg Policy  Current Config  On Demand False ——  80% Dec 11,2024, 6:48PM  NA
RefD Sanity Patch Regression Policy ~ Current Config ~ On Demand False Dec 11,2024, 6:42PM  NA
N Demorefd Demo RefD Policy ~ Backup Config ~ On Demand False i Dec6,2024,4:45PM  NA
Demo-comp-jobs DemoFast_Policy ~ Backup Config  On Demand False d  Dec6,2024, 4:13PM  NA
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All > Create Compliance Job (cancel )

@ Job Summary Name* Description Policy Name *

Name: demo-jobs
Config Source: Device Config Backup
Asset Group Device Config Source* CLI Comman d
If backup is not present, use CLI command to fetch device

A Policy Summary

Policy Name: RemPolicy
08 Types: 108, I0S-XR, NX-0S
Blocks: 1 Rules: 1 7N\

< January 2025 > Effective on: Monday, 13 Jan 2025 17:44

{5 Schedule Summary scl
Sun Mon Tue Wed Thu Fri Sat

Schedule Date: Monday, January 13, 2025, 5:44 PM
Schedule Type: One Time Start Time * 17:44 o

@567

19 20 21 2 23 24 25

26 27 28 29 30 31

BYSHRMESR

T
All > Create Compliance Job (cancel ) m

Schedule Type: Recurring Start Time *: 17:44 )

@14 15 16 17

Schedul
Recurrence
Recurrence Day * Start Time: *
Friday o 12:00 )
End Date
01/18/2025 (i
@>— i
— nso-166-cnr )
Assets
Name Ip Address Location Managed By
bnr-asr-115 NSO-166

1 Items per page 10
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(4114 oo e 9 Dot A o ST U
=y Compliance Jobs
i [ —
G N s Time
8 Recuring T - Brages
B Termirated
Jabe Schedus Type Aok Saticd
Filters -
 Policies = L e BT -
D20 Ju Config Schedule e Fheoei Run
Mame Policies Source Type Created By  Activated Job B A A Action
Job Status ”~ D20 Juniper Back 928, ¥
= . Oniline-Jot-01 s g OnDemand  creoMincuser]  False T Ofing Audit T NA £
n
Compicied Contg
325, 4:12 -
— CXP- Dm0 OMine Aucin  OnDemand  crvoMineuser]  False Detets . NA :
Faied 1w : "
e e Offins Audit  OnDemand  crwofinsusar]  Falsa - 25,645 yn
iy Offine -Job Y]
Terminate In Progress
1 Rems por page 0
Torminatod
I
& Schedule Type ~
in Demand
Gina Time
Roeuring

BEEBIREX

EREVBRERER  FITUTERE

T~ HIEEOffline Audit.

1. #&More Options

* Business Process Automation
CI5€0  Ducoiiers 04 Do Subacriotion - ol ko Cuicomes Une

All > Create Offline Audit

B oo Summary Mame* Doscription Palicy Name *
Ofira-Job-01 Erser de . are Dr2D-Jursger- palicy
Harma: OMing-Joab-01 ° ®
Product Family *
A Policy Summary T Metwariing [
Policy Mame: DI0- Juriper-poliey
laet & F
0 Typsen: Juncs OS5 . iri ey Lt
Biocks: 1 Rules: 1 i A
\ ® Suppored axleniand: " I "elg, " conl. " Ap. " IGF. " 8.2
5) Schedus Summary File RegEs BAMETR 19 remon Be name pref RegEx PN 1 remave ke name suff

Uplosd \alaimicis} & AdlEITs) ®

Schedule Dabe: NjA

Scnecule Type: On Demand

Schedule
\ @ J - Select AN Assets Show Only Sclectod Assets
Asacis
e Managed By Product Family
SUFFIX_REMOVED Direct-To-Device IT Nebworking

LEER



2.3 —T TSelect files LA L{EHKER,

S g T ENERBBIEIE(Ixt, cfg. .conf, .zip, .tgz. .tar.gz).

CHPM-Dme » Trim-Files + > »
e = m e
o : =
o thit e D20 Juniper-palicy L]
o (i -Dievires #5-06- 2005 1953 Compreased {7ipn. Ll
- s - s
5 Oftune Devies
e
B Catmp tne Dewge
Denenioae
. fie o upload *
S Domments
P Picmnes
*hxt, *cly, *.conl. *zip, *.bgz, * tar.gz
File e D=t Dievices Custom Files ve Bio narme prefo PogEs pattorm o remeove hle name suffs

T Cancet ] \AETIE} o =D

Schodule Type: On Demand

Schedule
IC.-} - Select All Assets Show Only Selected Assets
Assets
Harme Managed By Product Family
SUFFD{_REMOVED Direct-To-Device IT Networking
20250624T 180455 Direct-To- Device IT Netwerking
PREFX BEMOVED Deswot-To- Davios IT Matwrabing

B.MRBEERREEENRIFEERTERREN , FELEZBBEELER,

All > Create Offline Audit

B Job Summasy Narme® Description Polkoy Name*

Offline-Job-01 ] Erter description b D20-Juniper-palicy ]
Name: OMine-Job-01

Product Familly *

A Policy Summany 1T Metworking o
Policy Mame: DED-Juniper-policy

05 Types: & os 3 Selact fie 1o upload * Ofine-E-Devices.zip

Blocks: 1 Rules: 1 f
L @ r Supported extensions: * i, *.cfg, *.conf, * zip, * igz, * tar.gz

[ Schedule Summary File RegEx pattem to remove fle name prefix RegEx pattern to remove file name suffix
Ugslaad

V@i Tars)_ T ] V{8 T\dif6] ]
Schodule Date: NJA
Sehedule Type: On Damand

Schodule

Upioad file 1o select devices,

| @

Assets

Regext&

4. EARegexRETERIER (7R ) .

NYCERE 3 FERFREFEN (regex) REENM AL LRHER , UEETERETRE



All > Create Offline Audit

05 Types: Junos 05

Blocks: 1 Rubes: 1

s Ml mame prefu

F=gEx pattem to remove fle name sEf

[} W8] T

Schecule Date: NJA

Sehasule Type: On Demand

Schedule

- Select All Assets Show Only Selected Assets

Hame Ma

Product Fa

SUFFD_REMOVED Dingct-To- Devics IT Notwarking

20250824 T 1B04SS Direet:To-Devies IT Netwarking

PREFIX_REMCVED Direct-To=Device IT Netwarking

1 lems per page i

HEER

5. #%—T TUpload) . RABRETEREE , KA MROREERNEHLACHYN LR,

All » Edit Offine Audit

B Joos Diescripton Poicy Name *
DZ0-Juniper-policy

Name: Offiine-Job-01

&
Polcy Name; D2D-Junipes-policy

Select e o upload ©
05 Types: Junos 05 ' it e
Blocks: 1 Rubes: 1 -

@/’ —  Supperied extensions: * i, *.cfg, *.conf, * zip, *.tgz, *tangz
() Schedule Summary Fite RegEx pattem to remove file name prefoc RegEx pattern 1o remove file name suffix
Upload

\e{BITye(6) BT e8] m
Sube Diatie: NIA

Schedule Type: On Demand

S

(=)
) @) Soloct ANl Asscts Show Only Selociod Assets
Asscis

Name

Managed By Product Family

SUFFIX_RIMOVID

Direct-To-Device IT Netwarking
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All > Edit Compliance Job

B Job Summary

Name: RemCompJob

Config Source: Current Config

Asset Group: assetgroup-38 Device Config Source *
Current Config

M Policy Summary

Policy Name: RemPolicy
0S Types: 108, 10S-XR, NX-0S
Blocks: 1

@) Schedule

Rules: 1

{5 Schedule Summary

Schedule
Details
Schedule Date: Monday, January 13, 2025, 5:47 PM
Schedule Type: Recurring
Schedule
tecurrence

Assets.

MBS MR

[

Pearary P

#58

= e

[ e il §

M Polcan -
e o a
o p gy -tk oy

re——— e pt
@ Bcrtdn Type A

Description

RemCompJobDescription

Commands*

‘show running-config

@) Activate

< January 2025 >

Sun Mon Tue Wed Thu Fri Sat

Recurrence Pattern

Cron Pattern Y

Cron Pattemn
Minutes (0-59) Hour (0-23)

oo 2 o :

End Date
01/15/2025

Asset Group*

assetgroup-38 v

Name Ip Address

bnr-asr-38
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G i Do

Days of Month (1-31)

Policy Name *

RemPolicy

Effective on: Monday, 13 Jan 2025 17:47

Start Time * 17:47 @

Month (1-12)  Days of Week (1-7)

Location Managed By

NSO-166
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Compliance JobsfB& FEIBH TEZEE, BERPEE "ENET) RESEETHEZE. WREE
2817 , BIf6EH & A LA E 22 18 B /R HiE1ZRun on Non-Compliant, ILIREEE LIXBITHKRE
Bh "TL2EH. NEERE LETHAMEX,

MR S HE1ESR

MREAEEEERNENACHFEZEE(RBAC)AE , AIFFERMUMBR—ERZEERIEEX
RRIE, ETREPEEMRIER, F/HETLEEMRERRS ERSEER,

EMRAT SRR , FIITUTERE

il Business Process Automation
CISCO oo bares - B8 Dwvndosr Suimcrstion - Nt fr Curmar Lse

Compliance Jobs

TF ~
’  Compated
1 9 o Demang
o schedule Type Job Status
Filters Cloar Allx
 Policies N - avoreesn () (oY A Sawrch
Name Policies Config Source Schedule Type Activated Job Status Last Run At Next Run At Action
Paliey RemCompJob RemPolicy Current Config On Demand False Jan 7,2025, 10:51 AM NA
y - RelD - Compliance
ck new validation Regression Policy Current Config On Demand False De< 11,2024, 7:30 PM NA
Dasmo ReTD Policy
Tengi Policy Aurora Compliance Regression Policy CGurrent Config On Demand False —— 0% Dec 11,2024, 648 PM NA Delete
Ndte-Re
- RefD Sanity Patch Regression Policy Current Config On Demand False Dec 11,2024, 6:42 PM NA
. Delete
Demorefd Demo RefD Policy Backup Config On Demand False Dec 6, 445PM NA
= Job Status ~ Run Now
~ Dema-comp-jobs. DemoFast_Policy Backup Config On Demand Faise Dec 6,2024, 4:13 PM NA
Compieted
Rarwing Group Compliance Router Policy Backup Config On Demand False Dec 6,2024, 12:41 PM NA Hislory
Falled
Pending St e NSO Regression Policy Current 9 On Demand False Dec 11,2024, 6:09 PM NA
Terminate In Progross
Tarminated Ndlfe-comphance-job Nefc-pobicy Gurrent Config Recurring True Pending Dec 14,2024, 4:44 PM Dec 19,2024, 4:44 PM

MR E AL

1. EFSHERES | BIFEMRVER LHEZZREET> MER.

)

Compliance Jobs
T Filters
o
Filters Clasar Allx
.
M Policles -~ & AsoRetesh () (200 A h
Name Policies Config Source Schedule Type Created By Activated Job Status Next Run At Action
D20-policey-115-job2 Backup-lssue-Job  Default Policy - Comg Backup Conhg  On Demand admin False t ) 9PM  NA
rpliance Ch
ratse_violation_trua raise_violation_trua Currant Config On Damand acmin Falsa t 5PM NA
Delete Jot
cnec-defect-check Current Confg On Demand atmen False b 5PM NA
Ntc-datect -check Current Contg  On Demand atmin False Jul 16,2025, 336 AM  NA
DMNAC compliance Policy logging Currert Config  On Damand admin Falsa t Jul 14,2025, 5:42 PM KA
-
e — = user-job policy On Demand user00! Faise ;14,2025 5:13PM NA
Completed
Runeing juniger-gro-test ¥ Current Contg  On Demand admin Faise Bl 14,2025, 342PM NA

WS EG A M



EMBRZEFEEER  FEPEMROERNEDNSR  ARBEEZSEER> MERER. RS
R

Delete Job

Are you sure you want to delete the selected job’(s) 'RemCompJob, new
validation® 7

o
Cancel |“

TIBRAF & 1 MESERERR

RIEEREER

FFEAEAEREREGEFRRNETITNRER, EFERLE , EMETHNRES TR EMN
1T, YEUEFT R E — S HBREF RN EEHNIT.

“lilie Business Process Automation
1sco
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Compliance Jobs

¥ Fiters ~
19 N -
oe
™ Re
s Scheduie Type Stats
Filters Clear Allx
M Policies A @) Auto Retvesh O & A
Name Policies Config Source Schedule Type Actrvated Job Status Last Run At Next Run At Action
RefD - Compliance RemCompJob RemPolicy Current Config On Demand Faise Jan 7,2025, 10:51 AM NA
new validation Regression Policy Current Contig On Demand Faise Dec 11,2024, 7:30 PM NA
Aurora Comgliance Regression Policy Current Config On Demand Faise m— 80w Dec 11,2024, 6:48 PM NA Terminate
RefD Sanity Paich Regression Policy Current Config On Demand se Dec 11,2024, 6:42PM NA Tacrnicate
Demoret d Demo RefD Policy Backup Config On Demand = Dec 5.2024, 4:45 PM NA
~ History
Demo-comp-jobs DemaFast_Poicy Backup Config On Demand Faise Dec 6,2024, 4:13 PM NA
Group Compiiance Router Policy Backup Config On Demand e Dec 6,2024, 1241 PM NA
Sunshine NSO Regression Polcy Curment Contg On Demand se Dec 11,2024, 609 PM NA
Ndfc-compance-job Nfc-policy Current Config Recuring True Pending Dec 14,2024, 4:44 PM Dec 19,2024, 444 PM
& Srhadula Tun CNC patch CNC Policy Backup Config On Demand Faise Dec 5,2024, 4:41 PM NA

ViAﬁﬁﬁﬁ



Terminate Compliance Job

Are you sure you want to terminate the Compliance Job "Aurora
Compliance' ?

C Cancel )m

e |
BIEE B ESERRRR

BRMEERE L FC
"REMAER, P TELRE BEETREEAHEERENEEEENITEE,

ERGHEMFENELRE  BRTEHFEEETEREESBREETS>BEH. REBEHESET
History B H

Compliance Jobs

T Filters »~
B Complated
" B Runring
7 g“m"f:’;"" W Faliez
B Pending
=
Recuring Terminate In Progress
B Terminased
Jaba Schedule Type o Status
Filters Clear AllX
# Polizies ~ o Retresh ) Al v Search
LI NDFCTEST Mame Palicies Config Source  Schedule Type  Activated  Job Status  Last Run At Next Run At Action
[ Nso 166~ policy
Mso-cron-job Msol86-policy  Backup Config  Recurring True Pendling Sep 56,2024, B:54 PM  Sep 13,2024, 8:54 PM
™ Job Status ~
Nelfc-weekly-job WNDFCTEST Current Config  Recurring True Pendling Sep 6,2024, B:56 FM  Sep 8,2024, B:56 PM
Ll Completed
[J Running NDFC-onefime-job  NDFGTEST Backup Config  One Time True Complet Sep 65,2024, B:4Z FM NA Edie
: Mso-scheduled-job  Nsol86-policy Current Config  Recurring True Pendling Sep 7,2024, B:40 PM  Sep 13,2024, 8:40 PM
LI Terminate In Progress Delete
[ Tarminatac ndfc-schedued-job  NDFGTEST Currendt Config — One Time True Complet Sep 6,2024, B4DPM  NA
Run Nowe
nso-complisnce-job  Nsol86-policy  Current Config  On Demand False Complet Sep 6,2024, B30 FM NA
il Schedule Type ~
) an Bemand Nelfe-compliance-job  NDFCTEST Backup Config  On Demand False Complet Sep 65,2024, B:27 FM NA History
[ Qe Time
U Recurring 1 ltems par page 10
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4
[J Remediation POC Policy 1%
— cne testcheck . .
= O Detault Policy History - refdjob
Compliance Check refdjob
[ Nso166-policy
HH [ Detault Policy - RefD - testlobet
Compliance Check () (*9  TimePeriod | cumentmonth
G [ JE TR violjob
& Job Status ~ viclationJob Total Execution
J completed Execution Id Start Date  End Date Status Devices y C y Action
jobnew
O Running § Queued: 0, Compliant: 0,
8] sew sep R 0, Failed:  Unk 0, Info: 0
) nning: 0, Failed:  Unknown: 0, Info: 0,
Falled testiobd576 66e91344aaac4al(186281b3 17,2024, 17,2024,  Completed 4 n”sk o o " o e
Dpending 10:57 AM 1057 AM o ""“"d N M“’"‘"g o '"I“';l ’
U Terminate In Progress testJob345 Jomplete: lajor. ritical
sued: 0, Compliant: 0,
O Terminated Sep Sep g‘"‘"“' o Fated ”“:""'" o o 0
unnin ailed:  Unknown: 0, Info: 0,
testiob 66e83ed92196/bB7d07dS6 16,2024, 16,2024,  Completed 4 9
. 0, Skipped: 0, Warning: 0, Minor: 0,
@ Schedule Type ~ . Completed: 4 Major: 0, Critical: 4
0 on Demand sep sep gucucn‘g e 5o.r(np\mnl‘0‘ oo
nnin i
CJ One Time 66e83835bbe30daldcBeddd0 16,2024, 16,2024,  Completed 4 AUSK‘ ged oa © v: "GW"D ‘M"“ )
. Skipped: 0, /aming: 0, Minor: 0,
O Recurrin 722PM 7:22PM
“ Completed: 0 Major: 0, Critical: 0
Queued: 0, Compliant: 0,
5 Initiated ~ Sep Sep R .
0, Failed:  Unk 0, Info: 0,
66e7fdc33e378abeab71b7fc 16,2024, 16,2024,  Completed 4 0”2"‘"“ OB'E W" "GW"Q M"u o
O Current Month o P , Skipped: 0, jaming: 0, Minor:
O Last Month Completed: 4 Major: 0, Critical: 4
e Queued: 0, Compliant: 0,
o
Last Three Months Sep Sep o .0 Failed: Lok 0 tofo: 0
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BEAHER  RESTUBRERMERFER LI HNSREER. WERERTHER, GCTH
TR
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GCTHE KR

GCTRBPARZUIIRE , ARNERKSEREHRNERERE LBRAREE R,

- BUEHEBRENGCTER , REHREER
- MRGCTEMPNWEERHSUTEE , IERIESDHEHHM
- BIRBHEERER : <>_<>, #Al : management_interface_ipv4_addr ,
management_interface_ipv4_subnet
- RARRNRARE T Z @5 ERE R
« R TBlock Identifier NameJ F1 "Variable Name from block, ‘@& ZE1 , A& E LK iR
ATEIMR("_1 ) (Hlwm , 2R "Block Identifier Names £ "Management Interfaces B T
Variable Name % "IPV4_ADDR. , BIGCTHHEHEHEES ™
Management_Interface_IPV4_ADDRJ . )
- FRAEUURESHAMBEHTIH getvars, B |, UBRIAGCTEHNE ENBMESIE
i ERNERAMEKEHNT , FEALLTREST API:
- EETAERBITID
- URL : /api/v1.0/compliance-remediation/compliance-executions
- BE  GET
- FERABTIDEREEHT
- URL : https://<>/bpa/api/v1.0/compliance-remediation/compliance-device-
executions?executionld=<>
- BH%E  GET



Params @ Authaorization Headers (8) Body Pre-request Script ests Settings
Query Params
KEY VALUE
executionld 66dfc32a2b855fb425602d4a
ody Cookies Headers (11) Test Results
Pretty Raw Preview Visualize JSON - =
- sy e oy
115 "minor": @,
116 "major": 5,
117 “"critical": @
118 e
119 "gctVars™: {
128 "Interface_Gigabit_3_inteface": "@/8/3",
121 "Interface_Gigabit_3 description": "blocks severity",
122 "Interface_Gigabit_3 ip_addr": "
123 "Interface_Gigabit_3_ip_subnet™:
124 s
125 "overAllStatus": “partial-compliant™,
126 I . 1o r
127 "major": 5,
128 "info": 1,

GCTE#% — gctVars

- BRI RREBE  FEALUTREST APL:
- URL : https://<>/bpa/api/v1.0/compliance-remediation/utils/schema
- J&E  POST
- ARX : {"blockName":"<<i & >"}
- BBKEREANKENETRZETNRER , REGCTERR
- EERMRBPEE LRGCTER

1IEIJIL
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cisco

Business Process Automation

8 Jobs

1 7 Assets

Filters

Palicies ~

remediation-test
RefDCheckPolicy
Rem Policy

Default Compliance Polcy

TS

Name

Rem-Job-02

Rem-Job-01

jkliob

RemJobTT

MMRemJobs

NEWRemuJob

RemJob

RemediateJob

Policy Batch Count
Rem Policy 0

Rem Policy 1
RefDCheckPolicy 2
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2 MAER., TEENEEFHEANGTEFAENA,

3. & —TAdd Affected Assets.

4.1 "Assets Details) BEH , BEEZIZENEEFE , AR —TSave Job,
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isco ntarnal - BPA Davelopar Subscription - Not for Customar Usa.

Al > demo & (cancel )

& Job Summary

Policy Summary

Name: RemPolicy ——
Total Asset(s) : 1 (# EditAffected Assets )

@ Batches

Name Managed By Compliance Critical Major Minor Warning Last Checked
B Add Batct

bnr-asr-38 NSO-166 Partially Compliant 0 1 0 1 Jan 7, 2025
1 Assets Pending

1 ltems per page 10

@) Start reme diation on Commit

January 2025 >
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(Cisco Intarmal - BPA Developar Subscription - Not for Customar Use

& Job Summary

Policy Summary

Name: RemPolicy P ——
Total Asset(s) : 1 ((_# EditAffected Assets )

® Batches

Name Managed By Compliance Critical Major  Minor  Warning Last Checked
& Add Batch bnr-asr-38 NSO-166 Partially Compliant 0 1 0 1 Jan 7, 2025
1 Assets Pending

1 tems perpage 10

Start remediation on Commit
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Tasks Completion(%) Milestone Status Duration ~ Action

BT REFE

MRAIT . ABMER B ERFMER

%II

HEEBER , TasksHlEREAEREREAENTHES.

BB ABEREETEFEER , FRTUATERE

1. BEEHHE. SRREREEHEERE.
2. BB —EER. SRARMEAEEHFAETARE,

A BARE B 1T DA T 4R
© T
- ER
- BUH
BRBT . RREREFEER

HEERES , Milestonel 15 REZIGTE & B M A MARRIAY E R 22,

EMRRBEREEFRES  FREXY, SRR "EREFMER (Milestone Details) R &

TR AR ERE

- REXE

* running

» Completed
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All > 2ndremjob

= JOB: 2ndremjob 1stbatch
Batches Assets
0 Awaiting 0 Awaiting mn
 0In Progress © g 'C” pm?"“;
* 0 Complete @  Start ourton - 3 seconds
1 Completed o1 Failed
© 0 Cancelled ® 0 Cancelled
Assets @ Execute and View Pre Checks ouation- 9 seconcs
Policy Summary @ Golden Config Templates VariablesMap ouaton
Name: RemPolicy o3 than a second
Name M
_ @ Config Dry Run ouaton - 10 seconds
@ BATCHES bnr-asr-38 N¢
Config Remediation A 7 - 2 minses
(® 1stbatch
® 1 Assets Execute and View Post Checks Ag. 1ie -2 mies

@ Jan7,2025, 9:58 AM
Pre-post Analytics avg. me - 2 miutes

ENd avg: Time - 2 minees

BRBT . RREREFEER

BRIT  ERAN T HSREHEPDFHRE

A SR T HALEE,

ELSHPOFRA THEERS , FUTUATERE

1. BEESEEBEET> £RHE. RREABRE
Download Reporti#18,
2. iZFMore Options

Remediation Jobs - Batch Report

Job Name: bnr-demo-job
Batch Details

Name: batch Status

@ Deuices Synchronization successful

Ve, W 1 - NSO-166

e Controler Id

O (fe®) Al + | search
I\

X

Y Filters A

Milestone ~ Status Duration Action
Golden Config Templates VariablesMap-2/8 o Failed 0 minutes
1 ltems per page 10

BEREEMEHME. MERHER , KA

7~> Download Report, PDF F &,

Remeditaion FastEthernet

completed

Start Time: 20-Ag 11:2 End Time: N'A

ummary: 2/3 Complete: Schedule De!

d By admin Total Assets 3

User Task: 0 Complet

Device Name: bnr-ios-126

Managed By. NSO-220

Completorn
Milestone 18
Status faded

Faiure Reason: Remedation can ocessed as
execution don't have got vanable:

Duration: 0 days 0 hours 0 minutes

Star ne: 20-Apr-2024 11:26:08 UTC

End Time: 29-Ape-2024 1126:22 UTC

te(%) 66

Start (0 minutes [8 seconds]
Execute and View Pre Checks

Gol Config Templates
VanablesMap

Config Dry Run

Config Reer

Execute and View Post Checks
Pre-post Analytics

End

IR E®REPDF
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ERREREHNREFMEENR , FEEDevice DetailsEH, REMBNERET "ERE®RE, HE,
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HRET . EEESR

MBREIT  REFHEET — BEREBRE
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1. 18#EDevice DetailsBE, R#MEAISET "EEERE, HEE,
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Device Name: bnr-asr-38

Milestones
Start
: . Execution . - S
Milestone: Start Tue Jan 07 2025 04:28:29 +0000 {GMT)
Start:
. Completed - -
Status: Complete o Tue Jan 07 2025 04:28:32 +0000 ({GMT)
n:
[Execute and View Pre Checks
Milestone: Execute and View Pre Checks I...xl:cullon Tue Jan (07 2025 04:28:33 +0000 (GMT)
Start:
Completed
Status: Failed 0'" P Tue Jan 07 2025 04:28:42 +0000 (GMT)
n:
Templateid :  nso_prepostFail Device Name : hnr-asr-38 Commands Evaluation Result :
dir harddisk: location all | include free Rules Evaluation Result :
Exccution Start Time: 01/07/25, 04:28:37:498 AM GMT - End Time: 01/07/25, 04:28:39:589 AM GMT- Duration: 2091 ms
#Rule : 1 Operation : Contains Result :
Rule = Invalid input detected

|
HRYT : BEHOET — ERBRAPDFHE
AELRE: 3R A 45 R

SRRy Zh&E

REERARERRERRRPEINBFATERAMRBNERTE, EMRAREKECLIEE , M
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- BECEBERAFEMEEREY  FEEBEABUERNEEXERENBERDY. E

BEEACEL T ERMEZES R RBNBE,

- NEBBHEERBERSAEN. EIREENMY , EEESUHTERNSRAMEREY

MEHBITRERE, EARAEERENSEN D ERATFLIRE,

- TEAMN: ERR A RERTESEASHAMRBENKELERER. EEATERMRD TR

WHetR T EBIEEEN — B,
- PREEER BERERRTITIHFEMEBNRHBREERE,

45 - AT 8] B A ¥ TwentyFigEQ/0/0/31 N EHET R R EME

interface TwentyFiveGigE0/0/0/31
description au0l-inv-5g-08 enp94s0f0
no shutdown
load-interval 30
12transport



- DREEER BEEERRTNIEEEEANEELRE  ELEB8BAFEERTAUEEMEA,
ELRINAEETTPEREL , EFRARELERELEBEEHMNE, AT LUSGREFIEZIE B LIERFE
ELEE, EEATTPHNFMAEL , 52 Bhttps:/ttp.readthedocs.io/en/latest/Overview.html,

i LT ARE T A TwentyFiveGigEMELETARERE

interface TwentyFiveGigE{{INTERFACE_ID}}
description {{DESCRIPTION}}
no shutdown
Joad-interval {{LOAD_INTERVAL}}
12transport

ERTERGEBNBDERER ILRNEECUNRDERER , ARREAZERANKREREFRER
=8

g6 LT RPIERRTRERE , ARARKRS BREETRRENEREER,

ERPEEBNEERE !

router bgp 12.34
address-family ipv4 unicast
router-id 1.1.1.X
|
vrf CT2S2
rd 102:103
|
neighbor 10.1.102.XXX
remote-as 102.XXX
address-family ipv4 unicast
send-community-ebgp
route-policy vCE102-Tink1.102 1in
route-policy vCE102-Tink1.102 out
|
!
neighbor 10.2.102.XXX
remote-as 102.XXX
address-family ipv4 unicast
route-policy vCE102-Tink2.102 1in
route-policy vCE102-Tink2.102 out
|
1
vrf AS65000
rd 102 :XXX
|
neighbor 10.1.37.X
remote-as 65000
address-family ipv4 labeled-unicast
route-policy PASS-ALL in
route-policy PASS-ALL out


https://ttp.readthedocs.io/en/latest/Overview.html

BEAEEARD N EREE.

router bgp {{ ASN }}

address-family ipv4 unicast {{ _start_ }}
router-id {{ bgp_rid }}

vrf {{ vrf }}
rd {{ rd }}

neighbor {{ neighbor }}
remote-as {{ neighbor_asn }}

address-family ipv4 unicast {{ _start_ }}
send-community-ebgp {{ send_community_ebgp }}
route-policy {{ RPL_IN }} in
route-policy {{ RPL_OUT }} out
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* Block Config:
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All » Edit Block

&)  Block Conhg
2 ) Config Block  Dynamic Blocks | TTP Blocks usaga
L ]

Enter Config Block Details ~

Conhg Block *

inerface Loopbackl{interface))
shutdown {{SHUTDOWN ISTS | set(*t

ip address {{ipaddress}} {{ipsubnet}} Hignore _line

TTP Template @

BE LE B iE

Ignore Line Syntax AFFEAEERP I ERETHREMEBHE , METRRKBEZX T LHNEMAE
BRMBERESR, ETUMLEZRERRIERRPETRAER,

SR TSR AIgnore LineFE L

1. R ERERAMBEPHRWEE ST ( Wiptit )

All > Edit Block

-E; Block Config
2 ) Config Block  Dynamic Blocks | TTP Blocks usage
L ]

RBERRERFE R

2. EXITHI R 2ERREREREE T#ignore_lines B INEZ1T. & : ip address {{ipAddress}}
{{ipSubnet}} #ignore_line

51 BER



BREC B AV LR X A AT BR(TTP) SRR T ANE R MR FHERET , REREXEIBRER,

ERATSRUEATTPIIGE :

1. ¥Eblock create or editE #IBlock ConfigZf o/ , B ERFIMBE E 1T,
2. EfsetSletin TERTTPEE , TR :
- MREEERETHEE , FEAseti T EREE , TR .
BI#% | {{SHUTDOWN_FLAG | set("true")}"
- MREAEERETHEREEE ( WERAA{DESC)}) , FAEAletiv T , TR :
REA{{ DESC | re("s *") | let("DESC_EXISTS", "True")}
3. ERAIPFEAEBLEEE ( LIRRAHIFHSHUTDOWN_FLAGEDESC_EXISTS ) Al 5| &R,

All » Edit Block

-\I
Block Config (‘q

e o () o

5IBIER

MR

R "shutdown. = "description configy TEREEREFAA , AIERKETRETERRER L.
ER N BREMEURNE IR AR FTIA0IRIE,

ERBBRENR—EYRE  AHEAEEAERRIAERER | URRNEREER S H8=R
EAA (MBBHER ) . EBBAEEWEBBIM ) )V BRERENER , BHLBREREER
BERFEHREEZEZEDETR.

BERBBER , BTRATIER

1. ERBHBRERE D H -
- HEZSEERRKRTN (regex) B URBIHBEHR



- BEBRFRUVESTRNER(HIW ,
EL{E{AT LA Tpassword, BASE., RER—EFHXAK)
A BEEXE R

2. RBFEEHMEEEZWregextER ;

T1)o fliN , RegexBR AT LA AZIGIEF ( AT

, X BB HRERRR.

All > Edit Block

%' Masking Sensitive Data

Enter Patterns for masking Sensitive Data @

RegEx Pattern Replace With
RegEx Pattem Enter Block Name
RegEx Pattern Replace With

snmp-server community (\w+) SystemDwner

®  Block Cor
(B) Masking Sensitive D.

Actions

m

3. I BEPMBRTBRENEMER.

4. RERAERKRTAEACENHBREERE

LEBBARUATER :

- GRNERTER-ZHENEE-ERE

AHMEALERNEESR MRS
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B, WRHERSEENERGIM "),

REMUIRBERNEEES , URRIFELER

cisco Cinc rtwrnal - BPA Developss Subscripion - Mot for Customes Use

Config Compliance

bnr-asr-115

O Asset Compliance Summary Policy Con Policy : user_name_masking_policy Checked On : Jul 16, 2025 1:47 PM
m Severity: Critical : 0 Major . 0 Minor : Warming : 0 Info:0 Unknown : 0
4 < Back
i Legend
Filters
Total Polickes Comoliar + Confyg line present In device, but not in = Conifig line missing in device, bul present in
biock definition biock definition
Policy ~

-
Policy Name user_name_masking_policy
Default Policy - Compliance Check user_name_masking__dy_
test_jos_block_1 (3)
Default Policy
Compliance Check (13)

test_ios_block_1

user_name_masking__dy_policy

Blocks ~

user_name_masking_policy

user_name_masking

~ Block: user_name_masking Compliant

v username admin password @ *** Compliant

"EERfESNTHHBER, B

« Compliance dashboard > View Remediation Config > View Remediation Diff&: 8t &
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cisco Cisc irtwrnal - BPA Developss Subscription - Not for Customes Use

= Config Compliance bnr-asr-115

'ﬂ' Asset Compliance Summary Paolicy Cos Palicy Controller : NSO-166 Checked On : Jul 16, 2025 1:58 PM
35z — user_name_masking__dy_policy

o

user_name_masking__dy_policy & show running-config =+ @

L]
¢ Back
Policy* Commands *
Total Policies Compilial

Blocks
Policy Name

Default Policy - Compliance Check

Generated Remediation Config Vs Running Config
est_los_block 1

MW
r_name_masking__dy_policy 1 waw Block: user_name_masking_dy_block 1 wew Block: user_name_masking_dy_block
er_name_masking_policy 3 wsername admin password @ password 3+ username admin password @ *** 1
4 wmew Block end 4 waw Block end

ERREERPERBRER

- FHIERAl (BEMEE ) :
Block RulesZp % 2+E :

- BHEEEFRREFEUHREND  BETUERNIEFET. FEUH5IZRERAMY
AERERETHIER.
- BEMERE AERAES/RANEREEREMMRG. BEMRBERANEE
ERMEENEEIEFLHHETERE,
- MAREIEF T RERETHWIEFEZE | WEKERE1THYIEF EL 78 B E 7 P f i 3
HEH.
- RODBEE:
- WARONEET
- REBTRREREPRIONFEHEET
- REEAREREREESRANATERNREERITE
- Additional Config:
- RREBINEET
- BRRERETFEERBREETEENEET
- BhBRY B
- BERARENEER
- MRBAHFESEERNBRBHRS , MBI



All > Edit Block ( Cancel )

Z?; | Block Rules *
e L]
Enter Block Rules Details -~ L
Enforce Config Order @l I% Block Rules
Severi election Critical Major Minor ‘Waming Ivfice Compliant
Config

Missing Canfig

Additional Config

Skipped Blocks

Q000 0

ey TR
RAIEE
HECNRIERS | EAETLEE THFERFER, NEETERNA. LIENEBNTHHR
N oW mRERETE RS ERKER | TUEBREMMS TCompliant, .

- BRAIEE:
- FEREUURENEESAMSIZARRERENRA
- ERETLRIBEEEN., R MERR R

- RABE:
- BEFFEEERIRINTESE  BREEFAEANRE
- FAEUUGERERAIMBRTEZTENRA

All > Edit Block cancel ) (ETEERD
- : . -
Skipped Block: /] .
]
.
. =
'%__Z Rules
~

? Default Rule - Router ISIS
(V] Violations :
Vialation 1

8 MREEER



S imRESRRFEES

- RAIZE:
- BRAIS B —BBIEER
- LR R AMERN , SRR AT SUB R it 3 B = B AR Al
. FERIEA-
- BERBEKRAKREATEREA
- ERAETURBALREUERIRAEFSHEERFHITER

EERRAINE L Y RER
AR B TR | 1875 B SR A S AR M

- EEREZRAUBBNERBE
- EAETMRIRERNE, REIMRER

B C D E F G H | J
1 Device Name Managed By Product Family Compliance Critical Major Minor Warning Info Unknown Last Checked
2 CNC-bnr-asr-78 Direct-To-Device |E 2000 Series Non Compliant 1 0 0 0 0 0 04-Aug-25
3 D2d-118 Direct-To-Device IE 2000 Series Partially Compliant 0 1 0 1 1 1] 04-Aug-25
4 D2d-juniper Direct-To-Device juniper-junos Partially Compliant 0 0 0 2 2 1 06-Aug-25
5 DNAC_Mock Deviced DMNAC-Maock Cisco Catalyst $922-CLWireless Controller for Cloud  Unknown 0 0 o 0 o 1 05-Aug-25
& bnr-asr-78 cnch Partially Compliant 0 0 1 0 o 1] 05-Aug-25
7 |bnr-isr-118 Direct-To-Device cisco-ios Partially Compliant 15 2 0 2 6 ] 06-Aug-25
& bnr-n3k-44 NSO-166 cisco Nexus3000 C9300v Chassis Partially Compliant 12 0 0 0 3 i} 05-Aug-25

8 SiimEBlocks R A : F B HImER A

S mRESRRIER

RAERZERMEHTHN—EER T  FERBTREEITHEERE, ATROARYNE
ERAERNBR :

- EXREK:
- FERAENEARMEXAFEREEABEERENEGU)EIRAER, WHEE
FESZNMEAR , EERBETEE2ERER TFNEREFEM,
BHFESESEAECRARERNUITEERBRENBRE.
F’é‘u‘*i‘ﬁ
- FLUSONHABHE XN HRBFERRIAENERAE | WEXFFEBUERL, B
JSONHYHERBAR RAREURAER,
- BEMNBE LG ZAEREMNRARERE T EANBEENGRE,



Edit Violation

Firees )

x
Canditi on )
= WD
.
Filtor
Add Fitter
Condition
.

BUSmERAUESR — EXER

BURmERAUER — SHEX

RAERETSUATHS

- EREBERNER
- BEM ESEYTHELER KMENEREREN
- BRER EERREANE  BERRER
o IEFRBIRRR R B R T LUGE AR SR AR SR AR B BUHY B AR AR
- EHERAPARBRETBREN S EER TRRERY
- EEAERARBENNEAEBNERRERE  BEBENEELR
« BRAVRAATBMER BN B R B BE L RENS N ERERM
- EMEABINWESHIMARNRA D | B S EBREF
- AARBATHABERNKERRARS  BEEERILERETHRERE



- FESBARFEARBINER TR  tMERAEBAPRARESE M

BEFHAEERNE — KIEER

- BASBEBESERTHIME -1,
- BREEBTFERAZR
- BRFEXRGEHBEE , FESRPER "<group>. o

&35
. https://ttp.readthedocs.io/en/latest/Writing%20templates/How %20t0%20parse %20hierarchical%20(conf

to-parse-hierarchical-configuration-data

- EHEEREHHPELBRETHNE , FRONTAXNEAZER | ({ <<wvar-names> |7 |
joinmatches(', )3}}o MSFELEITIETE{{ start }}FI{{ end }}p » WA T RBIFFR :

KREME FHLLFLE
ip domain list vrif Mgmt-intf core.cisco.com {{_start_}}
ip domain list cisco.com ip domain list {domains | _line_ | joinmatches(',") }}
ip domain list east.cisco.com {{_end_}}
ip domain list west.cisco.com ip domain list vrf {{ vrf_name }} {{ vrf_domain }}

- EREETHHECSESRNE  FERTEANTRARAEE © {{ <<var-name>> | re("-
)}

HEBE FRILEE

interface HundredGigEQ/0/1/31 interface {{ INTF_ID }}
REAANE : 12ylaa01 Hg0/0/1/31 SREB{{ INTF_DESC | re("s *")}
mtu 9216 mtu 9216

R 45 A B R W43 A B2 JERefDIR Al H HIRefDE &

EBERTTPH , ARETENEXREE IR ENBELE.


https://ttp.readthedocs.io/en/latest/Writing%20templates/How%20to%20parse%20hierarchical%20(configuration)%20data.html?highlight=router%20bgp#how-to-parse-hierarchical-configuration-data
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“name”: “BundleEthernet Interface”,

“osType”: ["IOS”, “I0OS-XR”, “NX-0S"],

“multi”: true,

“blockIdentifier”: “A(?i)interface Bundle-Ether”,
“templates”: [“parent_interface.ttp”]


https://github.com/mpenning/ciscoconfparse2

“name”: “Loopback Interface”,

“osType”: [“I0S”, “I0OS-XR”, “NX-0S"],
“multi”: true,

“blockIdentifier”: “A(?i)interface Loopback”,
“templates”: [“parent_interface.ttp”]
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Configuration Compliance Detailed Report

Report Name: Detail report

Asset Name: bnr-asr-115 Managed By: NSO-166  Serial Number: FXS1933Q27N  IP Address: 10.197.215.115
Severity: Critical: 0 Major: 0 Minor: 1 Warning: 0 Info: 14 Unknown: 0
Report Generated on: 04-Aug-2025 19:27:22

Filters Applied:

Time Period: 01-Jul-2025 00:00:00 to 31-Jul-2025 23:59:59
Selected Policies: Cnr Demo Policy2

Selected Blocks: All

Selected Severity Levels: All

Selected Compliance Status: All

Rules and Violation Summary

Rule Name: Demo Rule 2

Description:
Violation Name Violation Description Violation Severity Violation Count
Demo Condl 1
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Policies Blocks Auto Bloek Generation

42
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NX-05
Arista EOS Policy Name 08 Type Created At Last Updated At
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SR-0S Backup-Policy 105-XRI05 Jul 15, 2025, 3:07 PM Jul 15, 2025, 3:07 PM
105 o e e
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Ndfc-Rem-policy NX-035 Jul 14, 2025, 12:57 PM Jul 14, 2025, 7:35 PM
Policy mask1 108, 108-XR, NX-08 Jul 14, 2025, 12:26 PM Jul 14, 2025, 12:26 PM
Palicy host 105, I0S-XR, NX-0S Jul 11, 2025, 2:08 PM Jul 11, 2025, 2:06 PM
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Violation Details

Legend
+ Config line present in device, but not in block - Config line missing in device, but present in block
definition definition

Block: Cnr Demo Block

interface GigabitEthernet0/0/0

Expected: desc Equals 'Demo’
Found: 'None' Cnr Demo Policy2 = Demo Rule 2 = Demo Condl
no ip address

shutdown

4 negotiation auto

+ o+ o+ o+

cdp enable

¥ interface GigabitEthernet0/8/1

Expected: interface Equals '0/0/0'
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TARIRES . WRENRAEAEERHRBESHAMRBNEEENEES BT TE, LIIRERTE
HEESRBEAEACNEEERLBRH[ES , KMERZLENEERR, SHERBEBER "5
BkEE, BETER , EESTUERERY. MERBAYSEIEEERAERE. EEETUE
SEMFTTE  EESECRAENETURE, REIEENTEURBNEER, E—MAINGF
HE AR BRMRIFE BURE F N B R IRERY B2 Hl,

ERFEREER  RBENCAEFESENCREBINEENBE , ZT—RUIPHNAEERY
MR EELRFER,

BRBEAESENTE  BRTUTERE -
N s HTRREmEEER,

1. B ERE LR ERERER,

2. BMUEREACYRESEERINERER,

3. REEMEIEEM,

4. BN ERBUDE SR IERBEER,

5. BN BRI RFMEAEAEE. EEENERE,

BYERE

fF FIResource Type T H&E A compliance remediation-policyZZ 1 & JR#H , WiRIEBZEER FHHM
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Add Resource Group

Resource Group name *

CnR-Policy

Resource Type:

Description

Resources.

compliance -remediation - policy T
Name
CBkvPolicy
CNCBPolicy
CNCRegPolicy
CNCRemPolicy
Cl cy-01
DNACRegPolicy
Default Compliance Policy
Default Policy - Complia k
Default Policy - RefD
Default Policy - RefD - Compliance Check1
BYERE
/iy
-’ =
SRR
. = So S S =
== = N =
BVEERTHEAEEFTENERENEEENHRERE,
Add Policy
Policy name *
Access Policy Name
Description
Resource Groups: =
Asset Groups: User Groups:
All v | Search Al v | Searct e

Resource Groups

CnR-Resource-Group

CnR-Rem-POC-Policy

CnR-Performance -Test-Rsre-Grp

1 Items per page 10

Asset Groups
200915499
2408devicegroup
2408devicegroup12
402-dg

Al

ATT-Conexus-PSL-Topology

Group Type User Groups

static

admin
static sveacet
static service-manager
static device-manager
static workflow-admin
static

operator
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EAENUEAREROEENEBESRUEFRPRIBRERRETHRRS R ML, HITHERA
B NEEMN ) EEERERER,

EREERGEER

EEETVIUFH LEEEFMEEBEANETRENZpESR, LINEEHEONEREHAERNDevice
Config - Upload&f o Fi2ft, EEEERER , 7JLAEIBEZEDevice Backup ConfiglE A B E E

HORREBNFIEEENARMEEE, EHTHE , ‘iENEABRBRERC LENEKEBRE , XHX
BEHITERERE,

ERFEMERRERRMBRE IR

EHHRERERRETERM , FRAETR "SRMERX EENESEAR RHERREREXK
s ERAMEAEFERESAMEARXTFD LEESETRENZPpER, EWTHE , KoL
BNRERBYHMTERMERE,

BiBIngesterZf B &

EMIngesteriBERAILEBHBASRAMEESRR. MBRIHR  IUEAUTSEREEEY, T2
W ERFE R B RRIE A

« FRAUTHSEINPVMEES :

mkdir <

cd <

>
npm init (press "enter" for all prompts)

- EBPAFIFEHEE ( E#UI)

- B ZBPA Classic Ul > Configuration Compliance & Remediation > Configurations

CEH TTTPAEAR/ SRR o /3 A/



- BT AAEH BB EHNER

- TTP#&E#R : <<filename>>.cnrttptemplate.json
- B BIFFER : <filename>.cnrblockidentifier.json
- ## : <filename>.cnrblock.json
- #R Al : <filename>.cnrrule.json
KB : <filename>.cnrpolicy.json

- BAOEHR(tg2)

- BITEEHERERIE "SR, PERIHnpmI R
- FEnpmE@HIETnpm pack@i T Mgz, BR
« #ingester& ¥l(.tgz) BEEIBPAESIZIRIE

- tgziE RIBHFIIPEBPAE #T M 7] AR 88 A BY<<BPA core bundle>>/packages/data®&
- B EIngesterfal Bk 25 (docker restart ingester-service)
+ #Ingester&l(.tgz) B FIBPAZ HIBIRIE

- 1 tgziE RE R F/opt/bpal/packages/dataB B K , ZERRUARZE T AcE K [ ARES L
o E%ﬁ%ﬁ%lngester pOd(kubect'I rolTout restart deployment ingester-service -n bpa—ns)

Each-te

=L A
TTP Be B 52 P £ ) Y AR AR SUAS AR AT 2R
SRR AR 7 #rCLIR EE B /VEC EM 75 28

AP 53 BR 344

BRSAMMBRNAPIXEFBEATEERUIBRNEHAREPIRE
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cisco

Business Process Automation

version 4.1.2

compliance-remediation

backup-restore 4.1.2.521 refd 4.1.2.513
Backup & Restore micro- Reference Data

Camunda Modeler Extensions £ | BPA Python SDK &

© 2020 - A Cisco procucts and putsications ars commersial i na%ure. Use dugiication , or
diacionrs by e United States Governvment i3 sublect 10 the restricion.

BPABER ( B#RUI )
5E R R AR
25 E R
TERRENARMERER

B RINSAMERBERTEETRET — R FEHERT

BERF1ZFERER APHEEE  BRESR "ENAN.) . NRKERBT —EHA (Sl
, SARZANE—X) , AITEETHX ( LEANGR—X ) ZBHITHIHIT,

D RRERRTEEN AHHELER (WREE , S FLEANENY ) , METERNERER

o

BERR2EMERETRCER - RBEN/HNEEES LETERMERX. ERRETRIMER B
BER&METHBRRNER.

IATUEES (NEHSBAMANSHERNERE ) B, RANTSHERNBERRIELR &
, AR EESTHREREREERES,

BRMEAER



BEFITRERES "SBEBE

BEETARAMERE , BEFTREERS "SR . RESEMER

BERRE:E—ERNREUTNHEET.

S EERGERDR  —AREHEERRE—ERNETRENHT. REFHHNTRENE
BT, MRHATEFNREEET , AT L/

RENRERES "CBkB .

BEESRAMERITY  RERENREBERS BB, .

BERR RARKEFMBEHZREBMASRERE.

S ERERBEEAREERTERAYRENEE.

RERERES "KL

BRESHAMERNTH  RERBENRERRSR "KM

BERR . SRMHTBEPRENETRHIER, ELERUEINBIERICKE, B, KA. ®HE
BIRFREPHNEET ER,

T

AREMETRERFERNAPI:

1. BEBITUAEBHITID
API:/api/v1.0/compliance-remediation/
BRMEHIT
FiE  GET

2. ERABATIDEREEHT
API:/api/v1.0/compliance-remediation/

BRMRERNT?



executionld=<<< execution-id >>

5% GET

BRESRRA

HAEERZE

BEREHTHAMERGE  RUBREREE.

AT

1. MREEKRDEABRRNBEER , FHRFIRMENKAER, MRR , FHFZERMDERR
AEAERFIRATHEUBHNSRBNER, I/, BBRESAMREERTRBERER
ERMERER T ERNRDER, FSRBEESAE/EBRR A2 EEIERDR A
MES,

2. FANTAPIRENSHRMITHER

URL : /api/v1.0/compliance-remediation/compliance-block-
executions?deviceExecutionld=<>

5% GET



GET v  {{uatUrl}}/api/v1.0/compliance-remediation/compliance-block-executions?deviceExecutionld=66dfc32a2b855fb425602d4d

Params @ Authorization Headers (8)

Query Params
KEY

deviceExecutionld

ody Cookies Headers (11)  Test Results

Pretty Raw Preview Visualize

195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212

BRERAITHER

3. RERERBEEFBARBAE/MBAEE  LEAREBEEBEERA,

JSON

1

Body

v

Pre-request Script Tests Settings

VALUE

66dfc32a2b855fb425602d4d

=

"results": [

{

“variable": "inteface",
"operation": "equals",
“value": "0/0/3",

"seq": 1,

"success": true,
“observedValue": "0/0/3",
"refd_mapping": "None",
“root": "1>all",
"group_ref": "root",
“hierarchy": "root[@/0/3]"

"variable": "description",
“operation"; "equals",
“value": "blocks severity",

e 2,

DESCRIPTION

€

3script

Status: 20



Key*

1 bridge_group
Fiter Criteria
Expr*
all ]
Key* Operation * Value *
1 BRIDGE_GROUP_NAME Equals v MOB_228T_42RW_IPADOT
Rules
Expr *
al @
Key * Operation * Value *
1 BRIDGE_GROUP_NAME Equals v MOB_22BT_42RW_IPAOO1
Key *
2 bridge_domain
Filter Criteria
Expr *
al ]
Key* Operation * Value *
1 BRIDGE_DOMAIN_NAME Equals v  MOB_22BT_42RW_IPAOO1
Rules
Expr*
al [}
Key *
1 vi
Fiter Criteria
Expr *
all U]
Key* Operation * Value *
1 VFI_NAME Equals » MOB_228T_42RW_IPAOO
=
EHRMERBITHER

4. BIBEITU TpythontETE , METTPHEMBRSEEREEREFRIVE :

from ttp import ttp
### Provide device config inside the below variable
data_to_parse = """

### Provide block config inside the below variable
ttp_template = """



### Create parser object and parse data using template:
parser = ttp(data=data_to_parse, template=ttp_template)
parser.parse()

### Check results and see if TTP parser extracts the value or not

results = parser.result()
print(results)

ERSRHRS

up
Gh

B EIRIE:

docker logs -f compliance-remediation-service

Z B BKubernetesIRiE:

kubectl Togs -f services/compliance-remediation-service -n bpa-ns

Kibana Logs Monitoring:

https://<< BPA HOST >>:30401
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