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troubleshooting_the_nfs_ao.html
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0 2.5.6 RE3: MR EHN B OWAEBRFE T B8 F B9 Z B Exchange @ iRES . BIXEA
Exchangefal AR 28 FIt 7€ Y = (Bl 5 B i h0 27 AR TS A2 58

- 2.5.7 BRE4: N R WANecure kBl | B EER AT LLEEZTG

» 2.5.8 AEAEMEBEWAEFRMBRHEHEEFBEE | 31 &% OWAE - B HEE) i AR 7

©2.5.9 BRES: MR Outlook B EmEANTLM , BEEAS# @ T # 2EHAAO,
» 2.5.10 55 REE - B M BETEExchangelRE PR/ ERKerberos B R E. T &
NTLM ( B5.12 )
. 3 MAPI AO HiE5C 8%

MAPIIN®E 2§

MAPI103E 88 7] & £ {t Microsoft Outlook Exchange® ¥ ##7i&. Exchangeff AEMSMDBIE
, ZWMEEMS-RPCLSE , ZMEFEHATCPHEHTTIP ( FEXE ) EARKRER,

MAPI AO 3 #EMicrosoft Outlook 2000F2007%& Fin REVMFFREUERX R E. MAPI AOTF & INIEE
FEESMRE (8 ) AINBNLLER, REREFZFHNEHEERNEREEERBERAON
HITTFORIEL. AL , FZEOutlook Web Access(OWA)FIExchange-ExchangeiE#R,

BYEE : FARRIEML T , Microsoft Outlook 2007 ERUA 1%, EAAZER INZE S BEEMAPIFE AR N
EES s, fEOutlookd | iEiE TTH, > 'BFBHIIRF. |, 1BE "BANEXEREGRTFBHRF
1, RBE—T TF—%.1 . iBEExchangetlRF , RAEZ—TE®. & — TMore Settings , A&
¥ — T Security B %, HUHIZH Encrypt data between Microsoft Office Outlook and Microsoft
Exchange ServerZ&EU 5 # , #E1FTRo

HNE , LA LAFERAEKEE BExchange ServertIFr B A EZ A %,

i Outloo 007 5 Z FH fin &2

Microsoft Exchange Server

General | Advanced Security | Connection | Reenote Mail |

Encryplicn

[¥ Encrypt data between Microsoft Office
Outlook. and Microsoft Exchange Server

User identification
[ Abways prompt For user name and password
Logon network securiby:
[KcrbcfursiNTl.M Password Authentication E‘

]ﬂmd|nwﬁr

FEUTERT , MAPI AOTEEIEEAR :

- N ER (EEEERAO)
- AERXZENEFIE (BEHEERAO)
- EEMENETER. BRREMARSRERE ENAMETCPERMERER, EFFiRERE


http://social.technet.microsoft.com/forums/en-US/exchangesvrclients/thread/ca595cd2-bb85-4c40-910d-1b037db9aaf5/

WREF , R ERESTIREIERAO,
- EWAEBHEK , HFFing B EER L2 A EBE,
- EWAEBH AVMAPIREERERT AR , FFIREGEIIER,

Outlook: 5 55 1 BR 25 38 — 1 B B B BHA N TCPIB IS —ERE R 8, EMEER , WRIHMH
B MES , t AR BEERRRT KSR, — %50 RN S EmEE | 5
L BIRHE T LUBAR B R R AR E R RN ARE. ( AR RBEEB4REBNTRARE
t. )

EAERAE P RV FTEMAPIERE A HBB 2 BN ER P OPHE —HWAE, REIBERRFELE
ERREEIBELWAE LHWIMAPI AO , BIMAPI AOFE BRI ELER LHITHNER , W HIEL
ERERE "RkE) BBE. Rt , TEEMAPI AOREERIBKE T AMENRIIBEERBWAEL

o

HREHWAE BB AE 85 tH (Y MAPLE#R BYIEAR R Outlook$H 2R |, 640 B4 B4 Outlook = L B FE,
ETFOBHEIFRT , RABMBMERNMERSEB IR EMAPI AO , EIEEMAPI AOE R 51 R & % E&E
RERUFRNMUBRIBFANTE, FEAREVMAPIERNEHXEBRXENFMENR , FSRWE
BEBRIB F R A — P ARIMAPIFE A 12 5 ik 85 R B B AR B AV L B E 57

{5 FAshow acceleratorfishow licenser © 5t F HAOHL EFAMEE | MEARERXINEBFEHEER —
FRTR, MAPINRBHEEZEL X TR , L ABBAEPMEBARER XS,

=T |, f£fshow accelerator mapifs B EMAPI AOK4SEAREE | WE2FT R, EEREFZIMAPI

AOERIA. ERETHEAM , W HBERERRS, WRConfig StateAEnabled , {EOperational
State&Shutdown , BIRREFEFF A&,
2. 8B MAPI H1 % 5544 88
WREGTA# sh accelerator mapi
Accelerator Licensed Config State Operational State
mapi Yes Enabled Bumnmning ;
AO admin and
I .
Accelerator Config ITtem Mode Value Operﬂtlﬂnﬂ| EtﬂtE
Read optimization Uzer enab led
Write optimization Usar enab led
Policy Engine Config Item Value
state Beniatared
Default Action Usa Policy
Connection Limit G000
Effective Limit 5990
Keapalive timecut 5.0 secomds EnahIEd ‘

Optimizations

- Registered state
indicates AO is healthy
- Displays connection
limit

{# Fshow statistics accelerator epmi S RFEEPM AORBEE T, BMEMBEFF KR , CEE
MERAEE, ERMNITHBERBENER S TN EEEESEEESTE M,

{# Fshow running-configis TR EMAPIRIEPMAE R B RS EREE, SEZRENEmMapifIE
fﬁlﬂqﬁﬂi‘ﬁ%\@ﬁﬁﬁiﬁﬁ%{’ﬁ , I B EMIEMS-EndPortMapper2 S M ERWHRERE , AT
R


troubleshooting_overload_conditions.html#MAPI_Application_Accelerator_Reserved_Connections_Impact_on_Overload
troubleshooting_application_acceleration.html
troubleshooting_application_acceleration.html

WAE674# sh run | include mapi
map adapt or EPM mapi
nane Enail - and- Messaging All action optinmize full accel erate mapi

WAE674# sh run | begin MS-EndPointMapper
.. ski ppi ng
cl assi fi er Ms-EndPoi nt Mapper
mat ch dst port eq 135
exit

WAE674# sh run | include MS-EndPointMapper
cl assi fi er MsS-EndPort Mapper
name O her classifier MS-EndPortMapper action optinize DRE no conpression none accel erate
Ms- por t - mapper

{§ Fishow policy-engine application dynamicii "B FE 2B FZEBRLTERA , TR :

. EHEEFEHAZIDHARL  EPMAIEIRZ M : uuidadf1db00-ca47-1067-b31f-00dd010662da.
. FiM@ir s REIExchange (RIS HY SE BN ELRE R,
- BRASEVMAPIEFls , FEZEIEEFEAAIDNEREE : MAPIL,

{5 Fishow statistics connection optimized mapifn TR EWAASE E R & [E EE I HE{LHIMAPIE
#Ro BEMAPIEMRH Accels FIRFREHE "My , ERTEMEAMAPIAO , INFFR :

WAE674# show stat conn opt mapi

Current Active Optimzed Fl ows: 2
Current Active Optimized TCP Pl us Fl ows: 1
Current Active Optimized TCP Only Fl ows: 1
Current Active Optimzed TCP Preposition Flows: 0
Current Active Auto-Discovery Flows: 0
Current Reserved Fl ows: 12 <=m—m—m———- Added in 4.1.5
Current Active Pass-Through Fl ows: 0
Hi storical Flows: 161

D:DRE, L: LZ, T: TCP Optim zati on RR Total Reduction Ratio
A: AOMC:. ClFS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

Connl D Source | P: Port Dest | P: Port Peer I D Accel RR
342 10. 56. 94. 101: 4506 10. 10. 100. 100: 1456 0: la: 64:d3: 2f: b8 TMDL 61.0% <----- Look for
IIMII

BHEE : 1£4.1.50R , B H I T Current Reserved Flows5T#85, it ESSIENEWAELERIX
FHAEH VE*KMAPIJE%?H’JREEMAPIE%?E/J?%IO HEREVAPIER R HY £ BB HFEMNFM
B , AN EERBREE— X PHOMAPIEARR NES R EEEHBRNZED S,

MR EBEE R AccelBIhHAE "TGDL, WIELR | ELEEH THEEHAON E(F A EM R E(LEST
aﬂiﬂco N RIE L B R TEHAFMAPI AORIE B8 , AITgE R A A TR MBHMAPLIER. B
SR IMBEMAPILELR S | 756 Fshow statistics accelerator mapitn & , I PR :

wae# sh stat accel mapi

MAPI :
d obal Statistics


troubleshooting_overload_conditions.html#MAPI_Application_Accelerator_Reserved_Connections_Impact_on_Overload

Tinme Accel erator was started: Thu Nov 5 19:45:19 2009

Tinme Statistics were Last Reset/d eared: Thu Nov 5 19:45:19 2009
Total Handl ed Connecti ons: 8615
Total Optim zed Connecti ons: 8614
Total Connections Handed-of f with Conpression Policies Unchanged: O

Total Dropped Connections: 1
Current Active Connections: 20
Current Pendi ng Connecti ons: 0

Maxi mum Acti ve Connecti ons: 512
Nurmber of Synch Get Buffer Requests: 1052

M ni mum Synch Get Buffer Size (bytes): 31680
Maxi mum Synch Get Buffer Size (bytes): 31680
Average Synch Get Buffer Size (bytes): 31680
Nurmber of Read Stream Requests: 3844

M ni mum Read Stream Buffer Size (bytes): 19
Maxi mum Read Stream Buffer Size (bytes): 31744
Average Read Stream Buffer Size (bytes): 14556
M ni mum Accumul at ed Read Ahead Data Size (bytes): 0

Maxi mum Accurul at ed Read Ahead Data Size (bytes): 1172480
Aver age Accumul ated Read Ahead Data Size (bytes): 594385
Local Response Count: 20827
Aver age Local Response Tine (usec): 250895
Renot e Response Count: 70486
Aver age Renote Response Tine (usec): 277036
Current 2000 Accel erated Sessions: 0
Current 2003 Accel erated Sessions: 1
Current 2007 Accel erated Sessions: 0
Secured Connecti ons: 1 <-----

Encrypted connections
Lower than 2000 Sessi ons: 0
H gher than 2007 Sessions: 0

BRLERKAFRPESNTOHE | REBRMBEMAPIERN & FimAyIPHE L

2009 Jan 5 13:11: 54 WAE512 napi _ao: 9W\AAS- MAPI AO 3-132104: (929480) Encrypted connection. Cdient
ip: 10.36.14.82

A] LLfE Fshow statistics connection optimized mapi detailis SR MAPLEZRFAETEA , MTFIR

WAE674# show stat conn opt mapi detail

Connection Id: 1830

Peer 1d: 00: 14: 5e: 84: 24: 5f
Connection Type: EXTERNAL CLI ENT

Start Tine: Thu Jun 25 06: 32:27 2009
Source | P Address: 10. 10. 10. 10

Source Port Nunber: 3774

Destination | P Address: 10.10.100. 101
Destination Port Nunber: 1146

Appl i cation Name: Emai | - and- Messagi ng <-=-==- Should see
Email-and-Messaging

Cl assifier Nane: **Vap Defaul t**

Map Nare: uui da4f 1db00- ca47- 1067- b31f - 00dd010662da <-=-==- Should see this
UUID

Di rected Mode: FALSE

Preposi tion Fl ow FALSE

Policy Details:
Confi gur ed: TCP_OPTIM ZE + DRE + LZ



Deri ved: TCP_OPTIM ZE + DRE + LZ
Peer : TCP_OPTIM ZE + DRE + LZ
Negot i at ed: TCP_OPTIM ZE + DRE + LZ
Appl i ed: TCP_OPTIM ZE + DRE + LZ
Accel erator Detail s:
Confi gur ed: MAPI
configured
Deri ved: MAPI
Appl i ed: MAPI
applied
Hi st : None
Ori gi nal
Byt es Read: 4612
Bytes Witten: 4086

LT HER T A NEREET BN T OEERR

MAPI @ 1830

Tinme Statistics were Last Reset/C eared:

06: 32: 27 2009

Total Bytes Read:

Total Bytes Witten:

Nurmber of Synch Get Buffer Requests:

M ni mum Synch Get Buffer Size (bytes):

Maxi mum Synch Get Buffer Size (bytes):

Average Synch Get Buffer Size (bytes):

Nurmber of Read Stream Requests:

M ni mum Read Stream Buffer Size (bytes):

Maxi mum Read Stream Buffer Size (bytes):

Average Read Stream Buffer Size (bytes):

M ni mum Accurul at ed Read Ahead Data Size (bytes):
Maxi mum Accurul at ed Read Ahead Data Size (bytes):
Aver age Accumul ated Read Ahead Data Size (bytes):
Local Response Count:

Aver age Local Response Tine (usec):

Renot e Response Count:

Aver age Renote Response Tine (usec):

N YMAPIBniE
W=

<=-==== Should see MAPI
<=-==== Should see MAPI
Optim zed
1973
2096
Thu Jun 25
46123985
40864046
0
0
0
0
0
0
0
0
0
0
0
0 K-
0 <==———————-
19 <==———————-
89005 <mmmm—————

EWAAS 5.0.1F8%8 , MAPIIIERSR B E T LUINEMBHMAPIRE, FERIERT |, tbThRERE1E5.0.3/%
hRA, B2 , BT RINEMBZHMAPIHRE , WAASHIMicrosoft ADIRIEHREEHFZER, &g

A% B By SR BR i e MAP I Zh BE 30 3 HL i 1T HUE HEBR



ThEER A

eMAPI#$TERRTE5.0.3F A , L EEEUTRARKINMEMBFRE,

A BEFRBEZOWAE LHBLAEFRBMCMSR 2@ E

2)WAE 2478 8E $ % #r Exchangefal IR 88 M1Kerberos KDC ( Active Directory#2#l25 ) FIFQDN
3)WAER B§iE L HEKDCR S

4) % BIE#EOutlookEIExchange i B8 & R T EWAE L R ASSLIBFEEE . WANZR 2 FleMAP
5)E 8 HYWAEX H 5 IEFEH KRS B AR EL B

6)% UDWAEL AR E — BN ZEMEREHER (EAEREMIRF )

7RFEAERERS , BILLWAEXZE A ZADIE,

A% , BN "EBid, = "EAERF, EABE , FEAActive Directory PN B RIEE R ERT A
., TReplicating Directory Changes. # "Replicating Directory Changes Ally #ZB#ERE A 5T

o

BENHEZRBBEAZSE (HIM , BFFUTRSERZE , AR NERBHEENWAASEKE
NMRERAERBHEIZE ) . ARESEEENWAAS CMGUINEREER , 52 RATMiERM.

W REHERR D5 %
#15 — REMBEYE S AERNSWRRR

Ediagnosticsti & ( THRZER2 ) REMZRBNFER , cFERFSB/RRISHT, Hit
, RMEEEB RETRE SR AE R E AActive Directory PFIVE R ( ERSERERS ) =14t
T IEMEFF T,

HERARENRENBRRBERDRREER

ERERFE

1.2MADERE

2.2V AD#I# "Replicating Directory Changes, # "Replicating Directory Changes AllJ F%E
AALLOW

S EAEFREIEYMNA

4.7E hn 75 AR 3 P 7E & iE A & R B AR R

5.7 1Tget key diagnostic cli

windows-domain diagnostics encryption-service get-key <exchange server FQDN> <i##&>

LR | RS LB B BB/ ERExchangelliRESE B , M1 2 W EEMHT A ZAE
Exchangefd R &5 8INLB/VIPZ FIFQDN.

6.UMRS|MEMII — TK
B Ih =l



pdi-7541-dc#windows-domain diagnostics encryption-service get-key pdidc-
exchange1.pdidc.cisco.com pdidc.cisco.com

SPN pdidc-exchange.pdidc.cisco.com , % : pdidc.cisco.com
EEETERRRE,

pdi-7541-dc#windows-domain diagnostics encryption-service get-key pdidc-
exchange1.pdidc.cisco.com pdidc.cisco.com

SPN pdidc-exchange.pdidc.cisco.com , % : pdidc.cisco.com
pdidc-exchange1.pdidc.cisco.comf & {i FA io 1 1 £ R PR E

ERERF

1.8 LWAEZ B tIAAD

2BVADMY & "ERBEENR M 'EREZEREI, HEAALLOW

S ERIRF F BRI E I AAE

4 B B N3 AR A LA fE AR B Rk HR

5. BRZEARIRERATERIMES , ERFIHRRAD.gpupdate /force & F #E 2R B o

6.1 1Tget key diagnostic cli

windows-domain diagnostics encryption-service get-key <exchange server FQDN> <i##>

TR | AR LB BN BB/ EREExchangeiRESEE , M1 2 0 BEfEHT A ZAE
Exchangefd iR &5 8INLB/VIPZ BIFQDN.

7TMRETB/WERARI — TR

REMZRBNADEENESHMAEANEREE , F2RMHER.

824 — #5.0.3% , BIAT —EFMNDEHTIRBE —LLBHNRE.
INiEEEmapiBR T INFERE

1.CLIBTEEERMEMRE, HRLHRNEEREEIZONMEMAPIR B EE DB,
2REZTHIRE/EEBYE , BARMNEREERET,

SERTERERER , eEHRINABURCLISEEECHIRE,

4, BREBREEMAEBGRENZLERE, BUUREEERE K HAURKULKE  ZKRERZY
BEEBEMBOEBEEEITEMAPI,

UTRERERAWAENEH R

Cor e#accel erator mapi verify encryption-settings



[ EDGE: ]

Verifying Mapi Accelerator State

Status: FAILED

Accel erat or Config State Oper at i onal
mapi Di sabl ed Shut down
>>Mapi Accel erator shoul d be Enabl ed

>>Mapi Accel erator should be in Running stat

Verifying SSL Accel erator State

Status: FAILED

>>Accel er at or Config State Oper at i onal
ssl Di sabl ed Shut down
>>SSL Accel erator should be Enabl ed

>>SSL Accel erator should be in Running state

Verifying Wan-secure State

Veri fyi

Status: FAILED

>>Accel er at or Config State Oper at i onal
wan- secure Di sabl ed Shut down
>>\WAn- secur e shoul d be Enabl ed

>>\WAn- secure should be in Running state

ng Mapi Wan-secure node Setting

Status: FAILED
Accel erator Config Item Mode

WanSecur e Mode User

State

e

St ate

State

>>Mapi wan-secure setting should be auto/al ways
Verifying NTP State

Status: FAILED
>>NTP status shoul d be enabl ed and confi gured

Sunmary [ EDGE] :

Devi ce has to be properly configured for one or

[ CORE: ]
Veri fyi

ng encryption-service State

Status: FAILED

Servi ce Config State Oper at i onal

Not Applicabl e

nore comnponents

State

Encryption-service Di sabl ed Shut
>>Encryption Service shoul d be Enabl ed
>>Encryption Service status should be in 'Run

down

ni ng'



Verifying Encryption-service ldentity Settings

Status: FAILED
>>No active Encryption-service ldentity is configured.
>>Pl ease configure an active Wndows Domain Encryption Service ldentity.

Sunmary [ CORE]: Applicable only on CORE WAEs

Device has to be properly configured for one or nore components

TR IETRE R OWAER B H

Core#tacc mapi verify encryption-settings [ EDGE: ]

Verifying Mapi Accel erator State

Status: K
Verifying SSL Accelerator State

Status: K
Verifying Wan-secure State

Status: K

Verifying Mapi encryption Settings
Status: K

Verifying Mapi Wan-secure node Setting
Status: K

Verifying NTP State

Status: K
Sunmmary [ EDCE] :

Devi ce has proper configuration to accelerate encrypted traffic

[ CORE: ]

Verifying encryption-service State
Status: K

Verifying Encryption-service Identity Settings
Status: K

Sunmmary [ CORE]: Applicable only on CORE WAEs

Devi ce has proper configuration to accelerate encrypted traffic



SR — FHRE LRPHG O RBENWAERE,

NLENGSTRESEFEECERENNTP , EER L FERFWAENKDCZ BN HEREREAY., &
CoreFIKDCZ BRAFERERSEHRNSBRERNRIFEEEN,

MEFEREBRCMTESL , Ali&ntpdateds T (ntpdate <KDC ip>)ER B HIWAE R 51 il
Bk, ARBEWAERELBLENTPRERES.
2)E8 & dnslookup £ & £ Exchange il iR 83 B FQDNFKDCHIFQDNHI AT B WAE £ B Zh

J)REREHNAMBEWAE LR B EFREE 7 HH RN REEH MR,

pdi-7541-dc#sh class-map type waas MAPI

Class-map type waas match-any MAPI

Match tcp destination epm mapi(0 flow-matches)
pdi-7541-dc#show policy-map type waas Policy-map type waas
WAAS-GLOBAL(60846905T)

MAPI¥ ( OfE R = )
REFELTELMNEMapiEARAR T BHAHEE&E

4)ERBFTBWAE "show cms secure storey FHICMSZ £ ER A SRABM KB

€25

BR T 2 #rdiagnosticin & M F Eishowis TR & /L |, BIEFE ER R sysreport,

BERER , BEEEEmapiao-errorlog. sr-errorlog ( E R/ OWAE ) Flwsao-errorloghg .
BEBFTHEERT , AREAREEBERTRIERAONERR,
IEER/SENRBERSETETHN R LR

Lt i 3K B sr-errorlog 36 fE R BIIR 5 N3 PR B SR 0 B 5
BIEE . EEREZOWAEE AL , BREIRSEFE.

07/03/ 2012 19:12:07.278(Local ) (6249 1.5) NTCE (278902) Adding Identity Macchi neAcct WAAS to nap
active list in SRvain [ SRMai n. cpp: 215]



07/ 03/ 2012 19
[ SRDi | dMgr. cp
07/ 03/ 2012 19
[ SRVaI n. cpp: 2
07/ 03/ 2012 19
Map [ SRDi | dMy
07/ 03/ 2012 19
[ SRDi | dMgr. cp
07/ 03/ 2012 19
starttime 134
07/ 03/ 2012 19
I D_TAG : Macch
Name : pdi-75
Domai n :
Real m :
CLI _GUID:
SITE_ GU D :
CONF_GUI D :

:12: 07. 279( Local ) (6249 1.5)
p: 562]

:12: 07. 279( Local ) (6249 1.5)
60]

:12: 07. 279(Local ) (6249 1.5)
r.cpp: 702]

:12: 07.279(Local ) (6249 1.5)
p: 398]

:12: 07. 330( Local ) (6249 1.5) NTCE (330581)
1342727 endtine 1341378727 [ SRDi | dMgr. cpp
:12: 07. 330( Local ) (6249 1.5) NTCE (330599)
i neAcct WAAS

41-dc

NTCE (279018) Addi ng identity(Macchi neAcct WAAS) to Map

NTCE (279282) Activate |Id: Macchi neAcct WAAS

NTCE (279306) Identity Macchi neAcct WAAS found in the

NTCE (279321) Authentication for |ID: Macchi neAcct WAAS

Aut henti cati on success,
456]

tkt validity

PDI DC. CI SCO. COM
PDI DC. CI SCO. COM

St at us: ENABLED

Bl ack_Li sted
AUTH_STATUS
ACCT_TYPE: Mac
07/ 03/ 2012 19
[ SRI dentityQb

NO

SUCCESS

hi ne [ SRl dentityCbject. cpp: 85]

:12: 07.331(Local ) (6249 1.5) NTCE (331685) DN Info found for domai n PDI DC. Cl SCO. COM
j ect.cpp: 168]

07/03/ 2012 19:12:07.347(Local ) (6249 1.5) NTCE (347680) Inmport cred successfull for pn: pdi-7541-
dc@?DI DC. Cl SCO. COM [ AdsGssd i . cpp: 111]

I H B R B & Usr-errorlog , W MRHEKDCRIIBE SN,

10/ 23/ 2012 15:46:55.673(Local ) (3780 1.2) NTCE (673766) Key Not Found in cache, initiating
retrieval for spn:exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. com [ SRSer ver . cpp: 297]

10/ 23/ 2012 15:46:55.673(Local ) (3780 1.2) NTCE (673811) Queued InitiateKeyRetrieval task

[ SRSer ver. cpp: 264] 10/ 23/ 2012 15: 46: 55. 673( Local ) (3780 1.2) NTCE (673819)

Key retrieval is in Progress [SRServer.cpp: 322]

10/ 23/ 2012 15:46:55. 673(Local ) (3780 0.0) NTCE (673818) Initiating key retrieva

[ SRSer ver. cpp: 271]

10/ 23/ 2012 15:46:55. 673(Local ) (3780 1.2) NTCE (673827) initiating key retrieval in progress
[ SRDat aSer ver. cpp: 441]

10/ 23/ 2012 15:46:55.673(Local ) (3780 1.2) NTCE (673834) Sending ack for result 2, item nane

/cfglgl/sr/sr
[ SRDat aSer ver
10/ 23/ 2012 15
I D: Macchi neAc
10/ 23/ 2012 15
Map [ SRDi | dvy
10/ 23/ 2012 15
[SRIdentityh
10/ 23/ 2012 15
00C04FC2DCD2/

_get _key/ pdi dc- exchangel. pdi dc. ci sco. com@di dc. ci sco. com
. cpp: 444]

:46: 55. 673(Local ) (3780 0.0) NTCE (673922) Match found for
ct WAAS [ SRDi | dMgr . cpp: 163]

:46: 55. 673(Local ) (3780 0.0) NTCE (673937)
r.cpp: 702]

:46:55. 673(Local ) (3780 0.0) NTCE (673950) DN Info found for domai n pdidc.cisco.com
j ect. cpp: 168]

: 46: 55. 674( Local ) (3780 0.0) NTCE (674011) DRS SPN: E3514235- 4B06- 11D1- ABO4-
e4c83c51- 0b59- 4647- b45d- 780dd2dc3344/ PDI DC. Cl SCO. COM f or

DN: pdidc.cisco.comis

Identity Macchi neAcct WAAS found in the

PDI - 7541- DC@DI DC. Cl SCO. COM [ Gssd i . cpp: 51]



10/ 23/ 2012 15: 46:55. 674(Local ) (3780 0.0) NTCE (674020) CREATED srkr obj (0x50aa00) for spn
(exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. com) [ SRKeyMyr. cpp: 134]

10/ 23/ 2012 15: 46:55. 674(Local ) (3780 1.3) NTCE (674421) Inport cred successfull for pn: PDI-7541-
DC@vDI DC. Cl SCO. COM [ GssC i . cpp: 135]

10/ 23/ 2012 15: 46:55. 676(Local ) (3780 1.3) NTCE (676280) sessi on(0x50aa00) Conplete TGI stage of
GSS Successful, Initiating AppApi [ SRKeyRetriever. cpp: 408]

10/ 23/ 2012 15: 46:55. 676( Local ) (3780 0.1) NTCE (676415) SRKR Success in posting connect to
service <ip:QOe: 6e: 03: a3><port: 135> [l oOperation. cpp: 222]

10/ 23/ 2012 15: 46:55. 676( Local ) (3780 0.0) NTCE (676607) Connected to server.

[1 oOperation. cpp: 389]

10/ 23/ 2012 15: 46:55. 677(Local ) (3780 0.0) NTCE (677736) SRKR Success in posting connect to
servi ce <ip:QOe: 6e: 03: a3><port:1025> [l oOperati on. cpp: 222]

10/ 23/ 2012 15: 46:55. 678(Local ) (3780 0.1) NTCE (678001) Connected to server.

[1 oOperation. cpp: 389]

10/ 23/ 2012 15: 46:55. 679(Local ) (3780 0.1) NTCE (679500) C eaning up credential cache for PDI -
7541- DC@?DI DC. Cl SCO. COM [ GssCl i . cpp: 212]

10/ 23/ 2012 15: 46: 55. 680( Local ) (3780 0.1) NTCE (680011) Parsi ng DRSBI ND Response

[ AppApi Dr sBi nd. cpp: 222]
10/ 23/ 2012 15: 46: 55. 680( Local ) (3780 0.1) NTCE (680030) DRSBi nd Success, Status: 00000000

[ AppApi Dr sBi nd. cpp: 359]

10/ 23/ 2012 15: 46: 55. 685(Local ) (3780 0.1) NTCE (685502) session(0x50aa00) Successful in Key
Retrieval from AD for SPN:. exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. com

[ SRKeyRet ri ever. cpp: 269]

10/ 23/ 2012 15: 46: 55. 685(Local ) (3780 0.1) NTCE (685583) Send Key response to the Cient for spn:
exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco.com # of req's : 1

[ SRKeyMyr . cpp: 296]

10/ 23/ 2012 15: 46: 55. 685(Local ) (3780 0.1) NTCE (685594) Del eting spn: exchangeMDB/ pdi dc-
exchangel. pdi dc. ci sco. com entry from Pendi ng key request map [ SRKeyMyr. cpp: 303]

B 3k B R WAE £ Bmapiao-errorlogi 3 , LA ZhE T eMAPIER

''*'10/23/2012 17:56:23.080(Local ) (8311 0.1) NTCE (80175) (fl=2433) Edge TCP connection initiated
(-1409268656), Conn: [14.110.3.117:58352 <=> 14.110. 3.99: 27744],

Fl avor: O [EdgeTcpConnecti onDceRpclLayer. cpp: 43]

10/ 23/ 2012 17:56:23.080(Local ) (8311 0.1) NTCE (80199) Edge TCP connection initiated (-
1409268656), Conn: [14.110.3.117:58352 <=> 14.110.3.99:27744], Flavor: 0

[ EdgeTcpConnect i onDceRpclLayer . cpp: 48]

10/ 23/ 2012 17:56: 23.108(Local ) (8311 0.0) NTCE (108825) (fl=2433) Bind Request fromclient with
AG D 0x0, callld 2, to dest-ip 14.110.3.99, AuthLevel: PRI VACY

Aut hType: SPNEGO Aut hCtxld: 0 WPl unb: 1

[ EdgeTcpConnect i onDceRpclLayer. cpp: 1277]" "'

10/ 23/ 2012 17:56: 23. 109( Local ) (8311 0.0) NTCE (109935) CheckAndDoAoshRepl unbi ng perform

repl unbi ng wsPlunbState 1 [ Sessi on. cpp: 315]

10/ 23/ 2012 17:56: 23.109(Local ) (8311 0.0) NTCE (109949) (fl=2433) ACSH Repl unbi ng was perfornmed
returned Status 0 [ Sessi on. cpp: 337]

10/ 23/ 2012 17:56: 23. 109( Local ) (8311 0.0) NTCE (109956) CheckAndPl unb WanSecure(14) ret:= [1, 0]
WPl unb: 4 fd[client,server]:=[25,26] [AsyncQOperationsQueue. cpp: 180]

10/ 23/ 2012 17:56: 23. 312(Local ) (8311 0.1) NTCE (312687) (fl=2433) Connection mnultipl exi ng enabl ed
by server on the connection. [EdgeTcpConnecti onDceRpclLayer. cpp: 499]



10/ 23/ 2012 17:56:23. 312(Local ) (8311 0.1) NTCE (312700) (fl=2433) Header signing enabl ed by
server on the connection. [EdgeTcpConnecti onDceRpclLayer. cpp: 510]

10/ 23/ 2012 17:56:23.312(Local ) (8311 0.1) NTCE (312719) (fl=2433) OnNewConnection - dient IP
14.110. 3. 117 (0xe6e0375), Serv |IP 14.110.3.99 (0xe6e0363), nDstPort=27744,

nAssoci ati onGr oup=0x11de4, conn_f d=26,

bWasConnect i onFr onReser vedPool =0, bl sNewiVapi Sessi on=1 [ Connecti onReservati onManager. cpp: 255]
'''10/23/2012 17:56:23. 366(Local ) (8311 0.1) NTCE (366789) (fl=2433) Received security context
fromcore with auth context id: O [EdgeTcpConnecti onDceRpclLayer. cpp: 2912]

10/ 23/ 2012 17:56:23. 367(Local ) (8311 0.1) NTCE (367157) (fl=2433) Security Layer moved to ESTB
state [Fl owSecuritylLayer. cpp: 311]"'""

10/ 23/ 2012 17:56: 23. 368(Local ) (8311 0.1) NTCE (368029) (fl=2433) Informational:: Send APC set to
W5: asking for Cipher 2 [EdgeTcpConnecti onDceRpclLayer. cpp: 809]

10/ 23/ 2012 17:56:23.368(Local ) (8311 0.1) NTCE (368041) (fl=2433) Sec-Parans [Ctxld, AL, AT, ACT
DCT, [Hs, ConnMl x, SecMdl x]]:=[0, 6, 9, 18, 18 [1,1,0]]

[ Fl o OBuf fers. cpp: 477]

10/ 23/ 2012 17:56: 23. 369( Local ) (8311 0.0) NTCE (369128) (fl=2433)
CEdgeTcpConnect i onEmsMibLayer : : Connect Request Common (Call1d 2): client version is

Pr oduct Maj or: 14,

Product M nor:0, Build Mjor: 6117,

Build Mnor:5001 Cient ip 14.110.3.117 Cient port 58352 Dest ip 14.110.3.99 Dest port 27744
[ EdgeTcpConnect i onEnmsMibLayer . cpp: 1522]

10/ 23/ 2012 17:56: 23. 868( Local ) (8311 0.1) ERRO (868390) (fl=2433) ContextHandle.IsNull()

[ EdgeTcpConnect i onEnmsMibLayer . cpp: 1612]

10/ 23/ 2012 17:56: 23. 890( Local ) (8311 0.0) NTCE (890891) (fl=2433)
CEdgeTcpConnect i onEmsMlbLayer : : Connect Request Common (Call1d 3): client version is

Pr oduct Maj or: 14,

Product M nor:0, Build Mjor: 6117,

Build Mnor:5001 Cient ip 14.110.3.117 Cient port 58352 Dest ip 14.110.3.99 Dest port 27744
[ EdgeTcpConnect i onEnmsMibLayer . cpp: 1522]

LT R B TCPE# K mapiao-errorlog¥t Y % LWAE# H

''*'10/23/2012 17:56:54.092(Local ) (6408 0.0) NTCE (92814) (fl=21) Core TCP connection initiated
(11892640), Conn: [14.110.3.117:58352 <=> 14.110.3.99:27744], F

lavor: O [CoreTcpConnecti onDceRpcLayer. cpp: 99]

10/ 23/ 2012 17:56:54. 092(Local ) (6408 0.0) NTCE (92832) Core TCP connection initiated (11892640),
Conn: [14.110.3.117:58352 <=> 14.110. 3. 99: 27744], Flavor: O

[ Cor eTcpConnecti onDceRpclLayer . cpp: 104] "'

10/ 23/ 2012 17:56:54.175(Local ) (6408 0.0) NTCE (175035) SrlibCache Cache eviction starting:
static void srlib::CSrlibCache:: OnAoShel | Di spat chCached eanup(vo

id*, aosh_work*) [SrlibCache. cpp: 453]

10/ 23/ 2012 17:56:54.175(Local ) (6408 0.0) NTCE (175068) |ast_cleanup_tinme (1344411860),

evict _in_progress(1) handl ed_req_cnt (1) cache_size (0) [SrlibCache.

cpp: 464]

10/ 23/ 2012 17:56:54.175(Local ) (6408 0.0) NTCE (175121) SendNext Crd isDuringSend 0, WiteQueue sz
1, isDuringclose O [SrlibCientTransport. cpp: 163]



10/ 23/ 2012 17:56:54.175(Local ) (6408 0.0) NTCE (175132) SendNext Cnd: Sendi ng request:
exchangeMDB/ PDI DC- EXCHANGEL. pdi dc. ci sco. com 23[v: =11], WiteQueue sz 0

[bClose O] [SrlibdientTransport.cpp: 168]

10/ 23/ 2012 17:56:54. 185(Local ) (6408 0.1) NTCE (185576) OnReadConplete len 4 status O

i sDuringRead 1, isDuringHeaderRead 1, isDuringclose O [SrlibTransport.

cpp: 127]

10/ 23/ 2012 17:56:54. 185(Local ) (6408 0.1) NTCE (185587) Parse header, nmsg body |en 152
[SrlibTransport. cpp: 111]

10/ 23/ 2012 17:56: 54. 185(Local ) (6408 0.1) NTCE (185592) ReadNext Msg i sDuringRead O,

i sDuri ngHeader Read 1, isDuringclose O [SrlibTransport.cpp: 88]

10/ 23/ 2012 17:56:54. 185(Local ) (6408 0.1) NTCE (185623) OnReadConplete len 148 status O

i sDuringRead 1, isDuringHeaderRead 0, isDuringclose O [SrlibTranspor

t.cpp: 127]

'''10/23/ 2012 17:56:54.185(Local ) (6408 0.1) NTCE (185688) I|nsert new KrbKey: exchangeNDB/ PDI DC-
EXCHANGEL. pdi dc. ci sco. com : 23[v: =11]:[{e,f,[}:={0, Ox1, 16} [S

rlibCache. cpp: 735]

''"'10/23/ 2012 17:56:54.185(Local ) (6408 0.1) NTCE (185747) ReadNext Msg i sDuringRead O,

i sDuri ngHeader Read 0, isDuringclose O [SrlibTransport.cpp: 88]

'''10/23/ 2012 17:56:54.261(Local ) (6408 0.1) NTCE (261575) (fl=21) Successfully created nmenory
keytab w th name: MEMORY: exchangeMDB@DI DC- EXCHANGEL. pdi dc. ci sco

.conOnxr Pbl ND [ GssServer. cpp: 468]

10/ 23/ 2012 17:56:54. 261(Local ) (6408 0.1) NTCE (261613) (fl=21) Successfully added entry in
nmenmory keytab. [GssServer.cpp: 92]

10/ 23/ 2012 17:56:54. 261(Local ) (6408 0.1) NTCE (261858) (fl=21) Successfully acquired
credentials. [GssServer.cpp:135]"'""

EREE
BT REHeMAPHER BRI BEHAO(TON —LEE RER,

1O WAE LB R B9 In# R IS SR EAD A R A IERRES BT AT Al

B /O WAE Esr-errologhy &

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) ERRO (147570) session(0x517fa0) Failed to Retrieve Key
from AD for SPN:. exchangeMDB/ out | ook. sicredi.net.br error: 16 [ SRKeyRetriever.cpp: 267]

"' 09/25/2012 18:47:54.147(Local ) (9063 0.1) ERRO (147592) Key retrieval failed with Status 16

[ SRKeyMyr . cpp: 157]

"' 09/25/2012 18:47:54.147(Local ) (9063 0.1) ERRO (147623) ldentity "WAASMacAct" has been

bl ackl i sted [ SRDi | dMgr. cpp: 258]

"1ttt 09/25/2012 18:47:54.147(Local ) (9063 0.1) ERRO (147631) Key retrieval failed due to

permi ssion i ssue [ SRKeyMyr. cpp: 167]

'''09/25/2012 18:47:54.147(Local ) (9063 0.1) ERRO (147636) ldentity: WAASMacAct will be black



listed. [ SRKeyMyr.cpp: 168]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) NTCE (147657) Calling KrbKeyResponse key handler in
srlib [ SRServer.cpp: 189]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) NTCE (147722) Queued send reponse buffer to client task
[SrlibServerTransport.cpp: 136]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) NTCE (147730) KrbKeyResponse, sent to client session
object [SrlibServer.cpp:203]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.0) NTCE (147733) SendNext Cmd i sDuringSend 0, WiteQueue
size 1 isbDuringC ose O [SrlibServerTransport.cpp: 308]

09/ 25/ 2012 18:47:54.147(Local ) (9063 0.1) NTCE (147740) Send Key response to the Cient

RBIRSERRIER , YRBADPFHERAGERMNFTM. Replicating Directory
Changes. # "Replicating Directory Changes All; #BE#ERER LT

http://www.cisco.com/en/US/docs/app ntwk services/waas/waas/v511/configuration/quide/policy.h
tml#wp1256547

B2 OWAERR BEETRRENNVKDCZ BFERERE

¥ OWAE Lsr-errologhy i H

10/ 23/ 2012 01:31:33.507(Local ) (1832 0.1) NTCE (507836) Initiating key retrieval

[ SRSer ver. cpp: 271]

10/ 23/ 2012 01:31:33.507(Local ) (1832 0.1) NTCE (507878) Match found for DN:. pdidc.cisco.comis

I D: Macchi neAcct WAAS [ SRDi | dMgr . cpp: 163]

10/ 23/ 2012 01:31:33.507(Local ) (1832 0.1) NTCE (507888) Ildentity Macchi neAcct WAAS found in the
Map [ SRDi | dMgr . cpp: 702]

10/ 23/ 2012 01:31:33.507(Local )(1832 0.1) NTCE (507901) DN Info found for domai n pdidc. cisco.com
[ SRI dentityQOnj ect. cpp: 168]

10/ 23/ 2012 01: 31: 33. 507( Local ) (1832 0.1) NTCE (507923) DRS_SPN: E3514235- 4B06- 11D1- ABO4-
00C04FC2DCD2/ e4c83c51- 0b59- 4647- b45d- 780dd2dc 3344/ PDI DC. Cl SCO. COM f or

PDI - 7541- DC@DI DC. Cl SCO. COM [ Gssdl i . cpp: 51]

10/ 23/ 2012 01:31:33.507(Local ) (1832 0.1) NTCE (507933) CREATED srkr obj (0x2aaaac0008c0) for spn
(exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. con) [ SRKeyMyr. cpp: 134]

10/ 23/ 2012 01:31:33.508(Local ) (1832 1.6) NTCE (508252) Inport cred successfull for pn: PD -7541-
DC@rDI DC. Cl SCO. COM [ GssCl i . cpp: 135]

10/ 23/2012 01:31:33.511(Local ) (1832 1.6) ERRO (511151) CreateSecurityContext:
gss_init_sec_context failed [majorStatus = 851968 (0xd0000)] [GssCi.cpp: 176]

''*'10/23/2012 01:31:33.511(Local )(1832 1.6) ERRO (511170) GSS_MAJOR ERROR: 851968 nsg_cnt: 0,

M scel | aneous failure (see text)CD2 [GssCi.cpp: 25]

10/ 23/ 2012 01:31:33.511(Local )(1832 1.6) ERRO (511177) GSS_M NOR ERROR: 2529624064 nmsg_cnt: 0,

Cl ock skew too great [GssCdi.cpp: 29]

10/ 23/2012 01:31:33.511(Local ) (1832 1.6) ERRO (511182) gsskrb5 get subkey failed: 851968, 22,
[Gssdi.cpp: 198]

10/ 23/2012 01:31:33.511(Local ) (1832 1.6) ERRO (511188) sessi on(0x2aaaac0008c0) Error: Invalid
security ctx state, IsContinue is false with out token exchange

[ SRKeyRet ri ever. cpp: 386]

10/ 23/2012 01:31:33.511(Local )(1832 1.6) ERRO (511193) sessi on(0x2aaaac0008c0) Failed to
Retrieve Key from AD for SPN: exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco.comerror:1

[ SRKeyRetri ever. cpp: 267] """


http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v511/configuration/guide/policy.html#wp1256547
http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v511/configuration/guide/policy.html#wp1256547

10/ 23/ 2012 01: 31:33.511(Local ) (1832 0.0) ERRO (511213) Key retrieval failed with Status 1
[ SRKeyMyr . cpp: 157]

RE®2:EFMBEWAE ( AHEEZD ) LEMAntpdate/i§RFEEKDCE Y, REBIBEEMOENTPRIRES (&
FEKDCHE ) »

SR8 3: 58 & hn 72 AR 3% 72 & 1Y 15 BEExchange fAl R 83 AT £ AV 1B R T ld .

B UOWAE Lsr-errologhy i e

10/ 23/2012 18:41:21.918(Local ) (3780 1.5) NTCE (918788) Key retrieval is in Progress

[ SRServer. cpp: 322]

10/ 23/ 2012 18:41:21.918(Local ) (3780 1.5) NTCE (918793) initiating key retrieval in progress

[ SRDat aSer ver. cpp: 441]

10/ 23/ 2012 18:41:21.918(Local ) (3780 0.0) NTCE (918790) Initiating key retrieval

[ SRServer. cpp: 271]

10/ 23/ 2012 18:41:21.918(Local ) (3780 1.5) NTCE (918798) Sending ack for result 2, item nane
/cfglgl/sr/sr_get_key/pdi dc- exchange. ci sco. com@i sco. com [ SRDat aSer ver. cpp: 444]

10/ 23/ 2012 18:41:21.918(Local ) (3780 0.0) ERRO (918813) Failed to find Identity match for donmin
ci sco.com [ SRDi | dMgr. cpp: 157]

10/ 23/ 2012 18:41:21.918(Local ) (3780 0.0) NTCE (918821) Failed to find identity match for donmin
[ SRKeyMgr . cpp: 120]

10/ 23/2012 18:41:21.918(Local ) (3780 0.0) NTCE (918832) Send Key response to the dient for spn:
exchangeMDB/ pdi dc- exchange. ci sco.com # of req's: 1 [ SRKeyMyr. cpp: 296]

N3 M REH B OWAE RIS B8 H 9 2 EExchange R8s , Al 4 A RBExchangefil REFATIEN
S BN ENZREHERE.

EE BRAXETFEERE, Akt , R EEmyexchange.sub-domain.domain.com , BIiNZRpR#
E 5% 2B A sub-domain.domain.com™ ; EREEMN R RIFH,

B84 N RWANecure R B , B ERTT A ERSEITG
eMAPLER AT LATREIEHAO , HAWANZEAHAK, WANZSH AR K RARERF LN

0 ﬁ%%l%?é%%ﬁ?éﬂ%?&ﬂ& , AREECARRNEERHSREE  AEZESECSEMERUT
OCSP#& &,

BAOWAERRE

crypto pki gl obal -settings

ocsp url http://pdidc.cisco.comocsp
revocati on-check ocsp-cert-url
exit



crypto ssl services host-service peering

peer-cert-verify

exit
!
WAN Secur e:

Accel erator Config Item Mbde Val ue
SSL AO User enabl ed
Secure store User enabl ed
Peer SSL version User def aul t
Peer cipher 1list User def aul t
Peer cert User def aul t
Peer cert verify User enabl ed

B & 2 4 LA Fmapiao-errorlogMwsao-errorlog& B :
HERNRTRE —GRUBETRH MSEMAMNXEBEER, 7T
& F i WAE L #YMapiao-errorlog:

'''10/08/2012 20:02: 15. 025(Local ) (24333 0.0) NTCE (25621) (fl=267542) dient 10.16.1.201

di sconnected nore than four consecutive tinmes - push down to generic ao.

[ EdgeTcpConnect i onDceRpcLayer . cpp: 1443]

'''10/08/2012 20:02: 15. 025(Local ) (24333 0.0) NTCE (25634) (fl=267542) CEdgel OBuffers::

St art HandOver Pr ocessSi ngl eConnecti on: SECURED_STATE_NOT_ESTABLI SHED

[ Edgel OBuf f ers. cpp: 826]

10/ 08/ 2012 20: 02: 15. 025( Local ) (24333 0.0) NTCE (25644) (fl=267542)

CEdgel OBuf f er s: : CheckSendHandOver Request ToCor eAndBl ockLan - Bl ocki ng LAN for read operations
after |ast

fragnent of call id O, current call id is 2 [Edgel OBuffers.cpp: 324]

10/ 08/ 2012 20: 02: 15. 048( Local ) (24333 0.1) NTCE (48753) (fl=267542) Connection nultiplexing
enabl ed by server on the connection. [EdgeTcpConnecti onDceRpclLayer. cpp: 499]

10/ 08/ 2012 20: 02: 15. 048( Local ) (24333 0. 1) NTCE (48771) (fl=267542) Header signing enabl ed by
server on the connection. [EdgeTcpConnecti onDceRpclLayer. cpp: 510]

10/ 08/ 2012 20: 02: 15. 048( Local ) (24333 0.1) NTCE (48779) (fl=267542) CEdgel OBuffers::

St art HandOver ProcessSi ngl eConnecti on: GENERAL_UNCLASSI FI ED [ Edgel OBuf f ers. cpp: 826]
FFiwWAE ERYWSAOIRER B :

'''10/08/ 2012 20: 04: 34. 430( Local ) (5939 4.0) ERRO (430001) certificate verification failed 'self
signed certificate' [open_ssl.cpp:1213]

'''10/08/2012 20:04: 34.430(Local ) (5939 4.0) ERRO (430047) ssl _read failed: 'SSL_ERROR SSL'

[ open_ssl . cpp: 1217]

10/ 08/ 2012 20: 04: 34. 430( Local ) (5939 4.0) ERRO (430055) openssl errors: error:14090086: SSL



routines: SSL3_GET_SERVER CERTI FI CATE: certificate verify failed:s3 _clnt.c:1244:
[ open_ssl . cpp: 1220]

R4 EMBWAEP BB ERRRVEE , W70 WAE L E 57U bn# 55#

pdi - 7541-dc(confi g) #crypto ssl services host-service peering
pdi - 7541-dc(confi g- ssl - peeri ng) #no peer-cert-verify
pdi - 7541-dc(confi g) #no wi ndows- domai n encrypti on-servi ce enabl e

pdi - 7541- dc(confi g) #wi ndows- domai n encrypti on-servi ce enabl e

FEES: R OutlookFE FIREANTLM , AlEFSHE THBEHAO,

B EE F iR WAER mapiao-errorlogF B EILLTRE -

'''waas- edge#find-patter match ntlm napi ao-errorl og. current

09/ 21/ 2012 20: 30: 32. 154(Local ) (8930 0.1) NTCE (154827) (fl1=83271) Bind Request fromclient with
AG D O0x0, callld 1, to dest-ip 172.21. 12.96, AuthLevel:

PRI VACY '' "' Aut hType: NTLM ' ' " Aut hCt xI d: 153817840 WPl unb: 2

[ EdgeTcpConnect i onDceRpcLayer. cpp: 1277]

09/ 21/ 2012 20: 30: 32. 154(Local ) (8930 0.1) NTCE (154861) (fl=83271) '''Unsupported''' "'"' Aut h

Type :NTLM'' [ EdgeTcpConnecti onDceRpclLayer. cpp: 1401] 09/21/2012 20: 30: 40. 157(Local)

(8930 0.0) NTCE (157628) (fl=83283) Bind Request fromclient with AGD 0x0, callld 2, to dest-ip
172.21. 12.96, AuthLevel: PRI VACY Aut hType: NTLM Aut hCt xI d: 153817840

WPl unb: 2 [ EdgeTcpConnecti onDceRpclLayer. cpp: 1277]

SE5MRE | ES M AEExchangeIRE P A/ ERKerberos & 258 . FTXEWNTLM ( B5.18 )

AEE , EACASK , H— & ANTLMEMicrosofti i A &,
Kerberos7F 2 1 Fl 1915 = 45 E AExchange 2010 , EU T H S :
#4818 19 Z BIExchange & F i ah B A iR 85 (CAS).

i ELCASTIRRRFEREMSE ( EAMicrosoft W NER FinfEd IR E=H EHITHER ) BEE
_Eo

o

ELAMNESED |, KerberosTilREA — B FImFARIE R FTHEEREEINTLM, RRAERRARFIH
PEEIR CASﬂHE%ﬁEfﬁEﬁ%Z" RERh B EFE M ARES , RGBT LA BT BYExchange iR 2 H {5 B9 BB 4

fEExchange 2010 RTM# , R B H N EHRER | LiRiEE P HKerberosTEExchange 2010-
SP1ZBIKETEREER,

ESP1H | AILAEELIREDRAKerberos , BiER—EFHBRE. FSBEUTXE
http.//technet.mlcrosoft.com/en us/library/ff808313.aspx

MAPI AO H fH5C &%



http://technet.microsoft.com/en-us/library/ff808313.aspx

- U B E R AR BEBRMAPI AOHE
. B BFEEE : /local1/logs/tfo/working.log(Fl/local1/logs/tfo/tfo_log_*.txt)

F& B R : /local/errorlog/mapiao-errorlog.current ( Flmapiao-errorlog.* )

ATEERMETHE KRB TREACLURFERNSRBB -,

WAE674(config)# ip access-list extended 150 pernmit tcp host 10.10.10.10 any
WAE674(config)# ip access-list extended 150 pernit tcp any host 10.10.10.10

ERAEK B , 5F Mtransaction-logsEBE®H T , MR :

wae(config)# transaction-logs flow enabl e
wae(config)# transaction-logs flow access-list 150

Al LAfE Ftype-tail P T REEEEFREENER , WTAR

wae# type-tail tfo_log_10.10.11.230_20090715_130000. t xt

Wed Jul 15 19:12:35 2009 :2289 :10.10.10.10 :3740 :10.10.100.101 :1146 :OT : END : EXTERNAL
CLI ENT : (MAPI) :822 :634 :556 :706

Wed Jul 15 19:12:35

2009 :2289 :10.10.10.10 :3740 :10.10.100.101 :1146 :SODRE :END :730 :605 :556 :706 :0

Wed Jul 15 19:12:35 2009 :2290 :10.10.10.10 :3738 :10.10.100.101 :1146 :OT : END : EXTERNAL
CLI ENT : (MAPI) :4758 :15914 :6436 : 2006

Wed Jul 15 19:12:35

2009 :2290 :10.10.10.10 :3738 :10.10.100.101 :1146 :SODRE : END : 4550 :15854 :6436 :2006 :0
Wed Jul 15 19:12:35 2009 :2284 :10.10.10.10 :3739 :10.10.100.101 :1146 :OT : END : EXTERNAL
CLI ENT : (MAPI) :1334 :12826 :8981 :1031

EREMEBAMAPI AOWFAF BEicsk , EEAUTH S,
BsE : A AFEBEECPURER | mllemgAKBEE., FEEREHDEEMEEMERAE,
BRI LRI T AR R R Y SR EI EFRE s

WAE674( confi g)# | oggi ng di sk enabl e
WAE674(config)# | ogging disk priority detai

&R LAEACLAH R A E RV AR R B RSRCE% , TFARR :

WAE674# debug connection access-list 150

MAPI AOFBZEAERM T :

WAE674# debug accel erator mapi ?
all enable all MAPI accel erator debugs
Common-fl ow enabl e MAPI Comon fl ow debugs



DCERPC- | ayer enabl e MAPI DCERPC-| ayer fl ow debugs
EVMSMDB- | ayer enabl e MAPI ENMSMDB- | ayer fl ow debugs
1 0 enabl e MAPI | O debugs

ROP-| ayer enabl e MAPI ROP-1ayer debugs

ROP- par ser enabl e MAPI ROP- parser debugs

RPC- par ser enabl e MAPI RPC-parser debugs

shell enable MAPI shell debugs

Transport enabl e MAPI transport debugs

Uilities enable MAPI utilities debugs

A BMAPIER BT B SR , AREN T XBRARE

WAE674# debug accel erator mapi Conmon-fl ow
WAE674# type-tail errorlog/ mapiao-errorlog.current follow
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