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* WEIRNGIME , 22 T

« JERFHFENL . B2 W

* TFTP EH L, 53 0L

o ME—[RCE SO P REFI HTTP , 2 6 1L
s A EHFEID L, B9

o WE IR BSIA , 5 16 1T
24 HTTPS EBrAL , 25 18 7L

o BUE SO R, 55 25 T

s WEHITRANRL , 527 1

o ST MIC UE , % 28 1L

* W Cisco kIR AL THZHN] , 26 30 1T
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LR 2 FGEOH) DTAF A4 LA 2] BroadWorks (R R4
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YEAKFERC B 45 TE ) S AL E BroadWorks % #4 it B SR ALY

S8 3 Jil E Broadworks 175 it B SO,
B RUNA I B E SO R R R S, 1T L URL:
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B c=somaz

BREsE |

https://xchange.broadsoft.com/node/1031047, Vjjin] {BroadSoft & EAK L EFRFE ) H2 % BroadWorks

BEA G BSOS B 0 o

I B R B

AT AAE HL T 5 BB A5 4% TR B SO AR s
AR E ARG R, WS v E R .

EXREHED

AN G AR O FE AT T[] 20 Th i

ERARFZHEFICRER

LT AT AL E 0l UDP R H A R B R G H S IR r o, WG BRI ER . AU
S5, REPTLLYS R TG Web FHil (G2 5 Vs HILE Web FHi) , FHEE > R4, R)n Bl ATk
WFECE M R SRS /AT IR ds . KRG H BRSSP b RO B B W P A RIAR D
L2 LRk AP AINREPSES

BRI S B, T LAV A LT Web ST, 1EFF Info> Debug Info> Control Logs, #&J5 it
messages.

FHIa Z Al
iz
FEAM PC b 2T s R 4E H SRS 4% -

HF PC 1P Huhil- g2 2 & SCAF ) Syslog. Server 44248 U4 :

<Syslog Server>192.168.1.210</Syslog Server>

R RGEITR, JF{E Syslog_Server Z 8P i N A 2 5t H & I 55 4 1AL
HEWAT TETP FOF[AD , 5 3 GO s Al D H At

FOFT RG], Bt R R G H SR . BB A R IEAE A B R 5 A S ] B
B [F1 0 sl s RN

IR AR St H S M 55 2 R TR I 2 1555 T T B 2R AL

CP-68xx-3PCC 00:0e:08:ab:cd:ef - - Requesting resync tftp://192.168.1.200/basic.txtc.txt
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xRS [l

{1 R G0 H RSS2 1 TP Hudik i3 5 Debug_Server 2481 (ifii-JE Syslog_Server () , J1Kf Debug Level
WOEAN 0 2 3 2RI (3 &g , nf LIRS TN S

<Debug Server>192.168.1.210</Debug_Server>
<Debug Level>3</Debug Level>

AT RS LA S 80k B B I A8 S N 2
* Log Request Msg
* Log Success Msg

* Log Failure Msg

WRAE TSGR, WA A AN I AR S8 H RS .

TFTP =¥ [E 4

IR

HHL 1 S 300 AR R I A 2 N B o B FE A FI I & S EAE i3 TFTP (RFC1350).
TETP | {2 I THE G ) LAN M2 N BB M2 s . R AN P Internet ()L FE 3, {H TFTP
X T /INEA D A R 1T R A, BRSSP ACE, ORI R AN, 1 S P A T
WE, TRARNETRE TG R 75 NI FY, A TFTP R4S 8 R8I G B il s
At

UK

7 LAN Mg, ¥ PC AT TRE B BSR4k dy . A LEk N R H 45
7E PC L2225 910 TFTP s 4% o
R R BT A SCAR G 2 00 E FC B SCPE, K GPP_A IR W &N 12345678,

<flat-profile>
<GPP_A> 12345678
</GPP_RA>

</flat-profile>

F TFTP IR HE T, Dl basic. txt NEARAFRE .

AT LIS IF TETP RS #e I Be B R A IEM: i TFTP & (MIEHS) &K basic. txt 3.
et ARG IR 45 2 A FHAE S ph ML LIZ 4716 TETP )7 Uit o

FH PC web W U8 2847 T H G/ R & 0O . B, an R g g 1P Hhik 2 192.168.1.100:

http://192.168.1.100/admin/advanced

%% Voice > Provisioning i, 4R J5 k5 2ot 1 248 GPP_P 2| GPP_A [M{f. XUE(HNV %A,

v |
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B susieznzgrsnss

$E T 7F web WAL A LR FT FFE B H2E URL, MR iE EH HE 3 basic. txt BlE .
W5 TFTP R4-2214 1P Huhl /& 192.168.1.200, 74N i%5 LU {1254

http://192.168.1.100/admin/resync?tftp://192.168.1.200/basic.txt

M ETEC RS A AT, AT 192.168.1.100 [#13 #43 M TP itk oA 192.168.1.200 (1) TFTP A5 2% =K
XAff basic.txt. RJE, IR FEMSCE, I8 GPP_A SEIEE Bk 12345678,

T8 KIS HEHCIEH R £ PC web W& FRUBINCE vil, R PHES > RELIF.
GPP_A U AL {H 12345678

RHBIERE RS HEMRS =5

W ARAE ] S BAE il E B AR G AR SSa%, AT HER R D M G A I e A& R 2R 5 H s i
Frtwe SRR R SCIFERITAR (RGBSR PR 80 MR E A (R B BURIMO. N 2E
Jeo

1853860 UAE A XML(cfg.xml) fCRSHC & FE G R B S8, BREXSANSH, ESH ARG HE
SR, H S TP FRT AT
FreaZ wi

o ZAEFNE 28 HE RS 25 o

s PR HEE RN U, WS Ui LT Web ST

UK

$B1 HIHEE > R4
18 2 7 Optional Network Configuration %), 7£ Sydog Server i AR5 4% 1P, ATl A G HES
B, 25 i pTiATR 2 Sydog I dentifier .
HIE3 WU ARS H S350, 5 5 iih ik {di ] Log Request Msg. Log Success Msg #ll Log Failure Msg
SE MRS HEN BN
ENRGHEHENENFBN TEE > REBEN RN EEREEX 7. WHRAECHENE,
BB IEOARE . WA ZBE R, WA S A BAH R I R
$® 4 il Submit All Changes DA G .
LIBG U0 A E A .
a) PAT TFTP EHilAL. 1S TFTP gL , 253 i,
RPN, WS ARGEHENE . BN B IEEAHER. 5 4H U
HH T8 [R5 W Th ol R M
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b) KUFE RS H MRS A R S 5 5 R A
CP-78xx-3PCC 00:0e:08:ab:cd:ef - - Requesting resync tftp://192.168.1.200/basic.txt

CP-88xx-3PCC 00:0e:08:ab:cd:ef - - Successful resync tftp://192.168.1.200/basic.txt

RRHESH

NGESCT LT Web S IEE > RGENTR N ANEMKELE A P RS HES B k.
I SCT LG E S (cfgxml) AN 44 & (0 TEL,  Ferp s T B 2 50 XML QRS .

R L AZFATEY

S AR HIRFNERIAE
RGBS | RESEIL IS RAE DA ERHHE R e Wik s SR H
HRSsA, WRSEH GBSl xR RS2

c EEE XML BIBRIEEE XY (cfgxml) &, AL IR 775

<Syslog Server ua="na">10.74.30.84</Syslog Server>

c ERIEMTIE, fEERGH SRS

ARG HERRTT | IR AR LIRS H SRS a1 R 2 H S B P B bl ifr . wasts
AL TR AT RN TR e o AR IRAT R I 5 -

© o EBEIRIR.

* SMA: LUESHNG FRENEUT RS TR MAC Hihl. 7R

c4b9cd811e29
* SMAU: LUESE KRS AR AR R i ) MAC Hulik. 7541
C4B9CD811E29

* SMAC: LLE SR es iR X HIE R MAC Huht. 7%

c4:09:cd:81l:1e:29
* SSN: HLIEI ™ iP5 .

« FEEE XML (cfgxml) BBEIEEESXHF, AL 755
<Syslog Identifier ua="na">$MAC</Syslog Identifier>

s FRIEMTILE, WFIRHESE IR
FRIME: B
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B w—wEscn. my@aure

SHAR iR A EIAE
H &R E TG 2R EFT R N AOR B R G H B MRS IR IR E AT, WA
SRS HEH .
ERIMBE M sPN $MAC -- Requesting resync SSCHEME://$SERVIP:SPORTSPATH
« FEEE XML (cfgxml) B EIREESXHAF, FIALL IS5 $
<Log Request Msg ua="na">$PN SMAC -- IHRIFFID

$SCHEME: //$SERVIP: $PORT$PATH</Log Request Msg>

H i & SRS R JE R ARG H SR . WERRIREEMTE, WA ERR

ZEHEHE .
EEE XML(cfgxml) BIERIEEE A, i AL TR U7
<Log_Success_Msg ua="na">$PN S$MAC -- FRIUJEF[FD

$SCHEME: //$SERVIP:$PORTS$PATH</Log Success Msg>

SN VEREY SAXNF B D RMUG KRG H G . R RS e AT, WASERR
FHEHEER .

@\L}\ﬁ%} SPN SMAC -- Resync failed: SERR

HEEE XML (cfgxml) BEBIFEESCEH, HALL P75 5

<Log_Failure Msg ua="na">$PN $MAC -- B[R : SERR</Log_Failure Msg>

W—RIECE L. Z EF0 HTTP

FERRN HL T 00N FE e 240 (11 User ID B¢ Display Name) Pt & AR RS, ARSHEOLRT T
DLA R ERE I T35 B i — AN ME— TR SCPF, IR IR e il RS e R s IS 4% L. R)a, &
SRR E RS S, DURRE PE A e I S SO 2 200, ST ADD R A O R E SO .

AT A EAR R TR, OB SO URL A P S8 TR R AR RS B, #14n MAC #e
WP AN S . AT TR A, Ao ARG SO  2 A ER R

CEFC B SCHERON N H T g 2 5y, BN S T2 . BRI M, Bl

o SMA Y R &1 12 A7 MAC Hihl (ER/ANG N33 T) o #1401 000e08abedef.

* $SN P R 2 & 745 . 50 88012BA01234.
HA A v LB R X RO 29 R, 055 GPP_A % GPP_P [T 2%, Mk B iR~ @l nr 2 0
TFTP EH A0 , 553 0. ZP AT URL SCHEAARR, (HA AT DL 20 5 SR ) 2 5004 T
5y IXLESEWSIH A S A B S P, HRWHTEY BB RNTELR, ESH 29 B
o

FESEZR ), BOE SCIHRE T TFTP g as BB M HLih.
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£ TFTP R 5525 L B4 IP RIAEc E X

UK

T NFE ARSI G MAC Hiuhik. MAC Huhik 2 48 507 DA NS 7R 505, il
000e08aabbcec,

P12 il basic.txt FCEICHE (W TFTP EHiHED , 25 3 T ATIR) B4 8 CP-xxxx-3PCC
macaddress.cfg BHIXM Ok xxxx B AT, macaddress Bl HIEH MAC Hitib) .

SIE3 B4 TFTP g5 a8 M A0 H S b (1008 01

FIE 4 Vi) G M G, WS 7 G Web S .

S5 RFEE > EHE.

$IR6 (EECE ST 7B N tftp://192.168.1.200/CP-6841-3PCC $MA.cfgo

<Profile Rule>
tftp://192.168.1.200/CP-6841-3PCCSMA. cfg
</Profile_Rule>

$HI2 7 ¥id; Submit All Changes. X FE2: 7 B FHT A 3 3 B R .
FREHFDPR, BIESE SMA 22 RKE P T MAC Hilik, Ak 28 .

HTTP GET £ E 4

5 TFTP #Htt, HTTP $&4t—Fh i Al SE =R F P HLH], Ko HTTP 2457 TCP 34, 1 TFTP
TS FH T SE PR UDP. E4h, 5 TETP ARG 2841 LEL, HTTP AR 452 it uE A H & id S Th e o

TR 0, HAE AT EEAE RS 2% DT AR sk L R E, RUREH HTTP B8 [, i HTTP
&I GET J5 01 Profile Rule Z80GE LS FT TFTP [HEEISML. 40 FFRUE web 3 % 2% 1] DL 1K)
HTTP 55 28 R BB SCrE, Wil MV i B R AT I 44

5 HTTP GET EFE 5
T2
SR AEAM PC B Al AT Uy i) AL L 2% HTTP RS 4% .

A M Internet FZEJT/BETS Apache RS 2% .

P2 Hfbasic. txt LA (W TFTP BH[FD , 2 3 WOhBNd) 2he S pr 28 Ik 55 4% (1 2 4UAR H
Ko
FIRI ERAEMRSS 8% AN basic. txt CAFYTAPRGE TG 24, 15 EH] Web 3 B4% Uy 1) ie #5301
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. BT Cisco XML & &

$E4

$SIES

IR

TR

BREsE |

B R U ) Profile Rule 245 7] HTTP IRS52% (iidE TFTP IRS-4%) , M #  #HAd & 3
4
wltn, i HTTP RS 2547 T 192.168.1.300, NI AL F{H:

<Profile Rule>
http://192.168.1.200/basic.txt
</Profile Rule>

i Submit All Changes. X FE2x 37 B E T o 2 JF 08 [R]) 20

BRI AIEM ARG H SR 2 WIEH R BUAE N2 N HTTP JIR 5% 8 2RSS A
7E HTTP i 554% H G, DU AR R 18 i A5 R f o= 7 T P ARER ) H S

IR EYSR VAR B e NI R /N e i R S A TR

1833 Cisco XML & &

X T IBAL SR E O xxxx HOREAS HLEE,  #50T DU T Cisco XML ZhREREATBEE
BRI LLKE XML X 53 1d STP Notify £l t A3 2 Hi i, i HTTP Post A% £ LG K CGI # 1H:

http://IPAddressPhone/CGI/Executeo

CP-xxxx-3PCC ¥ J& T Cisco XML i, T XML 5 %34T % B

<CP-xxxx-3PCCExecute>
<Executeltem URL=Resync: [profile-rule]/>
</CP-xxxx-3PCCExecute>

RLTRICE] XML X %5, M [profile-rule] "R ESCIF.  ERNME I Z K Witk XML g5 N RE
HITFA

B = R URL

655 b FLAT 22 AN B SCPR B0 SRR B BRI (O BB 4R 1 T A ik, OB SO URL
AREEL

 BCE MRS A A AR TP ik, RGBS A BRbR BB IR S5 A%, FRLRREAAT DNS #if)
LA 249K o

* fEFIFRETR L sport £E URL "R E IARbRAENR 55 85 m 1, A7 IR ST 88 B AR I
o WO SCPEP AR R 5% A REAUAR H R i3~ H %, A bRiE URL Romididing, il iy i B

i, LLR Profile_Rule fEf 5545 1 H 3% /cisco/config ', MAEEHL prov.telco.com FIzfT
TFTP 45 2838 KB S ($PN.cfg), Wi 1 6900 b ()i B

<Profile Rule>
tftp://prov.telco.com:6900/cisco/config/$PN.cfg

B es5x



| mEH*

aasrRses [

</Profile Rule>

FEAS T O C & SO v AR IS S8 bnil, AR A 2 Je i P e SR 5 A
fhn, % GPP_B & X A pj6rmp230.
Profile Rule HAG1H:

tftp://prov.telco.com/cisco/$B/SMA.cfg

Mg AT R EY R, MAC Htl A 000e08012345 [ HLiFE ik UL URL i sk & Fr 2rik 4
MAC Hbhik il & SCf

tftp://prov.telco.com/cisco/Dj6Lmp23Q/000e08012345.cfqg

BREME T RE

T
IR 2
$IE3

IR 4

BT LUE E T )20 BB E A as, DA ORAEAR 55 & L 0EAT (RME B SCA B oo AL A 2 s 4 (M
AN B A A A SR AR B 1D

T L S E R F P B R SS#%, i Profile Rule Z %2 AL & SC4F URL, 341 H Resync Periodic
ZHuE CEFFE .

FriaZ |l

Vil IR E I U, EZ 0. Ul inl LS Web S .

i

EPEE > BBE.

5& X Profile Rule Z%(. A TETP k5% 2% 1P Huhikhy 192.168.1.200.

£ Resync Periodic B, A —NE/NMAM LA T, 60 30 7.
BliRZEIEER-

B ECE, AERE B BAT I E] URL $5 58 1S SO HR R 2

BE RS HEREDR P AR Gl R a0 a5 2 TUR ) .
ffif# Resync On Reset 7Bt B 4 Yes.

<Resync_On Reset>Yes</Resync On Reset>

EVERIRRRDLITI N R T e

U SR T S R AT DDA E R, LR IR SS- 38 NN, e & A0 B EHT )20 2 AT 75 464 (Resync
Error Retry Delay "FCE (R4 - W% Resync Error Retry Delay ¥ & 4 0, £ 2238 58 [ 25 2k
WofE, WA 2 ER AL .
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B e=xusmrsss

BREsE |

$IB8 (1) ¥ ResyncError Retry Delay 7B B & AB/NIEUE, 110 30,

<Resync_Error Retry Delay>30</Resync Error Retry Delay>

SR ZEH TFTP RS54 0F A R4 H S fanh P4

B EXHEMRI LS

NRE T AT LIEE > R EIRTIE NECE B E SUHE ) P E SO [ S A Th e A
Fo BB LT HIEHCE S (cfg.xml) OISR B sk, s H T ECE 401 XML AR

15 Bf

FOVF BRGSO HOBr R D A
- EESE XML RIERE XM (cfgxml) . HIABUF AR TR
<Provision Enable ua="na">J&</Provision Enable>
c FEBIEMT L, HULTRECE N Yes LLAVFERIFSEE, 8iE A No
LA B ik F5T (R 20 # ke

BRIME: Yes

e

2%

JA A

HE N ERT R

FREAE A B Ja R AT G, AT 1 G B RS 4 ERT R D I .
c EEE XML MEIFEEH (cfgxml) 1, AL 75 H
<Resync_On_Reset ua="na">J&</Resync_On_ Reset>

s FERIEMNTL, KU TBIE N Yes LUAVHE R SIS R ER L, 5
BB A No BARH AR 8 8 s & 5 FoB A 20

BRIME: Yes

B es5x
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nextEHRsss

S 152 AR
FOHT AL BEALAEIR | B b FOONC I 55 s A8 KB % ) e v HL il AR e B I 1 3. SR AN AE B
2 0P R S A R T I AT
ZSHUE B AL S TN E IS5 2315 2R B 2245 1 d A I () (] B o S PR S IR &
I 0 A 2 ) Dy B AL &
HSHLL 20 F2 4 HLAT
HRENT 0 3 65535 W]
c EEE XML BBIERE XY (cfogxml) /1, AL R 5F 5
<Resync_Random Delay ua="na">2</Resync Random Delay>
« FERIEMT L, NHIERE AL (208 , DMELE B e E G IR
Frlal L
BRNE R 2 (40 FP)
HOFT [A) 20 I ) HL T B W B R 55 4% 08T A) 20 (I 1) (HHmm).
HH . . U, .o
(Himm) Y BRI 5T 0000 ) 2400 2 [IDIGLECY LA HElmm f 58 270
. i, 0959 4-£KR 09:59.
s HEE XML BIBRIEEE X (cfgxml) B, HALL RS 7275 o
<Resync At HHmm ua="na">0959</Resync_At HHmm >
« ERIEMTIE, LI HHMM #% xUH5 e s G 508 [F) 20 I 1) .
BRMER . WAETR, RS E AN . WRIESHORCE A8, W
Resync Periodic 240K 4 20 .
BEHLAEIL TR A2 | By b0 B R 55 dsAE K i et ) I 2 L o 2

Vb P S EE AN PN R I TR AT R ST TN &8 SR o ik et bl
TN, BN Bl EREHLAEIR 2 A (hhmm,
hhmm-+random_delay). 141, WURBNIER = (BEHLELR I FF R +30) /60
Srel, DD AL N B S e 2 Bl DU TR 2 B DA B R 2
I¥) random_delay [7] .
* EBE XML BYBIARE S (cfoxml) B, HIALL R U 745
<Resync_ At Random Delay ua="na">600</Resync_ At Random Delay>

c FERIEMTTE B, IR h A7 FE E B

HRAEAN T 600 3| 65535 2. H] .
WHRAE/NT 600, WIPAFHFEHLIEIRAT 0 2] 600 2 1.
ERINE M 600 b (10 4381 &
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15t AR

B[R R

L5 VIR 55 A A S BT R A PRI TR AL R o AR 26— IR R D iR 55 i, ORIER
HUBT AP E I 88 A2 B

AR A TR
o AN
7~ HN 3000 FRon N IREE BT RIPIEAE 3000 b A R A .
« ZAIE

7~ Hi N 600,1200,300 KRB —IKEH R 600 Fb A, H
TR RP AR — IR EH AL 2 R ) 1200 BRJE kAR, BB IR EE ]
SRS —IREHA P 2 5 1) 300 B s k.

0 ¥ [

7~ HN 2400430 FKon R IR E B FD R AE EBNR D 3 A #2400 2
2430 Fhz I8 kA

HEEE XML BBIERE S (cfgxml) d1, AL A& W45
<Resync_Periodic ua="na">3600</Resync_ Periodic>

s ERIEMTIE F, RPN AL FE E N B
Ve Bt B0 R S E IR )20

BRINEH 3600 2o

B es5x
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S 152 AR
FOFT R AR R AR | G SRR Dk FELE TIGVE MR 55 i G R I B SO SR R AR E R, s R B
JEIR SRR B AE N BT R, TR ESR E B TR) CRARD R 847D 2 J5 FF IR
WEFTEL .
A R TR FroR
s
Al N 300 o N REHTN D IR AE 300 PSR .
=S i
7~ I\ 600,1200,300 KonE I E UK AE R IMCZ A K 600 0 )i K
"y B TR AE S IR JE I 1200 BB JE AR, S =R
WA R J5 1 300 B2 JE K.
o I TA)YE
Bl N 2400430 FoR MR BR AR HURT R E RIS ) 2400 £ 2430
(UFALY &
WRAEBBRCE N 0, (EZRFHFED RS, WA izl EmHEL.
s HEE XML BIBIFEEE XY (cfgxml) B, LU RS 45 5
<Resync Error Retry Delay
ua="na">60, 120, 240, 480, 960, 1920, 3840, 7680, 15360, 30720, 61440, 86400</Resync Error Retry Delay>
s ERIEMTIE [, PARD 4B 45 5E N B
BRIME: 60,120,240,480,960,1920,3840,7680,15360,30720,61440,86400
SR FEHT AP AR | AT FH R 2 2 A R A A e KB IE (AP A BT

AT Z R R AL TR BIRAS, B ASERFRD . R R T e
SRR IR), Py USRI S50, L Bt AR HOBT A0 2 AT I ) Ak -2 PR
Ao XA RS IESE AR Y Ty AN 2 v T

BT AT EY, I ik A SN NI T AR B . S U T
MIVILAME . B D J S R R TR O %
ARAEANT 0 ] 65535 2 [,
 FEEE XML BBIEEE X (cfgxml) &, HI AL RS 2R/
<Forced Resync_Delay ua="na">14400</Forced Resync_Delay>

s ERIEMTIE L, DI AR E N B

ERINME R 14,400 Fb,

v |



B e=xusmrsss

BREsE |

15t AR

M SIP 55§ [0

T8I AR S5 HRAE R AR R 2% 2% 3% 2 VTR 1) STP 38 N ke 47 Do) 000 ] A 4
PERE K. WA, AR AT L 1) B4 K% 4075 Event: resyne brk 1) SIP
T SR K E TR

- EEE XML BBIERE S (cfgxml) A, HIALL PR AT

<Resync_From SIP ua="na">f&</Resync_From SIP>

« FERIEMTIE, EHE Yes LURTILIhRE, BIEHE No K ILAEH .

ERINE: Yes

SARTH e Fopr A

a1k
3%

FERAAETHIZ Ja S IR D A W RIESE Yes, BIfFTH SR &
fil K R
c EEE XML BRIEERE XA (cfgxml) 1, HA LU 47 5

<Resync After Upgrade Attempt ua="na">i&
</Resync_After Upgrade Attempt>

« ARIEMTIE, JEH Yes fERIMFTI Sl BHFY, BOEFE No ANEEr

A2

ERIANE: Yes

Resync Trigger 1
Resync Trigger 2

IR XL S B2 N N 45 o FALSE, Bl Resync On Reset & K
TRUE, tiASmbkEHIEL . HAE0E EEEEEVE URL A1 SIP 4N, A
S04 MG IX WS T[]0 i % o

BASHA T A2 2 R I A RA SN E . A AT R R A &
WBARY A,
« EEE XML WBIEEE T (cfgxml) 1, HA LU R 745 5

<Resync Trigger 1 ua="na">$UPGTMR gt 300 Fl $PRVIMR ge
600</Resync_Trigger 1>

<Resync Trigger 2 ua="na"/>

s ERIEMTTE, FEEMKE.
FRIME: 7
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S8 it A
FPny Bl S R | SR VR A AR DR SR R T R S . MBEED) Yesin, AT DA A
7 WA N C SO RN B [ AR . WR A No,  WBC & ST
SHA AR L. REx#an s FaRes @8> ge
BET.
* EEE XML BERIFERE A (cfgxml) §, A LL R AR 747 8
<User Configurable Resync ua="na">#</User Configurable Resync>
c ERIEMTTLE, EFF Yes /£ P BoRECE XXMM, BUEFE No M
(ST 9l e I
BRINME: Yes
FNF FH Al 20 R | G SRR MR 55 s A0 85 SR G SO PF - F (R0 38 M RIS Heps 24
GWATH . WERBEED No, IR & K FI[) £i1e-not-found WM,
SN TR R
* HEE XML BRIEEREXH (cfgxml) #r, A LU 545 53
<Resync_Fails On FNF ua="na">it</Resync Fails On FNF>
° E@,}E—Wﬁiy Iﬁ% Yes>l% file-not-found ﬂlﬁJE‘?f)”ﬁ\JE%@ﬁKBZIJJ, EZ
HIEPENO K file-not-found M N AL A B 8T [R5 B o
FRINE: Yes
Profile SR T B U G BSOS UE . R P IR T
Authentication Type

* Disabled: ZEICE SOk DhRg. 2Z5H]ULIhEE)S, Profile account setup
KA SLERIER R F R,

* ER HTTP BE: HTTP 5% ST UE M T B e e &30 AFk

* XSl Authentication: XSI ¥ 3% B UF 5K XSI SIP AL E 156 TERC & SC Ak .
KUFFEUF B K T L5 Y XSI Authentication Type:

* MG XS Authentication Type &~ Login Credentials i, i
XSI & ARk,

e MHLLEA XS BIERBE N SIP EGEN), 4§ XSI SIP $EiF.

- HBE XML MEIEEEXH (cfgxml) B, HA LM 7R

<Profile Authentication Type ua="na">}&A& HTTP HiE
</Profile Authentication Type>

« FERIEMTTE, PR GERE NI I A A 6 R G S R R

ERINH: Basic HTTP Authentication

mEnE I
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B s=siEuemmammna

28 15 AR

Fc B SO R REACE B ST 2 75 0 AR T N S RBEER I B S F (B S o A
OB RG], LT S A O YT AT IC AT

Pic 5 SR B

B S PR C Ty SR A S WC SR ] AES-256-CBC N, 41 R K --key 8745
SE TN S

BC B SR D

[--%%] <encryption key>]
T LICRE s B PR AE T 15 (") W
c EEE XML BBIERE XY (cfogxml) B, H AL R R 7 45 5
<Profile Rule ua="na">/$PSN.xml</Profile Rule>
<Profile Rule B ua="na"/>
<Profile Rule C ua="na"/>

<Profile Rule D ua="na"/>
« FERIEMITL, il E SO
ERIMH: /$PSN.xml

i FI ity DHCP 3£ 30 | DHCP JET FE 54005, TR R AR E S0
ERINME: 66,160,159,150,60,43,125

DHCPv6 Option To | DHCP #EIi ] 32 5 40 B, FH TR 2 [l A4 e S0P
Use
BRME: 17,160,159

\rLI:I:I:I A Y \ : :

W E BIE L FEREEREMA
I SR B R 2 B B OSBRI, AT LR B DL e I EH e M. aT DA s R AR
FIERALME ) 16 A EES . H P EINEOEE S, HEiGESashE.  IhRETT AR I R 4% 2 4,
X4 FH P A 2508 N RO, AR A R A .
Womtd Hge i —w, JFHA—/MERR . P R A EARACEY, B R BN EOREY
TR W RAIXFME, RS,

11-2-3MSR1 Jife [l {1 BroadWorks M HIFEFF IR S5 24 22.0 (E#MEFF APas 22.0.1123 ap368163 A
HARHID AR HE T URThBE. AN, ST LU AR H R ] e e i D S fig . BEHRAT IR A,
TSRl .

Fra Z Bl
iR S VF activation. Webex.com R 4518 i By kK%, DA el i & i moN
REBEOE B BRI R 4%, IEM R EFICE TRERS 2. ESH: wERIEARS A5,

B es5x
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wrnnssy [

Vi G T, 15 i) FL oG Web FHT0

g2

W KW EE ) W

S I8 2 %+ Voice> Provisioning > Configuration Profile.

PR3 1 Profile Rule 7B Wi i AL & 24, 55 17 DUFRA% b ik i A C & SR .

$£IB4  (W[ik) {F Firmware Upgrade &7t Upgrade Rule B, GiOH L EC &S50, 5 17 TR
P ik N T+ o

YIRS FETH E .

AR ES
R ST 1 > REATR T RE N RS SRR . S T
HT I B (cfgxml) N0 TS, Foof 0 4 TR 400 XML KA.

S8 15t AR
i 5 SO R 7V S R SO o R FHT R 20 B A R LA ] e e AN [ e 55
T & e B IEHM Z A .

« 7EAL XML Y HERIC & S (cfgxml) 1, F N LU RS 7457 5
<Profile Rule ua="na">gds://</Profile Rule>

* 7EFLTE Web FHiH, A BL R RS U AT
gds://

IRIN(H: /$PSN.xml

P B SO R D

RE T
|
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B z2uresEmEs

BREsE |

S i3t BB

AR &5 i 5 8 TR AT P I e URL AR TR A . e AR R R EVEAE
I SRR
PAT FARAEZ

* fEALE XML (¥ HLTE B SO (cfgxml) 1, SN LU RS K745 5

<Upgrade Rule ua="na">http://<server ip address>/
sip88xx.11-2-3MSR1-1.loads</Upgrade Rule>

* FEHLL Web ST, HI AT

protocol://server[:port]/profile pathname

Bt

tftp://192.168.1.5/image/sip88xx.11-2-3MSR1-1.1loads

FIRIREATMIINL, RESBWEIRE T TFTP. #7AKTRE MRS A 4R, i
FHiE K URL ) EHUE RS B3 2 FR . A AT, WA BRI (TFTP
%t 15 69+ HTTP 4 i 115 80 8k HTTPS i Fl i 1145 443)

FRIME: 7

Z % HTTPS EFiE &

MG EECE T UL NAUED, ATl e e A A e B R 2
« JLAK HTTPS & ¥ [F 45

* HTTPS 5% g i P 56 1iF
* HTTPS %/ uig i JE BN 25 N 2F

7K HTTPS E#h[E D

HTTPS 2] HTTP #3hn SSL A TR e &, LUMiE:

o HLTE AT DASG TE U B IR 4 45 -

© BE RS AT LSO IR LA

o B R PR 1 IR 45 i 2 8] T AT 34 B RO 2
SSL 48 FIAE FLiE 15 1 R 45 i 2 IR TR 2e ke IR S/ P BB, O il b5 45 4 Z IR ) A AN e A
AT BB O #48H.

FER P, AT EAEIRSS 4 LA TATATRR R G B, FG R A HTTPS EoFi . f#H
HTTPS 48 GET J7V% 1] Profile_Rule Z4if7% 5 H T HTTP 8% TFTP VAL WA FRHE web
WL T LA () HTTPS MR 55 e R AL B S0, Fo il B % e B AT b1

B es5x
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@i HTTes B R STRE ]

B ede HTTPS 454 b, B TE i B RS54 b2 MR 44 1) SSL RS aiE 1. A JLiEE R
A0 BT H] HTTPS RSS2, BRIEMRSS S fe LRI A IR ST E e . A B 7 i G 44
SSL iE UL, W 2[5 https://supportforums.cisco.com/docs/DOC-9852.

B E K HTTPS E#i[E S T

B2

T ) B4 FA, 75 TP Hudik o M 4% DNS JR 45 #5011 E ML F 222 HTTPS %545
A TGS mod _ssl BT 28I, T LIRS IT TS Apache 25 @3 BC & 0 41 0 HTTPS 55 4%
iB17.

AR I 55 F 2 BRI IR A5 o X T IOP 3R, 8T RE i 22 T T G OpenSSL A4 5[]
AT AT OpenSSL, ZERAEA CSR SCAF I i 4 -

openssl req -new -out provserver.csr

Ut LA L HIE I, IRAFAE privkey . pem JCIEH

AT CSR AF (provserver.csr) it IR 4,
B4 B s 2RUE T (provserver.cert) 3B Sipura CA % /' 3 M iIET) spacroot.cert —jf iz [0,
HIRVEAIE B, 1527 https:/supportforums.cisco.com/docs/DOC-9852

KRS A UE TS L F B P SO RN P ai MR AIE 547 70 IR 55 b P 7 o
W RAE Linux %35 Apache, IXUS7 B IE S U0 FT/R:

# Server Certificate:

SSLCertificateFile /etc/httpd/conf/provserver.cert
# Server Private Key:

SSLCertificateKeyFile /etc/httpd/conf/pivkey.pem

# Certificate Authority:

SSLCACertificateFile /etc/httpd/conf/spacroot.cert

TR RS %% -

¥ basic.txt BLE I (Ui TFTP EHiFD , 9 3 WP ETR) 2353 HTTPS MRS #3)EHIAR H
o

LEAH PC L AE bR UER] 5028 L HTTPS fil45 8% N4 basic.txt, WIFIRSFEERERBIE Y.

Ko 7 IR 45 A BRI 1) IR 25 il 15

B AR 58 & UG RC BN 32 RN CA, I 58 &3 v RE AN S BAIE- B2, A,
3 ZESSURUREYL A E s il b

1B SR % 11 Profile Rule DAL & HTTPS R4 281051/, #illn.

<Profile Rule>

v |


https://supportforums.cisco.com/docs/DOC-9852
https://supportforums.cisco.com/docs/DOC-9852

mEsE |
B vres sEpmEswiE

https://my.server.com/basic.txt
</Profile Rule>

A % HTTPS %5 #5114 75 & my . server . com.
$IE9 i Submit All Changes.
HIE0 AE R RIEN RS HERE D%,
F4t H R SN R W 8 AP N HTTPS g% a8 BURHG & S0P
PN AT LA S P E 1 UK R B8535 A 25 Sk S0 UEH A2 75 S

FERER S, R il B e . S RS s Z A IR O . HAZ, i T RnE SR A
H SR, AR R i) DOER RIS S PR SOrF, b A 2 4. iR BB D 24,
JR 55 IR AL UG UE 2 7 0, 0 HTTPS 5% i Bl » 55 20 TP 2R B

HTTPS 5% FimuE B LGk
EH BIARCE T, REAS NK S umiE sk SSL & it . AR & SO 224, AT &

P BT LR B 5SRO B SOt T DA LU PR P ST s AEBR I PR
BT, R0 T 2 P BT T P

T B, A P A 5 0 0 2 S A T B LB . A ssldump SRR FR T
LAZEIR FBL S5 3 2 M08 5] HTTPS XEREri ) SSL B IAcHe,  SEFRF B R & k)
S 5 2 W A T

{EAZ P iRiE B UE HTTPS

UK

W1 (& HTTPS k454 A & P il B E .
WU 2 1f Apache (v.2), FEMRSARICE SO RS DL RS B :

SSLVerifyClient require

AR, B CEEA HTTPS B8 RID , 55 18 DU ZR ) h /s A7+ifi spacroot.cert.

S|3 TR HTTPS 548, ANILiG A A% H AR R,
BRTE, 55 RS 8 10 E U 37 () 25 5 e AT M ARG UE LU/ A I S 2 TR M 5 S8 1 R
PUE T

SUE 4 {3 ssldump 3K L IE AT HTTPS 74548 2 ] ) 7 397 [ 2 i .

MRS 4% RS T %7 SiiE 15 90E,  ssldump SR ES S 7E 75 O B SO 10 e #0221 o
UEPS A PRACH CE eSS A 2% P o, ARJA % im AR5 28D o

B es5x
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RE HTTPS B2 bl (7 & pasrinasns [

A P I AE i, R R AT TR RC AT 208 ) e 15 (1 MAC bk (R HL 8 8 M I 55 4 135 SR T 1 3C
o MRS5S AR AR H T 0 s AR R 2 BB 2 (T K

B HTTPS B %5 58 LU T B RIS TRARI A A

N
SN

KY TR
N S
N =

N
5
w

Qe

Sk Sk
S
(£,] =

WIS HTTPS 55 4 e B 0 SR P il A5, RS s B b BB A Wil I R AL Em
[LREREPSE

HTTPS ik 55 dRAIEAS 5 BB B 15 BB R DRk — 3 0 HHT 0 CGLIAIAS (el 1) CGLRE)Y) o
UL H 1, R 2 AE TR Perl IATE 5, JFBOEHS Apache (v.2) I HTTPS Jid5 4%

i

TEIZAT HTTPS HR%- 250 AL L 22285 Perl,
R CLT Perl ST 24 HIA

#!/usr/bin/perl -wT
use strict;

print “Content-Type: text/plain\n\n” ;
print “<flat-profile><GPP_D>" ;

print “OU=$ENV{ ‘SSL CLIENT I DN OU’ },\n” ;
print “L=$ENV{ ‘SSL CLIENT I DN L’ },\n” ;
print “S=$ENV{ ‘SSL CLIENT I DN S’ }\n” ;
print “</GPP D></flat-profile>” ;

Pl reflect.pl HAKMEEHHATHE (Linux L chmod 755) [HISCAFARTEAE HTTPS R4S 251
CGI A H e

BOAE RSS2 B CGL A T v tE (B /cgi-b i n /...) &
WL R 7RG FT7R, BER 34 _E 10 Profile Rule DAEEHT ] 25 1) [ 5 2% BHIAS .

https://prov.server.com/cgi-bin/reflect.pl?

#if; Submit All Changes.

A R4 HERERC S, B OREH D ) .

i) G M B0, TSP Ui G Web SR
EFEE > BBE.

KE GPP_D S0 15 4 5 A 3R K45 B

DRI B 17 A BE P PO ME R, SRS BRI s AR, MAC HUBERIFP S5 . R
T AR PERRCA 2.0 Z TSR, fE S &M 4F &
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B wresizs

HTTPS iEH

HTTPS 757%

SSL AR 55 23E+H

IRENAR 55 22 EH

BREsE |

SAUBAIA R LR 3E BB [ 20 B IOAR ORI, SRR D e & S A 24 f) e 2 MU fE

HIIER O T AT AR BEE NS, T B BB B RS54 K HTTPS 353K, [l iR 55 4 S0 Uk Hi1h
AL 1) LU 6AIE A 55 i I [ B Ak e 95 e A5 A 2 )7 e

RS R UE TS, AR ok B — 4 ] SSLAETh b i i AR 95 4 UE 15

THERTE I HTTPS, B AUERIE 254 7K (CSR) IR R4y R, At ALl —MIE
15, DMEFEBE B M AS 4% AT 2%, il SoR S BB IR G5 S HTTPS MEHEIT, 432 1%IE

HTTPS 245 5 ity 55 Rk 452 2 IR (R T8 A5 0%, AT ERA >k B A Y 48 e 46 TR SR 2o 0 i A
458 Z AN TE A 1 SCHINEE T TR BN 28 o SRS FR B B i, 25 7 v A AR 45 o J8 1o 52
AL BRI RS 1 2 AR E L= — AN

FH S E 028 ()31 B BEAl ] [R)— N5 . HTTPS SCEF 2 (AR NS Sk, sl nl 4l ] 55
I brvE (AES) LLJ% 128 £i7 RC4 it 22 256 AL 4RI

HTTPS it rJ 36 1IE 2 5 e A4 RS54 5% ) ity o LT e PTRF DR 10 16 I 25 2 R BRI 1) 28 ) i AN 2 1
M2 AL 2 R T . S Th RE AR B 8 iy 15 P AN A /b

A8 A3t/ 2 028 LS 5 A SRS A I UE BT IR S 2 A1 & P i 0k . W R SCAR A A S
B, AR R L B (RZIMR) o« XA ISP, Wil R
Rivest-Shamir-Adleman (RSA) 52 .

RS LA EIRSS S 2 R FLAR T MR AL (0 L B 72 (SSL) Ieds dsiiE . il Bisqr i
PR RREB VO A 4% unfli H HTTPS 83 IR S 480, B4t 4R b RS 4
(¥ 55 SIS o

X BT By ik B 55 3R Pk v AR e B ) LT, BB AT b P B B IR 55 S AT e WRBAT
AR, Brci 5 ml AT LART BCE HL, ORI B S S s AN (1 VoIP k55 . Wik
AN TS SHET T ], BB R ok g r i

UK

pz R I EEE R PORERTTE bW S I RE R (R DAY E S R S PNUAR i S-S | B NS TR =5 & 5 W NUARE X (BRI T BU R R E

T 3R K 1% 3] ciscosb-certadmin@cisco.coms

FER2 R T CSR GIEBEATER) ML MEY]. L%, BIoHi et MR SR T

{E TIPS “openssl” AE . .

B es5x
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& FimiE$

IEB L

zpisiEs

openssl genrsa -out <file.key> 1024

A CSR, Horp L B bR R I A SR B 1) 7 B il
openssl req -new -key <file.key> -out <file.csr>
LALLM &
o BUTB — WINAH AT (CN), UWACRAH FQDN GeaMEil ) ik, 7 SSL Kirfs Fik
R, HTE I H SR 1 UE 52 15Kk FRAANZUE B I T EHL
* fR5548 B4 — I provserv.domain.com.

o R HEPEIIE — SN T ISP I DU RS T DR BN AR B e i ik 2 B
£ CSR .

Wk I ARE CSR O (ZIP S0 K i%E4h Cisco S HF A 51 8% ciscosb-certadmin@cisco.com.  1iE+)
HARSE Y . BRI B RIR G IR LV R 4 L

PR EREIGE rAAh, B ] e il i R web BT A B — A HTTPS %) di ik 8 W B o5
e OABEE A48 SR B SO D B 13X STy, REAR L (547 RO ARFRE 44 PR — 2 7
A5, Hh SRR e AR R . RIS PR AR A SR AT RS U0 UE B A5 B ) S S A UE AR AL
BRARIEAS o SRS UEFEAR FOVF 30 IR 55 S AR B0 G B SCAF IR AR LA BGIT K

JR 55 ARAE S AN S P il AR A 1, AT AR ORI RS FE T A LB B IR 55 o Z [ AR 2420 R IR A
Cisco %/ 0 BEEMRGT a5 LUSAEFAUR T, U, A3/ L HIB P LA S A4 ARBPR (5% R AT Jad o

KR A s e B IR ST A IR, T2 28— B B IR S AR5 o AT RO RRAIE A5 B 20 A\ [
P, LA S RENS I B A 0 B IR 5545 -

v |
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B Ezecwmirsmr

1 E BRI IZE

Cisco Root Authority

Certificate Private Key
Compiled into Signs Provisioning
Firmware Server Cerificate
" Device 7 Provisioning Senver
Athertices Serwer :
Root C A&, A UTTPS Commegion ] Certificate FPrivate Key
Cerificate List
Service Provider
Cisco Device Firmware Load FEERT
Cisco Device Flash HTTPS Server Configuration
Raot C.&
R N - Autherticates Clert Certificate Lig
Private Key Certificatt  ————i {T7PS Conmedtion

-l

Signs Device Stored on Service Provider's
Client Certificate Providoning Server

Cerificate Private Key

Cisco Root Authority

239117

B E B EXAIEB R
O LA I T Y0 4 B A M I QTP Al 405 2 ) TPSee £

S =5 AR B PRAE P S0 AR A SIS P s AT e BT AT AL
Blo NICEPIINELGE . LB ELIE . T AU A NESRIBGE S, Py DU
& AR S

B ] AT 26 = 7 UE - BAUR (CA) $EAE R BT UE T IE TPSec iEH% .
FELTE SRR [ A 1) — 2 T4 I 28 A AR AIE 5 AL FR «
* Cisco Small Business CA Certificate

* CyberTrust CA Certificate

B es5x
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maxues i

* Verisign CA certificate
* Sipura Root CA Certificate

* Linksys Root CA Certificate

FHIEZ Al
Vi) AR B G0, TSP 7R G Web SR .

UK

$IEE1 #%$FInfo > Status.
$18 2 7K1 % Custom CA Status JF A& LL F 7B
* Custom CA Provisioning Status — #5775 B AR
o ERT mm/dd/yyyy HH:MM:SS ¥ & §2h; =¥
o T mm/dd/yyyy HH:MM:SS ¥ & 25K
* Custom CA Info — 275 F & X CA AHAE B
s BB — R “CNE” ., “CNAH” ZH—MEBTH I 7B CN S8

© R — AEAR LR H E S CA LRI BoR.

= P, lax
ME X HEE
AT B o] f) @A & SO, AT P uE s . WA BThRe, A1k B A PC ) TFTP
VEE [R5 s, R WA LI{#E A HTTP 8 HTTPS.

B3 Gzip & 48 FF AU EC & 34

WAL E SO e E BT 250 XML L E SO T e 4w K. Bk 3 B RS 4%
3, AT SO gzip S2HRET (RFC 1951) S HEM deflate J& 4 A% 0B 40 XML S04

N

AR AR R AL AN Z AT SE G BRI R4 AN i) XML Bl S0P

TR B R SCIK) e o BB R 55 A o 58, vl DL T O z1ib J 4 AEA R AT 1) gzip SETIRESF
PATHCE SIS AN, ARSI SRS 0N gzip bk

| mEnE I
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BREsE |
B =5 openssLmEERE 4

UK

FE1 A PC 1203 gzip.
S 2 W a7 IR gzip GG pasic. txt BLE M (40 TFTP E#r A5, 5 3 W AT

gzip basic.txt

iZj%éEﬁEBigﬁaqu#Fbasic.txt.gzo
L3 A TETP [R5 B MR R N RAF pasic.exe.gz UM
TR A A B % 1) Profile_Rule, DS ST [RIAD BIR UG XML SCPFI 4 SCPF, Wbl sl B

tftp://192.168.1.200/basic.txt.qgz

FIE5 #idi Submit All Changes.
P AA K H I RS H S RER DR,
EEF RN, iga FBOFCr, JFHEEER E S .

{$ F3 OpenSSL /N % it & 34

s 45 SR P 4 HOC B SCAE T s (ESCPRI AU N A REIR A o il SRy )i R e & S0 6
L E (e TETP 80 HTTP A F il S v E ik 55 s Z R IIEAR D I, s A i

R SCHFAE ] 256 £ AES SR A BRasglnas .l LA TFB0EHS OpenSSL # A G KA T IX A0

A
L o

UK

W AEAM PC %% OpenSSL. 1% 1] B8 75 B H H 4 % OpenSSL W IR/ LLS ] AES.
P2 H ] vasic.exe FLECHF CUn TFTP BRI, 5 3 TP pTik) , @I DR A& A2 i 25 1 SO

>openssl enc -aes-256-cbc -k MyOwnSecret -in basic.txt -out basic.cfg

T LM A Gaip IR PO B HE . 45 25 TUR QIS SCHF basic. txt.gz, B
XML Pe SO 0T LA ] B s 200 R 0 o

PR3 1E TFTP 5528 EAR H S FRA7 I ) basic. cfg X,
PS4 MR %% L& Profile Rule, DI FHT AP EUAR IR UG XML SCAFRI NS SO s s LR
URL JEI00 A HL 1% Fr 40 :

B es5x



| mErsz
aesznrssy [

[--key MyOwnSecret ] tftp://192.168.1.200/basic.cfg

5 #id Submit All Changes.
PI6 AEKE GRS HEREdR.
TEFEFFA R, g FEOF O, JFHEER A SIS

tliE o X BB E X4

FERENEF DA, e R ST BCE SO X % SEVRAE SRR AR 55 A LA BEAN I
SRIUIABCE SR L, IF HT LA 55 7 o s (AN ) 0 38 1 1 2 2 B

UK

S QI XML BLE SO basic2. txt, KRS Z AT IAN R S HI e . plw, #3)
basic.txt BUE M, W™INLLNNZ:

<GPP_B>ABCD</GPP_B>

HIB 2 7F TFTP MRS a3 BRI H sk A7 basic2. txt BLE 1,

PR3 RE SR APEZ AT LSS—NBCE SO, (HBCE S AN E SN (Profile Rule B),
A 108 IR S A

<Profile Rule B>tftp://192.168.1.200/basic2.txt
</Profile Rule B>

& 4 ki Submit All Changes.
p o G e TP 75 (1B P e N ) R B L 5 124 A g i T P 72 e B/ o L 0
LIS WER ARG H GBS DRIA U AT R

\rL | = =] AN — :
% B BIRRFARR Sk
SIP 71 B A i P B AL b Sk B2 B R H 2 A5 AT M 48 B P B RA T K o
T LU XML bRicfE config. xml SO B AR ML H P Ba AL b Sk A .
B AL b Sk 2k T 45 -
* Disabled CERIAH)D

| mEnE I
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B siomcies

* none— i FE K EEFANR S5 A0S G SIP 4 SRV FH B FA D fig

* header—JH )" 75 B2 B FA IR 45 K JUE 16 012515 IR AR VAR R A 3k o
* session—FH 1 SR BaURA R 55 Jh 23 AR LR 44 1

* user— P SRASGE I 1A) A ¥ B RAZR 1 -

* id—E R RGEHRA B TP ks L4 1 id.

UK

LB AESCRG A L XML dnf s P4 il config. xml XA
¥ 2 Hfi\ <Privacy Header N ua="na">{#</Privacy Header N >#¥ric, ' n BTN
5 (1-10), FHALTHLLFEZ—
* BRI\{H: Disabled
* none
* header
* session
* user
*id

I3 (IR A FHAH R FRIC S B 75 B 22 8% 73 AL 56538 2 A T HoAth B2 % 20 AL
S 4 RN config. xml A B,

2597 MIC iE$

RnT LUl I 45 58 I BRI 22 2 ME— R & AR TR (SUDD) IRS5E0T ) R FiBEE 5 (MIC). il MIC
UETSL ], A1 SSL/TLS It AN AE .
FrIGZ 7l

o HIR VF sudirenewal.cisco.com IRSs (¥ 80) i [ kK% LA S HF MIC UE B 4E1T

s Vi LIRS EEM L. G20 Ui HL UG Web Stfil o

g2
SR EHESE > Mk E.

P2 7& MIC Cert Settings #4), % d i SUDI IRZ54E1] MIC UE 240, 25 29 70 e i E S 4.
#1183 ¥l Submit All Changes.

B es5x
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&3 sunl R4t mic it 5% ]

UETET RN E R, & TR,
SWA (i) R > TR MICESBIFRRE 4 7 MIC EBLTIRFRA.
B WL R, RS .

1@ 1d SUDI AR 5 451T MIC iEH S5
T X TR > WEE K MICSES B I 4 SR A .

% 21837 SUDI R $5453T MICEH SH]

SHETR R FIBAIAE
MIC Cert Refresh Enable P il A 2 BN B E 1 2 A ME— WA AR AT (SUDD) Ik %5 55 ) R
TRFAETS (MIC) 8217 .
PAT FIERIEZ
. g:@é.‘ XML [ HLE R B SO (cfg.xml) o, B BL T A% 2L 745
<MIC_Cert Refresh Enable ua="na">Yes</MIC Cert Refresh Enable>|
o FEHLTE Web FLIHI, $EHE Yes 5l No #45 F sk A5 MIC 1iF 154k
il
HRAE: Yes F1 No
BRINE: No
MIC Cert Refresh Rule iy NFRAILSEAT (9 MIC iFF5 %) SUDI JIRS5 ) HTTP URL, 4341

http://sudirenewal.cisco.com/

R H2) B URL. MIC iE ST R 3 RFER AR URL.

PAT FIIEEAEZ —
o {EA S XML [ HRECE SCAF (cfgxml) 1, A LU R #7455
Hi.

<MIC Cert Refresh Rule
ua="na">http://sudirenewal.cisco.com/</MIC Cert Refresh Rule>

* FEHLIE Web FHinA, HAZEAEH A HTTP URL.
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<Cisco_Headset Upgrade_Rule
ua="na">tftp://10.74.51.81/prov/headset/1-6-0-162/ciscoheadsetfirmware.xml</Cisco Headset Upgrade Rule>
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