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. SSHFS IM and Presence Service
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. IM and Presence Service IM and Presence Service

IM and Presence Service

. 193

. 193

IM and Presence Service
https://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

1 196 IM and Presence Service

2 196

3 197

4 198

5 199

6 IM and Presence Service
200

7 Cisco XCP 202 | Cisco XCP

8 203 IM and Presence Service
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.

9 204

IM and Presence Service IM and
Presence Service

IM and Presence Service

https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/
products-installation-and-configuration-guides-list.html
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IP
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Linux
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https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html

SSHv2  OpenSSH 4.9
# telnet localhost 22
Trying ::1...
Connected to localhost.
Escape character is "/]".

SSH-2.0-OpenSSH_5.3

# ssh -v localhost
OpenSSH_5.3p1, OpenSSL 1.0.0-Fips 29 Mar 2010
debugl: Reading configuration data /root/.ssh/config ...

...debugl: Local version string SSH-2.0-OpenSSH_5.3

/ /etc/ssh/sshd_config

« RSAAuthentication yes

« PubkeyAuthentication yes

mftuser

SSH /

197

196
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mftuser (-m)
# useradd -m mftuser

# passwd mftuser

# su mftuser

3 ~ mftuser .ssh

$ mkdir ~mftuser/.ssh/

4 .ssh
$ touch ~mftuser/.ssh/authorized_keys
5 SSH
$ chmod 700 ~mftuser
$ chmod 700 ~/.ssh
$ chmod 700 ~/.ssh/authorized_keys

Linux SSH

198

IM and Presence Service

authorized_keys

/ IM and Presence Service

. IM and Presence 14




197

$ exit

2 /opt/mFtFileStore/
Presence Service

# mkdir -p /opt/mftFileStore/

3 mftuser  /opt/mftFileStore/

# chown mftuser:mftuser /opt/mftFileStore/

4 mftuser mftFileStore

# chmod 700 /opt/mftFileStore/

5 mftuser

# su mftuser

6 /opt/mftFileStore/

$ mkdir /Zopt/mftFileStore/{node_1,node_2,node_3}

. Cisco Unified CM IM and Presence

. IM and Presence Service
{node_1,node_2,node_3}

L d im groupchat persistent)

Service

199

IM and Presence

IM and

IM and Presence
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IM and Presence Service

198
1
$ ssh-keyscan -t rsa host
host FODN IP
L d ssh-keyscan
-t rsa host
L d ssh_host_rsa_key.pub
/etc/ssh/
ssh_host_rsa_key.pub ssh-keyscan -t rsa host
2 ssh-keyscan -t rsa host ssh_host_rsa_key.pub
FODN IP
FQDN 1P
hostname ssh-rsa AAAQEAZzRevIQCH1KFAnXwhd5UVEFzJs...
...a7y49d+/Am6+ZxkLc4ux5xXZueL3GSGt4rQUy3rp/sdug+/+NIMQ==
3 ssh-keyscan -t rsa host IM and Presence Service
4 authorized keys IM and Presence Service

IM and Presence Service 200

IM and Presence Service

. IM and Presence 14
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199

FQDN IP

Cisco Unified CM IM and Presence >
201
Cisco XCP 202
128
/1P IP
. NP “=
. Cisco XCP
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. Cisco XCP

$ ssh-keyscan -t rsa host host

1P FQDN
FQDN IP

extFileServer.cisco.com ssh-rsa AAAQEAzRevIQCH1KFAnNXwhd5UVEFzJs...
...a7y49d+/Am6+2ZxkLc4ux5xXZueL3GSGt4rQUy3rp/sdug+/+NIMQ==

“ /IP 7z FQDN
IP “ /1P 7z
extFileServer extFileServer rsa

/opt/mFtFileStore/node 1/

Cisco XCP
Cisco XCP
IM and Presence Service 200
1 Cisco Unified IM and Presence
2 >
3
4 Cisco XCP
5 Cisco XCP

. IM and Presence 14




203

IM and Presence Service

Cisco Unified CM IM and Presence >
204
0 (4GB)
Cisco XCP

authorized_keys

a) <« -:
IP FQDN

ssh-rsa yc2EAAAABIWAAAQEApP2g+S2XDEzptN11S5h5nwV 1eKBnfG2pdWeKiLfzu/sFLegiol 1IgA8 BguNY/. . .

. . . 5s+tusrtBBuciCkH5gFXwrsFSOO0A I FFvwnTglxmKm I SOW2r FOQp+A+G4AMVpTxHgaonw== imp@imp_node

b) mftuser ~mftuser/.ssh/authorized_keys
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authorized_keys IM and Presence Service
c) authorized_keys
7 RTMT
8 Cisco XCP “e Cisco XCP
204

IM and Presence Service 10.5(2)

. IM and Presence 14



a)
b)

b)

203

Cisco Unified CM IM and Presence

Cisco Unified CM IM and Presence

IM and Presence Service

> >

/etc/ssh/ssh_host_rsa_key

/etc/ssh/ssh_host _rsa_key.pub

$ ssh-keygen -t rsa -b 2048

2
AAAAB3NzaClyc... Linux
$ ssh-keygen -t rsa -b 2048
ssh-keyscan hostname
3

FOQDN IP hostname ssh-rsa
FQDN

IM and Presence Service

SSHD

SSH SSH

IM and Presence 14 .



"pingable™: "-7"

““Authorized_key~~
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207
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208
209
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210
211
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(MDM)
MDM

IM
IM

(IM)

Jabber
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Jabber
50000

25000

Jabber

1 Cisco Unified CM IM and Presence

2 IM and Presence Service

3 Cisco XCP

4

5

6 Cisco XCP
a) Cisco Unified IM and Presence -
b) IM and Presence
c) IM and Presence Service Cisco XCP

Alice MDM
1. Alice Jabber Jabber
2. Alice Bob (IM)
N

IM MDM Jabber
Jabber Jabber
3. Alice Bob 20

"
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4.

6.

Alice

Alice Colin Alice 2
Alice Alice Bob
Alice Bob  Colin
Alice
Alice Jabber Jabber Bob

Alice Jabber
Jabber
Bob Alice Alice Jabber
Bob Alice
L <ig>
e Alice <message>
A

Alice Jabber Bob

Alice
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(MDM)

24:
Cisco Jabber 11.7 Jabber MDM
MDM
Expressway  Mobile and Cisco Expressway IM and Presence Service  Mobile
Remote Access and Remote Access Expressway X8.8
MDM
Server Recovery Manager IM and Presence
Service
CiscoServer
Recovery M anager
MDM
(MDM) Cisco XCP MDM
MDMSessions MDM
MDMSilentModeSessions
MDMQuietModeSessions
MDMBufferFlushes MDM
MDMBufferFlushesLimitReached MDM
MDMBufferFlushPacketCount
MDMBUufferAvgQueuedTime MDM
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(MDM) IM and Presence
CPU
IM&P Jabber Session Manager (JSM)
. JSM —
. JSM
. JSM — HA
* Spark JSM —
JSM
* JsmClientSessionsActive
« JsmPhantomSessionsActive
* JsmHybridSessionsActive
JSM SessionsExceedsT hreshold JSM
JSM OVA
80% 10 (RTMT)
JSM SessionsExceedsT hreshold
RTMT

RTMT JSM SessionsExceedsT hreshold

(RTMT) > >
IM and Presence JSM SessionsExceedsT hreshold
JSM SessionsExceedsT hreshold /
JSM 80%
10

IM and Presence 14 .




JSM
OVA JSM OVA 1.5
5K OVA 7.5K
15K OVA 22.5K
25K OVA 37.5K
\
1. JSM 50%
2. JSM SessionsExceedsT hreshold
RTMT CPU CPU
IM&P IM&P

"
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> |M and Presence
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Csv

Ccsv

Desktop iPad iPhone

Android Desktop
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. 215

. 216
. 216
. (Active Directory) 220
. 223
Cisco Unified Communications Manager LDAP
Cisco Unified CM “e i
Cisco Jabber Cisco Jabber
LDAP Jabber
LDAP
Windows Microsoft Active Directory LDAP
S
“ 7z Cisco Jabber
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Cisco Jabber

LDAP LDAP Microsoft
Active Directory
) = +
. “e 7 Cisco Jabber
LDAP LDAP

Cisco Unified Communi cationsManager ““ LDAP i
. Cisco DirSync
« LDAP
. LDAP LDAP

LDAP

Microsoft Active Directory

1 LDAP 217 LDAP
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LDAP

g1 B W NN

LDAP B

2 217 Cisco Jabber
Microsoft Active Directory
3 218 Cisco Jabber
4 220 Cisco Unified Communications
Manager
LDAP

Cisco Unified CM

““LDAP 7z

LDAP

““Cisco Unified CM i

>LDAP>LDAP
LDAP

>

Cisco IM and Presence

1 200 100

LDAP
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Cisco Jabber

LDAP
S
Microsoft Active Directory
S
Cisco Unified Communications Manager
LDAP

1 218 LDAP

2 LDAP 218 LDAP LDAP

3 Cisco Jabber 219 Cisco

Jabber

LDAP

Cisco Unified CM

LDAP
LDAP

. IM and Presence 14
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Cisco Jabber .

LDAP
LDAP

Cisco Unified Communications Manager

LDAP

Cisco Unified Communications Manager

218

1 Cisco Unified CM

>LDAP>LDAP

2

. “ i LDAP

. LDAP
3 LDAP
4
5 LDAP
6 LDAP
Cisco Jabber

Cisco Jabber LDAP
A\
Cisco Jabber Cisco Unified
Communications Manager “e i
LDAP 218
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1
2 Jabber
3 Jabber
4

Cisco Jabber
5 Cisco Jabber

Cisco Unified Communications Manager

1 Cisco Unified CM > >
2
3
4

(Active Directory)

Active Directory

1 2 UserGroup
UserGroupMember  UserGroupWatcherList
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DN: ou=us,ou=enginesring de=cisco, de=com

Cluster 1 - Sync Users and

2 Microsoft Active Directory

1

Microsoft
Active Directory

DN: de=cisco, de=com

Microsoft
Active Directory

DN: ou=engineering,de=cisco.de=com

Microsoft Microsoft
Active Directory Active Directory
b Y Pan

DN ou=emea,ou=engingering,de=cisco,de=com

Groups from
Active Directory

Cluster 2 - Syne Users and

IM and Presence
Service

IM and Presence
Service

Groups from Microsoft
Cisco Cisco Active Directory
Unified CM Unified CM
AXL read AXL read
Sync Agent Sync Agent
IM and Presence " IM and IM and
Service AXL query usersigroups Service Service
- from cluster 2 -
i AL query usersigroups i a
e from cluster 1 e

IM and Presence
Service

D

ag0n

(Active Directory) .

2
1  Microsoft Active Directory 2 Microsoft
Active Directory 1 2
Cisco Unified CM IM and Presence > Presence >
LDAP
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(Active Directory)

Microsoft
Active Directory

le=cisco, de=com

Microsoft Microsoft
Active Directol
Agtive Directory ry
DI: ou=engineering, de=cisco,de=com DI: ou=engineering,de=0isco,de=com
Cluster 1- Syne Users and Cluster 2 - Sync only Users
Groups from Microsoft from Microsoft
Active Directory Ty P Active Directory
Unified CM Unified CM
AXL read AXL read
Sync Agent Syne Agent
IM and Presence | | IM and Presence| IM and IM and
Service Service AXL gel users lrom Service Service
- cluster2 -
a i AL get usersigroups i
= PSS iom cluster 1 —
IM and Presence | | IM and Presence|
Service Service
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Cisco Jabber Cisco Jabber “
7z Jabber
Cisco Jabber (Andy) Jabber
Andy Jabber
Andy
Andy
. Bob — Bob  Andy
Andy
. Carol — Carol Andy
e Deborah Deborah  Andy
— Deborah Andy
Andy
Deborah  Andy
Andy Andy
CSCvg48001
10.x 11.0(2)
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10.x
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10.x
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Microsoft Active Directory 15000
Unified Communications Manager

1 200 Cisco Unified CM IM and

Presence > >

160,000

Microsoft Active Directory

IM and Presence Service

IM and Presence Service

Microsoft Office
Communication Server

Microsoft Office Communication Server
IM and Presence Service

"

LDAP LDAP
LDAP
Cisco Jabber
30
LDAP Cisco Unified
Communications Manager Cisco Unified
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OVA

A

Active Directory
Service 15K OVA

Active Directory
Service 25K OVA

160K
15K

160K
25K

200

A IMand Presence
15K OVA
13

B IMand Presence
25K OVA
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. 227
. 227

i 228

i 229

Unified CM IM and Presence

IM and Presence Service

zip
229

IM and Presence Service

Cisco

SAML SSO

IM and Presence 14 .



IM and Presence branding.zip IM and Presence Service

1 Cisco Unified IM and Presence
2 >
3 branding.zip
4
5
utils branding enable CLI
6
7 IM and Presence Service

IM and Presence Service

4
1 Cisco Unified IM and Presence
2 >
3
utils branding disable CLI
4
5 IM and Presence Service
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Branding

26:

branding.zip

branding.zip

Branding (folder)
cup (folder)

brandingHeader.gif (652*1 pixel)
ciscolLogol2pxMargin.gif (44*44 pixel)

BrandingProperties.properties (properties file)

3

Branding(folder)

cup (folder)
BrandingProperties.properties (file)
brandingHeaderBegLTR.gif (652*1 pixel
brandingHeaderBegRTR.gif (652*1 pixel
brandingHeaderEndLTR.gif (652*1 pixel
brandingHeaderEndRTR.gif (652*1 pixel
brandingHeaderMidLTR.gif (652*1 pixel
brandingHeaderMidRTR.gif (652*1 pixel
ciscolLogol2pxMargin.gif (44*44 pixel

4 5
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. 233
e  Microsoft Outlook 234
. 235
. 235
. 236
IM and Presence Service XEP-0198
XMPP XML (XMPP)

XEP-0198 http://xmpp.org/
extensions/xep-0198.html

IM and Presence Service  Cisco Jabber

. Cisco Jabber IM and Presence Service
. Cisco Jabber IM and Presence Service
e  Cisco Jabber IM and Presence Service

IM and Presence Service (XEP-0198)
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. Microsoft Outlook

1 Cisco Unified CM IM and Presence >
2 IM and Presence
3 Cisco XCP
4
5
28:
Cisco Jabber IM and Presence Service
30 90 60
5-150 100
1-64 5
6
Microsoft Outlook
Microsoft Outlook IM and Presence Service
Presence
IM and Presence Service Microsoft Exchange Office 365
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Microsoft Outlook IM and Presence Service
Microsoft Outlook http://www.cisco.com/c/en/us/support/unified-communications/
unified-presence/products-installation-and-configuration-guides-list.ntml

IM and Presence Service IM and Presence Service

- — IM and Presence Service
(IM) Microsoft Google IBM AOL
IM and Presence Service

. — IM and Presence Service  Microsoft Microsoft
Lync IM and Presence Service
Microsoft Lync

* SIP —Cisco IM and Presence Service Cisco Jabber SIP
SIP Cisco Jabber
Cisco Jabber
SIP
Cisco Unified Communications Manager IM and Presence Service

Cisco Unified Communications Manager  IM and Presence Service
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IM and Presence Service IM
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e |M
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. Cisco XCP Text Conference Manager

(TC)

1 Cisco Unified CM IM and Presence
2 > >
3
4
. Cup
- Cup
5 90 90
6
7 90 90
8
. (AFT)—
9
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IM and Presence Service
shell
IM IM
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. UTC
. Cisco XCP
. Cisco
XCP
1| AFT_LOG 254 AFT_LOG
2 256
RTMT
3 XCP 257
4 259

AFT_LOG

AFT_LOG
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SQL 255

1 IM and Presence Service (CLh
SELECT file_path
FROM aft_log

WHERE method="Post" AND timestampvalue > "2014-12-18 11:58:39%;

/opt/mFtFileStore/node 1/files/im/20140811/15/file_namel
/opt/mFtFileStore/node 1/files/im/20140811/15/file_name2
/opt/mFtFileStore/node 1/files/im/20140811/15/file_name3
/opt/mftFileStore/node_1/files/im/20140811/15/file_name4

/opt/mfFtFileStore/node_1/files/im/20140811/15/file_name99
/opt/mftFileStore/node_1/files/im/20140811/15/file_namel00

2 rm SQL
Cisco Unified Communications Manager  IM and Presence Service

256

SQL Cisco Unified Communications Manager
IM and Presence Service

N
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DELETE
FROM aft_log

WHERE method = "Post";

DELETE
FROM aft_log

WHERE jid LIKE "<userid>@<domain>%" AND method =
"Get";

DELETE
FROM aft_log

WHERE method = "Post®" AND timestampvalue >
""2014-12-18 11:58:397;

257
RTMT
1 Cisco Unified CM IM and Presence >
2 Cisco XCP
3
XCcpMFTEXxtFsFreeSpaceWarn 10%
XCcpMFTEXxtFsFreeSpaceWarn 15%
Cisco XCP Cisco XCP
4
5 Cisco XCP
a) Cisco Unified IM and Presence > -
b) IM and Presence
c) IM and Presence Service Cisco XCP
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XCP B

XCP 257

XCP

1 Cisco Unified IM and Presence
2 >
3
4 IM and Presence Service
5 Cisco XCP
6
7
257
IM and Presence Service IM

and Presence Service

file_size  bytes_transferred
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XcpMFTEXxtFsMountError Cisco XCP
XcpMFTEXxtFsFreeSpaceWarn | Cisco XCP
XcpMFTDBConnectError Cisco XCP
XcpMFTDBFullError Cisco XCP

MFT

31:

Cisco XCP

MFTBytesDownloadedLastTimeslice 60
MFTBytesUpoadedLastTimeslice 60
MFTFilesDownloaded

MFTFilesDownloadedLastTimeslice 60
MFTFilesUploaded

MFTFilesUploadedLastTimeslice 60
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Cisco Jabber
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ID URI
IM and Presence Service ID URI
* Cisco IM and Presence — Cisco IM and
Presence IM and Presence Service Active Directory
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2
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utilsdbreplication reset CLI
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Master Agent GUI Local Agent  JSch

. Master Agent platform/drf/trace/drfMAQ*
. Local Agent platform/drf/trace/drfLAO*
. GUI platform/drf/trace/drfConfLib0*
. JSch platform/drf/trace/drfJSch*

http://www.cisco.com/c/en/us/support/unified-communications/
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utils disaster_recovery estimate_tar_size SFTP/ tar

utils disaster_recovery backup

utils disaster_recovery jschLogs JSch

utils disaster_recovery restore

utils disaster_recovery status

utils disaster_recovery show_backupfiles

utils disaster_recovery cancel_backup

utils disaster_recovery show_registration

utils disaster_recovery device add

utils disaster_recovery device delete

utils disaster_recovery device list

utils disaster_recovery schedule add

utils disaster_recovery schedule delete

utils disaster_recovery schedule disable

utils disaster_recovery schedule enable

utils disaster_recovery schedule list

utils disaster_recovery backup

utils disaster_recovery restore
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utils disaster_recovery status

utils disaster_recovery show_backupfiles

utils disaster_recovery cancel_backup

utils disaster_recovery show_registration
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DRFBackupDeviceError DRF DRS
DRFBackupFailure Cisco DRF DRS
DRFBackuplnProgress DRS
DRFInternalProcessFailure DRF DRS
DRFLA2MAFailure DRF Local Agent DRS Local Agent

Master Agent Master Agent
DRFLocalAgentStartFailure DRF Local Agent DRS Local Agent
DRFMAZLAFailure DRF Master Agent DRS Master Agent

Local Agent Local Agent
DRFMABackupComponentFailure | DRFE DRS
DRFMABackupNodeDisconnect DRS Master Agent  Cisco
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DRFMARestoreComponentFailure | DRF DRS
DRFMARestoreNodeDisconnect DRS Master Agent  Cisco
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DRFMasterAgentStartFailure

DRF Master Agent

DRS Master Agent

DRFNoRegisteredComponent

DRS
DRFNoRegisteredFeature
DRFRestoreDeviceError DRF DRS
DRFRestoreFailure DRF DRS
DRFSftpFailure DRF SFTP DRS SFTP
DRFSecurityViolation DRF DRF
DRF
DRFTruststoreMissing IPsec IPsec DRF
Local Agent Master
Agent
DRFUnknownClient DRF Master Agent DRF Master Agent
DRFBackupCompleted DRF DRF
DRFRestoreCompleted DRF DRF
DRFNoBackupTaken DRF DRF /
DRFComponentRegistered DRF DRE
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DRFDeRegistrationFailure DRF DRF
DRFFailure DRF DRF
DRFRestorelnternalError DRF DRF
DRFLogDirAccessFailure DRF DRF
DRFDeRegisteredServer DRF Unified

Communications Manager

DRFSchedulerDisabled DRF DRF

DRFSchedulerUpdated DRF DRF
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Windows Linux
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CTL
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DRS / CPU
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Software Manager Cisco Unified Communications Manager

Cisco Smart Software Manager ~ Cisco Smart Software Manager satellite
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. ID Microsoft
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Csv

A\

Presence IM
. Presence Presence
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2. Cisco Unified Communications Manager IM and Presence Service
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IM and Presence Service CPU
1 ID 340 Csv
ID
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4 IM
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. 345
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b) Cisco Unified CM IM and Presence > /
c)
d) Csv ID
341
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Cisco Unified CM IM and Presence > >
Cisco Unified CM IM and Presence
Presence 342
ID

Csv

< ID>, < ID>
< ID> ID < ID> ID
< 1D> Presence IM
Csv

Contact 1D, New Contact ID
jJjohn_smith@example.com, jsmith@example.com
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Cisco Unified CM IM and Presence > >
Ccsv
>
a) Cisco Unified CM IM and Presence > /
b)
c)
csv

userA,example.com,userB,example.com,buddyB,General,0

BAT CSv

< 1D>,< >,< ID>,< >,<  >,< >< >

ID IM and Presence Service ID

IM

IM and Presence Service Presence
IM
1 bjones@example.com—Dbjones ID
example.com

2 bjones@usa@example.com—bjones@usa
ID example.com

1D ID
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Presence
Presence
Presence CSv
< JID>,< JID>,< >, < >
JID JID IM
JID JID
UulID
textmime
vCard
Csv

user2@cisco.com,ce463d44-02c3-4975-a37f-d4553e3f17el,group0l, text/directory,3,BEGIN:VCARD
ADR; TYPE=WORK:ADR\ ;WORK:\;\;123 Dublin rd\,\;Oranmore\;Galway\;\;lreland
EMAIL; TYPE=X-CUSTOM1;X LABEL=Custom:testuserO0l@test.com N:test;user;;; NICKNAME:pizzaguyOl
ORG:ABC TEL;TYPE=WORK,VOICE:5323534535 TITLE:QA VERSION:3.0 END:VCARD

< JID>,<
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0

Jabber W

ID << ID*~
ID “e ID””  Jabber ID
Csv

userA@example.com,W,2021-01-22

10:11:18.000001, 7dOec34c-458F-4Ffd2-9d15-58accac4af00, jabber_7151,

<geoloc
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ID
IM and Presence Service ID
132
IM
IM and Presence Service Presence
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IM
1 bjones@example.com—hbjones
ID example.com
2
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ID
ID 132
Presence
. 128
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< JID>,< JID>, < >,<

CSv

user2@cisco.com,ce463d44-02c3-4975-a37f-d4553e3f17el,group0l, text/directory,3,BEGIN:VCARD

ADR; TYPE=WORK :ADR\ ; WORK:\;\;123 Dublin rd\,\;Oranmore\;Galway\;\;lreland

EMAIL; TYPE=X-CUSTOM1;X LABEL=Custom:testuser0l@test.com N:test;user;;; NICKNAME:pizzaguyOl
ORG:ABC TEL;TYPE=WORK,VOICE:5323534535 TITLE:QA VERSION:3.0 END:VCARD

vCard Ccsv
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JID JID IM
JID JID
UulID
textmime
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Csv
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1 Cisco Unified CM IM and Presence

. IM and Presence 14
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IM and Presence Service
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IM and Presence Service
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IMand

Presence Service  Microsoft Lync ~ Microsoft
Office
Microsoft Lync LCS  OCS

IM and Presence Service Microsoft
Lync  Microsoft Office IM and Presence
Service
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(CLI) —

zip

IM and Presence

IM and Presence Service

CLI

Cisco Unified
PC
Cisco
Cisco Unified
CLlI CLI
CLI
PC

IM and Presence Service

44: IM and Presence
CLI

Cisco XCP 358

CLI
Cisco XCP
Cisco XCP
Cisco Tomcat
Cisco XCP CLI
Cisco XCP 358

CLI
Cisco Presence Engine
Cisco XCP CLI
Cisco XCP 358

cLli
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Cisco XCP CLI
Cisco XCP 358
CLI
Cisco Presence Engine
Cisco XCP CLI
Cisco XCP 358
CLli
Cisco XCP
Cisco XCP CLI
Cisco XCP SIP 358
CLI
Cisco SIP Proxy
) ) Cisco SIP Proxy
Cisco Presence Engine
SIP
XMPP Cisco XCP CLI
M Cisco XCP 358
CLI
Cisco Presence Engine
XMPP IM
Cisco XCP XMPP and Presence
SIP Cisco XCP CLI
IM
Cisco XCP 358
CLI
Cisco Presence Engine
Cisco SIP Proxy
Cisco XCP SIP
Cisco Presence Engine CLI
358
CLli
>
Cisco AXL Web
Cisco Tomcat
Cisco Syslog
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CLI

Cisco SIP Proxy

Cisco Presence Engine
Cisco Tomcat

Cisco Syslog

SIP Cisco SIP Proxy cLl
Cisco XCP 358
CLI
Cisco XCP SIP
XMPP Cisco XCP CLlI
Cisco XCP XMPP 358
CLI
CPU VM Cisco XCP
Cisco XCP SIP CLI

® show process using-most
cpu

® show process using-most
memory

e utils dbreplication
runtimestate

e utils service list

CLI RIS

e file get activelog
cm/log/ris/csv

Cisco Unified IM and
Presence

CLI

« |M and Presence Service

« |M and Presence
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CLI Cisco Unified (RTMT)
zip RTMT RTMT
363
45: CLI  IM and Presence Service
CLI CLI
Cisco file build log cisco_audit_logs |/epas/trace/log_cisco_audit_logs *.tar.gz
< >
Cisco file build log /epas/trace/log_cisco _client profile agent *.tar.gz
cisco_client_profile_agent <
>
Cisco file build log /epas/trace/log_cisco_cluster_manager _*_.tar.gz
cisco_config_agent <
>
Cisco file build log /epas/trace/log_cisco_config_agent *.tar.gz
cisco_config_agent<
>
Cisco file build log /epas/trace/log_cisco database layer monitor *_tar.gz
cisco_database_layer_monitor
< >
file build log /epas/trace/log cisco inter_cluster sync agent *.tar.gz
cisco_inter_cluster_sync_agent
< >
Cisco OAM file build log cisco_oam_agent | /epas/trace/log_cisco_oam_agent_*.gz
< >
Cisco Presence Engine file build log /epas/trace/log_cisco_presence_engine_*.tar.gz
cisco_presence_engine <
>
Cisco RIS file build log /epas/trace/log_cisco_ris_data collector_*_tar.gz
cisco_ris_data_collector <
>
file build log /epas/trace/log_cisco_service management *.tar.gz
cisco_service_management <
>
Cisco SIP Proxy file build log cisco_sip_proxy < | /epas/trace/log_cisco_sip_proxy_*.tar.gz
>
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B cu

CLI

CLI

file build log cisco_sync_agent
< >

/epas/trace/log_cisco_sync_agent_*_tar.gz

Cisco XCP file build log /epas/trace/log_cisco _xcp_config_mgr_*.tar.gz

cisco_xcp_config_mgr<

>

Cisco XCP file build log cisco_xcp_router | /epas/trace/log_cisco_xcp_router_*_tar.gz
< >
46: CLI  IM and Presence
CL CL
GUI file build log admin_ui < /epas/trace/log_admin_uil_*_tar.gz

>

file build log bat < > |/epas/trace/log _bat *_.tar.gz
HTTP file build log bosh < >|/epas/trace/log _bosh_*_tar.gz
file build log certificates < /epas/trace/log_certificates *.tar.gz
>
file build log cfg_agent _core < | /epas/trace/log cfg_agent core_*.tar.gz
>
file build log cvp < > |/epas/trace/log_cvp_*.tar.gz
file build log directory_groups |/epas/trace/log _directory _groups *.tar.gz
< >
file build log disaster_recovery | /epas/trace/log_disaster_recovery_ *_tar.gz
< >
M file build log /epas/trace/log_flexible_im address *.tar.gz

flexable_im_address <

>
file build log general_core < | /epas/trace/log_general_core_*.tar.gz

>
file build log ha < > |/epas/trace/log ha *.tar.gz
CPU file build log high_cpu < /epas/trace/log_high_cpu_*.tar.gz

>

"
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CLI

CLI

file build log high_memory <
>

/epas/trace/log_high_memory_ *_tar.gz

file build log imdb <
>

/epas/trace/log_imdb_core *.tar.gz

file build log inter_cluster <
>

/epas/trace/log_inter_cluster_*_.tar.gz

file build log
managed_file_transfer <
>

/epas/trace/log_managed file transfer *_.tar.gz

Microsoft Exchange

file build log msft_exchange <
>

/epas/trace/log_msft_exchange *.tar.gz

file build log msg_archiver <
>

/epas/trace/log_msg_archiver_*.tar.gz

Presence Engine

file build log pe_core <
>

/epas/trace/log_pe core *_tar.gz

Presence and IM file build log /epas/trace/log_presence_im _exchange *.tar.gz

presence_im_exchange <
>

SIP file build log pws < > | /epas/trace/log_pws_*.tar.gz
file build log /epas/trace/log_remote_call_control_*_tar.gz
remote_call_control <
>
file build log sec_vulnerability | /epas/trace/log_sec vulnerability *.tar.gz
< >

GUI file build log serviceability ui |/epas/trace/log_serviceability ui_*_tar.gz

< >

SIP file build log /epas/trace/log_sip_inter_federation *.tar.gz
sip_inter_federation <
>

SIP file build log /epas/trace/log_sip partitioned federation *_tar.gz
sip_partitioned_federation <

>
SIP file build log sipd_core < /epas/trace/log_sipd _core *.tar.gz

>
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CLl CLl
file build log tc_ha < /epas/trace/log_tc_ha_*.tar.gz
>
file build log text_conference < | /epas/trace/log_text conference *.tar.gz
>
file build log upgrade_issues < | /epas/trace/log_upgrade_issues_*_tar.gz
>
file build log user_connectivity | /epas/trace/log_user_connectivity *.tar.gz
< >
file build log user_rosters < /epas/trace/log_user_rosters_*.tar.gz
>
XCP file build log xcp_core < /epas/trace/log_xcp_core_*.tar.gz
>
XMPP file build log /epas/trace/log_xmpp_inter_federation *_.tar.gz
xmpp_inter_federation <
>
file build log deployment_info | /epas/trace/log_deployment_info *.tar.gz
< >
CLI

(CLI) CLI
CLli
SFTP
CiscoUnified
CLI 358
IM and Presence 14




RTMT

2 file build log <name of service> <duration> CLI
file build log cisco_cluster_manager 7 Cisco
3 file get activelog <log filepath> CLI

file get activelog epagitrace/log cisco _cluster_manager  2016-09-30-09h41m37s.tar.gz

4 file delete activelog <filepath>

file delete activelog

epas/trace/log_cisco_cluster_manager__ 2016-09-30-09h41m37s.tar.gz

RTMT

IM and Presence Service
(RTMT)

\}

CLI RTMT
zip CLI CLI 358

47: IM and Presence

Cisco AXL Web /tomcat/logs/axl/log4j/axl*_log
/epas/trace/cupicsa/log4j/icSyncAgent*. log

Cisco Presence Engine /epas/trace/epe/sdi/epe* _txt.gz

Cisco SIP Proxy /epas/trace/esp/sdi/esp*._txt.gz

Cisco Syslog /cm/trace/syslogmib/sdi/syslogmib*._txt

Cisco Tomcat /tomcat/logs/security/log4/security*.log

Cisco XCP /epas/trace/xcp/log/auth-svc-1*.log.gz

Cisco XCP /epas/trace/xcpconfigmgr/log4j/xcpconfigmgr*_log

Cisco XCP /epas/trace/xcp/log/client-cm-1*.log.gz

Cisco XCP /epas/trace/xcp/log/rtr-jsm-1*_log.gz

Cisco XCP SIP /epas/trace/xcp/log/sip-cm-3*.1og
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ID URI

Cisco XCP /epas/trace/xcp/log/txt-cont-1*.log.gz

Cisco XCP XMPP /epas/trace/xcp/log/xmpp-cm-4*_log

/platform/log/clustermgr*._log

Cisco (CPA) | /tomcat/logs/epassoap/1og4j/EPASSoap™. log

dbmon /cm/trace/dbl/sdi/dbmon*.txt

ID URI

ID

ID
1 utils users validate { all |userid |uri} CLI CLI
Cisco Unified Communications
ID ID CLI
ID

Users with Duplicate User IDs
User ID: user3

Node Name

cucm-imp-1

cucm-imp-2

2.
3. ID ID
4. Cisco Unified Communications Manager GUI
ID
5. > Cisco Unified Communications Manager

1D URI
Cisco Unified Communications Manager
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URI B

ID URI LDAP LDAP
6. CLI ID
URI
1 utils users validate { all |userid | uri} CLI CLI
Cisco Unified Communications
URI URI CLI
URI
Users with No Directory URI Configured
Node Name: cucm-imp-2
User 1D
user4
Users with Invalid Directory URI Configured
Node Name: cucm-imp-2
User 1D Directory URI
useril asdf@ASDF@asdf@ADSF@cisco
Users with Duplicate Directory URIs
Directory URI: userl@cisco.com
Node Name User 1D
cucm-imp-1 user4
cucm-imp-2 user3
2.
3. URI URI
4, URI
5. > Cisco Unified Communications Manager
ID URI
Cisco Unified Communications Manager
S
ID URI LDAP LDAP
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Cisco Unified Communications Manager TCP
UDP

Cisco Unified Communications Manager

TCP UDP IP
(ACL) (QoS)
* Cisco Unified Communications Manager TCP  UDP 369
. 371
. 384

Cisco Unified Communications Manager TCP  UDP

Cisco Unified Communications Manager TCP  UDP
» Cisco Unified Communications Manager
e Cisco Unified Communications Manager LDAP

e CCMAdmin CCMUser Cisco Unified Communications Manager  Web

e Cisco Unified Communications Manager Web
. Cisco Unified Communications Manager

. Cisco Unified Communications Manager

. Cisco Unified Communications Manager

< CTL

< HP
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. Cisco Unified Communications Manager TCP UDP

\}

Cisco
Cisco

Cisco Unified Communications Manager
Cisco Unified Communications Manager

Cisco Unified Communications
Manager

Cisco Unified Communications Manager
“< Cisco Unified Communications Manager

« Cisco
* Cisco TCTS
« Cisco RIS RIS
* Cisco AMC AMC
ACL QoS ACL

Cisco Unified Communications Manager (MOH) MOH

32768 61000
http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/
tsd-products-support-series-home.html

\}
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Cisco Unified Communications Manager

48: Cisco Unified Communications Manager

Unified Communications
Manager

514 / UDP

Unified Communications | RTMT 1090 1099/ TCP Cisco AMC
Manager RTMT
Unified Communications | Unified Communications | 1500 1501/ TCP 1501/ TCP

Manager (DB)

Manager (DB)

Unified Communications
Manager (DB)

Unified Communications
Manager (DB)

1510/ TCP

CARIDSDB CARIDS

Unified Communications | Unified Communications | 1511 / TCP CARIDSDB

Manager (DB) Manager (DB) CAR
IDS

Unified Communications | Unified Communications | 1515/ TCP

Manager (DB) Manager (DB)

Cisco (QRT) | Unified Communications | 2552 / TCP Cisco

Manager (DB)

Unified Communications
Manager

Unified Communications
Manager

Unified Communications
Manager

2551/ TCP

Cisco
/

Unified Communications
Manager (RIS)

Unified Communications
Manager (RIS)

2555/ TCP

(RIS)

Unified Communications
Manager
(AMC/RTMT/SOAP)

Unified Communications
Manager (RIS)

2556 / TCP

CiscoRIS
(RIS)

Unified Communications
Manager (DRS)

Unified Communications
Manager (DRS)

4040/ TCP

DRS
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Unified Communications | Unified Communications | 5001/TCP SOAP
Manager (Tomcat) Manager (SOAP)
Unified Communications | Unified Communications | 5002/TCP SOAP
Manager (Tomcat) Manager (SOAP)
Unified Communications | Unified Communications | 5003/TCP SOAP
Manager (Tomcat) Manager (SOAP)
Unified Communications | Unified Communications | 5004/TCP SOAP
Manager (Tomcat) Manager (SOAP)
CCM /| Unified Communications | 5005/ TCP SOAP
Manager CDRONDemand?2
Unified Communications | Unified Communications | 5007 / TCP SOAP
Manager (Tomcat) Manager (SOAP)
Unified Communications | Unified Communications / TCP Cisco
Manager (RTMT) Manager (TCTS) (TCTS) -- RTMT
(TLC)
Unified Communications | Unified Communications | 7000 7001 7002/ TCP Cisco
Manager (Tomcat) Manager (TCTS) Cisco
Unified Communications | Unified Communications | 8001 / TCP
Manager (DB) Manager (CDLM)
Unified Communications | Unified Communications | 8002 / TCP
Manager (SDL) Manager (SDL)
Unified Communications | Unified Communications | 8003 / TCP
Manager (SDL) Manager (SDL) CTI
Unified Communications | CM| 8004 / TCP Cisco Unified
Manager Communications Manager
CMI
Unified Communications | Unified Communications | 8005/ TCP Tomcat
Manager (Tomcat) Manager (Tomcat)
Unified Communications | Unified Communications | 8080 / TCP

Manager (Tomcat)

Manager (Tomcat)
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Unified Communications
Manager

Unified Communications
Manager

8090

CuCM
Cayuga
HTTP

GW

Unified Communications
Manager (IPSec)

Unified Communications
Manager (IPSec)

8500/ TCP

UbDP

IPSec

Unified Communications
Manager (RIS)

Unified Communications
Manager (RIS)

8888-8889 / TCP

RIS

(LBM)

(LBM)

9004 / TCP

LBM

Unified Communications
Manager

Unified Communications
Manager

22/ TCP

Cisco SFTP

Unified Communications
Manager

Unified Communications
Manager

8443/ TCP

49:

Unified Communications
Manager

Unified Communications
Manager

7

(ICMP)

Unified Communications
Manager DRS CDR

SFTP

22/ TCP

DRS

CDR

SFTP

SFTP

IM and Presence

.




"

Unified Communications | 67 / UDP Cisco Unified
Manager DHCP Communications Manager
DHCP
Cisco Unified
Communicationg
Manager
DHCP
Unified Communications | DHCP 68 / UDP Cisco Unified
Manager Communications Manager
DHCP
Cisco Unified
Communications
Manager
DHCP
IP
Cisco Unified
Communicationg
Manager
Unified Communications |69 6969
Manager UDP (TFTP)
Unified Communications | 6970 / TCP
Manager
(TFTP)
TFTP
HTTP
Unified Communications | NTP 123/ UDP (NTP)
Manager
SNMP Unified Communications | 161 / UDP SNMP
Manager
CUCM SNMP SNMP 162 / UDP SNMP
SNMP Unified Communications | 199 / TCP SMUX
Manager SNMP
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Unified Communications | DHCP 546 /| UDP DHCPvV6. IPv6 DHCP
Manager
Unified Communications (LBM) | 5546/ TCP CAC
Manager
Unified Communications (LBM) 5547/ TCP
Manager
Unified Communications | Unified Communications | 6161 / UDP
Manager Manager
MIB

Unified Communications | Unified Communications | 6162 / UDP
Manager Manager

TETP TETP 6970/ TCP TFTP
Unified Communications | Unified Communications | 7161/ TCP SNMP

Manager

Manager

SNMP Unified Communications | 7999 / TCP Cisco Discovery Protocol
Manager CDP
Unified Communications {443 8443/ TCP Cisco
Manager (UDS)
Unified Communications | Unified Communications | 9050 / TCP TAPS Cisco
Manager Manager Unified Communications
Manager CRS
Unified Communications | Unified Communications | 61441 / UDP Cisco Unified
Manager Manager Communications Manager
UDP
Cisco
Unified Communications
Manager MIB
Cisco
Unified Communications
Manager MIB
SNMP
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. Cisco Unified Communications Manager ~ LDAP

Unified Communications | Unified Communications | 5060 5061/ TCP SIP

Manager Manager

Unified Communications | Unified Communications | 7501 (ILS)

Manager Manager

Unified Communications | Unified Communications | 7502 ILS

Manager Manager

- - 8000-48200 ASR ISRG3
16384-32766 ISR G2

Cisco Unified Communications Manager  LDAP
50: Cisco Unified Communications Manager — LDAP
Unified Communications 389 636 3268 3269
Manager /| TCP (LDAP)

CCMAdmin

Web

"

Unified Communications
Manager

Active Directory
Netscape Directory

CCMUser

51:  CCMAdmin

CCMUser

Cisco Unified Communications Manager

Cisco Unified Communications Manager

Web

Unified Communications
Manager

80 8080/TCP

(HTTP)

Unified Communications
Manager

443 8443/ TCP

SSL
(HTTPS)
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Cisco Unified Communications Manager Web .

Cisco Unified Communications Manager Web

52:  Cisco Unified Communications Manager Web

Unified Communications 80/TCP
Manager

* QRT
e RTMT

(HTTP)

Cisco Unified Communications Manager

53: Cisco Unified Communications Manager

Unified Communications | 53/ TCP
Manager

(SIP)
(DNS)

(FQDN)

TCP
53

FQDN
CcUcM
SIP

Unified Communications | 69 / UDP
Manager (TFTP)

(TFTP)

Unified Communications | 2000 / TCP
Manager

(SCCP)
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Cisco Unified Communications Manager

Unified Communications
Manager

2443 | TCP

(SCCPS)

Unified Communications
Manager

2445/ TCP

Unified Communications
Manager (CAPF)

3804/ TCP

(CAPF)
(LSC)
IP

Unified Communications
Manager

Unified Communications
Manager

5060/ TCP  UDP

(SIP)

Unified Communications
Manager

Unified Communications
Manager

5061 TCP

(SIPS)

Unified Communications
Manager (TFTP)

6970 TCP

HTTP

Unified Communications
Manager (TFTP)

6971 6972/TCP

TFTP  HTTPS

TFTP

Unified Communications
Manager

8080/ TCP

XML

URL

Unified Communications
Manager

9443/ TCP

Unified Communications
Manager

9444

"
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Cisco Unified Communications Manager .

IP VMS 16384 - 32767 / UDP (RTP)

(SRTP)

Cisco Unified
Communicationg

Manager
24576-32767

IP VMS

Cisco Unified Communications Manager

54: Cisco Unified Communications Manager
Unified Communications |47 50 51 (GRE)
Manager (ESP)
Unified Communications (AH)
Manager IPSec
Unified Communications | 500 / UDP IP
Manager (IPSec)  Internet
Unified Communications (IKE)
Manager
Unified Communications | 9 ]/ UDP
Manager (TFTP) (TFTP)
Unified Communications | CIME ASA 1024-65535/ TCP
Manager  Cisco CIME
Intercompany Media
Engine (CIME)
Unified Communications | 1719 / UDP (H.225) RAS
Manager
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Cisco Unified Communications Manager

"

Unified Communications | 1720 / TCP H.323
Manager (ICT) H.225
Unified Communications
Manager
Unified Communications /| TCP
Manager H.225
Unified Communications
Manager
Unified Communications / TCP
Manager H.245
Unified Communications
Manager H.245
10S
H.245
11000
65535
Unified Communications | 2000 / TCP
Manager (SCCP)
Unified Communications | 2001 / TCP Cisco Unified
Manager Communications Manager
6608
Unified Communications | 2002 / TCP Cisco Unified
Manager Communications Manager
6624
Unified Communications | 2427 / UDP
Manager (MGCP)
Unified Communications | 2428 / TCP
Manager (MGCP)
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Cisco Unified Communications Manager

4000-4005 / TCP

Cisco Unified
Communications Manager

(RTP)
(RTCP)
Unified Communications | 5060/ TCP UDP (SIP)
Manager (ICT)
Unified Communications
Manager
Unified Communications | 5061 / TCP (SIP)
Manager (ICT)
Unified Communications
Manager
Unified Communications | 16384 - 32767 / UDP (RTP)
Manager (SRTP)
Unified Communications Cisco Unified
Manager Communicationg
Manager
24576-32767
Cisco Unified Communications Manager
55: Cisco Unified Communications Manager
CTL Unified Communications | 2444 [ TCP Cisco Unified

Manager CTL

Communications Manager

(CTL)
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Cisco Unified Communications Manager

Cisco Unified Unified Communications | 2748 / TCP CTI

Communications Manager

Cisco Unified Unified Communications | 2749 / TCP CTI

Communications Manager (JTAPI/TSP)
CTIManager TLS

Cisco Unified Unified Communications | 2789 / TCP JTAPI

Communications Manager

Unified Communications | Unified Communications | 2912 / TCP Cisco Unified

Manager Assistant

Manager

Communications Manager

Console Assistant
IPMA
Unified Communications | Unified Communications | 1103-1129 / TCP Cisco Unified

Manager Attendant
Console

Manager

Communications Manager
Attendant Console (AC)

JAVA RMI

Unified Communications | Unified Communications | 1101 / TCP RMI RMI
Manager Attendant Manager
Console
Unified Communications | Unified Communications | 1102 / TCP Attendant Console (AC)
Manager Attendant Manager RMI -
Console RMI
RMI

Unified Communications | Unified Communications | 3223 / UDP Cisco Unified
Manager Attendant Manager Communications Manager
Console Attendant Console (AC)

ping
Unified Communications | Unified Communications | 3224 / UDP Cisco Unified

Manager Attendant
Console

Manager

Communications Manager
Attendant Console (AC)

AC

"
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CTL

HP

cTL B
Unified Communications | Unified Communications | 4321 / UDP Cisco Unified
Manager Attendant Manager Communications Manager
Console Attendant Console (AC)
AC
Unified Communications | [0S SAF 5050/ TCP 10S
Manager SAF/CCD EIGRP/SAF
Unified Communications | Cisco Intercompany 5620/ TCP Cisco
Manager Media Engine (IME) Intercompany Media
5620 Cisco \E/ZQF:”G
IME add
ime vapserver  setime
vapserver port CLI
Cisco Unified Unified Communications | 8443 / TCP AXL / SOAP API
Communications Manager
Cisco Unified

Communications Manager

56: CTL
CTL TLS 2444 [ TCP (CTL)
ASA
57: HP
HP SIM 2301/TCP HP HTTP
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HP SIM 2381/TCP HP HTTPS
Compaq 25375 25376 25393/ | COMPAQ
UDP (cmaX)
HP SIM 50000-50004 / TCP HP SIM  HTTPS
ASA
http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/
tsd-products-support-series-home.html
PIX
http://www.cisco.com/c/en/us/support/security/pix-firewall-software/
products-installation-and-configuration-guides-list.html
FWSM 3.1
http://www-author.cisco.com/c/en/us/td/docs/security/fwsm/fwsm3Z1/configuration/guide/fwsm_cfg/inspct_
f.html
IETF TCP/UDP
(IANA) IETF
http://www.iana.org/assignments/port-numbers
IP

"

Cisco CRS 4.0 IPIVR IPCC Express
http://mww.cisco.com/en/US/products/sw/custcosw/ps1846/products_installation_and_configuration_guides_list.html
Cisco ICM/IPCC
http:/mww.cisco.com/en/US/products/sw/custcosw/ps1001/products_installation_and_configuration_guides_list.html
Cisco Unified Communications Manager Express
http:/Awvw.cisco.com/en/US/netsol/ns340/ns394/ns165/ns391/networking_solutions_design_guidance09186a00801f8e30.html
Cisco Unity Express

http:Amwwvicisco.comvenUS/netsolins340/ns394/ns165/ns391networking_solutions design guidance09186a00801f8e31 himtnp41149
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http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/pix-firewall-software/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/pix-firewall-software/products-installation-and-configuration-guides-list.html
http://www-author.cisco.com/c/en/us/td/docs/security/fwsm/fwsm31/configuration/guide/fwsm_cfg/inspct_f.html
http://www-author.cisco.com/c/en/us/td/docs/security/fwsm/fwsm31/configuration/guide/fwsm_cfg/inspct_f.html
http://www.iana.org/assignments/port-numbers
http://www.cisco.com/en/US/products/sw/custcosw/ps1846/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/sw/custcosw/ps1001/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/netsol/ns340/ns394/ns165/ns391/networking_solutions_design_guidance09186a00801f8e30.html
http://www.cisco.com/en/US/netsol/ns340/ns394/ns165/ns391/networking_solutions_design_guidance09186a00801f8e31.html#wp41149

VMware .

VMware

vCenter ESX TCP  UDP
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IM and Presence Service

« |M and Presence Service 387
. 387
« |M and Presence Service 388

IM and Presence Service

IM and Presence Service TCP UDP

IP (ACL)

(QoS)

A\
Cisco
Cisco
IM and Presence Service
IM and Presence Service
IM and Presence Service
ACL QoS ACL

IM and Presence 14 .



. IM and Presence Service

58:
(TCP)
/
/
IM and Presence Service
IM and Presence Service
59: IM and Presence Service -SIP

SIP IM and SIP TCP/UDP |5060 SIP UDP
Presence TCP

IMand |

Presence SIP

SIP IM and SIP TLS 5061 TLS
Presence

IM and IM and SIP TLS 5062 TLS

Presence Presence

IM and IM and SIP UDP/ 5049

Presence Presence TCP

IM and IM and HTTP TCP 8081

Presence Presence HTTP
IM and HTTP TCP 8082 IM and Presence
Presence HTTP
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IM and Presence Service

/
IM and HTTPS TLS/TCP |8083 IM and Presence
Presence HTTPS
60: IM and Presence Service - Presence Engine
/
IM and IM and SIP UDP/ 5080 SIPUDP/TCP
Presence Presence TCP
(Presence
Engine)
IM and IM and Livebus UDP 50,000
Presence Presence LiveBus
(Presence (Presence IM and
Engine Engine .
gine) gine) Presence Service
61: IM and Presence Service - Cisco Tomcat WebRequests
/
IM and HTTPS TCP 8080 web
Presence
IM and AXL/ TLS/TCP | 8443 SOAP
Presence HTTPS
IM and HTTPS TLS/TCP |8443 Web
Presence
IM and HTTPS TLS/TCP | 8443
Presence
IM and SOAP TLS/TCP |8443 SOAP
Presence Cisco Unified Personal
Communicator Cisco
Unified Mobility
Advantage
API
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. IM and Presence Service

62: IM and Presence Service

/
/
IM and LDAP TCP 389
Presence /3268 LDAP
IM and 389
an .
Netscape Director
Presence P y
LDAP
LDAP IM&P
LDAP
IM and LDAPS TCP 636
Presence LDAP
636
63: IM and Presence Service -
/ /
IM and IM and TCP TCP 8600
Presence Presence
64: IM and Presence
/ /
IM and TCP TCP 7070 -
Presence
65: IM and Presence Service -IDS
/ /
IM and IM and TCP TCP 1500
Presence Presence IDS
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IM and Presence Service

/ /
IM and IM and TCP TCP 1501 -
Presence Presence IDS
IM and IM and XML TCP 1515
Presence Presence
66: IM and Presence Service - IPSec
/ /
IM and IM and UDP/TCP | 8500 8500 -ipsec_mgr
Presence |Presence
(IPSec) (IPSec)
67: IM and Presence Service - DRF
/ /
IM and IM and TCP TCP 4040 DRE
Presence Presence GUI
(DRF) (DRF) CLI
68: IM and Presence Service -RISDC
/ /
IM and IMand TCP TCP 2555 (RIS)
Presence Presence
(RIS) (RIS) RISDC
IM and IM and TCP TCP 2556 Cisco RIS
Presence Presence (RIS)
(AMCRTMT | (RIS) RIS
I
SOAP)
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. IM and Presence Service

/ /
IM and IM and TCP TCP 8889 8888
Presence Presence RISDC
(RIS) (RIS) (System Access)
TCP servM
69: IM and Presence Service - SNMP
/ /
SNMP IM and SNMP uDP 161 8161 SNMP
Presence
IM and IM and SNMP UDP 6162 SNMP
Presence Presence SNMP
IM and IM and SNMP UDP 6161 SNMP
Presence Presence SNMP
SNMP IM and TCP TCP 7999 cdp cdp
Presence
IM and IM and TCP TCP 7161 SNMP
Presence Presence
IM and SNMP SNMP UDP 162 SNMP
Presence
IM and IM and SNMP UDP 61441 SNMP
Presence Presence
70: IM and Presence Service - Racoon
/ /
IM and Ipsec UDP 500
Presence
IMand |
Presence

. IM and Presence 14



IM and Presence Service .

71: IM and Presence Service

/ /
IM and IM and XML TCP 8888
Presence Presence 8889
(RIS) (RIS) RIS
(servM)
72: IM and Presence Service -DNS
/ /
IM and DNS DNS UDP 53 DNS IM and
Presence Presence DNS
DNS |
IM and Presence
73: IM and Presence Service - SSH/SFTP
/ /
IM and SSH/ TCP 22
Presence SFTP
(sftp)
74: IM and Presence Service - ICMP
/ /
IM and Cisco Unified | ICMP IP
Presence Communications (ICMP) Cisco
______________ Manager Unified Communications
Cisco Unified | Manager
Communications | IM and
Manager Presence
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. IM and Presence Service

75: IM and Presence Service -NTP
/
IM and NTP NTP UDP 123 Cisco Unified
Presence Communications
Manager NTP
76: IM and Presence Service - Microsoft Exchange
/
Microsoft IM and HTTP ) IM and Microsoft Exchange
Exchange Presence (HTTPu) |[WebDAV | Presence
-HTTP
NOTIFY
/UDP/IP ©
50020
2) EWS -
HTTP/TCP Exchange
/1P SOAP
77: IM and Presence Service - SOAP
/
IM and IM and TCP TCP 5007 SOAP
Presence Presence
(Tomcat) (SOAP)
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IM and Presence Service .

78: IM and Presence Service -AMC RMI
/ /
IM and RTMT TCP TCP 1090 AMC RMI
Presence Cisco AMC
RTMT
IM and RTMT TCP TCP 1099 AMC RMI
Presence Cisco AMC
RTMT
79: IM and Presence Service - XCP
/ /
XMPP IM and TCP TCP 5222
Presence
IM and IM and TCP TCP 5269
Presence Presence (S2S)
IM and TCP TCP 7335 HTTP XCP
BOSH Presence Web
BOSH API
IM and IM and TCP TCP 7400 XCP
Presence Presence
XCP XCP XCP
XCP
IM and IM and UDP UDP 5353 MDNS
Presence Presence XCP
XCP XCP
IM and IM and TCP TCP 7336 HTTPS MFT
Presence Presence
XCP XCP
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. IM and Presence Service

80: IM and Presence Service

IM and PostgreSQL | TCP TCP 54321 PostgreSQL
Presence
IM and Oracle TCP TCP 1521 Oracle
Presence
IM and MSSQL TCP TCP 1433 MSSQL
Presenc
1
PostgreSQL

81: IM and Presence Service
IM and IM and TCP TCP 20075 Cisco Server Recovery
Presence Presence Manager
(Server (Server rpc
Recovery Recovery
Manager) Manager)
IM and IM and UDP UDP 21999 Cisco Server Recovery
Presence Presence Manager
(Server (Server
Recovery Recovery
Manager) Manager)

82: IM and Presence Service -
IM and IM and TCP 6603* Cisco Presence
Presence Presence
IM and IM and TCP 6604* Cisco
Presence Presence
IM and IM and TCP 6605* Cisco SIP
Presence Presence
IM and IM and TCP 9003 Cisco
Presence Presence

presence
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IM and Presence Service .

/ /
IM and IM and TCP 9004 Cisco
Presence Presence presence
IM and IM and TCP 9005 CiscoSIP
Presence Presence presence
* utils imdb_replication status CLI IM
and Presence Service
83: IM and Presence Service SQL
/ /
IM and IM and TCP 6603 Cisco
Presence Presence SQL
IM and IM and TCP 6604 Cisco
Presence Presence SQL
IM and IM and TCP 6605 CiscoSIP
Presence Presence SQL
IM and IM and TCP 6606 Cisco
Presence Presence SQL
84: IM and Presence Service
/ /
IM and IM and TCP 6607 Cisco
Presence Presence XML
IM and IM and TCP 6608 Cisco
Presence Presence XML
IM and IM and TCP 6609 Cisco SIP
Presence Presence XML
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. IM and Presence Service

IM and
Presence

IM and
Presence

TCP

6610

Cisco
XML

85: IM and Presence Service

/X.509

IM and
Presence

IM and
Presence

TCP

TCP

37239

86: IM and Presence Service

- ICMP

/IM and Presence

IM and Presence

IM and Presence

/IM and Presence

(ICMP)

87: IM and Presence

- Cisco Unified CM

IM and Presence

Cisco Unified
Communications
Manager

IM and
Presence

TCP

1500

Cisco Unified
Communications
Manager

IM and
Presence

TCP

8443

Web

Cisco Unified
Communications
Manager

IM and
Presence

TCP

1090

AMC RMI
Cisco AMC
RTMT

"
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IM and Presence Service .

/ /
Cisco Unified |IM and TCP 2555 (RIS)
Communications | presence
Manager RISDC
Cisco Unified |IM and TCP 8500 - ipsec_mgr
Communications | Presence
Manager
Cisco Unified |IM and TCP 8600
Communications | Presence
Manager
Cisco Unified |IM and UDP 123
Communications | Presence (NTP)
Manager
IM and IM and UDP 50,000
Presence Presence LiveBus
IM and Presence
Service

IM and IM and UDP 219999 Cisco Server Recovery
Presence Presence Manager
IM and Cisco Unified |TCP 4040 GUI cCLlI
Presence Communications DRF

Manager
IM and Cisco Unified |TCP 8001
Presence Communications

Manager
IM and Cisco Unified |TCP 6379
Presence Communications (MFT)

Manager
IM and IM and TCP 7
Presence Presence (MSSQL)
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. IM and Presence Service

"

IM and Presence

14

IM and IM and TCP 20075 Cisco Server Recovery
Presence Presence Manager
RPC
IM and IM and TCP 8600
Presence Presence
IM and IM and TCP 9005 Cisco SIP
Presence Presence presence
IM and IM and TCP 9003 Cisco
Presence Presence presence
IM and IM and TCP 20075 Cisco Server Recovery
Presence Presence Manager
RPC
IM and IM and TCP 9004 Cisco
Presence Presence presence
Cisco Unified |IM and TCP 5070
Communications | Presence
Manager
IM and IM and TCP 44000
Presence Presence
SNMP Cisco Unified




« XMPP

401

403
410
411
Presence
Cisco Unified CM IM and Presence > > “ 7z
Cisco
Cisco XCP IM and Presence Service  CPU
Presence
CPU
IM and Presence Service / /
go ®s & 7
/ Presence /
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. Presence Presence

e Presence
1
2 /
3 presence “ 7z
4 IM and Presence Service Cisco Unified CM IM and Presence
> > (¥ 3 7 Cixo
5 Cisco Unified CM IM and Presence > > Cisco
(X3 7 90
1 15000 uc - /
Presence 3000 2000 1000
/ 2000
15000 US (4 vCPU 8GB) /
2000 120 253
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A\
120 120
2 5000 uc /
Presence 4700 5000
US (4 vCPU 8GB) / 5000
5000 120 953
500 UC (1vCPU 700MHz 2GB)
88: 500 uc /
ucC
100 120 187
250 120 287
500 UC (1vCPU 700MHz 2GB)
89: 500 uc /
ucC
100 120 187
250 120 287
500 120 453
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. 1000 UC (1vCPU 1500MHz 2GB) /

1000 UC (LvCPU 1500MHz 2GB)  /
90: 1000 uc /
ucC
100 120 153
250 120 203
500 120 287
1000 UC (LVCPU 1500MHz 2GB)  /
91: 1000 uc /
ucC
100 120 153
250 120 203
500 120 287
750 120 370
1000 120 453
2000 UC (LVCPU 1500Mhz 4GB)  /
92: 2000 uc /
ucC
100 120 153
500 120 287
1000 120 453

IM and Presence

"

14




2000

5000

2000

UC (1vCPU 1500Mhz 4GB)

/ B

UC (LVCPU 1500Mhz 4GB)  /
93: 2000 uc /
UC
100 120 153
250 120 203
500 120 287
750 120 370
1000 120 453
1250 120 537
1500 120 620
1750 120 703
2000 120 787
UC(4GB2vCPU)  /
94: 5000 uc /
uc
100 120 137
500 120 203
1000 120 287
1500 120 370
2000 120 453
2500 120 537
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B 500 UC(4GB2vCPU) |

5000 UC (4GB 2vCPU) |
5000 CPU 2.6GHz
95: 5000 uc 7/
ucC
100 120 154
500 120 287
1000 120 453
1500 120 620
2000 120 787
2500 120 953
3000 120 1120
3500 120 1287
4000 120 1453
4500 120 1620
5000 120 1787
15000 UC (4vCPUSGB)  /
15000 CPU
2.5GHz
96: 15000 uc 7/
ucC
100 120 127
500 120 153
1000 120 187
1500 120 220
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15000

15000 UC (4 vCPU 8GB) / .
2000 120 253
2500 120 287
3000 120 320
3500 120 353
4000 120 387
4500 120 420
5000 120 453
6000 120 520
7000 120 587
7500 120 620
UC (4 vCPU 8GB)
15000 CPU
2.6GHz
97: 15000 /
ucC
100 120 137
500 120 203
1000 120 287
1500 120 370
2000 120 453
2500 120 537
3000 120 620
3500 120 703
4000 120 787
4500 120 870
5000 120 953
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. 25000 UC (6 vCPU 16GB) /

6000 120 1120
7000 120 1287
8000 120 1453
9000 120 1620
10000 120 1787
11000 120 1953
12000 120 2120
13000 120 2287
14000 120 2453
15000 120 2620
25000 UC (6 VCPU 16GB)  /
25000 CPU 2.8GHz
98: / 9 45% CPU
100 120 131
500 120 176
1000 120 231
1500 120 287
2000 120 342
2500 120 398
3000 120 453
3500 120 509
4000 120 564
4500 120 620
5000 120 676

IM and Presence 14




25000

25000

UC (6 vCPU 16GB)

/ i

6000 120 787
7000 120 898
7500 120 953
8000 120 1009
9000 120 1120
10000 120 1231
11000 120 1342
12000 120 1453
12500 120 1509
UC (6 vCPU 16GB)
25000 CPU 2.6GHz
99: / 16 80% CPU
100 120 133
500 120 183
1000 120 245
1500 120 308
2000 120 370
2500 120 433
3000 120 495
3500 120 558
4000 120 620
4500 120 683
5000 120 745
6000 120 870
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7000 120 995
8000 120 1058
9000 120 1120
10000 120 1245
11000 120 1370
12000 120 1495
13000 120 1620
14000 120 1870
15000 120 1995
16000 120 2120
17000 120 2245
18000 120 2370
19000 120 2495
20000 120 2620
21000 120 2745
22000 120 2870
23000 120 2995
24000 120 3120
25000 120 3245
XMPP

IM and Presence Service XMPP

* RFC 3920 (XMPP) RFC 3921

(XMPP)

e XEP-0004 Data Forms
« XEP-0012 Last Activity

* XEP-0013 Flexible Offline Message Retrieval
« XEP-0016 Privacy Lists
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« XEP-0030 Service Discovery

* XEP-0045 Multi-User Chat

« XEP-0054 Vcard-temp

« XEP-0055 Jabber Search

* XEP-0060 Publish-Subscribe

* XEP-0065 SOCKSS5 Bystreams

< XEP-0066 Out of Band Data Archive OOB requests

* XEP-0068 Field Standardization for Data Forms

e XEP-0071 XHTML-IM
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