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router (config) # interface GigabitEthernet0/0

router (config-if) # description "outside interface"
router (config-if)# ip address 10.1.1.1 255.255.255.0
router (config-if)# duplex auto

router (config-if) # speed auto

router (config-if) # no shutdown

router#show ip interface brief (shows interfaces summary)
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router(config)# ip route <H bx_ip> < fitid> < W< _ip>

ZNE

router (config) # ip route 10.10.10.0 255.255.255.0 192.168.1.1
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hostname (config) # crypto pki trustpoint trustpoint name
hostname (config-ca-trustpoint) # enrollment terminal
hostname (config) # crypto pki authenticate trustpoint
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Router> enable

Router# configure terminal

Router (config)# crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint)# enrollment selfsigned

Router (ca-trustpoint) # rsakeypair <name> 2048 2048

Router (ca-trustpoint) #authorization username subjectname commonname
Router (ca-trustpoint)# crypto pki enroll <name>

Router (ca-trustpoint) # end

ik

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned

Router (config-ca-trustpoint) # fgdn <full domain

name>Router (config-ca-trustpoint) # subject-name CN=<full domain
name>, CN=<IP>Router (ca-trustpoint) #authorization username
subjectname commonname

Router (ca-trustpoint)# crypto pki enroll <name>

Router (ca-trustpoint) # end
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Router (config) # crypto pki export <name> pem terminal
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PB4 1F Cisco 10S %% AnyConnect.
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router (config) #webvpn install svc
flash:/webvpn/anyconnect-win-2.3.2016-k9.pkg
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username CP-7975G-SEPO001AE2BC16CB password klkLGQIoxyCO4ti9 encrypted
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HIE 4 HAE T AEEGA URL BCE RSB, W R FiR:

tunnel-group phonevpn type remote-access
tunnel-group phonevpn general-attribute
address-pool vpnpool
tunnel-group phonevpn webvpn-attributes
group-url https://172.18.254.172/phonevpn enable
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ciscoasa (config)# interface Ethernet0/0
ciscoasa(config-if) # nameif outside

ciscoasa(config-if)# ip address 10.89.79.135 255.255.255.0
ciscoasa(config-if)# duplex auto

ciscoasa(config-if) # speed auto

ciscoasa(config-if) # no shutdown

ciscoasa#show interface ip brief (shows interfaces summary)

b) LA A AER AL o
ciscoasa(config)# route <interface name> <ip_address> <netmask> <gateway ip>
ZNE
ciscoasa(config)# route outside 0.0.0.0 0.0.0.0 10.89.79.129

c) fiL#E DNS.
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ciscoasa(config)# dns domain-lookup inside
ciscoasa(config) # dns server-group Defaul tDNS
ciscoasa(config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6
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ciscoasa(config)# crypto ca trustpoint trustpoint_name
ciscoasa (ca-trustpoint)# enrollment terminal
ciscoasa(config) # crypto ca authenticate trustpoint name
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ciscoasa> enable
ciscoasa# configure terminal
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ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config)# crypto ca trustpoint <name>
ciscoasa(ca-trustpoint)# enrollment self

ciscoasa(ca-trustpoint) # keypair <name>

ciscoasa(config)# crypto ca enroll <name>

ciscoasa(config)# end
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ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config) # crypto ca trustpoint <name>

ciscoasa(ca-trustpoint)# enrollment self

ciscoasa (ca-trustpoint)# fgdn <full domain name>

ciscoasa (config-ca-trustpoint)# subject-name CN=<full domain name>,CN=<IP>
ciscoasa(config)# crypto ca enroll <name>

ciscoasa(config) # end
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ciscoasa(config)# crypto ca export <name> identity-certificate
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ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9
encrypted

ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB attributes

ciscoasa (config-username) # vpn-group-policy GroupPhoneWebvpn

ciscoasa (config-username) #service-type remote-access
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