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Before you begin
s L UESER T A & 4 HE1E Cisco Secure Workload HHi I F .
0B 5D E DR NV 7% i WA N = (| DN 6ot = 7 o L e i (N e T S

)

Note b i ifii 242 /5 T bXb #0930 i oy e kA T 9 -

Procedure

W WHIEA, 0 TS IR B R AR Y
L2 NSHEHS, EHEEEH YIRS (B2 (Manage) > F P i e # R (User Access) > FI R
(Users)) &

$IE3 pititlEEA P (Create User).
UEIK o B PiEZR{E S (User Details) T .

$IE 4 O AP IEM{E R (User Details) FAILL 7.
Table 1: Fi P 3758 B &% AR
FER 15 BB
HFHES AR & NN ID. MR HEANIX 0 KNG .

REERIUEAE S TR, WS AT T BRI/ AR
N

IR 4 SRS, SF R
AlEE @ R

BT A AT
#EK (Last Name) AR IR

SEE AZA R R R . O] il ST
SUREHD

PIRS miii T—% (Next).
WIE6 LAt (Assign Roles) T, ] H 7 A N BR 2 FC i £ 4
s MR INAE (Add Roles) AArFCHT i (7, AR5 s iRin (Add) SEHE .
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Figure 1: "M A AE

B0 -

@} Cisco Secure Workload

User Details

® Default ~ @. L. ‘

\/ User Details o Assign Roles 3 | User Review
Available Roles
@ Filter Roles ... X
“

Add Name 11 Tenant 11 Capability

L Agent Installer - Install, Monitor and Upgrade Agents @® Unknown AGENT_INSTALLER

OJ Agent Installer - Install, Monitor and Upgrade Agents @ Default AGENT_INSTALLER

O Agent Installer - Install, Monitor and Upgrade Agents @ Tetration AGENT_INSTALLER

O Agent Installer - Install, Monitor and Upgrade Agents @® Tenant AGENT_INSTALLER
Customer Support - Technical Support or Advanced Se1  Service Provider OWNER

wmas |

cisco SECURE

Edit Assigned Roles

@ Unknown

@ Default

@ Tetration

@® Tenant

All Scopes

Users

s WHEBCHIAAE, SihdmES BRI AR (Edit Assigned Roles), SR )5 sidiiER (Remove) Kb,

o IR
Vi

FLMEE ] 2 #R A PR e S A
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Figure 2: I ER P fata

Cisco Secure Workload ®Default ~ @ L. | b SECUR

@

You do not have an active license. The evaluation period will end on Mon Nov 01 2021 00:39:18 GMT+0000. Take action now.

User Details

~ ) User Details e Assign Roles 3 User Review

Available Roles Edit Assigned Roles

© Name contains Customer X
Add Name T/ Tenant T} Capability Users
Customer Support - Technical Support or Advanced Ser  Service Provider OWNER All Scopes 8

< Previous || Next > ‘

C ofE Eecom

PIRT st T—% (Next).
L8 LA PEE (User Review) I, B F MRS BRI B M (5. riidigl# (Create).
WA T AN S IRUE, W< SR S IR UETEA S B

£ Cisco Secure Workload ¥ I 7 i,  FRE0 4 )y M0 H - WS4 1D A6 iy i 7~ R 12 DA & B
i,

WERPIFAEESAE

Before you begin

b WRSEE A& A GE4i% Cisco Secure Workload 1 H /s

\}

Note b i 2342 /1 TUE b4 (03 o e JUEA T 9

Procedure

SRR WHGEM, U5 GUE RPN RV .
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mapritasesae [

L2 NSHEHS, EFREHH YIRS (B2 (Manage) > B P i e # R (User Access) > FI R

(Users)) &

SER3 X FPA K, BRI (Actions) T i 448 (Edit).

UL 57 A P 4BHE 8 (User Details)

SRR A LT VRAfE R .

a) FEHAPIFMER (User Details) FILL T 7B,

Table 2: F P #iiH B B 5t BR

FE EER

B FHRFE S P & FOBH P IR ID. P 2K KNS, H
AT @ BT .
Note
XFTEA N ID B, uh e B R B H
P 4. s KK 255 A
o

B2F TR AT

P BB P G

S HZ RS P ARG . Calfltuk
EERAHD

EE MFA WARH T ERT 2N E S0 50E (MFA) BB
B MFA 858, WS EE MFA (Resst MFA).
FH (¥ MFA K75 Lo 8 G 0

B AEBEMG U S P AR A B A ik

b) midi T—% (Next).

W, R E R X RIEER M (Resend

Activation Email).

c) HENE AT (Assign Roles) ', [n) F /7 im0 e 1) £ €6
s iR e (Add Roles) LA FCHi A th, AR5 AiiiRim (Add) EIEAE.
C EBEEHIMAT, AdRIESECHI A (Edit Assigned Roles), #RJ5 LidiMig (Remove) &

bro

d) miiT—% (Next).

¢) fERRESE (User Review) T, &FH MM HEAE SR EAIf . i E# (Update) LB

YA

WA H T AN SIS E, W2 SR B 0 Bl PEAR A5 5 o
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EHARAMKA
A\

Note 4 7 {RHFAZSE HAEH VK —3rE, HasEHH o, A S T IER .

Before you begin

bt vk R B IR R ORSEEI T B E

)

Note b G Iii 2342 /5 T bt #0930 F o e kA T 9 -

Procedure

T LM AT, SR (Manage) > F P i 4R (User Access) > AP (Users).
T2 WAEM, M OTHRAT AR Y AR
SIE3 BN AT, S S = (Deactivate) 1441

LA CAEHA P, EUREEEMERA AP (Hide Deleted Users) 144l .

BIHER PP
TR s, T DLEDET G 2 .
Before you begin

bt uh R BT R RSEE T B E

\)

Note b I 2342 7 TUiE b4 ()3 o A T b A T 9

Procedure

FB LM EHEF, SR (Manage) > B P i E 4R (User Access) > i A (Users).
W2 WMBIEH, WML AT b A RAR R AR Y .
PR3 VbR EMERE A USRI, GO
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zEAs-An |

FERA X TP Sk, 3 A T R DL k) .

TEHE-RAR

N

U S RAEAR YO R ASEE R A & AL W mr i it fHR4E (Actions) 71 FIMEHE
(Change Log) El k& R P B 50 H A&

ARWEAE R, WA HE . REEPHTE R AEE R T HIEHE PSRN E HE&H .

fas ] DA FH 2T £ € R 1l 426 (RBAC) A5 75K B 1 5%s) 3 f RN 8080 145 1)
« /- XFB8EL Cisco Secure Workload LA % s s ) KR (14 FH =
* s - BT BIER IR IO L I — AL R
* ik - Y + haext
* 6Ty - BRAEIAR S
o BRAE - ARG R, Bl “TE R AR R AR

Figure 3; f5 ta #&5)

For Example:
user Joe from Apps
has_many
role Apps Admin (user created and named)
___________ Ty . Capability
T I‘I
i [ app scope ] X [ ability W | HR scope + Write ability
""""""""""""""""""" has_many
[ action J Change the name of an application workspace

AP P ARAE SR G, MU RAEESEN IR, flin,  “ BRI R TR M
AT PRI RE: B HR Yu R Cn Rt EPEAL R 3G, T AT HR R D RE Tk 4 1%
S0 2 PR TR 1 JFG R PR G 2 B
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R P (Users) ST I BN A . MO 2R IR, 00T LU T 2 BoAE 80w 1 4
.

E RGO TP e EO IR . e X T X ERESER (H AR g LG 8ds)
MIANTIT TR 200 TXLE R GE 1 02 AT .

iR 5 BA

B2 R AUV PACE A S (A2, I, THRmEs) KTheg, H
FIEM R AEA; el ACEEAC B S

Be 1 F0T R
A HIhREAL A, P AFSEERAGE ). XE e T AR A S B 4L . B, (HR,
Read) Dy e N4 P2 AR “HR YL W B SERe 17 o BhDhaefs sei/rvs in) HR VG & LA 1~ o
BN 5% PR
ARy aE . W ATH AR AR EE
ik SRR Jy VA B S EORN B 5 H A ]
B BEOITA A s, WRR . N AR L e R .
5 St I L8 7 0 B T 5 14
AT AT B Bl A ISR W I AT e me LA A3 47
E7 K PAT 5 45 e Y IR P N A 2 8] v s SRR SRS o
L&

Important Ty S AKKIY, BIGn, PATTHEEARVEITH I, B AFBITEAE.

| B

Important ) &3 Hi Ty [Fl S H T A1 il

HHHFERTRE NFNTHRE
PRI TR BT T B .

Table 3: A {45 E RO RE I FNTN E

AR | RRERF 1% B4 5
ZAEH] | ANE (Not 7 Al AR

THIHR Applicable)
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gening [

YRR | REEF A % 5

YU RS | ANIE T (Not H Hi HE

7= Applicable)
Applicable)

BEreid vg | A& (Not HiE Hi 1

oL Applicable)

B AN (Not Hix Hix VSIS, AHANRERAT
Applicable) AT SR B TR

PATIRE | AN ] (Not i AHR AHR
Applicable)

SRS AR | AN3dFH (Not Hi Hix Hi
Applicable)

ICUERLI | ANidi H (Not Hik M Mg
Applicable)

My ANiEH] (Not i MR MR
Applicable)

AR A& (Not i AHR AHR
Applicable)

| ANTE T (Not i AR A2
Applicable)

IBGIE ANIEH] (Not i AHRH AHR
Applicable)

il | AN ] (Not i AR A

kR Applicable)

IR | T/ A& ] (Not Applicable) AiEH AN

RETH | = ARG (Not Applicable) AN AN

AR | A& ] (Not Applicable) ANidEH ANiEH

NHRAT

AP E | Nk A& ] (Not Applicable) ANid H ANid H

ARH | & ANidi i (Not Applicable) | /ANid A ANidi

REL AT | A& (Not Applicable) ANiE ANiE
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PHBIR | REREF A L2 5

AELF) 2R | 0GEH AR | A& H (Not Applicable) AiEH AiEH
I I 55 DR
2 A B
Applicable)

FEFL B | ANEH] (Not Hi Hi Hi
Applicable)

Eidy | AIEH (Not Hix Hix Hi
Applicable)

ZARIERE | AE (Not Hi Hi Hi

e Applicable)

%%BWJ‘U% 4\iﬁﬁﬁ (NOt /\:Li /\:Li /l_lij?

by Applicable)

Kubemetes | /3% ] (Not AiEH A& AN ]
Applicable)

PR} A& (Not AN H] KN AN 1]
Applicable)

A ANIEH] (Not AN AN AN
Applicable)

VEATIE | ANEH] (Not KN KN KN
Applicable)

AR H & | A A (Not G (Not Applicable) = AiEH (Not Applicable)
Applicable)

SURRCE | ANEH] (Not KN KN KN
Applicable)

s 73Ut | A& (Not AN AN AN

1 5 | Applicable)

WCARHEI | A& (Not Hix Hix Hi
Applicable)

IP Mkl | ANiEH] (Not AN ] AN ] AN ]
Applicable)

[l 7 Cisco Secure Workload i B R4 R &



I £ Cisco Secure Workload i & RSB B

ZAe

LR YR

719

maepaxs [

user_data_upload
app_policy _management
external integration

software_download

* user_data_upload
* app_policy management
* external integration

* software_download

YRR | REEF 1% L2 5
API %4} | software_download * sensor_mangement * sensor_mangement * sensor_mangement
e . . :
* flow_inventory query * flow_inventory query * flow_inventory qu
* user 1ole scope management * user 1ole scope management * user 1ole scope manage

user_data_upload
app_policy_manage:
external integratior

software download

——— $‘
\‘Il

TEAE UL A% P R BRI I (1SR A IR P T P 23 e (14 A €2«

Table 4: iR &

=] I |FAPFE | RERE
= EF
MR MR 5 N
Table 5: #3835 &
| M |FAPEEE | KERERE
F
Estil Ju R | 5
Eest] R AL | 2 i
Fr2&
LI PRl ERs | 5
Table 6: BH 138
=] ‘M | PR | REBRE
= 2rF
(gl B = i
[l PATIRE | 2 i
gl WAL | 2 i
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E] ‘I | HPE | KERE
% |EF
g ICUER | 1
Table 7: A& &8
-] ®I | HAA | RERE
% |EF
W M & 1
i & i
el & 1
IBGIE 2 i
Table 8: i 53 &
e} ®I | HAE | RIERE
& |EF
i sl |2 1
AR
Table 9: EI2R &
e ®I | AR | RERE
% |EF
& R Hezs 2
P ARNE |2 i
T BAEHE |2 i
R HREA |2 1
i AMEENA | 2 5
i
(gt YRR | A 1
i
ER R B | 2 1
e AP & e
ER e 2 1
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nzae ]

P | BT | EAFE [RERE
& kR
wE [ | |
WE | 2iERE | R |6
WE (RO | R |6
BE BRI | £ #
LG

tIZme

Before you begin
AR BB RNE A ZFMA.

1. MNSHiEKS, EEEHEH ViR (B (Manage) > F A7l 42BR (User Access) > f3fa
(Roles)) .

2. Hiigl@#FH AR (CreateNew Role). RG0K W s (Roles) Mtk .

:::::::

@ Cisco Secure Workload ®Default - @o L. | Wl

Role Details

+) Role Details s e Assign Capabilities 3 ' Role Review
Add Capability
AppScope Ability Action
® Default ~ Owner ~ v x
<Previous ‘

i “Ol@ {1057 (Create Role Wizard) 1 f1 {6 [R5 L0 b =25

Procedure

TR a) (BT TR A IE  E:
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B ozee

FE 15t AR
AR M T PRt 4.
15t BA (Description) F T30 %A A1 S50 B R TR L 10 1
b) i T—% (Next) i 2 F—20, B8R E A TUHE (Back toRolesPage) ik [1] “ 4 (Roles)

Tl
$IE2 a) SidiRINTIEE (Add Capability) #41, VMEAESE —47 Wos gk i,
b) LEFEE I EE
c) Mii&IEFRIE (Checkmark) #4161 EH UiRE, sl BUE (Cancel) #Z41HUH -
d) AT —% (Next) BB M EIEAE L, 8t E—#% (Previous) iR [0 317 4 .

Figure 4: THEE S L

@ Cisco Secure Workload ®Defaut ~ @ L. | Ml SECURE

Role Details
(~] Role Details & o Assign Capabilities 3 ' Role Review
Add Capability
AppScope Ability Action
® Default ~ Owner ~ v x
< Previous ‘

P$IE3 a) OEMOENESRINEE.
b) il (Create) LIOIE (0.
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Figure 5: fa 2 B 4%

@ Cisco Secure Workload

Role Details

Role Details
Name
Description

Show AlI?

Capabilities
Scope

Default

mIBRE

~) Role Details

- (v) Assign Capabilities -

Site Engineer

Secure Workload Site Engineer

O No

Ability

Owner

AHRII I 5k IR N B P S R P T g 4 A

Before you begin

TR B il i B DA B 7 SRR

prv T |

®Default ~ @ L. il cpeng

o Role Review

1. EZEMP ST, A& (Manage) > B Pi a1 #2BR (User Access) > A& (Roles).
2. {EEGHIM AT, SEAYIT YRR (Edit) #%4. R Son A (Roles) Mfifi.

i “wiE (0037 (Edit Role Wizard) SR 4w M (i B vl 40 S =45

Procedure

W1 a) WY, HNHARE .
b) Mt T—% (Next) 22 F—, st E A TUm (Back toRolesPage) iz |7 “ff1{%” (Roles)

TR

PIR2 a) T EMERAL TR

EEMIER M ZhREMAT, S AP IR (Delete) Elbr.

b) ZEARINTHEE, i AGERINTAEE (Add Capability) 4% 40 LU E S —17 Bon Bl R

c) EHEHFIINEE
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d) HEHFT—% (Next) &FMAEENGEE, bt E—% (Previous) iR [F 11T dndH .
$IE3 a) OFEMOTENE ERTIEE,
b) AdiE#H (Update) Al fath, misbidi E—% (Previous) iRMI3FdH 74wt . 4B G, RIS
AL FR AN RN I BE 23 e I A5 ) 5 24
Note

TCVEGRIIRE, MR T SBT A Lh fE -

U SR IR BT AT ) A SR T TR (Manage) S R 28 B & (Change Log) Wi, it
T B~ AE R} Cisco Secure Workload H 347 1 552387 55 24 o

\)

Note 5% HEIREBHA: Cisco Secure Workload T 7E SaaS FlIAS B AL b4 PRSI [A] K ak — 4R [ A8 5
Ho BEANAE Y 2 M R Ak i 1) 3 B ) 3 e H 7

Figure 6: E{ A ETUHE

Filters @

Change At Type Action Details Change By
May 24 2018 03:05:06 pm (PDT) Capability NA®
May 24 2019 03:05:06 pm (PDT) Capability destroy NA®
May 24 2018 03:06:06 pm (PDT) Capability NA®
May 24 2019 03:05:06 pm (PDT) Capability NA®
May 24 2018 03:05:06 pm (PDT) Capability NiA @

May 24 2019 03:05:06 pm (PDT) Capability destroy NA®

pili R IE] (Change At) B1lFi (| RERE, LA A6 A 5L 1A H I AR K. BT €07 7 B
S ZERIZ BT FBATRL G BAR AR, TR AT —SLfRRE, LU T RSN IE4A Cisco
Secure Workload T [ 3 Ath 7 2 fnfe] HE 1K) o
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sz &= &L

AL

Figure 7: “B{ BEE4H{E2 " (Change Log Details) 53 TE

Change Log Details for Capability (60f1dc0e497d4f4854625b69)

Version 1

Change At Jul 16 2021 10:20:46 pm (EEST)
Change By NA®

Action create

Before

app_scope_id: 60fldc0e497d4fa854625b65

After ability: "AGENT_ INSTALLER'

role id: 60fldc0ed97d4f4854625b67

wEmn

Full log for this Capability »

i AR A <SR R KBS HI SR B 7K (Full log for this <entity type>) (424 7] A & S A 5 2%
585K . BETUIRE BoR R PR S EIEEFEANHIPRES (il /D &

Figure 8 LR HIE BT EAE

Change Log for Capability (60f1dc0e497d4f4854625069)

Current State

id: "60f1dc0ed97d4f4854625b69"
app_scope_id: 60fldc0ed497d4f4854625b65
role_id: 60fldc0ed97d4f4854625b67
ability: "AGENT INSTALLER"

inherited: false

Version 1

Change At Jul 16 2021 10:20:46 pm (EEST)
Change By NAO

Action create

Before

app_scope_id: 60fldc0ed97d4f4854625b65

ability: "AGENT_ INSTALLER"

role_id: 60fldc0ed97d4f4854625b67

After

R EERNE P ZER R LU A DA piRs T B (Manage) > BR$5 1% & (Service Settings)
SR R &M (Collection Rules) Hijii. 1 T[4 4%18 47 JAFF Cisco Secure Workload €38 )5z e

HUEFT ) VRE SR s PSRN . REA VRF AERH#A 4T

miidi VRE L) 4REE (Edit) 3460 DS S M. BRIAEDL T, & VRE #BCE T N BRARE 3R
AEN, —NHTF IPv4 (0.0.0.0/0 INCLUDE) » 3T IPV6 (::/0 INCLUDE). AJDLHIBRIX YL

BRKENY, (HZEOREF R,
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AL

THE

Procedure

SR

£ Cisco Secure Workload Hi% & R4 E B |

A A IS B R R o BN AT R 7, PR B ER AR A iR A (Add
Rule). JXLERUN L SE 4T B H R BEAT P34 Rl R ARSI TP O, SR 5450 4 B LI
J¥o

AT RERT 2L PP A REAL IR BIAZH L. Ry LSRR (Back) #4 LUR[F| £ VRF 413

WML RS E B B e HED o 8 LB N A AT S KT ZR UL L o S 56 B AO RN 56 T 1
P o 7«

1. 1.1.0.0/16 INCLUDE
2. 1.0.0.0/8 EXCLUDE
3. 0.0.0.0/0 INCLUDE

R REIT, BT 1.0.0.0/8 T MWK ITG HubEER s HERR e, A TM 1.1.0.0/16 HELEN
SESUBUTF IR 55— A7t

1. 1.0.0.0/8 EXCLUDE

2. 1.1.0.0/16 INCLUDE

3. 0.0.0.0/0 INCLUDE

fE BB, BT 1.0.0.0/8 1 M I F A HEARHEHERRAE SN . BRI 2 AEIX LA e AT, PR B4 4 3L
TS E LT — 45 o R .

TE%&MEM%F%%%& UL . BEBCEE TR T T BRI 2 1 Fr LI
()4 1 /NS ﬁ%&ﬁﬁ%mﬁ&@ﬁs PRI 24 NI DRAFIUAELIG S U INREX T )
%ﬁ%ﬁiﬁ

R BEEBRMNERXFAR VUV M EE. AN SFHERK T, AEHEE (Manage) > RFIEE
(Service Settings) > = IEBELE (Session Configuration).

XTI A E s 78 BEAT SO BRAIE TR 7 ASHB S0 A 43 SR I 2 e 2l g A D o )«

SRR AL AR AN A HEAT TR ok 2 2 T B0 7 e -
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wrez ]
Note
AE R — T B7 LRI ) 2 A i, 228 Sl Bl ik . N, B S A S B BRI B e 5
S|

MThvo

IR 2 BUE AR BCE N 30 08t RRRBS, A8 H IE AR IR 5 6 8 Sk BN T S Id # S 2 (Forgot password?) .
Note
MPEIPER)G, R/ A TR ERES, H P SEs. N TSR (Manage) > AR %
R E (Service Settings) > &1EELE (Session Configuration) 17 & .

wWIFIZE

BRI (Preferences) GUIINRE W B HIMK  PEAAME SL, AEASREDS OB o iUk Il S8 U8 % i, 5
S B LU G BB 3R 5 A B

B RS SR TUH & IR IR

B SR IN A B U, AT BN ERAE

Procedure

FSB EGW ORA B, S ERs, SRR P EIEIR (User Preferences).

T2 NN RERERT. BN, B E RIS RN E E, EEEENR, AL
VLI 22 A 1¥) Cisco Secure Workload ks »

LR T

Procedure

T S B AR E R
T2 EFEPEIED (User Preferences).
$I8 3 (EE K ZHAY (Change Password) &% H [ | 285 (Old Password) 7Bt Hh i N\ 2 Fi %1
SR A {LES (Password) v BUTHI A B .
$IB 5 /EfIAZERD (Confirm Password) <7 B 0 - iy N B 255 o
HIB6 Ll ol B (Change Password) PLERAT 5 .
Note
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B xe=s

WARGAHN 8-128 DNTFAF, FHRDEE UL FHIL —:
s NEFEE (abed...)
* KB+t (ABCD...)
c HF(0123456789)

TR #S% & ()*+,-. /5 <=>2@[\]"_ ‘{|}~) WETH

KRBT A BT A0 BB IS o] B S5 4

Before you begin

LR EE N, BBIUCIHHT K. R E IR ST AR

Procedure
S K 248 1 LR Cisco Secure Workload URL, 2R fiilii=i2 285 (Forgot Password) &% . REG0K
BIREIEZEAS? (Forgot your password?) 4G HE
IR 2 Ha N DL AUR T Rk B[P A 1D
$I1E3 L EE R (Reset Password).
P B U DR A B RV A o
Note
A5 FH RUKT 2% B3 473 36 Gk R [R5 ], 5 B2 0K 2R 1o s 7 B 63 R — K P P o 3565
EE¥
AT A a0 A A WRAE 1D 18 H 7 EE 0
Procedure

S LIk S BT 5B 5 )% 5% Cisco Secure Workload, #RJi ISR # ik PEETE (Manage) > B A el
(User Access) > Fi P (Users).

PIR2 {E#4E (Actions) 51 T, MlRERbR. K BoRA FFHES (User Details) 7L
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Table 10: Fi P #id B F BRI BR

FH

5w ]

15 AR

BTHES AR

AP 4 P2 KNS, HA
e @ Js

FeT B R S A IR

R A A U]

Note

NS B R, T LU - 4 0 2k R
i e 68 P9 P P A e ) R o

P AR K EA R 255 > 74F

AT

WA A

K (Last Name)

A IR

SEE o BigE P ORRTEE . Cn bl U B
DUEHD
SSH 24/ (k) HiSN (Import) LA SSH A4,

WATLUR A AN E o

S kit BERED (Generate Password) BLAEF—AMIGIN BT . STBIR IR iR B0 I 2 465
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