A
MO
it

E ) O A< 1 4. AnyConnect % /7 i F1 %

* &% AnyConnect ZZ3AT R , 55 1

* JiJ1) DSCP Fiift , %59 0t

* WE AL DHCP g asif i, 25 10 0T

* 5] AnyConnect GUI ARV &, 25 10 1T

* 4 AnyConnect GUI B 5& Hil I bR AR , 5 16 1T

* QI EA% AnyConnect 25 7 s #i W) S/, 26 23 1t

* GG HFRE A, 5 24 10

* ffiH] AnyConnect API %5 FISE E I H 25 27 0T

* {#ff§ AnyConnect CLI f7% , %f 28 U

* 4% AnyConnect 3E HIAIA AL HEAT ISE #0235 , 26 31 7L

{&24 AnyConnect 21T A

15F
* Web #5218 1] AnyConnect Web JHi3l, 52 & J6% i SSL ]I — #8735« W LASE HIJC %% ) diig
SSL "1/, 1HAGEREHIT T/ 1) AnyConnect #84;. B, ANGEEH] “ A5 AnyConnect” (Start
AnyConnect) %41 .

ZHE PRI R IR

BRUEOLT, CRIE RS SOt Atk m) SERHR BEA 5% & a HIAN IEAEAE T (0 D) BE A
Bl 2245 B e BUE B IRATAT LURAN TR ARG, DU IR AT AR et e . AT etk PERg
ALV EDRR N s

SRR % RS R B, T R B4 61 CustomerExperience_Feedback xml
. WA 1L AnyConnect iS5, H41% CAF i 44 4 CustomerExperience Feedback.xml, 28 K ik
TE C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\CustomerExperienceFeedback\ H 3%
oo A I A IR S AR QAR Y, I RDRE SO T8 25 2 AnyConnect. SR Y45 R, Ui
$TJF AnyConnect About 32, AR J5 S AIEJFAf IR 25 7 AR5 [ AR R AR 7E Installed Module #7341 i o

I EHIFNAIM I AnyConnect Z Finfng iR [}



TE I FOA 1% AnyConnect 2 Pk FIREIEF |
B 25 H Windows)

AAEFH AR 7 VRS R & P AR I AR
o KRG R LR g SCAE - G IR R RS Bk S (Enable Customer
Experience Feedback Service), 4 & IHcE .

* MST ff - M anyconnect-vpn-transforms-X. X . xxxxx.zip FHH#EHL
anyconnect-win-disable-customer-experience-feedback.mst 3L {4,

1Ee 222 1T/ (Windows)

LA Windows 236827 JE PEKAZ 24 AnyConnect 23470 . 1E 1SO B, 23R F setup.hta
& HTML SCAF I HoT DA 4 .

© WRITSH - A WEAN BN S HfL i B i S AT 2R msiexeco MITVAM T HUALE, M
IR E AN SRR ML

o RSP R - T LA B i e e i P fm kAR . 2R TR AT FOld . — MEH TR
J& Microsoft Orca. Orca I F.J& Microsoft Windows Installer #X 1 I & £4F (SDK) f)—#4), 13
Z1E Microsoft Windows SDK . Z3RHEX Windows SDK, 1% 42 http://msdn.microsoft.com,
SRJE 1 R 51 Windows A M) SDK - F .

B O] T . CH BRI 2R et A SR 2 i e e e T I 4%
Fro ) BT A ANEN T B ORI, HTER S4B AR E

PRI
AnyConnect FIEHERA A H & o

AT &% % P is &2 a0 Windows ZEEFREM

PLF Windows %% 8% /7 J& 1 1] 5E ] AnyConnect %2%¢. 15VER, #iLn] LM Microsoft SR %
HAth Windows Z3EF2)7 & 1

* Resetting the System MTU - 4 VPN 3527 J& £ (RESET_ADAPTER_MTU) &'E 0 1 i, 2%
PP 2f T Windows M ESE LA MTU B H S A BRME. BT B E3h RS, B0k

* W'E Windows B - MBHE U ¥ea& B2 4% 74 BI¥I Cisco AnyConnect Secure Mobility
ClientAU Mo G S5 2 1] AT B MIRC R, 22 ety T S i e T, By b - FAS - A B 5%
KA 1 AnyConnect 55 #8048 v DA FH Al 45 4 il 3ok i 2 P s R kA 1 R S5

T VPN 41510 & B8 . Network Visibility Module F1 Umbrella i 2 42K H ) MST %
PR SN AHEYE (LOCKDOWN). 24 LOCKDOWN ¥ & A AERAE N, Z&imi s i
J A i B ATV ) 1% 2B R R IR 1Y) Windows IR SS . Bl TR IR BRATTHEAE (1) 75 451
MR BCE L EYE, R AN TS B e R MST 225727 . 18] LA M Cisco AnyConnect
Secure Mobility Client} & {4 F 2 U 1 4l 46t .

USR5 i LA B A B AN TR, 2500 AN 2 2B e N B S ko A
A, TCIEINER, BRARE R e

[l E#iFnAt (L AnyConnect & ik fii 1257



| mEs#ifnAdtit AnyConnect & FipFiZ 12/

A\

AnyConnect #3249 Windows Z2:18FE 14 .

®

T AMP 3 HRE P 3R P S VPN 28R P Be A H o

* JFA ActiveX #4 - FEBRNTE LR, FHARCAS ) AnyConnect 7E TS VPN AR LI 25 424 VPN
WebLaunch ActiveX ##4. M AnyConnect 3.1 745, BRIAE DL TR OCH] VPN ActiveX #5144 224%

VRS AER ORERA G B BN 2 4

FETIHSE AnyConnect 7 7 diig FI AT EALERLET, 40 ST 20K VPN ActiveX #5115 AnyConnect —
[l 222, s 4 254 ) NOINSTALLACTIVEX=0 3Tl msiexec B .

* Hiding AnyConnect from the Add/Remove Program List - 7] \H / Windows Control Panel H [
Add/Remove Program %15 1 Bl % %¢ 1) AnyConnect B, 1) 2222 AR 1%
ARPSYSTEMCOMPONENT=1 AJ B iZ R SR 7E C ke fe P sl k.

BATR AT HIRATER AL /s ) e ok e e B 1, AN TR 2 480 I HH T 185 45 B R 1) R A BB
FEEAS MSI 22358 #80] LI M Cisco AnyConnect Secure Mobility Client# 4~ 2% Ui i K 27~ 1

et o

AnyConnect %32 #J Windows L2312 FE 14

AR MST 22 iy A7 Yl FHMIC S 38 27 25 (R 7 o

EREHRR

B R

A VPN ZhfER AnyConnect A% /0y %5 7 Uity
CHE B R i A D

msiexec /package
anyconnect-win-version-predeploy-k9.msi /norestart
/passive PRE_ DEPLOY DISABLE VPN=I /lvx*

anyconnect-win-verdon-predeploy-k9-install-datetimestamp.log

A VPN ZhEER) AnyConnect 1% /0% /7 Uit

msiexec /package
anyconnect-win-version-predeploy-k9.msi /norestart
/passive /lvx*

anyconnect-win-verdon-predeploy-k9-install-datetimestamp.log

BRI R

msiexec /package
anyconnect-win-version-predeploy-k9.msi /norestart
/passive

DISABLE CUSTOMER EXPERIENCE FEEDBACK=1
/lvx*

anyconnect-win-verson-predeploy-k9-install-datetimestamp.log

2 AR T H (DART)

msiexec /package
anyconnect-win-version-dart-predeploy-k9.msi
/norestart /passive /lvx*

anyconnect-win-vergondart-predeploy-k9-install-datetimestamp.log

EHIFNZA 1L AnyConnect B i1 EIEF .



B seszsergns nEnzsns

EH A 14 AnyConnect 5 iR I TR 5 |

B RHEAIIEIR

Fl 5ﬂ:| HIL.\I14:

SBL

msiexec /package
anyconnect-win-ver sion-gina-predeploy-k9.msi
/norestart /passive /lvx*

anyoonmect-win-vergon-gina-predeploy-k9-install-datetimestamplog

W 2% 1 ) i B

msiexec /package
anyconnect-win-version-nam-predeploy-k9.msi
/norestart /passive /lvx*

anyconnectwinversonnam-predeploy-k9-install-datetimestamplog

R

msiexec /package
anyconnect-win-version-posture-predeploy-k9.msi
/norestart/passive /lvx*

etk el bt g

ISE %y 22 4= VP4

msiexec /package
anyconnect-win-version-iseposture-predeploy-k9.msi
/norestart/passive /lvx*

+ st ]

AMP B T msiexec /package
anyconnect-win-version-amp-predeploy-k9.msi
/norestart/ passive /lvx*
anyconnectwinversonamp-predeploy-k9-install-datetimestamplog
W) 8% T AP A msiexec /package

anyconnect-win-version-nvm-predeploy-k9.msi
/norestart/ passive /lvx*

anyconnectwinversorHvim-predeploy-k9-install-datetimestamplog

Umbrella 1837 ‘2 4 fH

msiexec /package
anyconnect-win-vergon-umbrella-predeploy-k9.msi/norestart/
passive /lvx*

anyconnect-win-verdon-predeploy-k9-install-datetimestamp.log

BEHREEFERSIABENRZRERE

e JSRHR BEY) Windows Fe i 3N HIE W 22 i LT DURE L] T R 44 28

B2

$IE1 7£ ASDM 1, %] Configuration > Remote Access VPN > Network (Client) Access> AnyConnect
Customization/L ocalization > Customized Installer Transfor ms.

PIE2 HiiSN (Import).
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prszzrFsnesaanzsis [

AAE BN “F N AnyConnect 5E X% ” (Import AnyConnect Customization Objects) & I

= Configuration = Remote Access ¥PN = Metwork (Client) Access =
AnyConnect Customization/Localization = Customized Installer Transforms

Remote Access ¥PN |:T| l;l
@ Introduction
=8 Netwark (Client) Access Impart or Export AnvConneck-customization objects ko the security appliance. These
§ AnyConnect Connection Profiles objectsaaill be served by the ASA on request Fram the AnyConnect clignt.
i IPsec Conneckion Profiles
ﬁ Group Policies ha
Drvniamic Access Policies :M!’(For Object Hame
=T, AnyConnect Customization/Localization
o Resources /
Binary /]
GUI Text and Messages /
BiEmYCustomized Installer Transforms
Localized Installer Transforms
Address Assignment
[ Advanced
# Clientless 551 YPM Access

o
@y AddfLocal Users :
-4 Secure Deskiop Manager Mame: iOur_corpD_rate_icnn| |
[+ [ Certificate Management '

----- Language Localization Flatform: lWi” ae|

-8 | gad Balancing

DHCE Server Select & file
DNS (%) Local computer
- Advanced ; =
Path: iC:'l,Documents and Settingsiuserid|My D l Browse Local Files. ..

() Flash file system
@) Device Setup
bz Path | | rowse Flash, .,
5 | wse Flas

% Firewsall
() Remate server

.. Remate Access YPM - | |
| Patry | Ft [ |
| Site-to-Site YR
S I Import Mow l [ Cancel ] [ Help ]

ﬂ) Device Management
£ : ]
docs 15 ) 5{4/09 10:10:34 AM EDT

o

4%

247122

P33 NI R NS o FW SO A RRUE T 2R R i e SN WA B . 8T DA LA
NUEE SR A R B R Y 4
a) _namemst: N TP 23R T
b) <moduleid> namemst: I T HANBER 2257 7
c) namemst: XMW H T VPN 2R fp
TR P, JHREESAMSE. RIS (Import Now). IESCIF43 37 I 7R 78 2 b Pt 7 e 4

xh

EHIFNZA 1L AnyConnect B i1 EIEF .



TE I FOA 1% AnyConnect 2 Pk FIREIEF |

. ZS 144 AnyConnect 2 FRE

A {¢ AnyConnect 22 F R &

\}

#50] LB ¢ AnyConnect 2235 FE 7 W R KT B . ASA 1 46 e T RER B0 B¢ 22 35 R 7 o v L. %
e o ds, (HASMRFFRMA LA MSI AN, XSS A R 2 F e fr s, AR
Fui GUI B

P

AnyConnect [FIRFAN A CLFEA AL, B2 03 n 7 _EAL & B 411 AnyConnect #A1EL IHE
el EAR B HIE N 2 AR A . WA AT A AR e, IER R AE_EA% T AnyConnect #4460
i H cisco.com RSB RRAS BB IX LU 4

FeATT H ARt 30 PhE S M. IXEEEEHAE cisco.com ) AnyConnect R AF N2 LI BA R IHI ) .zip S0
ﬁéi&%@l\“

anyconnect-win-<VERSION>-webdeploy-k9-lang.zip
FEIE S, <VERSION> J& AnyConnect FIRRAS (4111 4.3 xxxxx) o

AERSEL B Tl R R 4 Comst SCAF) o R T BN e fE ] P 3 AL 108 5 AN 2 FRATIER AL (1) 30 F
W2, BT A AR IR ILE G 5 $ A ASA. ] Microsoft 4 i g 4
Orca, 1 LMEEINA 235 DL LGHT XX . Orea #&& Microsoft Windows 22378 7 #8441 K 44 (SDK) 1)
—#54y, BLEAE Microsoft Windows SDK W »

BRI REEFERSABENRERE

DL LR ot 5 ASDM #5555 N ASA.

UK

$IB1 /£ ASDM 1, %] Configuration > Remote Access VPN > Network (Client) Access > AnyConnect

Customization/Localization > Localized Installer Transforms,

T2 5 EHEEN (Import). 2G04+ HF Import MST Language Localization % I
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paspimzEirrrenanzeis [

Remote Access ¥PN BB Configuration = Remate Access WRMN = Metwork (Client) Access = AnyConnect Custamization|Localizatior
] _f;troductinn Localized Installer Transforms

i Metwork (Client) Access Configure language translation tables that the security appliance uses to translate &nyConnect mess:
i AnyConnect Connection Profiles implemegbed through MST (Microsoft. Transform file Format),

-} IPsec Connection Profiles

- m Group Policies

Bl Dynamic Access Policies

ELJ-- AnyConnect CuskomizationfLocalization
-1, Resources

Binary

" Gl Text and Messages

" Customized Installer Transforms

Language Translation Table

E+J .ﬁ.ddress F\smgnment
FJ-- .ﬁ.dvanced
Clientless S5L WPM Access

aaaLocal Users Select a file Language Lar
B Secure Deskbop Manager p
= Slovenian sl
Certificate Management @ Lol le
Language Localization Path: |
2.8 Load Balancing 7
fﬁ' DHCP Server {7 Flash file system Spanish (Argentma) B5mar
i DS . |5panish (Bolivia) es-hr
|'+] Advanced Pt | |Spanish (Chile) es-c|
() Remots server Spanish (Calombia) E5-r0
& Device Setup . |5panish (Coska Rica) es-cr
: Path [ Ftp ! [ |Spanish (Dominican Republic) — |es-de
gﬂ Firewall Spanish (Ecuadaor) B5-r
I Import MNow l [ Car|spanish (El Salvadaor) B5-sy
Remnte Access WP 2
Spanish (Guatemala) es-qk
Spanish (Handuras) es-hr
Spanish (Mexica) E5-m;
| Spanish (Micaragua) es-ni
o | E Spanish (Panama) 25D
= Spanish (Paraguay) Es-py
) = Spanish (Peru E5-PE
docs 15 B Er - Spe) - =
Spanish (Puerto Rica) es-pr
Spanish (Uruguay) ey

$E3 AliES (Language) FHrdl#, M Tt — i s FIbATIES) « WRE T30
NS, RS R SR A R S0 4

$B4 HiZBEIE AN (Import Now).
B 7R CH T SN R

SE5 it A (Apply) fA7H 4

TE M 2 BRA K 0 5 Fa e A P PR (ES). N WRTE Languages 413111 H T AnyConnect [P
Y VBB e 4 o

I EHIFNAIM I AnyConnect Z Finfng iR [}



TE I FOA 1% AnyConnect 2 Pk FIREIEF |
B =3z (macos)

Configuration = Remote Access ¥PN = Metwork (Client) Access = O

AnyConnect Customization/Localization > Localized Installer Transforms

Configure language translation tables that the security appliance uses to kranslate
AnyConnect messages implemented through MST (Microsoft Transform File Format).

@ Import | [Z Export | [ Delete

[ Language Language Translation Table

|

247117

12 &4 1TH (mac0S)
AnyConnect ZHFE T ICIEARMIA « 12 2R FAUH 745 52K H macOS e, T AN AnyConnect
GAFRT
A

AR AR R AR Y UL & B ] Bk £ . 285 502 e e UL ROBRA T REDE %,
TG AR R, IR AR A AL R AL

=
]

{# FJ ACTransform.xml 7£ mac0S B E X REERFITAH

-+ macOS B SR BHTAT ARtk 730k 2 X pkg 474, FrUAFRATIEIE T ACTransforms.xml. i
LRRET BN XML SCAFR, e P AR SCfE, ARG I AT e, IS0 SO T 5 e defs
JEAR DRI A B P IZ LRI %R DL A E 2 SR EME -

1. 754 .pkg 227 AR H X NI “Profile” H .

2. {EREIMIAE ARG MR H P il “Profile” H ¢

3. TEEREHMIMEBE ARG L H sk 1) “Profile” H

XML SCAA% R

<ACTransforms>
<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>
</ACTransforms>

511, macOS ACTransforms.xml J& M /& DisableVPN, Tl NVM § “plivr” #E
ACTransforms.xml £ DMG 3 4-FT7E ] Profiles H 3% 9 o

ZRRE PR R IRRR
RO, CR I R R, BEE macOS L IMEINAE, WHAATLL FER1E:

g2

P AT AL SRR 50 hdiutil K dmg 8GN B B2/ o D
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IR 2

&L 21T A (Linux) .

hdiutil convert anyconnect-macosx-i386-ver-k9.dmg -format UDRW -o
anyconnect-macosx-1386-ver-k9-rw.dmg

Y% ACTransforms.xml JF¥ B BRINEL MME (IR MARIZE)

<DisableCustomerExperienceFeedback>false</DisableCustomerExperienceFeedback>

1B L 4T/ (Linux)
{$£ F ACTransform.xml 7£ Linux |t E 5| RERRFITH

BUA N Linux $efE ) pke 47 4 BOFR#HETT 2, PrEABRATEIE T ACTransforms.xml. i ] 22527 &
A7t XML SCPER, 23R PR ARSI, R Ia AT 22 . BRSO B T 23R PP A DG IO
SELLE . LR AL LR PR R AR L 7 4R BB 2

* 765 .pkg LHERE T SCAFARIEI H Sk N ) “Profile” H sk
* TEREE MR WA IR H P 1 “Profile” H st
* f£5 .dmg SCHFARFIR H A “Profile” H g

TEs B A P ) Profiles H 36N B XML A4 ACTransforms.xml HA& =01 F -

<ACTransforms>
<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>

</ACTransforms>

/= F DSCP 711 88

AT LA E — AN Hoe EPE, M U6 DTLS @84 ] Windows 5% OS X V- & 1) 25 70 I 45 A0HS A5
(DSCP). DSCP Tl i &L e A B GE IR AU . B HH 28 FE e T/ 0 Wb AT T e, X
A R AT AR 0 LABR By e i B T &

1% A T g M2 Sk DSCPPreservationAllowed, 4 3({H A True 5¥ False.

a4

BRONESL T, AnyConnect #1447 DSCP T (True). ZAEHIIZIIRE, 1R ki b1 A e g PE(E R
A false, JFHHA3hER:.

7t ASDM W, IHIhREA DL P AL ERCE : BLE (Configuration) > iT#2if 8 VPN (Remote Access VPN)
> Mg (& Fimifal) (Network (Client) Access) > A% B& (Group Policies) > ik iin/4m48 (Add/Edit) >
=% (Advanced) > AnyConnect & Fif (AnyConnect Client) > B E X &% (Custom Attributes).
KECE R, HSIMHNRA TR ASA R7%1 VPN Bl & 45w 11 )5 H DSCP Hl 4.

EHIFNZA 1L AnyConnect B i1 EIEF .


http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

TE I FOA 1% AnyConnect 2 Pk FIREIEF |
B z=22oncP s

15 & 2> 3£ DHCP AR 55 83 5% H

FENCE Tunnel All Networks 100, A4 T ikACH DHCP Ji & (88 A 2 FHAS L%, AnyConnect 7£
AnyConnect % /7 3 4 F2 K () A DHCP k5545 V8 INRF 2 2% o O 1 B b s % ey v I 250 it
AnyConnect 70X} F AL 2% 1) Jr du 4 18 P B HH B U g, 7010 b BHL R B DHCP it &= A T A7
. WIARBERRINTEE O, HARER 5 T A DHCP JIj554%, K- 2205548 IR
B, F810) NIC MR REGE R s . R [m]— G kg5 s kit FAb s (4n WINS 5 DNS) , i
G K FE VPN 21 37 J5 Hh BriX 261k 55

7 Windows I, RT3 B 4I5mS [ 52 SUBYE, ATxF A St DHCP IR 45 23 4 1 i G e b4 T8 5
no-dhep-server-route [ € X J&VEL AL IF BB N true, A REkE G147 BEIE 5 6 i 22 3 DHCP Ik 5%
TR AT

fE ASDM ', BEIREAELL MV ERLE : BLE (Configuration) > iT#2if1a] VPN (Remote Access VPN)
> W% (ZRimED (Network (Client) Access) > ¢A 5B (Group Policies) > i in/4%4E (Add/Edit) >
=% (Advanced) > AnyConnect % Fif (AnyConnect Client) > B E X/E 4 (Custom Attributes). £
KBS, 1S AN RA I LE ASA 251 VPN FLEfT R

E mll AnyConnect GUI 3ZZKF05E B

FIAESE A 0 (ASA) T kbt AnyConnect SRl L. SEMACR FLAT I LSO
FRE ICASCHF . (T BLAFE ASDM Sl (FI T Windows) SEILA M B LA 5 5

LLF Windows A HuAb 4 #7551 7E www.cisco.com 42 4lt:

* T Windows 1> & B AR 197 5 A AL 3 4 S

* T Windows 1> & W 45828 B AL I 5 A Hh AL #e 3 S0F
Windows ] AnyConnect #4403 2F 407 I+ AnyConnect 115 S FIERATEER M . 28 4E ASA H Nz
AnyConnect BATRIS, ASA 2 B P M. AR5 AnyConnect B BV 17 R (1) 50T

SR ST LU O oAbl 5 QBT e e, T LSRN www.cisco.com Bl KI LR #eie k2
— GRS R IR S N HIEN 2 , 5 14 00 -

I (fRfAAD
< IS0 (B
* fEiE
T

Y

< IR OISO
. B

R E R
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| mEs#ifnAdtit AnyConnect & FipFiZ 12/
7E # AnyConnect GUI X ZAF0;H 2 .

© BKAIE
* HiE
. Wil
© WL
o WA AE (BT
* k3
* PHHEFSC (759
PUR 25 2 i e v 5 AN T P s A B e 2D 1) @ N R N i GUIT SCASRIN B IR I R

* U IN e 4 AnyConnect SCARNNHE o AT DLZ I LI AR — 5 SNHs 0 sl 48 SO R — el 2
AN ID [ R SCAS, AT S S R A

© FEFTITIRIRFAEHE H B A SCA IR B A
o RESTITRIREHE I SCAR R B BSOS As, BEAT SV SRR R U [P X G A

KR SN AEN ARS8 14 00, el Ll il “PRAFBISCE” (Save to File) kS H
RSO, BT, B H S B ASDM.

15 ASA ERUBHHARR S, BRI wn BT R ST BRIy ANER, A SN DR R KR .

AR WA N ASA B i AU 0 Altiris Agent A TR E RS, AT LISK I U Gettext
(1 H 35 R F- 3% AnyConnect 464t 3% (anyconnect.po) #4624 .mo SCAF I .mo SCAF 225 31 %5 1
iy VLA SO . BORVEANE R, 1IES L 0 d vy B H %o

TR R AN PR I
AnyConnect JFANSERFF AT B ER, (HECT AZRERS
o Y/ TR SO FAS B A X I B 5K
© AR MA B TS
o BT RIS T B K EOR, AT AT HRAE UL i
o RGN A S AT R ORFF AT
© BB PR B
* NRZAGAE MR 5545 11 B -
IR .

I EHIFNAIM I AnyConnect Z Finfng iR [}



. EHIFAA L AnyConnect & ik |
NSk 4%%5 AnyConnect S AFIE 2

ININEk4R%E AnyConnect SZARFIE 2

0] DLIE sk V5 0 e 0 0T 4 R 9 HLRE 00— 45 B 2 45V 5L ID I B SCA, K 2 AnyConnect GUI
FRIRITESCE R TR RS, T LR Oy X G

* FEFTTT AR U AE h BN SCA R BE e
o BEATIT ORHEAE T B SCAR R R BISOA G A%, HEAT SO SRR [P X G A
o i “LRAFBISCAE” (Save to File)s ZiiH3CIFIFHE L T A S ASDM, DL HH B3

$IE1 76 ASDM H, %% Configuration > Remote Access VPN > Network (Client) Access> AnyConnect
Customization/L ocalization > GUI Text and M essages.

B2 BERM (Add). REK 278 Add Language Localization Entry % 1.

Remote Access ¥YPN o /X Configuration = Remate Access VPN = Metwork (Client) Access =

______ D Introduckion ArvConnect CustomizationLocalization = GUI Text and Meassages
=1 Mebwork (Client) Access Configure language translation tables that the security
-~ AnyConnect Connection Profiles appliance uses to kranslate titles and messages associated with
—li IPsec Connection Profiles the AnyvConnect ¥PM Client user interface.
yﬁﬁ Group Policies |
- Dynamic Access Policies it | ﬁ selete | dp Import | [ ©
C—'r-- AnyConnect CuskomizationfLocalization —
) ’. Resources
’. Binary
a Cust0m|zed Installer Transfnr
- Localized Installer Transform: B% Add Language Localization Entry
Address Assignment -

- T, Advanced Translation Domain: l LryConnect |
-8R Clientless SSL WPM Access e g
gy AAA/Local Users Language: ( ' !
[+ # Secure Deskbop Manager Languags Language Cade
I'J--- Certificate Mangge!'nent Chiness (PRC) o Y

----- Language Localization i - -
88 | gad Balancing Chinese (Singapare) zh-5g
_____ B DHCP Server Chinese (Taivwan) zh-tw
..... = DS Croatian hir
I'J--- Advanced Czech cs =
Danish da
Dukch (Belgiurn) nl-be
ﬁ) Device Setup Dukch (Skandard) nl
% Srenal English {fustralia) ! En-al
English {Belize) en-bz
English {Canada) &n-ca
English {Caribbean) en-029
English {Ireland) en-ie )
Frinlizh { larmaicr=t an-irm 7
. [w]'¢ ] l Cancel l [ Save to File. ] [ Help l EB
Device ... do g
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$IE3 ¥ili “iB5 7 (Language) FH74l%,
i,

TR 4 PlidwiE (Edit) JFARMENNE .

hnsk #miE AnyConnect SCAFIE 2 .

SRIEFRAE T 5 NI (en). JEEHAIR BoRTE RIS INIE 58118

AS0K B Edit Language Localization Entry % . msgid #1515 2 18] B SCA 2 7 i s O BR DA 0

WA, ANBER M. msgstr 4 H AL
ZIRFENTES A SO,

FELL R sy, FRATT4E A “Call your

2N
o

g

Remote Access ¥PN

g %

B ) T msgid HERASCAR I SCA . A msgstr 5]

network administrator at 800-553-2447" .

Confiquration = Remote Access ¥YPN = Metwork {Client)

O

‘? Inkroduction
i} Metwork (Client) Access

- ﬁ Group Policies
: Drvniamic Access Policies
=1 AnyCDnnect Zustomization/Localization

£ Cuskomized Installer TransFDrms
a‘ Localized Installer Transforms

Access = AnyConnect Customization/l ocalization > GUI

Zonfigure language kranslation tables that the security
appliance uses ko translate titles and messages associated with
the AnyiConnect YPM Client user interface,

Delste| @ Import | [ Export

| Language 1

Template

Translation Domain: |~

Language: i =]

et all our

msgid "

msgskr

|msgid "™

"The WPM client agent S5L engine en
"netvorked applications,"

msgskr "

msgid ™

"sensitive networked applications,"
msgskr "

[#: B44a6dBeceassfoal 961 5andeo7dcads

msgid "The WPH client is unable to establish a cnnnectmn
administrator at S00-58 :

#: B44atdeeceaniffal 9618a8de97dcad9

"The WPM client agent encountered a secure gatevsay protocol Failure, Close ™

"all sensitive networked applications,"

|#: B44a6dBeceas3ftal 9615a5d697dc0da

#: B44atdeeceaniffal 9618a8de97dcad9

"The wPM client agent 550 encryption encountered an error, Close all "

countered an error, Close all sensitive "

Config...

l

Cancel

[

] [ Save ko File,,

J(

Help

247139

$®5 AiiE (OK), K5t (Appl

y) PAORAT S
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TE I FOA 1% AnyConnect 2 Pk FIREIEF |

B senzs nanzegs

REEMRSANBERRZERE

UK

SIE1 M www.cisco.com FEIT R 3,
LB 2 /£ ASDM ', 3| Configuration > Remote Access VPN > Network (Client) Access> AnyConnect

Customization/L ocalization > GUI Text and M essages.

L3 1SN (Import). 244 W~ Import Language Localization Entry % 1.

PB4 N FHARPIEFESIIES .

FIS IRE M ANFHL.

P$IB6 LI BIEN (Import Now). BIRPE; LR 25 2 AnyConnect % /7 0it,  JWF H I HIEIE S .

\}

AHAKEAE AnyConnect 8T A 84 5 N H .

P i

XFAEARE BB % _EIZ4T K AnyConnect, B BAT A JERR 22 A 5L 0T, A Z00KE SR 22 4 5 T 40
KINATEN AW, IXFE HostScan 11 A ST AL .

AW EHELZFERER

)

WERBA K 0 Ey ASA —RSHRE,  HLEAEE AL A5 R g8 (Bl Altiris Agent) , JU/T] A
SRR (Bl Gettext) # AnyConnect F #R T I B H 3o RERAR M po SCIFHA N
mo S, ZJE A SCEE TR i v L AR SR

a4

GetText fll PoeEdit 4 55 = J7 #AF N i . AnyConnect GUI 5E Il [{ #7152 N ASA FRECERIA MK .mo
SO, R JE AR ATART 508 215 i 1) 75 2 g % SCPF o A FHERIA .mo m DRG0 38 — 07 AT (9l
GetText Fl1 PoeEdit) 5 U8 11 5 30 o) 7.

Gettext 5K [l GNU I H 1) 5 R P A dn 2 H iz AT . AOGEAIME R, 15217 GNU M gnu.org.
T DM FHIET GUI s R CGEFEPAE A Gettext) , il Poedit. poedit.net 42t T BhE A}
PEAE R AE ] Gettext S v &L H 5%

AnyConnect 8 2181 B &
AnyConnect I/ AL T LU A BN EAE R G5 IR STk

a4

\110n H=2 NP EEAS H kAR — . HRBHPFS: AE1("%l"). 1. 0. /~Sn.
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wEsess asa taehengs [

* %JF Windows - <DriveLetter>:\ProgramData\Cisco\Cisco AnyConnect Secure
Mobility Client\llOn\<LANGUAGE—CODE>\LC_MESSAGES

* X7 macOS 1 Linux - /opt/cisco/anyconnect/110n/<LANGUAGE-CODE>/LC MESSAGES

UK

I 1 M http:// www.gnu.org/software/gettext/ T % Gettext S TR Gettext e /E M T4 BT AL

AEIZRE 5D E.

$IB 2 7F %% AnyConnect 1AL LA R AnyConnect 74 SR AnyConnect.po A
SIB3 W, %%t AnyConnect.po 3 (ffi ] notepad.exe BRATAR] M SCSC ARG 2S ) SR MU A7 H
IR 4 1Z1T Gettext I 3G R4 LA T .po SCAFAIEE .mo SCAF:

msgfmt -o AnyConnect.mo AnyConnect.po

SRS K mo SCIFRIAE T M UH L B IR SR H 3%

EHE RS E ASA LRI EHI R P

BH P B N 2] AnyConnect [FELS A . S 8 X SEFH B e, BnM B 45 sh s n )
5RO A i g T AR AR b . I R TR T DAY %% ) s P (R AR B T R R
Brif BAS AR ) 57 o 2N BOBTRRA S 8 (R FE 40 R B I LR DR 3R A 57 T 2T
5

/LBho

Al R A B0 5 = THPAT A IF. K E GNU I H 1) Gettext SZFFEA 1] T Windows, R ZE iy
AE LRI T, HREAGEE, iS00 GNU Ml gnuorg. 8T LUMETIET GUI sz FLY G
JPAEH Gettext) , #il1 Poedit. poedit.net FHEfE T b LUF IS FRIAEGE T X PRI 7i2:.

a4

PR PR A5 5B ) AnyConnect BUVEEATELEN ASA ho BRAFIEHATILERAT, MBI
i

UK

MITFZi7 8] VPN > B AL > 1841 T H B0 1) AnyConnect #5354 . 5 H IR SO 44 A
AnyConnect.pot. HLICIFATR msgmerge.exe P74 L SCAF R M iH B H AR

4 9F AnyConnect FbR 5 5 #4

WA 238 H T Windows 1] Gettext SEFHFEST, $TIFar A 38n i td s T UL e 4. i 4
2349 AnyConnect 4:3% (.po) FIBIAR (.pot), MIIAIEEFNT) AnyConnect merged.po A

msgmerge -o AnyConnect merged.po AnyConnect.po AnyConnect.pot
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TE I FOA 1% AnyConnect 2 Pk FIREIEF |
B =505 0k Windows MBHAES

RNV RINEAE T

C:\Program Files\GnuWin32\bin> msgmerge -o AnyConnect merged.po AnyConnect.po AnyConnect.pot

iR Ad ] Poedit, W 54T I AnyConnect.po SCH, #6230 (File) > ¥TFF (Open) > <AnyConnect.po>.
R IE R LSRR A9, M POT U <AnyConnect.pot> 4 #| B 5 (Catalog) > E# (Update). Poedit
Y47t Update Summary & FR 78T 745 Fp AR 745 55 o RAFSCHE, 8 N — B3R NS

PR3 KOOI I ANIRZTE VPN > ESAMK. B3N (Import), $REES, REiksE
AnyConnect {F A F IR . K2 NS4 E 4 AnyConnect _merged. po.

E%X A% % $E Windows BIERINES
e R P ERE R ASA I R P, AnyConnect 23K ML B L E = R E A E 2 &
248 X 3k 5 I A . IR A e 3R
1E Windows I & 8L 2048 2 H R G X % '

RS

P SHEEHIER > XEFES N UHE. WU A A ik, 1 1EF# Clock, Language, and
Region > Change display language.
PIR2 € S/IXERE, JFRE NAT XSS B B A Ay 1 ik I BRI & .

N

AR WER R ENE, AnyConnect B BRINE A ZE S . B, WRAKIKT] “fr-ca” HE, AnyConnect Ff
KA REAE “f” Hk. BEFESRRET . & BRI A .

73 AnyConnect GUI £I| 2 & Hll Bl FRrFAEER

AT PRI T AR SR R AnyConnect SUfF . R 1 E5 4% AnyConnect VPN %%
J7 S A A 2% 7 ) 7 BE s AT AE T

BRI

o SERIAARR A4 25201 AnyConnect GUT AT S04 — 3. SO RERAE R g8 A A
[, Jf HAE macOS Ml Linux X 73 K/NE o B, a0 R385 Windows % F i (1) A 7 Blbs, 44
IR 1) A A bR 5 A\ A company_logo.png. 419 LAHAD SCAF 4408 L5 N, ) AnyConnect % %%
FEFPAS S A H2, WREEE B SR AT SR e 6 GUL, W& ny #0730 0] LS
FAAFART SO 44 U8 F o 05 S0
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| =E#iFaz it AnyConnect 2 FinfIR EIZF
4 AnyConnect GUI 2B 4 .

o WS N EMGAE AR SCE (W company logo.bmp) , A KIEIMGK 52 ] AnyConnect, H %21
TR R MEHAHFE SO E G flan, S company logo.bmp 35 # ke il 4, 4R
JaMlERix G, & ma ke Boniz g, HR SRS EE (SR E BREE
B Mk,

54 AnyConnect GUI 414

ATE LR A CRE SO AN 2 R K E H) AnyConnect, 1222 4B AE B i 8 B T S

L1 /£ ASDM ', %3] Configuration > Remote Access VPN > Network (Client) Access> AnyConnect
Customization/L ocalization > Resour ces.

FHIE2 ¥i5 N (Import). Import AnyConnect Customization Objects % 111 fifi Rl .7

Remote Access ¥YPM o o Configuration = Remote Access WPN = Metwork (Client) Access = AnyConnect
T Customization/Localization = Resources

O

Intraduction ~
Metwiork (Client) Access

Impott ar Export AnyConneck-customization resources ko the security appliance. These
objects will be served by the ASA on request From the AnyConnect client,

(For &nyConnect 3.0 and newer releases, graphic file used For custamization musk be .png
file and no larger than 6233 in size. For eatlier releases of AnyConnect, agraphic File musk
Script -l | be .bragFile. )

GEUI Text and Messages mporl)| [ ﬁ

Customized Installer Transforms
Lacalized Installer TransForms Platform Object Mame
AnyConnect Clisnt Profile
AnyConnect Clignt Settings
i}- Dynamic Access Palicies
53 Group Policies

&= IPsec(IKEv1) Connection Profiles

Secure Mobility Solution MName: |company_logo.png |
p Address Assignment _ )
A The name used For importing a resource MUST match one of the AnyConnect
i filenames lisked in the admin guide and within the online help

£ |

PlatFarm: |win w |
&D Device Setup

Select a file

gﬂ A (%) Local computer
Remote Access YPM Path: |C:'|,cnmpany_lngn.png | l Browse Lacal Files...
Site-to-Site YPM () Flash file system

E:;L Device Management: | | Browse Flash,

() Remate server

I Import Mow H Cancel ][ Help ]

TR 3 WAL AN A

I EHIFNAIM I AnyConnect Z Finfng iR [}
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TE I FOA 1% AnyConnect 2 Pk FIREIEF |
. Windows £ AnyConnect El#RFNE#IHR

HB4 PTG, FHREEESANKCIE. SEIIEISN (Import Now). FIAE, UM BoRIEXSHIFK A,

Windows #9 AnyConnect B #rF0EFR
Windows ¥ T A LA T

$PROGRAMFILES$\Cisco\Cisco AnyConnect Secure Mobility Client\res\

)

% %PROGRAMFILESY% #8541 R Z R AL 1. 7E K2 % Windows Z¢%6H, X /& C:\Program

Files,
Windows %3z H1 B 30142 Fi5t AR . BBR~T (B&F, Kx5) fER
about.png 24 x 24
“TZ” (Advanced) XIEHEAT EAIH O PNG
T (About) #%4 .
SR
®
about_hover.png 24 x 24
“TgR” (Advanced) MTEHEAT EAAII O PNG
T (About) #%4 .
RNAS T i #5
®
app_logo.png 128 x 128
128 x 128 Jd KRN e W H i SO AN %K | PNG
s UAER T AR LU 128 x 128 QAL LA
AN, Mo i
4
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Windows £ AnyConnect E#RF0E#4R .

Windows %2 3z 91 89 3 2 FHi5t B . BER~ (gF, Kx5) %

attention.ico 16 x 16

REFTE bR 5 1 i S s A b, | ICO
i, A U AT HE .

SN AT,
]

company_logo.png 97 x 58 (KD
FERR A BT “mg” (Advanced) Xf i | PNG
e s () 22 W] b

BRKRAND 97 x 580 WA H & XA Z %K
/Ny IEAE R ] R 25 80 97 x 58 i R LAl A
[, ek HA A

]

company_logo_alt.png 97 x 58
About X TEHEAT I A s 2w BbR . PNG

W RK/N R 97 x 58, i H e XA %K
AN, WA 2 i3 4 97 x 58 G R LA
A, e HprfH.,

]
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TE I FOA 1% AnyConnect 2 Pk FIREIEF |

. Windows £ AnyConnect El#RFNE#IHR

Windows % 3% H1 B 30142 F0i5 AR . B&BR~T (5%, Kx5) fER
cues_bg.jpg 1260 x 1024

FOEF . “E” (Advanced) B LR “ ¢ | JPEG
T (About) X UEHERT T S G .

R0 B BRI A TR A, DRI A P o) e [ 4%
wPECHLR X

erTor.ico 16 x 16
ROTIEFE A4 A RE AL B |1C0
HAHR

R

E

neutral.ico 16x 16
R A AT IEH I R SRR AR ICO
RNASTT i

El

transition 1.ico 16x 16
RAFEELE bR, ‘B 15 transition_2.ico ICO

transition_3.ico —[FAlftR, FR—ANEEZ K
Ui AP AEAS FPRAS TR (i VPN £ B2l
LU M FE RS o 3B SURESLE R,
B K IHR A EIbR A R A BEE) .
KA EE

[=]

Il 530tk AnyConnect & Pk FNR 2125
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Linux #9 AnyConnect EI#RFN#HR .

Windows %235 #0324 2 Fi5 43 EERT (% Kx@) mEm
transition_2.ico 16x 16
RAAGFCELE bR, ‘B transition_l.ico Fll ICO

transition_3.ico —[Al/R, FR—NEEZ K
Ui 20 A AEAN [FPIRES TR (4540 VPN 288
R M B RERED) o 3NEIRSUESLEOR,
B RAFGRBA E bR N e A Bk o

NG NCIRTE S

[=]

transition_3.ico 16x 16
AL EFR, '©5 transition_1.ico Fl ICO

transition_2.ico —[Allt/R, FR—NEEZ K
Ui A AEAS [FPIRES TR (8 4n VPN 285
LRV IR B LSRN o 3N RN OIS R,
B R AFGR BA B bR N e A Bk o
KA #E

(2]

vpn_connected.ico 16x 16
R VPN CIER MRS E bR . ICO
KNI
=]

Linux B9 AnyConnect B #RrFNE R
Linux FPTA AL T

/opt/cisco/anyconnect/resources/

RIS TR SO AL B2 S 1) ) s GUI X

Linux &3 7 893 4= At BA BBR~T (g%, Kx&) LR
company-logo.png 142 x 92

HYBLAE T ™ S 2 ANIE TR B 28 =] Bbs o PNG

XT AnyConnect 3.0 A ST A, A8 F R /AN
i 62x33 {85 1 PNG El &

]

I EHIFNAIM I AnyConnect Z Finfng iR [}



EHIFnZ L AnyConnect Z PinfnREi2F |
. Linux &9 AnyConnect E#RF0%ER

Linux %2 % 91 89 3 4 2 Fi5t AR B R~ (&&, Kx5) LR

CVCabout.png 16x 16
“XRT” (About) LI~ BRI EFE PNG

B

cvc-connect.png 16x 16
“YEFZ” (Connect) %4155 F1 “i%E$%” (Connection) | PNG

IR RO AR

B

CVCdisconnect.png 16x 16
“#He” (Connection) 1241 5% & 1 KI5 o PNG

E

CVCinfo.png 16x 16
“Hiih” (Statistics) EI R R R E R PNG

E

systray connected.png 16x 16

& PR N R WG A E AR PNG

[=]

systray notconnected.png 16 x 16

2 ) i AR SR BB AL R A PNG

(=]

systray_disconnecting.png 16x 16

5 P i U R B N ks R FE B T A PNG

[=]

systray quarantined.png 16x16

5 ) i o B9 I Sk s (R R A P A PNG

[&]

systray reconnecting.png 16 x 16

7% ) R RN R B A AR PNG

(=]
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mac0$ &7 AnyConnect EIFRFIEIHR .

Linux %2 %2 91 89 3 4 & Fi5t AR BBR~T (5%, Kx5) fER
vpnui48.png 48 x 48
TR KR PNG

i

mac0S £ AnyConnect B R FOE R

H AT AN SRS £ macOS _EA# ] GUI %8 H 52 (¥ AnyConnect [EIFR AR

£l 3 1% AnyConnect &= P im H5 B 314

%210) AnyConnect F S AEH 1, 175 G g A Rl AU A BRI B SCAF, IR ILEON B IE Y 224
Wy ko M P iEd AnyConnect IE#2IN,  AnyConnect # N4 B SCAF, FF7E AnyConnect F F St fi
BRI AR S s R AR, S EASRT T B SCfF . SCRF PDF I HTML SCA

B2

T GER N help AnyConnect.html [ HTML 3(fF.

$IE2 (£ ASDM *f, #F|EE > imF2ifia VPN > M4 (B Fim) i > AnyConnect B E X/A Mt > =
BEHI ST

PR3 A help_AnyConnect.xxx 3. SCRHH A F: PDF. HTML. HTM #1 MHT.

L4 /£ PC I, Ji3)) AnyConnect JFiEH: B FIG N 242 % P30 B SO N8 % ) v PCo
&% 203 B bR C B3R % Ul

WIRS Lk A ) bR w0 Y s v A T I B S p
WERF B EIFRA L, A G R H 3% LA S AnyConnect | 8RR 7 /& 75 REAT 2R A B SCAFS

T EFE R SCEE A “help ” 4y, IS AT LA R H sk —7% £ AnyConnect.html (EA4[A]
BAERSMN R -

* Windows - C: \ProgramData\Cisco\Cisco AnyConnect Secure Mobility
Client\Help

* macOS - /opt/cisco/anyconnect/help

EHIFNZA 1L AnyConnect B i1 EIEF .



TE I FOA 1% AnyConnect 2 Pk FIREIEF |
B ssansms

‘RS FNERE R

KAEVL AR, el Ui AnyConnect [ FISAT A .

o LR ORI ) i VPN 2o BATRE A Hid A 1A TR 4 OnConnect JAIAS, - A0 %
JRIAS T S SO A4 T2

o ARSI i VPN 238 FeAT DR 4k & 1 I ASFR & OnDisconnect A<, XK
A E NS B A e
{H 7505 M 4 R Ao N A A 1) 33 57 25 it VPN 21564k & OnConnect IR (R Vi 2 1247 IHIAS 1) 2
K, AHRIL& RIS EETIE R K ATE VPN 2 i A2 il ) OnConnect 4.
AR LI REAE FH J7 7 1) e e /R B A i -
* VPN 82 )5 bl B 4 SR
* VPN IE#2 fa Wi IR Eh 75, Wi 8 fm B e o
* VPN &8 G 5k 2RSS, Wit dEs a e mss .

AnyConnect 3Z£F7E WebLaunch FUS 7 )3 ) 310 J5 ) A
XL B T A AT g S RIAS, JF TR AR AT AN H AR 283 ) i AT 32 AT BIAS AEA T BALAS It

AR AnyConnect B Hh mide it TR GIMIA . AN, W ERXLEIUERBIA. AT a0k
WA FHISATIXLEIAT K, T REAEAR B X W 28 MU ™ i SRIEAT 38 ) BT JCiB A - A
FASSCRE 7R 1 AR 05 7 20 5 TR JAIAS

REN A ZE K FR PR A
TR A LU ZER AR
* SCFFIIA % & - AnyConnect {03247 OnConnect Il 4<H1—4> OnDisconnect A<, {HIX£E[H]
ASH] A B HAB A .

o A% - AnyConnect 33 3044 451 OnConnect A< onDisconnect A, ‘& & 4AFK LA
OnConnect 5k OnDisconnect J¥3k {130, I 2080 4 . AnyConnect ¥4k AT 2 (155 — A
HTAVEFC M BIAS . AnyConnect 1] PUSI R RERLIIAS (4140 VBS. Perl 5 Bash) Bl T 301

o IASE S - 2 I ANEOR AR DUR S T S S, (A ERAER ) i v 5L 2T IS AT A
Hlo A, 24 7 PRUEZe 7 s il LUR ShIHAS, A RENS Ay A Ti8 1T

* Windows 24 IR A 1 BR 76l - £ Microsoft Windows H1, AnyConnect 1 {E F] J & 3% Windows
IS VPN G 7 T SRS IAC . BRI, FH P 1R 22 A A58 it o ) PR it o FH T IX S8 A . AR
REPAT H P ERGR A HE. AnyConnect F57E Windows FATHIAS AN Bl emd % 1, Kb A
FHEE IR H LE bat SCEEFR AT R B BEAS
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5. Mikinsms ]

o A - BUATS LR, &AL B4 . NAEH] AnyConnect Bt & S0 EnableScripting 2
BOR A A . PATIZARAER, 2P i AN B SR GSAEEIA

* i GUI 2411 - & P i GUI 28 1A 8 232 1E VPN 3. OnDisconnect JIATE 23152 15
17,

* £ 64 {7 Windows HIzfTIA - AnyConnect % /7 Ui 32 7N 7E 64 {7 Windows WA HIZAT
i, AnyConnect ¥ ] cmd.exe [1) 32 A7 RAS

M1 T 32 £ emd.exe fift = 26 64 7 cmd.exe SCREMI A4S, IRELE A W] g S 70 S0 IS T A SCFF
(P A N IR AT, B AT e k. B, 32 f7ARAH) Windows 7 W] e LV EEAR 64 1
cmd.exe SCHF) msg fr 4 ({7 T %WINDIR%\SysWOW64 1)

Rk, FEQUEIIAKS, 15EH 32 A7 cmd.exe SZRFIIAT 2o

WE. MIXFOERE R
e HFRERAE RGE B S MR A . i R A TR AR RGN AT IE W 84T, W
AnyConnect th G2 1E #1217 1% BIA

B2

W G S IR A
IR 2 EPERE AN 7 K
* {iH] ASDM FJIAAE Ay —BERISCAT 3N ASA.
3| M4 (% Pik) i8] > AnyConnect B E X/ > BIA.

W AEAE H ASDM 6.3 JIRECTE S RAS,  ASA SRR IR SCAE 24 s T4 scripts_ AT OnConnect
5 OnDisconnect, LUKFZICAFAN A . 9% P o, 2R oM A T~ 8 B R vt
SHURARR. B bx H s, MBR seripts_ #74%, FF£RF OnConnect 8% OnDisconnect Fi4%. %140,
WA 5 N A myscript.bat, TJEIACKAE 22 4 % 45 1 27~ 4 scripts_ OnConnect_myscript.bat. 7
WRETFE AL L, A 7Ry OnConnect myscript.bat.

W AEAE 1) ASDM AR T 6.3, IR 2005 N B AT BLR 1S ) AR -
* scripts_OnConnect

* scripts_OnDisconnect
AHCRIAABES RS EIZAT, TR ITAT ASA T E A B B AR R AR I A o dn SRAAS A8 sl 9 46
A, S SRR A RR, IR RS A T BC R P Al e T ASA. 51
JUEEREIS,  HT AR 5 R A4 AR
o A AP E S R G TSR A i 2] VPN 23
U RS AE T, AR DU BA SR 44 A 4 -

* OnConnect
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TE I FOA 1% AnyConnect 2 Pk FIREIEF |
. H BB E AnyConnect EC & 3214

* OnDisconnect
TELLT H sk h e e A

R LAERMMAMGLE

BRIERS BH3x
Microsoft Windows %ALLUSERSPROFILE%\Cisco\Cisco

AnyConnect Secure Mobility Client\Script

Linux /opt/cisco/anyconnect

(£ Linux 1, P AURHABSE RS
PEIPEATRLR - D

macOS /opt/cisco/anyconnect/script

JBIZREL & AnyConnect Bt & 3T 14

UK

SIB1 FJF VPN L& SO gmiEss, M SNUE £ Preferences (Part 2).

$IE2 % Enable Scripting. 2%/ i £EE 25k BT T VPN 820 JH B HIA .

WIE 3 % User Controllable {7 ] LLJE F 825 H On Connect #1 OnDisconnect JHIA [F121T .

I 4 Ik Terminate Script On Next Event, A 7EIE)E £ ) — N Al 4 5 A [ SR A % g v DLZR O Fis
ATIARFE. #1, 7E AnyConnect J&3 8T VPN 2315, Wi VPN & 1545 )24 111217 OnDisconnect
WA, % 4 2% 113847 On Connect AN . #F Microsoft Windows [, % /75t 42X 1 On Connect
1% OnDisconnect I A5 3 1 BTG A & BT AR 2E T . #F macOS i Linux |, &) 44k
OnConnect 2% OnDisconnect JIA, ‘©ASZ ETHIA,

$IE5 Uk EnablePost SBL On Connect Script (BRIAEGL T JFHD nI7E SBL &7 VPN 23 176 I A5 % = iy Jid
%f) On Connect A CIIHRAH) .

\}

R IES IR NG E SO IS ASA AN, LUK R3] VPN & .

BV BE HERR

R TCIEIZAT, #2000 R Frids 2 g v 1) it .
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&2 AnyConnect APl sz E w5l

UK

L1 HIRIIAAS onconnect B onbisconnect FIZXAFR. 45 KA E A R RN EEAE RS ia 1
JEIA H 3% o

P2 LM ATIBIT A, WIRTCIE MG SATIBIT A, &P umfd ik T AR, iR A 21T
BATRI, IEH IR O 2B T AN, 2R B E R R L EE WA,

HI 3 K4F VPN & E A H &9 {XE — OnConnect I AFT—> OnDisconnect JHIAS . #1525 7 i A
ASA F# OnConnect A, RJ5 R 55— ASA 14 JG 28] 1K1 55— OnConnect A,
W2 P v REAN I AT T s AT A . W R BIA #4245 21~ OnConnect Y, OnDisconnect [
A, i HASEAEAT ] ASA S5 A, N ER A H SN A FEFH 2 VPN 208, WA 42
{15 24> OnConnect 5% OnDisconnect A, 17 HI R FahilE ik, WM ERAS 75 200 A 1 55
A7 VPN 231 .

S 4 R EAE RS Linux, i REIA SCEERALR & % & AT .

LBS LR I E SO 2B AT RS .

{& F AnyConnect APl 45 5 #0E8E E # Mz

X+ Windows. Linux 1 macOS T4 4L, %0 LA#H AnyConnect API JT A& H CLIA AT $AT H 7 ST
(UD)o It AnyConnect — i il SCAFER & 451K UL

RPN T AN FEAE RGN %) b AT RAT SRR SCAF 4

& RIRiRIERR % Pim GUI 32 % P CLI 3214
Windows vpnui.exe vpncli.exe
Linux vpnui vpn

macOS ASATREAS . H)E, HEATLl|vpn

A AR TV (it Altiris
Agent) B P GUI [
macOS & i PAT A

ATHT SIS T 5 N ASAFOFE AT, IITBORINR . %0 B AT HAT SO, T
DX AP P RS 4

BRI

o TCVEMN T 24 VA%l B B 1) AnyConnect B0 . T AR 38 Y 42 A A FCE T REBTR
A ) AnyConnect K F4L, AnyConnect &) Uit B, A4 il UL RS20 Ak 3 e il &
J 3 A S AH DG AnyConnect #4140 K ). 45 ASDM A V&8 A% ik il SO B 4 AnyConnect
g, AELEASE FH N AN S RF G T R

o p SRR ) 4 2 Al R 2 U ) 45 LS, 3 1 FH Cisco AnyConnect Secure Mobility Client GUI
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. TE I FOA 1% AnyConnect 2 Pk FIREIEF |
{&F AnyConnect CLI &%

o R BRI 3

{$ FH AnyConnect CLI i %

S8R} AnyConnect VPN & 3ifi Ay BH 35 X4 N 25 1 i 1y 2 170 AN =0 XA FH P& T P S T 0 P P 43 T i
AATFLH (CLD. BL R JULAS N T W 5 8 CLL v 248775, BLAZ AT LU I 3% CLIAE FH i dir

o JAEhR P CLIE R , 45 28 71
o i CLL fir s, 5528 T

o 7F ASA 2 1F25iE I FH 1 Windows # S R, 55 30 1T

\}

ER {F Windows Fl macOS H', [Al— NP9 H T VPN UL 8¢ CLI % #: F I0ELE SCAFE BT . 7 Linux
o, VPNUI )RRl DLUB RS fg g O, @l n B AT /e Rl N 4800 B S s A 4 R e 22
W B AN ZAGATAE P4 . {H)E, VPN CLI %8 A Linux N EFE 7ok R PR H A 1 Fn
H, I RS SRR MO B, X RTUHAT A .

—1 A Ll = P
lR#h%& Fim CLI 1271
JH 8l CLI iy 242 m 7
* (Windows) {£ Windows 3 f}:3% C:/Program Files/Cisco/Cisco AnyConnect Secure Mobility Client
)31 vpneli.exe. Xitt vpncli.exe.

* (Linux A1 macOS) 7E A4 /opt/cisco/anyconnect/bin/ H1 4 2] 344 vpn. #4471 vpn.

{EM% Pim CLl &%

WMARBAL B2 CLL, WERedt B Crias. &by MEH ar 17,
* connect |P address or alias - % F il 7 57 i ASA [
* disconnect - 7% )™ i} 5% A1 4G Hir L AR I #E
* stats - WoR T O IIER I ZTHE R
* quit - IB HH CLI A2 H A
* exit - B 1} CLI A HLAH

DA 7R B SR T P e iy AT RN 26
Windows Ay | SE & &1 {E R I

connect 209.165.200.224
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grzrmcl &2 [

AT R A 209.165.200.224 11122 W& INIERE . AF 51K EHLL RS, AnyConnect % /7 3l ik
N PR RELL, I T B R . A U s TR, DU R o ) i
WEAE L Y o ERIAMA N b n, SO EERESSR . -

VPN > connect 209.165.200.224

>>contacting host (209.165.200.224) for login information...
>>Please enter your username and password.

Group: testgroup

Username: testuser

Password: **x**xkxkxx

>>notice: Please respond to banner.

VPN>

STOP! Please read. Scheduled system maintenance will occur tonight from 1:00-2:00 AM for
one hour.

The system will not be available during that time.

accept? [y/n] y

>> notice: Authentication succeeded. Checking for updates...
>> state: Connecting

>> notice: Establishing connection to 209.165.200.224.

>> State: Connected

>> notice: VPN session established.

VPN>

stats
BORMANERM G E R Bl

VPN > stats
[Tunnel information]

Time Connected: 01:17:33
Client Address: 192.168.23.45
Server Address: 209.165.200.224

[Tunnel Details]

Tunneling Mode: All traffic
Protocol: DTLS

Protocol Cipher: RSA AES 256 SHAIL
Protocol Compression: None

[Data Transfer]

Bytes (sent/received): 1950410/23861719
Packets (sent/received): 18346/28851
Bypassed (outbound/inbound): 0/0
Discarded (outbound/inbound): 0/0

[Secure Routes]

Network Subnet
0.0.0.0 0.0.0.0
VPN>

“WrFFiEIE” (disconnect)
K SE T %+ .

VPN > disconnect

>> state: Disconnecting

>> state: Disconnected

>> notice: VPN session ended.
VPN>
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TE I FOA 1% AnyConnect 2 Pk FIREIEF |

B 7= AsaiE2iERT R I Windows 2558

7 ASA #&1F

quit =% exit

HAP AT AN 2 ARK R ) CLI AT B )4
quit

goodbye

>>state: Disconnected

Linux 2t macOS

/opt/cisco/anyconnect/bin/vpn connect 1.2.3.4

T SRy 1.2.3.4 1) ASA [HE R

/opt/cisco/anyconnect/bin/vpn connect some asa alias

TSR E SO AL S ASA IiER:, IR R4 some_asa alias DS R F) H ik

/opt/cisco/anyconnect/bin/vpn stats

WIoR KT 1% vpn ER G THE B

/opt/cisco/anyconnect/bin/vpn disconnect

Wi FiZ vpn 206 CIRAEAED

£ 1ERTPE IE Windows 38 158 2

WREE L A ASA KA TEE B A K2 L AnyConnect 231, K 7] 243 H 7 SR BUF Windows 4t
HH

The secure gateway has terminated the vpn connection. The following message was received
for the gateway: Administrator Reset

AT REAA B BRI B (Bltn, B4 CLI iy 4 Ak VPN BRI o 0] DUE R E 5 s B n
FOHT A 803 g CLI R BHIE 2 s b o R IR s T 9 AT e VB CLI % 5

C:/Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client>vpncli
Cisco AnyConnect Secure Mobility Client (version 4.x).

Copyright (c) 2016 Cisco Systems, Inc.

All Rights Reserved.

>> state: Connected

>> state: Connected

>> notice: Connected to asa.cisco.com.

>> notice: Connected to asa.cisco.com.

>> registered with local VPN subsystem.

>> state: Connected

>> notice: Connected to asa.cisco.com.

>> state: Disconnecting

>> notice: Disconnect in progress, please wait...

>> state: Disconnected

>> notice: On a trusted network.

>> error: The secure gateway has terminated the VPN connection.

The following message was received from the secure gateway: Administrator Reset
VPN>

34t BT LLAE Windows VENEE S, FEAL T LU AL E & m e & BaId— R
SuppressModalDialogs ] 32 f ARG E(E . 287 iiphi i &% 4 FK, (H2 20 HAE :

* 64 {\/ Windows:
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AE# AnyConnect E HI FIA 3R (L 31T ISE FBE .

HKEY LOCAL MACHINE/SOFTWARE\Wow6432Node\Cisco\ Cisco AnyConnect Secure Mobility
Client

* 32 £/ Windows:
HKEY LOCAL MACHINE\SOFTWARE\Cisco\Cisco AnyConnect Secure Mobility Client

AE#& AnyConnect ZE§| FAZK 1 {1317 ISE ERE
#E % AnyConnect Zx it { 3R 45 61

AnyConnect AL HRZE G207 F T At AnyConnect (1% 43 SO RN 22 25 R 3 45 SCPR IR R 46
A B4 SO ISE AnyConnect BEY5 ) —#853, 1% T A ISE [7) 1) /7 #52 AnyConnect. It
FE45 SO ) A 75 1 AnyConnect #5858 WS SCREITE 35 AT 8 S0, b fE b g

FHiaZ |l

ISE 23K 7E Ji AnyConnect AXHi (L AHZH (b 20 i 1) —E I 642 . 1E Gettext "4 RIS 1 Hs
e HTHATH AR I SCAS po %30, MIFEISATINAL T i) e id g B — 1] .mo %30, AT Gettext
T H msgfmt 5841 . M http://www.gnu.org/software/gettext/ % Gettext 5 F 2 HAE B H T4 B
A TN CRZEREH SN E %223 Gettexto

32

S SRHIFAEE AnyConnect 3554l FH 1046 3% S0 F .
a) fE www.cisco.com _I:ffJCisco AnyConnect Secure Mobility Client Software Download TT1fii I, T#;
J¥TIF AnyConnect-translations— (H¥D .zip X

PR A SO L5 R B R T A 1 35 e 45 *.po U
b)  CH[IE) AT B SR IREE E T BRG] i AT AT H A e e S0 (Fopo SCAED
c) 1817 Gettext 11 BT PEas LLMIE IEAEH 254 * po SCAEEIEE * .mo SCAF:
msgfmt -o AnyConnect.mo AnyConnect.po
$IB 2 %% AnyConnect 3735 FH )5 6 S04
a) AT BN TAEXK b eI 44 110n [ H .
b) NEAEMHEMNESA 11on FOIEHSR, DIESMREMHA.
#ltn, fr-ch AAREE OINELXD .
) KA A P R TN M 44 1 H .
THIPRATAT *.po SUAF AR L i O e o ARERKE * mo SRR SC A

Hor g 5 LURREL P iRl OInso o A askif A H i i ik .

110n\fr-ch\AnyConnect.mo
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B &5 AnyConnect E51imHE

SIE3

\he\AnyConnect .mo
\ja\AnyConnect.mo

(UEH T Windows) SREUFEUE S AnyConnect 3885 BT ] 018 5 A4 #5300 F .
a) fF www.cisco.com _I:ffJCisco AnyConnect Secure Mobility Client FJ4k{f F &1, FEIFHFEE
T T AL 40 SO i SO 2O 2 R e e Y F T 22 R 7 e«
B4R A48 anyconnect-win- (JiA) -webdeploy-k9-lang.zip.
iR T 5 AL SO IO RROAS 6 250 5 RS K A58 A HT ) AnyConnect JiAS—30. 24 7H 3
AnyConnect [FHTRRASIN, 34 06 S50 A b AV AR 2060, 4 F 19078 35 AR AL SCAFTH4 21 [R) —
JRAR .
b) BV B ORI E B 1 I 1 S A e ST A
(& T Windows) 4% AnyConnect #5251 FH AOTE 5 A Hutk SCA%.
a) FEAHTHEHLR ] TAEX 4 4 mst 1 H 3.
b) NEAFTHHMNMESEmst FOEHZ, LUESRISMm4.
#lhn, fr-ch AREEE OINELX
o) KBS SATE T AL SN TG G 44 1) H .
WA, S H kR 5 LU 25k 2R 10
110n\fr-ch\AnyConnect.mo
\he\AnyConnect.mo
\ja\AnyConnect.mo
mst\fr-ch\AnyConnect_ fr-ca.mst

\he\AnyConnect_he.mst
\Jja\AnyConnect ja.mst

A5 FH AR s 4 55 P RS oK At ) 5 49 s 4 2135 >4 i 44 I SR, il
AnyConnect-Localization-Bundle- (JRA) .zip, LIAIZEE AnyConnect AHBALIHLLAL

T—F Mt 4

¥ AnyConnect A AL AR ZE 0154 ISE AnyConnect B85 (F -1 ] 7 #8%% AnyConnect) [#)—#57) |
%% ISE.

#E#% AnyConnect & &3 41 €1

AnyConnect 5E HllHHZ8 0L 12 105 & ] AnyConnect GUT %5, SEHIFHE I S, VPN AR 22 3578 7> 4%
e () 40 0. IR SCPE /& TSE AnyConnect B 10—#84, %% H T M ISE i) F P
AnyConnect. &1 H & W1F -

win\resource\
\binary
\transform
mac-intel\resource
\binary
\transform

[l E#iFnAt (L AnyConnect & ik fii 1257



| mEs#ifnAdtit AnyConnect & FipFiZ 12/
#e4% AnyConnect Z5iA4E JJ]

H 52 X AnyConnect 205 & 4E Windows F1 macOS *F- 5 ) resource. binary fl transform
T HEH, BRI

* 5> resource T H#A &%V G BT A E H] AnyConnect GUI 414
LA IX LB, 15254 AnyConnect GUI Al g i il bR Rk , 28 16 WL,
* 8> binary 7 HRMEE %G FE B B SCHER VPN JIA
* LRI AnyConnect # B SCAF, 1S A GIEIF A% AnyConnect %) 5 7 B SCIF 55 23 Wit
© B VPN JIAS, TS RS A, 5 24 T

* TS transform 1 H R F %V G L3R P i 4
o L0 Windows JE il e P, 1EZ 0 15 U247 (Windows) , 25 2 1T

» A macOS LEFR) P, 1555 1 ACTransform.xml 7F macOS [ H & X %252 ¢
ITHh, F 81

FHiaZ |l
#E7% AnyConnect jE i[RI |, SG ORI ITAT L ZEIAE B4 1T

UK

LB EARHTH LI TAEX Ak H s 451

P2 ff resources HFE FEEA TG 1 #] AnyConnect GUI 3. BA OIS M 44, H K FRAN
BRI RN B

B3 ff binary HX FABUEH] help AnyConnect.html 3ff.

P$IB 4 7F binary H3 FA7 VPN OnConnect Fl OnDisconnect JHIAS A SLiE FH AOATAn] SLABREIAS

$IRS 1 transform Hk FAFBAFE T-1 6 I 3R e o

IR 6 Al FRIE 2 S R P4 0 H S 4540 PR 46 2138 i 4 1 SC PR, ol
AnyConnect-Customization-Bundle.zip, LA AnyConnect 3& 4R

T—F 4

% AnyConnect & 45045 4 ISE AnyConnect %3 (T 17 I )7 #%8 AnyConnect) )4 A%
| ISE.
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