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TRR AL AR ST com.cisco.anyconnect.macos.acsockext
Ry R NetworkExtension

I LA WebContentFilter §7 8 i B R HLHEY ™ 1 8 256 yE s 41

% =l
AutoFilterEnabled false
FilterBrowsers false
FilterSockets true
FilterPackets false
FilterGrade g e

FilterDataProviderBundleldentifier

com.cisco.anyconnect.macos.acsockext

FilterDataProviderDesignatedRequirement

anchor apple generic and identifier
"com.cisco.anyconnect.macos.acsockext" and
(certificate leaf]field.1.2.840.113635.100.6.1.9] /*
exists */ or certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and
certificate leaf[field.1.2.840.113635.100.6.1.13] /*
exists */ and certificate leaf[subject.OU]| =
DE8Y96K9QP)

PluginBundleID com.cisco.anyconnect.macos.acsockext
VendorConfig
UserDefinedName J8FF AnyConnect N 2510 £ 2%

i\ E AnyConnect R4 &

BN AnyConnect RAY 215 CORIHEIF S, 11817 systemextensionsct list iy 4

)

% systemextensionsctl list
1 extension(s)

--- com.apple.system extension.network extension

enabled active teamID bundleID (version)

[state]

* * DE8Y96KI9QP com.cisco.anyconnect.macos.acsockext
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SUMMARY STEPS

1. A BRI ORI SystemPolicyKernel Extensions 71 280 ek DA R ¥ B kL #E AnyConnect W AZ 4T
J&:

2. i24TLLF 2350 AnyConnect 15 I R G I THRE I ALY R &« RGOK LR A AL
B4EIE. % sudolaunchcetl unload /L ibrary/L aunchDaemons/com.cisco.anyconnect.vpnagentd.plist
& & /Applications/Cisco/Cisco\ AnyConnect\ Socket\ Filter.app/Contents/M acOS/Cisco\ AnyConnect\

Socket\ Filter -deactivateExt & & echo kext=1 | sudo tee /opt/cisco/anyconnect/acsock.cfg & & sudo
launchctl load /Library/L aunchDaemons/com.cisco.anyconnect.vpnagentd.plis

IBATRA N fir 4 USRS 75 IR XY i : % kextstat | grep com.cisco.kext.acsock

DETAILED STEPS

S N E U SystemPolicyKernel Extensions £ 2 ik LT 52 B K #E#E AnyConnect PRS-

bedes &

AR AT DESY96K9QP
T AR IRAT com.cisco.kext.acsock
MDM Wi & A AT 2255

FIR2 iz F 2380 AnyConnect 15 1] RGEH REIFIT AR WAL RERI i@« RGURH P I8 N HEL SR IE . % sudo
launchctl unload /Library/L aunchDaemons/com.cisco.anyconnect.vpnagentd.plist & & /Applications/Cisco/Cisco\
AnyConnect\ Socket\ Filter.app/Contents/M acOS/Cisco\ AnyConnect\ Socket\ Filter -deactivateExt & & echo kext=1
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| sudo tee /opt/cisco/anyconnect/acsock.cfg & & sudo launchctl load
/Library/L aunchDaemons/com.cisco.anyconnect.vpnagentd.plis

PR3 BTN A& IR 5 CNBNZY i : % kextstat | grep com.cisco.kext.acsock

AR AnyConnect oV MBS NZY &, ERATE R 51T,

W E B RGH R

WRER TACHIIMER T RGP I GFEER T BRI N BIR) , WnE47 Ly
4, F87~ AnyConnect V4[] RGEH Jie:

% sudo launchctl unload /Library/LaunchDaemons/com.cisco.anyconnect.vpnagentd.plist && sudo
kextunload -b com.cisco.kext.acsock && sudo rm /opt/cisco/anyconnect/acsock.cfg && sudo
launchctl load /Library/LaunchDaemons/com.cisco.anyconnect.vpnagentd.plist
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<?xml version="1.0" encoding="UTF-8"7?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">
<dict>
<key>PayloadContent</key>
<array>
<dict>
<key>AllowUserOverrides</key>
<true/>
<key>AllowedKernelExtensions</key>
<dict>
<key>DE8Y96K9QP</key>
<array>
<string>com.cisco.kext.acsock</string>
</array>
</dict>

<key>PayloadDescription</key>
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<string></string>
<key>PayloadDisplayName</key>
<string>AnyConnect Kernel Extension</string>
<key>PayloadEnabled</key>
<true/>
<key>PayloadIdentifier</key>
<string>37C29CF2-A783-411D-B2C7-100EDDFBE223</string>
<key>PayloadOrganization</key>
<string>Cisco Systems, Inc.</string>
<key>PayloadType</key>
<string>com.apple.syspolicy.kernel-extension-policy</string>
<key>PayloadUUID</key>
<string>37C29CF2-A783-411D-B2C7-100EDDFBE223</string>
<key>PayloadVersion</key>
<integer>1</integer>
</dict>
<dict>
<key>AllowUserOverrides</key>
<true/>
<key>AllowedSystemExtensions</key>
<dict>
<key>DEBY96KI9QP</key>
<array>
<string>com.cisco.anyconnect.macos.acsockext</string>
</array>
</dict>
<key>PayloadDescription</key>
<string></string>
<key>PayloadDisplayName</key>
<string>AnyConnect System Extension</string>
<key>PayloadEnabled</key>

<true/>
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<key>PayloadIdentifier</key>
<string>A8364220-5D8D-40A9-Af66-1Fbfef94E116</string>
<key>PayloadOrganization</key>

<string>Cisco Systems, Inc.</string>
<key>PayloadType</key>
<string>com.apple.system-extension-policy</string>
<key>PayloadUUID</key>
<string>A8364220-5D8D-40A9-Af66-1Fbfef94E116</string>
<key>PayloadVersion</key>

<integer>1</integer>

</dict>

<key>Enabled</key>

<true/>
<key>AutoFilterEnabled</key>
<false/>
<key>FilterBrowsers</key>
<false/>
<key>FilterSockets</key>
<true/>
<key>FilterPackets</key>
<false/>
<key>FilterType</key>
<string>Plugin</string>
<key>FilterGrade</key>
<string>firewall</string>
<key>PayloadDescription</key>
<string></string>
<key>PayloadDisplayName</key>
<string>Cisco AnyConnect Content Filter</string>

<key>PayloadIdentifier</key>

<string>com.apple.webcontent-filter.339Ec532-9Ada-480A-Bf3D-A535F0F0B665</string>

FMi%: 5 macOS 11 (Big Sur) #85#J AnyConnect 52X .



Mi%: 5 mac0S 11 (Big Sur) #85<#5 AnyConnect ¥ 24 |
B Anvconnect R sein oz Rt R 5] MDM BB ST 4%

<key>PayloadType</key>
<string>com.apple.webcontent-filter</string>
<key>PayloadUUID</key>
<string>339Ec532-9Ada-480A-Bf3D-A535F0F0B665</string>
<key>PayloadVersion</key>
<integer>1</integer>
<key>FilterDataProviderBundleIdentifier</key>
<string>com.cisco.anyconnect.macos.acsockext</string>
<key>FilterDataProviderDesignatedRequirement</key>
<string>anchor apple generic and identifier
"com.cisco.anyconnect.macos.acsockext" and (certificate leaf[field.1.2.840.113635.100.6.1.9]
/* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] =
DE8Y96K9QP) </string>
<key>PluginBundleID</key>
<string>com.cisco.anyconnect.macos.acsock</string>
<key>UserDefinedName</key>
<string>Cisco AnyConnect Content Filter</string>
</dict>
</array>
<key>PayloadDescription</key>
<string></string>
<key>PayloadDisplayName</key>
<string>Approved AnyConnect System and Kernel Extensions</string>
<key>PayloadEnabled</key>
<true/>
<key>PayloadIdentifier</key>
<string>A401Bdc2-4Ab1-4406-A143-11F077Baf52B</string>
<key>PayloadOrganization</key>
<string>Cisco Systems, Inc.</string>
<key>PayloadRemovalDisallowed</key>
<true/>
<key>PayloadScope</key>

<string>System</string>
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<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadUUID</key>
<string>A401Bdc2-4Ab1-4406-A143-11F077Baf52B</string>
<key>PayloadVersion</key>
<integer>1</integer>

</dict>

</plist>
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