E ) O A< 1 4. AnyConnect % /7 i F1 %

* &% AnyConnect ZZ3AT R , 55 1

* JiJ1) DSCP Fiift , %59 0t

* WE AL DHCP g asif i, 25 10 0T

* 5] AnyConnect GUI ARV &, 25 10 1T

* 4 AnyConnect GUI B 5& Hil I bR AR , 5 16 1T

* QI EA% AnyConnect 25 7 s #i W) S/, 26 23 1t
G HEE A, 25 24 1T

* ffiH] AnyConnect API %5 FISE E I H 25 27 0T
* {#ff§ AnyConnect CLI f7% , %f 28 U

* 4% AnyConnect 3E HIAIA AL HEAT ISE #0235 , 26 31 7L

{&24 AnyConnect 21T A

E

* Web i {1 AnyConnect Web A 3)), J&3& & Jo% F o SSL 1/ —#57.

A
MO
it

A LARE I8 7 7 i

SSL 17, fHAGEEHIT T/ ¥ AnyConnect #73. #illn, Afewd| “H3) AnyConnect” (Start

AnyConnect) %411 .

ZHE PRI R IR

NG OL R, R % iR S s, s i) JERHZ A 5C%0 ) CUR HTRTIEAE AL ) D RE AT
Bl A AR R SefE BALIRATAT AR TR AR5, DURERERE AT UKol ke, wl Sk, PERE

DUEPRKLN

SRR % RS R B, T R B4 61 CustomerExperience_Feedback xml
. WA 1L AnyConnect iS5, H41% CAF i 44 4 CustomerExperience Feedback.xml, 28 K ik
TE C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\CustomerExperienceFeedback\ H 3%

oo A I A IR S AR QAR Y, I RDRE SO T8 25 2 AnyConnect. SR Y45 R, Ui

EHIFNZA 1L AnyConnect B i1 EIEF .



TE I FOA 1% AnyConnect 2 Pk FIREIEF |
B 25 H Windows)

FI 7T AnyConnect ] “ICT” (About) S5, SRJGIUE MR E SRS R IBEECRTE « O e 3epid
He” (Installed Module) #4341 Hi

AR RN 5 B4R 2 7 AR S A

o BRI RO BREE CE SCI - IOk R R ARG S IR 35 (Enable Customer
Experience Feedback Service), F4) & Hc & A

* MST 3CfF - M anyconnect-vpn-transforms-X. X . xxxxx.zip FH £
anyconnect-win-disable-customer-experience-feedback.mst 3 {4,

12222 1T/ (Windows)

{FFHLL R Windows 2235 A% 2 8 2 kA5 2 AnyConnect 2235474 . 75 ISO Wi, 22852 % setup.hta
#& HTML A9 oo BAgw#s o

\)

¥ AnyConnect ASZFF Windows Installer ADVERTISE #5X

© WRITBH - A WEAD BN S HAL i B i S AT 2R msiexeco MITVAMI T HUAE, M
ERHRE A SRR Ik

GHREI P - ] DT A s e e P Jm kR . 20 TR FOl@ . — Mg TR
& Microsoft Orca. Orca . F.J& Microsoft Windows Installer #X {1 & £4F (SDK) [)—#4y, 14
E1E Microsoft Windows SDK . Z3RHX Windows SDK, 1% 42 http://msdn.microsoft.com,
SRG IR 51 Windows AN M) SDK - F .

B AT T . CH R ERE PR 2R et U R 2 i e e e T I 4%
Fo ) BT A ANTEN T B ORI, TR S4B AR # E

PR
AnyConnect FIEHE < AR E il o

FFEH % Fin &3 H Windows Z3E12FE 14
PLT Windows %% f% /7 J& 1 1] 7E il AnyConnect %%, 15VER, %k n] LM Microsoft S ## IR %
HoAth Windows 222572 7 J& P o
* Resetting the System MTU - 24 VPN 2352 /7 8k (RESET_ADAPTER MTU) B'E 4 1 i, %%
P24 P Windows MG IE LA MTU & B E A EAME. WAERIHZI RS, HEOrv 4
o
* WH Windows i€ - BIBHEUCN B L2 H 452 747 B Cisco AnyConnect Secure Mobility
Client? f o S 2 PR RSN IR, 2228 e nT (L8t e DhRe, By 1L P FIAS Hh A B O
KT 11 AnyConnect 55 o #8538 ] AT H i 25 2% it i iy 2 Fe m FF ke A5 1 e 45
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AnyConnect #3249 Windows Z2:18FE 14 .

0T VPNL M35 ) & FE 8% . Network Visibility Module #1 Umbrella & il 2245 #iHe i) MSI %

BT F— N AR B (LOCKDOWN). 4 LOCKDOWN #8 AN, 2 ErH
JEAS M B DA TR ) 12 2B R SRR ) Windows IR S5 o FRATTEE I A FH B AT AL A s 51
AR BB MR YE, IR AR N T84 EBUE AR MSL 2R . #7] LM Cisco AnyConnect
Secure Mobility Client®F T 3 T T 23 e .

WA E AL L P i LA A B AN AR R, WA 2N RS 2R e B e SR k. IR
LR, JCTRINER . BRARE IR ke

N

®

£ AMP J& FFE P 22 35 R 5 VPN 2238 R e e e 1

3

TFIA ActiveX #54F - FTEBRUE DL T, FIIARA ) AnyConnect 75 T VPN AR 25 43¢ VPN

WebLaunch ActiveX 1. M AnyConnect3.1 JF4f5, BRIMEHL T4 VPN ActiveX #8122

VRS S AERA RBRAIC B d 4

TETIH S AnyConnect &/ S FI AT EALER I, 40 AT 20K VPN ActiveX #445 AnyConnect —
)23, %208 NOINSTALLACTIVEX=0 £ I5fl msiexec 54 .

Hiding AnyConnect from the Add/Remove Program List - 7] )\ FH " Windows Control Panel H[1]

Add/Remove Program 1) 1 Bl £ % 4¢ (1) AnyConnect BEHR . 1] 22 e AL 1%
ARPSYSTEMCOMPONENT=1 A B 1EiZ AR H R 7F e e R P I sl v

PR BUEAT H BA TP AL 7= 91 A 4R B B R, AT A 48 I FH - 65 A B R P g B Bk
FIEFAS MSI 2235727 . #50] LL M Cisco AnyConnect Secure Mobility Clientf {4~ 3% T~ 27~

et o

AnyConnect 53R #7 Windows L2 FRE

N RARAI MST e iy 4 A7 Vi AN G B SCPFEA E  7R fo

ERIEAREIR

wEMBEEXH

B VPN BhfEN AnyConnect A% /0y F ity
CHE 22 JE ST B 3 D

msiexec /package
anyconnect-win-version-predeploy-k9.msi /norestart
/passive PRE_ DEPLOY DISABLE VPN=1 /lvx*

anyconnect-win-vergon-predeploy-k9-install-datetimestamp.log

A VPN IIHEM) AnyConnect #2004 7 bt

msiexec /package
anyconnect-win-version-predeploy-k9.msi /norestart
/passive /lvx*

anyconnect-win-verson-predeploy-k9-install-datetimestamp.log

EHIFNZA 1L AnyConnect B i1 EIEF .



. AnyConnect 13k 47 Windows 2 FE 14

EHIFnZ L AnyConnect Z PinfnREi2F |

BRI AIER S AR
7 AT msiexec /package

anyconnect-win-version-predeploy-k9.msi /norestart
/passive

DISABLE CUSTOMER EXPERIENCE FEEDBACK=1
/lvx*

anyconnect-win-verdon-predeploy-k9-install-datetimestamp.log

Z AR T H (DART)

msiexec /package
anyconnect-win-version-dart-predeploy-k9.msi
/norestart /passive /lvx*

anyconnect-win-verdondart-predeploy-k9-install-datetimestamp.log

SBL

msiexec /package
anyconnect-win-version-gina-predeploy-k9.msi
/norestart /passive /lvx*

anyconnect-win-\verSon-gina-predeploy-k9-install-datetimestamp.og

W2 i A PR

msiexec /package
anyconnect-win-version-nam-predeploy-k9.msi
/norestart /passive /lvx*

anyconnectwinversonam-predeploy-k9-install-datetimestamplog

N

msiexec /package
anyconnect-win-version-posture-predeploy-k9.msi
/norestart/passive /lvx*

O il g

ISE # ity 22 4= VAl

msiexec /package
anyconnect-win-version-iseposture-predeploy-k9.msi
/norestart/passive /lvx*

P bk kO sl et g

AMP J5 HIFE P msiexec /package
anyconnect-win-version-amp-predeploy-k9.msi
/norestart/ passive /lvx*
anyoonnectwin\ver Sonamp-predeploy-k9-install-datetimestamp log
W 2% ] R PR R msiexec /package

anyconnect-win-version-nvm-predeploy-k9.msi
/norestart/ passive /lvx*

anyconnectwinrver' SorHvim-predeploy-k9-install-datetimestamplog

Umbrella &7 22 4R

msiexec /package
anyconnect-win-vergon-umbrella-predeploy-k9.msi/norestart/
passive /lvx*

anyconnect-win-verson-predeploy-k9-install-datetimestamp.log
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prnzerrrreaanzeins [

REFREEFERSANBENRERE
A5 ERPHR AL Windows B4 5\ FIERN 22 4% 6 L1607 DS IL T M8

$£I81 £ ASDM 1, #:%| BLE (Configuration) > Z#2if 8] VPN (Remote Access VPN) > W4& (& Fifm) ifia (Network
[Client] Access) > AnyConnect ZE fll/Z< 1t 1£. (AnyConnect Customization/L ocalization) > X #l| & 2512 FF 4% 3k (Customized

Installer Transforms).
L2 nikEN (Import).

Ao “F A AnyConnect JE %14 ” (Import AnyConnect Customization Objects) % I

Remote Access ¥PN

0

g

X Configuration > Remote Access ¥PN > Metwork {Client} Access >

“? Introduction
)} Metwark (Client) Access

-8} Group Policies

i Resources

’.. Binary

Sy Address Assignment
t- 1) Advanced

-1 Clientless S5L WPN Access
-y Aon/Local Users

B Secure Deskbop Manager
-5 Certificate Management
----- " [ Language Localization
28 | nad Balancing

----- fﬁ' DHCF Server

----- B DS
- Advanced

| &) Device Setup
g;a Firewall

..
B

AnyConnect Connection Profiles
i IPsec Connection Profiles

’u GUI Text and Messages
' “ustomized Installer Transforms
" Localized Installer Transforms

Dynamic Access Palicies
=T AnyConnect Customization Lacalization

AnyConnect Customization/Localization > Customized Installer Transforms

Import ar Expart AnyConnect-customization objects ko the security appliance. These

objectsuil be served by the ASA on request from the AnyConnect client,

| kFor Ohiject MName

/]

B Import AnyConnect Customization Objects

; -
Marne: 50ur_cnrpnrate_|con| |

Platfarm: iwin ~|

Select a file

() Local computer

Path: [ ADocuments and Settingsiuseridiiy : [ Browse Local Files. .,

(") Flash file system

() Remate server

[ Import Mow ] l Cancel ] l Help l
- | [t}
i o
docs 15 5409 10:10:34 AM EDT 5

PR3 AL P AR o BRI FRIE T 2R e SOz TR . S5 mT LLAE T LT iR R 2 )

SIS R FH e 4t

a) _namemst: N T ITAT %A

b) <moduleid> name.mst:

JO2FH B AN R 2 R

¢) namemst: YN H T VPN 385

EHIFNZA 1L AnyConnect B i1 EIEF .



TE I FOA 1% AnyConnect 2 Pk FIREIEF |
. ZS 144 AnyConnect 2 FRE

PB4 GG, JHREE AR, R IZBISN (Import Now). B SCRo 3 R RS TE 2236 B P ek i

7514, AnyConnect L2 F R 5
180 LR AnyConnect “Z3ERE I BRI B . ASA {4 e D BER BN 3F 2 35 B 7 Won O R . 1%

o W e s, HARFRIR UG 225 44 1K) MST ANAR . IX SSAL Bl F 22 3 R e o, TIANEIR
Frii GUI BR%E.

\}

E8  AnyConnect IR MAN A FEA AL G e, B9 03 AT AE_BALS A BT 4K A F 1) AnyConnect 3K AL ¥
e PARS| HIEN 22N WIS A IR A AL 3, TR PRAE _LAL 3711 AnyConnect 2K {163
i H cisco.com (1] 55 T A BE BT Lo A 46t

FeATT H A 30 ME S M. IXEEEEHAE cisco.com ) AnyConnect 0 F N4 LI BA R IHI Y zip SCAF
ﬁéi\l%{;’\:

anyconnect-win-<VERSION>-webdeploy-k9-lang.zip
LEBESCEF, <VERSION> /& AnyConnect FIRA (140 4.3 xxxxx)

AERSEL B T T R a4 Comst SCHF) o R TF RN e fE ] P 3 AL 108 5 A 2 FRATIER AL (1) 30 F
WH 22—, BT A AR IR I G 5 $ A ASA. ] Microsoft ¥4 i g 4
Orca, 7 LMEEINA 23 DL LGHT 0. Orea #&& Microsoft Windows 22357 7 844 IT K A4 (SDK) 1)
—¥k4y, HELE Microsoft Windows SDK .

BARMUNZEEFERENBENZEIRE
DL LR Son a5 ] ASDM #5555 N ASA.

$IE1 /£ ASDM ', 3| L& (Configuration) > i#2i71a] VPN (Remote Access VPN) > [4& (& Fim) 18] (Network
[Client] Access) > AnyConnect ZE#I/ZA 4t (AnyConnect Customization/L ocalization) > Atk %2 22 2 [F 45 1%
(Localized Installer Transforms).

L2 1 EHEEN (Import). RGBT “F N MST i 5 AHu{k” (Import MST Language Localization) & I :
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Somote Acceas NEN,

0
=
=

paspimzEirrrenanzeis [

: ‘? Introduction
=5} Metwork (Client) Access

AnyConnect Conneckion Profiles
~li IPsec Connection Profiles
m Group Policies

Bl Dynamic Access Policies
ELJ-- AnyConnect CuskomizationfLocalization
3, Resources
Binary
Gl Text and Messages
Customized Installer Transforms
L taller Tr: s
=5 p Address Assignment
E+J Advanced

Configuration = Remaote Access VPR = Mebwark (Client) Access = AnyConnect Customization/Localization = O

Localized Installer TransForms

Configure language translation tables that the security appliance uses to translate AnvConnect messages
implemesked through MST {Microsoft Transform File format),

Language Translation Table

|'+] (R Clientless S5L WPM Access
& AasfLocal Users Select afile Language Language Code
- a‘“ Secure Deskkop Manager :
i Slovenian =l
Certificate Management @ fatae s b
Language Localization Path: | or |n ——
8.8 | gad Balancing S i (Spair)
fi5' DHCP Server (" Flash file system Spanish (Argentina) gnaL
=l DRS ~ |5panish (Bolivia) es-bo
Advanced | |5panish {Chile) es-l
() Remote server Spanish (Colombia) Es-co
), Device Setup : Spanish (Costa Rica) es-cr
o |5panish (Dominican Republic) — |es-do
gﬂ Firewall [ ] [ Spanish {Ecuadar) es-a0
e Import Mow Car|spanish (El Sakvador) Bs-5y
€25 Remote A WP
| 0L LECEEE Spanish [Guatemala) es-gt
gﬁ Site-to-Site YPH Spanish (Honduras) es-hn
B ' Spanish (Mexica) ES T
E:g) Device Management Spanish (Micaragua) es-ni
o | E Spanish (Panama) Es-pa
= Spanish (Paraguay) Es-py
= Spanish (Paru Es-pe
docs 15 & - feeec) - 2
Spanish (Puerto Rica) es-pr
Spanish (Uruguay) Es-1y

P33 PilHET (Language) FHIFIE, EEEH FULFR—MiES RPN S) o WRIETFIMAGS, Wi
PRAT X 28 R E R VUM AR o

FEA P EIS AN (Import Now).
W 7R O TN RS B R

$ES N (Apply) A7 FE X

TE M 2 BRA K 0 5 Fa e A P PR (ES). N WRTE Languages 413111 H T AnyConnect [P
Y VBB e 4 o

I EHIFNAIM I AnyConnect Z Finfng iR [}



TE I FOA 1% AnyConnect 2 Pk FIREIEF |
B =3z (macos)

Configuration = Remote Access ¥PN = Metwork (Client) Access = O

AnyConnect Customization/Localization > Localized Installer Transforms

Configure language translation tables that the security appliance uses to kranslate
AnyConnect messages implemented through MST (Microsoft Transform File Format).

@ Import | [Z Export | [ Delete

[ Language Language Translation Table

|

247117

12 &4 1TH (mac0S)
AnyConnect ZHFE T ICIEARMIA « 12 2R FAUH 745 52K H macOS e, T AN AnyConnect
GAFRT
A

AR AR R AR Y UL & B ] Bk £ . 285 502 e e UL ROBRA T REDE %,
TG AR R, IR AR A AL R AL

=
]

{# FJ ACTransform.xml 7£ mac0S B E X REERFITAH

-+ macOS B SR BHTAT ARtk 730k 2 X pkg 474, FrUAFRATIEIE T ACTransforms.xml. i
LRRET BN XML SCAFR, e P AR SCfE, ARG I AT e, IS0 SO T 5 e defs
JEAR DRI A B P IZ LRI %R DL A E 2 SR EME -

1. 754 .pkg 227 AR H X NI “Profile” H .

2. {EREIMIAE ARG MR H P il “Profile” H ¢

3. TEEREHMIMEBE ARG L H sk 1) “Profile” H

XML SCAA% R

<ACTransforms>
<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>
</ACTransforms>

511, macOS ACTransforms.xml J& M /& DisableVPN, Tl NVM § “plivr” #E
ACTransforms.xml £ DMG 3 4-FT7E ] Profiles H 3% 9 o

ZRRE PR R IRRR
RO, CR I R R, BEE macOS L IMEINAE, WHAATLL FER1E:

S RS9 B hdiutil #f dmg 8K HLESR k1525 o 4l

hdiutil convert anyconnect-macosx-i386-ver-k9.dmg -format UDRW -o anyconnect-macosx-i386-ver-k9-rw.dmg

HIB 2 Yl ACTransforms.xml BB BN INLLFE (WERMARBEE)
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ez Lin) [l

<DisableCustomerExperienceFeedback>false</DisableCustomerExperienceFeedback>

1224 % 2177/ (Linux)

{$£ 4 ACTransform.xml 7£ Linux L E &I RERFITA

# A0 Linux $&4t e ) pkg 17 8 ARHE T X, BrLAIRATIAIEE T ACTransforms.xmle {3 ] 22727 &
{70 XML SCHER, 23R P AR SO, RGBT 2085 . ik SO E T 5 238 RE P AH G Iy
SERTE . LR P LN P R DA R S B E 4

* £ pkg LEFET ORI H X WK “Profile” H 3¢
 (ERSE RGO H SR i) “Profile” H g
* 55 .dmg SCHFAHIFIR H SN “Profile” H

TR At AL HA ) Profiles H 3 N ) XML 3 AF ACTransforms.xml R0 T

<ACTransforms>
<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>
</ACTransforms>

J2 F DSCP 122

\}

AT LABE AN A aEtE, M X DTLS & #:4% ] Windows 5%, OS X V-5 2570 IR 55 AR 55
(DSCP). DSCP Tii ff avF i &AL e AL FE A IR U A o B tH 28 5 2 5 OO LT T 18, FEX
PR R HEAT hic AR i HY o i B i

1% A € XY@ % DSCPPreservationAllowed, 5 2%{EH A True EX False.

a4

BN, AnyConnect $04T DSCP Tl (True). ZAEHIZINAE, 18R kim L1 B e g PEEBE
4 false, JEE M A 8hER.

76 ASDM ', ILIhREFELL R A EBCE . BCE (Configuration) > 3T#2if 8 VPN (Remote Access VPN)
> M4g (B RimifziE) (Network (Client) Access) > A% B% (Group Policies) > ik /n/4m4E (Add/Edit) >
=2k (Advanced) > AnyConnect & Fif (AnyConnect Client) > B EX &% (Custom Attributes). 15
KRCE RS, WS AN ARA ) SR ASA &% VPN JC & 45/ 1 11 J5 H DSCP #il i 4

EHIFNZA 1L AnyConnect B i1 EIEF .


http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

TE I FOA 1% AnyConnect 2 Pk FIREIEF |
B z=22oncP s

15 & 2> 3£ DHCP AR 55 83 5% H

FENCE Tunnel All Networks 100, A4 T ikACH DHCP Ji & (88 A 2 FHAS L%, AnyConnect 7£
AnyConnect % /7 3 4 F2 K () A DHCP k5545 V8 INRF 2 2% o O 1 B b s % ey v I 250 it
AnyConnect 70X} F AL 2% 1) Jr du 4 18 P B HH B U g, 7010 b BHL R B DHCP it &= A T A7
. WIARBERRINTEE O, HARER 5 T A DHCP JIj554%, K- 2205548 IR
B, F810) NIC MR REGE R s . R [m]— G kg5 s kit FAb s (4n WINS 5 DNS) , i
G K FE VPN 21 37 J5 Hh BriX 261k 55

7 Windows I, RT3 B 4I5mS [ 52 SUBYE, ATxF A St DHCP IR 45 23 4 1 i G e b4 T8 5
no-dhep-server-route [ € X J&VEL AL IF BB N true, A REkE G147 BEIE 5 6 i 22 3 DHCP Ik 5%
TR AT

fE ASDM ', BEIREAELL MV ERLE : BLE (Configuration) > iT#2if1a] VPN (Remote Access VPN)
> W% (ZRimED (Network (Client) Access) > ¢A 5B (Group Policies) > i in/4%4E (Add/Edit) >
=% (Advanced) > AnyConnect % Fif (AnyConnect Client) > B E X/E 4 (Custom Attributes). £
KBS, 1S AN RA I LE ASA 251 VPN FLEfT R

E mll AnyConnect GUI 3ZZKF05E B

FIAESE A 0 (ASA) T kbt AnyConnect SRl L. SEMACR FLAT I LSO
FRE ICASCHF . (T BLAFE ASDM Sl (FI T Windows) SEILA M B LA 5 5

LLF Windows A HuAb 4 #7551 7E www.cisco.com 42 4lt:

* T Windows 1> & B AR 197 5 A AL 3 4 S

* T Windows 1> & W 45828 B AL I 5 A Hh AL #e 3 S0F
Windows ] AnyConnect #4403 2F 407 I+ AnyConnect 115 S FIERATEER M . 28 4E ASA H Nz
AnyConnect BATRIS, ASA 2 B P M. AR5 AnyConnect B BV 17 R (1) 50T

SR ST LU O oAbl 5 QBT e e, T LSRN www.cisco.com Bl KI LR #eie k2
— GRS R IR S N HIEN 2 , 5 14 00 -

I (fRfAAD
< IS0 (B
* fEiE
T

Y

< IR OISO
. B

R E R

[l E#iFnAt (L AnyConnect & ik fii 1257


http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

| mEs#ifnAdtit AnyConnect & FipFiZ 12/
7E # AnyConnect GUI X ZAF0;H 2 .

© BKAIE
* HiE
. Wil
© WL
o WA AE (BT
* k3
* PHHEFSC (759
PUR 25 2 i e v 5 AN T P s A B e 2D 1) @ N R N i GUIT SCASRIN B IR I R

* U IN e 4 AnyConnect SCARNNHE o AT DLZ I LI AR — 5 SNHs 0 sl 48 SO R — el 2
AN ID [ R SCAS, AT S S R A

© FEFTITIRIRFAEHE H B A SCA IR B A
o RESTITRIREHE I SCAR R B BSOS As, BEAT SV SRR R U [P X G A

KR SN AEN ARS8 14 00, el Ll il “PRAFBISCE” (Save to File) kS H
RSO, BT, B H S B ASDM.

15 ASA ERUBHHARR S, BRI wn BT R ST BRIy ANER, A SN DR R KR .

AR WA N ASA B i AU 0 Altiris Agent A TR E RS, AT LISK I U Gettext
(1 H 35 R F- 3% AnyConnect 464t 3% (anyconnect.po) #4624 .mo SCAF I .mo SCAF 225 31 %5 1
iy VLA SO . BORVEANE R, 1IES L 0 d vy B H %o

TR R AN PR I
AnyConnect JFANSERFF AT B ER, (HECT AZRERS
o Y/ TR SO FAS B A X I B 5K
© AR MA B TS
o BT RIS T B K EOR, AT AT HRAE UL i
o RGN A S AT R ORFF AT
© BB PR B
* NRZAGAE MR 5545 11 B -
IR .

I EHIFNAIM I AnyConnect Z Finfng iR [}



. EHIFnZ L AnyConnect Z PinfnREi2F |
NSk 4%%5 AnyConnect S AFIE 2

ININEk4R%E AnyConnect SZARFIE 2

AT DI ik V5 0 sl i e 0 T 4 I HLTE 2R B 45 B ID OV B USSR AnyConnect GUI
RSSO R FTIRE RSO R, AT DUR U i 4 -

* FEFTTT AR U AE h BN SCA R BE e
o BEATIT ORHEAE T B SCAR R R BISOA G A%, HEAT SO SRR [P X G A
o i “LRAFBISCAE” (Save to File)s ZiiH3CIFIFHE L T A S ASDM, DL HH B3

S %1 £ ASDM 71, 37| BLE (Configuration) > &2 3/718] VPN (Remote Access VPN) > f4& (& P ) i}‘ﬂ‘ﬁj (Network
[Client] Access) > AnyConnect 7§/ 14t (AnyConnect Customization/L ocalization) > GUI XZA&FA;H 2 (GUI Text
and M essages).

P2 AERN (Add). REK IR “USINTE S A LS H” (Add Language Localization Entry) & [l

Remote Access YPM o & o= Configuration = Remote Access WPN = Mebwork (Client) Access =
2 Introduckion AnConnect Customization/Localization = GUI Text and Messages
ebwork (Clisnt) Access Configure language translation tables that the security
AnyConnect Connection Profiles appliance uses to kranslate titles and messages associated with
IPsec Connection Profiles the AneeConneck YPM Client user interface.

-8} Group Policies ] )
- @l Dynamic Access Paolicies - @ " B ﬁ uI. Irr_npnrt_ [

AnyConnect Cuskomization/Localization

; ’.. Resources 7l
’.. Binary
‘ GUT Texk and M

’.. Customized Inskaller Transfm
7 Localized Installer TransFarms
-5 .C\ddress Bssignment -
'r-- .C\dvanced Translation Domain: | iy onnect |
B Clisntless S50 WPN Access

I Language

& Add Language Localization Entry

! 4
gy AAALocal Users Languags: ( V!
- Secure Deskkop Manager Language Language Code
£ _.--- Certificate Man..age!'nent chinese (PRC) R R
----- Languaqge Localization EhiseE T haaare) pra
-2 | nad Balancing
_____ {5 DHCP Server Chinese (Taiwan) zh-tva
Croatian hr
- T, Advanced Czech s -
Danish da
Dukch (Belgium) nl-be
Dukch (3kandard) nl
English {Australia) ! -
English {Belize) en-bz
English {Canada) en-ca
English {Caribbean) en-029
English {Ireland) er-ie o
Frnlich { Tarmaicah en-im 7
Lo o4 ] [ Cancel ] [ Save to File,, ] [_ Help ] g
evice ... don '“a‘“
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w448 AnyConnect xAFIE S

SIE3 s “IEE 7 (Language) FHi4IER, SRIGTRETE T AIEE (en). JIEHIMER B RAEGHRIIESHIRT .

PB4 PilidRiE (Edit) HFARamHEHNE .

Rk R “OmiETE S AL H 7 (Edit Language Localization Entry) % 1. msgid 5|5 2 [0] i) SCAIE 24 ) i
TN BRIATETE SO, ANBER . msgstr 47 AL 7% o FH T35 4 msgid BRI SCAR I SCAS . 7E msgstr 155

IS B CHISCA,

S

N

TELLUF 7RG, A4 “Call your network administrator at 800-553-2447"”

Remote Access ¥PN I:TI l; b

Configuration = Remote Access YPN = Metwork (Client)

“@ Introduckion

Access = AnyConnect Customization/Localization = GUI

O

)i Metwork (Client) Access

& AnyConnect Conneckion Profiles
Psec Connection Profiles

Group Policies

Dynamic Access Policies

the AnvConnec

d Add

Configure language translation tables that the security
appliance uses to kranslate titles and messages associated with

PM Client user interface,

Delete | & Import | [B Export |

[l

AnyConnect CuskomizationfLocalization '
| Language

)

i

2 Bl |

Customized Installer Transforms

Template
Localized Inskaller Transforms i

Edit Language Localization Entry

. -
Translation Dornain: {4 Comnne

Language:

[#: B44a6deecean3fealon18andsa7dads
mzgid "The YPH client is unable to establish a connection,

#: B44abdeeceaesfEal9618a5de97dcada
msgid ™

"all sensitive networked applications.,"
magstr "™

|#: B44abdeeceas3foal 9618a8d697dooda
|msgid "

"networked applications,"
msgskr "™

#: B44abdeeceaesfEal9618a5de97dcada
msgid ™

"sensitive networked applications,"
msgstr "™

"The ¥PH client agent encountered 3 secure gateway protocol Failure, Close "

["The P client agent S5L engine encountered an errar. Close all sensitive "

"The ¥PM client agent 35L encryplion encountered an error, Close all "

Zonfig. ..

Cancel

L_x ]I

][ Save bo File.. ][

Help

247139

FES PLBE (OK), RJa iR (Apply) LARAF S

EHIFNZA 1L AnyConnect B i1 EIEF .



TE I FOA 1% AnyConnect 2 Pk FIREIEF |
B senzs nanzegs

REEMRSANBERRZERE

1 M www.cisco.com N E AT IS HI K

$IR2 7£ ASDM ', #:%| BLE (Configuration) > iT#2ij718] VPN (Remote Access VPN) > [4& (& Fiw) if71a] (Network
[Client] Access) > AnyConnect & #ll/Z 1 4¥. (AnyConnect Customization/L ocalization) > GUI XA F1iE 2 (GUI Text
and M essages).

P33 F SN (Import). RS E/R “FAIE T AL H” (Import Language Localization Entry) % [,

P4 N TFhR RS SRS .

WIS R ML T N

6 P IIRISA (Import Now). BIALE KM% 2 AnyConnect 2 /7 0, IR LR HIEE T . AL
AnyConnect 75 8)) R G NV H -

N

AR O TR sl % RIEAT K AnyConnect, B AT (T JURE 22 A S, 0 00K JERE 22 4 B T A 4
RPN BN 2B, IXFE HostScan 1 A S AT A AL .

AEWERENEZBERBR

WMRBHH RS ASA —&ZiE, HIEEMHMEHRAEE RS (B0 Altiris Agent) , TR LL
RS HREF (B0 Gettext) ¥ AnyConnect ##3% FahiE e il B H 3. KR M po SCHHE#
mo A, Z AR SR TR wv T EAL LAY B SR .

S
ER GetText f PoeEdit & 55 = J5 AN H] . AnyConnect GUI & il (IHEFE 722 M ASA FRELERIAK .mo

S, AR AR IEATAR T B % v ) T m ARz SO . A ERIA .mo W DA SR =7 N (Bl
GetText F1 PoeEdit) 5 EUA¥E 7 4 30 i) f,

Gettext ;&K [ GNU I H ()5 R P IR 2 % H Rzt AARTEHE R, 1525 GNU Ml gnu.org.
A DMAEH FET GUI ISEHFRY GZFEFEH Gettext) , #1141 Poedit. poedit.net 34t T Ak {4,
I R Gettext S 2 B H 5%

AnyConnect 8 2%tk B &
AnyConnect Vi ST T LA BB RAE RGEH1 S0

\}

AR \110n HEW RPN H R — . HRUFPEE: DE 1%l 1. 00 /MNE n.

* X}F Windows - <DriveLetter>:\ProgramData\Cisco\Cisco AnyConnect Secure
Mobility Client\110n\<LANGUAGE-CODE>\LC MESSAGES
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wEsess asa taehengs [

* %} J macOS M Linux- /opt/cisco/anyconnect/110n/<LANGUAGE-CODE>/LC MESSAGES

11 A http://www.gnu.org/software/gettext/ %, Gettext SZHFEFIFW Gettext Z3EAE A T HAVHENL N2 FE
FarEND L

FIR2 7F %% AnyConnect HHHHL KR AnyConnect 11 EAHHR AnyConnect.po 154 .
L3 BT, Yt AnyConnect.po M4 (f# ] notepad.exe AT B U U AR Ym# 2% ) K3 747 5 o
LB 4 21T Gettext 1 S SRR AFE T po SCAFEIEE .mo S

msgfmt -0 AnyConnect.mo AnyConnect.po

FIRS R .mo SUAFRIAE T VSN IR 7 AR H SRR

BHEE S E ASA LRI EH G E P

B RS N £ AnyConnect FOREEERRA oy Ji HYIZSEFHH R EE OBl B 747 th s In 2
S-S R IR1US Sy EARONUEES IS Y T SR B SN S DY I KR R ROl S S
Bt EAE AR s o B TR OB S T8 (R 43 15 JF LA PR e M3 5 T 28T
Ko

A S 2R 28 =7 THAATE . KB GNU I H 1 Gettext X270 T Windows, Jfn[7E#r
A ORI T. AXREAEE, S0 GNU Ml gnuorg. 81 UEHET GUI SRR GZFE
[P H Gettext) , U1 Poedit. poedit.net EFEME T IL#A:. LU R FEMREE T X R T4,

\}

AR S PR B DR IRBTH) AnyConnect MR FAF AN ASA 1o BRAFEHAT IIRAE, 5 WBIAR TCIE
T

L1 MiEFEiFE] VPN (Remote Access VPN) > & & At (Language L ocalization) > ##4R (Templates) 3 Hi 58 11
AnyConnect At . 5 H AR U440 AnyConnect .pot. M4 Mi{R msgmerge.exe Fi 74 I A4
i S H SRABR .

$£182 &I AnyConnect B 553
WIERAE 1238 H T Windows [¥) Gettext SEFET, T 4R & D JFIs T UL M 4. %426 JF AnyConnect
3R (po) FIREAR (pot), M IIAIEFIH) AnyConnect merged.po A
msgmerge -o AnyConnect merged.po AnyConnect.po AnyConnect.pot

D N RN TSR

C:\Program Files\GnuWin32\bin> msgmerge -o AnyConnect merged.po AnyConnect.po AnyConnect.pot

I EHIFNAIM I AnyConnect Z Finfng iR [}



. TE I FOA 1% AnyConnect 2 Pk FIREIEF |
% Pk %R Windows BIZAES

WERALH] Poedit, WJE 54T H AnyConnect.po 31, %% %] 324 (File) > #TF (Open) > <AnyConnect.po>. X5 #
5EMAH, N POT 44 <AnyConnect.pot> ¥4 #] Catalog > Update. Poedit - 7E Update Summary & [ & 7~ H1 7 45F
AR AT o . ORAESCHE, 78 NP R RS

$B3 KOS MNERE SN EREN VPN > B AL . B SN (Import), HEES, RE1ESE AnyConnect 1%
eIl TSR E A AnyConnect _merged.pos

EE Pis Fi%EiFE Windows BIEINIES
R HE P ASA JF B PRI, AnyConnect 2K v LML 2 M 2 FEM RS = R
e
¢ Windows |- #5755 0 00352 10 AL B W L

B SHRERIER > KEFES . DRSO AE R, kR . XEAESR > ENETRE

PR 2 fe il 5/ R, IR AT HEX LB E AR e ik BRI B

)

AR W RIEENE, AnyConnect B BRIME FZE S . B, W AKIKT] “fr-ca” Hk, AnyConnect Ff
KA RMAAE “ft” Hato BETFESRRES . 05 s AR ] A g .

73 AnyConnect GUI £I| & 7= Hll Bl FrFAEFR

AT SR I T AT B ARG AnyConnect 3CF. R H I EI£ 4% AnyConnect VPN &
J S R R 5% 5 i) B SR T A

BRI

o ERIALFR A4 252015 AnyConnect GUI _EAE A SCAFE4 — 8. SO IRAE R G A A
[, Jf HAE macOS Fl Linux 1 X 43 KNG o ilhn, W25 e Windows %% /7 3 [ A F] Blbs, 40
AU AE A B8R F NN company _logo.png. WA AHALSCAF 243 N, U AnyConnect %%
PRSI (H2, WREEE B O AT SR E § GUL, & n] 0T S04 ] LA
FHATAR] SCAF 44 1 F B2 05 S A

o W SN EGAE R S (4 company _logo.bmp) , 5 A IEIEK 52 #) AnyConnect, H A&
FHFAS —MEHA RS2 E G B, % company logo.bmp 3% # ke il K%, 4R
JaMlbRix G, &gk e Boniz g, B2 PR SCHEARRTEE (SR G BRMEE
%) ik
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| =E#iFaz it AnyConnect 2 FinfIR EIZF
4 AnyConnect GUI 2B 4 .

Hik AnyConnect GUI B4
R 5 ) CLR S RIS P A0 % A 42 AnyComnoet, 145645 U 4 (% 1 BB S

$IE1 /£ ASDM ', #:%| BLE (Configuration) > #2718l VPN (Remote Access VPN) > [ 4% (Z Fis) ijial (Network
[Client] Access) > AnyConnect E#ll/Z 1, (AnyConnect Customization/L ocalization) > i (Resources).

SEE2 18N (Import). Import AnyConnect Customization Objects % BRI &7 .

7 Configuration > Remote Access ¥PN = Network {Client) Access > AnyConnect
Customization/Localization > Resources

Remote Access ¥PN

o
Introduction A
Netwnrk (iClient) P.ccess

O

Import or Export ArsConneck-cuskomization resources bo the security appliance, These
objects will be served by the ASA on request From the AnyConnect client,

(For ArvConnect 3.0 and newer releases, graphic file used For customization must be .png
file and no larger than 62x33 in size. For earlier releases of AnyConnect, graphic file must
b bmpfile )

‘ﬁ
’- B|nary
Scripk

G Text and Messages

[ Customized Installer Transforms
’- Localized Installer Transforms
. AnyConnect Client Profile

. AnyConnect Client Settings

i} Dynamic Access Policies

ﬁz Group Policies

| Psec{IKEv1) Connection Profiles

Object Mame

PlatForm

p Address Assignment
- .ﬁ.dvanced

(’73 Remote Access WPT
24 Site-ta-site VPN

4 ) Device Management

a- Secure Mobility Solution Mame:

Select 5 file

T3 MAEPAMIIES

PR LR, JHRE LSRN, BRI (Import Now).

company_logo.png

The name used For imparting a resource MUST match one of the AnyConnect
filenames listed in the admin guide and within the online help

Platform: | win w

() Local computer

Path: Cihycompany_logo, pnig Browse Local Files. .,

() Flash file system

() Remate server

Import Maow l [ Cancel ] l Help

246081

BUE, ST RTEXT R IR H

Windows £ AnyConnect ElFRFAEI#R
Windows BT A AR T

$PROGRAMFILES%\Cisco\Cisco AnyConnect Secure Mobility Client\res\

I EHIFNAIM I AnyConnect Z Finfng iR [}



. Windows £ AnyConnect El#RFNE#IHR

\}

TE I FOA 1% AnyConnect 2 Pk FIREIEF |

pEL

%PROGRAMFILES% 54 A Z PRI A . 76 K2 % Windows 22351, 1XJ& C:\Program

Files,

Windows %235 /RS2 FAiR AR

B&R~T (&, Kx&) LR

about.png 24 x 24
“EIZ” (Advanced) XTEHEAT BT R PNG
T (About) F%4l
NGRS
®
about_hover.png 24 x 24
“EI” (Advanced) SUFHEAT LA K PNG
T7 (About) %4l .
P NAVNCIRTE S
®
app_logo.png 128 x 128
128 x 128 s 5 KK/ e WAL B 8 SUCCAEAS 2 K | PNG
Ny NUFER T PR LU 128 x 128 A AL EEAS
ENGIR PSRt AR
4
attention.ico 16x 16
ROATRbRE & H P T e s . | 1CO

B, A7 R R R TR AE .
KANASTT I %

il
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Windows £ AnyConnect E#RF0E#4R .

Windows %2 3z 91 89 3 2 FHi5t B . BER~ (gF, Kx5) %

company_logo.png 97 x 58 (KD
FEAVF WA B “ =4t (Advanced) X 1& | PNG
HEH IR 0 2 wEbR o

IRKNKNA 97 x 58, W A XAFAEIZK
/N, IR ] R 23 80 97 x 58 AR LKA
[, ek H .

]

company_logo_alt.png 97 x 58
About X TFHEAT N MBS 1 2 7 s . PNG

KRN 97 x 58, WA A E AR IZK
/N, AR R 25 T30 97 x 58 WERLEBIA
[, R AR

]

I EHIFNAIM I AnyConnect Z Finfng iR [}



TE I FOA 1% AnyConnect 2 Pk FIREIEF |

. Windows £ AnyConnect El#RFNE#IHR

Windows %23 HHY L2 FNi AR BHR~T (&R, Kx5) LR
cues_bg.jpg 1260 x 1024

. “m2%%” (Advanced) & AT “ ¢ | JPEG
T (About) X UEHERT T S G .

R0 B BRI A TR A, DRI A P o) e [ 4%
wPECHLR X

error.ico 16 x 16

RGFLA BRSSP — A s 2 Ak ™ | ICO
R
KA
&

neutral.ico 16 x 16
RoR B AT IEH I R ST R AR ICO
RANRTT
E

Il 530tk AnyConnect & Pk FNR 2125
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Linux #9 AnyConnect EI#RFN#HR .

Windows %235 #0324 2 Fi5 43 EERT (% Kx@) mEm
transition_1.ico 16x 16
RAAGFCEE bR, ‘B transition 2.ico Fll ICO

transition_3.ico —[Al/R, FR—NEEZ K
Ui 20 A AEAN [FPIRES TR (4540 VPN 288
R M B RERED) o 3NEIRSUESLEOR,
B RAFGRBA E bR N e A Bk o

NG NCIRTE S

[=]

transition_2.ico 16x 16
RAGFCE K bR, ‘B transition l.ico I ICO

transition 3.ico — [ R, RBR—AEEZ PR
Ui A AEAS [FPIRZAS () b (1 VPN M
LU R S PREERRD) o 3R SUFELEOR,
B R AFGR BA B bR N e A Bk o

SO
(=]

transition_3.ico 16x 16
REGFCME PR, '©Y transition_l.ico F ICO

transition 2.ico —[AE/R, RR—APEHEZNE
Ui AL AEAS [FPIR AR TR I (il G VPN 3 5k o
L7 ) PSRN o 3R SCELE WK,
BRI B NI 2 A B3
KA #E

(2]

vpn_connected.ico 16x 16
Kon VPN CIERL I R GFTHEIbE ICO
PN IR E
[=]

Linux B9 AnyConnect B frF0E R
Linux FOFFA SCERL T+

/opt/cisco/anyconnect/resources/

RIS TR BRI SO AR B M 1K) B 7 s GUI X 3

I EHIFNAIM I AnyConnect Z Finfng iR [}



TE I FOA 1% AnyConnect 2 Pk FIREIEF |
. Linux #9 AnyConnect El#RFN#HR

Linux %2 % 91 89 3 4 2 Fi5t AR B&BR~T (5%, Kx5) fER
company-logo.png 142 x 92

HVBLAE T ™ F i 2 AN IE TR _E K 28 = Bbs o PNG

X T AnyConnect 3.0 A& ST AT, A8 H K /NAN
it 62x33 131 PNG K.

cisco
CVCabout.png 16x 16
“KT7 (About) LI R _E AR EIRE PNG
cvc-connect.png 16x 16

“IEFE” (Connect) #4455 F1 “i%4%” (Connection) | PNG
581/l Sl T ] <3

CVCdisconnect.png 16x 16
“#He” (Connection) $%8 55 27 1 K% o PNG

%

CVCinfo.png 16x 16
“oiil” (Statistics) EIR W R BB . PNG

fid

systray connected.png 16x 16

B i N R BT A B A PNG

[&]

systray _notconnected.png 16 x 16

% U ASE RN R BRI AR PNG

(=]

systray_disconnecting.png 16x 16

% F i T R N R AR A A PNG

[=]
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macO0$ &7 AnyConnect EFRFNEHR .

Linux %2 %2 91 89 3 4 & Fi5t AR BBR~T (5%, Kx5) fER
systray quarantined.png 16x16

B ) i B 2 IS S s B A P A PNG

[=]

systray reconnecting.png 16 x 16

& HOHTE BRI R AT A AR PNG

E]

vpnui48.png 48 x 48

TR ERR. PNG

mac0S B AnyConnect [E#RF0EER
H B A SZFFE macOS A H GUI %R H 2 XA AnyConnect B4R FIEFR

€32 £ 1% AnyConnect &= P im#5 B 3¢ 14

% 1n) AnyConnect H P 32 HEHE ), 15 G A ICHRGE m (1 s Ul W 0038 B S, IR BN B IE Y 224
W o M L AnyConnect EHT, AnyConnect ¥f 43 B S, Jf-4E AnyConnect H ' FHI
WoRTEB bR ST B EIRRIN, D YRR K T TR B S SCFF PDF MTHTML XA

$IE1 Q%N help AnyConnect.html [f] HTML 3CfF.
S 1% 2 £ ASDM 1, #%Z|BE & (Configuration) > iT#2ij5ia] VPN (Remote Access VPN) > W& (& Fim) 718 (Network
[Client] Access) > AnyConnect ZE#I/ZK ¥, (AnyConnect Customization/Localization) > Z &34 (Binary).

FE3 FA help_AnyConnect.xxx 3. SCFF[F##A U1 : PDF. HTML, HTM Al MHT.
FIR4 (£ PC I, Ji3h AnyConnect JFIERLE G %A . KBS M%) i PC.
B NAZA B B R T A SR E UL
PIRS LA DR bR Al R 3 S ST IT A B
WERFE BB AR L, T AHE R H kA& E AnyConnect IR 7 /& 75 bR 22 85 B SC A1
TR BRSO A4 T “help_” #8737, RIS NZAE LT H sk Z —% 3 AnyConnect.html CHARPEAE R G8M
5

* Windows - C: \ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Help

I EHIFNAIM I AnyConnect Z Finfng iR [}



TE I FOA 1% AnyConnect 2 Pk FIREIEF |
B ssansms

* macOS - /opt/cisco/anyconnect/help

5 FER BRI A
RACLF AR, 8 n] Ll AnyConnect R4S AT JHIA :

o B A A NOHT IR T i VPN 216 o JATPRE ik (1 A FR y OnConnect JAIAS, - [K 1%
JHIAS 75 B SO A4 T

o g A 4 2055 /7 o VPN iGN o BRATTRE b 1M & (1B A< 2 OnDisconnect J{i4%, 8124
A TG B SO 4 T2
(L7305 B 1) DX 288 AT 2 PR SR N 5 7 i VPN 23 K ik & OnConnect JHIA (I BE i AL 18T 1A 1) 2
k), AR LS Pl R FEHE K A VPN £iE A2 fil & OnConnect JHIAS .
PG REALFH 5 VR R e o] A 45
* VPN 45 J Rl T 201 SR
* VPN JE4 5 WL P28 SR B2, N7 P8 2 s BT LS
* VPN G855 BIMSs, WidF 3 m A 55 .
AnyConnect 32 £ WebLaunch KAt S7 i 5 3011) 3 S AS .
TS R S T AU T G S A, I TR AT AN RS £ 0 (R iy A TIE AT A LAREAT R ASIA

\}

AR AnyConnect #fF T 8l i fit 7 RLLRGIMA ., BB, ERRL UL RBIAA . eATa g ik
WA FEHISATIX LU AT 2K, T REAEAR B X B2 M P i SR IEAT 3 2 BT JEiR A - A
FANSCREZR 61 JAAS 05 7 20 55 TR JAAS

R A 225K AR PR
T R AT DL R AR

o CHFM AR - AnyConnect {217~ OnConnect A F1—4~ OnDisconnect JHIA, {HIX L}
A A B HARA .

* 0% L - AnyConnect 33T SCPE44 1A OnConnect JHIASF onDisconnect A<, ‘& A $8A44 TR LA
OnConnect &, OnDisconnect JF3k W30, 20 XA e 4 . AnyConnect B AT BN 156 — 4
RIS IEIC A . AnyConnect FJ PRIAFRETLIA (5141 VBS. Perl 8¢ Bash) 5 n] $447 3

s WAES - B/ AZERIEA VR EESWE, (HESRER btk HAL BT s 47 A 1) Y
o B, S T ERUER o n] LUS S EIA,  BEIAS A2 e Ay A TI81T -

[l E#iFnAt (L AnyConnect & ik fii 1257
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5. Mikinsms ]

* Windows 224 R85 56 JHAS F BR 761 - F Microsoft Windows H, AnyConnect {X {E ] ) & 3% Windows
I VPN Sl J5 7 v BN IIAS . DRI, FH P PR 22 A A5 it o 17 B il FH T i e A . AR X
BEPAT H P B RUR H T . AnyConnect 5 7E Windows FAT A A ] Bk emd % 1, kA
JUEEH T H 7 bat ST HAT o i B EIAR

o JHHBIAS - BROIATS 0L, & a2 A s A . WA H AnyConnect it # S EnableScripting 2%
FOR I HBIA . PATIZBRAER, 25 i AN BRI AC

* 0 GUI 2401 - & P i GUI 8 1A 8 23215 VPN 23 . OnDisconnect JIATE 23152 115
17,

* £ 64 {7, Windows Hz1TIA - AnyConnect % /7 Ui e 32 7N 7 64 {7 Windows WA HIZAT
I}, AnyConnect ¥4{f1 ] cmd.exe [1) 32 AZRRA

T 32 47 cmd.exe it Z KL% 64 7 cmd.exe SCRFI AT A, IL LA T GESTE SRS IT A CHF
iy & BHE BT, SR IE TR k. B, 32 S7RRAS ) Windows 7 W] ETCILEEAR 64 437
cmd.exe SZFF msg /iy % (7T %WINDIR%\SysWOW64 1)

Ik, FEQIERIARS, 1§ EH] 32 {7 cmd.exe SCRFIAT

WE. MIXFIERE R

TE PR RGE E g G MR A . i RIA TR AR RGN AT IEW 81T,
AnyConnect th JoikIEH BT XA .

FE SRR A
PER2 JEFBE AN
* I} ASDM H3 JIA A g —BEHISCAF T N ASA
HEIMEE (B Pim) AN > AnyConnect B E X/A it > BIZK .

WHRE AT ASDM 6.3 Ml B M RAS,  ASA S ESS I S 44 s N4 scripts FTHTZE OnConnect BX,
OnDisconnect, PLRFZICAFRBINIIAS . % P miEfe iy, 2 s S F AR 8B A v SN LA . H Ax H
S, MBS scripts. FUZR, IR OnConnect &%, OnDisconnect Ri4%. #l1U1, 419 %S ANJHA myscript.bat,
JHIAK 75 2 45 4 i 7R i scripts. OnConnect_myscript.bat. 7EZFETHEHL L, AR R A

OnConnect_myscript.bat.
ARSI ) ASDM FRAE T 6.3, MIRRIN A3 N HAT LU T BT2H R BIAS -
* scripts_ OnConnect

* scripts_OnDisconnect

N ORIAIA RENE R 12T, TR DT ASA BCEA HE AN R A BIAS . W RIS B S el A, TS 5
IR R AR, FER R A T LRI W] REERZ I T AT ASA. I HEREI A 75 1 7]
A

o fEFH ANV E R G TSR A B 2 21 VPN 2 o

I EHIFNAIM I AnyConnect Z Finfng iR [}



TE I FOA 1% AnyConnect 2 Pk FIREIEF |
. H BB E AnyConnect EC & 3214

USRI T %, VAT LA BIAS SO 44 i -
* OnConnect
* OnDisconnect
FELAR H o 22 AR .

R LRERMIAGE

BRIERSR HF
Microsoft Windows %ALLUSERSPROFILE%\Cisco\Cisco AnyConnect

Secure Mobility Client\Script

Linux /opt/cisco/anyconnect

(f£ Linux H, A 4TSRS F o) i
PATBRR . D

macOS /opt/cisco/anyconnect/script

JBIZSEL & AnyConnect Bt & 3T 14

L1 7T VPN BLE SO gnfas, W SHUE L Big (334 2) (Preferences|[Part 2]).
B2 % BRBIZARTIEE (Enable Scripting). 25 7 i £ £ 5 Wi 7 VPN JE LI 3 B A
IR 3 kAP RTES] (User Controllable) £ ' v LUt H 84% ] On Connect F11 OnDisconnect A 111217 .

$IE 4 bR I T —AEH EBIBIZ (Terminate Script On Next Event), 7] 751 I 1] 55— AN 7T 9 5 TS 10 A2 ISk 25 7 s
A PAZA R TR RS . 140, 7F AnyConnect Ji 88T VPN 2 iEH], W15 VPN 21§45 W28 1EI21T OnDisconnect
JEIAS, D)%% G4 2% 132 4T On Connect JIAS . 7F Microsoft Windows |, %% /75 t2: 4% - On Connect i, OnDisconnect
FEVAS J5 3 I BT A B HC BT AT BRI AR £ 3. #F macOS Al Linux b, %57 5 H 428 1| OnConnect 5 OnDisconnect il
K, EASEILTHA,

$IE5 % SBL B 2iER /2 A OnConnect BIZS (Enable Post SBL On Connect Script) CERIAT & T A AT(E SBL #
37 VPN 25 %8 )7 3 J3 5 On Connect A (WA .

)

ER UGS G E SO IR ASA AR, LOK R 403 VPN £

BV B RS HERR

WA TCIRIZAT, 0 Pk 22 ik i o 1] i«
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&2 AnyConnect APl sz E w5l

% 1 Efﬁf%ﬂiﬂll—\ﬁ OnConnect T‘ OnDisconnect HJwgﬁ\' ':' /ﬂJmﬁDZ@H&MEﬁAE&VE %Qfﬁﬁ% Fl"]ﬂfl]li\‘ H %
B2 LN ATBITIIA . WIRTCTEN G ATIBAT AR, & b Tk T A . WER AR fr SATIEAT R, 1
RO 2RI T AN, 2SR ERE L ETHA,

HIE 3 WUF VPN K ERIA H %A — OnConnect A< F1—4> OnDisconnect JHIA . 115 %5) di  ASA T%}jz
OnConnect JHIA, SRJG N85 55— ASA U4 G AN FIF 75— OnConnect JEIAS, %% F i v] fEA B 1T 1%
FIHIBATHIAS . AR 542405 2/ OnConnect B¢ OnDisconnect JiiA<, 11 H4& IE 41 H ASA jﬁ%ﬂiﬂj—i Jpiiil
FRBIAS B AN B B S, VPN &= 1F . W RS 426 & £ 41~ OnConnect 8% OnDisconnect 4%, 1fif B4 % HF
BEE TV, WM R AN 75 2L 0 R AS - J8 2 37 VPN &1 .

SIEA R EAE RS2 Linux, 1EFIIREA SR AR O E AT .

PERS HORE T e B ST B R T A T g

_IJ:
24
=)
[

{ FH AnyConnect APl %5 5 F0&( & = | 2 FH

X T Windows. Linux 1l macOS T ML, %0 LA#H AnyConnect API I & B CLH AT 04T H 7 Fii
(UD). it & #: AnyConnect —3E il SR 11 UL

TRV T AFEERAE RS i nT AT SISO 4

ERIRRIERS & Pim GUI 324 % P CLI 3214
Windows vpnui.exe vpncli.exe
Linux vpnui vpn

macOS ASAFREASHF . (HAZ, #EATLL | vpn

A I v (il Altiris
Agent) Bz i GUI
macOS #B3E W AT .

FIAT S RERS T8 N ASA AT AT BEUS S, BIanishe s (R F83E H QR RI AT SCRERY,  fgmT
DI SIS A AL AR SR 44
BRI

o TCVE N TN 2 A e 4 0 2 BE T 1K) AnyConnect 501 . W IETE 116 MW 24 & FACE T TR
A[#) AnyConnect #AT4%, AnyConnect 7 F ik T Hr, w4 e il UL b2 b P E il %%
P A S A5G AnyConnect X PE173 R . L ASDM Fe Vi A% 30 SCfF LA 4t AnyConnect
5 S, AELAE AT 5 L P IS AN S 2 D e

o P SRR W 4 2 A R 2 U ) A PR, 35 1T Cisco AnyConnect Secure Mobility Client GUI
* ARG TR,
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. TE I FOA 1% AnyConnect 2 Pk FIREIEF |
{&F AnyConnect CLI &%

{$ FH AnyConnect CLI 4 %

JRE AnyConnect VPN %/ iy JAy B S 00y N 25 ) i iy 4>
A
&5

AN =S B F P S - 34t 7
TS (CLI)o BA R JUAN NI T 404 J5 8 CLI Ay 388 57, ARl LAl 1% CLIAE H () iy 4

o JHENE S CLIEE R, 9528 T
o ffiF% P CLI v 2, 35 28 1L

o 78 ASA 21121 FH 1 Windows #AHT A, 45 30 17

ER 7E Windows Fl macOS "', [A]— FEFF 49 T VPN UL 80 CLI WE#: IR E SCAF 8. 7 Linux
o, VPNUI ) FERE AT IQLJZ/T\%I%:*UF"? I, BN EA e BT 2 S s A AL 2
WA BIMASZAGATUE 122 . (H&, VPN CLI 58 A Linux R R 7 072 R 28 L o 10 Fne
i, IR SWENER KM R, KT N .

Bz & R CLI IR 7R
B A3 CLI a2 3R i

(Windows) £ Windows 3{ff3 C:/Program Files/Cisco/Cisco AnyConnect Secure Mobility Client H1
234 vpncli.exe. X5 vpncli.exe.

* (Linux A1 macOS) 7£ 3 f43 /opt/cisco/anyconnect/bin/ HH & F| U 4F vpn. #4734 vpn
i o ALl A
ERZ R CLU &%

IR BEAEAT BGRB8 AT CLL Wi it A S . sy DS HI i 47 .
* connect |P address or alias - % /" i £ 37 L4 E ASA FRIESL
* disconnect - & J7 iyl O P S I T )R
* stats - N 0T ORI ERR S HE B
* quit - i} CLI A2 H AR5
* exit - 1B CLI &2 H A

LAUR7- B 7 17 0 P Al iy AT SN A2 B

Windows B | SE & iEH TR

connect 209.165.200.224
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grzrmcl &2 [

AT R A 209.165.200.224 11122 W& INIERE . AF 51K EHLL RS, AnyConnect % /7 3l ik
N PR RELL, I T B R . A U s TR, DU R o ) i
WEAE L Y o ERIAMA N b n, SO EERESSR . -

VPN > connect 209.165.200.224

>>contacting host (209.165.200.224) for login information...
>>Please enter your username and password.

Group: testgroup

Username: testuser

Password: **x**xkxkxx

>>notice: Please respond to banner.

VPN>

STOP! Please read. Scheduled system maintenance will occur tonight from 1:00-2:00 AM for
one hour.

The system will not be available during that time.

accept? [y/n] y

>> notice: Authentication succeeded. Checking for updates...
>> state: Connecting

>> notice: Establishing connection to 209.165.200.224.

>> State: Connected

>> notice: VPN session established.

VPN>

stats
BORMANERM G E R Bl

VPN > stats
[Tunnel information]

Time Connected: 01:17:33
Client Address: 192.168.23.45
Server Address: 209.165.200.224

[Tunnel Details]

Tunneling Mode: All traffic
Protocol: DTLS

Protocol Cipher: RSA AES 256 SHAIL
Protocol Compression: None

[Data Transfer]

Bytes (sent/received): 1950410/23861719
Packets (sent/received): 18346/28851
Bypassed (outbound/inbound): 0/0
Discarded (outbound/inbound): 0/0

[Secure Routes]

Network Subnet
0.0.0.0 0.0.0.0
VPN>

“WrFFiEIE” (disconnect)
K SE T %+ .

VPN > disconnect

>> state: Disconnecting

>> state: Disconnected

>> notice: VPN session ended.
VPN>

I EHIFNAIM I AnyConnect Z Finfng iR [}



TE I FOA 1% AnyConnect 2 Pk FIREIEF |

B 7= AsaiE2iERT R I Windows 2558

7 ASA #&1F

quit =% exit

HAP AT AN 2 ARK R ) CLI AT B )4
quit

goodbye

>>state: Disconnected

Linux 2t macOS

/opt/cisco/anyconnect/bin/vpn connect 1.2.3.4

T SRy 1.2.3.4 1) ASA [HE R

/opt/cisco/anyconnect/bin/vpn connect some asa alias

TSR E SO AL S ASA IiER:, IR R4 some_asa alias DS R F) H ik

/opt/cisco/anyconnect/bin/vpn stats

WIoR KT 1% vpn ER G THE B

/opt/cisco/anyconnect/bin/vpn disconnect

Wi FiZ vpn 206 CIRAEAED

£ 1ERTPE IE Windows 38 158 2

WREE L A ASA KA TEE B A K2 L AnyConnect 231, K 7] 243 H 7 SR BUF Windows 4t
HH

The secure gateway has terminated the vpn connection. The following message was received
for the gateway: Administrator Reset

AT REAA B BRI B (Bltn, B4 CLI iy 4 Ak VPN BRI o 0] DUE R E 5 s B n
FOHT A 803 g CLI R BHIE 2 s b o R IR s T 9 AT e VB CLI % 5

C:/Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client>vpncli
Cisco AnyConnect Secure Mobility Client (version 4.x).

Copyright (c) 2016 Cisco Systems, Inc.

All Rights Reserved.

>> state: Connected

>> state: Connected

>> notice: Connected to asa.cisco.com.

>> notice: Connected to asa.cisco.com.

>> registered with local VPN subsystem.

>> state: Connected

>> notice: Connected to asa.cisco.com.

>> state: Disconnecting

>> notice: Disconnect in progress, please wait...

>> state: Disconnected

>> notice: On a trusted network.

>> error: The secure gateway has terminated the VPN connection.

The following message was received from the secure gateway: Administrator Reset
VPN>

34t BT LLAE Windows VENEE S, FEAL T LU AL E & m e & BaId— R
SuppressModalDialogs ] 32 f ARG E(E . 287 iiphi i &% 4 FK, (H2 20 HAE :

* 64 {\/ Windows:
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AE# AnyConnect E HI FIA 3R (L 31T ISE FBE .

HKEY LOCAL MACHINE/SOFTWARE\Wow6432Node\Cisco\ Cisco AnyConnect Secure Mobility
Client

* 32 £/ Windows:
HKEY LOCAL MACHINE\SOFTWARE\Cisco\Cisco AnyConnect Secure Mobility Client

AE#& AnyConnect ZE§| FAZK 1 {1317 ISE ERE
#E % AnyConnect Zx it { 3R 45 61

AnyConnect AL HRZE G207 F T At AnyConnect (1% 43 SO RN 22 25 R 3 45 SCPR IR R 46
A B4 SO ISE AnyConnect BEY5 ) —#853, 1% T A ISE [7) 1) /7 #52 AnyConnect. It
FE45 SO ) A 75 1 AnyConnect #5858 WS SCREITE 35 AT 8 S0, b fE b g

FHiaZ |l

ISE 23K 7E Ji AnyConnect AXHi (L AHZH (b 20 i 1) —E I 642 . 1E Gettext "4 RIS 1 Hs

e HTHATH AR I SCAS po %30, MIFEISATINAL T i) e id g B — 1] .mo %30, AT Gettext
T H msgfmt 5841 . M http://www.gnu.org/software/gettext/ % Gettext 5 F 2 HAE B H T4 B
A TN CRZEREH SN E %223 Gettexto

S FBUFHESS AnyConnect F825 5 136 38 3044
a) {E www.cisco.com _|-[¥]Cisco AnyConnect Secure Mobility Client Software Download L[ |-, F#IHFTIF
AnyConnect-translations— (H¥D .zip X4

UE P A SO SRS S IR BT AT 1 5 e e 0 *.po S A
b) (AL AR O H QP E T s B AR AR L S (*opo XD .
¢) BT Gettext i S/ A LU BIEAE T 955> *.po SCAFBIEE *.mo SCAF:
msgfmt -o AnyConnect.mo AnyConnect.po
WIE 2 % AnyConnect F0 3 FH I . 38 SCHF
a) AEAMVFSHLN AR H a4 1100 ) H .
b) AHEAGEMEFA 110on FEIEH®, LGSR M4.
B, fr-ch ARREE OINER) .
c) BB AN RN TG dr 44 1K H R
THZRAEAT * po SCAFIRAE L G PR IR e e o AUNEKE * mo SCAFTBAEIESCA

Foraitty 5 UL, b ARkl O « A fRsRiE AT H i e ik -

110n\fr-ch\AnyConnect.mo
\he\AnyConnect.mo
\ja\AnyConnect.mo
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TE I FOA 1% AnyConnect 2 Pk FIREIEF |

B &5 AnyConnect E51imHE

$IE3

LIS

(EEH T Windows) SREUIFHESS AnyConnect #5:85 BIT 48 F A TE 5 AN AL 45 304
a) ft www.cisco.com _I-[fJCisco AnyConnect Secure Mobility Client [{/4F F 3T, N & IHH 0 &8 5 A AL 3% 3
SCAFI R A S0 ST S ¥ e e N T 22 e R 1 B
R4 3444 anyconnect-win- (JRA) -webdeploy-k9-lang.zip.
TR T 5 AL SO IR R AR e 2005 488 R A 5% A 48 119 AnyConnect AR —E. 247+ 24 31| AnyConnect {387 hR
AN, I WA ZRURE A AR B 0 A (T8 5 A A SR TR B[R] — WA
b) FRBNEAN B RIS E T B ATE I A T 5 AR S
(& T Windows) J1-4% AnyConnect #55f FH I 15 5 AN Hb AL S04
a) (EAMTHENE— TAEX P a4 A mst B H .
b) NEAGHHEMEGEnst MIEH%, LUESREHS.
By, fr-ch ARREE OINER .
o) KEAEEME S ARSI TG a4 I H R
AL, ) H k&4 5 LU gk 2840

110n\fr-ch\AnyConnect.mo
\he\AnyConnect.mo
\ja\AnyConnect .mo

mst\fr-ch\AnyConnect fr-ca.mst
\he\AnyConnect he.mst
\ja\AnyConnect ja.mst

A5 AR e 45 S FHRE P 0L H S) 440 R 4 2138 M 2 I SCAFH, #l AnyConnect-Localization-Bundle-
(JRA) .zip, LA AnyConnect ASHiALHHZREL

T—5 it 4

¥ AnyConnect A ALIHZEEL1E A ISE AnyConnect %595 CH T H /7 #28 AnyConnect) 15> L
%31 ISE,

AE#% AnyConnect & i3 47 €1

AnyConnect 7E 4P & 105 52 ] AnyConnect GUT %, 5@l B SCIE. VPN BEIAS TN 22 38 1L
P )45 S B4 SO ISE AnyConnect B85 [1—384), %9 T M ISE [ H 7 3058
AnyConnect. ‘&[] H 35/ W1

win\resource\
\binary
\transform
mac-intel\resource
\binary
\transform

H 52 X ) AnyConnect ZHF & 7F Windows F1 macOS “V* 5] resource. binary fl transform
T HEH, BN R:

* B resource 1 HRHAL T 1%V G I € Hl AnyConnect GUI 411}
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#e4% AnyConnect Z5iA4E JJ]

PGSR, %S R AnyConnect GUI G 5& I EIbRAEbR , %65 16 1l
* 5/ binary T HRMA 1% G 1€ 17 B TR VPN A
* ZLAIEE AnyConnect 3 B 3, 12 14 I 4% AnyConnect %5 ) i i B SO, 55 23 1T
© WA VPN A, TS g0 S NS A, 5 24 1T,

* B transform 1 H R TIX 1 G W3R P i 4.
o L0 Windows JE Hil e P, 1EZ 0 15 U247 (Windows) , 25 2 7T

o BEAIE macOS ZHEFE P, 1520 £ H ACTransform.xml 7F macOS |+ H & X &y
TH, H8

FIAZHI
£ AnyConnect j& HlHRZIEL 2 |, SCEIEEPTA L1 € Hl A

S FEARMIIENR TAEX A FTIA H sk &5 1,

S 2 ¥ resources Hk FAIBSEA T & 2 H| AnyConnect GUI X HA A& M4, BRI BRI KNG
I

B3 ff binary H3E MABUER help AnyConnect.html 3Cff.

SIB4 £ binary H3 N VPN OnConnect fl OnDisconnect A K Hf i) AE ] HoAd B4

WIS ¥ transform HF FAHEE T 6 2B i 4

IR 6 AT AR 4 5 FIRE PP s 48 He 4 2103 Y i 44 0 S, il
AnyConnect-Customization-Bundle.zip, P AnyConnect 52 il 454

T—F Mt 4

# AnyConnect & H#HZ51F & ISE AnyConnect %535 (JH-T-10) H 3% AnyConnect) (]34 b A%
F ISE.
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