fo & W48 17 o) & FE 2R

ASTEPEAE N 25 7 ) 5 B 2% P O B NI DA R N RV C B P P S e R o 288 T SC A PR 5
o KM RS , B 1 0T
o MILET ) A TS, B4 T
* 25 H DHCP &8Pkt , 265 5 00
o LR ) B PRSBSOS T

A A S Varlax = =]

KT MEZF o EIEEE
9 254 i [ 7 T e H L SRS AR 2 2505 2 2 IR 2 [0 2 P At o TR I B BRI LR 5 2 2 A
938 3 LR T P 2% [0 DI T T A% S I IE o 00 28 1 B Bt 3 4y I S 0 2 4
A 287 T DS T A B . 80 B A T T 7 L B 256 P P AT A B 4 s S S Fr i

W28 ) B B R A BB, KRRV MSE . IRAh, AEIEERAT TR
Mg, Pltl, AR s N & R i s, e LaE o as R 2 25 HRAS, JF i 1P 3t
Hk.

DR KT e BIC 2 P9 48 B R 22 SSID SR HEIE , eI Tnl e 15 4 U ) 7 BELAR ) IE 718 4T
TR AR T WS ) B AR IO D0, ASCRFE BB A .

)

IR PRV PSS AE macOS 5§ Linux _F A # .

N

ER WRAE Windows OS FAEH] ISE i e 4 pEAh,  WAZIAE JH3) Cisco Secure Client ISE 83y 22 4> VAl
Z AT 2% U 1) RS

Cisco Secure Client[1] [ 4% 1y in] 45 Bl 8y 414 S Fr DL E 2T RE:
o SRGIPIZE ] AR . S E MES T ) & BSOS R R 28 1) P A EE sk, 55 8 Tl. Windows 7
A7 Fr o R 2% ] R

o AL 2424 (TLS) PRSUBAS 1.2,
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REM%EgEE |
B =«smrps

* 114 (IEEE 802.3) FIJC£E (IEEE 802.11) M £ 3& it 7% o

o LR Windows 7 B S RA RS ) 9671 (3G) MILRIERLAT . (7723 HF Microsoft # 30 % 4l
API ] WAN &A% )

* {1 Windows HL#% FEUE (196 5% 5T 5 4 B0IE
* {f/H] Windows % 3% SEAF (1 5 2O S 2 B B0 TIE
« {461 IEEE 802.1X it & .
* IEEE MACsec 17 4 I3 FI AV S g 5 o
* EAP Jjik:
« EAP-FAST. PEAP. EAP-TTLS. EAP-TLS Il LEAP (EAP-MD5. EAP-GTC FI{{ T IEEE
802.3 H £k ) EAP-MSCHAPv2) .
« N EAP J7idk:
* PEAP - EAP-GTC. EAP-MSCHAPv2 il EAP-TLS.

* EAP-TTLS - EAP-MD5 f1 EAP-MSCHAPv2 Fl{: 4t 77 (PAP. CHAP. MSCHAP i
MSCHAPV2) .

* EAP-FAST - GTC. EAP-MSCHAPv2 fll EAP-TLS.

© InER - B WEP (FTJFE3E) | 3 WEP. TKIP Ml AES.,
« B MY - WPAL WPA2/802.111.
* Cisco Secure Client £ LA R FR5E o SCRFER AR R~ 1 A5 00E -

« Windows 7 [1¥] Microsoft CAPI 1.0 #1 CAPI 2.0 (CNG).

* Windows &3¢ AN % ECDSA iEH . Rk, ML ) 5 P28 B 5 25k (SSO) A FF ECDSA
A E TS

)

F®  Cisco Secure Client A< 5.0.02075 X+ /465 (0] & B ESVS I T WPA3 S5 JT
it (OWE) A1 WPA3 4~ \ (SAE) 37 .

=14 B 1 FIPS

LUK ZyHE LA Windows 7 BB oA 1285 FIPS AIE,  JF HAUH T Hr A 414G o -

* ACS 1 ISE AN #F Suite B, {HHAT OpenSSL 1.x ] FreeRADIUS 2.x 37 ¥ Suite B. Microsoft NPS
2008 #1433 FF Suite B (NPS IE F/54 400 /& RSA)

* 802.1X/EAP H 7 ik PV Suite B WiCE S0 (W1 RFC 5430 H5E XD &
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pruza—mAr 2w

* MACsec 1577 FIPS #it.

* SZ#F Elliptic Curve Diffie-Hellman (ECDH) 25448 #t.

* X ¥F ECDSA % b b o

© SCRPERAE R GiAHE X ) ECDSA CA GIEH.

© LRFMLEEL E SO ) ECDSA CA IE) (PEM 4wfid) .
« SRR S 4510 ECDSA U BHELIE .

BRBER “B—HF” Xt

Microsoft Windows fC1F 2 44 H PRI 5 5%, {HJEF} Cisco Secure Client [ 4% 1 [ 5 2 25K 4 2 £ 47y
BOAFAN PR T —F P 3T e 20 83k, Cisco Secure Client W24 15 0] & B85 #AE REAN 52
MERE 5 RS54 oA — O P RS SIPIRES o B 6 S St R U — A 7 o] LURE I 5 5k 2]
RE, I HAE B R ICESRE] S HT S s W A

LR 9 2867 ) A LS P i B R 2 B FE Windows SR F, REEHIBIAMT N &St —H o8 sk, Wl
FZBP e e g5 s b, BRUAT A ARBR R — OGS SE . ARG TR /MM 0, SR T 5 ek
ISR WK S L ERNAT
PR il

* Windows 5 BEL O3 JCVE R BT B i S s I H .

o X Rl T, SCRES s TAER ¥ RDP 231

o AEAEME M A SN R —F P o 14, user/example 5 user@example.com 5 ANAH A

« BRERH P a2 Or PIN AHR A S8 R —H .

FHE—ARPXEHE

SO Windows TAE SRR 55 #4038 247 - 1807 2, 38 0 B0d & EnforceSingleLogon H1E .
7t Windows "', iZiEM £ TN E EnforceSinglelogon H.5 Overlaylcon Ji7E [A]—vF M R A7 & -

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\Credential
Providers\{B12744B8-5BB7-463a-B85E-BB7627E73002}

HLE AL 2 AT g sk, G IN4 A EnforceSingleLogon [F) DWORD, Jf 24 HR{Y 1 5% 0.
%1+ Windows:

o 1 RN sk

0 Vr AL P BT ok
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REM%EEESE |
B rsraemsans

LIS S /,_“-’L," ==
M 4Z i o E IR e Al =
WY 2 1y ) 7 BE A E A Cisco Secure Client [f]—3#B4r AT S . A3 Wi 223 Cisco Secure Client P&
DX 8% 7 ) i BB AR ER (945 B, 152 AnyConnect 3735 EIA .

AN
* Windows MZ0ARAESSFEELIRIBR T DR AR - 0424505 ) 4 BE 24515 72 o7 Windows 92545 BE
BE, AR SR T IR PG, TR T SRS B bR L 21 R 45

VA - WL AE Windows 21 2R I H 15 5 U Bk P 2% B AR AT AT 45 T 8% P 1) Windows 4% ]
Fro SR ESGEMFCEL AR FH AT AT LIS F s il T A 1) sl A b T 28 9 &4

* Windows 7 B 5 i AN 114 2R 199 2% 11 19 24 396 5 - D% 488 17 i 7 B8 s ek DL e D0 8% U7 i 5 8L 28 T
LB 2R P L N 4

7E Windows 7 B¢ i RROAS T, 260 ) 45 BE 4 2 BRI BERK Y SSID. 4 &R IS — AN B 1) SSID
Jo, BMEEEE . HUECE T 2RI, WL R L Es e R 7 ik $E SSID:

o S AN L5 SRR AL P
L5 SR s

o SN SCIR BRI 2% o i1 T P 285 ) PR — O BRI — MRk SSID, DAL AS
FHEBAERS 3 Rl — AN BERR A k k 2%

P90 08 R 25 DR B (R R N TH) - 0 SRAE 2228 I 2% D ) A7 B 8 2 T /£ Windows 1 E LT
2%, Windows M4 B &% AT REM /R S0 5 % M 4% I ST R

R - M AEVE E IR, BT Windows ji2 XK 4% 5 4] B 3% 3% (Connect Automatically)
B FTE Windows & X [RIM 2%

2287 ) A PRSI U2 e B 7 R G AR T LURC B R S8BT Windows 7 B¢
v A T 2 G B SO 4 DA P 2% U7 T e R INC B S P AR o AT AR DL E LA 1 2 A A it it
it P 5% «

* T

* H A& WEP

* WPA/WPA2 ™ A

o JUAARE GPO ARt Wi-Fi FH P 19 4% it S0

o TERCE SOOI, R4 FASE1T WLAN k4.

o YR £ ) B FE 2% XML it & S0 EAAAE (userConfiguration.xml), TS HEAT 46,

LA I I 48 OB SO 4, T A — A MST 400k PROFILE_CONVERSION J& YE{H & 4 1,
SR G H N FH B MST AL, 53 76 i 247 % PROFILE. CONVERSION @ EF ik 1, MR )5 2%
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= ohep it ]

MSI £, %41, msiexec /i cisco-secure-client-win-<ff Z<>-nam-predeploy-k9.msi
PROFILE_CONVERSION=1,

o DM R BE 25 U MBS 95 8)) ISE Zuiig 2 4 VEAl o ISE Zuiy 22 A PEAN A FH 9 2% 1 () 57 2
A TS DU 19 294 B 4 A 802.1x Wi-Fio

£ F DHCP S 3l

MR EHCE AT FHBhZS TP Mk, Windows OS A4 23{# ] DHCP @3/ i&E#Hz . SR, e A1 4%
Vi ln & B35 DHCP F45 B 582 i, % %ME?%,JLE’JQ%IT BB IR 8. BT OS DHCP 4%
Ak, MEE TR LA i & T DHCP $555, DAk 50 750 ol 4 2R 40 st 7 e e ) H B R e R A0 56

W 28 % 4%
MR AHESE T NAM 25 1] DHCP 45 KRBT IERNGL,  T5A0IN LU MR T DWORD, 87 K4
(HREATIN T B

* 64 i Windows—HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Cisco\Cisco Secure Client
Network Access Manager\DisableDHCP ¥ B4 1

* 32 /7 Windows—HKEY_ LOCAL_MACHINE\SOFTWARE\Cisco\Cisco Secure Client Network Access
Manager\DisableDHCP ¥ &4 1

\}

R TR B IS AR TR ] W 45 3 ) A TS DHCP JEBEMNRR, BRI % S 80% e 7] i

X £8& 177 o) & T8 28 fic B SO

WA 8 U7 ) 57 BEBSC T SO AE X 251 ) 5 FE 2R 0 SO dm i s P BRI TS, )5 B 7E ASDM PR AIE,
A LLAE A7 i Windows W

“Z Rimkbg” (Client Policy) &
& FimsEmg (Client Policy) & 1] FlF-c B % )7 i SRS eI . A5 LL R #64>

EERE
AR SURAE T 85 Z A 2 2 Ja 2l L I A 42

* BRINEIZ AT (Default Connection Timeout) - FHAEHT - Qi ¥ N 2% (11 B A0 4. BRIAA 2
40 7.

* P& XA (Before User Logon) - 76 FHG sk Z M IER M 4% . SRR 8 s A 45 H ik
J (Kerberos) S5 1E, MU GPO FIHATEE T- GPO [P35 s WA . Wk 1 “ ) 8k
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REM%EEESE |
“ERimsEg” (Client Policy) & O

Hi” (Before User Logon), 14 ] LA E fuvF H - 8 sk 45435 (1) I8 18] (Timeto Wait Before Allowing
a User to Logon).

s RIFAPAEFE S 898 E (Timeto wait before allowing user to Logon) - $& 5 254% (4 4% 17 i) 45
AR AT SR SR RO (RSO0 o WS IGTEAE BRI T Y 3 W 4382, U Windows
R RRR S AT P 5. BRMEN 5 75

)

ER AR Mg Uy ) AR E N O e, WK s B PR SR RIS
Y88 (Timeto wait before allowing user to Logon) % & 24 30 F0 a5 K It
i), PRLR AT REIE EERNAMEIN (R o e . I N fE 213l i DHCP
ARICIP Mok FIT 5 R I 1) o G SR PGS T PN BT 2 28 e 0, 8B i%
R AR AR 5 PR K B 22 DGE RS

« ARERE (After User Logon) - 7EH J % 5% £ Windows 2 J5 EHz M 4

LESVN
i 5 WS 248 T g B £ Y 48 U ) B 24 0 i 2 o

B Wi-Fi (o) K (ManageWi-Fi [wireless| Media) - Ji ] Wi-Fi 44 (1) # AT WPA/WPA2
BT (k) .

IEEE 802.11i Jo&k M &8 brvfEdg il >R 7 (AEAG P& 2807 i) 25 BEAR ) 208 IE#2 N 14 ) RSN
IE (RIRRMERT 22 MR AE A ) o 1B & AE 3R AE 30 8] CAE IEEE 801.X B i L i) EAPOL
BB TR AR, e N %S S bR R W S iR N S RSN IE R .

* B WPA/WPA2 {ZF #9383 (Enable validation of WPA/WPA2 handshake) - %:il. WPA/WPA2
BT WK, Bk T i b R .

\}

AR LGERC AR ERHEA SR RSN IE, RIS R 32l R I, &
AL EEPRESIE S

* BRKEHL MAC trhE - (PR Windows 10 S SARA h SCREIZHbE R Al 2B IK S #2175 FH BE
Wit JHHJG, BASE— o2 M 4% SSID # 2 A HHT I BE LI L, FE 2R %A Huhik H TR 4
DR TR, S n] DUAE 24 /NN B e — YR BEA L IE o R TR S AT, WA B
) MAC Hiit. &S5 J3H MAC HihikBERLAL , 55 15 L.

* BRIAKELBRY (Default Association Timeout) (F5) - 4% JH Hf WPA/WPA2 48F-, 42045 & BR
KB I o

- EIEH% (IEEE 802.3) 1k (Manage Wired [| EEE 802.3] Media) - i JH A £ B & 7,

- BB TN R (Manage M obile Broadband Media) - i ] Windows Mobile 55 1 it 28 ) 45
. HRIhREERIAA T
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“zpigsne” (ClientPolicy) 0 ]

\}

AR et TR AR . BURE TAC X FRAS AN L S

- B #EEH (Enable Data Roaming) - i & & 75 fo V5 18

B H Pz
AR F P B DA 2

* 2% Pim (Disable Client) - foi/F A P 45 FHAA HI48 ] Cisco Secure Client UT HE4T ) 251 ] 45 £
A AT SR 2 A 2

* Z/RA P4 (Display user groups) - ik GBI I (A CSSC5.x BIE) A WL Haehgdde, RIE
EAIEA R B 01 E LA 2 it

- EEEEMIEITRIRIZASS B (Specify ascript or application to run when connected) - 78 )
i€ W 2 AR B AT A EON H

\}

IR OWARER ST NS EE MG, IRV R % M AT
IRESIZATIIAM S Cexen bat 5 .emd) o KiEfRphsE, BAIIRE
FVFH P O M2 i AN A 20 53 e U 4% ) T A Bl
Mo CDIREAS SOV P AR 471 B 5O P B % o DAL, A B O D 4%
SO AT o BeAh, S A eV B B IR RS AT IR AS, kT
RS2 HHBILAE 25 15 1n) 457 BE 2% GUI T,

* BENi&EH (Auto-connect) - HAEL R AL, JoiliH P IEREE . BRMEDN B3tk .

o« AR E N EELE (Sdect Machine Connection Type) - ZE7R N7 & S MR IS, kg B 28 ]
JJA ) Fe v SR (Allow Connection Before Logon) 33, fz £ F 358 TR 52 W0 % J& 75 7] LA
TER g . bijm, M Lk AL 355 WEP 8T8z 42 .

ZKINB F (Enableby Default) - fEA AT e S RIZE I, H B P R Sevr & s
$” (Allow Connection Before Logon).

\)

AR WK AnyConnect W IRATH 24 F 4.9.01095 (B ShRAD) a2
A FHAE 24 BTG B SR A 28T T configuration.xml SCAFEFARAFZ IO, LA
SR AT BT T RE IR 58T xmlo

BEIERE
* BR551R1E (Service Operation) - WA S IR SS,  TME FH GG & SO0 2% 7 i G2 42 A 37 2
)R ER.
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REM%EEESE |
B rsraemsnanmesmenEs

* FIPS#3 (FIPSMode) - 1 5 5 1] FIPS #EaX, TR0 27 1) 85 3 g DAY & URF 2R 1 7 AT 3%
A

DA SACBEARUE (FIPS 140-2 4550 1) J& 45 0 NS A e 1) 22 4 B K 19 52 [E UM AR UE . AR B 4k A
FOREAF 282, FIPS HHTH 1] MACsec 8% Wi-Fi [8] 9 4% U7 o] 4 3 28 37 3

= 1: ML) EIREEHY FIPS 045

WIKMIRERSG Windows 7 5 & 5 iR A&

MACsec 4 2 W 4% 4% FH 37 5 MACsec [f)2ss R i
NIC /LA JEMf: MACsec Y, #
¥4 FIPS,

Wi-Fi AFA FIPS

B 4% 7] P& (Captive Portal Detection)- %5 mJ DAL £E7E o I 4 25 11 A8 0 i ) FH sl 28 F Bk
A Web XA 1 F 8188l WS T ol 2517 3R 205 B a3 SRl 26 1] A
G, RGP NSRS AT T U, AN AR VLR A B B s E R T S Vriel .
BERIN Web JIVEAS I, PIgg ULIING Wos “F5 2884, BRI . FTIFRNE AR IFIERE. 7 (Action
needed, no internet. Open browser and connect.)o It UT f7E S 43 5041 f 58 2h R8I 21 53 i1 1Y)
Z511F” (Captive Portal Detected) Il “ L% ” (Connected)o a1 FANAELE 5 il 99 286 1] P Al i
B, MU ) B S R IR R B O AR .

W 4% 177 18] & 38 25 B sm I P 48 1] P4 2ok
e S TR e e T LT 1 2 9 2 A ol L R 7 P [ G- e R
* Windows 7 ANSC RG24 1] A .

BT IEEAERIPR S, AR R0 265 ) A LA sl P 2 1D PRI s, R AR Windows 9 44407 I
IS5 R R A 238 PRI o A2 P % ) 5 B VB N A ] BN B, 4 2 k5 Windows JI
%

o T B RS 22 10 DI VR, JFEERYIIE] Web 51650152 BN R 1060 %
R R P T RS

“BHI8ESKRE” (Authentication Policy) & O

“ IR SRS (Authentication Policy) i 1A F -1 & SR & 3 B0 AE P 45 ek 8 s, X Le il JE 3%
M W& 5B . W ARIE AT OB E B O TERE S, TR 7 G20 82 21 5 43 SIE Wi-Fi 45 .
TR ERE TR TR, W P AN RS G B LRI [ I 2% o SEBEREANIT 77 (1 DGR BG4 S IE AR X
IR EIE (Seect All)o

P8 VAR ] DU R 45 e i S O 36 Wil 987 V4 1 7R E Allowed Authentication Modes
R AN 5 (BEIE) BN .
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“M4&” (Networks) & 1 .

P B IS UE DML 2 B8 i B 0 S0 UE B AR A S o 22 Ao R R 8 AN R
FUP QB K B 0 6 IE R St

XA B BEIE T HI ) EAP JEE g T 5 I USRI AN A SRS T AELL R AR, REANAERE
TETPEAB T B X RS UESR I 32 SRR A B VAR

* PEAP
o BAUAEIE: EAP-MSCHAPV2 8¢ EAP-GTC
o A AENE: EAP-GTC

« JFF4EIUF: EAP-TLS

* EAP-FAST
o ZEHOAEYE: EAP-MSCHAPv2 5, EAP-GTC
o A fAEIF: EAP-GTC

o WEH4EUE: EAP-TLS

* EAP-TTLS

o FAAEYE: EAP-MSCHAPv2. EAP-MD5. PAP (f£4:) . CHAP ({£4{) . MSCHAP (1%
28) . MSCHAP-v2 (f£4%)

© SRSEUE: PAP (fE58) o M7 IR A5 B s SCRF BN L ISURE PAP,  [RIA JBCiH/6 7
BIFARARIE & HE T2 B B 4 S E

* WEFSEUE: AEH

“M2&” (Networks) & O

Networks 7 F1R] FH T A A0 FH P B B 70 SRR 2% o 43T DABC B0 BT AT 20T FH I IR 4%, Bt gt LA
FEEMSIIAL.  “M4” (Networks) & o5, wlKEE A INBIIAA % s, JF Honr ik i
Mt T —4 (Next) Uy i) 58 22 it & 217

MARA i, 4l —ERCEMER (M%) o BACERERIERDIUE T A4, seE S a4lm

JE L o

\ )

AR NI E AR, AHTERR R A 55 i S (1 B 3 60 S (K W % R BRI R %, AN SSID.
EE, RS ALG)  SSID (4 .

SAER R LA dl. Wi E b oRe XA, FeE g 0@ — N Al midl. A3
A B AL B AR 40 TC AT Ao A O SC AR I 28 o o i A A 1% sl A v e SR )
W%, WA “PIZ2” (Network Groups) 7 I H Bl J2 M 4% (Create Networks) L% &, 4%
F P nT DK P M g s I EE shal, 35038 TS S 2 M FH P 1 45
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REM%EgEE |
. “M4&” (Networks) & ARy “E{KZEE” (Media Type) 5T

SE SR T] T T AR TR BT AT 4l DRy s hIR e P 28 A7 T- 4 BRI 26 7, BT LR AT DU S8 B ¢
P REGIERL M 2%, BIEAEAE T P 5 SCHI I 28t —FF o fie 2 HT P ToiR 16 SSemiml B A7 24 O3 1 A 1 190
%.

\}

AR R T LOR A IR AL, AR AERIN S RN A R AN, B IX S A7 A T T A, LBE
Ao FH GBSO A B A

Al 0 255 (1) U B 24 ] AN T AR R R A F Ie % P site  WEBhADRFCE P I — AN, (HIn R A
HNHAH, Z/mASmEEshA, MASYRESH. (2, WRAAEZANH, ot
WoRAMAE, I HfRRESI A Ok . RIE, HP AT DLAESA ks, B E iR sCE IR
Ao MR ML (Network Groups) % [ 6 M 2% (Create Networks) B, HZ&H TG
it 3 ZH B AT s i i 1 IR 5

)

AR AR R R MM B R SRR bR R 4R 12 8 (Network Repair) RS8R JHfRFFA
AR o WE% U5 ) BRERAE S R sHOR R BN, 2 TTan A BLRT IS 4L

“M2%” (Networks) & O BY “EIRZEEL” (Media Type) S1E

AT LLAE Networks % I ) Media Type 5 H 613 i 45 A7 2 slC 2 M 2% o 0 B B 1) ARG $E 1T
AN

S — AR HE P AL DL R )
* ZFK (Name) - $i NKG 1% 45 7R I 24 FR o
* 21 (Group Membership) - 126 I PC S A I 1206 AR L6 ) 26 2 Bl vl

o WL IEAR (Network Media) - £ 26k Wi-Fi () o I RIESE Wi-Fi, e LIRCE L&
e

* SSID - F NI TCE M2 (1) SSID (RS HAR RS
* [S5E M 4% (Hidden Network) - SUVFIERE I MI2%, RIEEAT #IL SSID.

* ] 45 (Corporate Network) - A SR BT A7 AV 45, s eilRe o 203 3 P 5B e & “ A
m]” (Corporate) 44V PIZEAE AR 8 (KO SSID I ELIC & b By, 2% U ) 4 B
e 1z FHREE SSID, I H 44 Ak SSID AE TG A IR £ 37 3% 4% .

* KUK (Association Timeout) - % A W9 £ 7 i) %5 B85 76 F00T PG W] H I 4% 2 i 554 S R 8
TCLE 2 AHOCHR I NG o BRIATROCHGERIN A 5 75 6
W HIBCE

* JAIA BN RS (Script or application) - S AKFAEA 22 48 Pia AT (0 SCAF AR A4
P S SRR AN S DA RINE T BAAS AT -
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“M4&” (Networks) & ARy “LREZER” (Security Level) TTH .

o ICIEAE ST A S R Is AT A,
o B AN exe. .bat BY .cmd K31
o FH P NS T8 o0 £ D3 B 1) Y 2% R g U BRIAS B0

o AT DU T T B SO B LA 5 B AR R AS N T (R SO 44 o S R BAIAR B AN A7
TR PSS B R Bon RN E . P aRIE A, A BN AN AE T L
b, IF LT RIRAR ARG H .

o IR B AT N T I sE dE kA, BRAER AT LT I IR AR b . RN I AFAE
TH AR, T A € W] BRIAS (1 2 A5

* Connection Timeout - iy A\ W 45 17 In) & # 28 280 B 2 oA R 48 CYiE i Ao B3R
1 [l R Rt N U LThe [ X 3 E VA U EA S U e 1

AR HULERE R BN IE RS T LT 60 Fb A e se AR I AIE . A REEIN,
&N Connection Timeout {8, JUIH & M RE R T BE 2 2238 LA M 4%
A REIEF I

IR N TR e R L AB T, Cisco Secure Client M 2% 17 1)
BRSO E R AT R A A I FIRAIE X 2 2 oK IS UE A RE I PIN. b
WRARE A WA TR e~ ERREAMIE BT, JF HS5UEBR A,
UG R] il B IR e R S IR UE A REIR o U A NS 2 A, WL
7E HKEY LOCAL_MACHINE/SOFTWARE/Cisco/ Cisco Secure Client Network
Access Manager '} DisableSmartcar dPinVerifyBySigning {4 —/
DWORD 8 I EIF M35 b R BB 1o 53 Ja HI e N I A o] B
SO A e A7 8 iR A DGR A EAT 4 Tk, DARA R A E IR A

“M2%” (Networks) B O 8Y “LEZ2R" (Security Level) T1H

7E “MZ” (Networks) 1] S/ “ 2455487 (Security Level) UL, £t “ T4 ” (Open
Network).  “ B4 BAUEM 4% ” (Authentication Network) 8% (fUN TCZk M ZE A BT /R IK) - “ L2808 W
%47 (Shared Key Network). HFFf 4 2 A (L B AL ERAN ], 7E LT % AT v B .

* BOE S IR IER 2 - EUUH T i,

o BCETTIRALE - AHERE, (H2w] F Tl i s 2% 11 IR SR U AR N o FE SR 2% 1] Ok
A&, WS R P A SRR A 3 A i s .

o PCES R P4 - U T/ NP A SR BE P A AT M 2%

AL, RIS prREm g, EeTLL A MAC HuhEBERLAE . 55 15 0L
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REM%EEESE |
B e=svnams

Bie & 54 301 X 2%
WERIETE “24905” (Security Level) #0EF: “ SR KUEM 2 ” (Authenticating Network), H#f {27~
BAMWE RS, W NPT . AEIXSESE R ORI E S, W T —5 (Next) 424, BUkFEREAR
(Connection Type)ik il -RITIT “MIZ5IEFEIEAL” (Network Connection Type) X 15 AHE .

802.1X Settings & 1%
AR ) 24 i 5 1 ¢ TEEE 802.1X % :

)

E®E 24 Cisco Secure Client ISE 3 & A VPAY 2238 7 S5 1) B PR A,  ISE Z&ui 22 4= VPAk 4 A M % 1 1)
TR AR SAE A DU 2] 9 28 B MR AT 802.1X WiFie

* authPeriod (FV) - G IAEFFLAIT, e B WA 52 £ B0 B0 AE T BB I 2 5 SR 77 S5 A5 1 I K,
R NI BN S | AR W VS R A AT o

* heldPeriod (F}) - B IGAERIGES, B & SOE K 7S5 2 K i) 5 4 fe k5 — IR G5
2R

s startPeriod (F8) - V&7 NEIE J7 it 2% EAPOL-Start Ji4 B KA Wi B I, A& % EAPOL-Start
TR Z RIS TR AR CFD)

* maxStart - if 3K 71l & 2% IEEE 801.X Pl ##ii 4. EAPOL “54A% 4 o EAPoL-Start, |n) 46 iiF
J7 R AL SR BOAE IR AL, IR B US, WER T SR e AR T . BRI, SR T VR

Ho

Je
R LMY g0 e startPeriod Al maxStart, 4R S 47 B AR Fr A 150 B TR) 2N T W9 288 3 42 v I 28 5 )
(startPeriod x maxStart < PIZEIERZ T B 25AST0])) , FlE PR — SO0 00 UE A 2ede 3 AR i SR T U 4%
TG 3 560 X 4%
TR, TEXPMEOLT, BNCKE I ZEIEHL T IS I )34 00 (startPeriod x maxStart) £, 5% P i A7 A2
SIS TR B DHCP bt 58 Bl 48 34 %

M, BB TR G A R BHEIR &, BN %% & startPeriod Al maxStart, iR AL &4y
IS BT AL 1 RS 0] K W 4% 3 B2 1 2 IR TR) (startPeriod x maxStart > W 4% 3E B2 1125 IRTR]D &

Security & 1%
A M2 BoR .
15 “2242” (Security) Btk f, IEFELL NS
* Key Management - fiff 5& WA~ 26 148 BRSO T )53 H MACsec 74 M4 .
* None - %A SR BRPML, I HAPATH L .
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Port Authentication Exception Policy & 1% .

* MKA - 153K 75 223 W) i MACsec %585 BRI N5 %40 . MACsec /& MAC JZ2 %4,
ER LML FIRAE MAC EIN% . MACsec PhBSCR N FBORIRY MAC JZ2Wi, MHKEE
MACsec PN (MKA) SEARIEAT W 5140 K28 241

o s
* None - X H i AT 58 38R 2, (BN,
* MACsec: AES-GCM-128 - {41k $E MKA 3473558 I, kmiA . et
AES-GCM-128 X Hli it | AT N 2% .

* MACsec: AES-GCM-256 - B4 Vil % (eEdge) £ KM% & 10S JRASZ R IR T, 12414
EHE MKA HEAT 554155 BRI A 4 P bR I o & 20 5 28 b Lo (1 158 B DTS« 3t
MACsec 256 I brifE, FATHERS b 1S RF R AT MACsee %811 (MKA) 1) 802.11 AE il
%, DMELEHAT MACsec IREMI B A A ML % 2 [0 AT N

ARHEAER, WSHAEET S0 RMEIRS: MAC %4,

Port Authentication Exception Policy 1%
I RS A AT 2 25 i

Port Authentication Exception Policy it i il %8 7E £ 346 Uk it # v 2 i) IEEE 802.1X 1K J7 [MAT 4
R A E R, SR SRS I AT A I A S e e I B e (B s 4 Z i ik,
AL UG UE 1) max Starts 2R A BRI N 2 J5) A 2547 o H o LR Hrp— NI

* FESHR AR AT VPR A I - R S IR S 2 T R VEOE R A .
s FESRRAIEZ G SevFEn i, .

* EAP R - 685, UERTT 2B 0 IRUE . R B AR RN 17 SR IT 755y B ik R I
oL MR Fe VR v R

« EAP R, BB IATHRI - RS, RS2 R IS S AT U, (s
BT BT R SR 0 R A8 Ao VPR AT o 4 5 (7 R 0 5 B 1
WURATAL. ARSI R, WAL LI (4 B

|

PR#H  MACsec ¥ 2 ACS MUAS 5.1 J B i WA AT SZ 5 MACsec IAS AL 124 ( Catalyst 3750-X il 3560-X
MUK R E S ) LT il ACS BAZ HALALE -

KRR
BRSO T 2% B o
U PN R LS
* WEP

* WAP Enterprise (TKIP)
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REM%EEESE |
B ==mums

* WPA Enterprise (AES)

* WPA2 Enterprise (TKIP)

* WPA2 Enterprise (AES)

* CCKM (TKIP) - (7% /8% CB21AG LM )

* CCKM (AES) - (FFZHFI CB21AG LM )

Fic B FF 1t M 4%
TRMCIL A B Y S S8 . AR B QIR TFIN ClEZ24) W%, WHATEL T B3,

HP1 M Security Level UL FF R M4 (Open Network). LIPSO M2 2 LR, AN T2 BN JCE
%.

$E2 i T—5 (Next).

HI®3 e

£ “Wi-Fi () WE” (Wi-Fi [wireless] Settings) &%, #n] Lk WPA3 Open (UFF4 OWE) HIEHE.

B B HZ R AN

Wi-Fi W48 0] L s gH3R 1S I & s 8, -0 i 2 [A) R 28 2 N h 2 TRD et Bl s . ic &
WPA. WPA2 Personal 5 WPA3 Personal 1 L= 2541, Ar42fbep &g nlf ettt &o T/ EEk
KEEINAE

)

AR AEUO AL TC L R Al LS P A

R BRI =R M 8 AT o s 2 a0, AT LR D B

LI EFEZZAMLE (Shared Key Network).
L2 7F “2 4957 (Security Level) & HH 5 T—2 (Next).
$1% 3 15E B P % (User Connection) it & #1%# (Machine Connection).
$EA4 5T —% (Next),
IR 5 Shared Key Type - $7 @ L= 5P CHB A, M T L =8 2800, o F os:
* WEP - 5% WEP % X444 IEEE 802.11 FF /RS .
* Shared - 54 WEP % CHAE4E IEEE 802.11 H=2%54
* WPA/WPA2 Personal - —#f Wi-Fi 224 pi3, T MBS FUIL 2384 (PSK) #1458 2 4 .

* WPA3 Personal (%55 SAE)
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PRI |

L6 R IER T 1440 IEEE 802.11 WEP BRI 2358, 15EHE 40 A7, 64 7. 104 {75 128 {7, 40 {7 5% 64 {7 WEP %]
DAZRSE 5 A ASCI ZAF R 10 AN HNHERIEUT . 104 A788 128 7 WEP 240004 13 A~ ASCIL F45788 26 1753k
T

ST WNHEIEH T WPA 5 “WPA2 4~ N7 (WPA2 Personal), 171 £S48 (1) 035254 (TKIP/AES), 4RGN L2 4 ,
TR 8 B 63 N ASCIL “FAFEIELF 64 A /NI . WAL= il ASCIL FAF 4L, I+
ASCIl ., L5 64 AN NHEHIECT, R +733$] (Hexadecimal).

$1E8 A2 (Done). AR5 AilifE (OK).

/& FH MAC it FE# 1k

AXAE Windows 10 K mhicAs b, mT L SR MAC HihEBE B LA - B3R 2 2 7 3 FH MAC Huhi-R
B, Windows 23X 4T 1 K B4 21 P 25 A I REA LIt Ik e PHSCREAS P ZR IRl S O T/ R 72 ) g
FEXEFE BT € P 25 I G A P AR [ ot bk i SRORC 4 BORTREATIERE, WS 70 BE B i MAC

fik.

1. QSR s OV, e “4R” (Networks) B 1118 “ 22425447 (Security Level) WU [fii , 45
11 7T - Enable Randomized MAC Address (A MAC tbitBE#N L) BikkE. SHE, 81
Tok M 4% st 2l FHBENL MAC Huhl, 1 BRI B 2%, bk st S 0 AR o

2. WFARAT 24, RO e 1 B 220, AT Lk + Change Random MAC Address
Daily (BXEMFEH MAC Hilib) . iZEI RIS 24EH BENL MAC Huht, TimiZsthht2
WEAREE 24 /NWF. 24 NG, SHTOES: L4 BUBT I FERL MAC ik,

“PLR, MUIEIEZLEL” (Networks, Network Connection Type) & 1%

AT 4 Networks B (¥ Y8 E BRI BIR, 124 T R REARG I0 £ 15 1) 7 BELAS IC B SCA RGBS T 10 22 42
Poilo LEFELUPIEHSRM L —:

* T H ML (Machine Connection) - f7-fitiff Windows Active Directory H ¥ 45 42 F FH R BEAT #7
Blo THEMLEER T H A SR UE M TIE B s O . RIS P i HH P R uEA T
Gy SR 2wl N SR B 4, BTSRRI . Mk T AR P SR A U7 I B RR 2 A IR
FE M2 345 GPO Fil At 56 5 .

N

R RKE AP CEMYS, Cisco Secure Client & 31 )3 3l (SBL) & KW .
SBL A5 2 H fu V(1 9 28 C & SO B4 48 F AE 802-1X B B ik B X 1 v A1
BRI, IInJT I WEP. WPA/WPA2 S AFIE &% 4] (WEP) M4, 4
54 Before User Logon FH T SA L RAZ BT & W9 25 U 1) 45 PR, 464 1 )
EELARIG LR P R 4545 &, JF H VPN SBL DA 50

* /3% (User Connection) - AL 3EH T 3EAT#2 AL
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. “M&. FAPSHESHISIE” (Networks, User or Machine Authentication) T3 &

WIRAE “ P im g ” (Client Policy) T kg HIEFE T “ M )& 357 ” (Before User Logon), A/
11: Windows JF 46 5t 45 i N G s AR IR, 4% U7 ) i B AR 25 R D IO SEE . £ Windows 3 3))
FH ) Windows 2316, X255 1) 5 HE 4% 2 4 37 0 24 35 %

WIRAE “2 7 5 g (Client Policy) f# Hiked¥ 1 “HIJW & ¢G5 " (After User Logon), W /"
B3] Windows J&, PIZEYT & B8 A )8 ShiE .

MR E, 20i H PAE R RN Z8 b WU SN 8 BB SCPERT Y, NAM S FOBTERL I
LRI

THEHLRIH P % 4% (Machine and User Connection) - {75 G & W9 ¢ S 43 B0 UE i v I, W17E Security
Level Zg k. tHAEHLID M SEUERIAE T, EACE A ARGk BB, tH AL > 4
AR XM R E AR, (2, VAR S oy i ur 2R BN UE T g 55 FH P g
S I UE R AR IEAN ] o

M P ARG SN, ERICIE U] GG 2Ol VA NS B PC BRI ML . M P OBk, ik
PRI AT 4 2l i T P I Bk PC SRR 4K

7E EAP-FAST . & 4 EAP J5ik (FE F— ANk W, SZEF BAP #Ed:. X EMAE W45 ) 0 &
FHRELHINTEEAUR P o C4n sk It Bl A w3,

YL PRI BN, “ 2% (Networks) 03 HE B 25 S FoAd I I o A A I 6 15,
AL N T M 4 R A B E EAP J5 i FAEE .

“M&. AP FBHDIEIE” (Networks,UserorMachineAuthentication)
DIE

FEIEFE M S IERIRM )5, P ERIR I SR IAE TV EIEFE G M RAETE R, Bonbise
SOBTONIEFEIN %, IFEORESR AR .

\}

IR R EC R H MACsee, i RE RS FE MSK S5 IR A1) EAP J5i%, #in PEAP. EAP-TLS 5§
EAP-FAST. It4F, BM#ESH B H MACsec, f#H M55 ) & BLE B 01K MTU M 1500 RS 1468
A MACsec.

EAP #fik

EAP J&—FHIETFRFC, 1J3i & S 56 IF P 5 A 38 e AL S b i3k A T B IR R . b 38 Ao VA& 4
P (4 IEEE 802.1X. UDP { RADIUS) 7#&# EAP WM, 11775 55 it 3 e iE Wp il o

FA EAP RS DU P dfs A 2R 2 .

* EAP 13K - B I0E 4% )i SR O Ak i SR B 0 . BN SRASAT — AN R, I THRniE R
W, Wik R G FIEAE ) EAP 255, U5 o1 5 40 B0 IE 28 A5 00 EAP i v 55 4%
/™ EAP i KT UL .

* BAP W[ - 3R 5 [ S 43 560 UE 45 A i b Bl G A T Y5 55 )5 3 1K) EAP 35 3R iEAT ILRE
EAP i W [{) 28 AL 5 UCFL EAP 153K, BRIEMIN A 91 (NAK).
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EAP-GTC

EAP-TLS

eAp-6TC ]

* BEAP 13 - GO IAE RN T, B0 UE 2 ) i SR 5 A I T B
* EAP I - WHR G Oy I0AE R MG, 5 3 B0 IR 258 1] 335 SR 7 326 SR OB A
7F IEEE 802.11X R4 i F EAP I, A N7E BEAP M F T4E. fEHAAT, BA SRR

i, FRRTFRIC B, SRJEH IR SR TR ¥ EAP Bl 5 K 28 AAA RS #5 . M AAA RS54
B 0 U 25 B AT B0l A K e B 2 SR

EAP-GTC & 5& T L H - 4 FH 200 S 0y SR EAP S S0 ET7 . AR BTk R 7%, R 4
B LA SO AR 8 @ IAERRIE EAP J7VANTE (S N IMBEIE EAP J7i%) BB — k%
i (OTP) {7 1%

EAP-GTC AR AR T S 0k & RO b AT B O Ie ik, - DALV I 2545 T RE S 3RO 7 (K 5%
iEe WERATEANE S U0 E, WIFERSIE EAP JVA W] EAP-GTC, XK IR AR S5 & 5 ik«

EAP-GTC RFLL2 M Bl BRI, AHERF MACsec ff H 75 W SR — 5 18 5 n 8 7 2 5 H
Bl WIFERSE EAP J7 VAN Al EAP-GTC, XFE R #AE% MR (a2, LY A /NS EAP
TN E) o

A AN A YL T
o AT B BAIE - UG AT BRI AT A5
o M RRREAT B O IR IE - B2 4y, N4 ARRY B OTP (K7 dw ks GEH 210 10 B

\}

AR MK B, GO UE RS A EAP-GTC WM TGi X 73 2 6 A4 fiAR,
T o X e T B 5 M Y 6% U ) 57 BB PR IE R 2R e . BRAR PR B 11T Bk
B () YIS A2, (HANRE LA A MAREY CERIA B3 IR S 3 S0 I R 3o
M PN AR .
LA F BT B S0 E, T LA S B On B, 15 WA A5 {85 i ) s
PEEAT S S0 UE, DRI A 2R LB SCAR 3 B S IR RS o SR AR B e i
FEMTRE, AU Tk

EAP 16472 244> (EAP-TLS) & 5& T TLS WY (RFC 2246) 1] IEEE 802.1X EAP S 36 UF 5. TLS
fFEET X509 BUFUE 1 A H S 43 300E . EAP-TLS 1 EAS B A H S 4 IAIE s B4 Ui «
WA M B i g SO B R R 5% 2% TR PR B 45 B8k DA K AT FH T RN TR A R

NIRAIESEIE T EAP-TLS %) Stk A5 ] D947 L Ao 2 14 P (1 B 470 06 1 3= 22 L [N«
© SRR B BREAT, WHE T
* AAEAERT T AR
o HUTE-PARAR S AE R
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REM%EEESE |
Bl errmiis

o A A LB InE DR AT e
 WEHA S 2
o SHOR BRI R 2% Jh HCHE 02 RN 25 A AR O EL S TR
EAP-TLS £ % /N i
o “ISSIFARZS SSUEP” (Validate Server Certificate) - Ji JH IR 45 #8iE F R IE

o “JAHPEFEBriEH:” (Enable Fast Reconnect) - J4 F TLS 2 i& k52, L TLS & b £ [ R
(ELER ) i AR 4545 b, St SRV 740 1 TLS 98 F 74T P45 2 1 F08 B 50 10F

\)

AR XTI ENUERE SRR, A R RIT2ZEH] 7 (Disable When Using a
Smart Card) IR .

EAP-TTLS

EAP [%iE L4512 %4 (EAP-TTLS) &4 ¢ EAP-TLS ThREMIPI R B, 26 1 ﬁﬁE‘?}Lﬁ%% TLS 4>
1, FEA R TS 2 BBl A e IR SS 3% 55 % P i 2 (R B 3 A0 SR PE R S 15 250 o 8] DA AE 26
2 [y BERE A Ak 1) J 1 3k 22 B AS R AL A T At B 43 B 0E

PR 27 ) 5 B 2SS SZRFAE EAP-TTLS 5 43 56 iF 39 TR 45 FH (0 PN S RN ANE T v n & 4 s - n S 75 8
b5, WAZEH] EAP-FAST. N4t se ol B e sk 2 ) b i) N Xeeks, EIX R UGE v, Bh#E L
T B AR ] LA P IR

T CAFE SR 2 B B A 16 B0 AR ML AL HE DL R Bl s

* PAP CEERGIGUEDM) - A5 0 v 412 T g X S5 T B (AT W L 5 03 1R 1) B 5 v o GH 488 00 1) 5 3 B AIE
MR RIL D/, HAE S RAEMIASURMG BT B B S AR, 220K EAP-TTLS
FCE A LES 1 B BUG AR R4S 28AIE 15 o

H T R A 330 ) S R U0 UE %, T LU P uh Wb B3OKT 0,55 I o1 55 R 10 A0 PB4 T 51 473 B
U SRAFAE Rt et e (R R RE U 5

\}

IR LM EAP-TTLS PAP SHT3E T4 RIS T OTP 1 & 43 56iF o

* CHAP (Uifi 2 TS r IR uE WM S0 - A A =Vl TU0 b S8 0000 5o R 5 A0 B 5 S0,
K EAP-TTLS BCE WSS 1 BB UE RS- 48 UL AT Bt me N 7598, 7 A 5y Jn ik 4%
I HE 126 P A W S

* MS-CHAP (Microsoft CHAP) - fff ] = /X 48 T4 UF X I (1) B4y o a0 SR 75 ZEAH T S S0E, IR
EAP-TTLS Bt B UL 1 B BERAEAR S5 #8150 A0 A X AL T35 0 1) NT I 735 {2 PR J v i 7
W, T ELLE B0 IR A IR EH A A W SO RS B A D AF AR B 1) NT WA A5

* MS-CHAPV2 - 38 1 75 i) 3 £l £ /B 35 0 A 3505 LU AE F3C D 80t A 555 B 473 R AIE 4 g I K
PPN EEI [ (AR B SR S0 TE . SEXT 2 By PR RSS2 HEAT B I E . IR 4% A i 20k
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| mREmki e g
& eap-T1Ls I

TH AT SRR CCARE 7 ), Nz EAP-TTLS BB VAES 1 B BURIE iRk 55 4%
UEAS e A AIXASEE T B NT W7 (5 K SO N 535, 5 S0 B 0y 6 i s X 508k e A7 A ]
SCE B A DAl K NT IS A

it & EAP-TTLS
* EAP - SUVHMEH LA N EAP J7EZ
* EAP-MDS5 (EAP Message Digest 5) - fff ] = [a]48 FRIUF X SR S 4 (LT CHAP)
AT B - S 7 9%, AT R U 7 PR B P v A W S R

* EAP-MSCHAPV2 - 1] = IR 4E T UERTSEAR I B o 5600 & iy FEAT IR &5 48 64T S 40
WEo WISRATIR S5 2 (1) B Y IOAIE T B T4 s (Bt g iy b Bty IS e & EAP-TTLS
CAZESS 1 B BEAIE AR 25 S8 IRAE 150 06F NT W5 A5 (7 =X 1) 28 R it P 3 o i ) -1y 12 7 V),
AR IOAE 7 (O P Hp A7 A H SO Y B /> NT M A 2R 1 565

* EAP-TTLS &
* Validate Server Identity - J& FAR 45 25 UL 1 36A1E .

N

AR RS IR, iSRS RADIUS JIR 45 g b 2255 (0 R 45 28 30F 45 P 40 25 IR
55 58 SR IGIE (R4 e 3581 19 (EKU). 24 RADIUS JIR S5 2875 5 473 56 31F 7] ]
W FLCE AL P R 3L B PNy, WA Z5U6S R 48 7 1) RN 453 6 0 A8 FH L R 45
PG OYIGUF BEE .

* 3 H PR E B4 42 (Enable Fast Reconnect) - HU )i FHAME TLS &gk, 1AV S 56
UE 2 BRI I 2 i B0 E 7y #5 H

\}

AR iR 4] (Disable When Using a Smart Card) ANid H] T HLas 1% 5
DIIGAIE .

* W77 (Inner Methods) - $5 %2 7E TLS B& I8 G 5 44 1 i N 377 AUE R T Wi-Fi GRS A,

PEAP £ 1R

ZARY ) EAP (PEAP) s 3& T-B4 18 TLS /) EAP J5ik. ‘EAER S it G 0 30 F 2 A ff H TLS BE4T I 45 %
GOKAE, LU NS AR k. S IR AR S AR AT I AR BB T, SRR ROR
) () A BB AR IR AIE 3, A0 FRUETD . A ANt . 4R 17 in) 5 B 98 AN S FRAE PEAP 5 43 3611 9 ) 4
NSRS L N30 5E « W TR LMY E, WL EAP-FAST. %485 v] 7 Ik
FMph i N Yy, e RBh T, B J0 7 A U nT LB R P

PEAP il i 4244t DL 55 PR EAP 54

* i EAP ¥t g TLS friE
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REM%EgEE |

B == renr
o WA S EE
o W
o JR45 2% 25 i ) B 40 B0 AIE
AT LA B B0 50 A0 7 ¥
o BB T B A0 B AR
* EAP-MSCHAPV2 - fif Ff| =32 FIAEA AR E S o Sex 5 0t FERHIR S5 2 E 4T S0 56
o RS T 25 T8 S S e AT SR I UE Canchy T B g ), A2 & PEAP
DLEGSIE R 25 B AE T A 3 TS8R0 {0 N'T WA 75 (8 10 v i S 7y v, T BAE 5 A B S 4
P TR A7 W SO Bl 4 /D A7l S A ) NT M 75 (E o
* EAP-GTC (EAP B A M) - 2 X EAP fGH LIAREH 7 LMD, 0 R 55540 H 5405
UE, JAZIEL E PEAP LASGF AR S 4% IUE o 1250 DA SCAR 326 21 S B0 E 4%, nl DA
FH I PR iS00S B 55 W 75 (1 S R B AT S IR AIE o W R AP AE B e R T e, il
A 7.
* EAP-TLS, {#HuFP
* EAP-TLS - & X EAP (5B LUREH P . il ABed GGhEFE SO0 P iR
AR EDE PEAP (EAP-TLS) A1 EAP-TLS it & SCATR & 7E— i ] [7]— S A B0 AIE 28 361 T B 47y
UOAF o AN HEC B S 56 AF 28 N [R]I J F 38 A% i EAP-TLS)
fic & PEAP

* PEAP-EAP ¥ &
* Validate Server Identity - i H R 5 %5 1E 1O 56001 .

\}

ER WS AR, TR RADIUS RS 2% b 2255 R IR 45 S3iF 15 b4 2 iR
55 5% SR IGAIE (R4 e 3547 1% (EKU). 24 RADIUS JIR S5 2875 5 473 5631F 1] )
W FLC B AL T R 3% B2 PNy, bS50 N 48 7 1) R 453 6 0 48 FH L R 45
B G AE BEE

* i3 H P EFri% 4% (Enable Fast Reconnect) - Xt FHAMTB TLS S 1fPk & o Sk g4 il & 75 8k
ot WS B UE .

* Disable when using a smart card - 75 & B8 RIEAT S0 S0 UERS, 23R “Poidi g
7 o BReRAUEH T H SR

{4 R EAP GTC 3T 5473 564IF (Authenticate using a token and EAP GTC) - X} i+ 5HL 5
PYI AT H .

ST AEURYR I N BB 77k
* {§iffl EAP-MSCHAPv2 /5§, EAP-GTC [ 25 i 3E4T 5 4336 3F
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EAP-FAST is &

fic & EAP-FAST

eap-rasTizE [

« EAP-TLS, i FHUEFEET B K0k
* {4 A EAP-GTC BEAT S 4 Bl - X5 oSS A B il A o]

\)

AR RS, B SCRFE Windows AT

EAP-FAST /& IEEE 802.1X SHp UMY, ml ey s R yG I3 B A B & SChp 220 F 2 R 35 0
B PR ARSS 2% Rk i s f o SUIRD B S A B B b (Rl

EAP-FAST %1% A0 8 IEEE 802.1X EAP SR WE AT H &, ST AE HUE 545 A By £l 7~ 4L 4
e

BO B VA URI ] P IR 832 EAP 5 IX BRI 25 7 n) & B 280 S0 v LR 2 45 o 24
SEAR HL A AV EE, X6 T R A A B A M & ) PR AR A . 5 < EAP BERTE
MiEE, 1S RFC 3748,

EAP-FAST % TLS W BB 244 EAP Y, 3G =Nl B :

1. R B - 125t 5 4y B 3IE () Diffie-Hellman 33 (ADHP) B B A 44 A 447 D7 [ £ 1F (PAC)
AR L s S ) 25 7 i

2. BEEENIHB - (] PAC AT FRIE
3. SEIENTEL - SRR S SR R UE (R H P /A e TR D BT A SR .

L IABBEIE EAP J5i5ANF, EAP-FAST (it AR AN 5 i Z IR I 9052, T B s Rl ) o
AT, AEIRXRIG Bk ol SR AT 20 P 1%

* EAP-FAST &

* Validate Server Identity - Jii F IR 5525 UE TS50 UE o 5 FH BLIE T4 7045 B S AR 7 Hh 5 I AN
HMPIRHERE, I HAE W92 U7 [ B 2128 B0 B SO 4R 28 25 81 3R h s In A R UE 5 B A

N

AR WS IR, IS LE RADIUS JIR 4528 b 2255 0 IR 25 28 00E 5 b 40 2
2 2GR A RSP (EKU). 24 RADIUS IR 452575 5 43 Wik 19 )
W FLBC B AE P A I8 B0 B /iy, 2006 19X 48 )7 [ BT B 3 6 0 45 P e A 45
WG M RE .

o J3 P bRi% H %% (Enable Fast Reconnect) - i3 il WK & . FIK4E EAP-FAST WKk &2 5 43
B UE S U (P AOLIEE P AL PAC CH T NS 30k ) A TLS £k &2 (T 7
VPR EIAME TLS 8T o b “J HRSE B4 42 ” (Enable Fast Reconnect) Z 4] 3 H 5k
AEFHX P RIHLAEL . 38 UF Ty P EARAE FH R —Fi bl .

RamgiragEs i



REM%EEESE |
B iz

\}

IR UFENLPAC $EALRIILE TLS 48 F, LGN S I0IE . b bl ji F/
25 PAC S50

\)

R “fHFRERR2EH 7 (Disable When Using a Smart Card) 3 704&E -
PR

o FEFAEURYR A A B 57 (Inner methods based on Credentials Source) - AJ L1 &8 H %6 50 5l Uk FHEAT
S Bk

* ff{ ] EAP-MSCHAPv2 5 EAP-GTC [HJ#% 15147 & 401F . EAP-MSCHAPv2 $&4HE4H T 5 {7
BOUE, AHESERT b PR R SS AEAT B B E o 0 SR EEAE AR S A BOAIE P A R SS A
BT GGy IGAIE, 150 E EAP-FAST FUT T4 S W E I EC, I HIGAIEIRSS 2% (03E 15
EAP-MSCHAPv2 i FJE T2 A5 1) NT W A5 (B 1 vAl-ma 3 5 v, e SRS B0 J5 1R s
JE AR I SR B A /D NT IS A & i . i T3 %48 EAP-GTC H LB SO AL
SRRy, DR o] LA FH b B BSORR 3 Bt PR 34T 5 03 B0 E

* Authenticate using a certificate - Y8 7 HUE AT B 3 S0 E (19 LA 454 Wil skiy, DL
SOBARIRE ik Ay, AXAEREIE A RO % 7 ik, 5 Al H EAP-TLS 7ER&IE %k %
JuE S .

o {4 BURT EAP-GTC #EAT S A3 56IF

* Use PACs - A] LLIg 22 1#i ] PAC #E4T EAP-FAST B35 . PAC &0 K45 % 1 i LA AL /9 4% £
£ AE 1 AR IE

\)

IR W PACIEDL, A K S 0y 50 UE A 25 75 6 EAP-FAST fili i PAC.
EMIBR LT 2 A, V5 50UE & 43 50U AR 45 28 AN X EAP-FAST 1] PAC.
TN, 7 S A B E SRS 1T

LEAP i &

LEAP (254 EAP) CFLLML. ERT Y RS RAEY S (EAP)AERE, BRIk, BAER]
ALt WEP B2 21

)

IR LEAP A5 %2 8| Yty ,  BRAESsn A0 If e W il 1. R WUl EAP-FAST. PEAP 5,
EAP-TLS, ‘EATH S WAE 5 1EAN 5 5% 7 i

HREH TR G400 56AE ) LEAP B
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o VERH IR SER I - R RFRERATIPIRGS . WERIF P FRRCE K, ISR IERAAL
ERLEULINAY

TSR Cisco LEAP Jill (K17 S B0k DL TR AR AR R

TE M ] 4% 1= 31E
7E Networks > Credentials %A%, F5 2 & A0 H H 7 FV/EHL A EUE, I HLACE S 54T AR S 2 50 UE R
.,

& R R &Ik

EAP X iE il e & 2 7 EAP S S0 UF J772:,  Forh b S S0 UF ZER I S rT AN [H) (i an S 2 o5
LS IAE, RIS I0AE) o i, A5 5 4] v] 68 75 K & 4 nouser@ecisco.com LUK £
PYEEIE K A% B cisco.com EAP %5 2%. {Hi&, —H O TLS &%, XS REFH RS0 A
johndoe@cisco.com. A, B 7 G MRS, HARSAEA—2E LR, BRI GEA
B B E e 554 280k

TR ER:, MEH T [username] A1 [domain] (547, IER LA &4

o WU P e T B S - S X509 UEFD & PE R [username] F [password] ¥ A7 FFE -
A B R VT L R R A B ko i, Wit T-H 2 S5 ur, B4 /& userA@example.com
(H:r username=userA H. domain=example.com) , Xf Til-HHL GO RKAE, S/
hostA.example.com (I username=hostA H. domain=example.com) , K547 LL T @k

o WUREIET TS S A B E -
* SubjectAlternativeName: UPN = userA@example.com
* Subject = .../CN=userA@example.com/...
* Subject = userA@eample.com
* Subject = .../CN=userA/DC=example/DC=cony/...
* Subject = userA (no domain)
o WAUR R T USRS K 5 03 B«
* SubjectAlternativeName: DNS = hostA.example.com
* Subject = .../DC=hostA.example.com/...

* Subject = .../CN=hostA.example.com/...

* Subject = hostA.example.com

© WARSRIEECE R Z T - WL S AN RS BRGSO AE
* WER IR R GEIRIBAIE S - M SR BRI A7 A5 (R
o WARASRUEEERAS 0 - AT S AT
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REM%EEESE |
B e=rrs

{E Credentials i #&H, %807 LU & FH -5 SR BB 48 34 T 5 03 36 U T 75 PO S IE o

ST 5 SCZ AP BB P S 0o WA 1) 65 B SRR LU B o (i A 2K
* [username] - 5 FH F* 4. WIHLH P41\ username@domain 3% domain\username, s 43 25 4 340 25
* [raw] - SEL LI EI R E T 44
* [domain] - 55 /" BEA& PRI

PR 2 g WA SZ ORI (1 5

WA U R A 23 TR IB B SR, JFLABI SO, 1 J0 i 78 ML ORI B S R IR . X L2 TR T RETE 2 I W M Ed
Bk

* anonymous@[domain] - % # HIZEREIE Ik, F TR DU SCRGEAE N BBl 2 S0y o AR, RSk
P SR Z LR S

* [username]@[domain] - | T-IEREIE A T7 V25

P & DL SCRIE AR ZARY ) O35 B o WAL B SC GO0 SR B S g B8 0k, BRSs a T g~ RIL— H
FAL T TLS S iE it TiEERAUE S 0y . Bildn, J 7 ID Al RETC R EANEE EAP AR5 o A FR (K 453k 1

FE3 e Ry S i
AR ID BT, WIS 3 SRR SR A AL LALE S 0 56 UE T SR B b B TE A U S
* [username]@[domain]

« AR B i se b w75 Hy - R AR

TR 2RI R

o {5 58 SRR (Use Single Sign On Credentials) - M HAE 22 S0 H 8 3645 S P FRIUEIE . 40 SR8 SR AR UE 2RI,
W87 ) B BRSBTS (B N YOS ) TF)E IF R P ik GUI 2 4HE3E.

iR TEASBER Windows B s FEUE 4817 10) & BRAS AT SSO —i2 B . K+ SSO 5 W 441 i) 5 P 2%
— A FEREE R, Fik, RGUKE KT RSB ED RS
* fi A SEUE (Use Static Credentials) - AIZNC S A2 45 2 2 AL 11 D00 25 0 i SR 3REOR P A E . G SRR A IE
R, 2 ) B R AR E IO G B 2 5 A4 TR AT A IE
TR FEHFBA, & fF9 2R
* LR ET N SEUE (Prompt for Credentials) - il Cisco Secure Client GUI FRHUCK H S & FIOSENE, [IE4n R SCfiTds
E:

* 7Kz i ¥ (Remember Forever) - /K AICAEFEIE . @i G0 AR UE RN, WU PR 78 FH P B N A UE . AR UELR
FATESCAE A, FFA A HO T ST L3 AL 1A T %

B EEm%imEgms
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o 76 g s aiEAE (Remember While User Is Logged On) - icAE 52 4E, BE2H A 4 1k Wiiid A4 1 5%
UEZRI, W F RS FH P i N AR IE .

o MANIEAE (Never Remember) - MANICAEFEIE . 25 [ 7 B4 50 X 75 B AR UE AR S DAIEAT 5 00 B0 U i R 25 44
A

WIRS 0T EEUE TSI WEANUE YR H T 24T 5 4 40 10E
© BRERBRAE R GRS - MZ5 7 ) BEESAT HI AR 48 2R GouiE 1o A7 it P2 el fie R b 4k B UE15
o SCPRA RERAUED - 2487 ) 5 B AUAE A AR 4R B E 15
$IB6 £ “iCEFHEE PIN fi3” (Remember Smart Card Pin) 2%, i W25 5 1) 5 BEES 04T T B g RS RIEB I
PIN (WIS TR . TSP IR 2 LL T w] H R ot
iR PIN {3 B I 5] 46 A5 B T 15 A% B ()48 B I 1)

FELR G R Pt I 1) W] B LU AR B RS, IR ER e TR R RS A MRS RE e CHURR o n i 5%
TR (CSP) MU PIAAHFLIERE T (KSP)) o HYANIESHE N AT G2 W 46 AL 5 I [HRIAA T2 TR e R K
AL AT

BB ENEIE

EAP X iE i e X 2 7 EAP S 30 UF 7732, e Bl S5 43 56 UE 22K 1) B4 ol AN [A) (B an S o5
HLS R BAIE, ARG AP S 50AE) o Flan, 4Rk 0l 5] n] fE 22K nouser@example.com [ £ 432K
GOy SR 1S K % 1 2] cisco.com EAP li4s# . HJE, —H TLS SUGZeit Wrrg, %45 p i wlt i fe 2
3K johndoe@example.com ¥ & 7. PAtk, RIAEIE G H 2 ) S $2 fEORY,  H ARSI A— UL,
BR AR T8 AR A S 3 B0 E e 55 2k

S HEAER:, R [username] A1 [domain] 4745, LA R 4cE R H -

o R il T SR UE - WS X509 UESJEPESREN [username] A1 [password] [ A7 FFAH
MR HE T UL ICHE  ARE o A g 1k B, an 6T P 5 B0 E K U £ 432 userA@cisco.com
(HH username=userA, domain=cisco.com) , X} T 1IEHALE 475 E K 1% & hostA.cisco.com (I
H username=hostA, domain=cisco.com) , W/#TLL T J&VE:

o AR FET P UE R B SR B
* SubjectAlternativeName: UPN = userA@example.com
* Subject = .../CN=userA@example.cony...
* Subject = userA@example.com
* Subject = .../CN=userA/DC=example.com/...

* Subject = userA (no domain)

© WA TSRS IR S B E -
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REM%EEESE |
B =rspaemsutErmnis

* SubjectAlternativeName: DNS = hostA.example.com
* Subject = .../DC=hostA.example.com/...

* Subject = .../CN=hostA.example.com/...

* Subject = hostA.example.com

AR IE A T BRI L - WA R SGRIUEIE,  [username] 5 (2 AFAAR 2 B THSEHLA
P

AP SEUR TR, mT AR 2 Bl i) oSSR

S 2R S B SIS o U7 ) B B3R SCRFLL R 503 O R A
* [username] - $55EH )7 % - QIR F i username@domain 2 domain\username, 143 B4 3556 43 o
* [raw] - SE A P ISR EH P 4.
* [domain] - ¥ H /7 PC 13k

PR 2 € SRS R T LS A

WA BV () 23 T B 2 S 03K, T LAWISCI N, 1o i se BEPE ORI BSOS 0 15 vl RETE 2 I W A S (L
Bk

* host/anonymous@][domain]

RS B O SRR A CR 2

PRI SRR AL R

AP ID BT, WSS e AR LLLE S 3 B0 UE 17 SR % 1 B E A U A5 R . MR R 2 R ) T LS
IR R R

* host/[username]@[domain]

R (SR R Rk BN e L AU VA D)

pz LR T AR NRTTR P
o AEHHLESFEIE - MERATE R GESRIUEE
o MBS TRIL - R 2R A E SO P SR I SE PR aS S S . SR RIEAE ] TR 0 5 Rk .

W W45 R R g DLIE R A A E
PR S SOy BRI, WA PASIEAS, U9 2 ) A B RAR PRI 15 IR vk B ShiE P R IE 1S .
THEIEBIEPI &R e, B VARG DL P BORBE IR SRS, RS by 20 U R
kSR
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SR AT ] RS 2T LE 15 S UL, 1) ACE 3 45 HU S UE 15 e 00
T, IFRIBREE AT (B, RAARYY, TR AR RIS M —MET. RE A
MESAATARIESESE ACE 31903 e LA GBI 35 MIET.

IR 1 M Cisco Secure Client It & AT 4B as T, W “MLK” (Networks) LT

PR 2 EFEgENM L.

$12 3 P EHEIE (Machine Credentials) 5 .

W4 AETUHCH, ERERIER RN (Use Certificate Matching Rule).

FIBS M “GEP R (Certificate Field) T3 iirf, P s K440,

PI6 M “ILAC” (Match) FH3esd, HicM RS H O TG RL (T BBk It () .
PRI A “HUH” (Value) FBP, HNIUF R4

o B = 52K 55 2R 5 E M N

Jy EAP HERCE T “UWiFIRSS 2 5437 (Validate Server Identity) ZEJI, “UF” (Certificate) MR
FOVFIEIC B E DA 55w B AR S0 E R o 56 11F 1 &5 SRR A e UE 15 AR 55 2 BRI RS TR 15 2IME AT

BT AR RS A I RN, AT EL T P ER:

T BRIEBFE (Certificate Field) FIPLEL (Match) &1l ik & B R, a5l TRk Itk BT i .
$IE 2 7 Value FE A .

FHIEI AE I (Rule) F, AdiiRan (Add).

H$IBA F “ZASTUEP MK M ” (Certificate Trusted Authority) T #HH, EFELL NI L —:

o [T LR AR RS LI TE ARUE B A A NI (CA) (Trust Any Root Certificate Authority [CA] Installed on the
OS) - WERIEFF UL IE LT, SO A TH A LEGIE 15470 DX AR IR 55 2% BRE - BESGHIE

o ALFFARUE PR AL (CA) UETS.

iR WRIERE “CAFEARUEBAUEHIA (CA) UET” (Include Root Certificate Authority [CA] Certificates),
W20 ST R0 (Add) # CA IE T S ANBIECE . R A E 1 1EE A Windows HIFE 10 G4,
W “Base 64 encoded X.509 (.cer)” L.

Network Groups & [
1 Network Groups T 111, R 145 141 4 FLF 4636 . ATEBES AL BE S TS

o MR, TSGR AL . ECE T 2 AR LS I, B g n] DL R E SR
i I BETR M2 73, BB I . AEIXAIE LT, ] R e SRR B R TR
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REM%EEESE |
. Network Groups & [

o RGP G B IR A B o AR T DURR R o SR BEL DA R 26 15 T 7 W26 00 B8, O S VR T2 41
@ (B H Yy el R — X ) ARG e d R 2%, DLER iyl I 2 51 R 1Rl i B
P00 B ALK 853 10 SCIT A REBIUE » DI [ 1 ™ G 1 58 5 3 ) 4 P S A

TErT LR 2% 52 SO A Jri P4 o AT ICHRAEIN, 2R oA 4 Ja R B0 b o % Xl 20 7 2k
ANTCLL 28I o FEIX TP [ R 2 o L BESA TR 7 G

P AR R 8 AT AE T AN . BOAEOUY, QAL WERPTA I E8 A S 42 R 4.,
HIP AT BN RS i 4

TR N FSIRER 4.

$HIE2 TLFBIE ML (Create networks) 1] S VFRLEH] P 21T OURE IS, 0SB, 0SB HO P T, W02 7 )
L2 AL P INER P P O MO FE T4, A BRARIH P AL Tl A 4R

S FEEIIFIF (Seescan list), LIZEE A Cisco Secure Client GUL 4% 4Lk . it ShALIN fuVF R JH 1 25 414
FIF. B, WRSUEHE LU A AR I, R RS AR A, B AR
ET LT

ph s XA NI T AL

TRRA A FAM T SRMAE “4” (Group) v AR RS A PR AMMIER 2% . WERFE 28 O i dl, e
STE RN SEOAAEAEG I, BIREMILT L (A > #24D .

PR TELE M, BENER IR R A PRAAZIE— o AL, AR ZANRE RS P BCE 2 BAT AR A B 7s 44
FRIR R 5

SRS AT LSRN Sk A P 2 L e Y -
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