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"cills'élo" Global Threat Alerts Alerts Threats  Asset Groups o . 1
Critical Risk High Risk Medium Risk Low Risk
1 alert 5 alerts 6 alerts 1 alert
New [ Triage [ Investigating [ Remediating [C] Remediated / Resolved [ False Positive / Resolved [ Ignored / Resolved
Alerts that were active from ‘ Sunday, October 25th ~ ‘ o | Wednesday, December 9th ‘/. Set: Last day Last 7 days Last 30 days Last 45 days
Critical Risk High Risk Medium Risk Low Risk Enter a username, client IP address, asset group, or threat H Filter I
Sort by: Risk v When ~ Affected assets
Critical Risk | New [ Triage ~ ‘ When: September 11th - December 7th Duration: 87 days Affected assets: 2 Eta

|Thleat5: Emotet, WannaCry, SMB infecting malware, Peer-to-peer communication

|Asset Groups: Library, Cryo Research |

Users: demo_buffy.hillhouse, demo_keturah.gaunt
IP Addresses: 10.102.77.196 v~ 10.41.118.157 v
Alert Detail
| New [ Triage ~ When: November 4th - December 9th  Duration: 34 days Affected assets: 87
Threats: ArcadeYum

Asset Groups: Library, Cryo Research, Remote VPN IP Pool
Users: demo_adrian.arzate, demo_agustina.armijo, demo_alejandra.shelton, demo_amira.thornley

10.113.129.3 v 10.138.203.215 v 10.222.144.159 ~ 10.40.192.195 ~ 10.65.148.85 v

Alert Detail
2
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c||s'c|o Global Threat Alerts Alerts Threats  Asset Groups P
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Critical Risk High Risk Medium Risk Low Risk
1 alert 5 alerts 6 alerts 1 alert
FILTER ) - - - i — ’ - . -

New / Triage [_ | Investigating [_| Remediating ] Remediated / Resolved ] False Positive / Resolved [_] Ignored / Resolved
Alerts that were active from ‘ Sunday, October 25th ~ |tu | Wednesday, December 9th ~ Set: Lastday Last 7 days Last 30 days Last 45 days
Critical Risk High Risk Medium Risk Low Risk Enter a username, client IP address, asset group, or threat H Filter ]

SORT ISurt by: Risk v When  Affected assets I
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Anormalies High
Anomaly Domiaini L Sarver IP address e Autonomaus system s
adaranth.com < eg 1.234 eq. "Amazon.com, Ine." ’

Malware distribution

Wab site that distributes malwvare

All anomalies hidden by the filter.

Malvertising

Advertisements that contain malicious code or lead to
malicious pages

Known mallclous hostnames from passive *
DNS inference

Communication to IP addresses 188.72.202.2
with global passive DNS inference to hostname
propu.sh ~ (89%), 88.85.82.189 ~ with global
passive DNS inference to hastname
deloplen.com ~ {67%), and 188.72.202.12 ~
with global passive DNS inference to hostname
adaranth.com ~ (100%). The hostnames are
known to be indicative of Malvertising

S

\

+ adaranth.com
inferred: 100%

\
= adaranth.com

inferred: 100%

= ey TP
adaranth.com

Copy to Clipboard
I ¥ Add domain 1o filter

~—+ omm 188.72.202.19
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"cllls'éloh Global Threat Alerts Alerts Threats Asset Groups . Ao
Threats

Threats that we detected on your network

Critical Severity

Emotet Confirmed Alerts: 1 Assets: 2 njRAT Confirmed Alerts: 1 Assets: 9
Infection with exfiltration capability that targets banking credentials Malicious software for remote control of a target system
Last seen: 9 days ago Last seen: 5 days ago
Category: Malware - bot Category: Malware - remote access trojan
Critical Severity ‘/ [ Critical Severity ‘/ '

WannaCry Confirmed Alerts: 1 Assets: 2

Disk encrypting malware contains worm-like features to spread itself using the SMB...

Last seen: 19 days ago

Category: Malware - ransomware

Critical Severity ~
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"cll's'élc;' Global Threat Alerts Alerts  Threats  Asset Groups Pt
Threats

Threats that we detected on your network

High Severity

Sality Confirmed Aleris: 2 Assets: 4 Shlayer Confirmed Aleris: 1 Assets: 1
File infecting modular malware Infection that can download additional malware such as droppers

Last seen: 2 days ago Last seen: 23 hours ago

Category: Malware - file infector Category: Malware - dropper

‘ High Severity ~ | | High Severity s

Medium Severity

Cryptocurrency miner Alerts: 1 Assets: 3 Domain generation algorithms Alerts: 1 Assets: 1

Software that uses your computing resources to mine cryptocurrencies Random-string domain names used as obfuscation technigue

Last seen: 2 days ago Last seen: 6 days ago
Critical Severity iner Category: Attack Pattern - dga
High Severity

v Medium Severity | Medium Severity ~
Low Severity -

|| Suppressed
Fake search engines Alerts: 2 Assets: 3 Malvertising Alerts: 1 Assets: 1
Websites imitating well-known search engines Advertisements that contain malicious code or lead to malicious pages
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cIsco Global Threat Alerts

Asset Groups
Asset Groups that need your attention

High Value

Alerts

Threats Asset Groups

Web Servers
Stealthwatch

Ancestors: By Function / Servers

| High Value ~

Alerts: 1 Assets: 1

Medium Value

. Ao

CRYO LAB-X

Stealthwatch

Ancestors: Cryo-Users

Alerts: 1 Assets: 1

Cryo Research Alerts: 2 Assets: 89

Stealthwatch

Critical Value

Ancestors: Cryo-Users

High Value
- Low Value
- Suppressed
Cryo Service Alerts: 1 Assets: 1 Cryo VPN Alerts: 1 Assets: 1
Stealthwatch Stealthwatch

Ancestors: Cryo-Users

Medium Value ~ | Medium Value ~ m
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Suppressed
Wireless AP Suppressed Networks
Stealthwatch Suppress detection on specific IPv4 addresses or network ranges.

Ancestors: By Location

. Suppressed ~ .

Open Application Settings
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