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A *:00, *:30

FEIE BN E MR (A RIEE AR, A AR (R O T 5 SO RN A BR ARSI 18] A BR D
I, S RRs B He FTP el AL S LK H T T S G SCPF R AR £ B % 1) FTP

Hrh, BRGSO 1 BE B R ST 25 2 (1 HUS SO 1 N 1k

)

Note i SRAEIAE) N — MBI RS BB AT, WS BISBIRSN R . Rl JPRIRE

o

H &3 14 F Ry B (8] 2

PUF H&ESCHEHE HE B S TFA RS R H . AsyncOS JRAH GMT B 22 (FF H & Tk LARD A

Prgeft) -
* BBAFH
© ZARHRMIESIR H &

FIABHIEE
AR AL I H , I LER LU H AT .
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euq_logs B s R & X Hd |FTP 5814
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EREERLICRAE
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T

<?xml version="1.0" encoding="IS0O-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<t--
XML generated by configuration change.
Change comment: added guest user
User: admin
Configuration are described as:

This table defines which local users are allowed to log into the system.

Product: M160 Messaging Gateway (tm) Appliance
Model Number: M160

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000

Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

Feature "Centralized Configuration Manager": Quantity = 10,
Feature "Centralized Reporting": Quantity = 10, Time Remaining
Feature "Centralized Tracking": Quantity = 10, Time Remaining
Time Remaining
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual”

Feature "Centralized Spam Quarantine": Quantity = 10,

-—>
<config>

£/ CLl &% A&
T AT LU F i i .

Table 4: CLI & #% B EFiHER

#it+{= 8 | Description

T | ol (KA s 1) o
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(£ FTP fR%& 22

EAFPIRSHRAS

#it+{= 2 | Description

PID BT A IR E CLL 25k I HERE ID.

s F HEO SN CLLar4 . CLIt (s, JIRE MHILINHR.

N
ARG F, CLI % #% H & SR % PID 16434 #i ALL R CLI fiv4: who. textconfig.

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n

\n
admin Wed 11AM 3m 45s 10.1.3.14 tail\nadmin 02:32PM Os 10.1.3.14
cli\nmail3.example.com> '
Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n- NEW
- Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]> '
=
TARS
NERANAWT FTP s #% H & i sk g5 B
Table 5: FTP HE%%% H IL.‘Q}E.L-I-ﬂ;I_ o
#%it+{= & | Description
I TRJR | Hdl A I )
ID B ID. A FTP EBM 40 ID.
- H G4 H I BB vl L H A SCPPIRASE BB FTP R A5 B O, bk, TEL 11
%\Irk
2N

LEATRBI T, FTP 45 2% HGdst 7R (AD: ). s TAENIEREN 1P Mok DL AES) (B4R
A AR .

Wed Sep 8 18:03:06 2004 Info: Begin Logfile

Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: 00065BF3BA6D-9WFWC21
Wed Sep 8 18:03:06 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:03:06 2004 Info: System is coming up

Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds

Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS

Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

Fri Sep 10 08:08:57 2004 Info: ID:1 Download words.txt 1191 bytes

Fri Sep 10 08:09:06 2004 Info: ID:1 User admin logout

R
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£/ HTTP H &
T AT HITP H & it i

Table 6: 7 HTTP B E i RIS T EUIE

%5it+{= 2 | Description

TRV | Kl X e i ) o

ID 2 1D,

req LTS TP Ml
P ER I 4

HE ARIPAT AR B . W RS GET 8k POST ir & s RGOS

7l

AR, HTTP H& B8 admin /75 GUI IS H. (BlInistT “ R4 E S [System Setup
Wizard]) -

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port 443
Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80

Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443

Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST
/system_administration/system setup wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsin&height=190 HTTP/1.1
200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=s&width=325&interval=0&type=recipientsin&height=190
HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

{ERNREHRE X HE

TR AT BRI B X H S TR sk I gTHE R

Table 7: 1R MR B X HESKITHER

% it+{= & | Description
IR | il A fm i 1)
A RS IEREUERAE CHSPE bR R . AR B DA TS5 84D .
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il

FEA R,

admin@example.com.

Mon
Mon
Mon
Mon
Mon

Aug
Aug
Aug
Aug
Aug

14
14
14
14
14

21

21

21

41
21:
141
21:
41

41

41

:47 2006 Info:
:47 2006 Info:
:47 2006 Info:
:47 2006 Info:
:47 2006 Info:

{5 IR BR S X GUI B8

TR SR TAELIR BT RR S IX GUI H Gl sk gt 5 B e

Table 8: ti 3R EBIFFR X GUI H

BHITER

fE AL RER AR X GUI B35

H & Bon it isf: (MID 8298624 F1 MID 8298625) M b B X 54T 5

ISQ: Releasing MID [8298624, 8298625] for all

ISQ: Delivering released MID 8298624 (skipping work queue)
ISQ: Released MID 8298624 to admin@example.com

ISQ: Delivering released MID 8298625 (skipping work queue)
ISQ: Released MID8298625 to admin@example.com

SRR

Description

Ay ) 3k

Kot 1R A 1) o

HE

3PS ERRPQ L)) PR O A VR RV AT s

il
FEATRBIF, HE SRR T RIS I A

Table 9: 3R BR R B X GUI B 75715

Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82

Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83

Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin

Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtL6ovyI5StCghCfO session:10.251.23.228
Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO session:10.251.23.228
Fri Aug 11 22:08:44 2006 Info: Authentication OK, user admin

{£ A3 AREME B &

RSB MR WEPHALE AR P PEA R . X8 H AR AR BRI, AT B T s
SEMBAF AL IS DU T RGP RE -
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KL H A TFEAMR RIS . (2, LIALIEMRE REA REE WA, 1 HA—E Sl
MR, HXREMGEE, ESHIRE RS MR (Tracking Service Overview).

TR AT SORIE H RS R R

Table 10: X AR 4 BB HHER

%5i+{= 2 | Description

ICID VENERID. X5 ARG E T A SMTP & B3 EhR R . 7T LUl —/> SMTP i
Pl B B A e T T B R B RS .

DCID LR ID. X025 5 G RS A L B SMTP BB bRl ey, AL Ff
BT TR, REEWSRIR S S B4 E RID AR AW A%

RCID  |RPC #4 ID. X2 55 B3R SRR 25 X 7 (1 1A RPC R BRI o 12 U
TR WA 3 S5 S BEG 1 DX T ER BRI o

MID TR ID. AL ID BRERIRE H G R
RID WAEN ID. RGN R IR A3 1D
New WERCRIE.

R T4 BT e A

SRR B AR
S FE B 391 R L RS

)

Note [ :ESCfFhit) 84T RS o AESLALT S A THEAT 4 5 AH TR Bl is0R .

Table 11: LA R H A EHER

1
Mon Apr 17 19:56:22 2003 Info: New SMTP ICID
5 interface Management (10.1.1.1) address
10.1.1.209 reverse dns host remotehost.com

verified yes

2
Mon Apr 17 19:57:20 2003 Info: Start MID 6
ICID 5

3
Mon Apr 17 19:57:20 2003 Info: MID 6 ICID 5
From: <sender@remotehost.com>

4

Mon Apr 17 19:58:06 2003 Info: MID 6 ICID 5
RID 0 To: <mary@yourdomain.com>
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b_sma_admin_guide_15_0_chapter8.pdf#nameddest=unique_396

| B&ies
st AERER

5
Mon Apr 17 19:59:52 2003 Info: MID 6 ready
100 bytes from <sender@remotehost.com>
6
Mon Apr 17 19:59:59 2003 Info: ICID 5 close
7
Mon Mar 31 20:10:58 2003 Info: New SMTP DCID
8 interface 192.168.42.42 address 10.5.3.25
8
Mon Mar 31 20:10:58 2003 Info: Delivery start
DCID 8 MID 6 to RID [O0]
9
Mon Mar 31 20:10:58 2003 Info: Message done
DCID 8 MID 6 to RID [O0]
10
Mon Mar 31 20:11:03 2003 Info: DCID 8 close

N TR b OSSO R R

Table 12: LR B 415 2 R {5

15 AR

do 3

1 RALFN R HHERIE BN ID (ICID) “5” o ZERAES M P #:0 ], FE WMk
10.1.1.209 HIZEFEENL LR,

2 | #E N R H MAIL FROM iy Ji, A HBEESSEE T HE2E ID (MID) “6” &

3 | UNRESZ R AT A i

4 BRI A EEAN ID (RID) “07 &

S |[#EXMID S5, KILENBAL I

6 |, BRBCERET

T | MAREE R IR . R AL T M 192.168.42.42 £ 10.5.3.25 (Fi4E % 4% ID (DCID) “8”
8 | JFHEIRID “0” [HHBIFALL%,

9 | M MID6 #| RID “0” [f{E%RI).

10 | HLREE BRI

XAER H S 5% Bl
LT (AR 4 B 00 8 F 46 H
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Axieg |

ARG PAWATE N — BB FEA B . ORI R e

Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com (1.2.3.4)
address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID '<37gva9$5uvbhel@mail.example.com>'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4

Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [O0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0] [ ('X-SBRS',
'None') ]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0

<37gva9$5uvbhe@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]

Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

FRINEY R (REIR[E))

FAT A NI B HEA R e )5, HARENLRF SXX AR, IXFORIBIF R el ik 2
AT AAEN . BEFERIAATEN, IF BB IIERYCAT A .

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address 64.81.204.225
Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

B 22 BTN R 1 B3R [B1 7R 151

—BIEEA B T ARSI, PR POR MO BB OR R A . 2B i,
IS Jle D A 3%

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address
error ('466', ['Mailbox temporarily full.']) []

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23 2003
Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
Mon Mar 31 20:01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [0]
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#4325 R (scanconfig) [

Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]
Mon Mar 31 20:01:33 2003 Info: DCID 16 close

B {134 45 3R (scanconfig)

B & MR

W 2RAEH] scanconfig iy & 2 WE AT ICTE 0 i b 2 4USE 0 I CAERBRIPERD 947208, IneUR $2
NPT -

If a message could not be deconstructed into its component parts in order to remove specified
attachments, the system should:

1. Deliver
2. Bounce
3. Drop
[3]>

PLUR A2 WA H & i dE s
FETCI3 B S scanconfig ¥ & 4 deliver .

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 RID O To: <joelexample.com>

Tue Aug 3 16:36:29 2004 Info: MID 256 Message-ID '<137398.@virus.org>"'

Tue Aug 3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:36:29 2004 Info: MID 256 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line seen

before first header

Tue Aug 3 16:36:29 2004 Info: ICID 44784 close

Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'
Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by antivirus
Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

FEICEE RIS scanconfig #E &4 drop.

Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID 0 To: <joe@example.com>

Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.Qvirus.org>"

Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line seen

before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop zip c'
Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

FEAM A, 2642 “HSAEIESCEE " A ARt g ds CRC BN SCRE B A Bl

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0s$d6efd8alS$@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient

A&icE I
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policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst’
Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

TER, =AM EE B4R Unicode #5350, EJCI% 7R Unicode 9280 [, IX S84 LLTI
FIRI T T BNt A s

4 BBIES B

T/ AR E S SR EE T BE Calt-rept-to I JEAY . RIVILIBAFRAE NS L bee() Bl Bidi B
FOE WA EAE) SOIERifr. EEE HEN, ESrT e 28 A 4 2 ndiAh MID A1 DCID. %%
H AR+ Fros:

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

[

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter 'testfilt'

\}

Note  “H'5” S HATLLHILAE NETIT S, FRUMERH MID.

4 HI 4 2 3125 B a7 3R S B 28 X

FEFH PR WA IR BB B DI, MR AF H S 2 BRERHE RS 25 X R 50, ] RCID (RPC 344 ID) 45
W RPC IR, FELLUNHEPEH A, WA RARIC A B3 IS I a2 F 437 55 P e 2 X

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfil.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To: <stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-1D
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make it
a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfil.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local Spam

Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done
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Table 13: NTP BERIZREIGEIHER

{EANTP B

G2 | iR

F I | A A il o

(RS T S0 55 0T I 95 st ) 157 B 9 4 16 1) B0 i (SNTP) #1812 adjust: 7 5L
il

FEABIF, NTP HG s T EE ) NTP LN .

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652
Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096

Thu

Sep

9 08:
9 08:

44:59 2004
44:59 2004

Info:
Info:

sntp query host 10.1.1.23 delay 642 offset -1152

Thu Sep

ERHKREHE

TR SR TR H P Id R E B

Table 14: & BEFKITER

adjust: time const: 8 offset: -1152us next poll: 4096

(KB)

(KB)

(KB)

(KB)

(KB)

#%i+{= & | Description
N ¥ ALt
IFIAIER | B A 1) .
THE I A HRIBURHE I, A5 S AR AEAS o
N
FEAG 4R H& o TAE R B H SO0 BEE %
Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:39:53 2007 Info: Period month using 1328
Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-40
Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not found: 1692
Wed Oct 3 13:40:53 2007 Info: Period hour using 36800
Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)
Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:40:53 2007 Info: Period month using 1328
Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533 seconds
Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-41
Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not found: 1692
Wed Oct 3 13:41:53 2007 Info: Period hour using 36800
Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)
Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:41:53 2007 Info: Period month using 1328
Wed Oct 3

13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42
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Table 15: i S E M HELKIHER

% it+{= & | Description

IR | Edl A i )

MR I DS R I, ALHEH P S R A

il

FEABI, PR A G S8 T M 2007 4E 8 H 29 HE 10 A 10 H, 2474 F AL H IS A i i
WA o

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info:

Query: Merge query with handle 302610229 for

['MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM',

T FILTER',

'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',
'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTEN

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',
'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECI

PIENTS PROCESSED']
with key constraints
['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM'] returning results from 0
to 2 sort ascendin

None sorting on

g=False.
Tue Oct
Tue Oct

2 11:30:02 2007 Info:
2 11:30:02 2007 Info:

for rollup period "day" with interval range 2007-08-29 to 2007-10-01

Query: Closing query handle 302610229.
Query: Merge query with handle 302610230 for

['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL HARD BOUNCES',

'MAIL OUTGOING TRAFFIC SUMM

ARY.TOTAL RECIPIENTS']

with key constra
ints None sorting on ['MAIL_ OUTGOING TRAFFIC_SUMMARY.TOTAL HARD BOUNCES'] returning results
from 0 to 2 sort
~ascending=False.

Tue Oct

2 11:30:02 2007 Info:

[ERZ£53R/MEIEFTIFRRE

N R TAEZ A SIFR/MLIES R H B Pl g5 B

Table 16: 2 £ 5| R MIEFIRBFEHIHER

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',

for rollup period "day" with interval range 2007-08-29 to 2007-10-01

Query: Closing query handle 302610230.

#%i+{= & | Description
I TR)RE | 5 A i )
THE P2 RS RIS T, QG P S BIE SRS
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Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC:

Fri Sep 28 14:22:33 2007 Info: System is coming up.

£/ SMA H7&

Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.

=+
VIARY

N R THE SMA HAEH LR ZETHE .

Table 17: SMA B EGZiIHER

#51+= 2 | Description

T | ol (K A% it 1) o
HE %I BRI, SR B0 RAESESE

ZNdl

1 14:16:09 2007 Info: SLBL: The database snapshot has been created.

1 14:37:39 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database failed.

1 15:32:31 2007 Warning: SLBL: Adding senders to the database failed.

1 16:37:40 2007 Info: SLBL: The database snapshot has been created.

SR T AT R A

6.0.0-425
10800 seconds

FEATRBIH, SMA H s o MBI 22 ik e N BEREA S AR BRER IR ST, JF o I 22 4 ik 25

AR S A T AR S5 o

Wed Oct 3 13:26:39 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading
- /export/tracki

ng/tracking.@20071003T202244Z 20071003T202544Z.s

Wed Oct 3 13:28:11 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading
- /export/tracki

ng/tracking.@20071003T202443Z 20071003T202743Z.s

Wed Oct 3 13:28:46 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading
- /export/tracki

ng/tracking.@20071003T202544Z 20071003T202844Z.s

Wed Oct 3 13:31:27 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading
- /export/tracki

ng/tracking.@20071003T202743Z 20071003T203043Z.s

Wed Oct 3 13:31:28 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading
- /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.000F1F6ECA7C-2RWDB51.v1.tgz

Wed Oct 3 13:31:53 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading
- /export/tracki

ng/tracking.@20071003T202844z 20071003T203144Z.s

Wed Oct 3 13:32:31 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading
- /reporting/ou

from

from

from

from

from

from

from

172

172

172

172

172.

172

172.

.29.

.29.

.29.

.29.

29.

.29.

29.

.17

.15

.17

.15

.15

.17

.17
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tgoing queue/rpx.2007-10-03-20-15Z.0019B9B316E4-JZ41PCl.v1.tgz

Wed Oct 3 13:34:40 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.15
- /export/tracki

ng/tracking.@20071003T203043Z2 20071003T203343Z.s

& RRZS

IL,\

REFELHE CLIREM AT ARG G ME S, (UFE status. status detail PA X dnsstatus
WIPR S logeonfig T setup FAan R E . IRESH

e WK

SRRV RS BOE SR A N IR E T

B 2 M AT

Table 18: 175 A 4115 8

itz | i8R

CPULd  |CPU FIHI %,

DskIO i 170 FIH %
RAMULl |RAM FIH %,

QKUsd CHI BRI 5] (KB).
QKFre "B A5 ] (KB).
CrtMID | {4 ID (MID).
CrtICID | \j% 4§ ID (ICID).
CRTDCID | f£1%3%#% ID (DCID).
InjMsg AR IR ECR .
InjRep FEN B N
GenBneRep | A= plt (R [ A K
RejRep | 4EZarii ik N Hh
DrpMsg | Z 55 (R fH 4
SttBncEvnt | #GE [A] () FHAEHUR .
CmpRep | 58 A AN E .
HrdBncRep | ffi 8 o] Rl f A Kk
DnsHrdBne | DN fifii [/ % 5 .
SXXHrdBne | 5XX fifiil 1] % & .
FltrHrdBne | jof 8258 iR ] 4

.EIlE%
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gaksas [

SHitES2 | i8R

ExpHrdBnc | js J i iR [ 40 &
OtrHrdBne | HCABAEIER [ £ &
DIVRep | CLABa it N B
DelRep CMMBR A N K
GIbUnsbHt | 4 J5yH i 11 b iy 4
ActvRep | [E7E A F A NS
UnatmptRep | A< S i AN
AtmptRep | BRI AN KR
CrtCncln | 4 pif (g A5t i 40
CrtCncOut | i ) H il I F L
DnsReq | DNS ik #L.

NetReq I 25175 SR H

CchHit G AL

CehMis | 217 F KK

CchEct AT H R

CchExp Gefrid

CPUTTm | 3 45 FH f CPU I}
CPUETm | (3 W Ji 8 AR 283 fr i i) o
MaxIO WA FRAEFD (¥ e K 1O A8
RamUsd | pECHEINAE (75D o
Swin BN A

SwOut Bt A A

SwPgln TNHI AT

SwPgOut | BTt ¥ A £ .

MMLen | R=Ze Pl A: AL
DstInMem | py £ eh ) H ARxE S5
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ResCon | By tarpit . X NMELF AR, K0 R GE M BUIR
WorkQ TAEBAB A S 2

QuarMsgs | R Gk & IX h & W AF AR CHILE 2N B8 B X P e ok 55— 00
QuarQKUsd | 2 45t b 25 X WS 1 AL T (115 1] (KB).

LogUsd oA H &S X E .
CASELd | CASE #94#i ©# 1Y) CPU H 43 L,

TotalLd CPU SAIH %,

LogAvail | m] F -3~ H & S (AL 23 1] 4
EuQ 7 5 IS O 2 DX PR S
EuqRls 7 5 I B 125 DX A T A [ S K

il

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608
CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp 6318
DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15 FltrHrdBnc
0 ExpHrdBnc 1 OtrHrdBnc O DlvRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp O UnatmptRcp 0 AtmptRcp
0 CrtCncIn O CrtCncOut O DnsReqg 143736 NetReqg 224227 CchHit 469058 CchMis 504791 CchEct

15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd 21528056 MMLen 0 DstInMem 4
ResCon 0 WorkQ 0 QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd 0 BMLd O CASELd 3 Totalld 3 LogAvail
17G EuQ 0 EugRls O

ERRFEHE

TR SR THERG H SR E e

Table 19: 2%t REFKITER

%= 2 | Description

TR | e ) A Tl o

HE WA

il
FEATRBI, REHE R T2 H, WA IRA A& I ™ (A R AN A (14603

Wed Sep 8 18:02:45 2004 Info: Version: 6.0.0-206 SN: XXXXXXXXXXXX-XXX
Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: O seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache
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Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes: SSW:Passphrase

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes: Completed Web::SSW
Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added a second CLI log
for examples

Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI

log.

IL,\

PRER H LR T 5K AsyncOS HYRBPFIRAEIIAE B . M8 S S & el H G

T S PR R LA SRR AR i R ER A 2 H T R R R R A S, Rt
EEE/T\ I Ezjjzu [fl"J o EEE/T\ El I I:F' Ij/J'fFl l% Tﬂf'f A%Iﬂl}:ﬁﬁj\*ﬁ‘ Dg o

T PR, R H A& L ks Ol s AR . 5 B ARS8 Ky, A R
PEAL SRR P a4 fa v e N DL D18, B4 T 1A T LU R AE:  http://tinyurl.com/3¢518r.

[EHEZHEE

% H IO AAA CBHBSRIE. SRR FfF. KZHUE BT Uik s “BRis” 40,
HiZB A& B RAI:
s fEARGI, HAEER THT (Bl admin) i
© DR BE I Web Ft 1.

* DA Web ST o

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Event: Successful login

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session established
successfully

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: User logged out

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session terminated

EARFIR, HEBRMAPT Bl admin) BT 1ogcontig CLI x4,

Thu Oct 8 13:33:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'logconfig'

Thu Oct 8 13:33:46 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'Enter'

s LEAMIT, HEBRHST 0 admin) &F T HASHIIH Web A ) GUI T .

Thu Oct 8 13:35:07 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,
Source IP: 192.168.1.1, Location: /network/dns, Event: User visited the web page.

s FEABIT,  H &SR Web FHIREEH T (B0 admin) FINE] T A, HARRATE .
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Thu Oct 8 13:36:30 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Added
user "admin" and changes

will reflect after commit.

Thu Oct 8 13:37:22 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Deleted
user "admin" and changes

will reflect after commit.

FEAGIH, HEZZRHT (Bl admin) 5T T AE BRI Web St E ARSI T HE 5

Thu Oct 8 13:39:44 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,
Source IP: 192.168.1.1, Location: /commit, Event: User discarded all uncommitted changes.

EABI, HESRRF (Bl admin) J8GF T A AR CLI A H L.

Thu Oct 8 13:41:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,
Source IP: 192.168.1.1, Event: User discarded all uncommitted changes.

EAET, HEERHP (Bl admin) %7 Web UL 2335 88 5 34T 7 e & k.

)

AR O EMEE “BE) T HE” (Configuration History Logs) 5l a F i 7% H & 1

3

R, AT LA A et 3 EA T IR P B A B 2 A R

Thu Oct 8 13:45:46 2020 Info: Appliance: maill.example.com, User: admin,

Event: The following configuration changes were commited with comment - 'N/A'

Thu Oct 8 13:45:46 2020 Info: * [standalone] Number of seconds before the Web UI session
times out.

ARG, HESRT BTSRRI, AsyncOS API JLiESRHLH EITH

Thu Oct 8 13:52:28 2020 Debug: 08/0ct/2020 13:52:28 +0000 Error - Code: 401,
Details: Unauthorized (No permission -- see authorization schemes)

Thu Oct 8 13:52:28 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Role Not Available, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Location: GET /sma/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: User is not
valid.

EAGI, HERRT BTSN, AsyncOS API 7] LERHH & 1T H .

Thu Oct 8 13:52:37 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,
Location: GET /sma/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: API Access
Success.

FEAG, HERR:
* fH CLUAE BT TP (Bl admin) WRINEN T 8%, HRIEAS TS,

M CLIAE B 508 VO R IR P PR R, ERIEATTE

Thu Oct 8 13:42:48 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin, Source IP: 192.168.1.1, Event: Added user "hops" and changes will
reflect

after commit

Thu Oct 8 13:43:26 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
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User: admin,
Source IP: 192.168.1.1, Event: Updated user "hops" and changes will reflect after

commit

s FEABIF, HE SR (B admin) £EBEEAE Web i AT T IBAFERERE R

User: admin,

Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET /sma/api/v2.0/message-tracking/messages?startDate=2020-10-12T00:00:00.000z
&endDate=2020-10-12T04:13:00.000Z&ciscoHost=Al1 Hosts&searchOption=messages&offset=0&1imit=100
HTTP/1.0,

Event: API Access Success.

\)

AR FEBLRRIHT Web SR EARAT IRAE (Bildn, BRER, RS BRI R &
AR T IZ e A A A, APT A% H &

1T H

* MCE HA&ITH, on page 27
* 7& GUI i H & 1T, on page 29
o BUE H &% 4 R E, on page 30
* W HT HEITH , on page 31
* BLE EHLE5A, on page 33

MJﬁHAC'J@(i HV\Jﬁﬁéﬁ%ﬂkﬁﬁﬁﬁﬁﬁ%%ﬂi/\El . RGTRT H AT AT HER
e oy — AL gdem) OANBERIZD o 0%, HAETHEAL NEtE:

Table 20: B 530 B 1%

Bt 15 AR

Eprreait] 58 AL BB AL AT A e A OGPRafE &, 3
[ H G 2R AL 2, on page 6.

ZFR BRI UL A DR S I H ST IR A FR

Hs 304 (Log Filename) SAFE NN LR IR ARG L G WAL BB,

TR MEE— [ H RS0 E A2 RAR PR B H RS SR 4

Y& LA R /NES) (Rollover by File | SCAFAER B0 T8 81 22 5 v LAIS B i e KR/ .
Size)

F5 W 1) 3l (Rollover by Time) RIS AR IS TR B ST H & SR W& S0 H A& R R AR St &l,
on page 31T,

| %z B
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B 1t AR

T PR TEFRE IS TS N CRARP A B, B8 H SO sk )
PN IR
BRI )G A A 10 F o

H & 405 (Log Level) AN H A& HBTEAE BP0

& 77k (Retrieval Method) F T B 25 A% i H G ST 7

&% % (Management Appliance) > RFEEIE (System Administration) > HZEITH (Log
subscriptions) TUfi (&% CLI "] 1ogcontig fir4) FUE HEITH. RESHREHANHERA, W
HARZEAH 2L, on page 67 X T REZHHERA, RGEBSERED HEITHIEHHES (log
level).

\)

Note {3 BRpC & D shic s H i G SRA TIUM AL B Dy sk icsi H A gk e & Wiy OB n 255 2 Bt il 1
A E . EEIBIRE (Management Appliance) > ZGE&IE (System Administration) > H&1TH
(Log subscriptions) Ui I, RGN EET LA HEPORE I SIERE R (ves) o WHIRETE CLI
HAEH 1ogcontig T4, IHEH IR BN vo

W E HERA
HEZo e H G SR fE B HEW RUE Ao h i —. 5Tng i H 900 s g AL,
PR H S G0 BB 2 QU R H RSSO, HXP RGN REA RN, PR H S SO B E R
FE TS ) H S GO BeE RS A T B U AR . BRSO M5 T, REMERES B T
B

\ )

Note facny LU 5 H A& SRR i ANl ¥ H i 40«

Table 21: B E4R 3

H &R 152 FA
R PO R IR MRG0 H S PO A . A H B0, Bk e E

FRAIES: AHE, HESUEASRAETE H S G0N IR PR ik B R
HEZONRMAT REH G “EIR” (Alert).

TSP BRIV . 7R H SR, TR e R B A,
HICPEHAE “TE T (Critical) H A5G0 EHGATIR A KA. 1 H S ARLT 7
GEH BRG] “44% 7 (Warning).

i
of

{5 K. (Information) | 1% R G HIRE— AP EIIERAE . AN, 2l sRAT TR AMLIR 20l 5 R0 2
A HAEBE . WHAEZERLT R H B0 “f5 57 (Info).
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HERA! 15 FA
i HAE “A5 87 HSBZOMC R I B TR Ao B R AT WebreslE bR, i1

“UL” (Debug) HAEZ M. BB BEE, RIGRESIERAG . BHER
MRELT RGEHEZ0 “iik” (Debug).

BRI WK THPER . B Ok “BRER” HEZONMEIT N AT . A8 0
SIERUTE I RGNERE TR, @UCAZMEH . b HERONRIT R H E S
“IR” (Debug).

£ GUI FEZBERITH

SB[ Web FHH £ M D, Ak B i Web S

$IE2  FEEIRF (Management Appliance) > R EIE (System Administration) > BT (Log Subscriptions) T
b, s B REITH (Add Log Subscription).

PR3 PG, A E H i HE AR H &S ARG 2K

B4 WHEH, RS RN.

WIS WHEH, R RS HAER H . ORI T B R R R . A OGTEAE B, 1S H R RIR AL TR, on
page 3.

W6 WG, VR REVEEN (R EA FRE B SO s K S

BT WHLEH, R H &S .

P8 (UMREED Ll R HE) EFERAH P4,
Note AR NS IR 2 RCE . WO RS T ARG & D S0l sk H A&, ks “ 2”7 UHEH

HEPEFE 4,

PR flE HERR T,

A [ R NG

HiEHEKITH

S it “HETH” (Log Subscriptions) UL L “HESFL” (Log Name) 419 1) H & L FR o
PIR2 BB HE .
PRI RTINS

A&icE I
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EEEHEIEXMER/IKE

R AE AR HEFRAS H & g il sk Rgidabn. TH “H&EITH” (Log Subscriptions) UL [
(1 “AJFBE” (Global Settings) 41 M 4REE R B (3¢ CLI 111 logeonfig -> setup fir %) HLE
DU ICE

* R FKARFR Z AR I CRIRD 4 547D

* R ILRMAE ID b

oSBT IC SRR AR S A

ST AT ISR UL M A 1) 3 R
o NAZ O RN A S 1 Sk

JITAT JRE A 8 22 A e % H AT DAY I % DA =00

o MM ID & GnSRECE T bR, AN HE A Sl SR A ID fE Sk Can A ) o BRHBeE ID nIEE
K E R IR AF BT BE F AsyncOS A2 . 1

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-1D Message-ID-Content

o JEFEWIN: WURECE TR, Rl SRR M A AR SR ZSACS CI R AT D o il

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

TR B 1 HR A AE AR SMTP %1 HH IR W 3. DATA iy 2 JE BN NS ATBSL A SCA . fEAIH, 7
R EAUR LA Ay 2 S5 IR FEm Y 2 “queued as 9C8B425DAT7”

[...]
250 ok hostname
250 Ok: queued as 9C8B425DA7

ARG NFRF I LFE D AR AR S5/ “OK” 457 (FE250 M AFHL T o AN ERFHR R
RHE AR i, BOAEGLCT, ERHN 2 & A0 LU 245 3ok W 3. DATA % © 250
Ok: Message MID accepted. K, WHIRIHE FHLE 7 — DMERIN A LW &, Wil “Message
MID accepted” .

o SRR AR R T IR, R A IR J A AU AR AE H

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joel@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4dn$2@example.com>'
Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

A1 RS K

A, HEBAFE RGN, A BRI SR AE AR S LN A . BT RAAE “ T B4 Rk
't ” (Log Subscriptions Global Settings) Ut [fl = (alifiit CLI #1(7) logconfig -> logheaders T4 ) fi
JE BELSRINFR A e A o (e SCA B H SRR R H AR P i s 45 € BB AR . n RA5 SAi e, IR
Giosid s Aa A MAME . RS S, WIASAE HEP W RAETE R .
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\)

Note 7 bR RIGHBAFIILRET, REDVEASAEAE TURAF T A (E L, AERE N HEDRIRET
fr k2 it

\)

Note  SMTP i () RFC £i7 T http://www.fags.org/rfes/rfc282 1. html I 5& ST /7 5 SIS Ko

)

Note 15 (Lidiid logheaders AT &AL & T ZAd KIS, WITEALAAE R 58 Won 3k E /A

Table 22: BE 15

fEka |ERAIBR
R

fE EATES PRI

fltm, $55E “date, x-subject” 1yl sk bR 2 FEA N AT HBLEIR: H &

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0] [('date', 'Tue, 31 May
2005 10:13:18 -0700"), ('x-subject', 'Logging this header')]

Bid{EA GUI B E B IEREFIRE

I il “HEITTY” (Log Subscriptions) BT[] “ 4R & ” (Global Settings) & 73 [ #R4E 1% & (Edit Settings) #& 4 .

FR2 fRERGIRVIE . S5 ZER M ID ARG AEMEAE H G e A5 CARam A i b DA K 045 5 daf S A1 14 Js s = i
HRIXEEBCE TG R, WS E H 0k K425 E, on page 30.

PR3 WAL HE DS AT ARG k. 250 a4 H .

IR 4 RIS

ReNEFHEITH
LER AT H &S, AsyncOS 23T LT $4E -

o MRS SEOFT IR AR (K R UEEFr (0 S5, IR 7R “c” ARSI o Ui
 Kedopr V) HS SO FE dr 44 0 BAT 78 “s” §da, oo fjiy

o REBr R A7 1 H S SCHHAR R ) G fE EAL (WERIE T

o ATRS— 37 AR AR AS e 2h ATAT H A SCAE - CAnRE 3%
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« FERRIL BERAT IS0 SR, IR LT R e SO Cln S T4 )
I S
RENEFEHEITHARIEE

THZ I H G PR AL Fir TR, on page 3.

£/ GUI ;ZENRBNEFAE

P17 “HEITH” (Log Subscriptions) BT L, 1% BRSNS H 354 M SLIEAE
P2 (AR e EER (All) RIEHEERR S F T H &
PR3 s iLRIRENEFH (Rollover Now) #%4l.

What to do next
< WA EH HEIT M H G, on page 32

* 33 CLI AZEIYRS) S8 H &, on page 32

1837 CLI AL RR AN E# HE
51 rollovernow i 4 [ AN S HE T AT H A0, MBI s B s 10 FI 35 SCH

EFGUI FEFMIEERE

Bl LR GUI &F HES:, ik “HET Y (Log Subscriptions) T Ak ny “HE
FK” (Log Name) #H 1 HAET B fith HET BN, RESTOREHRA DL ZITHMHE
SCAFBVRBERI L. nr P Hep— /N H & SCrF,  DUEAE X Yo as b A s SLAR A B .
IAE “45BL” (Management) 32 11 13 A FTP 45 4 AT LAE GUI & F H &

EFEHERHSEHFE (tail 5)

AsyncOS ¥ #F tail fir 4, %S4 BoRAE B FRCE I HE M EH 4 H . K tail iy 2 2 8 24 Hri
BERHENGSUBEE . % Ctrl-C 7] M tail iy 4 HiEH .

N

Note & yJuilid (7 tail fir & A AL & I s id sk H . 04048 FTP 52 SCP.

il

FELLUROREI, tail in T EERGEHE. tail iy 20832 HEXM A SE, #li: tail

system_logs

| EESEES
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Welcome to the M600 Messaging Gateway(tm) Appliance

example.srv> tail

Currently configured logs:

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"euq logs" Type: " Spam Quarantine Logs" Retrieval: FTP Poll
"euqgui_ logs" Type: "Spam Quarantine GUI Logs" Retrieval: FTP Poll
"gui_ logs" Type: "HTTP Logs" Retrieval: FTP Poll

"mail logs" Type: "Text Mail Logs" Retrieval: FTP Poll

"reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
"reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
"slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

9. "smad_logs" Type: "SMA Logs" Retrieval: FTP Poll

10. "system logs" Type: "System Logs" Retrieval: FTP Poll

11. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 10

Press Ctrl-C to stop.

Thu Sep 27 00:18:56 2007 Info: Begin Logfile

Thu Sep 27 00:18:56 2007 Info: Version: 6.0.0-422 SN: 001143583D73-FTI9GP61
Thu Sep 27 00:18:56 2007 Info: Time offset from UTC: 0 seconds

Thu Sep 27 00:18:47 2007 Info: System is coming up.

Thu Sep 27 00:23:05 2007 Warning: DNS query network error '[Errno 64] Host is down' to
'172.16.0.3" looking up 'downloads.cisco.com'

Fri Sep 28 22:20:08 2007 Info: PID 688: User admin commit changes:

Fri Sep 28 23:06:15 2007 Info: PID 688: User admin commit changes:
“Cexample.srv>

0 Joy bW N

ca 2
it & F 4% %A
¥ H G DR 2 2 A % 2 HEIL B LA IR 45 851, 87 logeonfig -> hostkeyconfig Ty & & 5 SSH
Be A8 T BN 4] . SSH RS s BT — % ENL ] — DNRIRT—AN A8, LR EhLS 8
FA7E SSH 45 2% b, TCiFom FE v LA . AL ML /0 Bl 45 75 5 55 SSH IR 25 2848 . (KA
&P L.

)

Note Sl a9, WS IUHIIF2 0% P R r ek AE Lk R B v i) A 22 424152 (SSH) % H1” .

hostkeyconfig F iy & AT LA T ZhfE:

Table 23: B £ HE R - FH LTIk

we 152 AR
New NI .
Edit &I %4

Delete WA 254,

Scan B3 M N H.

Print N,

I A&icE I
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3z
4

1t AR
FHL WRRFTEHEY . X EERCEAETFE RSN “known_hosts” SCAFH FI{E

Fingerprint | i 7 5 48 AL PIHR L0

User BoR¥ HEHEX BT R N R S ALY . XA E SCP XTI A A — 254 . X Je 3
JCEAE L RE RSEN) “authorized keys” SCAFH HI{E

il
FELL 7R B, X e 44 AL PIF 0 BRI 9

mail3.example.com> logconfig

Currently configured logs:

[ 1ist of logs
]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSH2:rsa

2. SSH2:dsa

3. All

[3]1>

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed

]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed

]

Add the preceding host key(s) for mail3.example.com? [Y]>

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed
]

2. mail3.example.com ssh-rsa [ key displayed
]

3. mail3.example.com 1024 35 [ key displayed
]
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Choose the operation you want to perform:

NEW - Add a new key.

EDIT - Modify a key.

DELETE - Remove a key.

SCAN - Automatically download a host key.
PRINT - Display a key.

HOST - Display system host keys.

FINGERPRINT - Display system host key fingerprints.

USER - Display system user keys.

(1>

Currently configured logs:

[

list of configured logs

Choose the operation you want to perform:

NEW - Create a new log.

EDIT - Modify a log subscription.

DELETE - Remove a log subscription.
SETUP - General settings.

LOGHEADERS - Configure headers to log.
HOSTKEYCONFIG - Configure SSH host keys.

(1>

mail3.example.com> commit

rainzs [
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