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example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

mail.example.com > license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.
b) Activate the feature keys using license smart > requestsmart license command in the CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing

mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation
period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing mode
[Y/N] []> vy
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> commit

Please enter some comments describing your changes:
[r>

Do you want to save the current configuration for rollback? [Y]>

Bl R R B

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

[1>
ODR1OTM5MjItOTQzOS00YjYOLWEXZTUtZTdmMmY30GNINDZmLTE1MzM3Mzgw$0AMDE zNTR8W1pCQ1l IMbGVMQOWRX
OXhuenN40OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3D%0A

Product Registration is in progress. Use license smart > status command to check status of
registration.

Bl A REVFRDRES

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl RREVE AR

mail.example.com > license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.
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- STATUS - Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

Bl BEEA R URL
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mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software manager
satellite.

Choose from the following menu options:

[1]1> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig command.
Transport settings will be updated after commit.

N
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mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Content Security Management Centralized Tracking Not Requested
2. Content Security Management Master ISQ Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Security Management Centralized Tracking

Use license smart > summary command to check status of licenses.
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mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Content Security Management Centralized In Compliance
Tracking

2. Content Security Management Master ISQ In Compliance

7 - R P ATE SR PTAIE F P
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mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Email and Web Manager.

[1> enable_reservation

Would you like to reserve license, then type "Y" else type "N" [Y/N] []> yes

License Reservation is enabled for the following machines:
maill.example.com

License Reservation is enabled

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
[1> request_code

The generation of the request code is initiated...

Copy the request code obtained on your Secure Email and Web Manager and paste it in the
Cisco Smart Software Manager portal to select the required license

Request code: CD-ZSMA:BD20B624E904-B7HCL9scQ-DD

Choose the operation you want to perform:
- STATUS - Show overall Smart Licensing status.
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- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
- INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Email and Web Manager.

- CANCEL REQUEST CODE - Cancel the request code generated on your Secure Email and Web
Manager.

[1> install authorization_code

1. Paste via CLI

2. Import the Authorization Code from a file

How would you like to install Authorization Code?

[11>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>

<piid>7b654af6-9d60-46E5-a7 9= rrrerrrsrrerrerarerericteccecaces .PS/0+6</signature><udi>P:SMA, S:BE30B124E904
</udi></specificPLR>

~“D

The SPECIFIC license reservation is successfully installed on your Secure Email and Web
Manager

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web

Manager.

- RETURN RESERVATION - Remove the specific or permanent license reservations on your Secure
Email and Web Manager.

[1>

) - SOV R UE TR

EZIKE?WLP, @ﬂuffﬁﬁ license smart>reauthorize fﬁﬁéﬁ%ﬂﬂﬁﬂ%%ﬁﬂﬁ, gﬂ@ﬂﬁﬁ]ﬁgﬁl‘l
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mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web

Manager.

- RETURN RESERVATION - Remove the specific or permanent license reservations on your Secure
Email and Web Manager.

[1> reauthorize

1. Paste via CLI

2. Import the Authorization Code from a file

How would you like to install Authorization Code?

[11>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>

<piid>6b684af8-4d20-42£5-alB9—rrerrrrrrrerrercereeresencnceiiiccaceenees ..</authorizationCode><signature>
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MEYCIDS7IZQuLvMMmiXMH2eZOwf7cy6rjgc7kxBIja</signature><udi>P:SMA,S:BD660B174E904
</udi></specificPLR>
~D

The SPECIFIC license reservation is successfully installed on your Secure Email and Web
Manager.

Copy the confirmation code obtained from Smart Agent and add it to the Cisco Smart Software
Manager portal to update the specific reservation.

Confirmation code: 1£f87b235

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web
Manager.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Email and Web Manager.

(1>

B - R VE AT UE TR
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YZEZIK%WJ EF' ’ :fén_\:ﬁf uﬁﬂﬂ license smart > return reservation %ﬁﬁ/&'\ﬂﬂ” Bﬁ?ﬁi El‘]ﬁﬂfiéﬂﬂﬁﬁﬁ}ﬂ Web
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mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web

Manager.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Email and Web Manager.

[1> return reservation

After you return the license reservation, you cannot use any of the product features, if
the evaluation period has exceeded 90 days. After the 90 days

evaluation period, you must register your product with Cisco Smart Software Manager to
continue to use the product features. [N]> yes

The generation of the return code is initiated...

Copy the return code obtained on your Secure Email and Web Manager and paste it in the Cisco
Smart Software Manager portal.

Return Code: C97xKY-otSY8D-ertAf-v-fbEu5g-APo

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
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(1>

maill.example.com>

) - ZEIVF AT UE TR

fEAp R, S wT UAE license smart > disable reservation T A AE OB A MR AT Web 45 BE 3%
AR VE R UETH R o
mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
- INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Email and Web Manager.

- CANCEL REQUEST CODE - Cancel the request code generated on your Secure Email and Web
Manager.

[1> disable_reservation

A request code for the specific or permanent reservation is generated on your Secure Email
and Web Manager. If you want to disable the reservation, it cancels the request code.

Do you want to disable the specific or permanent reservation? [Y/N] []> yes

License Reservation is disabled for the following machines:
maill.example.com

License Reservation is disabled

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Email and Web Manager.

[1>

B - T A s 1 T L R

EZ’KﬁU':F‘, 1§ﬁ U\'ffﬂ% license_smart > conversion_start ?ﬁ“ﬁé‘&%ﬂiﬁéﬂﬂ]&’ﬁﬁ%ﬂ Web %IEESL
Tl a M 15 (DLC) 2.

mail.example.com > license_smart

Deregister Secure Email and Web Manager from the Cisco Smart Software Manager portal to
enable the license reservation

Choose the operation you want to perform:

- URL - Set the Smart Transport URL.

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- DEREGISTER - Deregister the product from Smart Licensing.
- REREGISTER - Reregister the product for Smart Licensing.

- RENEW_AUTH - Renew authorization of Smart Licenses in use.
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showlicense_smart
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- RENEW_ID - Renew registration with Smart Licensing.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- CONVERSION START - To manually convert the classic license keys to smart Licensing
[1> conversion_start

Do you want to start the process of converting your classic license keys to smart software
licensing[Y/N]? []> yes

o fhik, 2201
N BREVFDIRAS , 22 T
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example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl R REVE AR

cloudserviceconfig

"

"

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

ik, 230
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maill.example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
1> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMT

maill.example.com >

s fEBEE R ER 2 RS
TERL Ry, #n LMEH cloudserviceconfig > disable i & 7E B & A MR = %5

maill.example.com> cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

maill.example.com >

Bl AR R IR TR AR L AR

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.
The appliance is not registered with the Cisco Cloud Service portal.
Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:
- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.
ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.
[1> REGISTER
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Enter a registration token key to register your appliance with the Cisco Cloud Service
portal.
[1> 90a92909fc3blbe666£180621146fea3

The appliance registration is in progress.

Al MIEBEZ S5 11 B T 0 N 25 2 4 R K
ELL 7Rt & nT LIS cloudserviceconfig > deregister -7 2 AR IS5 171 7 B A M &

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.

Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> DEREGISTER

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> Y

The Content Security Management appliance deregistration is in progress.

il RN TR A, DMK A R 2 MR B R R RS T

ELL R 7, S nT LUAE A cloudserviceconfig > settrs iy & KL £ 0T 75 BB 2 = kg5 a4, B
RN B S U NP N TN 8

maill.example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
[1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT
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toregister Success/ and failure

sma> cloudserviceconfig
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sco Cloud Service portal list update was successful.
e appliance is not registered with the Cisco Cloud Service portal.
rrently used Cisco Cloud Server is api-sse.cisco.com

oose the operation you want to perform:

REGISTER - To register the appliance with the Cisco Cloud Service portal.

SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

> AUTOREGISTER

e appliance failed to auto-register with the Cisco Cloud Service portal.

ason: A request to generate a Smart Licensing payload from Cisco Smart Software Manager
iled.

e appliance is not registered with the Cisco Cloud Service portal.

rrently used Cisco Cloud Server is api-sse.cisco.com

oose the operation you want to perform:

REGISTER - To register the appliance with the Cisco Cloud Service portal.

SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

> AUTOREGISTER

e appliance successfully auto-registered with the Cisco Cloud Service portal.

PAUR gl rb, 5y A i AN TALOS ik 55 4 SR HAe e i 4 ] A UE 5 R 91

a> cloudserviceconfig

sco Cloud Service portal list update was successful.

e Content Security Management appliance is successfully registered with the Cisco Cloud
rvice portal.

rrently used Cisco Cloud Server is api-sse.cisco.com

oose the operation you want to perform:

UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.
FETCHCERTIFICATE - Download the Cisco Talos certificate and key
ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.
> FETCHCERTIFICATE

rrent Cisco Talos certificate is valid for 172 days
you like to overwrite the existing certificate and key [Y|N] ? []> N
e Content Security Management appliance is successfully registered with the Cisco Cloud

rvice portal.
rrently used Cisco Cloud Server is api-sse.cisco.com
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A~ il cloudserviceconfig
CELL ORI, 0T DM A 4ok [ EAGES R .
[1> clientcertificate

Do you like to overwrite the existing certificate and key [Y|N] 2 []> Y

Paste the certificate.
Press CTRL-D on a blank line when done.

AQEFAAOCAQ8AMIIBCgKCAQEAYfI9pD6iCYMA2YUmzjs711J80V2Ehi18FnvDo8ELJ
cVPlrZFwzTmISwHTrQi0Ykja¥YsbeINbh9g5vdmrL58Pmiky7HOROYFXcHi195ULlSa
rY6DhYNw81sKxFuG0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl/plErD15J7MY5KNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaogqIGy26CcAonFOlrJd
MIIDYzCCAkugAwIBAgIDCMvAMAOGCSgGSIb3DQEBCWUAMIGCMOswCQYDVQQGEWJV
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQAROXxOWGDAJBGNV
UzETMBEGA1UECBMKQ2FsaWZvcmbpYTERMASGALUEBXMIU2FulEpvc2UxGzAZBgNV
BAOTEkNpc2NvIFN5c3R1bXMgSW59LIERMASGALIUECXMIU2V)dXJpdHkxGZAZBgNV
BAMTEINOYWd1IEt1leWlhc3R1ciBDQTAeFwOxOTAyMTkwMzU3MzhaFw0OyMjAOMDIw
23gYEzrhGtZmx+hpAmHili8cnIarD50ePtcggOafxpa/32rgXPGfjiaJU6cdA6Su
Qgugh7/bn6u8R9EM] zudV+Rn54JZMTcJ9v/u50C1 kKohsMFMwBQOEPPL5CpM8NDx
SJGPIMP2SrgktLOR1ITgtvex8SnMurrxe61PnrUs93z1nRSXhcHGlyrQs6HIgIvMT
MzU3MzhaMEkxHTAbBgkghkiGOwOBCQEWDNR1c3RAY212zY28uY29tMRgwEFgYDVQQD
DASWTESTTUExXMjMONTY30DkxD3j AMBgNVBAOMBWNpc2NvMIIBIjANBgkghkiGOwORB
AQEFAAOCAQ8AMIIBCgKCAQEAYfI9pD6iCYMA2YUmzjs711J80V2Ehi18FnvDo8ELJ
cVPlrZFwzTmISwHTrQi0Ykja¥YsbeINbhog5vdmrL58Pmiky7HOROYFXcHi195ULlSa
rY6DhYNw81sKxFuG0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl /plErD15J7MY5kKNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIGy26CcAonFOlrJd
uT6K+grTusUEP410oDC7IrpnbBE697xzbtF817xgxUosxP+OuXcgtTX1TXcY5167S
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQAROXxOWGDAJBGNV
HRMEAjAAMAsSGAlUdDwWQEAwWIHgDANBgkghkiGO9wOBAQsSFAAOCAQEAOKYfizZfJgdrM
IWM73wz8u7Wtj97E6rGVgs]jO0D54 fOKF6DmgHfygPCuXns0F18nLlDa3ogslLwlIrS
d5allfj/2r6NfbNOhjKN7/5PGBtcRyMDi86aUBogahNmgCwDKTTJgoVTOO0/ /a+Ca
23gYEzrhGtZmx+hpAmHili8cnIarD50ePtcggOatfxpa/32rgXPGfjiadJU6cdA6Su
Qgugh7/bn6u8RI9EM] zudV+Rn54JZMTcJ9v/u50C1 kKohsMFMwBQOEPPL5CpM8NDx
SJGPIMP2SrgktLOR1ITgtvex8SnMurrxe61PnrUs93z1nRSXhcHGlyrQs6HIgIvMT
J1SwgurFWg==

Paste Private Key.
Press CTRL-D on a blank line when done.

ZzSWnNAdMJjtobo6dx1iMfbaWDd1lUm+PIEiBXEy52z74btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnzkeUM4qgN3HkRmrhTB901PLkZ0BOfstPfpEcw/v/12z3BRQ
Dyk5V1gEtnOpWbyYKqlZbFPHbAdQGTIbCVAT1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4AVMWA2WWEAFZhIZKS
4Jw8/yWYedVT746aWRVNTwL99aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
MITIEowIBAAKCAQEAYf9pD6jCYmMA2YUmzjs711J80V2Ehi18FnvDo8E1JcVPlrZFw
NEnrtal 7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavfm7JDY/v1LxTUE2SMRA2ZX
zTmISwHTrQiOYkjaYsbe9Nbh9g5vdmrL58Pmiky7HOhOYFXcH195U1SarY6DhYNw
BHXHikhk1l+81ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/uIwuklbuy4rUybMy
£3DsaHI6Yj7jYi4allec7HTO0X60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58s1iV
Lt+psQKBgFjRVENddwgcX50aQXopYJIWa/HFnWgH7 jXgVFeR1Q9smg7L0Yk39GrxT
81sKxFuGO0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl/plErD15J7MY5kNLMpES7AmQ
itefOBRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIlGy26CcAonFOlrJuT6K+grT
usUEP410DC7IrpnbBE697xzbtF817xgxUosxP+0OuXcgtTX1TXcY5163SGlyOpFkb
Hg8ALkdKiD4ARHXkUSKdadFDKIAIgc/9g9%9adrUwIDAQABAOIBAE+)QONqJOEMEWSVO
ENamwcjYESy3kK+rEt49AL1rS2dAunaztglS16Tr1XaMzgFJ07/JxDEnXuMQlgVL
KaTwWT4BTmvMgVMAIH6GY0+99ShMT080xVe3tnXc+m2c8nmX5dftLkcYC5yXNVDb
bvtD2BR4eupNOrvj1N5P/+sYcNc4I72AAheGfhLc4oDTMiHIESg6Dyvh7j+WIi9y
bpoU99£fFV7jcGtgl5A0UQtLUtu06dltk2WL1+m2gsX7uMkQ5ddM9vGbTRg0Ik]jRb
PVpshAK59 /RsQCUNGLIRg+SY7y18C11Z4MYWXu754KqMloK8UDarI+dKISyVskfe
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smegErs |
B 76 =ranemE LERAER SecureX 5B RHB ML

691NQ2ECGYEASzLHTykFOA349My1iSQxIE6YsVLE8tc1Ryf/PB6900TY+vKUcmCZp
TzLPuEEbyzndAIW7FagVG5aYYFXDOkcUEOLUCCT15bTO1YIMOYCGgsHnBpqUI7yI
ZzSWnNAdMJtobo6dx1iMfbaWDd1lUm+PIEiBXEy52z74btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnZkeUM4ggN3HkRmrhTB901PLkZ0BOfstPfpEcw/v/12z3BRQ
Dyk5V1gEtnOpWbyYKglZbFPHbddQGTIbCV4T1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4VMWA2WWEAFZhIZKS
4Jw8/yWYe4V746aWRVNTWLI9aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
NEnrtal7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavim7JDY/v1LxTUE2SMRA2ZX
XEDpdHDalZZFpGDrf+wZraECgYB3cTlpe/Dng43A]i+pEUuLd]IVPpOY9Gepk2XZU
BHXHikhk1+8ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/ulwuklbuy4rUybMy
£f3DsaHI6Yj7jYid4allec7HTOX60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58siV
Lt+psQKBgFjRVENddwgcX50aQXopYJWa/HFnWgH7JXgVFeR1Q9smg7L0Yk39GrxT
Gu2acBalPQR474nW9394XgmPTJ5tYhf80nmT7IJRWYEgE2C/£1nDDea9YFoiX/yP3
fD4kLyDPgQ8utQwK7X7aK1PxdEIsXKZLcR6FoeTO0wQj31gCG2igH

"DCertificate and key are stored successfully

il AR A G R SecureX R B
FELL R onilrh, %80T A# ] cloudericeconfig > enableecurecx it & /£ % I i F AR} SecureX i Ji
sl i e 1, o

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

- SECUREX - Configure Cisco SecureX/ Threat Response feature on your appliance
[1> SECUREX

The Cisco SecureX / Threat Response feature is currently disabled on your appliance.
Would you like to enable Cisco SecureX/ Threat Response feature [Y]>

Cloud Service is not enabled.
Enter "cloudserviceconfig" for enabling Cisco Cloud service.

s AR 24 S ZE ] JDRL SecureX S BB E I R

FELL RonflHh, #mT LU cloudserviceconfig >disablesecurex 1~y 2 7E 3 75 25 H SR} SecureX 5§
SR Y. o

sma> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

- SECUREX - Configure Cisco SecureX/ Threat Response feature on your appliance
[1> SECUREX

The Cisco SecureX / Threat Response feature is currently enabled on your appliance.
Would you like to disable Cisco SecureX/ Threat Response feature [N]> Y

The Cisco SecureX / Threat Response feature is currently disabled on your appliance.
The Cisco Cloud Service is currently disabled on your appliance.

Async0S 14.0 I E BB HFIF AT E S
s A RS, AR SecureX K #k BB A 1A = R4S, AR Secure X KF i 2EH .

o JARF SecureX 1 RI M N IHEL CLAE Web UL X, %0 LLANRFKETR (System
Administration) > E#Mi& & (General Settings) /i H 522 ] R} SecureX F1RELRHE i 1V o 14540,
A LM generalconfig i A\ CLI ST HH [R] 14524 -

B smEees
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* FEJA HVAE MR BERRAFVF TN, R R = IR 55OF A STE M B % (SSE).

* EAGREATT, ZIRSHKEVAE TIPS BHEFI R M e, RamaaER SecureX
AUERHE Y o 5250 A REVF AT B A BEREAT A SITE M

s AR R A, BRI R, JF AR e O R 2 RS
© WERBBEVF AR AL TIPSR, BUTEIE AT SSE BN

£/ CLl ss SHITHYEIFESS

AR AR R R4, B0 UL 2B RS EPATAET AT SS . AT LL N HAER
T

* shutdown

* reboot

* suspend

* suspendtransfers
* resume
* resumetransfers

* resetconfig

XA L EIEIR

BRI, AT DL T Ak
s HERRE > RREEE > KH/ERB .
&
* ZEMAATHORFFAEH shutdown T4,
KB A2 IB H AsyncOS, ] Ll v s R . S8 il LT B 8k #s, A Rk Ak

IEAF A AEAT I S AUN ZORPA I B A S AN IEIR o BRINAEIR Jy 3080 AsyncOS FEVFAE SEIR 1]
A5 T T, 2 Jax AT SR T T (%

EfRNREEHIRE

LR A R, W GUI “ REUE L SR “RHUVE R BT, BE ] GLIH 1 reboot

AN
IIIJ/?\o

TSR TR Z) AsyncOS, 1T A% 4 X IR T JE R B B A (5000 B M e
NAEIR . BRAEIR Jy 30 5. AsyncOS feVF{EREIR I SEBAAT TEMOERE, 2 I ST X T TF 1 i
Beo SETRVERT AR A T2 B RAEREA S (AT
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B creazeemss

FILETREEERE

WURA R A BL (WP AT R4, WEHL Fadz—:

% 5418 HAME
suspend © EHEEASBR B (RSP MRS 22 4 4 TR B 2 AT B | 0 T 3.
%

o 15 AL 16 IR S IX BT ST«
© AN NI BE .

o HBGIRARAL L OB

o {1 H AL

* CLI {5 mI 51 o

suspendtransfers | AT AT I 45 22 A v 2 RS S ERER SR I | FEF08T R Bl A Rk,
U

Wi 23 2 S RROR F BB 2 A i 6 (R B 12 1o
UEROR 3 B HIE e i, ATt 2

FEAE FHIX 2 fir & INF, R0 WA AMANIEIR . BRINZEIR 4 30 0. AsyncOS Fu VA1 ZE IR ][] 5¢ jld T IT
(PEHE, 2G4 AT RMAT B . WA ST 0, IRSSS B .
SLHHTGE B suspend BX suspendtransfers iy 25 LIRSS, 1520 AT resume B resumetransfers iy

%,

TR PR A P M TR L/ IR, TEE 48 ST R AR L BB TR 1% % (M anagement Appliance)
> RGETE (System Administration) > X H/E # /A 3h (Shutdown/Reboot) .
TS

o SCRYERIB AR 2 R AR B R I “ 45 /4% 1% (Suspending Email Delivery)” «  “Mk S IR
f£1% (Resuming Email Delivery)” . ““E{5#2 (Suspending Receiving)” Hl “ k5T # I (Resuming
Receiving)”

CLI /~f5I: suspend #0 suspendtransfers 5%

"

"

sma.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

sma.example.com>

sma.example.com> suspendtransfers

MEEES



Transfers suspended.
sma.example.com>

M “BE = (Suspended)” IR7Sk

i suspend % suspenddel iy
FE{# ] suspendtransfers 4

CLI 7= 131

sma.example.com> resume
Receiving resumed.

Mail delivery resumed.
sma.example.com>

M “BE1= (Suspended)” K7W E .

/3

45, resume iy A AR VKR B IEHIE TR .
e, i

AR B KR B IEH 2 AR

it resumetransfers iy

resume F1 resumetransfers 7%

sma.example.com> resumetransfers

Receiving resumed.
Transfers resumed.
sma.example.com>

REEEENL BAMRE

U R PEAR LA, B A R G L R ) B T B

A

AT RE T EOR B O ) BRA B

Caution i & fil w2 45 55 CLI W TR, 28 H] TG B & 1 & TS (FTP. Telnet. SSH. HTTP.
HTTPS) , FHMIBRH P K o
=48 FRIIRE
B ATATECE EE O BN | 1 O AR T DAYE B S BRI GO U RN A T R

B
© WEERPTA RV
B

o DB H S
o O B I B AT

& O H AT 8 3 H2 8 CLI, sl BN R B e 3] “ 5%
B B l) o AR IR B E R A E R Lﬁf\lﬂﬁi
B RN .

2. e EEERS .

3. ML HEIRIE & (Management Appliance) > R4 &8 (System
Administration) > B2 & 3 (Configuration File), 2R siliE
E (Reset).

Note EEEGE, W&ESAMKERESRE. R EE

ZRTEE T IR, S Rk .

< B AR EEE N ) BOA
BE

T e A 2ol

ﬂffﬂ diagnostic > reload CIJ m17

bty L5 SURHES £ 2 S 4L A AR AR AL
]ﬁ .

Caution

LA

B

% B


b_sma_admin_guide_15_0_chapter2.pdf#nameddest=unique_10
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B resetconfigcu 4

Resetconfig CLI 5%

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.

Diagnostic - Reload F#y %

Diagnostic - Reload -4 AL RFIC E 5 E N & B AT AA(E . %y 2K MR B - e e )
# i

WS 22 A SR Web 45 B 28 JE U1 %5, W piagnostic - Reload T A 2B BT H ThEE% ],
ZH B IV P

)

AR WURERERDI RS, W Res B S BA IMER.

mail3.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> reload

This command will remove all user settings and reset the entire device.

If this is a Virtual Appliance, all feature keys will be removed, and the license must be
reapplied. This resets network configuration to factory defaults. You might lose connection
to the device if you are connected remotely.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? Warning: This action is recommended if the device is being sanitized
before sending it for RMA. Sometimes, it may take several minutes to complete the process
because it follows the NIST Purge standard.

Do you want to continue? [N]

Diagnostic - Reload Status i5 %

"

"

Diagnostic - Reload Status %ﬁé%ﬁ%ig/l\ Diagnostic - Reload ﬁ”ﬁéﬂ‘]ﬁﬁf’lﬁ%ﬁo

mail3.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

MEEES
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- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> reload status

Last Reload Status Last Updated
Successful 09 Feb 2023 09:12 (GMT)

27~ Async0S B ARE B

S [ Web G 762 AR EUEA D, i ®F g Web Fi.

PR 2 KIKIEFEBEE > EPRS > RERKS.

W3 R R IR, ARG “IRAELR” (Version Information) N7 E 41 %42 1) AsyncOS JiA
AR, AT LR AT PR TR A version A4 .

& FIZ % R EA

HAETE 80 F1 90 A/ I, A RERCFE T & i & LA A FEIE
WA S RN O R EE B W A R, DA SRR S F i IEUAS S BT IR Ik A R RN I Th

Before you begin

o I B0R & s R i IRAR A (RPC) i 1 ELEGE LB 2 4. AR, SRS
PR SRS, TSRS T 1) A B R A2 SR

o TORVCA T ARV Ir) s 4, S8 I Bl KRR AT T AT AR 06 0 0 1

o UL RE T EEL IR e R F YR A A P M — (1) TPv4 kb o bz D nT 2 FE A BT iR 1R i R fic
B, MAE ’fjii% ipconfig Al 7@6E

o BH G, B DU B SCRFR R 6 HE: 1 (IPMI) 2.0 FRA I 24 1956 — 07 T H.
PRI e A R T A,

- ATV A A TR AN, WS (CLL B %51

SR A SSH. Telnet ol #4742 5 3 1 1 1] iy 4T S 1T
S22 FHEE “EH R (Administrator)” ) AR K 2 5%
PE3 WAL Mg s

remotepower

setup
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B &5 swwe sz s grkn

TR LEIORTEL TER:
o SLTHREMILH] 1P ik, L W £ HERE A I 5K

© PATHIEIEA G 2 P I A AT 2
E-55 AV ) B2 1R HEA FEAEAN ]

5

$HIE5 i\ commit 1R 1E 5 .

PER6 NN MRCE, DO ORI T DO R B e ri i
FERT W ORI DL B AN e S o B, Rl BARAR B A sy, IF i R ZEPA T AT 55 1) e B

SUA BT 17 T it (EAS

What to do next
CFR T W FLR

{£H SNMP 52 R FIETIAR

AsyncOS 37 F3 i £ 4 9 28 4 BE MY (SNMP) JiUAS v v2 Al v3 HEAT RGUIRAS 5 .

SR FURIALE SNMP, 76 & {7 ST B anmocontis 14

* MIB 1] ML M AEFREL :  http://www.cisco.com/c/en/us/support/security/
content-security-management-appliance/tsd-products-support-series-home. htmI{i F £ 57 ) a] FH 3044

o DAAN 14 B B AIE AT DES 2548 SNMPv3, A fefaHIRIRS: . (5% SNMPv3 #4015
K, WS RFC 2571-2575. ) Rz &4 /0 8 ANFAFI SNMPV3 %469, 74 1 LLJH | SNMP
ROURENE . B IREIN SNMPv3 15, SO 0E Frim N ST . FIRIEITIZm 4
i A4 “IdfE” W,

» snmpconfig T

* FEBEE SNMP LU OGN «
W RAERLE connectivityFailure SNMP FaRF I i A URL J& 1%, 152 URL 211 H ka3l

e
© AT H S, TN SR (/)

© WA SCAE, V20N R IR S RHL
* 175545 SNMP 55 AsyncOS B &5 ] (1 HARAE B, 525 [ W0 268 OIS 2 4 BE 46 (KIBRHL A B o

f5: snmpconfig 5%

sma.example.com> snmpconfig
Current SNMP settings:

SNMP Disabled.
Choose the operation you want to perform:

B smEees
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~f5: snmpconfig A5 4 .

- SETUP - Configure SNMP.

[]> SETUP

Do you want to enable SNMP?

[yi>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: sma.example.com)

[11>
Which port shall the SNMP daemon listen on interface "Management"?
[161]>

Please select SNMPv3 authentication type:

1. MD5

2. SHA

[11> 2

Please select SNMPv3 privacy protocol:

1. DES

2. AES

[11> 2

Enter the SNMPv3 authentication passphrase.

[1>

Please enter the SNMPv3 authentication passphrase again to confirm.
[1>

Enter the SNMPv3 privacy passphrase.

[1>

Please enter the SNMPv3 privacy passphrase again to confirm.

[1>

Service SNMP V1/V2c requests?

[IN]> Y

Enter the SNMP V1/V2c community string.

[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?

[Y]>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate
multiple networks with commas.

[127.0.0.1/32]>

Enter the Trap target as a host name, IP address or list of IP

addresses separated by commas (IP address preferred). Enter "None" to disable traps.
[127.0.0.1]> 203.0.113.1

Enter the Trap Community string.

[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded Disabled
2. FIPSModeDisableFailure Enabled

3. FIPSModeEnableFailure Enabled

4. FailoverHealthy Enabled

5. FailoverUnhealthy Enabled

6. RAIDStatusChange Enabled

7. connectivityFailure Disabled
8. fanFailure Enabled

9. highTemperature Enabled
10. keyExpiration Enabled
11. linkUpDown Enabled
12. memoryUtilizationExceeded Disabled
13. powerSupplyStatusChange Enabled
14. resourceConservationMode Enabled
15. updateFailure Enabled

Do you want to change any of these settings?
[N]> Y

Do you want to disable any of these traps?
[Y]I> n

Do you want to enable any of these traps?
[Y]> y

Enter number or numbers of traps to enable. Separate multiple numbers with
commas .

1> 1,7,12
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What threshold would you like to set for CPU utilization?

[95]>

What URL would you like to check for connectivity failure?
[http://downloads.ironport.com]>

What threshold would you like to set for memory utilization?
[95]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3
Enter the System Contact string.

[snmp@localhost]> SMA.Administrator@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: SMA.Administrator@example.com

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1>

sma.example.com> commit

Please enter some comments describing your changes:

[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT

sma.example.com>

HENREEEREFHIE

* KA WELEE | on page 36

o AP BRHIFIEK | on page 37

o FARFFLENTA] , on page 38

o F A JIR R IR 55 AT FH A |, on page 38
o HAy iR, on page 38

o B ik H AR B as ELAE AT B A S BN | on page 39
WA ARSI |, on page 39
o VHRIEL R T IR 4% 47, on page 39
* FFHAAEI £, on page 40

* KA & O IRAS | on page 41

o HABH E 4404155 , on page 41

o R A 114, on page 42

= WP L S0 iE

"

"

T LUEFE A T Bl , B8 DL M AR A S 4L
o BESRMSPERE B, BRI A T H
L U eIV T d TR R n: S E S IbT A
o WRPRERES CHEPRERES) , ELARHEARACE
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* Web IR

stmmunzEx |

o it CHBPEATFZ%)
© ZRYIR/M DR

B e T, PG Bk B R BER K S A F
FCE A HEAE MRS EmRIEIH, S AR ER 4SS, on page 41.
FEE RS, BERRASA DU B L iy DR AR A5 &

19 B PR FNZE K

TR DRAE R85 0 2 i A2 LA BRAIATZESK o

PR K
AsyncOS figiA YA H AR 2 BRI AsyncOS WAL A] o W FRCAA R, 1556
FBRE TR R —RAS, TRt
ML H AR A | AZRAE % ¥ H bR B4 .
WER HAR A EFI, HIZAT “REWE T (System Setup Wizard) fii A\
Frefa e ARUH, WESIIRE. MR E .,
TS BR800 | PR B An e & B & 2 ets il SSH BHTIE S . Klik:
e © i1 22 DAAAE I & W BT IF. BRIAEOLR, Bk O7EIZAT “REw
BIS” (System Setup Wizard) i 4T JT .
o B4 RS54 (DNS) R AEG ] A A0SR PTR 0 SR & BE &% 10 3=
Bl
HARR & AREAEMRSS | A 0088 I A2 IR ISR 9 2 22 WA BRI . A ORX — 1, 16 S
H B B3 11 H Ar e 25 L AFE A B A PR U | on page 39.
UEAN,  TEHOH & s AT ok RI RS E R AT
WRBE H bR e g B (] 25 B 200K T oS TR B I A & . HAndes B4

MR PEIERAY (R BRER. BREXAE) MIRLE S A RAR T I B B
FHNEZ3 L o

A BATIUE IR RIS bR e 2 B K&y, AT A bR e AT 2L
g (= ) T A5 a6 i B AT RS I B Sl . W R B % b H AR B ok, U
IR PARIR e 2 L Ar RO 23 1), DAVG SR/ 1 H bR o BT Y02 )

LEATH A PR AL 2 () ) BOM A, T2 0 PG 2 17) , on page 81.

AREMBE AR EIER, W2 (ERA R LRI ZREER)
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B =vssmiE

PR I 2K
ZA IR | R REIEAT — R R WERAAS A R B R SE BRTIE AT
) ARG B 1% I ROL T

FTLURER [ 22408 B A& I 200 %0 21 B e e e B 4
ASCRHER Y (R I .

R FFELET (B

TESEREMIBIAG 2 3 I TR], 6y 800GB W] HER 2 if5 2L 10 /M.
PRI 20 KRS 1 S ot e e X Y
FEYIG S, SO IR DU B ks e Sl Ik, SRS AL, RSk iy

FESRB DI 8] o o S8 4 it (R I TR R T R St 2 /DS A 1 ek, AR B
A LKA T 2 KRR IR

FHAE B9 AR 55 AT 1%

B/ A E RSN YR IR A PSR ERHR] i SR, RlRE
BRARXTaR R “IR” WA IR .
Py LR IR 25 AN B BE S S IR 4% ] PR RS2 i F o«
< 1 IYBL: A IREEE 1B BEVEAH bR 2 M AR L T 0 . AR A R, YR
W LIRS ARFRZAT, RSB EE T T4k st (B2, MRSSAE bR Loe. —H5EmM
P 2B H bR v B A&, 5 2 B BOr BT 4G .
« BYBE2: 295 2 MY BCFGAIS, YR LIRS WO AR B R AL TS (R YRR H bR B4
Z I A LRI LIOR ) 22 S 2 BB H bR e 2%, JF HLIER B AR % LIRSS 2 W R 21 3 4% 43
I AT AR (PR AS o IXAEARCT LA O PR S ORI B 45 B0 IR I8 T I R, JF BT — W& #AS LR
FEAAT I, B T RS T REANEEAE R, e A B MR CFER RS S, REE LR AL vT BEAR
ol “RMENT” (unresolved).
TR AR RIS, IS T REA & EAEET, T DLl K OE PR B IR % % (M anagement
Appliance) > &£ AR %5 (Centralized Services) T F RGUIRE . 0] DALEILE 1 0 A 21K 7R &R
G A IEAE AT I 55

- pnpUE LY
A\

Note iy SRAEIIAT &0 I e 5 AN EDHT IR B, FIARBEA AN GBI IL b . BB Z0HE F AR BE s LHOH 4%

By

22y

H & 0y rTRETT 22 3 /NI o BSR4

B smEees |



pi B asarsesenge ]

R A I RE P T HLA O R S8 B, R IR & i, 22 A8 B o ] A LR O (07 B 4R S TT
iR BUR

SRR IEAEREAT I35 00, O BUAT Bt A 5e s, JF AR SR EL 00 S CR al REJCIR LT, 45
BRI R T o U ARG IEAEREAT IO A0y, TS 550 )RS AT 58 B ) LA ORUG 28 A7 W] T AR
HHT Y o

Bk Bz & BEEAEE R FIREIEE

S Ui AR & AT A . AU, ES 05 )y 21T 4
I 2 24T suspendtransfers AT o

PR3 SRR R

PB4 JZ1T suspend %o

PIRS SRR I

BIR6 B H bR B I AT A

EIA X EIHIRTSER

TEE U 56 B BB G FATAu] ) LA TN, TP R LUR ISRy “ K407 (System), JEiE
P “AFE” (Info) &4 . 152 A PR, on page 59.

TR BERSBEE R FD
4 LS e 5 6 00 U O T

\}

Note i SR Be & EAFAEAEAT IEAEREAT I A, &Rl R AN TFIA .

Before you begin
© AR S IR BR IR LR | on page 375781 1) 44 10 R AR 25K

s FETFIR & I REZ HT, VA ORAE H AR BER _BIm N ZEADWA R B ik & R semin, b
FE1Z H AR E R HPOUA 22 5 AR B E

TR DU B B S BN BE A H fiy AT ST

HIE2 MmN R, B backupconfig 344 Enter .

SURI ISR bR B 2 0 (R R e T I
HEN setup JFHIA Y
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B somen

$®4 A Schedule Jf#% Enter 4.
PEBS AN HR A P Mk,
FE6 WMATENWARURIRERESE R 20 NMER) .
BT WAHRANER LS04,
PR8N KT ORI R
$E®O BRI, A 2 DRI &4y, AR5 Enter .
FE0 I RILFEERAD, EHHAT LN ERAE:
a) BN 1L “WERERIHASMIIRT , AR5 Enter .
b) EFE IR AR, ARG Enter .
BN NG BT IRE H A H RIS R, 4854 Enter 5,
PIR12 BEASO AR,
P KAFET ORI RS0 AR View, #R)51% Enter 5.
LB HIES AT LS5, on page 41.

FFA RN AT 44
A\

Note st HARTISENL LIEAERTAERT S48, WA E B & il .

Before you begin

WA FIPRBIANELSK | on page 37 AT H E K.

BT DU HO S0 8 Sk B B A Iy AT S

$B2 A HORTT N, B vackupconfig JiH4 Enter .

W3 WIRR H bR % Z IR B e, 1 T )3 25 R 4 -
N setup HHIAN Y

$®4 A Schedule Jf#% Enter 4.
PS5 AN HPR A AN TP Huhk,
FEB6  MAAREXAHRUIRR B RS (B2 20 M 7R S
Y B UNER TR & S K= DAY I REY MR
PR8N KT R R .
P® B ILL SLEITFA IR, SR)E 1% Enter B
FEI0 &A= AR
AR RESAE LAY BN TT AR
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waaprs 1

PR (k) EAFBROWEL, EEmAITIORTLEA Status.
P12 511G AL E E LA T55 , on page 41,

EFIRTS

P LU G008 kB R & N AT S
FIB2 EmSPRTT N, # backupconfig J4% Enter 4.

BB T ZRRRTS | IR HRE

iRl P View #1E.

IEAEREAT IR 256 P Status $AF

WERIEICE T8, IR AR HF o2 A B ER , on page 61,

What to do next

HXER

H &S 25 405 L L on page 41
HEXHFHEMER

#U HE RS20 R g e,

A RA&VHRIIAE B AE SMA H A&

HXER

* RIS IRA |, on page 41

HthZEEZFWMES

N T BT IEASAT P (K AR IR AR S 03 AT H 2%, I g B B s bt 0 I e B e %
T BT LR 4

o BRAF ERAEHRA T IBE, ES RN S AR EBUE | on page 73, Rlic B SCIFORAF 2
TR AN LA

o PRAr P T H0070 2 0 B A A A 22 4 e B i 46 PG S A
o B A BB PN HAS SO R 2l AL, TSI HSAT .

BeAh, ERTLLBCE “ &0y K (Backup Logs)” B HET . 241 GUI eI H AT H] .
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smegErs |
B ssvasnrtes

EFMEIEAERTF
WA TP AT, SBT3 T e e, BRI

Before you begin

(R ot 44 17 22 4= B 25 £ | on page 36HF 115 L.

TR CREBCE SRR A T (0 TH 3 A5 4 DR A7 B0 B0 % o S mT LAV ) IO A2 335 2 B fRA7 AN ANRC B L | on page
73,

B2 /& B BisdT “REgE RS (System Setup Wizard).
LI LSRR EIRIESR | on page 37 A EK .
LA NI/ EAER BTN . WS R IR % 0), on page 40 ] .
WIS EFE e
L6 LEIH/F/JH B % 1IZ1T suspendtransfers Fl suspend iy 4
WIRT AT RS, B IR/ TR A da n I AL S 28 4% 0/ H AR %o
WIS CHELE ST NEUE/ A H bR
LI O/ & HARE A& FIZ4T resumetransfers Fl resume 72>

ANEAE IR/ 546 FE AR v FisfT a4
W0 FEH/ & H AR 5 52 IR B0 2% 22 4 T £ 2 1A T

SN a) [(CHUH Web JHI] 7622 A5 BT BEA R, iy B BngkIn Web S
b) MKIKIEFEIRIEFE (Management Appliance) > &£ AR % (Centralized Services) > &2 1% & (Security
Appliances).
c) MK,
d) A% (Establish Connection) %41 .
e) siliiMikiERE (Test Connection).
f) RERERIIE.
g) MG WA EEPAT FIR TR,

PER2 I UEH H bs s & IS 1O T BT
KXEFERIZE > EPRSE > RERT, I EHILARE.

ZEEBRE LRRERE

WA I 2 A PR S I B ANGSE, 1% R DL R Ik 2 20 4 BRI 25 FIURR 4 &6 10 22 i B e 4%
B4, on page 369 (117 S 2 HHLRAT 1 £ B8

SR e A O T e R B PR
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Figure 1: RYEWRE . BAIINE

weumigz taioens i

ESEIREE T, SMA 1 J& M ESA 1-3 & WSA 1 I it £ 2 & FE R 45 . SMA 2 J& M SMAT #20k

ey Bl R 2 0 R A PR

IR, 250K SMA 2 it BN S8 1) 2 A LB A
LR SMA 2 BT & T ) F 2 e B A IR LIRSS, W HAT LR # 4

Procedure

Command or Action

Purpose

D SRA T AR A S L T3 M T AR R 2 X
 FERAMIRE Al ag b, SRR

EES Y Ui N b il 3y g B RN
THZ B M 22 A8 SO

RS AERE G MR 22 e BRI ARG 21X, F)a T
LUK EATIERS 208 I 2 48 B 4 o

RS A T 2 A PR (SMAT) HhORAF IR FC B SO I
B L EH WA (SMA2).

T2 [ N E ST, on page 75.

B HH IR (K SMA 1 9] 1P #uhk F 5108 SMA 2 EI¥)
1P ik

a. 7& SMA 2 FKKEFEMLE (Network) > 1P 0O (IP
Interfaces) > 70 IP # 0 (Add I P Interfaces).

b. 7EFRINIP#EDO (Add IPInterface) i [, K LG
R (1) SMA 1 H [ BT A AH K TP 2 1 B i N B SCAR
B, LIE SMA 2 FEFGIEZE O,

AT RN TP N RPEAE B, WS G E 1P 451

=l

g

=

FEATTFHAATE L

Sk | Sk

=l

x5

(1]

TERN 22 A B A (SMA 2) bt FH BT 3 F I 4 v il
%o

HS L 2 M LR RS .

N
X

K P BN N BB K & a8 BB (SMA 2).

o MR B B RO PRI, MKEE NG
BN ORI IetT.

THS R T IN I B
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smegErs |

B rzesms

Command or Action Purpose

BT | A RAE I PR . T AR R AR B DX, TEAERT | S PR D SRS . T M R A B DX
Mg BB ERCEREXIEY, REAREIENK
M2 42 Be % L8 I ANIC BT

SR8 | L, A A . TH S [ HA F 2 3155, on page 41,
What to do next

SERUIE RS, SMA 2 AR T 2 PRk f . K H ESA 1-3 Al WSA 1 R IL{EHEN SMA 2,
M EETR:

Figure 2: RYEWE : HELHER

ESA 1 ESA 2 ESA 3 WSA 1

TR &

THS AL B AE ) 8%, on page 42,

FH 25 Async0S

* THE AL #E A4, on page 45

o W THR A SR P 2% 225K |, on page 45

o ERETEY S WREER AL , on page 45

o FCE T RIS BT, on page 47

s FHegiz i EEDPIR | on page 52

* J}2% AsyncOS, on page 44

s BERG FECRE. BUHEUNER S G T4, on page 54
* FHJE BT I, on page 55
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amiszes [

FHER AL AL IR A 2

HRF R b B Ay 2, 1S BL AL E R (AsyncOS for Email CLI 2% 45/) -

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html

) E F1+ 4R A0 5B 37 BY P 48 B2 K

SR P 2 A Ak IS T IR S5 AL I B S 1P dbhik o A SRR R R 1R B K B SR, T e 2L S
Mmdmﬁﬁmﬁﬁﬁﬁom%@%i%k%&%%ﬁﬁﬁﬁﬁﬁﬁﬁm,m%mﬂEFiHAA
R AR N LASRHUT 75 1) URL Mk

\}

Note iy L4 5 AT B AT ) 7 KBS R U) 728 A upgrades.cisco.com i 1 (510122, 25, 80. 4766) F#AL%E
T8, WG R SN BR o B/ R e A AT TR K8 R0

EEARFE: LIZSBORER
B4 1 TP AsyncOS Bt T TR (o “RUE” )

VAL g - B R HTTP BN RN 22 B IR 55 4% R 2K AsyncOS FH44 .
o R - B HNERE AR — IR, RIERHAR G N & G ARG 58 NI
NI — 5 IR # R AsyncOS 4.

TECKE A BC B T RN I 55 5E B % B, on page 47 ECE T2 U7k, (nfig) & CLI H i ] updateconfig

T2
AR TR A
£ “HHE L (Streaming)” THEH, G IR A 2 ettt EIRER BRI N A 2 e IR GS as A4k
I N T
Figure 3: iR R B A £
e BT
Your Content Security Appliance HTTP connection through firewall
Cisco
Update Servers
W TVE SR 2 B N I 255 55 SR A 2 22 4 BT IR S5 4 K AR
ILIEF R MEIA

BT LA A TR 2 AR S8 R 3081 AsyncOS JF/EAMFE B8 GERETTH) , AZ M
FHEOFT IR S5 S AR B (RUAETT 20 o I IhRE, DN SR WGl i HTTP F 821 R 25

| smegers R
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smegErs |
B zerawssnsssk

ARG 1) IR A PR AAT IR 25 4 o WS E R B, AR5 D n] L 9 3 HTTP eds4ds C “Br
EELAR” ) ¥ AsyncOS WG BB L B4

Figure 4: ‘EI2 B 773k

Cisco

Update Servers

|

.—— e s @ HTTP connection to Internet through firewall
N N E—

— local HTTP connections

Web Server with HTTP access E

to Internet

Cisco Content Security Appliances

FEARTEREN T ik -

S R BT R R AE 225K, on page 46FIFGA CFETH2 L, on page 477 K15 .

P2 MEAMMRS &, DR R T

PRI NHTHCATS

SR 4 [IURH Web GHIl] /2 H &, Al B g Web S

LS KIRIEFREIRIZE (Management Appliance) > R EIE (System Administration) > E#Hi& & (Update Settings)
TEMG BT, PR B w5 0 A A0 FH A b IR 4525

HIE6 KA EIRIZE (Management Appliance) > R EIE (System Administration) > R4 F4% (System Upgrade)

BT Al AR (Available Upgrades).
Note EMAATIRFF T, T UAHAT L E1E: 1217 updateconfig fiv4>, 2R 51217 upgrade fii 4o

ARG, ST AsyncOS, on page 44

TAEFHR AR AN R 3K
T AsyncOS THESCIR, S50y PRSI 4 rh A UL AT £ DL R BRI R 2

o R TELRL FLIER WA ) R AR A A 2 A B 0 BT R 55 % o
o B E A .




waaerans |

\)

Note [ ftfiAc, il Sules 7 B BT K8 B A A VPt TP V) b, AU ) DNS 44 BRTTTAS
S TP R TR

X THEE AsyncOS BB SCEE, 1) PR8I 4 TR b 25—/ A2 LA B 54 B IR 55 4 -
o HA M2 R 55 2% - 19171 Microsoft IS (HHKM{E ERSS) B Apache FFili IR 55 #% - I HAZ k555«
 SCHF H KRB WoniE 24 ANERF
* Ca M H
cCERCEHTES CESMRIE) sEAR C “fR” ) GH50IF
« /0405 350MB W] AL ], TR AsyncOS BB

FELEFRIR K

TEVCE A HUIRSS 285, ¥ 4 http://lupdates.ironport.com/fetch_manifest.html LL R 4% T+ 2% i) [ 4
A ENEWUR, EHRMAN BRI A B L 2RSS SRR S . R, REH R I
FFHNFR . Sl N I RWAG R ST FRA . LT WG T AsyncOS FH40, 1H7E

“HiHH BT E 7 (Edit Update Settings) ST B4 AA MR S5 25 HFEA URL (2fE CLI 4
updateconfig) .

IeAt, IR LAEA R 55 8% LB XML SCPE, R R 28 g JORE N 2 22 A i e vl T TR BRI A AR
WAL TR A . http://updates.ironport.com/fetch_manifest.htmlo SR} 782 4 W &A1 B RHIR 25 2%
NI R IR EAEAM RS A FAEETIRANEE, 1 B4 SO IEK asyncos/phoebe-my-upgrade.xml
SO IR A I 55 25 (AR H 5% o BRI R T AsyncOS TH4%, H7E “mi B d ” (Edit
Update Settings) U1 4 A XML SCAF 564 URL (B(7E CLI " f§ ] updateconfig) -
ARERETHE I TEAE B, AR MPE GESHETRECE BORU]D D sl I HER SR
PERIIE R .

EREARTEPNERER
TR AR5 28T AsyncOS GEFETIED 5 HA T RN 7 5%

 THICRAE T8N S ED 22
* ETHRERETTARI, AR L 10 #bo AESERRIR U, fEn] LUE PR Curl - C AR B3
THAA R TR

BCE TR FARS EHIE

T DAMC B JURE N B 2 B A ) R 4 g5 B (AN KRN AT AsyncOS T+&% . fltm, w]
PAZEFESE WS RHIR 55 4% 302 AN R R IE AR (R AR i iR 5585 28 R 8TH AN EEORT, 2 15 C . SR [
B AR Y F 3 BT

AsyncOS 23 7€ A BB IR 55 88 2 5 AA A0 I A 2 RS ALAF (PR S8 Ciit) AsyncOS FFRERAM)
ZTH g AsyncOS, LT3N~ AsyncOS A ify n] HI K2
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B ran=ses

S5 TTBAZE UL GBS IILL R4 sR¢E CLI # 1] updateconfig fir-4-e T FHI 3 47 B .
$45 75 T LA DS

FHRINEHILE
R T TR R R

Table 1: B2 £ REWILE

wE L RA

BEHARSEE (BS) | kP RIS 3 A M P48 IR 55 25 T2 AsyncOS TR SE AR AE A%, 1510 i DX )
ANTDREE B THIM SR R ER A e B2 JBRHIR 55 45 o

FELURS LT, S nT RE g S8 A 2% fiR 55 45«

o BB NFSHIERE IR BB S o 1S TR A% B7 % S (1 BB 1) A T+ A
BB R 5545 E , on page 49,

o A AT DR AsyncOS THEWUR P BB (BRI LLNEREEH IR 55 43 &
RS TR
FELEFEA I SRR 55 F 6 Ban AT 3 R 2T ORISR AR 55 2 O HEAS URL Al 15 o R R 55 9%
i B IGAE, R U AT T A AT 2
ARWEAE R, WS WEETI 07k, TR AL , on page 4SHIZRE T ML, on page 45.

BHARSEE (B | PR RIS 3 A P 4 IR 4525 T 0T I TH AN IR S5 SE BT A1 Gl Bs XML UMD
TR FT BRIV B ERHIR S5 2% o S8R LA T AN SR i 6 A A ¥ 1
WERIEH], TS DR A% 5 s S (R A BE (K TR BB iR 55 2% B¢ L, on page 49,

W R IEREAI SO IR ST A% T N R FIRA TS 5 XML S 58 B4, RSO IR G5 o
i o R A B 4, AsyncOS RHAE i 1 800 MR RS54 7 ZE A IiE, Ut vy
DA a4

ARWEAE R, WS WEETI 07k T aRALH , on page 4SHZRE T LR, on page 45.

EREE:] TEPEIEAT I DR S FH B8 . 75 G, AR B SR 2 TR AR IR i) o DA 23k /N
FRA S I3 my h Fil d.
#0O B 55 T AR 45 e B 2R DATEA T IS IX R0 5B A1 AsyncOS T2 s S 4afi PR W0 2 32 11 o K Sl

FIRARRE S 1 BOATFOLT, B ik MR O]

HTTP REEBRSTEE | i RAFAE BRI SSA4301 Bl E S X 0AE, e N IR S 345 UL R A R 4
TERL WORETREABRSS &, ER T U5 AR GUI Fh A RS

UEARER R 55 4538 FH T N 3RIC “SCAF 5347 (File Analysis) P55 VEAIE B o 535S B SCIF53 B
HEAIE BAIEER (Web ) BOCPE s PEAIE RV EER. GIEPRRE D
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R AR KR R B R IR R BRS AR A ST AR 5 301K & .

wRE ik
HTTPSIEBRRSS 2% | W AR A Lip AR BRI SS 25 0F FLil B2 S B0 UE, TSR EALI N IS5 245 R LA P B R 4

TR, R HE BRSO AT GUT R R IR 55

SEACHE R S5 2338 T FRERBOCAE MR o5 VEAIS B o S35 S [ SO0 i PR A B 2K
(Web #7t) BOCHF Tl it PEANAS S ER. CHRPFR ) o

KRB KRR IME R RS RN E RS R E

AsyncOS HEHTAR S 281 H )4 1P Motk a0 A M PREER F 75 250 A TP bk 16 7™ 4% B K B SR, 1
fE “HFE” (Update Settings) UL _FATH DL R % & :

Figure 5: AR5 (BRI WERIERT URL

Update Servers {images): | The uodate servers witl be used o obdsin update images for the following services:!
- Feature Key updates
- Time zone rules
- Cisco fronfPort Aspncll upgradss

(| Cisco IronPort Update Servers

(&) | Local Update Servers (location of update imaae files)

Base Url (all services Ihttp://downloads-static.ironpor‘t.com Part: () IEED

except Time zone =
R Hite: Adownioads . example . com

IronPort AsyncoS
upgrades):

Authentication {optional):
Username: |

Password: |

Retype Password: |

Base Url (Time zone |d0wnIoads—static.ironpor‘t.com:BD
rules): format: downjoads.examole.com: 80

= Click to use different settings for AsyncOS upgrades:
AsyncOs Upgrade settings
()| Cisco IronPort Update Servers

(#) | Local Update Servers {location of update image files)

Host (Cisco IronPart |updates-static.irc-np-:r‘t.cc-m. Port: |8EI (optional)
AsyncOS upgrades): Ex. downloads. example.com

smegers R
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B =r-smossmnmEns A RNERRS SRE

Figure 6: B3RS 88 (FIFR) RERIERE URL

Update Servers (list): | The URL will be used to obtain the list of available updates for the following services:
- Time Zone rules

) | Cisco IronPort Update Servers

(®) | Local Update Servers (location of list of available updates file)

Full Url |htt|3:.f";"update—manifests.ironpor‘t.com Part: (7) I443
Lo Aupdates exampte comdmy_updates xml

Authentication {optianal):
Usernarne: |

Password: |

Retype Password: |

The LUEL will be used fo obiain the list of available updates for the following services:
- Cisco IronPort AspncDs upgrades
) | Cisco IronPort Update Servers

() | Local Update Servers (location of list of available updates file)

Full Url |htt|3:.a",-’update—manifests.ironpor‘t.com Port: -ZEZ' I443
hite Afupdates example comdmy_updates xmil

Authentication {optional):
Usernarne!: |

Password: |

Retype Password: |

Table 2: 5% F /™ 1% B3 K 455 5K Mg BO BRI R R 7S bk

by wE #75 URL/IP b3t F0im O
PRS2 (B | BEAS URL (B T I X HRIUFT AsyncOS T4 4} | http://downloads-static.ironport.com
%) (Update T IR S5 204.15.82.8
Servers 5
[images]): ¥y 1 80
FEAR URL (I XD downloads-static.ironport.com
204.15.82.8
5ty 1 80
FHL (AsyncOS FH4) updates-static.ironport.com
208.90.58.25
5t 1 80
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menegEFsnangs ]

#Bay wE 475 URL/P it Fnis O
AT ARS LY (B | T R A e A S T update-manifests.ironport.com
#) (Update 22 URL 208.90.58.5
Servers [list]): -
iy 1 443
ST BRI & I SE T 583 URL update-manifests.sco.cisco.com
Ui 11 443
ST FY: 523 URL update-manifests.ironport.com
208.90.58.5
B 11 443

| o

Important ‘4@:‘\ ‘@i‘?ﬂ? CLI L"' 1iﬂzjupdateconfig€ﬁ/‘\(\E/‘denamichost sub ﬁﬁ/‘«\@ﬂﬁﬁ%ﬁiﬁﬁurl *Dflﬁﬁ | Ejl ° EJ%%IEEE&
5.
77

M GUI ELE EFiAI A Rig &

S [{URH Web FRIHI] 22 A&, i ¥ g Web S
$IE2  RKIREREIRIEE (Management Appliance) > R4 & 38 (System Administration) > E#i& & (Update Settings).
I3 iliwEEHIZE (Edit Update Settings).

Yo HETH 2R BT, on page 48 U B IC B LR VR R 7 Fh I W L

$BA {FEHRSE (MG (Update Servers[images]) #5453, H5 i B M AR R 25508 A5 1 AR 25 2%

$EE e BN N AsyncOS THWUZ 1 IR S5 75 -
a) TE[F—# MR, PhREUERRNEERTF AsyncOS AR %,
b) F5EH T F#k AsyncOS THZ AR (1 55 B

$IEB6 FEHRSE (FIFR) (Update Serverslists]) s, $82 FH T IREU AT H B H A AsyncOS THR AR KRS 45«
B R 11074 15 A B T [ <83 04 N E B9 2 A 8

WD FRC I XRURNEL L ()R

PIR8  (Ak) feE RS A RE

PR PRAIHHINT

FIR10 WUES R SRS R
WMREWARER “HHiEE” (Update Settings) TUIH, 1K IKEHFEIRIZE (Management Appliance) > R4 & 18
(System Administration) > E#1i& & (Update Settings).

| smegers R
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KL URL v et “asyncos” H kB INEI RS54 URL. 0] L2 Ik 22 5

FR i N

BRI, M AsyncOS THEI), EATE BB RIECAR N BRI ok 4E Web FLTHN T &

FITE %

B A RN IRAE

BHEA KB RMEAE S ¥ AR AT e am s .

A ITE TR 3 BT N 1) R k.

KPS A o sk Mk, ARJEIEREERREBEHE (Clear the

B (AT G 2 R A i, | MOtification). RSl (Close).

BRI A (R B “& R 4 18R & (Management Appliance) > REEIR

(Administrator)” BRI D (System Administration) > R4 F2% (System
Upgrade).

FRZH: EETE

Before you begin

TS AR E T IORTEDR ) P 46 225K, on page 45T 51 1 R4 243K

PR R 1 e K B PR 9o B 25 2K«

© BIORNT TR AR R B 2R, Bk & R AL A, H A AR BCE RASEie. TES 0T
TG 42 1) B KA A 41T, on page 82

o U RSO Rt 2 TR0 5, S AE T AR DA ] Rt 2 ) [

FIR2 R XML FCE AT ORAF B B8 Ah o S AEDRAEAN T 4 TR E ESCPF, on page 742 AR E 15
D R A R AR A i DAL 5 B R 0 TR (B, DR i B SO
PR3 WEREAE ] 2 2y R/MIEYIRDIRE, TR PR T BB 5.

ST E TR & (Management Appliance) > R4t & 38 (System Administration) > Bt & X4 (Configuration File),
TR TR

PR A 72 CLUBATTH N T suspendlistener it & EHEWINTRLS Y. RGN GUI AT TH S, WIWT Ry < B BB
TS HER IR BRI AL LB o

B smEees



F+4% Async0S .
L6 K UE T E I E AT A BRI S T ORI IR 45 BOHT B, on page 47

FH 2% AsyncO0S
ATLLE AR R PRI, T L Sk PR R 28,

)

Note A3 IR 55 25 1T AN A2 KVRHIR 55 48— U B AE 58 R BRI TH2) AsyncOS I, FHCKE7E T B Sz Bl 22k .
THEOTURRY, FRiffsBos 10 £ SortbiiiEmy, BT DAk EAE T EOT IR Z B A Control-C LUR H
TR .

Before you begin

o ERIEE N ERE N T 0L e NI L RS ST E TG . SR B B ZS,  DA
THRHEIE PR . REICE W%, UUNROER BB . iSRRIk ok
AL, on page 45 BT+ 2Rk 55 BT 1, on page 47

s FELRTIP A, BT RSP, on page 52 B AT AT

SB[ Web FHIT 7622404 h, i & I3k Web S

T2 KA ETRIZ & (Management Appliance) > RFEEIE (System Administration) > R4 4% (System Upgrade).
HIE3 L FRIE (Upgrade Options).

WK LRI

£18 TR 3RAE

I AR R O kTR | R T #iFE &R % (Download and Install).

WERIE O N8 AN ehe i, WARGOK IR EE A FE.
TR T AdHX T # (Download only).

IR C 8 AN BRT, WA R EE S N
RGMESG G NEZER T, Wik .

TR NI T R 2Ry g% (Ingall).

SRR OR8N, BG4 2 oIk I

“ 22z (Install)” eI R 5 FEbRTTE 2L 242 (1 AsyncOS hiAs o

PERS FRAFRAGRJOAT MR RE T, AT M FITHR BRI+ AsyncOS fitAs
FE6 WIRIE e
a) PSR HTC B R A7 21 %Y configuration [ 3K.
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B =ssaTans. mEsBEL TS

b) EPEL AT AT B S I 4

Note Tl GUI FR ) “PHd & 3CA” (Configuration File) TUH i CLI A ¥) 1oadconfig iy 2 MNEE B il 11
A T S A

c) U HA AL AL WA A ORI SO I A, TR N B Z ST ROE B Rk A I 5 20 B 2 S WA b
LT 4L (Proceed).
HIE8 W IE AT 20
a) E AL LR R R IR A s A R
FER M N2 T, el Bk s B A5
FRYE AT U TS AT Sl ok B 4% o
b) ERIRFFT, Mtz BIE/E (Reboot Now).
Note A G 2 20 02 /T, 20 AT SRR T B8 10 s (B30 T HERR T R D
c) K10 7%hfa, W PRI B I8k

What to do next
o GNIRIRAEWT, DAE B TR AR .
o BB R LT

TEAE S 2T, T DT UG e FROX Se U B P THRE, BU4E “HES T/E (Before You Begin)” i
I IIATPEAAT, (HIEESRE “ 2% (Install)” 1L,

USRS BT, B IR 7, on page S5,
BEEREGTENRE. BUESMREE T2

S [IUHHT Web FHII] 762 SR, A B ki Web .

P2 KIIEFEIRI & (Management Appliance) > RFEEIE (System Administration) > R4 (System Upgrade).
P$IB 3 R ARIZIR (Upgrade Options).

IR EFE AR

A ARz IR1E
BE MRS A U R ]

UWEREATIEAEAT IO N3G HESE i R8s 238, WIASE B M E0IRESH .
THICRAS B2 IR TR H &

B smEees



Aamrresn |

LSEIN TERZIRAE

HUOH 4 Hoh U TR A [A] ( BRGE T 3% (Cancel Download) #4411 -
BN REAELEREAT PN, RGUA 2 BRI
TR R B 2 i | Sk i b 18] A AN BR ST (Delete File) 4%4H .

DU ZBERE T ORI, RAA 2 BRIk .

TR R EEEIN
SRR, L FBE
o CHF B A 8 T LT F

o OWTAEFIRIRIK P 46 22 e BE 25 88 K S R LG B0 SCRFBOBT I I . IS AL
B LR A B R 48 2 A

s HERAAIE . AXRTFMEE, WS SR E RS | on page 73,

s TR EE LRI AT, WERERTE SRS, BIMNEE, REHUETITE. X
AR A AR 3k P PAY 5 PR 0 B A A

X F ik E 2l Async0S BIFE NI B R A

TEAT LK AsyncOS P23 PLRT A S A% AR LU T 5 B &
R BEERR B BRI AR I AB TR E TG, L ] DL B0 Y HiFs AT I SRR
HXER

o TS5 M (1) H B F 0, on page 55

* Pk AsyncOS , on page 56

ATFHREZ MM EZTEEM

Y:“tFHﬂW»er;‘zéix%Lﬁﬂ% revert i AT AT IBIAVEAR Ko Beir & 2K AR T A BT G E
A . BeAh, BRI EAREE, E R EH NG E B k.

PREZAN 2532 0 Ty e s ] sl e 400 v 46 Vi T IE 210490 1 440
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. % E Async0S

i & Async0S

Before you begin
o AR BORAF RO BV AN B AT T B
o R IRUEA RS B RRCAS (R BC B SO o BE B SO AN Sy A
o BT S BIST AR, T LA S AE YR S N AU BT 1) A M e A
MR MSAE 22 A vt LR TR, TEAAHAR T IRE, DU IR A R 2 AR L e b

s LA B B IR TR S e BB SO IR I e
CESCABTH BN LA B TR O A A ORIRRETTA) o S, (0T LUK S e I 4 1 il
ot FTP HE% 30 . SATILHR AR R M7 H IEAT mas1consiq CLI AT, % 4B & LM AT B
PR I PR R B 5 I b

Note A AR 2 5 SR 3R ST

WA “ 2242513 /fH11513% (Safelist/Blocklist)” DifE, Wit “ %425 R/PHIESIZ (Safelist/Blocklist)” £
S B AT L.

BB 2 4 W 4% L IR i W R
SELFHB A BA ) R 2 o
R B B W% £ 11 CLL,

IBAT revert iR M, REXKINZANEGRR. — HERZIXELIR, WRIEFES LRI, Wik, 5
P2 /T, ANEIHR KR IR

AT AATHRRFE T, BEN revert fir & IF RN AR /R .
W\‘F%WJE{? revert fﬁ/ﬁ\:

Example:

m650p03.prep> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy
quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all Cisco Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preseved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases
unmasked)
- exported the Cisco Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
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$IE8
PIE9
S0
PEN
TIE12
$IE13

TIE14

s7z5 |}

After rebooting, the appliance reinitializes itself and reboots again to the desired version.
Do you want to continue? yes

Are you sure you want to continue? yes

Available versions

1. 7.2.0-390
2. 6.7.6-020
Please select an AsyncOS version: 1
You have selected "7.2.0-390".
Reverting to "testing" preconfigure install mode.
The system will now reboot to perform the revert operation.

SRR AT IREA

1 CLI sk 3 e o

UG M LRI Lo b, DURVR B R 3UERT “URL 2517 S .
FE5E R URL 250 500 I, AR A2 B R RCAS ) XML e B3

WERAEAE ] 2 BRI FIR DI RE, 1 A IR L 5 RS R

HOBT IR B AE 2 4B 2 _EIRARAT OO AR

A SE A
U, WAL RN R 2 A et AR T T (1) AsyncOS BRASIEAT
Note AIRETTEE 15-20 Zp Bl 2 e AL, JF TR Ik 2o 65 U ) RN A e

KT EH#h

Mg ST TG T B BSOS FESREBCE, WS RCE T ARURSS SRR . 5 47 I
AXER
o WCETHRAR ST OB BEE 5 47 0

KT M 4% {5 4= %I 89 URL 251 5L 5B #h

o WEAIE T URL 2808 555
* URL KA H ARk s

B EEENEERERSREBRE

WA AR A AR R 545, WInT LA I CA GE 15 H T A MR AR G R AREE 52844 o IXFE, B4 09
TG B EATARBE RS 2R 1

1 BRp e A MR Web 5 BE 2% 55 OB e i 25 2045 LAERWCIRr Iy, 206k B4t FH (R0 2 15 ml {5 F
ATHUE . BN D R P A UE TS, S 200K 12 S R 1 I 45 48 (R UE S U A AT LA e 5B 15 A FRAT T
JURb 2 AR Web 5 BRES T, ARG A BTN TIEAS . EEHATICERAE, & H updateconfig >
trusted_certificates. i " (KL I A4 :
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smegErs |
B seemeseormnssas

* Add- 7F CA HRINIE$
* List- 1|t} CA " IIFTE IR
* Delete- Mk CA A HUES

{8 J1] updateconfig it Hg B ILZEI . AR 7561 s s T 40 e e B e e I

SMA> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers

Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Service (list): Update URL:

Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers
Notifications component Updates Cisco Servers
Cisco AsyncOS upgrades Cisco Servers

Update interval: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:
paste cert in PEM format (end with '.'):

MIIDxTCCAQ2gAwIBAgIIOUMAFHhzRskwDQYJKoZIhvcNAQELBQAwWCzZELMAKGALUE
BhMCSU4xCzAJBgNVBAgGTALIROMOQwwCgYDVQQOHEWNDaG4xETAPBgGNVBAOTCENBQOS53
aWxkMREwWDwWYDVQQLEwhDQUNOd21sZDEJMCEGAIUEAWwWaKi5jczIxLmR1dml 0LmNp
c2NvbGFicy5jb20wHhcNMIEXMJEIMTEONZAWWhcNM] IXMJEIMTEONZAWW ) BzMQsw
CQYDVQQGEwWJJTJELMAKGA1UECBMCVE4xDDAKBgNVBACTAONOLJERMASGALIUEChMT
QOFDTndpbGOxETAPBgNVBASTCENBQO53aWxkMSMwIQYDVQODDBogLmNzMjEUZGV2
aXQu¥Y21zY29sYWJIzLmNvbTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggERB
AJPPBRGQOwHV/6ZLP0Z3jdEgzVS+dzXJSyhtMsgm/XrvIvjRHOMK3r++dtUgHMz z
le/WrxPKGphjtNsvF7ss58RRg3£1QCSQPX6nfBYcI9v4AATrSdmKzYYFbBkGPeijLB
qwVyseMa3rifijv4BucxwOM32rUqq7YfcZztxZhSEtxx8rT3A/uReIm/n1ERcZDclW
+GkfRxEdY3ZLpen/2sFi0AVMVAHIKRtK7kEhmolTPQZOhOUQFNDb12ZWZZ6Nuv0I
Z6pUDNJj1l/+GoJyvSwl0gpetHxhdMtubMAAM8JQONVNkHgzOswsbN18F5at7cZ/KFI
HuvBUXKHV5pEX3hOdJxbuocCAWEAAaNdAMFswDAYDVROTBAUWAWEB/ zAdBgNVHQ4E
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FgQUCN1XseZ5gBjqJdtY¥v3sdCujJugnAwHwYDVROjBBgwFOAUCN1XseZ5gqBjqdtyYv
3sdCujJugnAwCwYDVROPBAQDAGGGMAOGCSGSIb3DQEBCWUAA4 IBAQBag5KXw/wX
nzJpBnKPZuO4KNcIz9/A2H1121kWNBjflalx/370dTbh3IpHI6n10CeAKESWw7uX
amlUcWxvDk3Zn+tKysCU2Q1PYSxUHXtqH3rvWZDRg1PkJUu420tnCg2£fVibulcJl
xx6E95a9D1vCarfxvuINU50076gnypTMvI+10FXCkvDgBOmMkQpgswR5151 9kmDZ i
mt8CoknJIN/iAENxM8b47262yXEcl1X6ZN/0Wa/x140S3X0C0hikyg9HpUGDg+CigE
s5CBCOLDfe8GI9kAPOTg2mVNT10xxQF1juobb6djmdB10£8kqgKs2eWsD+MEKVvNbG

ZzPGx4SUS2RZ

Do you want to check if Common Name or SAN:dNSName or both are in Fully Qualified Domain

Name (FQDN) format ? [N]> y

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.

(1>

5 A B R 44 BC & R [] St ik

XFTLUNRBIE O, 0T LA AsyncOS Az s i) B A1 e B A5 R AF A -

o IR B[
< W&

Ry AR IR [ S oR A PR F T A R4 o 38T LG FERT T AL AT BRI G (Virtual

Gateway)” 1.,

] GUI ) “ RS BL” (System Administration) 3¢ 5. _FERAEAT “ M5 H3E” (Return Addresses) TT
[fi, BfE CLI 14 H addressconfig i 4.

BAE GUI "B NSRS A U A 1) [ Hudl, & 7E “[MUFEHu4E” (Return Addresses) GUIHT | F. it 4R%E
% & (Edit Settings). X ZEK— AN EAHIEIEATE N, R (Submit), AR5 B A AT AT

.

B2 [ SRR IR T A IS4

etEA

TR R 1E

ARSI RPEAR IR 2 AR K P
s

R EFRETRIR & (Management Appliance) > RS &R
(System Administration) > 3% (Alerts).
WAREBAE RS EMNFE BT “A3)53%F” (AutoSupport),
NN RV N % =g I 1 [ 2 2 S P N 1
Kyt . nT ARG I 5 il .

Z Ak A L S B

EONEEES




B emxnnman

LECIN

TE R IR

B EZR A s,
o BARORAEN O ) ik
o HU AR B
« “HINZHE” (AutoSupport) ¥ &

WGP EIRIE & (Management Appliance) > R4 &18
(System Administration) > #4§ (Alerts).

H SR KT EE 24, on page 61
12 [ R A 852 FF (Cisco AutoSupport), on page 62

A BRI ERNFIE
LIS B E

i 2 W A O AR, on page 61

H
BRI

IGEdE
AR UL | on page 62,
RGEARULY] , on page 62

TIREAR AL DL

S AL 1%, on page 60

eSS b I

AR

© BEAFEAR . TS BRI EAR U], on page 62.
* RGUER . WS RGTEAR VY, on page 62,

© HUBrER.
EAR AT LLRAT DU

* JHE (Critical): 7 SRR RIS [ i)
o #6585 (Warning): 7 ZE0E— 20 WA R n] i 5 27 BRI OGVE 1 n] i Bl 1%

* 5 5L (Info): 7RI 7 % H1 DI e P AR i A5 S

ERIRIE

Il

H R T HRTI N S SR A A 2 A e & b I LR, T LAAMIEHT AsyncOS IR I BBPFAR 1L RGUAR
AT AR EARMSPF IR ST T AT B R TR R Gk, RIMELE AsyncOS 777 5K R S s i

b RIERT.

TARMELE R GEA S AsyncOS JLZAHRIIRCE,  IX R B AR IEAT 4214 1] BE 5 FLA AR AR AN K

gﬁ:

o SBRIRPEE AR YE DNS MX Rl A 0 A AL 1%
o TIITHASL 49347 DNS 45 H 30 204k, Z2A474F 30 208l —wk, FrLlinst DNS H B,

AR I

o IR AR I 2 A

B smEees




o EAREB A TARBN AL, BT DA EA DR R s iR E . 534k, eI Az g
P PEAS BN AR ILIEAS L

o BRI B A E AR BN IALIE R AN 2 32 AR I C B SO E AT H AR BRI TR 52 0

o [AIIE - 102475 “alertconfig” " JH M T TLS SCH#FF4E SSL L& W & 1 Ji H FQDN Bk IN]: A
R4 #8E Prh R R AEAE “AIL4FK” (Common Name). “SAN: DNS 4 #%” (SAN: DNS Name)
TR FIRAAAE, LA FQDN %,

o [W3E - 4 7E “alertconfig” HE FH TLS SCHFIN]: KA IRSS4UEHK “ A3L4FK” (Common
Name). “SAN: DNS #FK” (SAN: DNS Name) 7B 540 S RS 250 FHLA . a0 BAE “ EHL
47 (Hostname) 7B HHECE T IP, WHMEH “ M DNS” (Reverse DNS) £ 5.

° [ﬂ)ﬁ - 1X¥l@'ifﬂ alertconfig CLI fﬁ/‘(\)ﬁm}:ﬂ TLS fiﬁﬁ] @ﬁﬁ&%%&lﬁ%qjﬁg “/L\\;ji“g
FK” (Common Name) B{ “SAN: DNS % #” (SAN: DNS Name) 7B & 755 45 2 44 7K o

o [AT3%k - AAEAEF atertconsig CLI v A Hl T TLS SZREJEAE SSL L& Wi o )d F T X 509 BiiF
150 P (591 -8 T 7 N

EBEERITER
=48 FERIIRIE
BE BRI ER YR By “FH " (Administrator) FIHEAE 3 (operator) Uiy il ABR 19 H

Fral DMK UGE PR TEI& & (M anagement Appliance) > R4t &8
(System Administration) > &4 (Alerts), A5 i EHFERHT
¥E (View Top Alerts) #4H .

B o S PR AR AR, B IRAE I

T SRR
FESE BERAEAE B OB K | AR 4y 447 SR ) alertconfig v 4

%

AEFH UL fe S i 4T T 0 allertconfig iy 4K B A S ECR B (0).

ATEEER

BT LA E AsyncOS Ak H A EARFT SR WA RO AL . an SR X H I BN 0, MIAS hik B
R EE; AHIR, S TCATA QEIR M ik A7 A e (I n] e 3 S5O0 A I () P R s KR AR o &
RREAEM )G, RGBTSR SRR AL CERIAIEE) 3. 38R 08 BRI R0
PR kAl B . DR, G SRR R RO S FE, MISSAE SRR 1S FbL 35 AP 75 P 155 FD.
3157 (IR B ARIEE .
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. B %l B33 # (Cisco AutoSupport)

&, TF AT REAR K. SnT DU I 3% o A AR A5 A 1) e KRS 0 Bk 181 B 2 T8) R S5 A D 0k
—A BB, B, RSB E A SR, B KA E 60 Fb, NRKEE SRR 15 R 35FD,
60 Fb. 120 Fb (FLARIRHE) I Ab4it,

B B 51 #F (Cisco AutoSupport)

T AL R R T A M S R R TR ARSI RS ARHE, mT LUK R Y A e A I A TR A ) BRI R
G U T A AR IR R A . I DIRERR A “ BB SCRE (AutoSupport)” & VR ) SCREF B S HF
BT RIAROT . AR IR ARG IEH IS T ). status 2 1F1 % H LR BT Al
] AsyncOS FRASE(E B S .

BOATFOLT, BEE NI “ RS0 (System) EAREAL “f5E” (Information) ™ FE 1 25 Jol 4 1) 4R
WA N W2 ) BRI AN BRI AS o i BSOS AR PN 0 AT 0 J) PR AR IR A1, T 4% FH e 1)

ft. B i AEH b ThfE, EIRIE R EIEIR & (Management Appliance) > R EIRESR (System
Administration Alerts), #RJa miiigm i E

BREOT, WRBHT “HsCFE” (AutoSupport), WIEEEEREIF) “ Hah>FF” (AutoSupport) i
M RIRA VB N “A5 7 (Information) 2% 71 R G4 (KRB N .

B EEAR 15 A

Table 3: T4+ 43R 157 BA

AR AR 158 B EEMH
INTERFACE.ERRORS S T LB . s
MAIL.MEASUREMENTS_FILESYSTEM A R AR (T5%) IR |

%

MAILMEASUREMENTS FILESYSTEM.CRITICAL | *4 4 43 [X ik 51| 90% 758 (1L | Critical
95%. 96%-+ 97% %) B Ki%.

SYSTEM.RAID EVENT ALERT I RAID SN R, | s
SYSTEM.RAID_EVENT_ALERT_INFO U RAID SRR 5% =H
Rp LR AR
Table 4: 24 &R 15 B
ER AR 1t AR mEH
COMMON.APP_FAILURE U4 R A S ) N %, | Critical
COMMON.KEY_EXPIRED_ALERT T e B AH B I R e
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zaeming ]

EiRAR

152 AR

COMMON.KEY EXPIRING ALERT

MIIREHYLRG EE RN AL

COMMON.KEY FINAL EXPIRING ALERT

VEDy Thiie s DR 2 K e e
TWEIARIE .

DNS.BOOTSTRAP_FAILED

M TCTEER A AR DNS RS
e &%,

COMMON.INVALID FILTER

IR B RO PEAR AL

IPBLOCKD.HOST ADDED TO ALLOWED LIST
IPBLOCKD.HOST ADDED TO BLOCKED LIST

IPBLOCKD.HOST REMOVED FROM BLOCKED
LIST

EARIH S

* {1177 SSH DOS %ili, ff
T <IP Huhik> () P
SN EBH 1E 412 (The host
at <[P address> has been
added to the blacklist
because of an SSH DOS

attack).

P F <IP Huhik> (1 ERLE
B K AN SSH iz AT
%13 (The host at <IP
address> has been
permanently added to the
ssh whitelist).

frF <IP k> [ EHLE
MBH =212 I ER (The
host at <IP address> has
been removed from the

blacklist),

PRIl SSH iR 3
7, AR RATIER IP
kb, AR P MR
BT 10 W%, W73
F] SSH FHL1E%1 % .

4 HH DA [R] TP ik 8 55 i
ThisF, % 1P Huhik <4 s hn 5
FEFHIER A

FEVFT ) SEVESIER P i,
I A (NN A p SR BRI E o

LDAP.GROUP QUERY FAILED ALERT

4 LDAP 21 A ) RIS IN i

Critical

LDAPHARD ERROR

M LDAP SEA R 2T
RS a) Ik

Critical
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R AR A FE

LOG.ERROR.* FRhHEIC TN, Critical

MAIL.PERRCPT.LDAP_GROUP QUERY FAILED | 414 & /MIic#F \ i LDAP 4 | Critical
PRI A3

MAIL.QUEUE.ERROR * SRS AT 15 Critical

MAIL.RES_CON_START ALERT.MEMORY 2 RAM I 2 68t 245 % 3 | Critical
TRYBE N A

MAIL.RES CON_START ALERT.QUEUE SLOW | i f: (A58 .0 jt fi &4 | Critical
PRI X

MAIL.RES CON_START ALERT.QUEUE

SN RS NN AR S
I BRI R %

Critical

MAIL.RES CON_START ALERT.WORKQ

RGN TAEBS IR it
PRI %

upN ]

Critical

MAIL.RES_CON_START ALERT

LR AHEN ORI B
I A%

Critical

MAIL.RES_CON_STOP_ALERT

FEVCAE IR “BEUTY
£” (Resource Conservation) 5

AL

Critical

MAIL.WORK QUEUE PAUSED NATURAL

ARSI 5 I Ak

Critical

MAIL.WORK_QUEUE_UNPAUSED NATURAL | >4 T # 5\ 514 5 1N %2 1% . Critical
NTP.NOT_ROOT MR A H T NTP RE NS |24
AT 0 G2 LI [R] ] 3
PERIODIC_REPORTS.DOMAIN REPORT. LESRIR S 4 A 52 % | Critical
DOMAIN FILE ERRORS .
PERIODIC_REPORTSDOMAIN REPORTFILE EMPTY | 75 5 HkS S04y 25 5 %2 1%, | Critical
PERIODIC_REPORTSDOMAIN REPORTFILE MISSING | 77: 5+ 514 BiA% SRt % %, | Critical

REPORTD.DATABASE OPEN_FAILED ALERT

T 5| BETCIEAT T o I
ik

Critical

REPORTD.AGGREGATION DISABLED ALERT

ARG A LI Kk
2 H &S H IO A
FAEATBE R, R AR
I RIREA .

%

s =t
=]

ME

NE)

BES
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ERBR 15t A FEEMY
REPORTD.DATABASE_DELETION_ALERT WR ARG I RIS H 3 |24
AAE, WRGE, RGEstT
Bl H AT I 2l T — Ik
IR H %
REPORTING.CLIENT.UPDATE FAILED ALERT |45 5|4 TG A A 5 K | 5
REPORTING.CLIENT.JOURNAL.FULL 45 B | T ARSI % | Critical
REPORTING.CLIENT.JOURNAL.FREE R4 B | I R RS AR T R 2
I RIS
PERIODIC_REPORTS.REPORT TASK. TEAR A 5 | v R 5 I 4 | Critical
BUILD_FAILURE_ALERT .
PERIODIC_REPORTS.REPORT TASK. IV RIER I R Critical
EMAIL_FAILURE_ALERT
PERIODIC_REPORTS.REPORT TASK. T AERY R 2 I 3 Critical
ARCHIVE_FAILURE_ALERT
SENDERBASE.ERROR 2 4b 3 SenderBase [FI1 W | | 225
HH A BRI A% o
SMAD.ICCM.ALERT_PUSH_FAILED 1E— AL ZA TN BB L |
PRI K35
SMAD.TRANSFER. TRANSFERS_STALLED 76 SMA i TovE R ER i gy | e
P (/NI Bl E
NN I ARGE
SMTPAUTH.FWD_SERVER FAILED ALERT 4 TEVE ) ) SMTP £ 455 B iF s | 4 7%
RSN K%
SMTPAUTH.LDAP_QUERY_FAILED 4 LDAP B ik, | ek
SYSTEM.HERMES_SHUTDOWN_FAILURE. T A T T RGN R | e
13 =
SYSTEM.HERMES_SHUTDOWN_FAILURE. MR RGN R Ak st
SHUTDOWN
SYSTEM.RCPTVALIDATION.UPDATE FAILED | 4 \BiiF 88 57 2 Wit % | Critical

smegers R



smegErs |
B =xrsss

R AR A FE

SYSTEM.SERVICE_TUNNEL.DISABLED TEAEIT] Sy RS E IR SR i |15
BRI K%

SYSTEM.SERVICE_TUNNEL.ENABLED 2 BRI E RSB i |5
BERIN %

\n_ ca
B MKIZE
AT T E B M g BRI DR . AT X Ee ) B ] DL BT S TEe T RABCE 2 “ R
G E 'S (System Setup Wizard) it & 1 EHL44 . DNS Fli f ik & .
AATiHe LU Dhfg:

® sethostname

* DNS Eﬂﬁ (E GUI ':szjﬁﬁrf CLI ‘:P’TE)EH dnsconfig /FILE/Q’\)
* E%EH@BE (73'3 GUI EF': u&@ﬂ?ﬂ; CLI ':F"fjiiﬂa routeconfig %D setgateway /IJLU/V\)
® dnsflush

.Dé\

B ARG ENR

THLGHFAE CLITRARAF MRA ARG . BTN SRR EH 4% . sethostname iy T % & W
B/ AH FIENBASER, HEEEH commit fy4>.

sethostname 7%

oldname.example.com> sethostname
[oldname.example.com] > mail3.example.com
oldname.example.com>

AL TN AR, AU commit iy 4o JRIIFAZ ENA HSUS, RETAAE CLIT R P Wi
AR

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Jan 04 12:00:01 2010

B ENA WoR e s T4, W FF7R: mail3.example.com>

B smEees
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nEgzzaE [

BEEARFIRE
EarLhlk GUI Hiy “45 #1244 ” (Management Appliance) > “ %% ” (Network) > “DNS” (DNS) Gl
[ EE L dnsconfig dr4, MCE N A LRI RS (DNS) W .
T mT DUBC . DL B
o g2 BT AT ELIC R () DNS IR 552530 21 B O DNS k455, DLSCEAT HIMELE ik 55 25
* ZJT1-F DNS ¥ #4 1
o {EAT S 1n] DNS A HH I 2 i 2245 455 (1 R4
* Ji5 k% DNS 2247

5 € DNS AR 5528

AsyncOS w] DI ] HIBE AR DNS g5 s« %5 H K DNS JR 55 sl 845 52 (1 FLIEE R AL DNS IR 554 F
BB DNS 55 o 3] Internet MRS as i, mTLLHR & TAHE @ R0 s HIIR 5 4% . i1 745 H] DNS It
Sran it T AN, T SO AZ I AT B (BRAEIRE ) DNS id2%) .

AN Internet [ DNS 55250, AsyncOS SZEF “45753”7 DNS 2545 Wi 24 H B I N B Ak
55 5%, ] LLFE 1AM R BRI DNS IR 4545 o

BHE “¥5 DNS” B, N 1H in-addrarpa (PTR) 4 H. #l1, G0REN “ eng” A E ) 2 S FK
K55 2% 1.2.3.4, HHFHT eng 4 HEILE 172.16 W%, NINCE “eng,16.172.in-addr.arpa” 5 5E 45

2 DNS e & 3.
ZNEZERER

XN IR DNS egsds, TR e 8 A e dl. AsyncOS 4243808 L SE gz 0 1)
DNS %585 . %1% DNS 45 2% AW, AsyncOS 2 54RMH NI e Rss 85 . WG N
R SE 1) DNS 4528482 244 H, RESLERUGIT BRI XHZ L /6201 DNS JR45 455113
HATRENUHE T . R )5 KRGS ICR BB H SR 58 — AN S B s R, ARG AR I () S5 45
AT, MRS I K e T U 1 DNS IR S5 e R SE SR A U0 . AT e A S 2 )
PrAT 1P Mk (P I B A —HF o S — MU SRS BN BN G L SR IR K I I
Ak, ALY 60 B WA — MU, WRZALEH 5 & RS 5 P & 60 Fb. Wi
BHMWALES, WM R RS RS 2SI S 157D, 238 AR AE & RS 2% 1 I
JE A5 Fbo RPN 5 R, 10 By 45 Fb.

i, BBENCE 7 P0G DNS Ikssas, LHmaaiingo, —ariitdkdl, 5—&hiinge:

Table 5: DNS BR 55 25 . 158 4% FNiB AT (8] @ 7 151

Rt | BRS5=% e (F)
%

0 1.2.34,1235]5,5

1 1236 10

2 1237 45
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B &5 ntemetivms =

AsyncOS SEARSE A 0 (R G IRSS 2 2 [IBERLIE RS . R Hdh— S H ol 0 RS2 5L, &
EH T — G MRS WAL 0 P & RS s 52 T, WME AR G200 1 RS 4% (1.2.3.6), %
Ja AR A 2 (1.2.3.7) KRS % .

AN 0 PN RS 23 AR IR SRR AR [R], 2l 1 RS 2R B I IR I, Lol 2 1R
55 2 [ 7R B A PR B K

{& FH Internet 1R PR 5553
AsyncOS DNS AT &% 5 7638 M = M BE MR LFA% 1% B s i K= R i) DNS & $#: .

\}

Note i JLIEPEKEBRIN DNS 5575 5 B4 Internet ARIRSS 25 A SLAL RSS2, W2 55 25 0 20U RE % 138 )1
AT AN TR AUIR 55 45 A B A A

[ [5] DNS Z i) 8 R+

SR 7 2 A S O R B S W RE Py RS B PR BT AT S A LT “ XA DNS i ” o it
AL, ARG AT X DNS R T LR 1P Mkl 30U A Rk . JErh ELR 0 e  EHLI
IP ik F) S i) DNS (PTR) 4k, ZJ5/2x) PTR A RE R IE W DNS (A) #idk. RJa, REHEKE
A EARERE S PTR B RARILAC . WREURALES, siE R Al e, WARSRAE
IP ik 55 =RV IR (HAT) F 94 HAHULAC . st g @ mHIBRAGE /] Tk &4k, S22 A4 HAk
2%, on page 67 I HIEH] GNS N To K

BROAEN 20 0o AT LA SR 28 F BT AT 0T R P o (1 S ) DNS EEHDEE IR, g “07 A R 4.
WA R B A 0 B8, MR GEA S 2K BT S 7] DNS B4k, 1 37 BIR [F] bR e I i o
DNS £4R

AN, ERREN, RERERER, Hhf “Ek5I T DNSZEA” MR . %N ERRARGE
%5301 DNS JIR5 48K AR, WA DNS 7RG MEOER 2 AT B2k, WS8R BN A A X Rl
Dlo WIARIABR R BT R, W BERZSA7AE R 45 7] i1 B DNS e B A 17 A R IR 55 45 -

5% DNS ££7F

GUI H 1B R EE TR 14481 d nsflush 74> (5 2% dnsflush iy & I 1E4I{5 B, 152 (IronPort AsyncOS
CLIZH4amM) , AT TR HRE AL ERIBO FHEER DNS ZAr P A5 5o S8nT DLIEFEAE Cx)
TP A DNS RGEHAT e A I D RE . % & L lVAERL,  JF HFBHIHE A2 A2 v] e 2 Sk g
[

B EfH A SR ERCE DNS K&

S [{UBRH Web Fif] AL A& R, fidi B g0 Web L.
$IB2 KR FEIRIR& (Management Appliance) > M 4& (Network) > DNS Ui, 4R 5 Hddi4migi& B (Edit Settings) %
1.

B smEees |
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SRR |

PR3 P LA B A DNS Il 55 a3 2 55 H L A B DNS JIwds+s,  IF4RE B8 DNS g5 s

FB A WAL A CY DNS g5 s sifi 2 AUs DNS i d5 as, 155 A MRS 4% ID Jf Hdiidmn1T (Add Row). Xf J-RE4
k55 as B L R, AR E O DNS Ik55 a5, i BREed. fRIFEMER, 12 MHRE DNS k554,
on page 67,

PIERS W MHIT DNS FERZ N,

PR 6 AL S Ir) DNS 24k i S48 R i P4

BT (R W ERRE TR (Clear Cache) 155k DNS £247-

PER8 RATFMIN L .

B & TCP/IP B (5% H
AP SRS SRR SRR LML . 57T DL GUI i 90 > D4 > B
S, SifE CLI UL routeconig 4 H A HA .

* {£ GUI " Bl A% 1, on page 69
* BHUERIAM I (GUI) |, on page 69

£ GUI A E IR RSB

S el DUBERE ] “8 P45 (Management Appliance) > “ 4%~ (Network) > “#H1” (Routing) T
LRSS ke ] SR 9 PGS NE DS LB UR NI T BE N INT P

S [UPEHT Web FLifii] 6 A B4, Ak B EIH Web FLifi .

£ 2 {FEEiIE & (Management Appliance) > 4% (Network) > B (Routing) 7 -, ik iz b iR B (Add
Route). X% B H R 44K

P3N H s 1P k.
PB4 F N TP Hudik.
PRRS FLAFHMINE AL

2 E AW X (GUI)

FB gl “B&th” (Routing) JUTH_E A 7&K “ERINEEH1” (Default Route).
PER2 LK TP ik
FE3 FEATTFHIN

| smegers R



B ==30mx

BCEBOAM X

AT LAAE GUI il “EBma” > “WE” > “Bl” Jli GESESERAM G (GUL) | on
page 69) L CLI Wil i fd ] setgateway 72 KL B BRI M G

B e A f2= 1
EEREBENY
* RTINS T TLSVLL0 IS AsyncOS A (5111 13.6.x) 144 5] AsyncOS 13.8.x A B

WA, T2 BRIAZE ] TLSv1.0 H /5 TLSvI.1 FATLSv] .2, B HEEEFH IS4 E B TLSv1.0
ke

* AsyncOS 13.8.x M B S RAANSCRF SSLv2 F1 SSLv3 Tk
« @BUFH TLSvI.1RITLSV1.2 J7ik, 1A SSLv3 FITLSv1.0. SSLv3 AN%i4r, KRULANATH .
o BT LAIERE T BA R S SR RE A M

o BRIk A

o BT 4 10 T A A B R T

* LDAPS

\)

Note 2RFEWL N, HEHIIRSS 2. Web FUifi A LDAP RS S #2170 97 22205 (1 ¥ 4%
AEH TLSvI.1 I TLSV1.2 J7vke A dse P vs i b S iR b B X A5 T
SSLv3,

o B 2 HTILE PR SUNTRT TR I el i, TS AE AT I A ss1config fiT .
o JURFEE T I 55 %5 AN SCFF SSLv3.

© WERAEAE A G fe) SRR S as,  E T 07 HARAR 55 AP 26 0 S g, A 1) i 552 A
TR MRS R A HY S Tk $E A 0o

o WAZHUA AL AR A B0 55t T — > ) R Bt

* flH ss1contig T2 TN BE (AT LA o

s I ssicontig 2 PTBINESUS, Ml IS5 2 B8 Pk .
A ORXAEIE 5 FQDN BAiE#15 &, 2 [ FQDN, on page 114.
B IHRAEUE T X509 BAE MR, 1EZHX.509 iE15, on page 116.

B smEees



CEEUAITN |

it & 22 e B8]
\§

Note 7t SRR BRI, 2e A BI U A% 2 I FH A 2 A BB 6 LT A T 82 0 9 8 £ R e Fg e T
B AXRER, WS R W Rt 8k .

TG Ay AT S S I TR A D S, 1518 ntpeonfig, settime Al settz 174> o
=48 R IR1E

B RGN A | fFORIEE “EIIZE” (Management Appliance) > “RFEEE” (System
Administration) > “BJ[Ei&E” (Time Settings)

TGS AL I 25 15 (] il (NTP) i 4545, on page 71

P X R IEFRETRIZ & (Management Appliance) > R EIE (System Administration) >
B} [X (Time Zone)

FEZ I

* &+ GMT fki#%, on page 72
* HUBTIN X SCF, on page 72

{52 P ) 2% B (8] 3L (NTP) Bk 55 2%

A DA 0 2% I 18] 0 IS0 (NTP) iR 55 8 6 2 4 B 46 (R AR I i g 9 226 o R LA 1 S0 LB Internet [+

1k
o
ERIAAT NTP IR %5 #8 4 time.sco.cisco.coms.

ﬁu%‘“hﬁm%*‘ﬂ NTP g%, CFEERINK NTP Ik55 a5, il By kBT IT 6 5 o o 520
Bl K 5 5%

X E#M
* FLE RSEA], on page 71
o FEHH X A, on page 73

() (£ MRS E#1Y (NTP) iR B ik & ZR 4t 8]

XS FE VLIRS () AR B v, R e SR I £ 5 A v A AR I B S it o T AT A R A% A R —
& NTP k5525

R LAAE CLI I nepeontig fir 4 LA NTP i 55 a3 K BE B A] o

B A REELR (System Administration) > Bf[8]i& & (Time Settings) TLfl .
P2 fhgwmERE (Edit Settings).

| smegers R
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B asovren

WIEI 7L “WIELRE )77 (Time Keeping Method) #3743, KEFE(% F M £& B (8] 118 (Use Network Time Protocol).

HEA G N NTP RS- aetuhl, 485 iR n4T (Add Row). AT LA INZ S NTP IR 45 %%

WIS FNFIRP MR NTP RS54, 15 mi iz g and . 19357 AT A o

$IE6 b NTP Al — M0, iX4& NTP A ) N A% U5 T 1 1P Hodik.

HIB7 EFER NTP S 381E (Use NTP Authentication) & % AE LU AR I )8kt el (s 9 AR i, AT NTP %52 %
G A B

P8 AN

% GMT ¥

S [URH Web G 2822 Mg, Al & nkiH Web 5.

T2 KA FEIRIZ & (Management Appliance) > R EIE (System Administration) > Bf[X (Time Zone).

3 PiidmERE (Edit Settings).

LA NREHX Y RIEFE GMT I 2. “HFIX3HE” (Time Zone Setting) UL 85T A 7E “Hf[X” (Time Zone) UL [fi 1 L 45
GMT i %,

LIRS £ “UFX” (Time Zone) PR IEFEIN 72 WAL IS (]2 F5AHRAS AR BB AREI (8] (GMT) (AH) 174 I [a])D) i
IR 2 /NI ANRTERCS C“-7 ) RIRAWIAY] TP LA 'S (") RORAY) LR INALE

PIR6 SIS

B EAT X 32
A 2] [ 5K /b DX P IR DX R A A B0 ACIRT, 2 B 1 £ B IR IsF X A

* HBNHHT X A, on page 72
* FE BB X 3L, on page 73

B #h A X 30

ST [URH Web G 22 M BT, Sdi & nikIn Web 5.

T2 KA P EIRIZ & (Management Appliance) > R EIE (System Administration) > EH1& & (Update Settings) .
$IB3 kb AR XN BB BES (Enable automatic updates for Time zone rules) & EHE .

WEE A B ABE R Sl B ? T ERYE R

PIRS PAIFIA L

B smEees



eI e el |

FANEH XM

SR [OURH Web FHIT 262G BBA&F, e B MAkI0 Web FHif

T2 KUGEFEIRIZ & (Management Appliance) > RFEEIE (System Administration) > B Xi& & (Time Settings).
$IE3 AFERXXHES (Time Zone File Updates) 45 -

R4 WERAFAE W] I X SCPE SR, 1 i SL R EE#T (Update Now) .

“BLE 1" (Configuration File) 72

BXREFHSHER B5
PRAFE 4 i i & PRAFFI T NBLE % &, on page 73
SR I E PRAF AT AL E S, on page 73

M AP RSB (R IR BRI | & i AR 2 a5 /LA &

HENE P E I E A 1) BN RCE, on page 31

REMNSANEERE
A\

Note b g3 rh A4 0 B SCPF ) TGS e A FR LA

AP A IR 2 B E BB T B SO B %SO LART T AR T S (XML) #4204
.
AT LU ik 2 Fh g S e sCA

o WHR F 2 IR & RAERINKAE, DR AL E — & e PR R IR RS

o A DUKC S SO R A B AL RS, LA O FMRAT B A TC B B o 0 SR A A T 46 i LR
W, AL “IRR” B EGTRAT T B .

o AT LU P EIABCE SO, DA R RAITEIRE. OF2EHNEaS LA HEER
XML SCAFIhRE. D IX AT LA B RN S i Be 2 n] REAEE IR /N 1% CnE Rl 5% JEAT Whkes
[Z38

o ATLL NI R E SO, R IEEE S, L PR RS SRR B, X “%eid” CLI A
GUI FATHLE 6 24

o @Al LUERE FTP b ARSEANEE & SCfF, ] DUBHIC B SCPE #5300 Bk 3] CLI.

o A SCHR A XML #G,  RIIIS At — AR A E SO BT XML 45 B FIAR S SCRY 8 5
(DTD). &ERILL R4 DTD, LIFE FAE XML BCE SO girsd BT I0AE . Caf AFE LG AR
MRS XML BiE T H. )

| smegers R
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B ze=maxn

o Rn] DU T RGBS IN R BE . Sy — B Be g, 1 v B X R AU B 4 o

par (==Y

EIBRCE
o B MR 2 A8 /BB 3
o BERCE EE N ) ERINE, on page 31
o [FIR 2| LT ORI BLE , on page 76

RFFSH SaTaYECE XS
i & 81%& & (Management Appliance) > &G &I (System Administration) > Bt & 324 (Configuration
File) TUI L) “4HUMC " (Current Configuration) 743, #AJ LK 24 I & SO AR AT BIA M TS0,
P AR b OBCESE FTP/SCP AR IECE H k), Bl ik AR A 1% 245 i i Ho bk
Ri#gO<
CRlde) T8 e iz S e B i P (R 04 o Bl 1 2 2 AT 4 in 2 1) 11 A 71 3 H BUOR A7 (1) S0

%é?ﬁ%jj ookl

\}

Note 7 5 i Il & UL 4 SCAFASBE N AsyncOS 7

mENS
P A T3 PO TG S AR SRR R o N TS TR I S
IME L2,

* UEPB ALY

* RADIUS %4

* LDAP 4 5E %%
 AHLH] P R RS

* SNMP %1%

* 4hR SMTP B 47356 ik %4
* PostX N 24

* PostX s AR 2 1Y

* FTP #fE3% H 1T %565
* IPMI LAN %4

* PR S5 % URL
T LMEH] saveconfig iy AE AN AT F 0 HC B ML S AL

B smEees
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hnE B & X

mamaExe ||

WAL I RS TN B B PR 4 32 AT AR T AsyncOS FRA IR0 46 PR A BC B SCAT
JCVE AT i 11 4 IR C B SO
ToVe A MR ik, SR AR RC B A TR AL 35 B R Aic:

<?xml version="1.0" encoding="ISO-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML
</config>

S5 K1) </config> bric N R FEACE AR S o X RULERL A &2 4% 45 I configuration H &[] DTD fi##fr
FNEGUE XML 75 . DTD U400 config.dtd. WIHHRTER A loadconfig dr &1, v 47 R
T IGUEAR R, WIRS I E M. " LA N DTD JGHE W4 2 AN UG & Se/F, 1 LA e,

AT ANTRES, BT LR NI E SO (e m B FR45: <config></config> Z IA]E X ]
FED S BCRARCE SO AN e HME 7 E gy, REEAE AR (L3O RS
<config></config> FrZE N .

“OEE” RIRAT W DTD E UG E T VAR THR A EE R bric. B, A& e DU MRS &
FEUEE R

<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosu
</config>

{EE,  EAR SR LU AR AN S B UE R R -

<?xml version="1.0" encoding="ISO-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>
<autosupport_enabled>0</autosupport_enabled>

</config>

M7 RS LA ORI A C B SO 0 TR E AR . B, ARG AR AL
%o B ARVFINERLL RS (RGBT <config></config> FR25) -

<hostname>mail4d.example.com</hostname>

HAE, RGTLUE XML, ST E SRR AT 2, B, HCEAERRUR A
55 S R R AR P T -

<rat>
<rat_entry>
<rat address>ALL</rat_ address>
<access>RELAY</access>
</rat_entry>
</rat>

M TAZACERAE T, DA e VE, RIMEEIR R “58Hm” o

smegers R
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A\
Caution |- L Syt AT T S F BRIE S P00 T35, 65 0 e 2 WA T R ZE S5 1 AR T

TIRESERORE
A ORI — AR ELE SR, 35N WERAEEFRID, WA E SO, B T RE A
DB HE, WEREE AR, IR E R AR S aE R .

i, AR U AR S AR ZEH IR T AT (W R«

<listeners></listeners>

A

Caution ;|- (Lol RGN B SCHER B4, S AT LK B O 5 GUI 8% CLI Wi P& R:, I Sebh K e & 4L
i o WHTEIEA F AR %ﬁﬂiﬁmdz*é g 1 ERERAR B BTSRRI %, 2 A 4
RS . AL, AN DTD & X DIRC S EvE, G202 ENE i & Sc k2

[P e g fin WA E T

ATmMEBETROSHEREM

R ZAX NI IC B P S T OB ST (i, H R FTPHEXHI HAETHD 5 loadconfig
e ANE L EH 14 . FTP HELRWOFERER, BRI 1ogconfig T HC B IEMI 14

Mk

XFFHERBIEEEN
XML FCE ST “9mhd” J@ ko2 “1SO-8859-17 %ﬁa\@ﬁﬂﬂ@Kﬁ”?ﬁ%%éﬂ%ﬁéf’ﬁiﬁo 4
&% i showconfig. saveconfig B mailconfig i &, CAFrh& g gl E .

<?xml version="1.0" encoding="ISO0-8859-1"7?>

EEIPNEE
HEE YT E SN AR N A 2R AR ERE BRG] BOARE . EEEZ, WERAEER
Be &
WZEPRKIEREE ) BUARE, on page 31.

[ELRE L A 2 fMIAEE
AT LUK IC R [RR 2 LART S A i & .
LEATAAT F 1 T rollbackeonfig iy & e BB AN MM E 22—
WRAESFRHA IR I 4N No, KBRS YOI ST U A RlR .
HARK “HH 7 (Administrator) Tj AP 1A AT A H rollbackeonfig i 4 .

B smEees |



mExHncl &2 [

\)

Note P& s IMC BT, A2 H A0 B B4R .

N

Note  JBLubpffid (9 1) A fe LAET A7 BRAT 2500 1 2 1) 23 2 PO AL 2 D) P g2 S BB k.

e & 1R CLI i 2
A LAF i 4 mT DA A E e SCA

* showconfig

*mailconfig

* saveconfig

* loadconfig

* rollbackconfig

* resetconfig GEZKECEFEE N H ) BIAKE, on page 31)
* publishconfig

* backupconfig GHZ &0 %A M %3 |, on page 36)

® trailblazerconfig

showconfig. mailconfig 0 saveconfig in <

Xjﬂ:ﬁaii ? showconfig- mallconflg’%ﬂsaveconflg, E%éﬁ*%é?%%ﬁ%%&ﬁt%%ﬁ%%?%%%EﬁﬁEB#F%iﬁﬁéﬁ
BRI P R L o BRGSO HARAT S P B . MR 2, T LUK
FARFEO L. H, EM 10adconrig @& M, AE DA IRCESCIF & RN WS K TN
# H BT H DA = 50, on page 76+

\)

Note /R fRff. W molilid mErliIBRCE SIS, MAKIEPREREAS K “RBTEGHEAL? 7 1%
“RET D, HASnE . A, FPIANER S ORI E R PEM A% .

showconfig ﬁﬁéﬂ@ﬁﬁﬁﬁﬂﬁﬂ Eﬂ@“??‘%o

mail3.example.com> showconfig
Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.
<?xml version="1.0" encoding="IS0-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<l--

Product: model number
Messaging Gateway Appliance (tm)

Model Number: model number

Version: version of AsyncOS installed

Serial Number: serial number

| smegers R



. loadconfig 7%

AN

loadconfig ip <

Current Time: current time and date
[The remainder of the configuration file is printed to the screen.]

] mailcontig fiy A nI Ik BRAFKE M HTFC B AR IEZS H P e 444 config.xml (1) XML #% = (1 BC & SCAF
BRI 2R A

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file.

[1> administrator@example.com

Do you want to include passphrases? Please be aware that a configuration
without passphrases will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.

LA B BN savecontig i ALK RATHE—SCAF A BT RCESCHE (BSAD 7AiM R A7 2L
B H X

mail3.example.com> saveconfig
Do you want to include passphrases? Please be aware that a configuration without passphrases

will fail when reloaded with loadconfig. [N]> y
The file C650-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in the configuration

directory.
mail3.example.com>

] 10adcontig fiy & WA BIICEfH B NE RN Bea . T DMEHI LA N IR 5vE 2 ndkfs B -

o i fis BBCEAE configuration H s, SRk FAE
o BECEAS B EERG 2] CLI

ARVEAER, S IR &S, on page 75.

rollbackconfig fis <

TH 2 W [FIER 2 LAET A AL E. |, on page 76,

publishconfig i %

=

"

1 F publishconfig fir 2 M EI FHCE KA M. BEEWF:

publishconfig config master [job name ] [host list | host ip

o config_master 752 SCRFIN FEBCE, RO I RRCAS Ui W e A P 1 R A H T 52 SCREI G
BERRA U BT T http://www.cisco.com/en/US/products/ps10155/prod_release notes list.html. JH I8 7
JELTFH . KRBT job_name &M, IR ARIRC U OCHE T, oA Ut B+

KRBT host_list /& ZE R AN WSA W& 1 LA B P #bk 53R, SR RKFew, WPE AL iley
FRCE P FHL. AIER host_ip 7T LA FE 5 73 B 1) 24 341 1P Hudik o

BIGULE publishconfig T2 & 1L, 15K A smad logs SCAtF. Al LLEFMIZ (Web) > R
(Utilities) > PM4RI&FIRZS (Web Appliance Status), M %4 FL 45 GUI HfiiA KA [ S i sk 2 75
Do AE 0 TG BEAR SR UL R AN I S0l sk Vg B P 4 e e o AL, BT LU 3] “ A Py sad
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http://www.cisco.com/en/US/products/ps10155/prod_release_notes_list.html

Trailblazerconfig 475 .

5k (Publish History) B[ : MKXIEFEM 2% (Web) > L2 FF (Utilities) > & % (Publish) > 2% 7 12
& (Publish History).

Trailblazerconfig 5%
fé’;ﬂ U\'ff)zﬁ trailblazerconfig ﬁéﬁﬁ%ﬁ Web ﬁﬁi% HTTP ﬂ] HTTPS Itﬁ”ﬁ DE%EE’F’?)\*D’T?LU]@

.
ﬁ‘:ﬂjuﬁ CLI L{f)ﬂ U\‘Fﬁ%é‘\ﬁﬁﬁi/ﬂLﬁéEb help trailblazerconfige
LT

trailblazerconfig enable <https port> <http port>
trailblazerconfig disable

trailblazerconfig status

Horr:

venable" fEBRIANI I (HTTPS: 4431) FIZAT trailblazer FCE
"disable" 25 H] trailblazer Fit &

"status" fI 7T trailblazer BCE [FARAS o

| B

EEEM BRIV, B Eem i trailblazerconfig CLI e HARLERT Kk EE T IF HTTPS % H o
fifi Ok DNS JIe g5 s il LU BT 07 In) 52647 52 10 014

Trailblazerconfighp 77%13%4 E#%BL‘FI‘FH%@:
o T EAE R LR A T Ok APL S VS 2 ANIE .

o MIRSHT B BAERG BX " (Spam quarantine).  “ ¢ 4413”7 (Safelist) B “FHL11-41F 7 (Blocklist)
DUHIN, € [ 2 HAR Web FHT .

o CRZGCGREPAR R R i RFR AR A S AT i

N

7:‘E7'|‘§ ﬁj@&l&%k}a}ﬂ trailblazerconfig ’;:ILE/Q‘\Hﬂ‘, iﬁé* URL 4%@,%\%1][]@]}7]%% E](Jtrailblazerconfig
HTTPS i 15,

updatepvocert 5 %

J N ‘/JIY‘:E CLI E{:"fﬁﬂﬂ updatepvocert T 7%%%}]" 2048 {LB’J CA ﬁquJ j‘ ksf FIPS *iIJ“FE/J '&EE’/
RIS 22 4 e g6 B AR SEng . i FIRR B X .

WERE A T FIPS, 2B MIfF 2t BISEh 5. WEsrbE S IX D Re 25 H . A AsyncOS 13.0
i, 7E FIPS BN B & 2 2048 A7 UEF5 K5 FIER h Sems o i BE A0 1 R BB B IX o LI
AsyncOS A A KN R 1024 A7 FIE

| smegers R



smegErs |

B sncuremssy

example.mail.com> updatepvocert

This command will recreate the PVO certificate and key of strength 2048 bits.
Also, the new certificate will be signed by a CA of strength 2048 bits.

Hermes process will restart post certificate update. No commit will be required.
Do you want to proceed with the certificate update? [Y]>

Certificate updated successfully. Hermes restart needed for the changes to be effective.
Do you want to restart hermes? []> Y

Enter the number of seconds to wait before abruptly closing connections. [30]>
Waiting for listeners to exit... Receiving suspended for euq listener, cpg listener. Waiting
for outgoing deliveries to finish... Mail delivery suspended. Receiving resumed for

euq listener, cpg listener. Mail delivery resumed.
Hermes will be up in a moment. Run the status command for hermes.

example.mail.com >

£/ CLl LfRECEE X

FB {E CLLZ b, B RIS RERS U 10 B4 1) configuration H3%. 13 XTEANME B, 1S HIIP £ LRI 0] B4
PR 2 KRR E SO E SO T TR A G E H sk, s il savecontig T BRI A E .
PR3 £ CLIZW, ] 10adconfig T MMAEAEA TR 2 TP R IIRCESCMF, B HAER SO (XML R

| CLI H,

AR, ¥4 L4 changed.config.xml () 302F, JEHRACH L

Example:

mail3.example.com>

1

oadconfig

1. Paste via CLI
2. Load from file

[11> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

EATRG R, K AR A AT ARG G — AN BT RO B S G, A2 AT L% Cul-D B4 akiim 4. ) AR
i “RGEBWEIT” (System Setup Wizard) HI T BRI ENLAL L TP HHERISRAE B (A RPRANME B, WS iz
ITRARENS. ) Ba, HIAEY.

Example:

mail3.example.com> loadconfig
1. Paste via CLI
2. Load from file

11> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag

</config>

Control-D is entered on a separate line.]
Values have been loaded.
Be sure to run "commit" to make these settings active.
mail3.example.com> commit

.

"
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BB A .

Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings

ot \po e s
B IR AL (]
TT LAAE 20 20 1 & I Dl e 2 18] 43 C w] I A = 8], B 22 mT BL3 BCmT FH B dse K s 1]
o IR AU 3G hnm] TGS 7% 18] , on page 81
o EHE R RIBCAUNE FH IS 20 , on page 82
© KT RERL A A B K AR A 3T, on page 82
o FRPRIBCRNAT RS 2 [A) (1) 24, on page 82
o EHL AR WA RS % H] |, on page 83
o BT ECRES: AS R4 , on page 83

(NPREPNS =) 1Eane] AT 8

X247 ESXi 5.5 F1 VMFS 5 Bl &, 150 AL 2TB LA L RGFL =SR] . 6847 ESXi 5.1 )
W, FHIh 2 TB.

)

Note  ESXi thRCFR DRSS H . MR, 1S VMWare SCRY.

FEHE IR AU e 2 S AR S 8], TSP T AR 2D R

Before you begin

406 52 P i AR W)

PR KPR A 2 A PR S
HUR2 J1 VMWare S (1055 T H o0 BT HI A 2 )
T2 [ VMWare SCR A 9% S SO FULREASE E AR 45 6L
DU M HEFEAE T 4 5¢ ESXi 5.5 ({5 B.:  http://pubs.vmware.com/vsphere-55/
index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FDODE39ES57.html
SB[ Web JHiIT] 76 % AR BBE& T, el ® INgkif Web St

SIB 4 2 EIRIRE (Management Appliance) > R E I (System Administration) > #; 2 &2 (Disk Management), J1:5
WS P 1 B ot A AR 4K

smegers R


http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html
http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html

B =svazargnEmmn

EEMAT B EFRAER B

=8 FE R IR1E
A B LR AT PRG3R WL B TR1E % (M anagement Appliance) > R &2 (System

Administration) > #;# &2 (Disk Management).

BE BN B EosE - ., 24IC 184G, 3
204G.

ME NN ISR | KL EIRIZ & (Management Appliance) > R4 &R (System
554 W IR R 5 23 ) o b HE 4w ] | Admiinistration) > #2538 (Disk Management).
{1072 ] o

AN OB X ORI 4 | kit HE & HRIR % (Management Appliance) > S RS
i (Centralized Services) > ZGEIKZS (System Status), A EA
“HErpgs” (Centralized Services) 43

KT HEZ R HEXEMSE
)

AR g E A L AR IS B2 ) (Centralized Reporting Disk Space)” - A4 F M 25 £ s .
REH “EFUBLEHR (Centralized Email Reporting)” 8 “£E7 Web #15 (Centralized Web
Reporting)” , A AL H T8 B IR W R F S M, WITHEARAT Web 4 2 £ 1%
ol 51 SN 7 vt e S M) 1 Ll 1

o WURGR AR T Web i, HR DRt 2 ot 2 1a], WUAE 7 MO 4 s 1) 2 A, AP Web 4
T DIRER IR IR A

* fEH “IAl” (Miscellaneous) PCA/D> SR T AT A28, W SEINBRAN S 20K . 1155
DB oAl BCARAEL 2SR . 5 83 Ui,

o A ORI PSR < 9 AT R A B B DX AR AL S (R A PR AR A L, TS S I SR . R
68 25 DX Y A 2 ) 7 PRI o 25 DX 8 O B U 1]

o NPT HABBHEIRTY, Un AR DAY A3 8] 7 WO sl D B4 A R LU, s I A ot 2 i B
LB A B 30 A AT (0 2 ) Ay e R b

o WAUH I BCAUR T4 A A s ), A Rk .
© WERGER BRI BCBEE AN E, WA OR B AL AT H

MR BN B R A = B R ER

2 A R AP AR BRI 75% I, RS THIR RN 5 JON I R E AR . AR RIS BRI, &
INPRIVE )

B smEees |
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g < wmawne=E [

B ORI BIX B, 1 S 0 AR, on page 59

BIE “Hfith” BRI (8]

FA AR R SR A P s . SRR Rl . S mT LU BRI L Bt s LU SR
BELE

EEE 8
H &3t A EIBIR & (Management Appliance) > R4 &I (System
Administration) > HZITH (Log Subscriptions), 2 J5:
Wil “R/N7 (Size) FARAE LAA R WS H 2R R 2 04 25 W]
o BRI T R A R A H AT .
o WAE IR TR H S BN AL 0 ZE ) TR
* GRWAT, WDTERE) SO RN
EACTHORTEIN W R FENFAS S (prAes BRI > BB EHIR. MREfAA
i LA R
B S A Wit FTP % 2 % 4% [1) /data/pub H 3.
X LESCAEAK T RE R | EEC Bl FTP U7 B 4%, 15250 1l FTP Ui % %
ZWA . )
IR NAN WK 2 R &1 (System Administration) > #2218 (Disk
Management).
B BoR 2 = B B EN

WER WAL A3 1) 7y B 4a ANV T IR Zh e ji&%ééﬁ?[ﬁ?’v% R B DI REFEIR LA S 1], (H AR T REIE
e AsR], UETT LUERE B BC A 2 1)

WP DhREA T EE 0 2 2510, 15 % BT 5 R AR % 20 I SE 2 WA R R] . 16200 (IR
B B9 wT FH#GSE % 18], on page 81

Before you begin
o B SO 43 TC T RE e AT B BRID RE AT F Ak o 15 S B G T RESE 7 W) B K AFL R 43 L, on page 82
S A B
o AT LAAE R B X il IS B 2 TR, v AR 25 DX rp T AT s AR A o

SR [ Web FLIT] 262 BB &, i ® Ingkin Web S

T2 EHEIRIKHF (Management Appliance) > REEIE (System Administration) > # & &2 (Disk M anagement).
PR3 mithdmiERZBEN (Edit Disk Quotas).

IR 4 {L4RIERLBFCEN (Edit Disk Quotas) Bif I, A/ BCLh BRI S MG 2 (il 5 LA T IR0 ) .
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B =esEemsa

PS5 SRR (Submit).
FIB6 sdiHEIA (Commit) FiA T .

Parlax 3* \ A

B IR MEFiERT I
DAAE, fm] DURCE R A A Web B LSS, DUIARYE RECKIELE (B> fefifide “ B sl
R HAREE .
fEHIH Web FLHI “ REEH” (System Administration) > “ L BL” (Disk Management) > “#fH
HPEHALE EL” (Edit Data Disk Management) U2 [f1] 1 [ iz F #0458 77 % B 18] (Apply Data Storage Time)
128 T K T B B A A I T

“ N H B A4 )7 (Apply Data Storage Time) 2610038 T LA N AT Aa] —Fh i 10 -

o W AGA BIACE I BAR AR R ] (B 500GB) , RG4S HAIMNEER TR R, HE R
FEIL B BCE KB AF I TR /7 (Bl “40 K7 D

o QR B B A At I ] BRI 40 0K, I HOBE S I ¥ A S5 A Ak I 1) BRR AR 34 (g, fsA7F
CAFE “41 K7 ), WIRMEER X BIRC & Bl A A7 AR BRI (ldm,  “500GB” ), REither
H SR A SR o

\}

EE%% f&ﬁﬂuﬂfﬁﬂ CLI EF‘E’:] diskquotaconfig > edit > Centralized Email Tracking ?’LJLE/%‘:F‘E/‘] Manage
data based on the storage time lﬁ‘/@, *E%?ii&’]% ml_)’ﬁ:ﬁﬁ%?‘f “7/%':!:’ FHM”'FEEE% 7 (Centralized Email
Tracking) 24 FEr .

BEEER: NWURHLZAIRIER Web % BEAR 13.6.2 fRITUG, Splunk B A f FH B AR ERERE S . Py
AT MR BR R BB A7 i AE Lucene Bl b o ST “ N FH Bk A7 4% 1 1]~ (Apply Data Storage
Time) &5, 6L 2 BB PR EREGE ¥ Splunk s R H M .

BRAE: BRSO ISPEEREA S (R 2D o BATRIAE CLI ] backupconfig fir & K HUAT % 11 1%
o ARVEAMMER, WSHITRIBRERE PR & 0, 26 39 Ut

\}

AR WU AU S A A PR Web B BRI EELE 2% vh R I RS (VM) 7%
AR S 28 R AU 22 AR FT Web 7 BEASIRVEANME B, 15 S0 CRUBL2 IR Web R 40l e 422 b di
) .

FHIa Z |l
TR DRI S b ISR ER BRI 55 1A R e 1

S [{UHET Web FLIf] ZEMBLEZ 5 B ¥ s, ek % LUNAR IHRR web JLffi.
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gtz egEnEasrrrEsnszaeE [

TR 2 EHFERIEHFZ (Management Appliance) > RFEEIE (System Administration) > ##% 2 &2 (Disk Management).
$IE3 Al gmiBREAELE (Edit Disk Quotas).

PLIEA EFE HEARMFERES” (Centralized Email Tracking) T [¥1 57 F 44 77 %At 18] (Apply Data Storage Time), 2R JG4E45 7
FBPEIAE, DMERE RECK IR ) AAd7e “ P iBLFIRER” (Centralized Email Tracking) %4 1 .

PS5 AUliHER (Submit).
FIB6 LidifmiA (Commit) il 5.

AEBHRERENRABITRABETHSZEHE
)

Note  gifalf b5k Sop (EAHOC IR, ARG & 2T IR AF e AR LICE XS ARER, S WIE
P (KB 22 4 BE A8 RRCAS (1 Y i B BUBCHL S By i A7 OO REUIBA TR B B A A5 Lo st ]
LA 65 BERASATHL TG I R SIS TPIROUG A o 155 2 B3 ] 5 AR IS 22 4 U 46 FEOA T T ) 41 T 3k
P B AT A A B s A IR DL R

ST [ Web FLIT] 262 BB A&, sk B InkIn Web S

$E2 LB EEIZE (Management Appliance) > RGEIE (System Administration) > &4z TIAR (System Health),
$IE3 pididmiEiRE (Edit Settings).

LR 4 BUE R,

15 15t AR

CPU /444 Fil % (Overall CPU Usage) BIME: 85%

WAE TR AZ 4 (Memory Page Swapping) BRINE: 5000 7T
A BAF v B KB (Maximum Messages in Work Queue) | ZRIAE: 500 FF £

TS FAIFINE L

& /A SAML 2.0 &9 SSO

*+ T SSO Ml SAML 2.0, on page 86

* SAML 2.0 SSO L 1ii, on page 86

* SAML 2.0 HJ#ENIFIFR i, on page 87

o Q] Ay 3 SR A 2 X L& SSO, on page 94
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. %F SS0 1 SAML 2.0

>%F SS0 F1 SAML 2.0

SR R 2 A BIE SR SAML 2.0 SSO, DU i & f ] LAt FAE
LRV e) B SRR X . filt, % E 8 Ping BHAAE I
AR (1dP) 3 HEA C R T SAML 2.0 SSO [ Rally. Salesforce Al Dropbox i)™

W OB 22 A B A L BN S F SAML 2.0 SSO 1 bz
TR ) T AT IR LE RS, i 2 S A B 25 X

SAML 2.0 SSO ) Ak 55 i3 FH 0 AH [R] 4%
SAML G4y

SAML 2.0 SSO T {1t

SAML 2.0 SSO LAE#t BntE R
Figure 7: SAML 2.0 SSO T1£3%

TEREE

1 A AR 43 B ds iz
Py 7 e S AP 125 DX

W snee

JURp e A4 PR A L E SSO, on page 87

Weh Browser

@iii

Service Provider (5P)

User requestsfor a resource (for
example, EUQ)

SP redirectsto [dP with SAML
authentication request

oy

>~ =

Identity Provider (1dP)

Browser sends SAML authentication
request to |dP

o ™

|dP authenticates the user

SAML assertion

¥

5P provides access to the requested
resource

IdP redirectsto 5P with SAML
assertion

smegErs |

2L i) HefhJ5

BRI (SP) I, S R RERS kIR,

SET BB KRBT I, 2 s S i3 Jn



samL20 gpgmFRs ]

2. RS HMERE AL ] SAML B 473 B0 E 45 SRORE 17 SR B 1) 31 199 2% 30 4% o
3. PSR SAML S 473 BAiE i >R H 4k 21 5 7 R AR o
4. DO PRPRR X AT B RAE . SRR P M R A 7 BRI, R A A

Bk
5. SRR AL B SAML I 7 K HL R 3% 1] 199 44 30 U 2% .
6. o4 VA SAML Wi v v 4k B R S5 S R 7 o
7. IETE TR SRR VT AR

SAML 2.0 744 | F0 BR

* VE4Y, on page 87
* W&, on page 87
o BT T (B IR A R 25 DX U ) AP, on page 87

i
S PR BRI PRSI, B R 2 Sl SAML 2.0 SSO Ji I VR P oh
iz

T K ReAE DR A A 2 i B o ERC ELIR S R HERE 3 M B 3 S IR e f — S

BT SIS R BB & (X 7 (814 PR

WA LR B IR B AR 2 X ) SSO, I AE, A B DR G PR AT B R R R RS 25 X URL
(http://<appliance_hostname>:<port>) U [ 57 S M4y 725 X o 57 B 03 v DU FH I 286 St 1 (R4 > BB PR
BX > LOIRERERRE XD Ui ) By MR 2 X

MAERR 2SR EPEE SSO

iz
i S EHRIE B
TR | AR SREIT. HUERAAT . 2 88 1T
p VARG E S Wows ) E e o= g P e BRI WA 2 A PR B IS e I FE e, 56 89

i

WIE3| [{EIDP L)l E S $e e UME SIS R S lC S H o | F S S AR P il o0 5 R A B f i, 2R
90 71
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B ooz

wEEIRE B
WBA| EE B LI SRR P R . ERRI N R 2 S IR & FICE SRR s, 8
93 7T
FIBS | L% FAEH] SAML i3 JH A8 43 56 3iF Ja Hl SAML &4y 53iE , 25 93 bt

RIER 51
© RIS IR . 88 0T

s T2l ERuET , %5 88 it

XER SRR T
W UL A AHZVE T (1 5y SR O RE P02 15 S SO RH A 22 A BEA (KIS o LU MR RS RF I B B R 7

7N\

* Microsoft Active Directory I & 3 RHIE/R 55 (AD FS) 2.0 A 5 i ieA
* Duo Access Gateway

* Azure AD

ATZ2@EMIER
IR 5 2% 5 SO B AR e 2 TR I8 A5 B s 1 R AAE S
o INRAHEE N SAML S 36 UF 15 SRIFA T2 44, wif A G4t = s SAML W =, 153k
0 [ 2 400 Bk [ 25 F CA BIIE LA K SEIEFALH .
o W LA E G R 6 SAML Wi S5 E 74544, TSRS B AR BE P . S R BT
HEAFREIF B 2544 1 SAML W = s

FRIE
M, B IREUIEAS R pfx X, 2RO B A 0B 0 IR S5 SR BRI I, I Z00KE JLH N pem A%
o

FOUET N pex K24 pem #520, T HAT CLT #4E:
* T8I 2% OpenSSL LR, I A& TSR UE S S (pfx)e
° ié/ﬁ:ELW:HU‘Q kL pen1ﬁ§ih5?hﬂlﬂ3¢5 openssl pkcsl2 -in <certname>.pfx -nokeys -out cert.pem

* l_ﬁjkl?iﬁﬁ ki pennﬁ%iﬁg?ﬂj$A€H openssl pkcsl2 -in certname.pfx -nocerts -out key.pem

-nodes

IE%T_X*F kibk%A%ﬁﬁPﬁﬂK“44ﬁ% openssl rsa -in key.pem -out server.key

ENERES
88




pENnaRssnzenssmsaees [

RERATZEEEREEENRSEHEERF

Before you begin

PR TP 4T, on page 88.

SN UK Web G| A2 BB &, Al B Ingid Web S

PR 2 ERHEEIRIRE (Management Appliance) > R4 EIE (System Administration) > SAML .
W3 RS #a N, AR IR 2 F (Add Service Provider).

PR 4 BN THEAE R

FE 15t AR

e B S A 44 R PN T e O W - B I VRS

BB E

244 1D BN AR BRI A R — AR (ZEABI P A BB ) o RS HR AR sl
1D s 3l H 4 —> URIL.

SR ID # SR ARE 4R E SAML W & vh I HT P B R A 2
IEFBA PR E . O E S SR LR PP Iy, SR A0 LA

Wi 5 {81 URL TEG O IIE TN TERUT, B BRUEFE P oK SAML W7 5 &% 21 URL. EIXFl

TEOUT IS8 ) S8 IR S 25 DX f¥) URL.
VP BN E . OB S R R P, S ZA A

SP iEH Note FAHDZER ) pem #55K.
B2 SR IIETEK

WIRA BB AT SAML B IEE REATE4, AT L R R AE
a  FARUEB R G R .

b. HAR R,

c. WEHERIFEK.

RE S MEME

BRI S 0 SR AR PP IC I SAML I35

a  FARUE TR G R .

b. HIAFAHE.
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B soneeermsssannsgmesas

P T
Al WAL MR AR P AT SAML W7 7564, IR I
TSP, AN SR I S M B o $ 2B 4 4
SR FEH 15 LR 26 B 41, on page 90.
ALV LA
PR R R L6 AP
AT R A ONSEN YN CLEE
P BMHIRY TR R G AP

PE®S AR (Submit).
PHIB6 i [ “SSO B'E " (SSO Settings) UL Il I B s RS S HEp ol (SE4R ID FIlWT 5 % 7 URL) DAIAE “HIRSHefit
Fi” (Service Provider Settings) TL[HI [ W R4 FK ID 46 78 G 3 ftFe) Y DR E R SRR P BB I, 7 Xt
TEAN{E R
A LB o AR S 2 . A S TR (Export Metadata) JEARAE ot o, S G R IR S
1 TG SCAF IR S5 P2 AR PRI o

What to do next
o B 2 S R SIS SRR 7 . IS0 S S AR PP I BN 5 R A8 B 4518 5, on
page 90,

BEMEREFEENSERARTERREERE

FHia Z |l
TR L
KBRS . WS DR DR R e PR I BN IR S5 B I RE Y, 55 89
e

© CRBIR ST SRR U Bl VR A5 R T T B SO . 2 B DR R e R A IO
MRS HRPERERY . 5 89 BT,

TR SRR, PATLUR R
« TEMCE RSO CEBRERE) K&,
© WA K B O R PR P SCVRIE MOC U SO N 5 R R PP PR A (5 S 3 R A TR S

15 CUA A6 M B R SAML 53 0 UE R MERT 25 44 S R I SAML IBT 25, V0 0 MUK HE 157 N1 4 4
R
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#ADFSEENS5EREsgmesnmas [

TR G R PR AT E U], TS
* K& AD FS Fe' B4 5 I Rb 2 4 B a6 A TIl A 5 26 91 1L,
* K¢ Azure AD BT E N 5 MR 22 2 FBER TSRS . 59 92 L

* ¥ Duo Access Gateway AiE N5 B A B 24 HHAT IS, 5 92 1L

TR 2 0 T SRR U oo Bl sk o T O SO

T—¥ it 4

P BB S R R P BEE . TE S PR S O SR R e I B S R A B AT 5 2 90
e

~

I ADFS BLE NSRS ERIREHITER

DT /2% ADFS (2.0 & mihiiA) WeE ok 508 B & AT 1045 P il BT I s AT 55« A KR Se 48
PEN 3, 1520 Microsoft SCRY .

* B SBREP 1 (BER A WS 2% URL S8 gk s

< AE CRGRIAFAET > ARURET > R ITRR IR MRS IR BRI (BRI SR
ID. W IRILIE S Bt b “ MRS PEUERE " BEE P ISR ID (AR A .

s MR CRK MRS () BB AOXEEA I SAML S IEils sk , i bR
PREFHNES N TEL S BRAEER) , ISR cerka, 7E “HhAIEE" > “BwIk” > “4&
CZR N

o WERTHRIPK: AD FS LB A A I6 N 1) SAML i 5, 157E “H gk ifGAE” > “J@ik” > “m#” F
A% cer iR HEBERE P (B4 IETS.

o JE “HRERTIEART > “EMET > A MR eEEIEE R E N SHA-1,
o R I0 B E SO LLZE I Y H AL S SPNameQualifiers R & AN B & S 741 -

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer=

c.Issuer, OriginalIssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress",
Properties ["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =

"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified");

o G A RS AR e R, LIRS sk F) LDAP J& AT 0 A A SRR ISl
Rike AL, VETHIRASINAUR HeAR RN, LUK 2L B M4 ) LDAP JEHEAE AL th R A CR % e
M) K%,

| smegers R



B 5 A r mED 5 8HRs R ERTERE

1% Azure AD L E A 5 BRI R BB IR EHITIERE

LU 24 Azure AD BB 8 5 8 W & AT 1045 T i AT I S AT 55 . A OCSE RPN MUi i, 155
5% Microsoft Azure AD LAY .

< B essbe g et WIS (] URL A o4 #a oMb BE SAML Wy & K IR 45 3 06 i A R AT
o FE AL > P > ARE AR > gk > B SAML” LR R, 7E Azure 1)

AIRSSHBERT (B i) Sk ID. M fRILIE S Beas b “iziEm” WE PR “SHk ID” {HAH
Il

o MR ORISR (B ) BUE N KIZEA K SAML B4 RUET K, H/E “SAML %441

7 A MR > FrEE R > AR R > 0% > SAML & ZE 17 ) F LAk
RATET JHT2E BB RIEER) .

o FE T EAEANE ] E gy C ARV > OB ] > AREIZERN I > S sk > T s A A
W7 O b, BCEA SV A R Y.

o £ LN > OB N > AREIEN I > RIS NI T gL, PRV T SAML

b 5 ) B T o

1% Duo Access Gateway FLE A 5 BRI R 2 ERIREFHITERE

LU 724 Duo Access Gateway it & o~ 5 W &3 AT A5 T i SAT IR S AT 55 o A R SE 3LV E4n U 1,
i % Duo Security SC#Y% .

"

"

ME

NE)

< R hettrg GRa) MW S I URL R IO 3O AR 21 SAML W 35 1) e 25-de 14t g 2% 3
* {£ “Duo & HEH > N > (RN > SAML RSHAERT 7 1, ARG UER (B KIS

R ID. TEFORILE S e b I E R R “ SR DY EAH A

IR BB IRGARMLE (4 BB A KIZE OB LI SAML G005 1ER, W4E Duo Access
Gateway L HCHE G SAETRE, 15 EAERS AR FIET JH T2 G080k , E1R
H .cer #82X,

o WERTF SR SULBC B AL I (1 SAML W35, S AERC B T S A2 L ¥ 5 6 S UE U

L .cer #oX LARMRSS B bR (L&) HiEf.

* f£ “Duo FHHIH > W > R4 N HT > SAML e g5 ki ” '~ K “NameID" X 04” &+ N

AR

* f£ “Duo & HEH > WA >t > SAML IR MR K, K “LeHIIHE" WEHN

SHA-256,

* f£ “Duo FHEM” L, K “SAML HRF5IEMRPREE” S NBCESCIE, JRRECE ST

SAML M H 5 A Duo Access Gateway .

BES



wEnnazeenes rREsmeerres

ERRARZeEERE LEESMEHIEFRE

Before you begin
B R :
« CEE S MR UL S BRI EIEE. 65055 O 00wl O 5 IR A8 BBl
{ii, on page 90
o ST B O AR B PRI A5 T A oo SO

SR [ Web FLIT] £ 2 BB A&, il ® Ingkin Web S

$IE 2 HHEEIZE (Management Appliance) > RGETE (System Administration) > SAML .

PIR3 18 SRR (Identity Provider) #7; F, FRiTRINSHZ 2 F (Add | dentity Provider).
PR 4 BN TS R

FE i 8

Fic 2 S 1444 0\ B SR I TP SRR 44 o

W (TR SR B )

FAK ID SN SR 6 A R — 4B B B AERE P S 1D 6 2R 3 S
URI,

SSO URL et MR 25 SRR PP 00 0 ) 3L R % SAML B3 i 5K ) URL.

WEP RS AR SAML W S HEAT5 4, WIABZ 1Ak S O S AERE 2 1
A

BLEBEE (PSR T L)

S\ IDP Je¥dE B NTTEE (Import Metadata) 306 55 70 £t S

PRSI

What to do next
JE ) SAML £ iy GIE, on page 93

B F SAML 54} 563E
ST LUAEF SAML SRS AT 8008 o LR ALP HEAT SN IAE , 46 415 s BRI

| smegers R



B wmssmmemsxEs sso

FHia Z |l

IEH RIS EAEH ARSI " A1« B PEIERE 7 BEE ORI E SAML FL & SCPF. 15 S [ Wil 46 18
Bl S &P EE SSO, 5 87 I,

$B1 S EEEIEE (Management Appliance) > R &IE (System Administration) > F§ A (Users).
HIE2 [0 MR FISMER S 438 E (External Authentication) 43

PR3 1B (Enable).

$E 4 b B AINERE 4 I8IE (Enable External Authentication) & i HE .

HIES N FH g R Pk SAML 15 S0 56 E KA,

PIR6 (AR (EIMNERERIIEE & FRERET B, i N SN2 WS Th 48 2R 1 8 1k 44 P

JEPEAFRICR T B R PR PP I B R . R R S ERBREY 7 B P I “ IR PEA AR L4 H o 12 nik
Tilo WARANECE LI, WA CAmg” F BRI R R ULRC A H

PR ELAMRSS T BUT, RIS TIUE el B SO A, SN SAML H s sE Ul peJs vt . 8T LU aiiRangT (Add
Row) L INZ AN s .

G S A B M. BT PAARIN “RFREA” BT SAML Wi 5 sl N AT B 0560
HIRAMORETETEAE R, SR “H” (User) T .
LI 8 PEATFHHINE M.

T—5Htta
U SAML AN TSR , 40T LURE ] B4 6 TR LR S0 B R B, JFAI P 45 U

KAV
an{a] A i R e bR = X B & SSO
TRz R4 BZER

% 1 | &EFLREM RFE451F, on page 95

2 | E RS IS E H IR A A 2 A PR HE B IR S5 SR AR,
¥ on page 95

%3 |[f£ IDP L] FCE G0 U5 DTS 0 B | F SR AR P L b 5 R R e A
B HRAE. HB A

F4 |EERS LSO P RE. ISR R LB B ERCE S e i)y
i W E, on page 98

5 | 7EBEA B IR R SRR S 1K SSO. Sy b7 3 S R 251X RSSO, on page 99
1k
v

B smEees


b_sma_admin_guide_15_0_chapter16.pdf#nameddest=unique_693

i G

BERANETRE

mesd

TR HRAE EXER
$6 KIS BRIENLIE A B

* ARSI 10 S SRR 7 e 17 2 IR R 2 B A (KSR . LU RS2SR I B 4
PR

* Microsoft Active Directory 55 & 1 5 UER S5 (AD FS) 2.0
* Ping Identity PingFederate 7.2
o BN ZE 2214 9.1

* PRIORY 25 5 SRR 7 2 TS BT w5 1 R B1E 15«

o WRA BB A X SAML SR I UETE KUEATAE 44, ol A B B 4R A5 % SAML I 5
TR A R AU EOK F 325 A CA FHE USSR IAA T«

o WERAY G R R PR SAML W 5 AT 4%, TP R SR R P E . R
T TR SR B TE T2 44 11 SAML Wi

EHIRFEE MRS RBEER

Before you begin

P HTHE 4 1F, on page 95,

S 1 [URET Web FLifii] 76 LA S B v &, i B nEkIH Web FLifi .

PIR2 EHERIRE

(Management Appliance) > R4 &I (System Administration) > SAML .

W3 A RERIEFET” Hr T, iR &R EF2F (Add Service Provider).
o L VNIIRERZ TN Se

FH L RA

P SO B i N 55 SR PP G L SO IR A K

P v

S 1D BRSSPI A R ME— 28K (FEAGI ORI o ISR Bt 3k
& 1D FH% 2 GE o —4> URTL,

Y HK ID #3 SRR3R E SAML Wi s v i HT P B R A% 2
VBN ICE . B S R R P, S ZA A

smegers R



B sennszeemperEsmsEtEr

FH it AR
W 5 1+ URL FES AL e R, SRS IERE P s SAML Wr 5 A% 2111 URL. {EIXFf

THOUT I JEHR ) S A2 3 S B 15 DX ¥ URL.
VP BN E . OB S R R eI, il 2 A A

SP iEP Note FVHDZER ] pem 55K,
2SR WIETEK

WA BR X SAML S BAFTE R T4, THHATLL R A
a  FARUEB R G R .

b. Hu AR,

c. WEHERIFEK.

RECMZENES

TR R B A SR BRI E W N # SAML W5

a.  FARUE TR G R .

b. HIAFAHER.

WS R A B G R AR FP XS SAML W 5 EAT45 44, INIEHRERE.

WIHLERESLIE T, D025 250K B O PR 3 IO E S I BB 2 . ISR S0y
PR P E O 5 RN e A L A4S, on page 97,

MRS R AN HLR PSS
S SR AR R AR R S A T e A5 R
BARBERN PN NS PNILL G5 16

SO LR PR AR A 1R S A S B

LIS SN RE (Submit).

L6 LK “SSO W E” (SSO Settings) UL A B R RS FE At rg oy (324K ID FIKT 5% ) URL) PLAAE “ g5 $efit
" (Service Provider Settings) T _ /s Z K ID #& X 7E S 3R 4R 7 L & RS IRALFR P B i), 75 B X et
PRI .
A LAk F e R ot S . i S T EEE (Export Metadata) HAR A7 B Soft . e G PR AL R S
188 N TCEE SO N2 IR 55 S B0 RE e RIS 1 o

B smEees



BahREEFEE SERNsessrigEs [

What to do next

A B E BN RAEEN SRR . 5SS R P AL E N 5 RN B e A B Al
{5, on page 97.

BERREEFEENSERARTEEERREEE

Before you begin

L
© RS M B BCE N IR SRR . TS DR ERE 2 2 AR BB A OB ARk 5 1R, on page
95,

* BRGNS AR oo B AN B ool SO TSI R A A A PR I
R S5 FE LR Y, on page 95.

ST SRR E T, BT R B
© FHIE MR RIS MPrfE R,
o USRS Oy SR ARR P S VR I TR SO BRSSP PP VR AR R, W RIS
U A B G B 46 SAML B B0 F 1 SR MEAT 244 sl RN SAML Wi 5, B A DRoFE AT DGE T n 1 5 43 S 41t
FEFFH
17 KRG B R AR PR s U], 13
* K AD FS 2.0 Fit 5 0 55 BURFA 2 e A BB % UEAT I8 1%, on page 97
* ¥ PingFederate 7.2 i & 04 5 R A 22 42 BB 45 T8 £, on page 98
o (RIS 44 AsyncOS I R RE)  http://www.cisco.com/c/en/us/support/security/web-security-appliance/
products-user-guide-list. htmI" [} 4§12 & B B A MR B2 F 0

TR 2 90N SR PR u o SR o T 4 S

What to do next
BB R B SRR PR R . TS A RN A e A B e EICE B O BRI FR P I B, on page
98,

BFADFS20 i ENERRNAREEBEEHITIEE

DL 2K AD FS 2.0 B & 8 558 1% & BTG BT e BEPAT I R AT 55 . A ORSE3ERIVELN 1 Ui ],
12 % Microsoft 314 .

© RSB RE CBERR D) W5 W 2% URL 50k sh ks

| smegers R


http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html

B sringrederate 12 BB H 5ERAE RS BREEER

s AE CHYTTEET > BRRATT > CHRGTRRIRTE MR RSS SRR (B sk
ID. W RILIE S Bt b “ RS PROERE " BEE P ISR ID (AR

* MR CR RS R (B BN AOX CEA I SAML S ibiis sk , i LA osHe
PREFHRES CHTELFHIAETER) , ISR cert s, £ “HPARTTEME” > “BwIL” > “4&
%7 F bk,

* WERTHRIHS ADFS BB N JAZ NI I SAMLIWT &, 15 AE “rh4kr fEdE” > <@k > “Inw” '+
At cer B MRS FRARE P (B /D EF .

AR PRI > R > Mg MR R AR BE N SHA-1,

* i e P IR DU AN AU e R0, DAK S S FR) LDAP J& 1A 4 A% H A SR Rl

o IR0 A T SN LALE I N AL BR SPNameQualifiers  FIHIE—A & U 7R«

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
c.Issuer, OriginallIssuer = c.OriginallIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<appliance-hostname>:83") ;

1% PingFederate 72 BLE A S BRIABRREEHREERE
DL /2% PingFederate 7.2 & 0 5 % 24 1045 P f AT I AT 55« A OSSR TR Ui, 162
Ping FRiHSCRY .
CBIZE R (KD KIS T 238 URL B I0 ks & HP (1 280t o
o fE “SPIEFE” > “CHHMER” > “HAEIKERISER ID (GEFE ID)” T, MIANIZE R (i) s
W ID. AR S Yot b BB WA “SEER ID” {HAH
s IR EHIEE R (RE) BEANRIX DB SAML B IEE K, 15 8H8E # iES5_EAL 3]
CEEMIGIE” W4y ( “SPIERE” > “AEIEY > “BZIGIET > “BRIUFIER” ) .
o U1 TRIK PingFederate it & 4 & 36005 () SAML W 35, g8/ (R4 HIED bAE5] “%
ZIGAE” By C “SP IR > “AEIE” > “ARIGUET > “HEPFE XML INFERE” ) .
o g @M E LR 12X LDAP JEPE-ispEsthhl ¢ “JBrE S Ak > Bkl ) .

ARRMANALR2EERE RESGHREREFRE
Before you begin

R«

s CRCE G RAEP LS B IR &EME . SN SO R U0 P ic & o0 5 BRI A A e i
#%1H15, on page 97,

o R T AR SRR u B TR AR A R BT A e S

S 1 [URET Web FLifi] 76 A B &0, ik B nakIn Web FLifi.

B smEees



mummemsxamsso [l

HI22 EFEIRIZE (Management Appliance) > R4 EIE (System Administration) > SAML .
SIB3 SR (Identity Provider) #70 F, RN S22 (Add Identity Provider).
WA AN TR S

FE 15 FA

e BSR4 P BN\ 5 O R R P E B S I A K

BB WA (TIIRCE S MRt F i E)

SEAK ID BN PR 4 R ME— 2 PR S S (IR SEAA D Fo A 5 3
URI.

SSO URL 552 IR S5 S (AR PP o 20 ) L A3 SAML B 43 Bk 175 K 1Y) URL.

EFS R G PR PR SAML W 5 2E 172840, W20 EA% B S (IR RE > (1
EE AT

FLEBE CPAS IR ol

S N\ IDP JoHd M-S NTTHIRE (Import Metadata) H-iE 7o SCrF.

TS FAIFINE L

What to do next
B HBA R 25 X 5 B SSO, on page 99

AR ER iR X B A SSO

Before you begin
R :
« CACE EEIR & (Management Appliance) > R E 2 (System Administration) > SAML 71 _L 1)
P B

o A PSR AERR B IX o 155 B B MR ARG 25 X

SN [ Web ] AE2 A BB &R, A B NI Web S,

PR2 KA HFERRE > EPRSES > LR ERERX.

I3 i dmiEIRE (Edit Settings) Jf-n MRS E] “ L BEEIX U7 (End-User Quarantine Access) 77
T4 EWHRCEH “ERAHPREX TR

WIS K EEH ) SRR AR E A SAML2.0.

PE6 (W) R R AEET, 2E Es H IE S,

| smegers R
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. 7£ AsyncO0S APl B BRI N AR £ EIE LB E OpenlD Connect 1.0

TR SIS

What to do next
BT 10 B B AR ML RN 25 e 2 HH

7£ AsyncOS APl Y B Rl A A &= £ 52 LB & OpenlD Connect
1.0

« WA, #8100 7T

« TAEGFE , 25 100 0

s BT R 5101 0T
 HIERSRAT , ZB 101 BT

* fE % LA E OpenID Connect , i 102 11T

 {fi ] CLI ¥ % %% Ll & OpenID Connect , % 103 11

B
SURFN 2 A BB A SCRE 5 AT H 5 32 1R 7 (IDP) #1 OpenID Connectl 0 5 U B6 Uk PR 3. F 5 P
R, DME S A il I AsyncOS APL HEAT o484, HAT, %K Be& {1 Microsoft AD FS
34T T OpenlID Connect TAIE .

I]fum%E

FELLT TAEGRE S, AD FS S HIE S iR BtRe /Y, AME IR B2 7 o, e i
VEGEI PR o

TR

1. fELL R TAERFEH, ADFS &8 HE S 4240 r ﬂ‘*ﬁfﬂﬁﬁf?zﬂﬂiﬁﬂ’ﬁg)jlﬂﬁ, [[iR>&- 22X
HVE RIS HERE T, WS R7E % % LHCE OpenID Connect , % 102 0L,

2. [RGB WA AR DR 1 P E R EL OpenID Connect it & 7C 04 AT i 1) 254, LUELS
RV )

3. {EAE AD FS X AN HEAT S 43 Bk S AR ) o A7 SRAR 0] 17 1) 4 L EAT £ 43 B0 UE AN
FWCRITEANE R, TS S O e R B R P el By S AR SR

4. Rt APLERE V5[] 4 i — R AR BB % o
5. BASATHMNE 2 DRR S PIEKLUE APT RS )

B smEees



e |

6. BN RPN (&R E . 2D HATRIE.
7. BRI AR O WA RN 2 BE T A B, UG ) AsyncOS AP,
8. W24 AsyncOS API i SR AT " M V. o

{5377 18] 2 hE
PATR A2 757 ) 4 hot ) g =X
FRRR
alg:RSA256
typ:JWT
[++]
kS
claim:aud: CiscoEmailAPICaller
claim:iss:http://adfsserver/adfs/services/trust
claim:iat: 1594712147
claim:exp: 1594712807
claim: CustomOrgldentifier: MyCustomOrgld
claim:LastName: Fernandes
claim:FirstName: Erik
claim:Email: http://erik.fernandes@customorg.com
claim:Role: LogCollector
claim:Role: ReadOnly
[++..]
WA AR B LR 55884 (1 U7 1) & i«
* RSA256
* RSA384

* RSA512

ATHE R 1

FEALH] OpenID Connect it B35 # 2 Hil» A DRI06 AL LA B AT S 55 1F
© B SRS AL SV AT 1 S AP AR
o SR LAAE P B 0 S5 UEAR (R P 0B AT B 0 B AR R ] R

| smegers R


http://adfsserver/adfs/services/trust
http://erik.fernandes@customorg.com

B =25 5= openid Connect

o WA N LLE I HTTP 828 5 B uE S R,  BUESREL OpenID Connect 7T AU Bt -

7£1% & LB & OpenlD Connect

FHiaZ |l

B DRAEAT A3 AR 451
© SGOPIAESR SRS PP AU KA 00T 1) 4 CRE T I B Oy A P IR P BEED
« ViR S R, DUE VRS & AT BT I 3R B A

T N RGEEIE (System Administration) > Openl D Connect.
P72 piidwiEIRE (Edit Settings)
PE3 WA FRPRABTTFEZSE, LULE OpenID Connect:

OpenlID Connect £ i BA (Description)

SRR R o ds URL | % A T 35X OpenID Connect it & Jo #5085 1 S 0 32 1R 5 URL . iZ el FH T 50AE
U ] 4 Lo

PLUR A2 S 3L FE > URL 17~ - https://example.com/adfs/.well-known/
openid-configuration

o

& NV T A WL 28 7 TR o
iR FEIRAIE T 1] AR, 12 F 06 200 55 7 In] A WAL 25 5 75 B AELAHEIRC
DL A& AR WA (7481 - http://example.com/adfs/services/trust

R i N WA 0155 5 1) A RBLFRY 52 A 75 BH AR DG B ) 52 ARAEL o
iR WRBIRINZASZ AAE, W HRHRIN4T (Add Row).
LB S NV )RR 2 RR, AP aS THPMEGER. FUHAHT W
AR R A O B
SO SRR 20 5 MO | BN S SRR e IR 25 2% e SCROH P AL ff AR I R B AE B 2% TP R B A6 AR
LS HH P, DR RS A €
iR WIRES I Z A A e s, W ERTRINGT (Add Row).

TR 4 AN

T—5Hit4
7 1) A AL ZE AsyncOS APT 1 FH I BUR AR L, &% AP K.

B smEees
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f£FA CLI 38 % LB & OpentD Connect [

LURA2AEH] APL ¥ “FRBURE” 0k P K75 ]2 R T AsynOS API (K175 41«

curl --location --request
GET 'https://sma.com/sma/api/v2.0/config/logs/subscriptions?retrievalMethod=manual’

--header 'Authorization: Bearer <add access token here>’

{§F CLI 7£1% % L BZ & OpenlD Connect
¥ ] oidcconfig iy & PHAT LA T AT55:
* 7& AsyncOS API B 5¢_EBLE OpenID Connect.
o JIBR 44 0 9% F ) OpenID Connect fit & 1 &

o fif IS BT, on page 103
* WEHIED, on page 104
* W HLEE, on page 104

{E 4R DT

I PR 3 A b B 3 B AR B e ) AT DA e i Y B0 BT ) R 7 1) 471 3K

=8 TR HRAE

N ENIAYNESS S IS S SRR, ARG NE A B AT “ o7 S
B PP L TR AN B B B IR K .
TeRATKT “IRWEJE” (My Favorites) 5 4.

XSO P AT MR PR B E (My Favorites) > &I BIET G UL (View
All My Favorites), F4% 3t (1) -4 s W e o

i SOOI TR A AR U] | KGR R E RO R (My Favorites) > EEHAIET A UK (View
All My Favorites), #8 i i ol 224 45 K SCRCK (1 2 5K o

Tl e i e MR FE IR BT SR (My Favorites) > BEG AR (View All
My Favorites), 2R i MR8 i 25

B 0T T MBS A b A BT P 32 B A S (My Fawvor ites) SicFRact £ BT .

IR [A12) 3 St TR PRATARN A e B o o LTI 8 3R [21 2l = — T3 (Returntoprevious
page).
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B e=wiw

A= A=Al
ER2EHRE FRENEEAR
M AR B TE (K 7 T LR PELL N IS, P ORI 42 A PR A% B AT AR e
< WEE OMT GUIAD
o BFSRTUR OS5 SR If T
o AR5 U BR A TR R CRT P AR 3E 302wl P 2R Wb 4535 BT F)—3 3 Hif )5 FED
o RS U bbb ] WL ATHL

DI IR T f

TR IR LRI, THKIKIEFHEIR (Options) > AL (Preferences).  ( “XEI” (Options) = A7
T GUI G A B ) SERINRA I Bt s . AT 20l o,

Je

Tip SBR[ BIEAEDT ] “ IR (Preferences) U HI 2 B 25 & F DU, 1 B0 o5 0 JEE ¥4 AR B B £ — T
(Return to previous page) 4% .

ZP5MNE B R IIER A P
L AN S Y IR UE R AT DU AR “B I S iR i

Jik
Ry
&3
Imfg

GRS RS 5 2 105 0T

o d% Web AEHITE DL AT » 5 104 5

mfZE Web (£ 1R 247
“RERINRAAHT” TN T MRS SR AR AT e B ARt AR PR AT et
AT Web FTHT MO B A DD ST S SOR  ETTR SL S S0 0 P T AR AT ) T 3%
ot LA 1 LA

HE I Web FHIT] 7E 22 BB AR, Al B makin Web .

S 2 KIRGEREIRIZ & (Management Appliance) > R4 EIE (System Administration) > E#iZ & (General Settings).
PR3 rihidwiEIRE (Edit Settings).

F4 kb AP (Usage Analytics) 5Bt (B (Enable) 5 %4E .

WIS SIS

B smEees



uzmarEazs [

U W 4% S R
Jy T Web U SLIUEAT AL, IBARHE UG Internet Explorer MBI 1.

\)

Note i) FHULTh REIB TS RN AL, ST LUZEHI Bk Th e

ST [ICBHT Web FHIT] 2 BB &R, A B makin web S

LTI 2 KA FEIRIZ & (Management Appliance) > R EIE (System Administration) > B #Mi& & (General Settings).
L3 AidmERE (Edit Settings).

T4 L “F % IE RN (Override IE Compatibility Mode) 7B T /B A (Enable) EIiEAE.
PRSI L.

ERMEHRET LEAMRSRE

EIELﬁ%ﬁﬁ CLI qﬂﬂ@ diagnostic > services ﬁiﬁﬁ4>5ﬁz
o R B LR RIS, AN TR B .
s BE A ARG PR .

. EERERS RS
FE N HFIZRGIH, services My T AA VL& BRI & R S5 1R

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> reporting

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> status

| smegers R



B ==csmznnnz

Reporting has been up for 28d 20h 45m 35s.

. = EmR R ERAR 55
%EW:ﬁﬂE@i3ﬁﬂq“, serv1cesIm'?Fﬁﬂigi%ﬁfhgbﬁlggjifhﬁﬁE@EB##EEE%H&%%o

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD_STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> tracking

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[]> restart

BIERIUER M AT

"

WA 2 Al A At R S AR AT UE P A WA SR B0 UE U S R BRI 15, DA 7 B S

Ay PR AR G BN A DR B AR AT AR B AU U -

© RGNK - Bk HA AR BRI TS 12 . BEBIRFR N RGH1E .

&l LK 22

 HE XN - AT LU E SCRAFARIE B AU NS, SRER B IR A B &

N

AR AR AR AN, T DU RS AI R s B E AN, ]I P

"

A LAZE GUI i FI M 4% (Network) > iEF (Certificates) > 4m3EiE+ M & #1144 (Edit Certificate

Authorities) TUih, B¢ CLI #H1#H certconfig> certauthority @74

7EM 4% (Network) > iES (Certificates) > 4R58iE B MM & H#4 (Edit Certificate Authorities) Ui jfi, #&nf

LASRAT BA R AE55

PG RGSR. BT HEEH RE0EK . ARENER, 155
KA , 25 107 T,

MEEES

%idbﬂE4%ﬁﬁ
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 EFRE A A SCIEBAUANSNL . BmT LU B A A A, SRR ASCA S
TR AREHER, WSS B ESGEBMANSIEE , 5 107 5T,

o FHIERMENAGIL . B0 IR B RGN R XYL T H R ARHIKE) 8
HAE. ARTAELR, ESH FHIEEMENSIE , 5 108 1L,
7EM 4 (Network) > 3iE$ (Certificates) > BIB2Z{E{EMRIEF (Manage Trusted Root Certificates) I
I, AT DT EU T A5
s BHEUEHNHEXMRGSE. ARFEMNER, ESH SnEaEmuEt , 5 108 i,

o HERILA HEF . AT LIRS AR B € AP AXRENEE, ES 0 M E 2 Xk,
%5109 TL

BHRSIER M AT TR
TR RGP MUY BRI e s EMER, (H2, BEaT DU I eREE I s . T IgE
s I SVF B AT T A1 F kB R e A2 B LIRS
UK

WL BURIE Ef:y

SR 4 (Network) > 3ESH (Certificates) T .

1E “UEPMUR N (Certificate Authorities) #75, siih
YRiEI%E (Edit Settings).

—

Sk | SR
| S

N

FIB3| 0] “RYiH%K” (System List) 2725 F (Disable) ¥k
IR A | PR FFAHIA T o

SFABESGER MA T3

T LLGUATUARE BRI E1 52 XTI, JFRTIRE S A B, IESCIP AR PEM B, P S
T A R AR5

»

HEE1 i M4k (Network) > iEH (Certificates).

PR 2 iR E (Edit Settings).

$B3 L FBA (Enable) ikl

WU 4 11 AT XHIR %R U (Choose File).

PSS WBENEBEMALE, R5SEE (OK).

PIR6 [Wk] Lk “FQDNKHIE” (FQDN Validation) S2UEHE, DM SEVFHEAE SCAS A UE 5 A AE ) “ AHI4FK” (Common
Name). “SAN: DNS 4 #k” (SAN: DNS Name) 7B EL P # /& 754 FQDN #% 3.

PR SRR (Submit).
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R NTREN CA AT EL A
o FI S H]
iy
* f-AE CA Bl I 2N “True”
© WP T A IEB AU, W2 AFAERAE-B AU L o

S HIER MR 5%
A PR R FTA S2 (A UR B, o S BAT 10 F 2 XAE.

\}

AR AT LR A AR A xe SCPF, ) G SRS N sl R UE AU AU SRS HZ SO
H R AR TR T A B

HIE1 iM% (Network) > iiE$ (Certificates).
PIE2 PiligmiERE (Edit Settings).
“YniB B (Bdit Settings) K51 H 1 w SCUE A1 ERHZ S EARIE 1S
W3 PiE AR,
$E 4 S (Export) LS HIES.

BREERIES

HE1 i M4k (Network) > iEF (Certificates).
$£1E2 AL EESIEERIED (Manage Trusted Root Certificates).

CEBIRZASATARIE T (Manage Trusted Root Certificates) 43 51 H [ & B RHZ (G AL HIARIE TS .
$1B3 Wk BEIE1E (Override Trust) 5 1EHE LB 51T
PR 4 R (Submit).

1FE “EHZ(EATMRUET” (Manage Trusted Root Certificates) TUI 7, A PLATE “ FEGET” (Download Certificate)
DA G5 JFR H A7 it B A o AL

B smEees |
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flFR B E SGEH

$£B1 /4% (Network) > iE$ (Certificates).
$1E2 P EIBSIEERIER (Manage Trusted Root Certificates).

CEPRZASATARUE T (Manage Trusted Root Certificates) 4341 Hi H 52 X iE 1,

PR3 iR (Delete) LUHER A € X325 AEARIESS

PR AR

BcE CRLIR

FEUEFIRAE RE B RF 2 Al AT Web 45 BE 52 for & 44 e P54 51135 (CRL) () CHUTIE15 %1
Ry LABAER L WRIEAS R S B A I 55 & EORBH AR A s hiAs, SR 22 2R EAT Web
SR S A TR s R . BT LT SR .

X EM
* i/ GUI kL& CRL J5 , 2 109 1T
* BiCE CRL JEI4 RBCE , 5 110 1T
* fli[f] CLIKPCHE CRL ¥, 25 111 7T

£ GUI 3kEC & CRL R

AT L CRL YRS 4 5 T B ZE TS & O UE B2 6 . al LA In. 585 A B CRL Y5 .
FERCE CRL VR, iEHUTLL NP

$£B1 S M4 (Network) > CRL & (CRL Sources).
$I1E2 iR CRL & (Add CRL Source) LA IN3E i) CRL Y.
ARYK Eondin CRL GE B$E%5I%) B (Add CRL [Certificate Revocation Lists] Source) % [ .

PR3 TN PRPMIRI T TS EL AEERHL AT Web LS EAVIN CRL .

S 15 AR

CRL X&#& i\ CRL J5 A 42 FK

CRL 3rfz#! Hi\ CRL Y5O A . S AT LIRS ASN.1 (i iEykfonik 1) 5
PEM (FRFARETRMEAE) CRL SO,
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2%

15 FA

MHETE CRL IXHEIEIR URL

N URL R4 SO 3 2808, St 44 .

#1121 https://crl.example.com/certs.crl

& F IR AT A RHE R RHBNIRURL (AT
%)

A\ URL R4 SCPF SIS, QSR 44 . Ihy BOWIEI Y BL.

BHitXI# CRL XHBEHEFH

N # CRL JE AR

%R CRL XYt B 81 #i (Enable Scheduled auto update of

CRL file) LU VR A BB n LUksE “BH” (Daily).  “4F

Ji” (Weekly) 8¢ “4E 77 (Monthly) BT, JF4i5 & A Z0REATH F I 1]
(24 /NBFD

Mk IR

Aidimlig CRL & (Test CRL Source) LLINAR CRL Y5 SO & 15 58 357 1

pE s ARAEEE R 8 CRL Y5 F . miadisb iz, &2l
CRL ST F 75 2l ST

TR A FLATIIN AL

T—5#ita

e a] DL AT R CRL Y5
* JEPE CRL U, )5 miiEE# (Update) LAF2) 5% CRL ¥,
« EFFCRLYE, ARJ5 s Bk B FR MR CRL Y. 55 EBRETE CRL & (Clear All CRL Sour ces)

IR AT CRL

BLE CRLIRRIE /R E

AT LUl CRL JSACE 42 R BEE, IR F BREE I LR 46K CRL A9 -

* A\ifi SMTP TLS
13k SMT TLS
o 2% YL

209 CRL AL E AR BE, WHATLL T D3R

HIE1 iM% (Network) > CRL j& (CRL Sources).
#1182 fECRL j& (CRL Sources) % I1f) CRL iRBI £ FHi& & (Global Settingsfor CRL Sources) #4)H fiti4migi& & (Edit

Settings).

PR3 AL P UG IE T U RREHE DL H At AR A ke 10t
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o W \uE SMTPTLS#1T CRL #&&
o WFHuE SMTP TLS i#1T CRL #& &
* X Web FE#HIT CRL 1&&
Werh £ /R E (Global Settings) & HE LS T BT A 147 .
LB A PEATIFHINTE M.

{£ /4 CLI 5kEc & CRL iR

T‘S:W U\ﬁ% certconfig > CRL fﬁé@ﬁfﬁﬁg CLI ﬂ%ﬁﬂﬁ CRL ﬁo
TEPAT A I, BRT LAPRAT T b $2 2 i) 484 -

Thd H#
B S TIOFTI) CRL Y4
EDIT EIAE CRL Y.
DELETE HEX CRL .
PRINT WRoRITH CRL K.
Gige FB 5B CRL .
SETUP Pl & CRLYFEM A R & . nT LU L FiER e
A% CRL K7
* A\l SMTP TLS
* Hi3%f SMT TLS
2]
Pl 1:

Bl LM# A seTup Fava k0 Web FitH )5l CRL /A, W1 R H1T7s:

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> CRL

Certificate Revocation List Summary
Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled
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There are currently 1 CRL sources configured.

Choose the operation you want to perform:
- NEW - Create a new CRL source

- EDIT - Modify a CRL source

- DELETE - Remove a CRL source

- PRINT - Display all CRL sources

- UPDATE - Manually update a CRL file

- SETUP - Change global settings

[1> setup

Do you want to enable CRL check for inbound SMTP TLS? [N]> n
Do you want to enable CRL check for outbound SMTP TLS? [N]> n
Do you want to enable CRL check for Web Interface? [N]> y

Certificate Revocation List Summary
Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Enabled

There are currently 1 CRL sources configured.
Tl 2:
A LUME A prInt T2 K ERFTE CRL JE, W N HIFTR:

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> CRL

Certificate Revocation List Summary

Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled

There are currently 1 CRL sources configured.

Choose the operation you want to perform:
- NEW - Create a new CRL source

- EDIT - Modify a CRL source

- DELETE - Remove a CRL source

- PRINT - Display all CRL sources

- UPDATE - Manually update a CRL file

- SETUP - Change global settings

[]> PRINT

Currently configured CRL sources (disabled sources are marked with *):
1. crllée: http://crl.example.com/certs.crl.pem
Certificate Revocation List Summary

Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled

There are currently 1 CRL sources configured.
Choose the operation you want to perform:

- NEW - Create a new CRL source

- EDIT - Modify a CRL source

- DELETE - Remove a CRL source

- PRINT - Display all CRL sources

- UPDATE - Manually update a CRL file

- SETUP - Change global settings

B smEees



iRt e 2 ERLE S 0N s |

AR X 6 E E Rk 2 (IDN) B iR

JORFZ AR Web 7 PELES I LA ALK M btk 65 TDN 35K e
HHT, SR OGO SCHF LR 5 1) IDN

BB TGS BIME . ZOKIRE. 235 [, RNt DREih. S5 Dh R
PEARAIE . HE AR TR SORERE . BUREAHE . BRI JEndiE. IR, BRI, Ok
MG fLRJEHE. TiRAE. SEWAE. BEWE, JE. SHLHRE. FEENEEE.

MM A NG s G, HiE. G, SogsiE. g, WEPE. SRRE. . frs
Wy i BThARIE A 5% 701G
HXER

o BITR4AEIDN, #5113 70

o ATAESBRRZ Ayl Web 4 BE g3 P AE AT IDN BREEAT RCE T RE 2R 113 7T

I &1+ IDN

FEAL B Bt ili4n (IDN) THREZ T, TR ORI AL LL B AT SE 461
* FrA AL NIBAE#R L2548 ] UTE-8 4 fd () IDN.
Bl ) WBAE R AL B AE I MTA AZ0SZ £ IDN,  JF 2L R IB AT (RIR AT UTE-8 4% 3.

o TR I PE#R A 25 4 UTF-8 4t (6 TDN,  FF HL H bR IR 55 4% 04 Z0UH N 1 13252 #1152 FF IDN
. 35524 8 M2 R 5% B AF 1 MTA 62557 #57 L UTF-8 1% 245 ) IDN A3 .

* fEPTTIE K DNS Al 28 H] Punycode 4% A CKAC & IDN
Fihn: 764 IDN BE MX ids%Hf, DNS idsgH (134 0% ) Punycode £ 3.

A ERRZ & B FHiEFI Web 1225+ {F A IDN 133 1 TEC ERITh &E
NP IRRRCAS, s HRELE R 2 A I E AT Web 7 2% vh 1] IDN Sk il & LA R T g
* SMTP HHEERE:
* NN e 4E IDN 5,
* A1) IDN 33t 53 N SMTP #% i

- DNSECERE: i/ IDN 7 hnekgn4E DNS RS 25,
cREFMBIRE: OEWE TN IDN £ (H/ 4. IBERhERR)
s MMEIRIFECE IR E : A A MR ELP B IDN Eeds (HP 4. Wbk fule) .
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- K. mENRARBEXEERE:
« AR REIEAEAR SRR (B s | B e ) HAS IDN SRIlE et
o PR AL REAE D S SRR A SO AR R A PR A R B LA IDN SR s 1«
© EE MBI DRSS . A UERS A DLP MB AR E R H AL IDN 3R e .

* SREME IR S XECEIRE
o B BRI Ry 3 3 S A B T A by S S AL TDN SR
* Kt IDN IR F b 78 0 1) 22 2251 AR AL 21 S o

* RERAPRE - 0K UESCN NONE 32 IDN. BEBr B SR H Al 5 3 56 IER .

FODN

SEA R E A (FQDN) & TR F A4 8 THRALE B AL 58 3888 4 . %1 X509 1E+, FQDN K3iF 2
YO UF AR 15 (1) 0] A R A FE AR BE (CN) BLAKE ALy dNSName (SAN:dNSName) [
subjectAltName ¥ Ji£ % . AsyncOS 2 7EH T B P I iEI A DL K A HL A FRFI SAN:dNSName [FIIE15 .
I i # Fl SAN:dNSName % FR. 177%% FQDN ({75111 45 example.com, *.example.com.

FQDN 5 AR AE AL T «
o YEPB AR AELE CN 8Y SAN:dNSName, Jf H AsyncOS ZRATAT—AMIE AT EST & FQDN.
* CN 1 SAN:dNSName #RAE#E TUE TS, IFH. AsyncOS ZE3K P & #F N #F 5 FQDN,

AR AR HE

o WPEFUEFIE , 55114 7T

* HEX CARIE, %1150

o WAUETRAE , 25 116 7T
FESHATH B P ANV AE I, R A il LR Web 45 B2 278 15 F FQDN B6AIE (K5 60 1 LA 78 i
55 A8 BROGHSEAIE D 501 0 )X HIE 15 04T FQDN Biik o BT VELN 1) H 30 et 2 70 JRE 22 A F Web

LS system.current B¢ gui.current SO P IR ER . FUZs  JARM A IELEA Web B BEES A SRVF
SABATIEHAFR (CN) HEATA B 44 128 ] A PR ETS

T EUEH IS

AsyncOS $Efitm FHAC & k4 SSL & N rE kg (1t TLS) ) FQDN %3iiE. {H FQDN Jik%
WIRFEEH .

* ffi ] GUI JAEXTSEE TS , 55 115 7T
o f ] CLI S UEXS5E 1, 2 115 1T
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£/ GUI 1 IEXS FiE+H

LB W RHKEIE (System Administration) > SSL B & (SSL Configuration) 1L [f]
PR 2 ¥R E (Edit Settings).

PR3 Jﬁﬂlﬂlﬁﬁﬁ FUETS FQDN 4:iE41 /3 A (Enable) SEHE .

FE4 SR (Submit).

{&£ A CLI 3 X 4
AU sslconfig it A HER AT SFE 1T R

FHia Z |l

prompt> sslconfig

Disabling SSLv3 is recommended for best security.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequential.
So to avoid communications errors, always select a contiguous set

of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1 disabled.

Choose the operation you want to perform:

- VERSIONS - Enable or disable SSL/TLS versions

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, updater and LDAP.

B EX CA ¥t

¥ H o SCIE BRI S N R &R, 0 LUEIE AsyncOS $U4T FQDN 4Gk . &A1 F-3) i 56
1E,

HE1 #H A\ rd CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT

Enter in the command-line interface the CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT command

P2 NP A4

Enter the name of the file on machine "appliance" to import:
[1> filename.pem

T3 S EM A FQDN.

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y
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B UE 3G E

TR UET TR, AT LLE T AsyncOS $44T FQDN Bl #8020 F-3)) 3 FHEGIE «

B 1 %\ CERTCONFIG > CERTIFICATE > SETUP i 4.

Prompt> CERTCONFIG > CERTIFICATE > SETUP >

P2 R E R R, WA

Do you want to add an intermediate certificate? [N]>

$E3 W EK A FQDN, NN,

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y

X.509 iE P

X.509 2 58 SCAFHUEF A% K bR i AF I (ITU) bRtk X509 kA5 B 25 42 6 5 0 46 e 3
e

X.509 13 RENE AR AR HE I T SAIE 5 AL 75 2 A VERAR 25 4% 5105 sl 1 i 28 (EC)o

ERMECFENAUEF I, 224 B4 AT Web B FE 8525 UE B AT X.500 KAF o U1 SHE7E AR 55 28 (16 25 0E P
EAEE] T X509 B, U4 A HR AR AT Web B BEAS S AT SRR X509 Bk, PEANN H &
TSR S TE R 2 MR LEFT Web B EE4% system.current H & SR T ERER .

X EM
o XPEEUEPEGE , 55 116 T
* HE X CAUERRAE , 55117 1T
o WAUETRAE , 25 118 1T

PO NS Ly
;‘:}ECOS PAE T —Fhid NG, 378 TLS Al A5 0 R) 42 1) SSLAC R (1 BN IR 45 IR0 S5iE 45 1¥ X509
oA
* Hi%h SMTP
* LDAP
« BRI
* TLS %4t
* RGH GRS
* BREVE T RSS2
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* SSE iE#:8%
* SSE k4528

B2, Bk 5 SMTP. LDAP. SRR e AL T TLS MR T30 3 F X 250E 5 1 X.509 B641F
LINN ﬁ/RT, Bt R H GRS 28 . B BEVF AT ARSS 2% . SSE M85 F1 SSE AR5 8 M 4E 4T
X.509 HIF .

&R LS Web FRTHITEL CLI KRG B0 A5IE 15K X.509 KiiF o
X ER

* ] GUI B UEXSA5EUETS , %5 117 BT

A CLI B uEX 45 uEFS , 5% 117 1L

£ GUI 18 IEXS FiE+H

$E1 P ERGEEIE (System Administration) > SSL B & (SSL Configuration).
AGK Box “SSL it E” (SSL Configuration) Tl
P2 fiihdmERE (Edit Settings).

$IB3 kX EIER X509 3E1E (Peer Certificate X509 Validation) 41 tH ) /& B (Enable) & 1EHE .
HIE 4 LA R3S (Submit) FERA B

£ CLI I8 IEXFZE+H
AT L] ssiconfig T 2RI UEXTSFIE TS .

mail.example.com> sslconfig
Disabling SSLv3 is recommended for best security.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions
be sequential. So to avoid

communications errors, always select a contiguous set of versions for each service. For
example, do not enable TLS 1.0
and 1.2, while leaving TLS 1.1 disabled.

Choose the operation you want to perform:
- VERSIONS - Enable or disable SSL/TLS versions

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, updater
and LDAP.

- PEER CERT_X509 - Validate peer certificate X509 compliance for Alert Over TLS, updater
and LDAP.

BHEX CAEHITIE

AR H 2 L CAET SN AR Web B EEZRIN,  AsyncOS ANEHAT X.509 Bk
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1 CLI "%\ CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT fii % o

mail.example.com> CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT

e ¥ VNS VNI S U R i

mail.example.com> Enter the name of the file on machine "appliance" to import:
[1> filename.pem

PSS ANEAT AR AT R

\n- Y ~ A -~

W& UE P UG UE
AR 13 5 A SERF 2 A P Web LIS, AsyncOS 2T X500 i, (00 ATT-30 ik
i

%1 4 CLI F%i )\ CERTCONFIG > CERTIFICATE > SETUP fii %o

mail.example.com> CERTCONFIG > CERTIFICATE > SETUP

P2 WUREAEHE B EE PR EAT #2156, HTTPS 4B [ M1 LDAP, THHIA Y.

Do you want to use one certificate/key for receiving, delivery, HTTPS management access, and LDAPS?

AsyncOS 205 A& A UE BT X.509 LHiF .

B—-Fa

=
Tk P55 (SPoG) Zhfig, AT LAVS A AN RN SRR Web B B 4% 1 ARl 22 4 5 AT Web
EHISTEANGE B U 2 & R 2 IR AR Web B B 45 1544 15 #2231 3 R 2 IR 4EF1 Web
BRIV AT DI A EA O R 2 A s A Web B PR 2R A B A A . IREE . PR EAE S
Blo IS, BERATICERAE, A2 5 R 22 45 I FT Web B B2 (1) iy 24T F 1 2K e FH G &
HEEIE
AR T R A B RN Web 55 74 28 V5 45 WA A [
PAE R A IR Web 85 BE 23 3 4 1 3 R PR IR Ia(s 5, #8020 F smaapplianceconfig

PN
ﬂﬂ%}o

—EUR T THCE, ot T AR e B A B IR 2 AR Web A BESR IO TEAN G R, 1§21
SPoG & F F- 2 Rk 4 i FHIEAFT Web 7 BRSSO VEAE R, 55 123 1T
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spoG EmER Z 2upttF web g2 I

A
AR A M SPoG I, TR %5 2 NGUI T I I il AR08, IS5 s s e 28T i oK
B H bR %

BEAN, Bk R AR Web B HEZSVS N E] SPoG B SPoG HH IR, T 445 24 i 1k sk 21 ] —
JORF 2 A HRAEFT Web B BEZS 1 NGUI, W2 11 IWT S0AE 1280 i g v Y .

A
AR AEPTAIERRK) SPoG WE T, )T a5 Gy B EAR S A BB AR AT A o

o, R 22 LA B 3 B0l ™ 4 5 470 65 AR SR 22 A S AE AN Web 57 PGS s 75 B IR 22 42
MR Web 4 BE g5 AR NSREATAH R RO SN0 S A IR B, AN T2 JORR 22 P Web 4 BE 4817
IF) G ) JERE 22 2 S PH AT Web 45 BELAS o

14 1] smaapplianceconfig #iy4, A LL:
* SPoG VNI BRZ 4 HEPEA Web B BEZS , 55 119 1T
* SPoG Z’f JEBF 2 A HEAF A Web 45 FLES . 25 120 0T
* SPoG MR AL 22 4 W FF AN Web B BEZS , 55 122 1
o ARl A WL AR AD Web & BEZS BI¥) SPoG J3 RS » 3 123 1T
* SPoG #r f F Z IR A LT IR FT Web 5 BELASIPEANAE B, 26 123 7T

SPoG &~ /N BRI £ HR{EF01 Web EIESE

LUR 7R s 7 Aner 5 n SERE 22 4 B A1 Web 57 BE 25

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMAL165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.

[]> ADD

Enter the IP address or hostname of an appliance to transfer data with.

(A hostname may be entered in this field, however it will be immediately
resolved to an IP address when the form is submitted.)

[1> vm21sma0062.cs21

Enter a name to identify this appliance

[1> SMA0062

File transfer access via SSH is required to transfer reporting data, message logs, and
quarantine safelist/blocklist data from appliances

Would you like to configure file transfer access for this appliance? [Y]>
Would you like to use a custom ssh port to connect to this appliance? [N]>
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Enter the login credentials for an administrator or an operator account on the appliance.
This will be used to obtain an SSH key for file transfers.
Username:

[1> admin

Passphrase:

[1>

Appliance 10.10.3.62 added.

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 SMA0062 Yes Disabled Disabled Disabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> added vm21sma0062.cs21

Changes committed: Tue Apr 27 10:28:01 2021 GMT
vm21lsma0061l.cs21> smaapplianceconfig

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.62 SMAOO62 Yes Disabled Disabled Disabled
2 10.10.3.165 SMA1l65 Yes Enabled Enabled Disabled
3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled
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vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled
2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 SMA0062 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> EDIT

Enter the name or number of the appliance you wish to edit.

[1> 3

Enter the IP address or hostname of an appliance to transfer data with.
(A hostname may be entered in this field, however it will be immediately
resolved to an IP address when the form is submitted.)

[10.10.3.62]1>

Enter a name to identify this appliance

[SMAO062]> Tracking SMA0062

B smEees



sPoG FiE Bz 2R Web iz [l

File transfer access via SSH is required to transfer reporting data, message logs, and
quarantine safelist/blocklist data from appliances

Would you like to configure file transfer access for this appliance? [Y]>

Would you like to use a custom ssh port to connect to this appliance? [N]>

Appliance 10.10.3.62 was edited

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

3 10.10.3.62 Tracking SMA(0062 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[]> SERVICES

Enter the name or number of the appliance you wish to configure.
[1> 1

Services for appliance "SMA63" at address 10.10.3.63:
Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Would you like Email Reporting to be enabled on this appliance? [N]>
Would you like Email Tracking to be enabled on this appliance? [Y]>
Would you like Spam Quarantines to be enabled on this appliance? [Y]>
Services for appliance "SMA63" at address 10.10.3.63:

Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Enter the name or number of the appliance you wish to configure.

[1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.165 SMAL65 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 Tracking SMA(0062 Yes Enabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> services

Enter the name or number of the appliance you wish to configure.

[1> 3

Services for appliance "Tracking SMA0062" at address 10.10.3.62:
Email Reporting service: Enabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Would you like Email Reporting to be enabled on this appliance? [Y]> N
Would you like Email Tracking to be enabled on this appliance? [Y]>
Would you like Spam Quarantines to be enabled on this appliance? [Y]> N

Services for appliance "Tracking SMA0062" at address 10.10.3.62:

Email Reporting service: Disabled
Email Tracking service: Enabled
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Spam Quarantines service: Disabled

Enter the name or number of the appliance you wish to configure.
[1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.62 Tracking SMA0062 Yes Disabled Enabled Disabled
2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.

[r>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> use vm21lsma0062.cs21 for tracking

Changes committed: Tue Apr 27 10:32:32 2021 GMT
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vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMAl65 Yes Enabled Enabled Disabled

3 10.10.3.62 Tracking SMA0062 Yes Disabled Enabled Disabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> DELETE

Enter the name or number of the appliance you wish to delete.

[1> 3

Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMAL165 Yes Enabled Enabled Disabled
2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.

(1>

vm21lsma0061.cs21> commit

Please enter some comments describing your changes:
[1> deleting Tracking SMA0062

Changes committed: Tue Apr 27 10:37:12 2021 GMT
vm21lsma0061l.cs21>
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vm21lsma0061l.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.62 SMAOO62 Yes Disabled Disabled Disabled

2 10.10.3.165 SMAl65 Yes Enabled Enabled Disabled

3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> SERVICES

Enter the name or number of the appliance you wish to configure.
[1> 1

Services for appliance "SMAO062" at address 10.10.3.62:

Email Reporting service: Disabled

Email Tracking service: Disabled

Spam Quarantines service: Disabled

Would you like Email Reporting to be enabled on this appliance? [N]> Y
Would you like Email Tracking to be enabled on this appliance? [N]> Y
Would you like Spam Quarantines to be enabled on this appliance? [N]> Y
Services for appliance "SMAO062" at address 10.10.3.62:

Email Reporting service: Enabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Enter the name or number of the appliance you wish to configure.

[1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMA1l65 Yes Enabled Enabled Disabled
3 10.10.3.62 SMA0062 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> anabled services on vm2lsma0062.cs21l

Changes committed: Tue Apr 27 10:29:17 2021 GMT
vm21lsma0061l.cs21>
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