(EREH Web IR S5 FIIRER

AEALE LU
A Web fi i FIERER A, on page 1
« BCEAET Web 5 MIERER |, on page 3
o 5t AR —i A, on page 5
* 78T Web FHifi BT Mg 2, 555 0L
* Web 2 UL TH 1 B, on page 6
 THAH Web FHEI L1 “Web 457 B, 5 33 1T
o KT RIS R4 T Web 42, on page 58
* 7F Xl Web #¢45 , on page 58
o Ji i 4K Web 155 , on page 62
o “LERNTR Web 47 DU, 5 63 1L
o B AR Web )25, on page 63
* {5 Web Jtiin il RIFAERY 54, 28 64 1T
* WebiR % , on page 67
* B Web FHIHEI_E (1) Web BRER , 55 72 10
* Jb3E Web BRI 450, on page 77
* iU Web 4 MTERER 7] 7, on page 79

£ 7 Web i & FNER ER it i

E‘aﬁl’\]*ﬁéﬁﬁfiu%m LARGR B Z IS 2 L ZaifefifE R, JRdsr T M
2% it A M 2 4 DU I K o ) BASIEIN & AT 0 7 R A 4 I TR BE R s B M AC L s, ]
u;zﬁl‘%ciﬁﬂf_ﬁ%&i UEAh, RS DI REIE AR SR a6 8 T Hh S

Gerh Web 15 D REA DR 2L B EAR TS, A R BT DL T AR 2 BRI DL, i HOE A BE 5 AT
DORA DI FE AR T s B e £

1
XK, Web it Zhag al LUK LR Bl oo 3 A s R o 0, Wi SR AEAE Facebook.com dk_E AR ik
W, R AT e

fEmAEH Web R5RE ]



fE A& Web 3R EFRE |

B = web smesmnmerima

\)

* 1jIn] Facebook.com [1JHE44 SERHT I 7 (11513

* Facebook.com Wi M EHEX SE /I URL 114138

AR
XEFHIT, Web )it Dhfe T Lok e o 38 AR e 7 it o B, 6 Ty “Jamie” (K1) 4
&, GRS
« I “Jamie” 5[] (R4 5T IO 5113
o BATE R AT BOW RERFE I HE A SE AT URL 4138
* HI “Jamie” Vg il (HER FE TSR 512K
URL 251
XIT URL 2851, Web $R it D RE mT A BB GG AR 4 I et . 9, 612285 “Sports™”
WA R
* A2 “Sports” 5 I HEA SEHT KK 5113
* VilA) “Sports” S AIHER SERTAO B
1 ER P IR LR, IR B AR B 4 FR T H 2R S AL, DR B T DRI T30 .

B
A oA U R DU P PER B, TS H s S it .

Note

T LU B U5 1) (R T AT A5 6L, AN s & B P U7 10 (RRF 52 URLe A7 5 H 7 U5 1) FRRF & URL
F 97 18) URL I ] AR & A5 SO VA Y, URL Z545 5L, Al ] “Web BRER” (Web Tracking) Ui L
(48 2R W 25 AR HE IR 25 AL BE 1 2H 45, on page 67

Note

W 2 22 UG ANAEAL T A HUAR A5 I A A At it . A SR a2 4 e &6 S ) T AR Py, U R0 46 22 4
BEAE IR RS EAM RGOS TS . WK S Web )i, WIS ERAR GOSN R S A =
W

2 P07 KT T B AT &2 4 PR (1 Web #3107 2ol

o TEAGEAH A DL, 152 Web #5511, on page 6.

o BT AR, TES LT R Web 15 , on page 62,

o LLZ AR RV E MR AR, TS OCT R R AT Web 41, on page 58.

o BAHLIAGEATIRS (CfEAdETRARBD AR, 5 S 0026 FAE BRI Web #04,
on page 63,

s ERESNFELSMNGER, 1EZ0WebiRES , on page 67,
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| 1% Web 1R & iR s
ig @ Web kiR ]

LR A H =
B & T Web R &5 F1IRER
BIUCE AR Web R FIERER, 1W5H&I0UT 56 B T P 5%
s TR % T Web 45 , on page 3
* 71 Web 55 h i I 44 , on page 4

* TEM e vt BRI Web 145 , on page 3
o AR Web RS RSS2 AN FTE W 48 22 42 345, on page 3
* 7 Web i35 44 , on page 4

ELREEEEZLIEBRAES Web iR

FE AL T Web i AT, TERIOR OO IZIRSS 7 B2 MR S 0 . 152 b A PG 2510

SR [URH Web G (2 M4 h, o & nkin Web 5.
S8 3 P EIRIEE (Management Appliance) > £ AR %5 (Centralized Services) > M4 (Web) > $Ef#f & (Centralized
Reporting).
T4 WRERAEIBIT “RARE'S” (System Setup Wizard) J&i &5 Ui FIAE R 2«
a) HiliEaHA (Enable).
b) WAL VPN, RS iR (Accept).
PIS WIREOR AT A A i e L R -
a) Hii4migigE (Edit Settings).
b) /AR ® Web R &8RS (Enable Centralized Web Report Services) & i%HE.
c) T LAIRAE SR 5 Ui n) 7E Web #i 45 i FHEE 44, on page 4.

PIR6 LI AL

EMFZLEigE LERET Web &

FEJA AR TR TS 2, NC T W 2% 22 4 B8 P aff DR FLA% UM TA% .
WA R AR B P it RS R 46 22 A e 2 bR AR P iRt .
WHZ 0 (OB 2 24508 AsyncOS I arg) T “Ja AR RS #2.

K& Web IR ElRFARMEENMEENZLEIR

PAT AL BRI T 1 DA AC B AR A B D REIAS N T e

| fEmAEH Web R5RE ]
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fE A& Web 3R EFRE |
B =webinsrempEs

S [ Web FHIT 76 22 A5 B UES R, saili B Bngkin Web S
PR EHEBEE > EPRES > R2EE.
WIE3 WH O ML RSN IMEITIZR, THPAT LR EAE:
a) IR IR FR
b) %FrEFHIRE (Centralized Reporting) M55 .
LB A MR RN ES 225, AT L T A
a) i “UNINMZ% 45" (Add Web Appliance).
b) E “WA 4 FR (Appliance Name)” Fl “IP Hihik (IP Address)” SCAF- By, Bl N 5 4 FR R 0 2% 22 45 B 4% 45 B 1
() 1P Hbdik,
Note ATLAZE “IP Hiudik (IP Address)” CAF B4 AN DNS 475, HAHIRR )G, ¥ rBIf#NT A 1P Hidl .
o) EFRE RS OIS
d) PiEII%E$E (Establish Connection).
e) EEFTEM &S FRANE B K~ 204, SR 573 3% #E (Establish Connection).
Note NG SARUE, DM SO S B A 3% SSH B AN 2 2 B &AL s B AR B a6 o B ATUEASAE
EE LA W% .
) ERFZ IR L7 BRI B .
g) ik iEE (Test Connection).
h) B EEERAS 5 A S, .
PRSP (Submit).
IR 6 NIRRT A A RS 1 4 22 v % T IR E D IR
PSIRT HINE IR

£ Web R &P {EHEZ

BOANSOL T, P 48 RoRAedik s s EA PDF b (H, SHORGTH PR, AT e S 17E Web i
T I A e

N

Note 4% b HLAT4T HE SARUBRIK) Y P AE B A A TLAR S 1 W] LR A A 6 T P 44

S [{LLHT Web JLIHT 75 AR A& T, il B ngkIA Web S .
T2 KIRIEFETRI& % (Management Appliance) > £ #1 Bk 55 (Centralized Services) > 4% (Web) > &£ 3Rk & (Centralized
Reporting).

L3 PiidmiERE (Edit Settings).
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smazens—ewn 1

$£E 4 hEREPERAER (Anonymize usernamesin reports) & LA,
PRSI L.

SWEREHRE—HER

Web i i UL SCR A R RGN M4 2 g ERfEE.

A EZH

7 IR A i 14 MR P 3 2T BRI B R Tk

FIE AL AR DU AL 52 S Hdia (AL

A HRE A AR e 3155 1A WebiREF , on page 67

ITEN BT H R 515 S 5t FHER R A

TR TP AZ AR T Web 75 GUIHT 5 W, on page 6

A AR ;ﬁﬁﬂ@? Web FHfI L) “Web #ft i 7 T, on page
LHER T, DUEZAR E B AT ) B 2hia 4T | O RIIR & AL T Web 375, on page 58

B AT R TS A 2 2 HE R i A FVE BAERYTK) Web 7, on page 63
TR AT 3 A PR A I AL A 1

FE# Web SRE LERMBZ L EHRE

Web i i UUISCR A R RGN R M4 < avd ERfEE.

A FBIH

i I A 4t i 1L e 2 T P R B 1 e v

BV GRS IR 7 U A A iR

AP EE N S R B Web FLfil LIf) Web BREE , 55 72 7T

FIENE T R R 5 H R R R K

T RIS HAR S DU TH#HT Web FLi (1 “Web #2557 G, 4533 1T
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fE A& Web 3R EFRE |
B webizsmmig

Web 5 & S i)t A
A\

Note 53¢ “Web %5 (Web Reporting)” 3T < I MRLE 3 10 A FH T2 5 sl b RIIR 25 1045 2, STt
KI5 2 7 Web 4175, on page 58.

Table 1: “Web 3R+~ (Web Reporting) (£ %15 2

“Web k&~ (Web RIE
Reporting) 35
Web 5 IR | on page | “HEid” (Overview) TUHIFR LIS 1) N 2% 22 A 15 24 EIRTE B EE . &8
9 FEARNFE B S B R . AT S, 52 5 Web 5 ik
, on page 9.

JJ i (Web) , onpage | “JH)7” (Users) TUiF2 it 24> Web BREAMERE, RVFEERR MM
10 Web EREAE B

MA R (Users) i, mLLEH KRG LR DNsREANHAE LI, Ry
SEU RiE URL _EAEBR IS a],  DAR A 22 20

MR P (Users) stifie, Al BLR R s B @ g s, B
“HIPPE4IfE R (User Details) BT E A 1245 € ™ 1058 2 PRI L.

R FIFEMES (User Details) 0T, ALLEE KT/ M4 (Web) > 3R
& (Reporting) > F P (Users) TUHIK “H 7 (Users) &g tH Ul it H
MR fE B o AZ I T LR AT R G0 AN 10358 . an SR d8s
IEAEATH P A, JF BB AR i P IEAE U7 I WLt £, AT
BT MR R AT Y IEAE VG R BREE URL 280, DARRR e P AEIX
Beyh i BAR SR T 2 DI RS R, I R R A

BHRTEAE R, ESHEH P (Web), on page 10. A REM RGHEr
ER P ER, WS HFAER (Web #%) , on page 11

FIP - ity (Web) R SURISROEAT R T AR R (P 4 e A B Al S )
KUEAN AL SR AL (K B4R B % 001 H 453 30 R 90 K
A 180 K fhynE—F 4

Note ARGV NN IR B2 B Oy S0 AT AR 28 5 Oy S0 U ) FH )
#.

W34 75, on page 13 “IHs” (Web Sites) T SV BB R W& BT R AE ISR SIS
o MAZ LT8R DA F2 R e o T) 90 L P O ) 7 o RS Pl o A DR TR 4
fFIE, EZS MY , on page 13,
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| 1% Web 1R & iR s

web 37T ]

“Web &~ (Web
Reporting) 325

#HR1E

URL Z5il4i 4 , on page
14

R “URL 251” (URL Categories) UL [ n] LLEE G B Us v FHE 44 SE R 1)
URL 2%, f45:
o BRSSOk FEL T B 50 4E R AR I HEAS SE AT IY URL.
o U8R VS AT CURH B A5 A FR s s[RIV 9 ) T A7 URL 2851 .
KiE— A HR, HAEZEHNbRE, 807 DU HZ 0 b 4% 75 HE
HIRVENE R, ESURL 253155 | on page 14.

N A FLPEH S, on page
16

L« AL (Application Visibility)” Ui, R LAN I F O
T A PR RN 45 2 B R N IR AR 20 . A7 SCTEAIME B
G2 [ Y P RPEHR T, on page 166

B W R A, on page
17

BB EEAT” (Anti-Malware) 5T SO VS AR AE4R € N 1A)5E LN 7%

B 5 | A0 281 (1) S0 R A A T R Rl A R R I P
3 AR HE AL SE T IR R g 1R o ol PR e R . RS R R
53 AN B G R A RIS . 5 SCTEAIE R, 1E S M BB R K
{47, on page 17,

R PCG R CGUfF
(RIS DR ST
on page 20

AT = A s SO 2 A0 23 A Bl ) i o T

ARVEAME R, WS SICE BB CUHE RS i
, on page 20,

P s A U R
, on page 25

“CE P R KA XS (Client Malware Risk) D[] A2 — N2 4 AH G R
B DU, AT DU T S 6 1 S 5 0 25 M 02 4 10 3 oy RO T 5 A 2%
J v 5L
HRVENGE R, SR b @ A RS 2, on page 25.

W25 2 IR AR AR T, on
page 26

FOVFIE A 5 T I [A)E B P 245 B I 4 A 20k g . A OGP EAAE I,
T2 [ M 2445 25 1ok JERR R, on page 26.

L4 Yt SR, on
page 28

FOVFIE AR AR RE N RV TR PN 57 4 J2 U0 2 A Rl 81 ) 8 R R AP i 11
MEEE G A B ARTEAE R, WS ML4 i 4, on page
28,

SOCKS fREEH 55 , on page
30

SOV A A SOCKS ARH 55 1 8d, A4 HARMH .
RVEQME B, iEZUSOCKS fUHHR 7, on page 30.

T b o 2R RS
on page 30

“HR L ER T (Reports by User Location) WU SO VFIE A& H B 1% 5)
F P IEAE AR R B A2 A 5 AT ) .

FHREAGE R, WS #2819 55, on page 30,
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. KT Fif 2% i [8)(Time Spent)

\}

“Web 55" (Web #B1E
Reporting) 325
Web 5 , on page 67 “Web R (Web Tracking) U [ o /#8482 LR R 4E S

o I AE R ARSI B K $ 55, on page 67, I LURERFIER S
DR 28 AH G IR FE AT IR, 91 Gl 3t Tz o A B 1) 9 24 i 1SS 2
XALFEE W (VS A ID FI%% 7 o TP Mk 5645 5., (Rl e Gl da s
JE URL R, RpANIER: H T 2 /045 58 DL AR ERARF e T 16 9 284 FH 4%
BLEEAE S
R L4 R A A 35S, on page 71, Al LR L4TM
B UL T MR R A AR TS shib e sl a5 Sy LRI v TP
* % SOCKS ARHLALBE K 555 , on page 71, 7L Z SOCKS
RELAC PRI S

ARFEHFEE, 5S040 WebERER , on page 67,

RAGL A VLI, on page 31 | 7] T2 B B & B ik B4 A BR W A TR AR T AE ke
BHRVFEAME R, ESHE AL % 5 0L, on page 31,

U T FIYE” DU, on | AT TS TARR T SO REAS A L0 A BB IR . AT ORTE

page 33 M5 S, TS CEIR T BT, on page 33,

TR FVFIE TR E N TR 2 AR S o A RTEIE B, 1HS TR R
H M T Web # 2, on page 58,

FERY AR VPR B R BRI S  ARFAE R, 1ES A e A7

Fi ) Web 155, on page 63.

Note

TET DO K250 Web R S0 2 HER TS, AT R KR4 SETT IV URL S50 A HEA S i A b ISR 7
IRty o AR AR 245 2, TE S BT RIS A% Web 47, on page 58

X F Fr 1t # B3 18)(Time Spent)

FARA AL IR (Time Spent) 51137~ I AEREAS WU E AL SR IR IR TA] . JH P AE 434> URL 26
S EFAESRIGET CY TP WRAD o 4¥RES URL B, 71288 URL EFTE skt ).

— HHSH AR L “OAE” (viewed), BIFH P UiRIFFE URL, K aaiHE—A “Ppriedien
[d]” (Time Spent) {8, F¥ILIRINA Web #35 R I —ANF-BLo

N EEFTAE BRI 1], AsyncOS S5 — 23 i1 Ia] A (K195 3 4 BEASTE ST 20 e 60 B2 I T AE3X— ) Bl
GRS, ARV ) AN RS2 TRLRE S 35 23 AN P AR SR I I 1) o o, SR ANs s
%“FV\JWIEGIEI/\THE’JW WS N P FEREAN A ] 15 8D

X BTAE B AR, VR R DA

B ER%ET Web iRE R
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* WEEIH T SN IE
4,85 TP Huhil .

web 11z ]

B A% HTTP W JFU7 1) AsyncOS U — Kk “ U B %87 F) W4 sl T 7

* AsyncOS 234 GUIHI 3 Y052 SCAH P R HTTP 3K, 5% 7 g Y Ak (1135 SKAHXS .- AsyncOS
A8 A A AT B ARG DN, DA D i ) e

LR 0V RN I el SR W T

Web 3 £ #fi4

M 4% (Web) > #R & (Reporting) > #Ei& (Overview) T2 (45 (1 M 45 22 4 e LR EEEE . 0045
fle NI HH =55 [V R RN 26

HE (Overview) TG Ml 5754 9 URL AN PG . 15926 AL 2 LUK 2% B 55 00 2 IG5 0
o TSR TR S Y AR UG 5 RORE VRN B, ELECBE AU PR o T LA T AL

[EZZAR I E T

LA BE AL (575 3K

L& (Overview) BT 1 RN RO w2 &R HEAFERTI URL 250, HE4 5T

ISR PP T L INRIES

Table 2: “Web R &H#Ei2” TTEIFAIER

Jals A K S B B T HEAL SE TR

#B5

15t A

A [E) Ve (Time Range) CFH5138)

JEFIRE T RAAF 1 2 90 KRz BB a] DU H 22 SCIE R N hid) 3. A [a
Ju LA B s SO IR] 9 FE DA 2 B 7R TR R, 15 S S s (1 i
5] ¥ FHl

A LA R I (View Data for)

PR A SUMIR H 1 P 25 22 A i e, B FEITAT M 2% i 5
FIEZ I B B B AL R H s

Web ARILVEB) 22

T Ay T A 2 2 A R A B R 4% 22 A A AR A R I 4 A
Em)

PEER > oS G55 (HADRD LARCR TR ZNIIRZT Y] ORSPIRTTANRD

W 25 AR HLH% 22 (Web Proxy Summary)

AHR I SOVF IS A P BE R W ) R A ACBIR S 1 1 2 b, AR S5 B A

L4 Il 4 47l 22

ASHR G 21 2 A PR BN Y 4 2 A LA TR T AOATAT LA

FBEH S AL

ASHR Gy SCVF RS A B BAAR AL A R BE 2 55 IR I 4% 255

Aoy BoRHAS R SEbr g GEEMND) , DLAGESIR AR KL HIE OKF
NTRIZ)

] 5E 545 4% 2 (Suspect Transactions Summary)

ASHR > SOVF RS A DR AT SBE MU A Lo B 5 R S5 K P e e 34, SmT DA
B AT LE 355 (2R, DU U= 45 A Lo PR S B R

fEmAEH Web R5RE ]
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B #5735 Wen)

fE A& Web 3R EFRE |

#B5

152 AR

Yo R 45 RAHEA SERT ) URL 2851 (Top URL
Categories by Total Transactions)

AR o R A SERT 10 A URL 2851, 05 URL K500 (3
ERRRD PR C PR R e IR S bR B ORSFAR D

Ti5E I URL 2R SESAR IR BT o AT SRR A5 45 AT Lk 55 10 5% i 11
A5 R, S URL 280082 505 F14 45 | on page 15.

FZ 255 B HRAL SERT N IR RY (Top
Application Types by Total Transactions)

ASHR > s IEBHLAE IR HEA SERT I N ISR, A dm S fn N R 447 (SR EL
FRRD RTE B R N B GISFAR D

I 381 ) 2% B R A S 1) S 2L (Top Malware
Categories Detected)

VR Sy Sk AT 2 R AT S i A S

52 B B 15 55 K A SE R (AL (Top

Users Blocked or Warned Transactions)

ARGy s R CLPHL b B T A5 I SE R AT o T L% TP ik g
YRR o AR A TERN, TS IAE Web 4R i AL EE 4, on
page 4.

DA S B R 73 AN 2 S i e (1 555

IR MRV AR AR Ui 55 L SRR S5 O 2L

DL JEA% 20 B os ©40 3 HTTP F1 HTTPS Wi B =% .

275 HTTP A1 HTTPS i & 345 UL st HTTP/HTTPS Vit /2 45 Ui 22,

H Rk (Web)

M 4% (Web) > #R & (Reporting) > A P (Users) TUHIFEHE 7 2Nk, I &A1 1 Web i

EECESE

MR (Users) T,

AUEH RS LR —ADNRE AR € ol s URL AL i

], DL 22 /At 98 .
MR R (Users) 5ii, W AEF A LRSI LA E R

Table 3: “Ing” > “*E%”

>“RR” NELMERER

#B5 15t A

A [E]VEH (Time Range) ( F$741
)

T BERT AT 1 52 90 Rz Ml LU [ SR R a3, A7 S i)y fH BL &%
I E SO TG DL 2 B S R TEE L, 152 B b PRt I 1) v [

552 P55 e A% S i i JH ™ (Top
Users by Transactions Blocked)

AHR Sy B LR NA% TP Ml sl P A5 A SERTI A, AR RO R X1 ]
FUFTRH IR S 55 Ht o AR I ] LK P 44 B0 IP Ml @A TR 44 o A A0 n] 71 I DT Bk
2R S A P 2 TRETRE RN 25 B, I§S e E s FEHSE
H Web #75 , on page 3. BRINEAPTHH P 48R, BRGEH P4, HS T
Web & i5 HP 48 FHEE 44 , on page 4.
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| 1% Web 1R & iR s
mritmEe webiiz) I

PN 1t AR

FRAs ] A S HE 2 SERT AT (Top | AS #8523 T8 B bR R 3% TP Huhik s JT 7 44 90 H R 46 EHEG S mi i1l 7 K Pk R _ELL GB
Users by Bandwidth Used) WoRTERSG EATHEZ .

JH /12 (Users Table) TR LA B A H P ID B /i TP kb E “FH 7 (User) 823 B K A7

Berb, iR E F T ID 80K 1P Hhk, SR A 1D & P | P ik
(Find User ID or Client IP Address). TP b1k AS 77 22k iff VT e 20 st vl LA [ 45 8
e “HP” (Users) &, ] LARLTHRRE AP DAFRRI S HAR (G o 5 B RoRdE “H
ﬁééﬁﬂg 57 (User Details) W[ . 5% “H ) E4145 B (User Details) UL K 7E4H 15
B, WESEHE AR (Web #R75) , on page 11,

\}

Note v H /7 ID A& %) i IP Hudik, WAZRVHE 2 %, LI LDAP JIR45 8 3R BUH 15 B .
HRVEE R, 1S5 LDAP 4 AGET TP A2 LDAP R4S 4+ C & S

2
Tip 22 1 SRS AL, 12 B0 5 I 26 22 g LA, on page 5.

AT LI P2 (Users) SRR, B0 700 L e
Y

Note  facuy Ly “Hl/” (Users) WU/ZE ek 22 HHR A . A RE 25 E, WS THHRIFR S F14% 7 Web i
74, on page 58.

RAREHES (Web &)

it A P IEE R (User Details) Uiifi, nJLAEH KT 1EM LS (Web) > # & (Reporting) > Fl P (Users)
U F A8 R P U il P R e A

W A PSR (User Details) 5iif, L& RS &N 80 AEREIEAEIEAT I B
A, JF A S E ki P IEAE S RSt a5 ARATIE R TR A I AR RS URL
i, VAR E AR el i EAE R T 2 DI SEE R, Wk s AR AT .

LR EE T A R MR R (User Details) GUifT, 15 il 4% (Web) > FI P (Users) Bitifi LI
RHIREM T

MR FIEMER (User Details) Ui, A RLAES A RARG TS HILLT 6B

Table 4: “W&” > “4/E” > “MR” > “APAFEEFER” THIFHRER

#B 5y L RA
1) ¥ [ (Time Range) CFHz81 |2 SR VFREEEFAR TS i & B (RN TR . A SIS TV L & B e SO TRJYE
) LAiAL A CRR TS R, TS PR (I [ o

| fEmAEH Web R5RE ]
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B rimizs (web i)

fE A& Web 3R EFRE |

#B5

L RA

o555 B URL 2851 (URL
Categories by Total Transactions)

ASHRI Ry € T IEAEAE T R4S %€ URL 2R

TE X URL S 2 /R BB o A7 IO 45 ALEAT Lok ST R el () PR 4 45 5L
WEZ [ URL 284 FT AR | on page 15

F&F1 5% A% (Trend by Total

Transactions)

AP 7R T P U i 99 5 FR I (] o

B, BEEPRE RS AR R AL B A A 75 A7 X 208 0 B A A S K i e A
[l A “IfTalYE " (Time Range) THu8%, ZrT ULy LA, DAAA HLH] 76 M
2% b FR B DA 5 2 sORELIGS PR IR T 9

VLHCH URL 280 (URL Categories
Matched)

“JCHC i URL 285” (URL Categories Matched) #5743 {7~ T O 58 BOF1 CUBH 1 E 27 45 11 DT
Bl o
AR R 43 438 T LR B 2 (1) URL 28591 FEAZIS /0 B 1 SCAR S B, Hi N URL 2K
WA URL 230 (Find URL Category). %28 HIAN 7 B L 5¢ 4 ILRL .
T U URL R A AES/R B, A DO 45 T IR B v se m e g {5 5.
W21 URL KA HUH IR 2 | on page 15,

VLHC )5 (Domains Matched)

EABSY, AT LU ML P 20U I R A3 TP Ml AR SRA o A T DA
B AR ES EBTERR RN, LLRATE SR B (R A 4 205 B 785 I
HRHSOR T B, A AR TP Mok, i & #dE 1P (Find Domain or IP). ok
IP Hihk AN DA 2 58 42 VLI o

VCHC Y (Applications Matched)

FESEH Sy, PT AR 3R s J P EAEAE R e T o i an, SR A AEAE ) ) 5 2248
FH K Flash ARG 5, BOKAE “NiH” (Application) 51 Hh & I e W H 2R
PEAZHR 73 B SCA B, AN AR, I &M A (Find Application).
IS FH PR A4 FRAS a2 56 A UL o

LB P8 AT Ul £ (Malware
Threats Detected)

PR, RnT AEE S R 1 i e R 44 5 T AR A U o

BT DU “EHEE S E” (Find Malware Threat) - B HP 8 R 05 5 3% = 0 F gy
AR . N BRI B (Malware Threat) £ 57y A BB R AR B
Wp” (Find Malware Threat)o % & HA4 8P 4 FRAN 06 2 52 4 VLR .

JLHC ) 5 HE (Policies Matched)

FEBEERSy, AT LA B 2 ] U 1) W9 48 I8 38 3 B D ) S 4

FEAZER I R I SCAS T B, AN A FK,  JF L B4R SRS (Find Policy). SRIKIK)
AFEAS 1 5E A UL o

N

Note

L0 “R R AR AR RS RIS B (Client Malware Risk Details) ¢ %) iR &5 45 <46 7 & 1)

RKEFRES .00, ZPmBE g A “jsmith” F “jsmith*” Bon—N&H. WHES
B P2 RN PR P 4, (HIFRE SRR S we k. M IERS s ATTH, I
H&&ECE NSO RE RS A TGS N RV EN, nTREa I Bk o .

B ER%ET Web iRE R



| 1% Web 1R & iR s

AAitsgs web) [

BAF WA “FH P 1Eg{E 7 (User Details) T 76, 6256 1. A

H Fit##k & (Web)

N

4% (Web) >R (Reporting) > FA P it#% (User Count) T s A7 56 0 F T S 4 45 1 M 48 22 4 ¥
A& IR 5 7 S0 UE R R 28 54 03 30 R PR P B L e i BT B1) HH ARl 30 K 90 KT 180 Ky
—H kL

R

P i 4R

Table 5: “M%” > “iRe&

ARG PN THE IR 4 SR IR 2 5 4y S0 UE IR T S 5

M4 (Web) > 3R &5 (Reporting) > M (Web Sites) TS T 5245 W% LT R A 10 S IR 3415 1
AAZE T T 468 T DL 3 B T L P 7 ) PR oy DRSS ) 3 o

FERSE T, e A A DU E R

7 > WG TUE ERIFEER

#B5

L RA

I [A) Ve ] (Time Range) ( RHz412) | JEHEE AT AT 1 2 90 K2 A AT LLJE [ & Ve R Hra# . 47 I 8]yl LA

J B SCI ) LU 2 B Sl sRIPEANE S, TE S DL FR T (K TRV

LR 55 I B A SE R (142K (Top A4y LAV BT 2t e U T 8 44 5 0 3

Domains by Total Transactions)

32 B 55 B SE IR (Top | A3 LA 3% .55 B Ak 8 BELLE B3R AR O HE AL S (el 90, P i) 172
Domains by Transactions Blocked) | 45z, Jf H.oh A E T HAMA K — D2 S, Xk TEIERAE. HIRaEt

K L2 BRI 55 50, 9 LA b T BELE SR A A3t A

LRI (Domains Matched) AFBAE AR BN T iz o BRI R . AER R, il Rt E

G, SRT DAV I iR g R S A PR S R . 7E “Web BREE” (Web Tracking) Ui
Ry “AREEARSS” (Proxy Services) iEI T,  #5A] LAY A BRER (5L DA S Ee 3 FH 1
(A

RS eI, T AEE BNk HEAL SERT T ik EHEA SRR
F55 ULRECH) URL S5 LA S S I 2 (1 8 2 A sy o

BAEE WA Web BREEIZRE], 5SS 2. BREE URL.
Note R I B S B esv SCE, MRS HHT 300000 N4 H .

P

Tip

THE AR R, TEZ S M2 ek i AEH], on page 5.

fEmAEH Web R5RE ]
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fE A& Web 3R EFRE |
B ouroxsirs

\}

Note  f&mlLI7E “ M3k ” (Web Sites) T 4 ik se iRt o A7 5CTE 245 L, TS0 TR S A%
7 Web f}¢ %, on page 58

URL 37k &
M 4% (Web) > #R & (Reporting) > URL 23| (URL Categories) W ifi Al i T & & R LR i H 7 IEAE VT
IH] (14354 1% URL 251

ZEURL 23 (URL Categories) iifi, & LIEHLIFEA:

Table 6: “M4%” > “RE” > “URLZ5]” TUE LAIFMER

i 158 B
I} /5] Y5 ) (Time Range) ( RHz41#%) BEPARE IO RNVE . A RTVEANE R, 15 S P RS 1 I TR) Y
Y45 RBHEA SEHTHY URL 2851 (Top URL AR5 LB ) T 2050 H il s B HEAA SR A% In) URL 25 .

Categorles by Total Transactions)

LB AVE (102 55 K A% SR (K) URL 2531 (Top | ASE 70 AR 332531 5547 Hh il 8 BEL e 15 43 A O HE 424 S i K URL

URL Categories by Blocked and Warned B, FP iR T AR E URL, Jf HLHTATE T — AN S, X fil

Transactions) RT MLIHE B . AR IE URL 2 fF o SERLIE 1045 0 15 7 e o
FI

UCHC ) URL 2553 (URL Categories Matched) “PURCHY URL 28%)” (URL Categories Matched) #8434 URL 251 &7~
F 8 IS TRV N IR 25 A B, LSS R PRty 5 R RS SR v B A 9% (R I
ET8

WERAT KA URL, 152 fk/b AR 732611 URL , on page 15,

#i 481 ¥) URL 1 J€ (URL Filtering Bypassed) FoRAE URL b yEHT AR AR () SRS g AN B - ACBRBHLL

2
Tip 2 5 SO (LI 152 B 15 I 4% 2 A4 25— {111, on page 5.

)

Note /b p Ll b ST ER LA RSE A VEANIOIR Y, TS URL Z5HFTHS - 97 )2, on page 60.

© WERAETHRIIR T o8 URL ST “ Bt al L™, JF HAEAER B 2 IMAE A Bt 2= 5%, I
SALUHRIRHR s LR R BRI TRl 3 I RS L8 s AN T o Ry Bl 22 5%, WA
SRR

B ER%ET Web iRE R
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| 1% Web 1R & iR s

O |

D AR 53 2R URL

ARSI URL M2 b T 15-20%, 1157 RE LA 1B i

o X THRPE AHAL URL, %0 LLEIAE A 5 SCURL 2851, JRK FON T BRe 5 1 P a4 5 . i
Yo 58 UM AHRTE “ B4 ¥ URL 1 38” (URL Filtering Bypassed) Ziit {5 5. Mk, 1S
i) 7 DG 38 T BRI 28 22 4 4% 1) AsyncOS I/ 4819 1) B a8 L URL 20145 B

o 0 TR LR AEIRAT B AR ) 3l 1, 1SS R A 1R 22 SERI R 22261 URL , on page
16,

URL 25 SR E# AR &

#% “URL%3]”

Fitsg ) URL AR AT B AE 224 PRBe % g IS, dnvfkae FAS B URL S 4. S8 v ikt

MPAEIK L HORTIN,  IH I B R AR S R AE FR 75 M Web BRERSS R, ELEEHE UK IR CA E
TS RSO BB A B AR B e A AR 020, AL, A R4 o) BATR) I )
EESHIPIETESTHIN

WASHT MR N R AT S, W] BE R LA Al A A il 5 SR DA 2 e vk 5 2. i,
WRAEPT A A I T B “ RITRF R R I T Z8 (IR 20 O F 2 “HR RIS 5
el WIFEAFEZ BT “BITRFE” F1 IR TR iR 800 rh ek a5 ik s AT U A S TR

SRR ATRIINE R BSTE SBHE,  AEE I JE  BIV IR R B T IR g% R Rl RSP R s
FEAE “BIBVH S (Instant Messaging) 5% “ 5T 2% (IR~ (Web-based Chat) 2851 4

NHSHEMRENEESER

“URL 285”7 (URL Categories) JLH A LA “ N H A #%” (Application Visibility) UL[HI, on page 37F/1
“H /' (User)” T, on page 44FC&1ER, AIREARE e H P LLBCZ s 28 FH P 223 Uy v 0 FH al ) ks
Ui

i, 7F “URL 25”7 (URL Categories) UL [HI, on page 421 7] LLA A 7 88355 11 AL e 2 i 25
LA RS B s U R T URL 2800 7ElH—uar, #nBAYE “URL 285”7 (URL Categories) A8
TR K TR IR (Streaming Media) URL 25 (1 8 2 VE4I{5 8 o it iy “Uidifk” (Streaming
Media) M EEFE, 7 LA FREE I URL 4R &5 000 W 0T TIANN B 7 U ) S ARl A iR HE 44 SE T
AP “Fdi45 RBEEL SRR 77 [Top Users by Category for Total Transactions] #84))
) B 3 S 7R B 1) R4k (FE “UCRC 3% ” [Domains Matched] 28 B H) , #14, YouTube.com E¥
QuickPlay.com.

SIS, B3R T OBOIOBORS ME A5 S o DUAE, AR FRATIMBGR s e 1Y DA JERT R T 2 450
G, T AR DI R A AT IE ARV A A N . AR, BERTLUAE “HI” (Users) ACH.3%
. RSB B “ I (User)” WU, on page 44, 57T LAEIX LA M - A
Hadh, JFER T AR IEAE R 2 AT 4

WUORIEA TR 2 N, IR DL TR “ 258457 (Transactions Completed) fE4%,
WA T it Web BREZVELN(G S . IXSTE “Web FRER” (Web Tracking) B IH] b 5 7R 8 22 19 2664 © 2 45 Ak
R 445 , on page 67, MG UL A DAAF A SCH - Uil uli s H B, 564# URL BA K AE1% URL |
628 (RIS ) S5 S BR PEAT 5 6L

fEmAEH Web R5RE ]
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fE A& Web 3R EFRE |
B rseiaxmisxmun

LEAE WA “URL 2851”7 (URL Categories) JUI (AR, 4S5 3. A 52 15 0] 1 HE#
HEWTIY URL 2851,
R &R LR 5 ZEAH URL
&R LA/ELLR URL R A 4552 73 2R AR 23281 URL:
https://talosintelligence.com/tickets o
SV RS, DME AL FETE J5 SR S F

PR A O RS URL BPIRAS, g itk it BB X B R URL RYRTS (Statuson Submitted URL s)
EIR .

Rz AT AL IR &
N

Note 7 oyl T RUPERI VLG5, 200 CIFHAZ %4 W AsyncOS SR [ T R Be AT T oLt
CLEE 3

Wt M4 > R > R AT UL, AT DI FH 428 ) FH T 20 4 7 B 4 AR DX 495 2 4 1 48 v TR0 R e 13 FH
N HFEAEA AT DL 3t L R g A URL i g8 5B A RS Al M 48 i b, R e & 0 1SS e an
PUR N R 5 2 4k

o FUBENY FH, 5 b 44 R e RN S BE I

o WIMEMNH, #lll Cisco Webex. Facebook BN & .

o BTN H, 5 geas .

THNASNRAEEZEHNESR
RN FHR R I S 28 2 R 2 e DA A] AR R i SN, 3X— fU R G B

o RIAAZEE, WE—ANEEZ AN HPZN. i, BRIIZE AR (Hl Google Search
HI Craigslist) FIN A, RIS S ) — P 2200, W REHL Y Yahoo Instant Messenger
I Cisco Webex. Facebook /& —F W H 2,

* BiA. BTNV N . BW, YouTube & —FhiiA (Media) N H AL N H

s REFITA . F P ) DUAE R b S8 KR e B AT o 9, B ] RAAEAT AR (4l
Yahoo Messenger) I ALHSCAE . IFARFTAT B FH A HE 4 nT DA BB FHAT A

\}

Note i gy S [ 45 1 B ) il A0 55 il 4550 (AVC) 5 1% LU Facebook 1 ) I FELIME B, S (M8
BN 2% 22 4215 %% AsyncOS HI 481D S0 “ TN rT e Sardset” —2.

FERL AT T, AT AAE L NS R

B ER%ET Web iRE R


b_sma_admin_guide_14_1_appendix4.pdf#nameddest=unique_318
b_sma_admin_guide_14_1_appendix4.pdf#nameddest=unique_318
https://talosintelligence.com/tickets

| 1% Web 1R & iR s

mrantns I

Table 7: “ Web 1R & K FAFTHLI% "™ TUmE ERYIFAIER
#Bar 152 A

A [E]YEH (Time Range) (F$741
)

YO FIE T LAY T 1 22 90 RZ A ) LU B E SGE R R824 5K 18] i B LU
B E SO TG LU 2 B S R TEE B, 152 B b PRt 1 I 1) v

FF 55 DA AL SE AT RO N DS
(Top Application Types by Total
Transactions)

A LA R 8 H i s e A2 S A At o 1) S 2R
XFER RIS -R: T .. Facebook Ay 7= FH AL,

i1, 14 InstantMessenger

1232 B 55 Bk 4 FE AT N (Top
Applications by Blocked Transactions)

AHR 53 LA BT X345 91 Hh ik i BEL 3R I FIE A SERT IR A FH 2R Y. ol 2%
R B AN 25T, 4 Google Talk BY, Yahoo Instant Messenger, H1-T-435 & SR
OO, Xl T BRI . ARG Y o 1 D 52 BH L ) 3 45 B 5 AR B v A

VR (1) R 2R 7Y (Application Types
Matched)

“UCHCII N ST (Application Types Matched) A8 .3 VB “ 4945 M A HE
LRI 2R (Top Applications Type by Total Transactions) & H1 1) Hi fty i F 2
M, 15 “INH” (Applications) 51, & 1] LA HEAN N DL B TR S

VCHC I (Applications Matched)

“VCECHIN 7 (Applications Matched) 53 R AR A N R N A N . X
MR HE, RIS, ] LIAEHIZ A b 44 w0 ey s

AT AR B I8 A S R 7E “ULRCHINH” (Applications Matched) #0741 . H XK
AR ESIRME R, ESH S M2 et — i, on page 5.

LA “ V] (Applications) F kg o BRI EH 5, ATLUNRREYIE (Items
Displayed) T 43¢ F P e 5 5 W (000 H 3. 26247 10, 20, 50 24 100.

BeAh, AT LAZEVCHC Y N (Applications Matched) #5525 $k4F i N o 7B 1% 00 %
ST B, BNREE N A4 RR, PR A (Find Application).
e
Tip g URE AIE, 5 S0 5 4 e At T, on page 5.
A\
Note  facuy Ly “ M AT AEME” (Application Visibility) Ul L A4 AR 2R S o A 2 RS 16

|_m _Lﬁ

ST RIS AL Web 75

, on page 58,

FrEER RS

Mg > k& > B
McAfee Fl/ak 3G N1 45 H

A FH 0 T AT A S B RO AT S A P 45 )8

Sophos.

BB U A AN OGRS I, S e B4 S 15 (Webroot,

AT B -

fEmAEH Web R5RE ]
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. EE L FIRE (Malware Category Report)

\}

fE A& Web 3R EFRE |

Note gty 7o 4 Lrint it ids S 4R B A R AU, 1S L4 Wil 334R5Y |, on page 28.

FEBR BRI, WS LM E R

Table 8: “W#&” > “4R&” > “BIEERME" TNHLMIFHAER

%)

1t AR

Ff IR #] (Time Range) (R H2515R)

Y BT A 1 42 90 RZ IR vl B [ 58 SR R a3, A7 S [l [
LUK B SCISS TRV B A A2 B it REIPRANME R, 15 2 B IE FER 5 I R) e o

“HEASERTHRS BRSO 2 ek
2 FHIE” (Top Malware Categories:
Monitored or Blocked)

ARGy S AR R SO SIS I B (1 HE A FE AT RS R ATION . BAEE UE B
BoRe A RABCEE BRI BNTENE R, WSS E BRI, on page
19,

“CHEAFERT RS R AT B AR R
5ZBH1E” (Top Malware Threats:

ASHR Gy S HEAL SERT (RS KA B IAE B A A s

Monitored or Blocked)
MR BRI (Malware Categories) A8 H. AR MR “HE4 SE 0T & RAEE

57 (Top Malware Categories) &% H i /R (4 @ M R A R PR 15 S o

i SERRAESEN” (Malware Categories) 38 H. 38 AT = BE R, 8 0] LLTE Ak
A AT AR AT I S LA T 4 BN B TR S

Bilah: ZELP ) B RS R (Outbreak Heuristics) #4%, VFEEHE
—ANER, o R T AT I 2 55

A RARCE R BATION TN B, HS ISR 3L, on page 19.

TERAF EU L (Malware Threats)

CERBATEM A (Malware Threats) A8 T R7EN “HEA 5817 ISR AF B
3" (Top Malware Threats) #8437 5.7~ FR4RE R 3% B 004 U B~ PRGNS & o
PL— U7 bRic ol “R s A7 (Outbreak) )8 /& H1 Adaptive Scanning I HE
SLT AR AT AR B o

P

Tip g SRR R, 5 B 4 2 A AT, on page 5.

EEHZE RIS (Malware Category Report)

CERA RS (Malware Category Report) U SR VFIE A HLANE R R EA, LB AE
TR 9 255 op IE AR AT WIS e 4R A

BYj ) SRR (Malware Category Report) UL, 1847 LT #4F

B ER%ET Web iRE R
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| 1% Web 1R & iR s
EE R E MRS (Malware Threat Report) .

BB AT, W NS RBIE R (Web).

HIR 2 PP (Monitoring) > BEEE M4 (Anti-Malware) T .

L3 1 OEREMIE (Malware Categories)” A8 HaAUEAMH, Hhi “ORERAZ (Malware Category)” 41 11—~
5l

LR A T SRS IR, S0 W 4 2 AR — iR, on page 5.

=B Y Bk & (Malware Threat Report)

OB (Malware Threat Report) U /< 18 5245 52 Jal il AU 18 7 g, 37 1] g 52 Ik g
Fu AR, DLRARI “R P TEN(E S (Client Detail) U5 ERE . H 5 T I A A B BoRE SR
S0 T S T 5 L pAY T 2 810 A 2 R BEL L () 545 o G081 3 S /s 6 4 02 TR0 ) 3 T Py T iy 52 1)
AV A5 R BEL L () 45 1) S B B

EAFE MR, WEE PSRRI (Anti-Malware report) T[T SRR (Malware
Category) 41| H Hi—/N .

AR R, IR TR T SRR R EFAE 2 (Support Portal Malware Details)
.

B 25115 A

W 2% 2 4 g% T AR L DU RIS SR AT

TR AR 5t AR
T AT U AL AR 51 A AT B R AT SO A

BELG) 5 AR N T BAT I AT IR P i R, i DRAB O 7K
Ao BRI E AT A D] HERRK T SR SN A hisdT. XL
REFP AT RS A2 AR, A R HL W A P B T LA
HAb R Gr v AT

AR ALIRDTE S TEERE TG MBS, W LA AT S de ) i s U
EANKIN S P DI RE

b RS AR PP [ERIENEW R Eab S S R E LW AR TR R iR ¢ I BT BURPR & S 1Y
B TRV TSR .

WSREY PG REFP I FREF P S5 1) P 1 A U 4 0 E A SR IR PR IR R ) )

A R PR i gk ot 1, RIEEROFARSE M 7870 WIAf AL
FOEVERT SO0 T SRS KR e 2

R R [ ERAATE — F 2 AT AL ESE, BAERIAG I VT I 15
TRNVE SUISEEYSE

| fEmAEH Web R5RE ]



. BREERERHF CUHEEMXGA D) HRE

fE A& Web 3R EFRE |

MERHER 15t AR

LR YEIe T TR B R G RCE BN P RGBT AR E IS, ATAEH I
AR Wi HAMEVFRT OO, R 513 2 A M ez
AR

A R A LA BT AT AR MR 325 HoAth e RO — BB AR AT B AT A3 2 R
i~y

iR R A R U RN Adaptive Scanning At 7. A 7 8 B0 5 | 48 R B )% B

(R

M 4548 URL

P2 i URL S e S as kA b o AERCEEROL T, el S a4 Al
H HEEEI AR ML ot FAEL G o BOE, S
AT TREANECAR T By HCAS N S 03 Kl AN 55 0K - AEIE

PUA REAN T ZEI N . PUA JEARGRN AT, (H AT BERAIA AR EE K M ] o
EX R ih e ARGMPERE A S AT UL N A E 2 — AR A
PN TTHB BB 1 o 2R GERE AN/ B 3841
XL T LA R A A%
FRETIAR S R [ RS RS REREPRE MOR SRy, fERde)n, o 9ims AL

(Trojan Downloader)

A, IRk B LR a7 . XL 2 i o
PO R A BAh, AN ez 6], I R S TR R A R
i T RE S AN, DRh B DGR ML/t kAR ECR B i W]

G N FRE AR T 02— Fh 2 O3 1 R PR N B SR R 17 . AN T 8, R
PR AL AREZN,

FRS R ) A R RIS AP T A £8P 2 B B A S IR P L b, SRR At A )7 ) o o
T, BRF T RE ST 2 G T LR S R A AT 3l o Azl el fE £k
AT AR P A4

Iy B IR A AR A BN EVE T AL L, I BB 0 RS T R
FE A B

i i U — PP R P el Sk, Sl ENLN gt T AR H], TR AT

=% (8

R (XBEEMXHESIT) RS

o STAFOF BT A RS LI 2EK , on page 21

* i3 SHA-256 HAIFRIRSCAT | on page 22

© PG RATYIT COPHEZE RIS 708 i 00, on page 23
o B JLAbAR A B SCPE 2 E U | on page 24

B ER%ET Web iRE R




| 1% Web 1R & iR s
staipsirasansx ]

o KT Web BREZFE SO KA 47 i fE |, on page 78

XSRS FAESEX
o CEICIROHT) BRATBE A 1T DIYE BRI SCIR AP HT S5 % , on page 21
o CEICRAMAT) RUTLAT B A LSRR VE AN 3OS AT 45 L, on page 21
o CRHICHROMHT) WO SRS ™ on page 22

o HE K |, on page 22

(BXHRT) HBRERIRE T LUERR X H2 RS 2=

TERBOCAT TS VR B, B AR T i 1 443 BRSO HT IR S5 4% o TE S 1 1) K Bl
DRI TR S

AR SR SRR N 2 A PR A WA LR R B TR, O e RO B MR IR SS As GiE S T4
AEOFTBEE . D R CA B e B A T ACBE RO AN 55 SR, & P IRAT e

R AT HTTPS AR, MR BERE R A s 1S ) AL S S M e g5 a5 . AU
G5 o I AUEAEAR A STAE W IR S5 25 HE S, AR AN B R SO I 25 a3 1L B eSS
(ZXH) EEFEREURRFEANXHSHER

AT AEA LA FIBTAT N 7R 2 A B AT AAE 2 B AT R AL G BT AT SE RIS A 2 4 v 6 R
W28 2 A B AR AL AT ST I SCAF I PRANEE AL il 2R P A B A B[R] — e 4 4

SR (LB Web JHII 765 A B &R, Bidi B IARIN Web S
P2 KL FEIRIRE (Management Appliance) > &£ AR %% (Centralized Services) > &£ 1% £ (Security Appliances).
PB3 WAE M7 (File Analysis) #57)
PB4 R PR IR W AR RSO T 2 IR 4%, TR EE AT SR S RN IR ST 45 -
HEAGEAE AT AT oA 2 I 55 2 AL R AR SO 45 SR VR AN L
LIS HAHIALID.
o QIR IEHH AL 1D s T AR e B PR 5 B0 g AT S0, WA 26 In) Cisco TAC $248T# 3K
o BEETCSS L RIAR L EANTREE “HIN” (Commit).
* FUCKIY CCOoID H T IbfH .
« PEEX 7 KN
« TR LR T EAR LA T A SO Bl i e B, AR 2T )
c —HREHBRET 4.

o T BB R B AN BIAL, (ER L RER I — K.

| fEmAEH Web R5RE ]
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fE A& Web 3R EFRE |
B mecsnt saxsasmmes

HIB6 B4 4E (Group Now).
PR T NG A IR 1 RS W 2 22 A v BTGB AR ] 14

What to do next
fAXE R
A DATE 2 P A IR SO R PR SO 23 BT 452 2, on page 24
(AU D) BEXH S P
R e EAM (A=) KIEFE AMP Threat Grid ¥ %, DAZIIT JORE A 25 40 48 B 5 4% 1) SCAF
ST, A REEF Threat Grid Bee EHRAEHHR S TEANE B B0 B K AT A E— IR
Before you begin

TR fas el “™ 7 (Critical) 225 1 R G4 .

TR KK Threat Grid B4 U5 1) SCHF TR S PEARAE BN, 55 LBl AR5 RORCE 5 — DMERR KB IR

IR BT R IR, i B AR I Web U, 4R EIRIR & (Management Appliance) > R 4532
(System Administration) > 4R (Alerts), A5 FEEHZFERBIEIR (View Top Alerts).

SR 2 AR B R .

SIEI WM, EEFAEREER AMP Threat Grid % £ o

T4 B IERE R &K .

HEZEK
A IATAT ALK, TS0 228 BRSO PIRAS UL, A7 :  http:/www.cisco.com/c/en/us/support/

security/content-security-management-appliance/products-release-notes-list.html

iE 13 SHA-256 B %I+RIE S
T S AR T B, R e A 2 A 22 2 50 (SHA-256) R A SO AR bR T o Wi
AP HAT AR AR [ S04, BT S IR A AR AT 1) SHA-256. W15 22 AN 15 2% A0 BEAH [H] 1) 3C
1, WRZ SR BT A SE A A8 5 AT AR R ) SHA-256 FRIRAT o
ERZHERE T, O SHA- 256 HA)H (DEEA&Y) o« A T hHRiRIERA L2 5= A 524
MRS 4, T IER SIS B B ARY (Advanced Malware Protection) ¥R 75 TUT , 4R 5 M /A%
) SHA-256 BEHz: . RIS B IR s T RIS 4

B ER%ET Web iRE R
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| 1% Web 1R & iR s

BHREERGBNR (XHE?

BREEL4mY ruEshxest Bemn [

EMXHEL) RER

wE

1t AR

O AR
' (Advanced
Malware
Protection)

SR SCEAR 2 IR A5 R0 PR3 T S i
A FE SV RS SHA B LR 1% SHA-256 SRR SO 44, i ki i
tH i) SHA-256.

o COMEIRAT U SO EEGNE S (Malware Threat File Details) 75 U1 THI i BE]’\]
HERE, SR I R I s A e K AT Y IR R] Y R PN 28 B (02 S A R AT SE ], AN
B RZAR A R AT 2 I8 [R50 AR A2

A RHAE SIS, 1EZ 0 AMP HE EUHR S o X LEHE A RHE “ &
TEREABIP” (Advanced Malware Protection) 15 H .

QRS R 48 55 AR E’DI#*TEEXE’J%/I\)‘C#%{I%E}L# M HA XA
J 4 el CAF RS RSO SHA (AR AE “ W BT (Advanced Malware
Protection) R 15 .

FRAE RN 53 BB BRSO3 s AT 1] 283 ) AMP #2381 6 i lie. AR B
TE XA H BN FHESIR SO SHA P o3 b

M 17] 28355 ) AMP 42 15 5 2R XK © A BHLLEZR K SO SHA P12 BEAER T 1“5
A ST o R B B B E AR .

LAY I 1) 2w (K] AMP #2555 & o C AN BHLIESUZR I SO SHA SO AT (S
Ko HHATELU T PR

1. WIRIEFRE (Reporting) > SR EE AP (Advanced Malware
Protection).

2. i EA R LT TEANE B ST SHA #Ez .
3. HiiESFMIEE (More Details) #7Hi AMP #5545 & B4 .
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fE A& Web 3R EFRE |

weE it AR

AT (File | 2RI A8 o M I REAS ST I R e (BRI A ) o B4 RE 30 B S Ar—IX

Analysis) SRS,
BB 1000 AN ST HTEE R, B S E R esv .
X R A B R AMP Threat Grid % #3538 : £/ R AMP Threat Grid %245 I
HESAE SRRSO R “IEH 7 (clean). A K ALUFIRIGE, ESMH
AMP Threat Grid EEHLE D).
RN G TEAN BT 45, 045 R AE RN SO A4
$ET] DL E BEAEBAT T IR S5 #% B A F A O SHA H S HAb e B, ik
2% SHA sl i SO M e g s BT ek i) « S8R AMP Threat Grid” 4%4% .
PR T SO IR 2 LB VAN B, TS SO MR s VRIS B sk
, on page 21,
TR A O 40 8 CAFARS SO A B A SO i, W IX A 4
HOCAE) SHA HEFETE “3CH#t” (File Analysis) .

AMP F5E EHT | 51 H 8 A B HAE 45 AR B S O Ol e I S . A RIS AR B, T

(AMP Verdict | {5 J4 2% 22 415 4 TRAF Y SCRY

Updat

pdates) AT L 1000 M E R, SRS osv P,
TR BAAS SHA-256 IHIE 2 R R AR, AR A BB I, AN s
I BT
W Z AN W 4822 A 24 06 T [R] — SO A AN R A0 BB, WUDKs S 7R B A BB i
R ) 4 S
Bl SHA-256 4225 i 7 E e K AT s T VE L 9 0465 e SHA-256 T 34451
Web BREFSE R, AN 405 26 458 04 & W A it i) 3
S F KAT FH ISR S0 BN 4 8 SHA-256 5 5 T 256 I i 5 (N8 AR i 1k
PEM T MR [ YE D, TR ORI X (Malware Threat Files) U2 [
oS3 A e
EEHMIRE PRI HEE SRR

FHT OSB3 AT B S A LAAR DG I A v 4 it . BOARE LY, it h i “=mgulh=

AP Y BRI (Blocked by Advanced Malware Protection) 41| 4bFBaiiR & . B W nHABS, HHE

LA “H) “(Columns) FEHz .
AUEZHEEWME X HENFAXERTER?

WRIETRE T A= SO 8T, W] CLAE M CAS N3 ST B e 25 L M AT AT 5245 e 2% _EAR IR Ty

SCAFRITEN SR
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WS O R AR I ENZAL, nTUEEL PSR &R, TERRKKOR L E R &
(Management Appliance) > &£ F1 AR 55 (Centralized Services) > &£ 1% & (Security Appliances) 71 _I*H]

FoL.

I3 AT AL BB H S o3 M ) i 1D AR SR R E WA AR AT, 1A E DL AL E

wE XS E P ID ALE

HIS A 22 42 Ve 25 R4 PRZ (Security Services> LS EFN4 47 (FileReputation and Analysis)
GUIH 1 “ X BT s B (Advanced Settings for File Analysis)
43

S REIRE> BBRBERGFEET LM U Hragise®” oy,

SR A A PR A | AE B TRIR % (Management Appliance) > & #1 AR 55 (Centralized Services) >
L 4% % (Security Appliances) T I I JEE 5

AR ER
(BICAEHT) HUE A B s DL 7S PEAR A SO 70 4528 on page 21

[y TS 7 ==

B Pimns 2 X R &
M 4% (Web) > 3R & (Reporting) > & P ik &2 30 XU (Client Malware Risk) B [fii & — /N 22 4 AH i
LU, TR i s A RS B

FE R P RS (Client Malware Risk) TUTHI, REG0E B O 0] DA A WRLE ] I8 2 T 2 1)
BH B o M ML DTSSR 15 R, P B B n] LA Y P B, A e P e 4 BT T iR
Lo A P2 B b 2 PR BV, S LL R s b Al R S 2 A

UEAh, R R AR U STIE S T IS SRR IR S % ) i 1P Ml B 4 20
RS (LATM) Pibrifle 200 3L SRl sl v ST BRI T 22Ul 4 1) v sl iy & A2 A
55 i I R AT )Jlﬁﬁﬂ“ﬂo

RN R A S TR

Table 9: % F i "% B3R XUBG # 25 LEL 14

B4 it BB
IS [A] Y[l (Time Range) (451 i‘z%%ﬁ‘ﬁ‘”iﬁﬁﬁi&i*Fﬁ@%ﬁzﬁﬂ@ﬁﬂrﬂ e HREAE
) K IS RIE AR I TR YE

P2 AR HFAFERT I A2 WAl PH | 0 IR 2 Wl s B i e RS R HE 4 i i
11:HI% 7 3l (Web Proxy: Top Clients
Monitored or Blocked)
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P

Tip

PEEET

fE A& Web 3R EFRE |

Malware Connections Detected)

&R 15t BF
B AER RN SRS E | IR BRI S R I E RS R SRR AT R
B A4 HE (L4 Traffic Monitor: HLH TP Hhdik .

B E S LA e N 28, on page 28 LY “HEZ SFERIHIR
P IP” R AR ﬁ%@]?@ﬁb‘ﬂ’]ﬁ%fmm HZ 0 iR
SRR Y o

PIZARER 75 ) s S A DU
(Web Proxy: Client Malware Risk)

MEEAREE: & B R AE XS (Client Malware Risk) &
WORAE AR O R A B 44 SE W % ) o 7 o)
o R IRIRE 8 2% ) i R VR AN L

BRTDIE SR R RN, LU %2 S AT ORI Y

“H P PEAN{E 7 (User Details) 1. HIZILHIE R, ES0
M P45 B (Web #1045 ) , on page 11,
BzR T AR B, 0T DL RS At A A DL

MATIEAEPAT MR LTS S ik A 1 % Ak KU RS S e 19
i, s “H P 1D/ b 1P Hiuhi” (User ID/ Client IP Address)
FIh R S R A BZ R I “F P (User) 1L,

B4 FRE L ORI
S HE 44 1% 7 3t (L4 Traffic Monitor:

Clients by Malware Risk)

B B R A rp B W T R Rl RV SEALY TP ik

R 514 e R Ak S on page 28 L) “ % i i
IP” (Client Source IPs) FAHIA] . A FALH bR H 145 &,
58] LG43

HZ

FLHE SRS A, 53

S 5 g AR —

L f# ), on page 5.

TR RS

M 4% (Web) > 35 (Reporting) > M5 E135E 88 (Web Reputation Filters) o] & & (£ 5 HIRS 8]
O N Ay o 55 B ) I 2845 2 e B RS R 2 2R

'H_ /_El_.lég"L:l = L_I:L,

I 44352

W 4EA5
£ URL Il /51, 4,
Hihik 25,

B ER%ET Web iRE R

REUEH T A 46 I 55 2347 24 9 4 URL 23 B — M &9
R RENE . & A BT B2 b e 22 H T B AL AN BURR 2 ) 45 LA JE T URL )%
2% 22 A A 8 T URL A 20 20 Bk U AT 5t
(7] I LA T A s S (1 o 5 2

2 Y I S8 v A VAt EL I R RT S P URL AR
T MG, s B AL R, B 2R IR 55 gt T A I Bh A 1P

M FeAL 5 351 URL 1
SRR, W
WA IR AT BRI R A A ks, B LR AR . T DU
€.

BTy o VP2 HAE W I A
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TR TS et |

W28 52 U 50K URL 55 S S HOHOCIR, T T e S A AE M T RERE . SRR 15 IR B AR A

FEMIZRG T
ANIE = QORLE

* URL &5 %4

* AEAEI TR A

REPESSWES ) —A> -10 2] +10 Z A L5452 0 0, +10 e Al et S s At

* AAAERITC K HA R A B & P VT ML (EULA)

o &R AR AR L
s WZE AR
« URL )75 s id s

« URL Ml

© RAFAETAEMT LRSI -
© RAFAETAEMT SAVFAR I
* % I URL §F5 R R

o SRS R
o 1P Hihikf5 &

A RMEAEZL IR TEAE R, EZS M (W4 IronPort AsyncOS HF HERE) R« 2% 52 1 g

%ﬁ” .
FE M %5 E 2 IE 2T Ui

Table 10: “ Web i &5 M4 FE 13828 " WE LRIFAES

TR DR R

k-

555

15 AR

I [E] Y [ (Time Range) (R H7%13)

TR AT AT 1 42 90 Rz )t n] DU 58 a1 R s & . A7 5K
()96 R A B SCI )Y L LA 2 B D sRITRANTE B, TS k£
RIS T o

W45 B 4E GE#4) (Web Reputation Actions
[Trend])

AR LA B X Bas AR I TR GIOFD A I ER A5 A4 e B (B
D) o fEIXHL, HERTUUE B BEA I RS 9 2% 5 21 AR I ka2

M85 248 E (&) (WebReputation Actions
[Volume])

Y SHIP R S S TVN T Lk X (e WGP o D

C 1 WBRS FH Ll 199 25 15725 Bl P L (Web
Reputation Threat Types Blocked by WBRS)

AHR G R F 55 TR IUR C e 2% A5 2 T R RH L R g 2R
7: WBRS ABEARAUU B2

A = 55 TR A I 21 k92528 (Threat Types

Detected in Other Transactions)

AFB I R G55 T IR e 9 285 2 1 DR RH 1k R U R
XL P AAE FHLLE T S PR A «

o FEARFTAT B A3 0 A BB A . (S, B HAR T fE AT LA
TR IX L g
o T] SRS DL A I O

VE: WBRS RNAEGRZR N g5,

f & * Web 3R &5 N iR ER
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fE A& Web 3R EFRE |
. “CHEMBIEEIZE" (Adjusting Web Reputation Settings)

%) 1 AR
Web 72 #AE (%7 By i) UUSROR R ] A& N T g, AT LR 2 R A6 R IURAE 40 20 1
BES R w8

P

Tip 2 5 SO (AR 1352 50 15 I 4% 2 A4 25— {111, on page 5.

“CAEEMESEIRE " (Adjusting Web Reputation Settings)

BTSSR, EBrTRef B O E N M S 2508, BB sy, B8 HeZEH
Adaptive Scanning. A XA E ML EERENEMAELE, HSM ERIM S 2454 AsyncOS H P

HF)
L4 it 2 I SRR &

W& (Web) > k& (Reporting) > L4 57 8 144528 (L4 Traffic Monitor) T4 oA o b Mg 22 4k
A4 1) LA 0 M 4a i i e T B T 5 ] pAg A 0 28] ) o i R L RO Al i (£ e B X TR
2 B B R RE AUR b 1 TP Mk

L4 it PR 4 2 T 300 3 o P90 4% 2 A T 4% b 00 BT A o 10 NPT 88 4 0, O LK 38044 B R TP
HICH MBI FER T4 B TULAL, DA e 2 15 oV AR H i it .

AT USSP 5 18 500 R e A L L [V B8l o5, 3 2 VA 2 AN 2 25 7 ity TP Mkl s i b A 25

RGP SR (B, XA REE A 5% TP Ml SCIR I VS e T 28— (4
Hh i A IR 55 A IR AR .

7 v

THE AR AL, TE S M 2% R i AEH], on page 5.

Table 11: L4 R E M1 83 IR S DAY

B4 1 BA

IS )35 [ (Time K R AVHE R ER S I RN . A OCEE R, WS IR PR
Range) CRMHz43R) | [alE[ .

“HEA SRR v | A U I SRR I A A b B B I RIS Rt sl A oS TP bk

[P (Top Client IPS) | 4 -t g e iy “ J1 4231 (Chart Options) SEHE T LIS . Kordll 1y
R AFER:” (Malware Connections Detected) & U 5k Wi 44 2 1) % 2
BAZESL” (Malware Connections Monitored) 8% “ & FH 1F )% & 4k 1 1E

$2” (Malware Connections Blocked).

R R S m A XS AR 2, on page 25 LT “58 4 R E IR A4
MBNEEIER” BRMA .
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b_sma_admin_guide_14_1_chapter3.pdf#nameddest=unique_85
b_sma_admin_guide_14_1_chapter3.pdf#nameddest=unique_85

| 1% Web 1R & iR s

P

Tip

ungursns I

#B5

L RA

BRI 1 M
(Top Malware Sites)

AR A AT 2 s 5 4 )2 00t 1 M 48 s Aan i ) 44 S Rl R R 4
L RN “EIZRIETN” (Chart Options) FE4H 7] LUK 7R AN A0 21 1)
EERAFIER” (Malware Connections Detected) & ZUE BN “ I3 B HIE =
WAFER:” (Malware Connections Monitored) 8, “ £\ FH 11 i) B 41

$” (Malware Connections Blocked).

% F 3 1P (Client
Source IPs)

AR BRI G 285 R B R UV SEALAY TP Mk

SRR € i L B, VSRR AR AOAE R A\ 15, JF FLely e
1LYE” (Filter by Port). ] U FH e o)y e 25 B 5 A Leof ol i Pl i A
AT R A AL I £ 11

ST QU RE S TR ) R AR AR R, E R AR H .
SR e P g TP ik BAY K OS2 BHA L R B e, i R X
ST, ARSI ER SR . ZVIRE RN L (Web)

> “I15” (Reporting) > “Web ERIEE” (Web Tracking) TUHIH “ 26 4 JZ2 i
545”7 (L4 Traffic Monitor) &I~ R R 45 H . A CHYIR M TELE B,
W22 L4 Vi 2 b B 5555, on page 71

%32 5% 7 i AR KR 25 on page 25 1“5 4 EIR B RS - 10%
A RS HE 4 1% i 7 AR

BRI
(Malware Ports)

VR 7R H 4 J2 i s o A D0 81 A ) 1

EARBEVAMGERE, WERERPIENSH Filtn, s R s s
ERE RSB (Total Malware Connections Detected) 7] DL A& i3 [ &A% 2
FITEANE B 1ZPIRE RN “MEE” (Web)> “Hiiti” (Reporting) > “Web [
FR” (Web Tracking) TR T “ 2 4 SRy #5458~ (L4 Traffic Monitor) 2 15
TR R ARUGIRMTEAE L, HS %R L4 s s b i
1§45 , on page 71.

T 1) (1) 20 2 A A
S (Malware Sites
Detected)

VR WoRH 4 J2 i P doe W A I 18 R AR

SO S i LRl VS AR HR AOHE P A 155, R B i 1
IYE” (Filter by Port). W] S It Dy e 45 B i e 75 BH LR KA b 5 el
Ho

BARETEMGEE, HRERPIENEE. B, fAd “ZRIERSERT
%7 (Malware Connections Blocked) % 1 LA B 45 5 v i AEAS CUBH
IEEREMSIZR . ZFIREIRA “E” (Web) > “4R75” (Reporting) > “Web
ERIEE” (Web Tracking) TUHIH “ 2 4 JZ2 R #5488 ” (L4 Traffic Monitor) i%
TR R R . ARITIRNTEMNE R, HS MR L4 fiE st
P45, on page 71,

BEE SRS AL, TES S RS el il i AEH], on page 5.
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B socks s

AR EHR
o MO 4 JZ PR PR ), on page 81

SOCKS {XIBfR &
WM& > R &5 > SOCK SRR L AL F T F P LEiE 1 SOCKS fCH AL A 45 B At #s, 4% Hox
FIH P45 B

\)

Note 3 7 b S 7RI H b/ SOCKS % /'3 CGEH L Y 28D Ri%Z] SOCKS LT[ bl

ZLH N SOCKS il i, S 1 R 2% % 4 B4 AsyncOS HI /7 1T

HXERR
* #% SOCKS fRHELAL LI F % , on page 71

AR S ERE
W& > ke > R P S 2 ERRIRE TN A FEEE GBS P A A BT RE RFE AT
LLIEZ
ARG S
o AHFIZERE 7 IE VS ] 1) URL 2850
o FASHRITZEFE FH 1 7 vl Rl o5 ik A PR 87 85 2 R B
o AHURIZERE FH P IE 5 1) FR 3t A5 P X 48455 2%
o AHB AL 7 OE Vi 1) R
s P CARHLALERED .
o A AR U e A
MERPAMRERS I, ATAE FAIMER:

Table 122 “iZFA P& Web iR TTEHRIFHAER

%) 15 AR
i ()55 ] (Time Range) ( FH74138) U FEIE W AT 1 22 90 Rz it n] LUE A & Yu i T hes 3.

A RN TA) Y DA K B SRRV DA A2 B R IR 8, 3
25 [ SR FEAR T (R ) v o

L AL 2 S 2 I REH] S (Total Web Proxy AR5y UL BB SR AE SR E N TR A ORFD R B A (35 30

Activity: Remote Users) (FEFH)
W) 2 A HE A% (Web Proxy Summary) AE I BRI R GE LA RS R ™ )5 Bl (R 4 4L

B ER%ET Web iRE R
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#B5

152 AR

W E8ARFRTE B 8. AHL ] 7 (Total Web Proxy
Activity: Local Users)

AHR I LU T RS R E N TR A OKP) R B 35 30
(FEED

i ) () v BE 554 R P (Suspect Transactions
Detected: Remote Users)

A A I s e fig € I TR GRS i o A
R SRV ) SRS TR DU B R PTBE 55 (FEFED .

AJ &t 45545 2 (Suspect Transactions Summary)

Y SHIP TV IES M b SR IR S (R

R 2T 5454 AHUH F* (Suspect Transactions
Detected: Local Users)

AR A R A s e i € I TR GRS i o A
JUE SCHIT ) SRS TS R 1 T BE 55 (R ED -

Al EEHE 5% 4 (Suspect Transactions Summary)

ESHIP RTINS M iR S VR DRI 5 (R

e P it R 5 2894 & (Reportsby User Location) B, w] DA B /R AR HUFIZC AR FH P & 2l
Rt e XSV B U T A A R 5 3

BHE AR AL, 52 M2 2 R i R AEH], on page 5.

Note & LIy “FicfHl J A7 B4 (Reports by User Location) JUHI (¥ A M — A O HHR 2 . 0%
RS RIE R, WSO T RIS 75 Web {14, on page 58.

TRl P 4% (Web) > R (Reporting) > &St A 8 (System Capacity) 7T, 1] LIAH ML L2454 1E %4
EH A LRI B A T AR E . RS, LR “ RG%m” (System Capacity) UL [ KR
R A A1) ) R A DT 0 R G AT R o M 5 O X 4% 22 A W 5 i DR A i A A A T o
S - R I 5 ) AN v T S 8 s 35 4 P AU 42 vl o 3= 0 2 FH 009 ) 25 L B 4L

“HRYi4 " (System Capacity)

TR e DU AR R

© ROLMER 2 A g A I T ) CPU A IR A4 T LA 5 ] I o 22 IE B A AL el A

%o

o BT IE AR, 0 R GERIWRLE AR R 2 B YA .
o UM SO I TR RAC 2 o A A7
o VUBBERD (1 355 BORUR 58 AT R 3%

ERRGRERE

T ELEFHES L, KIRKIEREML (Web) > IR (Reporting) > R4 R E (System Capacity).
$IE2 BAFEARRME, 15515 (Columns) HIEFE A F 14 .
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B wamecs <REa8 (System Capacity) FH LB 2IKIKIE

PBI ENFERNRSNRARE, Wit P FPEGEMIA (Overview of Averaged Usage and Performance)” 4%
HH 0 25 22 R S IR A

BB  RGEA R v BRI A AN
* RGAE - RGN, on page 32

* RGAE - M4 114, on page 32

WATERIRIRTE “RHKERE” (System Capacity) 71 _ & A9 EE
MBI VB R &R “ RG24 E” (System Capacity) VLTI A EEE, 104 LU NS B2,
* HiR+5 (Day Report) - H¥R 5 2 i)/ R I DR B A TE 24 /NI BRSNS A Aof) 20
IAE ECEE B/
o HIR4E - H#REA0f) 30 8031 R (R Tz A e REO MHER, AL 30 5031 RN
EEE AR . FRRER, & —N KT
“RYAE" (System Capacity) UL K “d KMH” (Maximum) {HFR7RAF 2 AR5 € I ] B A & 21
. “CPIME” (Average) {H A& Fi i I 1R B DA B~ F- 35048 o V2R RIS TR B R TR i ik 35 e
TR AT RG o 0, W R IR RIS AR By, ] DU A B RERE) “FIIE” (Average) I
“EXAH” (Maximum) {H.

)

Note 4 S by JLAt R A5 (¥ I TR VE FRDE R R (Yes), BATTE RSB M IVEHE, BT 90 K.

RRBE - RERE

“RY 7w (System Capacity) % I AT PUAN BB R RE MR . XL Won i & b ik

CPU /T 0. AsyncOS AL M2 IN CPU ZHidd im 45 it i . 5 CPU T IFA— @ KR
AR RG] o 4n 2R iy CPU S H] 36 5 4R 2 (1) R i A7 DURIAS e — R R B, D)) BE RS AF A 2%
) I s AN, A BOR TAFEDIREAE I CPU &, AR I 2% 22 4 B ik i ) A

B, 2 D)6e R 1) CPU B AT 7™ i (PR LE 3 70 o5 R 48 I R 2 80080 . W R e 2 i 45

DU b R S T A S I A s MRS T i T e L A i A

BEAR, N E]/4EIR ” (Response Time/Latency) Al “ &P EF45%0” (Transactions Per Second) i 7
“ISTAYE 7 (Time Range) T 4@ B b4 g (1) H 3UIV0 LA AR W IR [R) C22 0D DL RCRERD 3554k

“RGAH” (System Capacity) & H 1A B B & HIER AEH] s 5 A QB G2k DX N AF ST A
Bo BAUER K. M. — HEERER. TIPS B IE 5 R R IR

ARBR G DX A7 TT RE S 57 LE W7 B AT ST IR FF) P 28 0 R RO, (HOR W SR B TR AR M R TE 2 d5 K AR
WU 5 46 T REAE B KA, Bt e N 7

NHIXLEER SRR - KRG, on page 32 A 41 (1 R ANTA] -
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axrmEnnzsmninn |

BXRREEMRNFRLIRAA

RGBT E WA HARBEZE s X N A7, BRI, BEESARBR R bR IX A AE A O AE T, ARSI
BERAAE R B FRAER G SRR IE p N AE, 15 ARG b A A7 AT 2 1 B TU0IAT 4
R ARG AT SR H i T e R T R B G2 A7, AT RE 5 0K M 2% 22 i
VS A 2% s AT B A DR B KRR, T i PE e

“EIRFTAM” TUm

N

R4 (Web) > #R & (Reporting) > (2 A F 1% (Data Availability) BT At 65255 0 4% 224 vk
P2 B S A T FH R A Web BRI Eds 1) I

Note

WEREEHT T Web i 7 . TIAS S R 462 4 e A SRR B Bt , (B LARTRL R I Bl 10 A7 45 1 22 4
.

Wit Web #4251 “ M (From)” F1 “Z| (To)” 415 Web i FIEREE) “ M (From)” F1 “ | (To)” %1
Z I EAANEEPRE, W “IRZ (Status)” Frh 4 B m G 3.

ARIEREIE R, ES 1 SR A .

Note

WRAE VRIS o URL ZRAMEH “£ds vT T (Data Availability), Jf HAEAT R & & 2 AL
Bz 5, WSETHKH S REL NEE:  “Some data in this time range was unavailable” o W%
AR, WAL BN

T %% Web R E ERY “Web &7 1|

PRI T Web FrifidRE SR L LB 1T AsyncOS OBt SCRERRCA TPl R . 432Kk
FEANE S, WS P A AR DU . W R IR I 48 2 A e 438 AT I IRRCAS (1) AsyncOS, Jf
A B Pr AR AT

% 13: Web 3R & T HLEI

& T HIE 1RIE
— MRS
“MEIE” B “WEiR” (Overview) IR AR W 2% 22 4 Ve 4 L (T B IR

B, R ARE S AR . AR E R, 1
i “BER” (Overview) T , 5 36 T,

fEmAEH Web R5RE ]


b_sma_admin_guide_14_1_chapter16.pdf#nameddest=unique_122
b_sma_admin_guide_14_1_chapter4.pdf#nameddest=unique_105

fE A& Web 3R EFRE |
B s web RE Ly “Web 35 TE

& T ROED B®1E
“N AR (Application JEE <N R (Application Visibility)” BUIfi, nJ DLW FH Al
Visibility) T [H B O FH T2 2 8 PRV A% 11 I 28 22 4 Ve 4% TV o I FH 2 28 P42

fFo FRVEAMER, ESH “NHAHME” (Application
Visibility) G , 25 37 i,

“O 4 R IR AR DU FVFIS B AE R T I (A VE A 5 4 2 0 s e A 0 21 o
Bt DA R G R AREAER, WS 4R
MRS IO, 2 39 Ut

“SOCKS 1t ” (SOCKS Proxy) Ul | RUF# A H SOCKS AP 45 %ds, Wi HAAH . Hx

i} TEAIE S, WS “SOCKS f8#” (SOCKS Proxy) Uil , 2
41 71,

“URL 25”7 (URL Categories) JLIHI | FJH “URL 285)” (URL Categories) Tl 7] LA BT iy in) Fr) HE
ZEETTIY URL K5, fuFE:

o JLE S5 Ml R B b U T R AR (44 SE T IR URL.

s FERREIEVEE A, Cogm. O S A C LR 55 0 Y
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(] I AT i fia A S (1 9 245 2 L g

W 28 A5 B L i 2 A5 P e T Bt VP A LI PR B T SE R I URLAR 2 ATV 3 o VF 20 28l T 1 sy
€ URL YRI5 L, i, e @ S, sl el B 0 B, sl Mg IR sas 2 i ah & 1P
Huhk A

W 2% {5 iJr%HURL 5 M2 SHANRIG,  H e % %#ﬁTE’JT EVE. ARJE T AR R AT
FEMERE T REVE WUy — A - 10¥U+10ZIIﬂD’JH9§{ 0K, 10 HEATH @ﬁ%fi’%ﬂr‘o

ENUE2CER T
* URL 285 e
* FELER AT R BARH
 FEAEIICK LA IR B4 P VP AT B (EULA)
o AR R R (AR A
* FEPTAT AR B
* URL [ sid %
* URL I
© RAALAEFATATBLIL S |
© RAGAEAETARM oiF s L
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Je

o S FHEL URL $F 5 6 s
o SRR R
o 1P HihilfE L

A RMEAEZ LI TEE ]
%%v .

4 {5 £ 137 25 (Web Reputation Filters) T1HE .

T2 (822U AsyncOS I i r ) T “ M2 {2 id g

1E M 2545 21L& (Web Reputation Filters) T[], #n]LAEF LU G &

%k 25 “MBIEETER" UHLMFERER

%)

1L RA

I [A] Y [ (Time Range) (R 4471
E D)

PERH AR IS . 76 VEAIE L, B FEA 5 1
.

WZEAE B R GBS (Web
Reputation Actions [Trend])

T DAL B A A i 0 I 8] AR P 28 5 2 R i BRI
B, AT LUR BRI N (RIIFEAD 0 2 £ B 1R AT B E A

W25 24 AE (5 5L (Web
Reputation Actions [Volume])

BT DU 55 DU 20 B IR B AU P 4 A 1

1 WBRS FH 1E PR 9 2505 25 b
A (Web Reputation Threat Types
Blocked by WBRS)

0] DL LA TS SR 2 55 1 A LI 2 o 0 24752 1o B R o -
AL

TR WBRS ASREUA 2R H 2R,

AE A = 55 oA I 1) R JE 2R 2R
(Threat Types Detected in Other
Transactions)

AT DL DL TR 20 A 45 T R T b 0 2% 15 25 3o ik B 1 1)
Jipe

B AR, wadEE L Y BXENEE, ws
B PR Web i1t ) J%4F B2 I LL Kot (¥ 112K
XL A BHLLE AR AT e D B AT

 JEARPTAH BT 2 SIE R E B . (HoE, B i IEART)
E T LA SRIX LE g -

* A SRS LLAC YRGB U AL

R WBRS ASREUA 2R H B2,

Web P2 HRAE (F2 70 Ko i)

WA A A& NI IIRE, A H AR 2 BRI AR
53 D A 454572 70 2

Ron SRS IR, S B S et A . 2 5 .

f & * Web 3R &5 N iR ER
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fE A& Web 3R EFRE |
B =ritummsinms web s

“HEEMKISEIRE " (Adjusting Web Reputation Settings)
T ERE SR, Bl B O E S EERE, IRy, o8 gt
Adaptive Scanning. A RACE MBS EHRE R EAEGEE, 520 (BRI 24 % AsyncOS
R -

X T itk eI EF03%FE Web i &

BRAESSA UL, A3 WERT DK DL W28 22 it AL ok a2 R s B d5 4 v«

* “Web 15 #tiA” (Web Reporting Overview) - 2 T fift L G E AT LG N A AT AE B, 155
Web R 5 Htid , on page 9.

* “H” (Users) - 2 T b vl b ELE W ATIAHCE S, WS A 4k (Web), on page 10,

o “WHuG” (Web Sites) - 22 T ML Dl F TR HE N A IAH AR B, 1620 M |, on page 13.

* “URL 2jj]” (URL Categories) - % | fift bt v H] b Jr Q48 WA BIAHRME R, 1E S BURL 4R
, on page 14,

o “HEZFERTI URL 285 - ¥ 2" (Top URL Categories - Extended): A UK “HEZFERTHY
URL 551 - 7 ##” (Top URL Categories - Extended) 4=k 55 15 B, ESFEURL 2R HATEY -
)i, on page 60,

St AT D it i

o “NHTTHENE” (Application Visibility) - 2 7 fif b 0L [T _E BT ALFE N A DA S, 1ES RNV H AT
FPLPEH S, on page 16,

o “HEAEERTION TISSA - T RE” (Top Application Types - Extended): A I 4 “HE44 SE 7T 1M
2 - F i2” (Top Application Types - Extended) 2E iR 15 15 5L, WS B HE A2 SE 0 19 Y H 28
- §J#, on page 61,

IR & AN T il

o “PIEEIE” (Anti-Malware) - 22T R 00 TS A A RIAH S R, 1S PR R AR
15, on page 17.

o RPN X7 (Client Malware Risk) - 22 7@ e T TS A ARG R, 153
[58) 2 ) i ol AR RS R 75, on page 25

o ML EEILYE” (Web Reputation Filters) - T fiff it v i bG48 A TAHOCAE B, 1S M
A5 PE AR | on page 26,

o 4 ENEIREER” (L4 Traffic Monitor) - 2 T Uil BT A48 A A OGS R, T2 L4
mE RS, on page 28,

o “FEEEk 7% (Mobile Secure Solution) - Z T f# L T _FFrEL G ARG R, ESR%
F P #b 193 2R B4R 5 , on page 30

s “RYH” (System Capacity) - 2 T bk i il BT R N B RIAH AT B, G S 0 KRG AR UL,

on page 31,
TTXI Web R &
ARG AR 228
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AL |

o NNz HE Web #75, on page 59
* ZARTRI ) Web 75, on page 60
o TR 22 HE) Web )75, on page 60
« WL REMN Web 475, on page 60

N

Note o] DUIEFAL T P A AEFT A IR iR . 55 R, TESAE Web #1754 I 44 | on page
4,

AT U HAR S R H L BRI ERE 1247, CeHERS ATRARC BN B ds TR w-Ek. EANHPIA
(% 250 K) LR EAHA e 1240 7) 8. o8, BT DLEAs B e SOREE (2 K2
100 KD seHE SCHE N2 AR 124D EdE.

TR RN IZATIRG, BN A R GRS 2IE]) R mEdE. fian,
BRI R 1 RO TR H AR, AR R A& T RN AR (00:00 3 23:59) %
] DO A A O R E SUE SRR IR, SR WERANR E IR, R SGE))
SRR AR . E, WORESTR EOR R AOR RO hE, WA RER EATRMBIEAIRR, AR EA
FHHEN

TTXI 89 Web #§ & By 17 1i&

AR AR BORR S - A REASTE IR, AT 208 30 AN B s, B IR,
AL 2 1000 D RRAS .

FARIIR S = A SIMER . ZEZS BRI, RGeS MIBRELIH B & DU B RIF 42 10007 IR %
FIHRE 30 AN 1 AR ) 44 BRI TE)SE R s o Rl

CAFR R S A AE ¥ L1 /periodic_reports H % (A RPRAIMER, THSIHIP % HAIT; 8w . )

HxER
o EAFE HAFRYY) Web #2455, on page 63

wANE L HEEY Web #i &

TEA1
$IR2
$IE3

$IE4

eI AS b, KIERFEM 4 (Web) > iR & (Reporting) > i+XI3R & (Scheduled Reports).
LR AN RIB93R & (Add Scheduled Report).

TEZEE (Type) 55141 R rh, LB 2R

TERRRR (Title) B, BEARE IFR L

h T kG 2 A R AR TR 2 PR, BRATT s U U B PR A

METESERE (TimeRange) FHz3g iy, e & i i) il .

EFEITE B 7 A& 2

fEmAEH Web R5RE ]
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fE A& Web 3R EFRE |

B sait0mwensrs

S0

$EN

TIE12

e

BRiA&I PDE. K2 B A IE SV S5 ah B8 S 47 CSV A

IR B 1 (Number of Items) 55301 F g2, B BAFGAE O A S o i 00 H 44

BRAE N 2 3 20, BRINEH 5.

X T E% (Charts), iF ¥ ERRAIEIE (Datatodisplay) FRIEVAERE, KRG EEEAER S A ER b R
(IR -

et 5IHERE (Sort Column) 5534 ) Rz s b, T AR 35 i BRI THEF 181 o 31X AoV fd & 2 H R 5 TP AT
ARSIV E R AN AR “N” T 22 R S

Mit%l (Schedule) Xk, Syt SRR F kA 5530 10 sk f4 4 .

1E B FEREE SCATBR,  H N R 3 B0 I s E

TR ANTE S MRl ARG AR 5

HR 3 (Submit).

TTXI AT Web R &

TR, TR > RE > T RIB0IRE, I T R R R T RN . B E, AR
Ja HTR AT (Submit) LIS AZAE BT EREAT I, AR5 i IA B e (Commit Changes) 241 LA
PR B A AT IS

MIFR 2 < HERY Web 1R &

ZMERIR T, TEH IR > IRE > TR G, R g R (AN AENE . ZEIER T I
R, TEIE AR (AI) SIEHE, REMIBRIFRRIA T . R SRR AR AR AN 2 O R o

E X REA) Web &

URL £

G PV IR S AN AN RS AR A T RIR
* URL KHATH: - ¥, on page 60
s HEABSERTHIN AL - 972, on page 61

AT - TR

A B B 145 S EE URL 2 st vh 45 B RE VRGN IO A BE Dok, “HEA4 5801 URL 2851 -
¥ J&” (Top URL Categories - Extended) it 2 AEH A H .

. FEMALE) URL SRS, BT LEBOR K URL SR O R 3 TS vPAlily 56 it
A5 B e BEAE R R PEAn s, 8484 URL B0 #n7+A4> URL s se i &, s A
A URL R WP T A Bl Se T &, WA “ HE% SR URL 2850 - 97" (Top URL
Categories - Extended) 15 .

B ER%ET Web iRE R
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1
PIE2
$IE3
IE4
$IES5

IE6

S0
SEN

$IE12

sammnnRzs-rE ]

\}

Note fff FHl LR 5 28 0 mT LA B ) e KA A5 20K 20,

o PiE LI URL M FR AR BB A7 R 45 AT IR B e m e gi(E 5, &0
URL &5 B0 FIHR 75 | on page 15.

B “HEAASENT URL 2850 - 977 (Top URL Categories - Extended) i 7, 5T LA N #4f:

IR b, ERERE > & > TR E.

RNt ¥ A93R & (Add Scheduled Report).

18 R S T hse i, ERURL ERIHHTRE - TR

ERRER (Title) SCARF-BEH, BEN URL ¥ S A5 .

MEFEISEE (Time Range) vy, R ik i [a) i [l o

PRI A RS A X

Btk Al PDF.

7RI B # (Number of Items) 571411 N Rrgl &, EPR AL 7E O AR i 5 i (1) URL 20014

HRAE N 2 #1200 ERINEA 5.

7EXFHIHERF (Sort Column) 5711¢ R R FR SRS bba w5 I s AT HE P 1081 o I VA8 3% B 2R S P AT
B ATHIFAE S BAR N7 T O 2 iR

X1 E% (Charts), i i E R RAYEEE (Datato display) FERIAKIR, REEFELRE RN EE D BoR
HEAE7TS

Mit%I (Schedule) X3, R rhRIFHRE LR JEECH 55712 1 k44

TE B F B SCAF B, BN AR BRI R e 326 380 1) MR 2 M-

HR 3 (Submit).

H2ERRI N AEE - R

B “HEAFERTRIN MY - 972 ” (Top Application Type—Extended) %, 1HHAT LA T #4%

R RE R b, BN > R > i aHRE.

Hui RNt X 894k & (Add Scheduled Report).

16 “HRA” (Type) 551410 Fhzg i, EHHERFERIRIN FZEE - i (Top Application Type—Extended).
TUTHT b R B T0HE B

FERRRR (Title) SCAFBerh, BEAM S AR .

METEISE R (Time Range) T4, et (1 i ) ya

TR AE IR S A%

fEmAEH Web R5RE ]



fE A& Web 3R EFRE |
B oassweb i

ERIARE Y PDF.

LT DB E (Number of Items) 55U T iz, WL FE 7R O ARGk & i B I S B 4
BRAE N 2 7 20, FRINEA 5.

PIR8  (EXFIHEFF (Sort Column) S5 Fhrykr, EELIRIER TP IAIRE, EwHfdE: “ Ok
47 (Transactions Completed). “ CLFH 115545 ” (Transactions Blocked). “3i4% 514" (Transaction Totals).

$1E9 X TEFE (Charts), i iiERRAIEIRE (Datato display) FHIBRIAKER, RIGIEREAARSE MEANKEER T R
(R -

FIE10 itk (Schedule) DXtskrf, it RIAGIRA B R ol ol 5532 ) # ik #24

BEN EBRFIRE SORTFBP, N AR R R A% 20 i -

£112 R (Submit).

1RTEH A Web R &
AT WS K SR, I LT LA
A\

Note  Jutipy itqy DL “ 2R 7 (Scheduled Reports) I 20 i AN 2 % T 15 B (AP HE . 1S E L
JETF Web #1275, on page 60.

FHEHT AR, AT LT A

P A aFHkE L, KIKEFEMLE (Web) > Ik (Reporting) > 4 HIHR & (Archived Reports).
P} 2 P RI4E R IR & (Generate Report Now).
PR3 (EIRELE (Report type) #7011, R Hral L Fei 2K
DUIRD b PR E T g 2 A2 4k,
PIRA AE “HRE” (Title) SUARTFB, BRI 4R
AsyncOS NI AR E—VE . GV, 2000 BATAH R AR 2 AR
PS5 NEGIFEMRIESEE FhgRd, iR Edn RN YE L .
HI6 /£ “k4X” (Format) #4r, IEFARE R L.
AL HE

* PDF. Q4% 101 PDF SCRS DA FARIE R/ BiA7 4% . AT LU I sy “ ¥l PDF #t#” (Preview PDF Report)
SKALEPLL PDF SCHERE R B R ) AS

« CSV. B LIS MR AL TR A E R (1) ASCIT SCA Ao AFAS CSV Al a5 2235 100 47, T i+
B & 2 PR, WIS AR RS A — A ) CSV S0Pk
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“rerst Web 355" vE [}

PIT AR A R, R
* 177 (Number of rows): R 7ERFHEHATEL .
* B3k (Charts): MPLEEHE BoRTEHR A B &
o Ml “HEORIERE” (Data to display) N BRI
* X FIHER (Sort Column): X REANFBEAT HEFE BTk B 111471«

LIRS M “ALEIEIN” (Delivery Option) 770, FEFELLF LI
o WURFSHEMR S BRI “AARYIRE 7 (Archived Reports) TUIT I, 5k 77443k & (ArchiveReport) & i%HE.
Note Teikat “FETHAPATHIE” (Domain-Based Executive Summary) $ 75 HEAT 474
o 3 I2BNIE@ T AR & E AU A (Email now to recipients) S REHE, T HEPE &K %R .
o FECARTBEH, U NS B A A H o o

HIE9 iR iE IR (Deliver ThisReport) 2Lk & .

“TFHEB9 Web 3R &7 TUmE

o RF MRS A4 75 Web 245, 56 58 1L
o AR Web 2, B 62 T
o TEFE BRI Web 45 , 55 63 T

EFMETEFERT Web 5

AT AT 23 IR AR I RT LAAR B AR s oy O 22 HFR S (AR A

TR HRImeg > k& > FHEMERE.

HIB2 WHFRE, HRE “REFFE” (Report Title) # AR 5 44Kk “WoR” (Show) FHsE iy R4 IR &
(Archived Reports) Bt [ 1] H R 520,

P 3 WIRFIRIRK, LERBREE IR, 1T AR R (Show) S s ik Pe s R JE A, Bl s BBl b
LA AZ A THEY o

What to do next

HERER
o TR Web 5 1474 , on page 59
o Iz HE Web H27, on page 59

| fEmAEH Web R5RE ]



fE A& Web 3R EFRE |
B =5 web 5E LitummmsRs

* J5 5 A Web #25 , on page 62

FE#T Web 57 _E 11X F0 1742 M 48 3R &

* 7EHT Web FHHI B TR Web 4175, 55 64 1T
* 7EHT Web FHH_EAFRS Web 475, 55 65 1T

7E#T Web 5 _L11%) Web 3R &
AT ALHE LT 3
* LEH Web Ftif0 B in kR Web #4564 1
* JEH Web FLifi Fgnis it RIMZIRE , 58 65 1L
* {EHT Web Ftifi_EMHER CvkRI i Web i, 25 65 5T

\}

AR L ERE P AT A IS Th AU . A RAE R, ESBITE Web i TPEHIES L 2R 4
e

~

s Ll iR S H . A EEE AT el RS TR E B R— K. k. EAHDIH
(%250 K) LLE EAHTH eZ 1240 A) 8. s, Bl DLads A e SCRE (2 K3
100 K) 5EEE X A% A2 MHE 124N H) 1IEdE.

WA IZATIRE, W N b— R mps Ot Ry B A xR, i, g
U RIER R 1 IS TR R, WhZ R B S — RN (00:00 2 23:59) (%8s .
AT DR B o e TR RN, BRI SRR e IR, R GeAT
SRS AR . HE, RIS IR RIL BN E AL, W ATRET AR MRS R, A B
BN

FE#h Web SR E _LRINE 11X 89 Web 3R &

P EAERRS B, TR (Product) FHFIRTIER: Web. A OCTELNE B, 150 A A8 B A .
YIE2  EPEE > iRIFES.
$B3 A “CiFR/ETERS” (Schduled / Archived) ¥EIH 1, Py + 4440,
$IB4  NIREZLEE (Report Type) 7 SE AL FAR 15257
$IBS5  (FIREHRE (Report Title) FBLH, BEAIR A AR
N T G 2 A T AR TR PR BT U A UE A P A

P66 NECIFRIETEISEE T 45 Pk S (I Y o
PERT  EREITAERRAR R

B ER%ET Web iRE R
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=% Web RE L itumsrs

ER iM% PDF.
$E8 N “ALiXiLIN” (Delivery Option) #i73H, HEFELL FAE— LI
WA IEPEICE T, EHAE “ CAFRSIIR Y (Archived Reports) GUTH E A1 H
R LR R THEMIATIE” (Domain-Based Executive Summary) 755 HEAT 7R o
o PRSI, THIEPHRTERY.
o BERIFERE R RS, E TR B AR & X E Y A (Archive and Email to Recipients).
o BUME ISR AR, W R AEME Z B A (Only Email to Recipients).

FEERHE 1D 7 BT, F AP N HIA L .

LW Mtk (Schedule) K, S hRIMIIRA Ve K s ] 5510000 e
HP0 HIREES (Report Language) gl Ak A 1 5 <
ST RS (Submit).

7E T Web 5 _E4R5E 211X M 254R &
AR A T Web FLI EREHR Y, M “Fah 7 (Product) FHz4I3 h ik Web, R JF ik isis
(Monitoring) > 3+XIF07F#Y (Scheduled & Archive) TUTT . Bl 55 B4 45 (4R 25 1R 2 b A06) B (1 B
o B, W didmeE (Edit) MR T ESE AR

7E#7 Web 5 HE _EMIFR 211X BT Web &

VLA I Web LTRSS, WA <77 (Product) R HERE Web, 445 e tin
(Monitoring) > B4 (Scheduled) / B 4% (Archived) T, i i 15 5 IR 575 4 1 10 ST A
SR et B L

TR BT A RIS, B R AR S U R AT . R CIN R AR i AR R AN 2 I B

7£37 Web 52 H £ 7544 Web R &

* [¥1 Web FEif] 4% 4% Web 75 , 5 65 00

o 760 Web FLifi_E 25 AV BEAERS I M 5307 . 55 66 T

[#7 Web 57 H] #2354 AX Web 1R &
T AR S MRS I I T LR A e o

\}

AR SR LL “ TR (Scheduled Reports) FITE M AN & 12 TR 4R &5 B R AFAE . WS ELY
JERT Web 75 , 2B 60 T,

| fEmAEH Web R5RE ]



fE A& Web 3R EFRE |
B = web RE LEEREEERO NGRS

SHL T E AR, AT BL T A

P AT L, N P27 (Product) F IR IR Web, 2R 5 1EFEIEIE (Monitoring) > 11X F7F#4 (Schedule&
Archive).

$IB2 £ “BTEHECARY” (View Archived) EIH-£, fdy + #44..
SIE3 7EREZLEE (Report Type) #0H, MR P8R IE AR5 I,
TU BRI e s A8 Ak
HIE 4 EIREFRER (Report Title) #40, HIAIRE R 445K o
AsyncOS ANRHIFHR A A FRIOME— 1o kb iRE, 162018 RATAHR AR I 2 AR .
PR NEEFERRESEE My, Bk M.
HIE6 EMHEIEMIE 2 (Attachment Details) #4r', RS R L.
PDF. @s A0 PDF SCRS U] TAR R FI/sife A . I LA #ehy “Fi%8 PDF 407 ” (Preview PDF Report) K37
HILL PDF SCAFHITE AR -
$IB T MWFEIXIERIR (Delivery Option) #4HF, 4% LL AT 2B
ERIEFEIELE I, RARAE “ CAFRIIIR T (Archived Reports) BUfI 51 H
iR ToiERT “RTIRIBHATHIE” (Domain-Based Executive Summary) 15 2477784
o TPRHRE, TEIERHXAFR (Only to Archive),
o BRI B AR, T R A BT B & X Z W A (Archive and Email to Recipients).
o ZLRI RO RIEIR Y, TR AEMR A ZE A (Only Email to Recipients).

{EBR 1D B, A AR AR s

S8 MIREES (Report Language) 4117 s ks AL s i 117 5
$1R9 HilifEiE IR & (Deliver ThisReport) A= plidk &

FE#T Web R HE L EFMEIRFEAIM IR &
R FEIAC B 5 015 T B AR T Rty £ AR IR 5

B FRBANH Web Ftif .
W2 NP7 (Product) FHIAIFR LR Web, RJFIEFEEEIE (Monitoring) > iTXIF17E4 (Schedule& Archive).
HIE3 % CEECAAY” (View Archived) I,

PB4 EAEWRS, WRE “RERB” (Report Title) ¥ H A K. “HREIRIM” (Report Type) K743 ik ETE
“LERYHHRIE " (Archived Reports) ZEIH - H 471 H 4R 15 2570,

B ER%ET Web iRE R
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webizzz i

FIRE ] DI R IR R E R

Web iR i

] “Web FREE” (Web Tracking) Ui n] M R FEFH KT SN HESMTEHGEE, @ EMRENEE
TR S5 IR AR R BT A IR 55, B AEAHDRIE IR TP R

o R M LA RS AL EE )55, on page 67

s R L4 mE IR $ 5 | on page 71

* 2% SOCKS ARELALBE ) 5555 , on page 71

* A3 Web BREFE R 45, on page 77

« AF Web HUEE R4 RN F 5 1E 4145 & | on page 77
ARMEAAIL L4 i s 2 RIS 25 5, HZS 0 CERIM S22 54 AsyncOS P45
FA) T TR s A AT AR

HEXER
* KT Web HUEHITFZL , on page 79

REMFZRIERSAENES

{FH M4 (Web) > k& (Reporting) > Web ERER (Web Tracking) 7 L1 {XIEAR S (Proxy Services)
TR AR 2 SN 2 A GLPE R ] 1252 (AT S 4L 28 1) Web BREEEE . LB ANV FE S 4 )23
B BE o SOCKS AERAN P 45 .

T REA AL E PRI LT A ik T A
* HRBUESF R, AEr € N BUS 047 03 TR At

Bltn, erLMER “ARBEIRSS” (Proxy Services) T4 2 H F \EAEVS M) F%F 2 URL. 7 U5 ) %
URL {5 A] A K i% URL 75 % SR 4545 .

c MELEEER. KA n ML IR 5 T8 R THLE S AT a0 .

W
B UL EERE N BN il 34 (UM, oy, c85mazs MEREIR. Kian]
DU 2 A4 (Bl URL J&50) . RSB AN D Sk g it 45 2R

Note

W AR B AR 15 45 ACL #edfehrid (fdE “OTHER-NONE” ) (#3545,

1Kk Web BREREHITG DLROsB], SR 1 HEH .

1136 “{UIRRSS” (Proxy Services) eI KA1 15 34 Web 45 URIRG & (750, 421045 “URL
B U5 AR5 GO L5 T, on page 15.

fEmAEH Web R5RE ]
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B ansrmnstmnss

fE A& Web 3R EFRE |

I ERaFHRE L, KIKEFEM% (Web) > IR (Reporting) > Web FRER (Web Tracking).
L1282 HHRIBARS (Proxy Services) L1 .
WIB3 EEFEIAERMLIEED, W GE% (Advanced).

PR A AL REAT

Table 26: “{XI2FRZ " (Proxy Services) Ui+ L1 Web IRIz18 & &4

I 152 BB
BN R AT

A [E]VE ] (Time Range)

HePE AR I RVE . A oC 2 A BB BT I SRR B, 15 S i Fa s
(K3 )L o

7 /% 7 v IPv4 55 IPv6

M BORERR S A S IR S 44, B NSRRI g TP Mk, X
SR EEE . BE R LU N CIDR #2011 IP e[, #1 172.16.0.0/16.

R T B R, R N AT IR PSR

%4 (Website)

M TG ZEERER NI Pt , XL Wi R A ORI BRI AN, SRR S AT R stk ] &
R

=

H5HRM

EPEIB IR AR, IRER “Prfi 945”7 (All Transactions).  “ EL5E A
%7 (Completed). “CLBH1-F45” (Blocked). “ T MiiE545” (Monitored) &%, “ V%15
2% (Warned).

AR AT

URL 2%51

B URL 25050008, 151 F4% URL 25033 JE (Filter by URL Category), J# A g
FIT A4 1 1 s BRI sE LI URL 2R 5 — 78 MBI RIF1 R ik 5280

R URL 4 C B, WIRLe T febric h “ B3 (Deprecated)” o L3 HIHI2E
AT TS B, R DR R 22280 FiE sk &N R A R FH 5%
¢ URL RBETHIE 245 8, WS URL 854 B AR5 | on page 15.

R s S IO A FRIL R I P AT e 3555, Bk M RLSIR AR K2 kAN 5 | B 44 B

R

i N A TR E, iR R I (Filter by Application) Jf £ B4 Hk 47 g
8 H o

BN R RIEAT I8, W PER R A R B IE (Filter by Application) J1E P2k 48 5L
HEAT I DRI N H 2

g (Policy)

LR AT IL I8, IR PR RIGTIR (Filter by Policy) JHi A HE JLEAT 1 v 1 5K
W LA R o

S EL 4 24 22 A W 4 L 7] T 550
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| 1% Web 1R & iR s

zegusxainy [

e 15t AR

R AT B LR SR AT A TR, PR TR BT E (Filter by MalwareThreat)
A N EEMAE AT I DR A A B A4 R
FHOGE AR NE, PR RN EATIE (Filter by MalwareCategory) JFik £
IS e BRI . AR, TS PSRRI U], on page 19.

WBRS ££ WBRS F53 s 0] AFZHE 258 1) 15 35 00 JORTRR 3 19X 208 A5 28 Wb A T I 0

o TN GAE AT U8, TIPS ATER, JFEB sE TR 1 E RN T BR AR
B, AT LLIE R TEIE 4> (No Score) Sieidd v i L B A7 4543 R il

o B WA S I E, EPHREEBTIE (Filter by Reputation Threat) Jf-1E £
Fo LI U 0 WA 284525 1

11k WBRS 190 (MPEAIE B, S5 (GEHIT Web (1) TronPort AsyncOS IS HERID «

AnyConnect %4 3]

PR FE B A UG ) AT I 98, TR BR P i s 1T E (Filter by User Location) Jf:
RV 2R, BAEPTE U0 88, iH PR (Disable Filter).

CAECAHT IR RRCAS - I Il b “# 3 H 1 %24 (Mobile User Security). )

) 25152 7% (Web

SRS E M B I8, S PR M 4RI & T IE (Filter by Web Appliance) 5514 ) #.ik

Appliance) A, IFAESOR T B PN 2B A4 R
IR R A IS (Disable Filter), JHEZORE A G 1y 20 4 PR & IR T AT W 2% 24
Eoarac

EVARTER S S SR RO IS A5 g, 1 RER Web B PIEKIIE S TIE.

WRA: A Ut uEd e, LKA R A F 5.

;S % (Search).

What to do next

AR ER

* IR Z Web BREAYEZE 45 | on page 77

© Tf# Web IREZFE R AR, on page 77

* &5 Web MR R 45 M H 51 £ 4015 & , on page 77
* KT Web BREFFIS P0G SRR 57 DI fE | on page 78

B A5 A

W45 22 A st g% AT LARH 1k DA R R e R A

fEmAEH Web R5RE ]



B ==

fE A& Web 3R EFRE |

TR HER it AR

AR AT AR DR 5 AR S IR T AT B AT AT SO AR
FLE) T AR AT I RO AT AR R 5 ) SRR, A R O K
AW FEESAARAEATEAT A D] MHERRK T SR I A shisdT. X
FEFF ] RE SO A B, A BT F WA B T LA
Foft AR G B AT B

AR AJIRDES WL TG — MBS, AT LA AT S de ) i B

EANKI S FHDIRE -

kAR SR

[ERIENEWRTR RS S R E LW AR SRR R iR ¢ I B BURPR & S b
BTV UESRE .

s P PR RLFR BRI, RS0 VR 28 A I TR AU
A, SRS b TR 4, RS 0E L
R F AT, A A KA LT B

HAL P U St SEHL RO RAA, AR AL PV 00
B T U

R DR PSR S B BRI P R GCUEAT R A T, AT EE ) P 9
ARSI OO AT TR LT A 5| S A g 17
AR

S A SCRRITATAHER R & LA X2 0B R PR T BT 2 2
HEK.

PR R | SRR Adaptive Scanning T AL A5 Rk 1 5| B AR 4

G

M 258 £ URL

W 2% At URL S fE S S as kA o AESRCLE RSO0, el o4 At
M AR ARl MR fa e — RfEL S iU, S H]
FEAZ T RN T BT AN N S 43 Kl AN 55 ik - S

PUA TR . PUA SRR RERI, (0T A AR 0 S
RY MR RAM AP A T R B e IO FER A

AT e RS RS P

I LT I AR Ry 2 R B4
FRETAR S FRRIE R IOA D AT R RSB, MR, &R HU A

(Trojan Downloader)

F, Ik BIE R B s B R Sy . XLl 2 ot
FUANBIR R A BAh, ANF ez n), I BN IR ORI A R
i A eSS AN, DR e MO ML/t AR i W] o

SRR N

R DR E 2 — Bl Ol PR T IR R o AN TR, i
AR AN B
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| 1% Web 1R & iR s
pxunsusstenes [

TR HER it AR

R AR SRR | RS R SA fRE e e S B A A T SR E, SRt NS ) E Y
U, BE AT RES S A T S UOR A RARA Tl AL 1S3l B R

AT AR P A4

Iy B IR A AR A BN EVE T AL L, I BT 0 RS T R
FPE A B

i i T — PR P el Sk, Sl EENLN gt T AR, TR AT
MERE,

: = N l;"\l o
ER U RERITSAENES
M 4& (Web) > k& (Reporting) > Web RER (Web Tracking) T LY “L4 Wi 5287 (L4 Traffic
Monitor) ZE 15 R H& AT OC 5 R R ARl 25 A L E R4S B T DUk DL F BRI R
ARG RS R E R
o )y
© RALZFLS T FEHUG P sk (IPv4 8¢ IPv6)
o HARM e 1P #hl (IPv4 58 IPv6)
e
o AL T FE U SCIBET TP Hik
o ERER
o JbFEIERE I N 45 e AT
B2 WoRET 1000 ANMUCECHEREE R,
PG AT )k AL B 25 (W P 45 22 e I LA, R “ H bR IP Hiudik (Destination IP Address)”
FbRE ) ¢ R TELN{E K (Display Details)” 4% .

AR BE R IE 25 R, TS L4 i =440, on page 28,

¥ 2 SOCKS RIBAIERYE S

ATINYELlghEas 20 S ERITE 2 S Ok AN N R AR o0 - iy e S - el R = I |
Hodik: HAR . IPHuhk ol 1. S8R DA% E 2 CURL S VCHC ) Sems L A7 R ez
FE) SRIEJELE . ASCEF IPv4 T 1Pv6 Hulik.

FB KR (Web) > #R & (Reporting) > Web IRER (Web Tracking).
FIE2 i SOCKSRIE (SOCK S Proxy) I+ o

PR3 B kLR, HRESH (Advanced).

LI 4 N R
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B web 5@ e web sz

fE A& Web 3R EFRE |

;S % (Search).

What to do next
HXER

SOCKS fREEH 4 , on page 30

#1 Web 52 E _L 89 Web IR i

AT LA HIWeb BRERISEZR T IR A A A A7 X202 55 50T REAT S A5 B PRI . Rl
M T IR S5, B AEAT SRIE TR R R -

s WRM USRS , B 720

R L4 RIS, BT

* {41 SOCKS BB S , 5 76 T

 JEBE Web FREFEREVIR , 577 0

« AF Web BREFRARMFSTEAMER 577 0

1K 5 5 4 LR IR 2 T M S (5, BTG« CRHM%: 224 % % AsyncOS
FILPHGRE TR T AR 2 22 A A T TAE” — 5,

REMBRRIERSFLENES

T LU Web BRER1® 22 DU _E (K AXIRAR 558 TR AR AT 2 A A AR ATl 32 (KA P S it 411
SR Web BRES R . B ARG 4 )20 & 2 80 sl SOCKS AURELAL B 1) 55 .

T REAS AL E VMBI LT A i A
* HRBUESRIR., R E N BUB T 0 A7 53 T ARt

filtn, ST LT “ARFLIRSS” (Proxy Services) ZEIK K2 T F IEAE V) iRl (K1RF € URL. 1) Vs
1) i% URL (ISR LA Az 1% URL A& 154 SU VS5 B

c MFREEMR . KA n] ML IR 5 TR B8 THLIE 28 S AT b -

T LSRR E N BN Ll 4i4s (URCHIE. S, OBESMOzm) MEREIR. iEn]
DM 2460 (Bt URL 28000 SR BU AR D Sk gt 4521

a4

W 28 AC A AR A5 55 ACL ¥e3ibric (iidE “OTHER-NONE” ) 545,

A% Web BRESEM LU G], S0 1. HEm) .
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| 1% Web 1R & iR s

parakmrseznEs [

HxR “ARELARSS” (Proxy Services) 2B+ i) 5 HiA, Web $ 25 TUIC &4 I~ ], 1S 5% “URL
KA v A S TS SR, 58 15 T,

PR AREEHEBL L, WP AR LR,

PR 2 LFEIRER > KIEEARS .

B3 EEEAM RN gD, ERdiE4R (Advanced).

FERA AL REAT

% 27: “IRIBARE” (Proxy Services)EIR+ £ HY Web EREFTE 32 & 14

e

1t AR

ERINAL R AT

i TH]VEHE (Time Range)

PP EAR T I VB . A o0 A BB BT TR RIS BRI B, TS I FEi
(R I T s

FH /%8 7 it TPv4 8% IPv6

MR ORIERE I S I UE R S 4, B N ISR BRI v TP HuhE, X
TR EAE, BB T LU CIDR #2010 IP e, #1140 172.16.0.0/16.

UL T B 2SI, R NPT R IR R SR

3k (Website)

BN EERERI R, R TR MR BRI, SR BRI AT Wt IR [
Ko

FHRA

PERIS BRI S 4528, a2t “ P 845 7 (All Transactions).  “ 56 /i
%7 (Completed). “CLFHLIET%” (Blocked). “CUMi#4F45” (Monitored) 5 “ L1445
H455” (Warned).

SR AT

URL 251

P URL 2R 3E, THIE#4% URL 23335 (Filter by URL Category), 4N
Bt it B s LEkFisE LI URL BB S — N7 RE . B R IFIR ik B850

W URL AL T ROH, WL B nT febric b “ C 37 H (Deprecated)” » CL3F MR
ST T35 . (HSE, RAT LU 2R 241228 B A TG SR S I R A i Bl 2 45
K URL RAEEF I EZ(E R, ESHURL KHETHAMRE , 515 1.

R dH S IO ARV R TAT e 55, ol T RBIR AR W] 2 WA 51 44

W

PN A TR 0E, kR B I E (Filter by Application) Fi% £ 24 4 Hgk 4T 1d
JEIINH o

TN R HATIEIE, LRI A LB UR (Filter by Application) F & FZHK
FOREAT I B I N FH 2R

Youtube (YT) 2553

PR E 1) YouTube 2K AIEATIEUE, 1% YouTube 2551 (Youtube Category) 45,
RIGIEPEEEAT G 1) YouTube 251
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B ==

fE A& Web 3R EFRE |

IR 15 BA

Sl (Policy) P S A TRENE, TR R RE T IE (Filter by Policy) FJH4 A K HE A7 10 g 1 3
2 4 R
BRORIES CAE M 2 e A e 4 b7 ] T i

R B TR R A AT I8, PR R E R BT (Filter by MalwareThreat)

I N AR AT 2oL 08 P R A B 44 K

LB RPN IE, EPHRE R ZE5TIE (Filter by Malware Category) Jfik
PR EE R A0 AR, TS PR E RN, 5 19 1.

WBRS A WBRS HVAPof7, BT LN T 945 0 5240 ORIV 52 2 5 28 £ e 0.
o BRI, RSO, IR P IR ) LR AT B
Wi#, T LU T 495 (No Score) feid ik H IR EL AT 543 At

© SRS IS, YRS S BB T IE (Filter by Reputation Threat) Ik
PRI 01 455525 B

7% WBRS 130 EAIE B, 152 (AT Web [ TronPort AsyncOS H ' F7Fd) -

AnyConnect Z 85 | B FEECA HI VT ) HEAT L0, 5k A% A P it ST (Filter by User Location)
FFE PR )2, EARERTE U W) 2R, 1R EE (Disable Filter).

(TELAHT I RRAS Y, ek I bric A “#aH ;424" (Mobile User Security). )

9924 8 % (Web T E L A S, R PR A T A L, IR SRR
Appliance) 1% 8 % 44 T
) LR PR HE 58 (DisableFilter), U206 G0 H5 522 A AP B 4 SCIRE I A7 P4 2 52
TS
ik LT BRI T4 e, R Web B R BB T

WRR: R pERR A, RGO “RAIEN” 5.

BB 2515 A

W 2% 22 4ok T ARH L LT RIS SR

TR EER

L RA

T AT

J AR DR 5 AR S IR T AT B AT AT SO AR
FLE) AR AT I RS AT AR R 5 ) SRR, R AB O K
AW BB EAT A D] MHERRR T SEHLUR I A hisdT. XL
FEFP 0 ] B S U2 AR, AT R F W A B T LA
Foft R G B AT
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zanuxsizn ]

TR HER it AR
PIARIIEDOE S WL T GUL MRS, W DA AT e i) o B 7

EANKIN A TP RE -

b RS AR R

[ERIEEW Rk EdR S S R E LW AR SR R iR ¢ ST BT BURPR S SR Y
B LV T UESRE .

RS R PG RER R FOREF s P S ERD R 1l it e e S A SR 2R ) LB P 5 1) 5
A RIS i g ol i, RIEAEROFARIE M e WIHG .
FOE VAT IS A0 U KR i 2

R ] S IR A — 2 ARV L R, B RIS VR AT (1
DU WCRRE  fE B

PR BB SR G v E W T RGEHEAT AN RS 2, AITE L O
PSS N LN SRS a R BT RV P 0 D] B o Sl M KR T R e
— AR

Hoph B AT Ot BT ARMERR S5 oAt s S 2 — R A R RT BEA Ty ) 42 ) )
PRI

R R KA | IR Adaptive Scanning JU7 A B RS R 1E 5 1 R LI R B

G

K244 URL

W28 4t URL S fE W as kA o AERCLE 00T, el Rl i1
L SEVEEI ARl Mg ta e — FifEL S i OB, &
A T RERIEAR T BT AN A B 0y Sl A 55 ik

PUA FREATEIN . PUA RARGREN A, (A BRI AN N o
RO ARG P EHRAT UL M RIEZ - TR

P TT B BB I S 2R GERE R AN BT 44

I Ll ST T BUR R R A
FRs R TR | RS RD FEREFE — MOR SRR, fE23%)5, S amfe L/l b

(Trojan Downloader)

R, I ok BIERE BRI B RE Sy . XLl 2 o it
FURINRIAT Ao BAh, AR 8], R PR R 3R e 1A Rk
i A RE S AR, DR e MR ML/t AR i ] o

Frg AR R BEAR E o — Bl DA Rl RLPERY T IR PR e o AN TR, i
AR AS B
RS IR MRSy | RS OOR DR R P  BE B AR ST L L, SRR A N il R 1

B, BE T RE R A T A UR AR AR TR AL S T e
ST P B AL
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fE A& Web 3R EFRE |
B szzimnesrsnmnss

TR HER it AR

i LR el S VRN =2 N 1R o N R SR E B RS N D PSS e o
Jr B AR B

iy it — PR A, Sl TR g AT A I, T AT
B,

f=—avay Aol — R[] B T nln)
BEFIBEREHTRLENES
Web FRERIE 2 (Web Tracking Search) T AT “25 4 E3iE N5 (Layer 4 Traffic Monitor) i

RO IC L B R R ul f ERZ RO PRANAE e SmT D DA A R R A0 R ol 1
(I

o IR VG

o REZF ST 1P Hisik (IPv4 5 IPv6)

o HARM S5 F kg 1P okt (IPv4 B8 IPv6)

* i I

o SR THEHUAHOCI) 1P ik

o AbHR IR 4w A A
AT Ik A B 55 (1 W 4% 22 e I LA, 1R “ H AR IP Hiudik (Destination IP Address)”
HUFRE ) “ B R TEAN{E B (Display Details)” %
AR B E 2GR, ES0 8 4 L isas” jom, 28 39 1.

¥ Z SOCKS RIBAIEHYE S

BT DI R A2NANES, AR OIS e i s A% H4 & bk 5L 1P
Motk HAsdk. IPHhk ol 0. S8R A% F 2 CURL S VCHL i sems L A7 ORHh el
) K yEgE R, ANSE IPva F IPv6 k.

BB RS E, IR RPIEFEmE.

WIE2 EFIRER > SOCKSKIE.

PR3 EEETAMRMEIEED, W55 (Advanced).
FIB A BN REKATS

LS PR (Search).
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| 1% Web 1R & iR s
sh3m web iz zs e I

T—2Hit4
HxER
SOCKS fREIRE , %530 7L

Ab3E Web BRERIE R L5 R

* WRTZ Web BREFIE R UL, on page 77

* Tfift Web IREZIEZRZE L | on page 77

* A Web MRS R 45 M F 5 1E4115 & , on page 77
* KT Web BREFFITFZL , on page 79

EREX Web IREFIE R R

PN HS U AF PR 145 1) A U

P2 BAEF BRI R T2 AR, T BRAITT B 1 (1tems Displayed) 22 Hu kB AN LT

HB3 MR GEN LN F S T “ WoRINIIEC” (tems Displayed) 2 BSR4 (1 o K ZH45 %8, fn] LA AT 4TED
BT % (Printable Download) 54 LASRIC—AN0 5 BT AT UL AL F545- 1) CSV SCPF, AT o] LA 4 4

Ut CSV U AR R A 1 Se 4R 17, A EARAT R S I TR B

T % Web IRERFE R LR
BROATSOU T, SR B, Bl i 45 2R WO AR T -
R RAE:
* {Jjla] URL [FJIa]

« P RO 55 P s U AR S 554 i, Ingkfy % . JavaScript 3247 A1 ] ()4 Byl 1
SEo MRS IR 2 BoRAE bR h “ BoRPTAT A5 B (Display All Details) #E4% N (5T
F

< AEL (FFEFMEUR. WALE, WonF Sl gl s B R . O

EE Web IRERRERNEFZIFARER

2EE TR R HRAE
FIZE P AT URL (588K URL | VERE MRS LR 4 2 B A B T 55, SRRzl L)
Accesslog.

| fEmAEH Web R5RE ]



B T web messgmEnmrma

fE A& Web 3R EFRE |

B3 S TR IR1E
AN TS B Fud “uk” (Website) #1711 URL.
FTAT 555 (R 2 Fdy “Ru” (Website) 51 bnll K RRET A #4815 2. (Display

All Details...) 54%.

2 EE 500 MK HESFIER

FHIGH S B 25 WORE R 4 ROV SIbRE P ) “ o1
{5 57 (Display Details) %4 N $55 .

B SSRGS B T K #E X 55 (Related Transactions) %
Pz

*F Web BRI SR EERERFIPIIAE
i “Web BLER” (Web Tracking) R SCIFRUMMAE LN , G EELL F 38 1

o PR ME B ARSTTR B M S, A6 Web BRERN “HigR” (Advanced) #5470 o B4
JE W X e 3R B B AR A 2 51 5T B (Filter by Malware Category) BT % B &1 &2 5 4 F0 5 KU BE
324 (Known Malicious and High-Risk Files).

* Web BRER (R SCAFAR 2 A P UL L AR AR BE A8 55 I 3R (B (KR 4R SCPFAR 2 4E AR AR B Bl
R AR IS I T SO, AR5 A8 SRR IS IS B S, R T ) (el

EREG R

FREA I “BHLIL - AMP” (Block - AMP) WA HH T SCPF R 20 M FHLE 1% 9355

TEERERVEANE B, “AMPJBIMS 737 22 215 B MRS Toi e A SO IE 1 P Be R AL 1)
155 EXFEDL T, BT 1RN100 2 8.  CIHGRE T AMP M, SERS A%, iF
ZHg AMP BUMS 5y ) WA SR S5 EEA (FE “ @24 lk55” [Security Services] > “Fii
TR FN{E2:” [Anti-Malware and Reputation] TUI_EFCE ) HHATILE, LAHHE BT 75 RO AT #
fEo BROIAMEDLT, 15530 T 60 2] 100 Z [ I SO BR 2 S0 o SERFASEESCHE OB B
34y« WBRS 157572 N N 8O0l s 5 25 30 5 S0 E 2 0%,

H 3 A AL AMP 5 SRS hay . Web SRS h AT 4R 3545 PR AN BN 23 Bl e B8

SR B R SIS, UEAE R E SRR Th LT SHA-256.

ARICAF AR S CRAE T A R LRI A AR S FREAT 208 AAE SR Aty ol

R EHTISCE I oAb B, AT =SSR . A SO (AR m SR M A B, 14K
Wk & (Reporting) > X451 (File Analysis) J4i A\ SHA-256 DLA8 2% 0, skl Web
PRERVEAAE BT IF SHA-256 8545 . an RSO MR 55 O o B ATAR R b iR SO, )y LA 5 4
G 8. RGNS TN IEE R .

AR B AL B T AL IR AT SCPF IR SR8, WKL BIRE s /e “ Web BRIEE” (Web

Tracking) #H & 45 5.

AXER

* Jl it SHA-256 HL5ARIH S0 | on page 22
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| 1% Web 1R & iR s
xF web iz [l

X T Web IRERFAF K

Bt Web BRER DD RE T BEA TG TAETH R AT A A M55, DDA AT REAAT A I 222 55 Or B i R 4
. ARY Web BRESANTH AN KK T RERR B, 5 D G AR R AT Ui ] o

fi#R Web & F0 BR ER 2] &

s b SRR R, (HATAE , on page 79
o GG R R R e BT 45 R A %2 5+, on page 79
o BF TR A VAN B R, on page 79
o TEAR S B ER 2 AL rh i D P Y 2E, on page 80
* PDF X 27 99 2% IR R B0 1)1~ 4€ | on page 81
o MERERS 4 JE R IR AR 10, on page 81
o S .CSV U5 M 2% FiliEdE AN |, on page 81
TIVE S0 AT S AT WO AR

ShIRESERBR, BAIE
i) &
O RS 0 T 5 Web #R75 Zhk, (HIXASEAEH
RRAR
USRS AT A S PR ), AR Web SRS ANERIER, B2 ICREAE a3 ). HEEh Web )

MR R VR RO T2 A T A e ), AN 2 5 RAE AT Web SR il AIERERSU . A7 %P4
G, S P A

SR EE R R ERs AREES

[a] g8

W) 2% 22 4 24 FITIR A 22 4 W 2% R ak [r) — SCAREAT 20 AT s i DR 488 R A4 (1) AMP 8 5 BE T 2 i3
TR AN RN P E

BARAFR

RS . FRT A ERR, AT, SRS H 30 A,
EEXH o REIFEAE R

o A HTIRE PEGNME SATTH |, on page 80
o BF AFSHT (File Analysis) 75 TEAI5 BT H4H, on page 80
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fE A& Web 3R EFRE |
B xsswmstmEaram

XS R EIFERERAATH

=] #R
SO HTR S PRl AE AT .
RRAE

TS B SO o A s VRS LB 2K, on page 21.

B E 54T (File Analysis) IR &1 ¥ 4015 B AT H4E
o) R
MREEEEE CSUEA T RSV B, RIELBAA AT = IR S A I E R
BRAFR
P EIGE > EHRES > REIRE, RERINED—NEH T T IhRERI 2% 22 453 5% .
{£FFAHE = Cisco AMP Threat Grid i & & & X144 #7 (File Analysis) Rk S 14015 S 8T H 8
i)
MR ER ST (File Analysis) #2 TEANME B, HIL APT 280, MBS HE 1% .
T
WSS HHALE 25 CRHIBE) Cisco AMP Threat Grid ¥ iE(7 SCHHAMT, W5 CRHLCHES
M) WO SO 5> BT K 7, on page 22.
W Threat Grid B4 ENLA K AT O, 020 82 AT B s | B ERE 7 A R

IR S IR ER LS SR R &R /D T RO E R

i)

7 R R 45 R rh B D U AR
fRRF =

AIRER A

o ORGSESRE T P A I TR) Y [

o XN TERERGE A, IEM IS IEEE G AL SR iHS 0 R 2 Web BREFE R LK, on

page 77

o WL A FLERE N 2822 2 BR3¢ Z RN AR S v B s b b, sl Eidis vl R O R
WS “HdE T DU, on page 33,

o AN RTFG T T S BURERE B 2 WIFETH T R A S AT ReA ST U 2. BAE
TR RA R HAT ISR, 12 D SO h 4 08 I RS IR RSOAS (1) A AT W6

o X T M EARER IR 55 BRI R 4 bl DI B, TS B R W Z AR I 45 A BRI 9555, on page
67,
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| 1% Web 1R & iR s
poF e rmsmisEnTE 1

o NPT G SRS IR B R AN R, 1S R WA I 45 A BR ) 3555, on page
67 R “HFEKR” (User Request) 17 .

PDF {X & 7/~ W 4B IR B EUIR B F &

5] &%
PDF 1B /R1E “Web IRIEZ” (Web Tracking) T i _F Al WA — 26 %4k
BRRAR

A REALT AL PDF HT CSV SCAFAf DR ML 48 W (1 A 1045 2, TE S B 3 i AR B A
R 2% 190 20 BRI A R

lavay BRIk e A
FRIREE 4 B = IIZ SRR & ol
WA W AR B N e A AREE, IF HLAS 4 )2 U i s Ve N M2 i o 1, SOt 1 500 g 11 1)
IP Hhk2sic s I o A S (R v TP kb 0 S5 W9 2 A3 g 3 B AR EE, 3 e ] TP K Bk
DLIE A i s s 26 7 o TP ik ik, 15204 (IronPort AsyncOS for Web H 1 H5F9) ©
HXEm
o B i B A A AR 2, on page 25
o R L4 Ji i R AR A B $E 55 | on page 71

FH AT .CSV XS5 M E A mATEARE

[a] g5
S F) esv U “ VLA AL (Domains Matched) %3 55 194 44 F it b it 7 (OB AN R
BARAFE

HTPEREIR N, RGACKHT 300,000 N4 H S H A csve

S Web IR ERTY 25 45 SR AT BY 8] &

=] #R
FERINIZAT 2 A KA R AU, WA IREE R RS EoR “WHEAL” (Out of Memory) 1% .
BRAR

PRI, ST LORE A AE IR /N N 3 1024 MB SRR, BCE 46 /NS R A I (R . 3
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