H

HE1ExK

AT LRI

HIdFKMEIA, on page 1
* H&ZRA | on page 5
&1, on page 27

H & 18 <A
H G e sk RGP S W0E S IE B E M e o A HaEn DUS iR BRI N B e, iRy n) gl
P R R

REHHEULISCA (ASCI) Ml (H2, T RmBilies, BREs H A R G k.
ASCIT SCAE BALATAT SCA G 445 rh 38 T e

HEIEES5HRE

A H RS R R W S, RS HR B S S (W FTP PR B HTTP H 3L
LKL T PR o

fgny uﬁﬁffﬁﬂﬁﬁﬁéuéiwlﬂﬁtﬂ SCoRE, SR FURE RIS FTP AR 55 4 LLIEAT U4
S RSP LA L FTP JERE BI04 LATT 1) K, Rl SOA S HEIR B/ IR 55 4 LLE %5077

LAEMGE TG, W B GUI LR “d” (Report) GUIHI.  R8GTE LIATAT 7 27 ) Bl cdhs
1117 FLUEHAH JE 7 A0 S B SERE P 70 B0 % UM AR AT B 46

N
Note 2488 #6400 AT AR RARERHRILGT B, (RS PE RGBS DX HOIRIR A1 . JCHCHR M ESA %
S ER

] PMEH R R A RSO R O 2 H G S . 880 PAFE GUIT HR i Bl g H 25 1T R I i B 0
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A8 2 SR ST, TR FTP 2% 7 i A
R B O BERAT A L A A A KU
li) e £ AR R H S S0 AERCE H ST LA
FTP %y )5k, s ziige i 2Ok B 10 ds K H i
SR . AR B B KU, R BRI
(3

FTP #Ei%

AR SO S E U, e 2 e I 3G
PHEIL SRV S R FTP R S5 a% . 1T ZK
RO N ER A TR H bR H R
A GU R B K0V 51 5B v Rl A H s SO

SCP #fEi%

1 FH S SCAAR S I LR, 4% 2 0 0K H S
PEHERE B FEV L SCP R 45 2% by vk 2E
SKIZEFE ML 1K) SSH SCP % 45 2% F] SSH2 1
Wo XFPVT T 75 B FE T FAL_ M - 44
SSL #HHF H br H 3. RELSHRRALE IR S
o LT D

ARG HEHEE

1 FH S AR S U, W28 H SN AR
KRR R G HEMRS B AT 5 RFC 3164
PrfE o S AHRAT R G0 H B SS 25 1) E LA 0
UDP 8¢ TCP H- T H &A% . BRI o 112
514, 7£ AsyncOS 14.1.0 ', 3 1535 A
1-65535. AJLICH HAERE TH; (Hi, HERM
PIERE O RS s rh sk £ AU T30k
() H & nT DA R 4 H G AL

0 NI B R 25 4 0 A R B R K

No AT TCP WY 5 KT SR AME DA A — A
AT 1024 F165535 2 (Al {384, [T UDP Hri¥]
B NI B R AME D IUZE—AN T 1024 F1 9216 2
EfERE£S

] TLS Tl Rt TLS HERK H G B EE
2 A AT AN Web 57 PGS AR B f AR 48 H B IR 55
Ao

Note W ERE TLS JEI0, AR AE BAE R ¢
HRS I SR P e, DR SR
LA FT Web 4 HLgs 5 R4 H
B RS a2 g Sr TLS &4z

FR 48 H R AHEIL T AT R AR A 194 O 1)

“SSL i & (SSL Configuration)” T[]
) “3oAh TLS %7 % fle %5 (Other TLS
Client Services)” &I L $¢ (1147 [H] TLS
WA o
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strzmazsh

NHZFNEREW

AsyncOS 2 H A53T B 8 € 1 H S A RO AN ST B B H ke FaRP I H S
AT B R E (SO A4 A 3l H S SCAF IR R I TR] A B 7 A5 FRPIR S AR MTTﬁﬁTﬁ%H%ﬁ
AL E -

/<Log_Name>/<Log_Filename>.@<timestamp>.<statuscode>

B ATLUE ¢ GRon “4H17 ) sis Gon “CRAE7 ) o BHNALRRA SRS HE
i

H & BRFEH11 %)

TRV H ST I, BT I AT H S IRAN SR AL IH SCPEFI B A8 K H 25 SO i e fid R TR 5=
MBAR fid 5 R 35 AT R
B ELININ
* INFIE)
© AR I RIEIBG CLARD . 3Bk, /NIFEOR R 5D
FER NI 7 e B 17 41
TN AR RIRE, Gl AS 2 /ANeE, 507 R 2h30m.

=14
* FERSIRE I RER I ]
=19

o FERSPTIE AL AR FE 58 I 8]

TEFRE IS T I H] 24 /NI, 1A 23:00 %75 11pm.

BE— RN 2 AR B (], 15 S R RIBE T B, e g sl 5os H &,
T 00:00, 12:00

By () HIEIERCAT . B, SAEREANE SO RUR S DR HA&, T *:00, *:30

FEIL BN E R AR — AR, RS R C T 56T SO RN BRI T 1] A BR D
I, HSSCF R R St FTP el S LK B 0T B 2 G SCPF IR AR 2 B % 1K) FTP
Hsrh, ELRRG 2 SO 1 BE B R G 25 2 (1) H S SO F S N 1k

Note

WERAETE RN — AR IR S BB EAEREAT, WIS BbRl B KRS B . KRGS EHR, IHILE
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LR H UI{&F@% HA& B S BT EMETR . AsyncOS AR GMT I 75 (£8 HETT Sk EARD O #

’fL%ET'/\‘
o HigpEH &

© ZARYIRIEPIERHE

ANFERTERBRERE

ZeERRSEEIiE, FHECHHUTNHETHE.

"

Table 1: FREC E /Y HEIT R

Axieg |

HERAMR HEAER WMEFE
cli_logs CLI # k% H & FTP %&f]
euq_logs B IR AFRE B X H S | FTP 42
euqgui_logs B MR AFRE B X GUIL | FTP $1#)

g

&
gui_logs HTTP Hi& FTP 4]
mail_logs AR H & FTP %11
reportd_logs et H& FTP %)
reportqueryd logs W& HE FTP %M
sbld_logs R FRMIEFIEKH | FTP #f)
smad_logs SMA H& FTP %11
system_logs A H& FTP %&f]
trackerd logs HREEH & FTP #¢1A)

BRI BE N “fFE

%,m @uﬁﬂiﬁﬂmm@ﬂ8

TrT LU B N R T e P C 3 A H &

&I, on page 27.
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o HEZRMHHEL on page 5

o A FHECE ) il sk H &, on page 10

* Al ] CLI #i#% H7&, on page 10

* fH] FTP JIk %5 #% H &%, on page 11

* ff [l HTTP H ik, on page 12

o A B AR 251X 1 A&, on page 12

o i LR IRAERE 2 X GUT H &, on page 13
AR SCARIEE H &, on page 13

* ffiH] NTP H &, on page 19

* ff 4R 5 H &, on page 19

o ff S iy H &, on page 20

o il 223 /BH 1S5 H A, on page 20
* {fiF] SMA Hi&, on page 21

* AR H A, on page 22

* [ 24t H &, on page 24

o THEERERH A, on page 25

* A HIH 4% H &, on page 25

HELXBBHE
HEWTH W H SR G2, HE LRI SR G anscR AT A H A5 2D AR
FOVFRR T RCE Py sk HAMO T HERB K Z AT . H &R YoE HE Pl 8l . B7E
Gl HB 1T HRERE HERI . F0TEAE S, 20 H&T 1, on page 27,

AsyncOS XA LR H 287

Table 2: H5 %8

HEXE it A
S gE 1 & SO B G 20 S s (0 8 S M AS Sl 8 s 2, T8 ) FAEA AN

AR SRR, BASGE R GUIANT CLIN 22 42 BB & (R 15 1)
FEVIUURTSE PEAN AR, R A ] T AR AR, WA LDAP £ #8 2

IR H &
A4 H & #r H & AR 20 & it F
A7 KA AE BAE SMA H&
CLIF % H & CLI Hi#x HES WK ARG PRI CLLIES) .
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BEATHISE e BRI SRS U A2 GURE — G B A D il sk H

/DN o

FTP H&ds% T D B FTP RS 0SB S s i rans
SAH % sh.

GUI H &A% Web L1002 U% B A0 T 2 3 1 1 52 1t o 1) 5 1 58 387 7 s
Ko BATUAEH gui log BREZH PG sh B iR £ H P 7 GUI W& 2 T %
S P 0 A e H A

GUI HE B O SMTP SH45- 45 B, 91 a4 S i sk A I\ 1he 28 A ik 1
RIS A5 L.

HZEa

Fic 0 sl H &
FTPHR S #3 H &
GUI Hi&
HTTPH &

HTTP H&E &l A4 10 B I HTTP 25 F1% 4> HTTP J4s 1
o BFREEH SO (GUI) AERk HTTP Vil K, B HTTP H & 82 R
bt CLIH #% H& M GUI SRR AR . R e id s id 8 (Bl
A A 215D LLAAE GUI 7 il (1) BT IH

Haystack H &

Haystack H 2310 sk BRERECH A0 35 1] Web 145,

SCARHRAEH A&

SCARHBPE H AR AL AT RIS R GHRAT (PIASEE MEPEL 2
FTOPROGHAIERE . IR BIIRAFEED AIfE .

AR AEREAE H S SR EE G R, WS PR E R 55 Bk

LDAP ik H &

1E “RGE P (System Administration) > “LDAP” (LDAP) it & LDAP
I, A I ] T i )

filtan, XL Gl sk gty PNk S5 % (Test Server)” Al “ KA i) (Test
Queries)” &4 45 R .

A RKMH LDAP S RAEREE, EZS 05 5iE H &

NTP H A2l s ol B AT ] U0 A0 0 44 I 1) B0 S0 (NTP) JIR 55 TRV D0
o ﬁk@hﬁ NTP k45 a5 5, S MECE RGN T

Wt H il G AR R IR 55 B R DG A A

WEEWHE

R A H G il sy e BIsAT RS A AT S AR AR

SMA Hi&

SMA H &2l W M2 48 B EREAOC 1A, AR iR
A r SRR AT T S5 IS R 25 X e 25 PR R o

R HB UG ARG RINEE.

SNMP H &

SNMP H &4 id 565 SNMP W 25485 3 5 A O iR Bl 78 PR ik
AR, XA 2 A B &1 SNMP 153K
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BB B X H & | SRR B DX H i i S 55 7 R IS AP st 25 DX S REAH SR IR 1 o

REHE REHES W CLUREM A FIRBIM R AR L MG S, 4 status detail Fl
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A4 HE ARG HESCHLUNER: BafEE. DNS ARG BRI commit
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PRk
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Axieg |

0a
BRIER H A

T

i

Wb :

EREERLICRAE

P I S2Ae s H A R AR G L SCPE LKA ™ A4 R BRI 20« 5 P P A TG AR S e 67 5 1
W B P ER N L U NIV o R P R A Sy, e i M S U IO E B S A

B H &
Nl

FEAGIH, B D Ck H 7R T HI (admin) ) G SCMREEA I 3RAE S S R GUIN RSN T U5 %

M

<?xml version="1.0" encoding="IS0O-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<t--
XML generated by configuration change.
Change comment: added guest user
User: admin
Configuration are described as:

This table defines which local users are allowed to log into the system.

Product: M160 Messaging Gateway (tm) Appliance
Model Number: M160

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000

Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

Feature "Centralized Configuration Manager": Quantity = 10,
Feature "Centralized Reporting": Quantity = 10, Time Remaining
Feature "Centralized Tracking": Quantity = 10, Time Remaining
Time Remaining
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual”

Feature "Centralized Spam Quarantine": Quantity = 10,

-—>
<config>

£/ CLl &% A&
T AT LU F i i .

Table 4: CLI & #% B EFiHER

FiHER |1

T | ol (KA s 1) o

| EESEES
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(£ FTP fR%& 22

grrrrRsEas

FiHEE 1A
PID BT A IR E CLL 25k I HERE ID.
Higes MRS CLLiv4 . CLIE CHRER, 584 MR,

N
ARG F, CLI % #% H & SR % PID 16434 #i ALL R CLI fiv4: who. textconfig.

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n

\n
admin Wed 11AM 3m 45s 10.1.3.14 tail\nadmin 02:32PM Os 10.1.3.14
cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n- NEW
- Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]> '

=

TARS

NERANAWT FTP s #% H & i sk g5 B
Table 5: FTP HE%%% H IL.‘Q}E.L-I-ﬂ;I_ o
FIHES |17 AA
I TRJR | Hdl A I )
ID B ID. A FTP EBM 40 ID.
- HAS 4% H R BV 20 rT LU HASCPRIRS S B FTP ISR B sk bAR. ME I
%\Irk

2N

LEATRBI T, FTP 45 2% HGdst 7R (AD: ). s TAENIEREN 1P Mok DL AES) (B4R
A AR .

Wed Sep 8 18:03:06 2004 Info: Begin Logfile

Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: 00065BF3BA6D-9WFWC21
Wed Sep 8 18:03:06 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:03:06 2004 Info: System is coming up

Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds

Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS

Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

Fri Sep 10 08:08:57 2004 Info: ID:1 Download words.txt 1191 bytes

Fri Sep 10 08:09:06 2004 Info: ID:1 User admin logout

A&icE I
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B zsumees

£/ HTTP H &
T AT HITP H & it i

Table 6: 7 HTTP B E i RIS T EUIE

SR 1A
TRV | Kl X e i ) o

ID 2 1D,

req LTS TP Ml
P ER I 4

HE ARIPAT AR B . W RS GET 8k POST ir & s RGOS

7l

AR, HTTP H& B8 admin /75 GUI IS H. (BlInistT “ R4 E S [System Setup
Wizard]) -

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port 443
Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80

Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443

Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST
/system_administration/system setup wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsin&height=190 HTTP/1.1
200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=s&width=325&interval=0&type=recipientsin&height=190
HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

{ERNREHRE X HE

TR AT BRI B X H S TR sk I gTHE R

Table 7: 1R MR B X HESKITHER

SR |1
TRV | Kl K e i ) o
HE RS IEREUERAE CHSPE bR R . AR B DA TS5 84D .
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il

FEA R,

admin@example.com.

Mon
Mon
Mon
Mon
Mon

Aug
Aug
Aug
Aug
Aug

14
14
14
14
14

21

21

21

41
21:
141
21:
41

41

41

:47 2006 Info:
:47 2006 Info:
:47 2006 Info:
:47 2006 Info:
:47 2006 Info:

{5 IR BR S X GUI B8

TR SR TAELIR BT RR S IX GUI H Gl sk gt 5 B e

Table 8: ti 3R EBIFFR X GUI H

BHITER

fE AL RER AR X GUI B35

H & Bon it isf: (MID 8298624 F1 MID 8298625) M b B X 54T 5

ISQ: Releasing MID [8298624, 8298625] for all

ISQ: Delivering released MID 8298624 (skipping work queue)
ISQ: Released MID 8298624 to admin@example.com

ISQ: Delivering released MID 8298625 (skipping work queue)
ISQ: Released MID8298625 to admin@example.com

SRR

1L RA

Ay ) 3k

Kot 1R A 1) o

HE

3PS ERRPQ L)) PR O A VR RV AT s

il
FEATRBIF, HE SRR T RIS I A

Table 9: 3R BR R B X GUI B 75715

Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82

Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83

Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin

Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtL6ovyI5StCghCfO session:10.251.23.228
Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO session:10.251.23.228
Fri Aug 11 22:08:44 2006 Info: Authentication OK, user admin

{£ A3 AREME B &

RSB MR WEPHALE AR P PEA R . X8 H AR AR BRI, AT B T s
SEMBAF AL IS DU T RGP RE -
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B xc#usazsmm

KL H A TFEAMR RIS . (2, LIALIEMRE REA REE WA, 1 HA—E Sl
MR, HXREMGEE, ESHIRE RS MR (Tracking Service Overview).

TR AT SORIE H RS R R

Table 10: X AR 4 BB HHER

FitER | A

ICID VENERID. X5 ARG E T A SMTP & B3 EhR R . 7T LUl —/> SMTP i
Pl B B A e T T B R B RS .

DCID LR ID. X025 5 G RS A L B SMTP BB bRl ey, AL Ff
BT TR, REEWSRIR S S B4 E RID AR AW A%

RCID  |RPC #4 ID. X2 55 B3R SRR 25 X 7 (1 1A RPC R BRI o 12 U
TR WA 3 S5 S BEG 1 DX T ER BRI o

MID TR ID. AL ID BRERIRE H G R
RID WAEN ID. RGN R IR A3 1D
New WERCRIE.

R T4 BT e A

SRR B AR
S FE B 391 R L RS

)

Note [ :5SCfF it 84T KRGS o (EBLAXS E A THEAT S 5 AU TR BIiE0R .

Table 11: LA R H A EHER

1
Mon Apr 17 19:56:22 2003 Info: New SMTP ICID
5 interface Management (10.1.1.1) address
10.1.1.209 reverse dns host remotehost.com

verified yes

Mon Apr 17 19:57:20 2003 Info: Start MID 6
ICID 5

Mon Apr 17 19:57:20 2003 Info: MID 6 ICID 5
From: <sender@remotehost.com>

Mon Apr 17 19:58:06 2003 Info: MID 6 ICID 5
RID 0 To: <mary@yourdomain.com>
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st AERER

5
Mon Apr 17 19:59:52 2003 Info: MID 6 ready
100 bytes from <sender@remotehost.com>
6
Mon Apr 17 19:59:59 2003 Info: ICID 5 close
7
Mon Mar 31 20:10:58 2003 Info: New SMTP DCID
8 interface 192.168.42.42 address 10.5.3.25
8
Mon Mar 31 20:10:58 2003 Info: Delivery start
DCID 8 MID 6 to RID [O0]
9
Mon Mar 31 20:10:58 2003 Info: Message done
DCID 8 MID 6 to RID [O0]
10
Mon Mar 31 20:11:03 2003 Info: DCID 8 close

N TR b OSSO R R

Table 12: LR B 415 2 R {5

15 AR

do 3

1 RALFN R HHERIE BN ID (ICID) “5” o ZERAES M P #:0 ], FE WMk
10.1.1.209 HIZEFEENL LR,

2 | #E N R H MAIL FROM iy Ji, A HBEESSEE T HE2E ID (MID) “6” &

3 | UNRESZ R AT A i

4 BRI A EEAN ID (RID) “07 &

S |[#EXMID S5, KILENBAL I

6 |, BRBCERET

T | MAREE R IR . R AL T M 192.168.42.42 £ 10.5.3.25 (Fi4E % 4% ID (DCID) “8”
8 | JFHEIRID “0” [HHBIFALL%,

9 | M MID6 #| RID “0” [f{E%RI).

10 | HLREE BRI

XAER H S 5% Bl
LT (AR 4 B 00 8 F 46 H
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BB 11U

BLTh B R A4 £ i TR )

Axieg |

ARG PAWATE N — BB FEA B . ORI R e

Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com (1.2.3.4)
address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID '<37gva9$5uvbhel@mail.example.com>'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4

Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [O0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0] [ ('X-SBRS',
'None') ]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0

<37gva9$5uvbhe@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]

Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

FRINEY R (REIR[E))

FAT A NI B HEA R e )5, HARENLRF SXX AR, IXFORIBIF R el ik 2
AT AAEN . BEFERIAATEN, IF BB IIERYCAT A .

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address 64.81.204.225
Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

B 22 BTN R 1 B3R [B1 7R 151

—BIEEA B T ARSI, PR POR MO BB OR R A . 2B i,
IS Jle D A 3%

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address
error ('466', ['Mailbox temporarily full.']) []

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23 2003
Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
Mon Mar 31 20:01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [0]
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#4325 R (scanconfig) [

Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]
Mon Mar 31 20:01:33 2003 Info: DCID 16 close

B {134 45 3R (scanconfig)

B & MR

W 2RAEH] scanconfig iy & 2 WE AT ICTE 0 i b 2 4USE 0 I CAERBRIPERD 947208, IneUR $2
NPT -

If a message could not be deconstructed into its component parts in order to remove specified
attachments, the system should:

1. Deliver
2. Bounce
3. Drop
[3]>

PLUR A2 WA H & i dE s
FETCI3 B S scanconfig ¥ & 4 deliver .

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 RID O To: <joelexample.com>

Tue Aug 3 16:36:29 2004 Info: MID 256 Message-ID '<137398.@virus.org>"'

Tue Aug 3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:36:29 2004 Info: MID 256 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line seen

before first header

Tue Aug 3 16:36:29 2004 Info: ICID 44784 close

Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'
Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by antivirus
Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

FEICEE RIS scanconfig #E &4 drop.

Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID 0 To: <joe@example.com>

Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.Qvirus.org>"

Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line seen

before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop zip c'
Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

FEAM A, 2642 “HSAEIESCEE " A ARt g ds CRC BN SCRE B A Bl

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0s$d6efd8alS$@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient

A&icE I
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policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst’
Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

TER, =AM EE B4R Unicode #5350, EJCI% 7R Unicode 9280 [, IX S84 LLTI
FIRI T T BNt A s

4 BBIES B

\}

T/ AR E S SR EE T BE Calt-rept-to I JEAY . RIVILIBAFRAE NS L bee() Bl Bidi B
FOE WA EAE) SOIERifr. EEE HEN, ESrT e 28 A 4 2 ndiAh MID A1 DCID. %%
H AR+ Fros:

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

[

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter 'testfilt'

Note

“HEHN” 4 H U BLE ST AT 2 5, $RWIMERDE MID.

4 HI 4 2 3125 B a7 3R S B 28 X

FEFH PR WA IR BB B DI, MR AF H S 2 BRERHE RS 25 X R 50, ] RCID (RPC 344 ID) 45
W RPC IR, FELLUNHEPEH A, WA RARIC A B3 IS I a2 F 437 55 P e 2 X

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfil.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To: <stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-1D
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make it
a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfil.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local Spam

Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done
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Table 13: NTP BERIZREIGEIHER

{EANTP B

G2 | iR

F I | A A il o

(RS T S0 55 0T I 95 st ) 157 B 9 4 16 1) B0 i (SNTP) #1812 adjust: 7 5L
il

FEABIF, NTP HG s T EE ) NTP LN .

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652
Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096

Thu

Sep

9 08:
9 08:

44:59 2004
44:59 2004

Info:
Info:

sntp query host 10.1.1.23 delay 642 offset -1152

Thu Sep

ERHKREHE

TR SR TR H P Id R E B

Table 14: & BEFKITER

adjust: time const: 8 offset: -1152us next poll: 4096

(KB)

(KB)

(KB)

(KB)

(KB)

FiHER | A
N ¥ ALt
IFIAIER | B A 1) .
WE R R, R R,
N
FEAG 4R H& o TAE R B H SO0 BEE %
Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:39:53 2007 Info: Period month using 1328
Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-40
Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not found: 1692
Wed Oct 3 13:40:53 2007 Info: Period hour using 36800
Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)
Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:40:53 2007 Info: Period month using 1328
Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533 seconds
Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-41
Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not found: 1692
Wed Oct 3 13:41:53 2007 Info: Period hour using 36800
Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)
Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:41:53 2007 Info: Period month using 1328
Wed Oct 3

13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42

A&icE I



B s=anssas

ERKREERRE

PR R TR

it H

Axieg |

H&id =gt s .

Table 15: i S E M HELKIHER

FIitE2 |15 AR

iR IETE S A i €7 T S

HE I DS R I, ALHEH P S R A

Nl

FEAG R, RS HE SR T M 2007 45 8 H 29 HEI 10 A 10 H, 38474 H AL H I {F 7 B A i
W

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info:

Query: Merge query with handle 302610229 for

['MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM',

T FILTER',

'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',
'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTEN

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',
'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECI

PIENTS PROCESSED']
with key constraints
['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM'] returning results from 0
to 2 sort ascendin

None sorting on

g=False.
Tue Oct
Tue Oct

2 11:30:02 2007 Info:
2 11:30:02 2007 Info:

for rollup period "day" with interval range 2007-08-29 to 2007-10-01

Query: Closing query handle 302610229.
Query: Merge query with handle 302610230 for

['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL HARD BOUNCES',

'MAIL OUTGOING TRAFFIC SUMM

ARY.TOTAL RECIPIENTS']

with key constra
ints None sorting on ['MAIL_ OUTGOING TRAFFIC_SUMMARY.TOTAL HARD BOUNCES'] returning results
from 0 to 2 sort
~ascending=False.

Tue Oct

2 11:30:02 2007 Info:

[ERZ£53R/MEIEFTIFRRE

N R TAEZ A SIFR/MLIES R H B Pl g5 B

Table 16: 2 £ 5| R MIEFIRBFEHIHER

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',

for rollup period "day" with interval range 2007-08-29 to 2007-10-01

Query: Closing query handle 302610230.

SFiHER |1
T | ol (KA s 1) o
HE I RAHERI S, QA0 5 0 eSS
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Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version: 6.0.0-425
SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC: 10800 seconds
Fri Sep 28 14:22:33 2007 Info: System is coming up.
Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.
1 14:16:09 2007 Info: SLBL: The database snapshot has been created.
1 14:37:39 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database failed.
1 15:32:31 2007 Warning: SLBL: Adding senders to the database failed.
1 16:37:40 2007 Info: SLBL: The database snapshot has been created.

{€F SMA HE
T R T SMA iR IS .

Table 17: SMA B EGZiIHER

SFHER |1
T | ol (K A% it 1) o
HE %I BRI, SR B0 RAESESE

ZNdl

FEATRBIH, SMA H s o MBI 22 ik e N BEREA S AR BRER IR ST, JF o I 22 4 ik 25
AR S A T AR S5 o

Wed Oct 3 13:26:39 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.17
- /export/tracki

ng/tracking.@20071003T202244Z 20071003T202544Z.s

Wed Oct 3 13:28:11 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.15
- /export/tracki

ng/tracking.@20071003T202443Z 20071003T202743Z.s

Wed Oct 3 13:28:46 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.17
- /export/tracki

ng/tracking.@20071003T202544Z 20071003T202844Z.s

Wed Oct 3 13:31:27 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.15
- /export/tracki

ng/tracking.@20071003T202743Z 20071003T203043Z.s

Wed Oct 3 13:31:28 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from 172.29.0.15
- /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.000F1F6ECA7C-2RWDB51.v1.tgz

Wed Oct 3 13:31:53 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.17
- /export/tracki

ng/tracking.@20071003T202844z 20071003T203144Z.s

Wed Oct 3 13:32:31 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from 172.29.0.17
- /reporting/ou
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tgoing queue/rpx.2007-10-03-20-15Z.0019B9B316E4-JZ41PCl.v1.tgz

Wed Oct 3 13:34:40 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.15
- /export/tracki

ng/tracking.@20071003T203043Z2 20071003T203343Z.s

& RRZS

IL,\

REFELHE CLIREM AT ARG G ME S, (UFE status. status detail PA X dnsstatus
WIPR S logeonfig T setup FAan R E . IRESH

e WK

SRRV RS BOE SR A N IR E T

B 2 M AT

Table 18: 175 A 4115 8

itz | i8R

CPULd  |CPU FIHI %,

DskIO i 170 FIH %
RAMULl |RAM FIH %,

QKUsd CHI BRI 5] (KB).
QKFre "B A5 ] (KB).
CrtMID | {4 ID (MID).
CrtICID | \j% 4§ ID (ICID).
CRTDCID | f£1%3%#% ID (DCID).
InjMsg AR IR ECR .
InjRep FEN B N
GenBneRep | A= plt (R [ A K
RejRep | 4EZarii ik N Hh
DrpMsg | Z 55 (R fH 4
SttBncEvnt | #GE [A] () FHAEHUR .
CmpRep | 58 A AN E .
HrdBncRep | ffi 8 o] Rl f A Kk
DnsHrdBne | DN fifii [/ % 5 .
SXXHrdBne | 5XX fifiil 1] % & .
FltrHrdBne | jof 8258 iR ] 4

.EIlE%
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gaksas [

SHitES2 | i8R

ExpHrdBnc | js J i iR [ 40 &
OtrHrdBne | HCABAEIER [ £ &
DIVRep | CLABa it N B
DelRep CMMBR A N K
GIbUnsbHt | 4 J5yH i 11 b iy 4
ActvRep | [E7E A F A NS
UnatmptRep | A< S i AN
AtmptRep | BRI AN KR
CrtCncln | 4 pif (g A5t i 40
CrtCncOut | i ) H il I F L
DnsReq | DNS ik #L.

NetReq I 25175 SR H

CchHit G AL

CehMis | 217 F KK

CchEct AT H R

CchExp Gefrid

CPUTTm | 3 45 FH f CPU I}
CPUETm | (3 W Ji 8 AR 283 fr i i) o
MaxIO WA FRAEFD (¥ e K 1O A8
RamUsd | pECHEINAE (75D o
Swin BN A

SwOut Bt A A

SwPgln TNHI AT

SwPgOut | BTt ¥ A £ .

MMLen | R=Ze Pl A: AL
DstInMem | py £ eh ) H ARxE S5
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FitER  |RA

ResCon | By tarpit . X NMELF AR, K0 R GE M BUIR
WorkQ TAEBAB A S 2

QuarMsgs | R Gk & IX h & W AF AR CHILE 2N B8 B X P e ok 55— 00
QuarQKUsd | 2 45t b 25 X WS 1 AL T (115 1] (KB).

LogUsd oA H &S X E .
CASELd | CASE #94#i ©# 1Y) CPU H 43 L,

TotalLd CPU SAIH %,

LogAvail | m] F -3~ H & S (AL 23 1] 4
EuQ 7 5 IS O 2 DX PR S
EuqRls 7 5 I B 125 DX A T A [ S K

il

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608
CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp 6318
DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15 FltrHrdBnc
0 ExpHrdBnc 1 OtrHrdBnc O DlvRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp O UnatmptRcp 0 AtmptRcp
0 CrtCncIn O CrtCncOut O DnsReqg 143736 NetReqg 224227 CchHit 469058 CchMis 504791 CchEct

15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd 21528056 MMLen 0 DstInMem 4
ResCon 0 WorkQ 0 QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd 0 BMLd O CASELd 3 Totalld 3 LogAvail
17G EuQ 0 EugRls O

ERRFEHE

TR SR THERG H SR E e

Table 19: 2%t REFKITER

FitHER | AR
IR | A A T

HE WA

il
FEATRBI, REHE R T2 H, WA IRA A& I ™ (A R AN A (14603

Wed Sep 8 18:02:45 2004 Info: Version: 6.0.0-206 SN: XXXXXXXXXXXX-XXX
Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: O seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache
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Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes: SSW:Passphrase

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes: Completed Web::SSW
Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added a second CLI log
for examples

Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI

log.

IL,\

PRER H LR T 5K AsyncOS HYRBPFIRAEIIAE B . M8 S S & el H G

T S PR R LA SRR AR i R ER A 2 H T R R R R A S, Rt
EEE/T\ I Ezjjzu [fl"J o EEE/T\ El I I:F' Ij/J'fFl l% Tﬂf'f A%Iﬂl}:ﬁﬁj\*ﬁ‘ Dg o

T PR, R H A& L ks Ol s AR . 5 B ARS8 Ky, A R
PEAL SRR P a4 fa v e N DL D18, B4 T 1A T LU R AE:  http://tinyurl.com/3¢518r.

[EHEZHEE

% H IO AAA CBHBSRIE. SRR FfF. KZHUE BT Uik s “BRis” 40,
HiZB A& B RAI:
s fEARGI, HAEER THT (Bl admin) i
© DR BE I Web Ft 1.

* DA Web ST o

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Event: Successful login

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session established
successfully

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: User logged out

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session terminated

EARFIR, HEBRMAPT Bl admin) BT 1ogcontig CLI x4,

Thu Oct 8 13:33:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'logconfig'

Thu Oct 8 13:33:46 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'Enter'

s LEAMIT, HEBRHST 0 admin) &F T HASHIIH Web A ) GUI T .

Thu Oct 8 13:35:07 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,
Source IP: 192.168.1.1, Location: /network/dns, Event: User visited the web page.

s FEABIT,  H &SR Web FHIREEH T (B0 admin) FINE] T A, HARRATE .
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Thu Oct 8 13:36:30 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Added
user "admin" and changes

will reflect after commit.

Thu Oct 8 13:37:22 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Deleted
user "admin" and changes

will reflect after commit.

FEAGIH, HEZZRHT (Bl admin) 5T T AE BRI Web St E ARSI T HE 5

Thu Oct 8 13:39:44 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,
Source IP: 192.168.1.1, Location: /commit, Event: User discarded all uncommitted changes.

EAG, HE&E B (Bt admin) 83 T P AR CLI 3242 1 5 k.

Thu Oct 8 13:41:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,
Source IP: 192.168.1.1, Event: User discarded all uncommitted changes.

EAG T, HEBRES (Fi admin) 5 Web UL 25 iG 8 34T T Bl & 5 K.

N

E OEAAE “BEIEHE” (Configuration History Logs) XA
B 0 H SRR, T LU B 78 B T AT O T S ()
ZHAE R

Thu Oct 8 13:45:46 2020 Info: Appliance: maill.example.com, User: admin,

Event: The following configuration changes were commited with comment - 'N/A'

Thu Oct 8 13:45:46 2020 Info: * [standalone] Number of seconds before the Web UI session
times out.

ARG, HERRT BT SUERI, AsyncOS APT JGiE3RHH & 1T H .

Thu Oct 8 13:52:28 2020 Debug: 08/0ct/2020 13:52:28 +0000 Error - Code: 401,
Details: Unauthorized (No permission -- see authorization schemes)

Thu Oct 8 13:52:28 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Role Not Available, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Location: GET /sma/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: User is not
valid.

AR, HEERTHTSMRAESIS, AsyncOS API ] PLFRERH &1TH

Thu Oct 8 13:52:37 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,
Location: GET /sma/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: API Access
Success.

s FEABIF,  HE SR

| EESEES

* ffH CLUHE BT P (Bl admin) WRINE T 8%, FRIEAS TS,
* i1 CLI fE ¥ BB T HLA AL iR PR B, (HARSEAT T

Thu Oct 8 13:42:48 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin, Source IP: 192.168.1.1, Event: Added user "hops" and changes will
reflect
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after commit
Thu Oct 8 13:43:26 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,

User: admin,
Source IP: 192.168.1.1, Event: Updated user "hops" and changes will reflect after

commit

s FEABIF, HE SR (B admin) £EBEEAE Web i AT T RBAFERERE R .

User: admin,

Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET /sma/api/v2.0/message-tracking/messages?startDate=2020-10-12T00:00:00.000z
&endDate=2020-10-12T04:13:00.000Z&ciscoHost=A11 Hosts&searchOption=messages&offset=0&1imit=100
HTTP/1.0,

Event: API Access Success.

A\

i FEBLARIROHT Web S0 ESATIERAE (B, BRER, IRih BRE
B 3020 oMU T IR (O MR APT 3 H s

* MeE HA&ITH, on page 27

* 7& GUI it H & 1T, on page 29
o MU H &% 4 R E, on page 30
* WA H HEITH , on page 31

* BLE EHLE5A, on page 33

BB HEITH

i vTﬂﬂAC'J@(iUHV\]#ﬁéu%@c@fl‘ﬂvEﬁﬁ%ﬂ’]ﬁﬁ/\EIMI#FO ARGt 0T BT HE%
Rl oy — AL gde) OANBERIZD o 8%, HATHEAL NEtE:

Table 20: B 53148

BiE 15 BA

HdZm B XGCFEME SRR HET AR AR ER, i
2 H G 2L on page 5.

ZFR BRI B 28k 22 1 B ET R LR

H&E U4 (Log Filename)

SAFE NN LRk R ARG L G WAL BB,
TR EE— [ H RS SCPE A2 RAR PR % H RS SRR 4

&3 K/INE Bl (Rollover by File
Size)

SCAFAER B BB Z il LU R e KR

A7 IE“:R".
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EESE
B 15 AR
F W T 3l (Rollover by Time) e I AR AR ] TR) PR B0 BB H G S0 8 S0 H & R A AR S vt &l,
on page 31T,
R PR TEFRE I RS N AR 50, B8 H SOl )
e KA
BRI )G A A 10 #
H & 20 (Log Level) BEAS HET B PEE B0
K% 51k (Retrieval Method) T B &AL H & SO 7
’TEH% %iﬁiﬁ‘% > %Z}E-’-’é‘fi > H I:E\ﬂ—ﬁﬁﬁﬁ (Ejz CLI ':F' El/‘] logconfig ﬁéﬁ/@‘\) EEE E[;ju,:\i/Tﬂ% ° ?\éﬁ/ﬁ\%
NN R ZRAY, AR SR I 2L, on page SPTR. W T RZEHERE, REWSERE A
HATHESHHEY (log level).
S
Note {5 BRpic & ) shic s H ks fn SR TN I 5 g sl it si H B Bk e i VR RO BB In k0 5 2 i 11
LAHALE. AEBE& > RZRAEE > AFITHIUN b, YRERREE N2 HE PO 04 ik
Pt WIRIEAE CLI ] 10gcontig T, THEILFRIHEN vo
wEHELRF

F A A G (5 R, LR A DU TR b, 1506 10 1 900 A
k.

TR S g0 i B2 QU SRR HAESCrE, B AR GevE R A S KA . PR 0 H S Z0 B E
FE RIS ) H S ZON BEE P LB I BT T S A S A B BB TR U0 5T, RGNt

Res W N
Note  facuy Uy Al H 5 SR H5 5 AR 1 H A0 s 4l
Table 21: B 53
HE%RA 15 AR
P PO R IS RS I H AU B E . B HEZ, Bkt e =
B &Es); 202, HESUHASGAETE HEZOMNIB DA 21 5 KN itk
HEZSR T REHES S B (Alert).
it

{55 8. (Information)

SR RGEAAE S . b BB, oot ge i aimsh. H
BICFLAE “™ I (Critical) HAGE SN HEPUE B E AR/ e HEGRLLT R
i &g “#4” (Warning).

WK RGP RAE . 10, 2l AT LR 2. (5 B 4002
A IS BE . WHEBIOIRU T REHEZ0 “f587 (Info).
| EESEES




| B&ies

zeusazasiTA |

HERA! 15 FA
i HAE “A5 87 HSBZOMC R I B TR Ao B R AT WebreslE bR, i1

“UL” (Debug) HAEZ M. BB BEE, RIGRESIERAG . BHER
MRELT RGEHEZ0 “iik” (Debug).

BRI WK THPER . B Ok “BRER” HEZONMEIT N AT . A8 0
SIERUTE I RGNERE TR, @UCAZMEH . b HERONRIT R H E S
“IR” (Debug).

£ GUI FEZBERITH

SB[ Web FHHI fE 2 M D, ik B uin Web S

$IE2  FEEIRF (Management Appliance) > R EIE (System Administration) > BT (Log Subscriptions) T
b, HdiRn BARITHA (Add Log Subscription).

PR3 PG, A E H i HE AR H &S ARG 2K

B4 WHEH, RS RN.

WIS WHEH, R RS HAER H . ORI T B R R R . A OGTEAE B, 1S H R RIR AL TR, on
page 3.

W6 WG, VR REVEEN (R EA FRE B SO s K S

BT WHLEH, R H &S .

P8 (UMREED Ll R HE) EFERAH P4,
Note AR L TR I A TR E . A RS TP AL B D7 e S H A Nl g, wiieds “ 27 DIEHE

HALHE 14

PR flE HERR T,

A [ R NG

#w%E H ST i)

S it “HETH” (Log Subscriptions) UL L “HESFL” (Log Name) 419 1) H & L FR o
PIR2 BB HE .
PRI RTINS

A&icE I
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EEEHTidRBIEREE
ARG A SUARIAE HEFRE H S e i R G 5br. MH “HEITH” wmp “eRwE” 5%
SRR ETLA (8¢ CLI HHY logeonfig -> setup f74) HLE LA N A
* RGAECKARPR Z AR I CRURD A A7)
I SRHE AR ID Ay
o ST IC SR ZEFE M N R A AR
o JETTIC LG MR (1) 3 AR
o NAZ RN A S 1R Sk
P R e A H BT AT P A DL R =0 ¢

o WEPEID AP RACE T REIET, AR HEAF AR 2 il s LI AF ID A5k CnRA7) o BblBA: ID Al fig
ok AR IS 2 AT BE T AsyncOS ZE R, 140

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-1D Message-ID-Content

o JEFEMIL: WURECE TR, Rl SRR IS A AR SR ASACS C R AT D o il

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

TR N H R AR A S SMTP X676 HH 18] W . DATA iy & J5 W BTS2 i) SCAR . AEARBIT, 7
R LR B A 2 J5 I R B2 “queued as 9C8B425DAT7” .

[...]
250 ok hostname
250 Ok: queued as 9C8B425DA7

RESNFFR LB A X, PR 58 “OK” 57 (FE250 M NAEDLRD o UNFRFERR
RHEA AR i, BOAESCT, RN AT LU 245 3ok i Y DATA % @ 250
Ok: Message MID accepted. K, WU FHLE 7 — MERIN R 22w &, Wsidx “Message
MID accepted” .

o G AR R BRI, Rk R AR AR J A AU AR AE H S

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joe@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'
Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

RIS K

A, HEBAFEE RGN, A DB MBE R S A . BT DA “ H T B2 Rk
" (Log Subscriptions Global Settings) T [f_I= (i@ CLI #1H] logconfig -> logheaders Ffr4) f§
JE BESRINFR e A S (E SCAHB A AR R R H AR h i s 48 @ BB AR . SRS S Ao, IR
Gioxid sk Aa A MAME . WERBATE S, WIASAE HEP D RARATE R .

| EESEES
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miemou EERezn2ERE

\}

Note i (b SRS SRIGUBAF RIS RE T, RERVEASAEAE TUBAF T A5k, AR N HEIdRRE T
fr k2 it

\)

Note  SMTP W3 f1) RFC £i7 T http://www.fags.org/rfes/rfc2821.html I 5& S 7 & SUHIME Ko

Note 1 5 LLidiid logheaders T &ML E T ZAd KI5, WITEALAE R 58 Bon Sk E R

Table 22: Log Headers

fFka |FERBBRR
R

fH EARSSEPRIPEa

B, $53E “date, x-subject” 11 ZL R bR 2 3 ELA M AT HBLAERRE H &

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0] [('date', 'Tue, 31 May
2005 10:13:18 -0700'), ('x-subject', 'Logging this header')]

BEEM GUIECE HRICRER/RE

HIE1 i “HAEITTY” (Log Subscriptions) T “ 4R & ” (Global Settings) # 7 H [) 4w481& B (Edit Settings) #4H «
W2 7€ RGIRAINE AT EL I ID AR RS AR H &b e ERE e A e B DL R B Ak 35 A 1) J s 3 b

i,
ARIXELR B EAME R, 1ESECE H &0 4 R E, on page 30,

PR3 A LHE H S & MR AL k. TS5 2R H .
TR A FAIFINE L

REIEFHHEFRITH

TR BN ST H &SRS, AsyncOS 24T LU T #i A

o APV SN OB R AR (KN R QUE BT (0 H S, IFEI 7R “c” IR STy ds i AT
* B EoBr i) HS SOy 4 o0 AT 7 RE “s” s, Ron CijAfr

o KB ORAr 1 H AR SO ) G FE AL (WSR3 L)

o ANTR] 37 P AR LA AS e Zh BAEATT H G SCAE - CIn R T3R5

| A&icE I
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« FERRIL BERAT IS0 SR, IR LT R e SO Cln S T4 )
I S
RENEFEHEITHARIEE

THZ I H G PR AL Fir TR, on page 3.

£/ GUI ;ZENRBNEFAE

P17 “HEITH” (Log Subscriptions) BT L, 1% BRSNS H 354 M SLIEAE
P2 (AR e EER (All) RIEHEERR S F T H &
PR3 P IRIRENEFH (Rollover Now) #%41l.

What to do next
< WA EH HEIT M H G, on page 32

* 33 CLI AZEIYRS) S8 H &, on page 32

1837 CLI AL RR AN E# HE
51 rollovernow i 4 [ AN S HE T AT H A0, MBI s B s 10 FI 35 SCH

EFGUI FEFMIEERE

Ll GUI &8 HE S, J7doEfE “HEITH” (Log Subscriptions) B ik ) “ H&
FR” (Log Name) #rh T H & B . il HAETTH BN, RESTRERANS . i HE
SCAFHVRBERT L. fnr DL Horp— AN H AR SOfE, DU AR S a8 b A BO LR AE B A .
JAE “HF L7 (Management) 4 1B ] FTP JIg5 4 v LAE GUI Hh & H &

EFEHERHSEHFE (tail 5)

AsyncOS ¥ #F tail fir 4, %S4 BoRAE B FRCE I HE M EH 4 H . K tail iy 2 2 8 24 Hri
BERHENGSUBEE . % Ctrl-C 7] M tail iy 4 HiEH .

N

Note f& oidai@id (1 tail fiv & A A L& I sid st H . (S48 ] FTP 5 SCP.
il

FELLUROREI, tail in T EERGEHE. tail iy 20832 HEXM A SE, #li: tail

system_logs

| EESEES



| B&ies

rainzs [

Welcome to the M600 Messaging Gateway(tm) Appliance

example.srv> tail

Currently configured logs:

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"euq logs" Type: " Spam Quarantine Logs" Retrieval: FTP Poll
"euqgui_ logs" Type: "Spam Quarantine GUI Logs" Retrieval: FTP Poll
"gui_ logs" Type: "HTTP Logs" Retrieval: FTP Poll

"mail logs" Type: "Text Mail Logs" Retrieval: FTP Poll

"reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
"reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
"slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

9. "smad_logs" Type: "SMA Logs" Retrieval: FTP Poll

10. "system logs" Type: "System Logs" Retrieval: FTP Poll

11. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 10

Press Ctrl-C to stop.

Thu Sep 27 00:18:56 2007 Info: Begin Logfile

Thu Sep 27 00:18:56 2007 Info: Version: 6.0.0-422 SN: 001143583D73-FTI9GP61
Thu Sep 27 00:18:56 2007 Info: Time offset from UTC: 0 seconds

Thu Sep 27 00:18:47 2007 Info: System is coming up.

Thu Sep 27 00:23:05 2007 Warning: DNS query network error '[Errno 64] Host is down' to
'172.16.0.3" looking up 'downloads.cisco.com'

Fri Sep 28 22:20:08 2007 Info: PID 688: User admin commit changes:

Fri Sep 28 23:06:15 2007 Info: PID 688: User admin commit changes:
“Cexample.srv>

0 Joy bW N

BoE EHEH A

N

A4 b IR P 252 4 B A6 HERE SULAB AR S5 2% 1, 41 logeonfig -> hostkeyconfig 1 iy 4 7 HL 55 SSH
WA B I EHL . SSH RS 23U RAT — X T LB — MRBIR A A9, L EH R PISE
BIE SSH RS2 b, RO RV SEALBER . A S HLE I T 43 AL4S 22 15 SSH R S5 98 A2 HL (K AE A
KPS

Note

LU EH Y], WS A T R R B B ) A B A2 Ah T (SSH) T

hostkeyconfig F iy & AT LA T ZhfE:

Table 23: B £ HE R - FH LTIk

we LA

New S T

Edit BERIA .
Delete WA 254,
Scan B3 M N H.
Print WIREH,

A&icE I
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3z
4

1t AR
FHL WRRFTEHEY . X EERCEAETFE RSN “known_hosts” SCAFH FI{E

Fingerprint | i 7 5 48 AL PIHR L0

User BoR¥ HEHEX BT R N R S ALY . XA E SCP XTI A A — 254 . X Je 3
JCEAE L RE RSEN) “authorized keys” SCAFH HI{E

il
FELL 7R B, X e 44 AL PIF 0 BRI 9

mail3.example.com> logconfig

Currently configured logs:

[ 1ist of logs
]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSH2:rsa

2. SSH2:dsa

3. All

[3]1>

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed

]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed

]

Add the preceding host key(s) for mail3.example.com? [Y]>

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed
]

2. mail3.example.com ssh-rsa [ key displayed
]

3. mail3.example.com 1024 35 [ key displayed
]

| EESEES
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Choose the operation you want to perform:

NEW - Add a new key.

EDIT - Modify a key.

DELETE - Remove a key.

SCAN - Automatically download a host key.
PRINT - Display a key.

HOST - Display system host keys.

FINGERPRINT - Display system host key fingerprints.

USER - Display system user keys.

(1>

Currently configured logs:

[

list of configured logs

Choose the operation you want to perform:

NEW - Create a new log.

EDIT - Modify a log subscription.

DELETE - Remove a log subscription.
SETUP - General settings.

LOGHEADERS - Configure headers to log.
HOSTKEYCONFIG - Configure SSH host keys.

(1>

mail3.example.com> commit

rainzs [
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