{£F Umbrella B z1Bz i8R EEL R =

EARZTF, FATKIRAT Umbrella F Z)B5E SEPR N o A ZBIFENNA T 5. Mg
Hh EAESEER RN AT P A . B oA STt T A T 1 v B R

* Cisco Umbrella H&fEmE , 1 71

o ARF, 200

o S EGIE S EE? , 3T

s put, B3

o MZEHE , EB 3 L

* SASE Umbrella BI85 52, 28 5 11

« B2 & Umbrella SASE BXiERIRTIRE M, 5 1L

* L& Umbrella H 215538 1 om 2o fE 5y, 55 6 0L

* 2 Umbrella fi & SASE B%i& , % 7 7l

s BCEFRSE M, 210 0t

* Jy DNS fil Web i S AL &Y ACL, 5§ 11 1L

* 7y DNS 1 Web it = iC & PBR 5lg , 25 12 71

« WENCE ., B3 W

* I51F SASE Umbrella BEE #5513 7T

* Umbrella [ 8hBE MFFHER: . 25 18 1T

o HAWEYR , 2B 19 0L

Cisco Umbrella B 518

1A% ARG (DNS) s Rl # F PG LI L. 90% (13 AR AR fl ] DNS CRYE:  JRL%
EWTHRED o R, VP2 AHLURRA A DNS Ul Ll DNS b R i) 22 44 it .
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{b Cisco Umbrella

L4 n
" ﬁ / NG
v
DNS-layer Secure web Cloud-delivered Cloud access Interactive
security gateway firewall security broker threat intel

(CASB)

$ BE=Ez

SD-WAN ON/OFF NETWORK DEVICES

CiscoUmbrella /& —MET 2 B MG, AT 2 2 i) B BoPrBifHl . Umbrella £
BT DNS JZ% 4, w4l 5t (CASB) ifE. = A AT B kBSR4 4> Web WG, TGI8 5 SEHLIL ¥t
P, FSREPEAL E T R A . fEARVFEIELE U A BB 2 /T, 5 R R e IR i n) LA
LA NG SCHIE F 3l 0% B 53T ) Umbrella sigE AT 25

MHACA 7.3 FF6, Cisco Secure Firewall Management Center 32 1F Umbrella 724 .1 [ 2% (SIG) £E %
M E S REIERCE , Al 4% 15 4 REfEF DNS A1 Web it 8% & %) Umbrella SIG, DAl SIG f#i& it

AT &R 9E .

1E Cisco Umbrella ' 32 X [ DNS 1 Web k& w1 id Cisco Secure Firewall N T4, XA AT

FRPETE Sk 13k 42 B AN 3G E TS 3K

EHAORAE T —ASHTIE T 10 S TR A AT R A L RS T, NI e B R 2 875 <K 355 bl 97 1)
FI1 Cisco Umbrella - [ & A58,

BRI Umbrella API i Cisco Umbrella EHHE & IS HNCE M EEBEIE . K5, FEIFL
AR Umbrella #ds 0138, JRREICE IR ST, DLBtkFEN SASE #idh iyt . R 45kE
TEE AL B PR & b, R B0 SE G S5 7 Cisco Umbrella b HZNEIHE . XHIT AN
08 FH P R e 7 N 48— 1¥) DNS T Web S

1ifi  Cisco Umbrella {3 E. 156 P 3 1 AL A0 55 -

© FERESATATIES L AT, AEDNSJZA TR AN K 2 4x, ik > B2 ook i 8ot C AR SR,
RERI L -

* 4 DNS #ZHISIE RGP CRIBH P ARES D .

* Umbrella £ 2 7EE B3 7 2 5t e B 25385 3K DL B RURAE . R A 454 fa FifeE
DR 28 (1) oI, AT Bt N 185 (1) X 5% B 8 i 2 AT S L BHLIE o I 4 S B T AN R P S e
R B B D

s L EB P kB Thae, Bl URL L JER1 TLS fif 2 .
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| 15 Umbrella & 3% &R EHER TS

wEpEmascn: [

* HENFEEBEE R A AR B O M T e D IO BC
* Umbrella 4% TR - 1K) B 3 199 25 B T C A

AE R EFESED?

=

RSz

Umbrella SASE H ZhFEIEAC & 1 HARSZ A 7 DT BN ORI Al P 2% SRR B TT B1BA . P 4845 B
SR N Gy AT T OB R RS HE I 22 Al R IR ik 7 58, TR A 22 Bl (i e B A S B
Umbrella SASE [H 2l B8 il 5 i W1RE W 5 DI E6 S SROMN 5 M 268 22 4 Tl AKAz REIE RN 50 A SUe 2
TR ARSI N B

IT &2 51 Alice 1 o & BEZH 2N 1T SEmbd it JE i PR HL 22 4. Alice TR 21 W0 48 25 0] 1) Jop 5 H AH 1,
T R HGRAT J 0 22 480, B I EATRIVE AR I I By, s 1« SR R M 48 44

Sally 5 — AL 2 7] TAFR BT, A H] 23 5] B R 2% U ) FICR, AT TARARSC 135 3l
Bt aRp:?

WERBAE N R A, 3 Tl RESAEZ ARSI O B U7 RO E i AR 30 H A, e
LGN W 2 2z A R K R o

SIG &R an Al Rk o) 5 ?

Alice 1l [ 73 STHLRI B KBS AT Cisco Umbrella St T U2 2471k 57 KB% A £ AN 3l 22 4>
B, A H A2 T Web Fl3lE Web (#1251 . Umbrella i i3 7E DNS F11 Web 23445 B & 4%, 1P 1 URL
AR 3l 22 4

Sally 3 7% 21| E 46 o 5l B AE 45 577 K 3% A1 Umbrella FHIE T .

AND PA RIS R J #ANS AN AE Umbrella iR H & XARIAR R DNS FiT Web $5m% . i TS0 73X
— R R, AL IAE N2 4s, R HRANVEAE 0 I 25 ok

FEXFRR AR, S S A e B AE A S o AE NI, R ity 43 2 LA A S Bl bt
3 WKST BR, 4> 32 WA B 4819 k5 5 NGFWBR1. £ NGFWBRI #il Cisco Umbrella 2 [A]fi & T
SIG 3% .
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B saseumbrena i s

2: 3T Umbrella B zhhZ B EC & B M 48 HA$H

Roaming
Client

PS Management Internet ‘
I 3

g N \
i Center \ :
B ’ Safe SaaS 3

Applications

IT Administrator ‘ :

A iy x

brey,
la
ARy Nteg,
(e Atiop,

Cisco
DNS/Web Traffic SIG Tunnel Umbrella
. corressorssscsssserestorrsseoseseetl ML Fhoeeee DNS/b ....... t .......... |SP ............ q
- R =)

v

On-prem \/
Employee Intgrnal Branch

Client Threat Defense
(WKST BR) (NGFWBRT) e > Blocked Request

e3P Safe Request

45 DNS FM 259 fe# il 1 SIG B¥ i & 2% %] Cisco Umbrella, AR 4 Umbrella DNS 1% 4% 5 g 34 T
AF. RVFEBHIE. XREE T HIEMSY", —Z i Cisco Secure Threat Defense 7EASHL S, 75— /2
Cisco Umbrella 7£ =L,

T DNS Jife:

1. 1R Cisco Umbrella £l 21 A< 70 2 (A3 1K) DNS 153K, B0 A iz ik (5 2.
2. WM 2R ARk, DNS kiSRRI, A& P EUCEE Z M
3. WS 2 A, DNS SRS AT, & ) a] DL )i k.

SASE Umbrella % & #9 & 5 32 2%
o W ORAER B0 R ) BA HY P20 Dh BE R REASVF T E
o SAISCHE T i) LRI (0 b 9 A B2 101 i 44 outside sRBAIC Dl ATZE .
* U2k SASE Ji4MM) Umbrella #5325 IEAEISAT, 520 9B MR %40 4b o
* FLE %) Umbrella DC, 15l #44> Umbrella DC & il HAG AH [ g by 7 18 2 i PR AH [0 43 4B

o SEEUYN DL v ERCE SN, AR 1 BT VTT R HLEATA ] Umbrella DC (¥4
CIECEE

fi2 ZE Umbrella SASE B8 B9 B2 &4
o A P T £ FE A S8 I D A LR TR
o BV RTIE 43 Bl 31 v
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/get-started-device-management.html#Cisco_Task.dita_7e8a6572-d376-4c67-aa6f-1aca9cdbc7c6
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/730/management-center-admin-73/system-licenses.html#concept_5B8D7BC78F154A34A31118D05B26D851

| 15 Umbrella & 3% &R EHER TS
SASE Umbrella it g s ]

o« JEICM U RV INES o TS DS INFRA K

o JCEHI T B B B ¥ NAT

o QIR ] 45 1 s

o BIIHAAT Cisco Umbrella 224> FLIC P M 5% (SIG) JeAlihi il H 2l SIG 4 9 il k.

o 2R L BAT D I T BE KA REVE A UERK /1, A AR E B O TE Umbrella F4528 %AE

* @1t http:/login.umbrella.com Umbrella, 3KHUY Cisco Umbrella £ 37IE P s A5 S o A ORE 2E
HHL A BLJ7 [n) management.api.umbrella.como

o SN BE ALV B Cisco Umbrella 221,  F14E Cisco Umbrella 32 4% = 20 B8 B A C 4 P 2% 4H
I PR o X4 A Cisco Umbrella = SRHUELH PO AR S o BB Z07E IR} Umbrella 3442
R ETREHR ID. ME L. MR H R M 4% 1% 1552 T

HREER, HSH:
* Bt® Cisco Umbrella &1 &

o LS HE R UL Umbrella Z40F1 Cisco Umbrella API %51

* A OR AT A BPM S A7 1) Umbrella i oty o

* BHOR BN R SRR IE TS Y VPN, I SZREAMIBEIE ID (7.1.0 ZE A o AT LIFE
FHIHRL 7.3.0 M5 R RRAS A B SRR HURE IE 1D (1) SASE F%iE o

SASE Umbrella %18 Y B2 (£ 55 %

© WORAEAS B b R H RS H DRI AR I B AR VR AT IE

o FAISCHE T i) LRI (0 b9 A B2 101 i 44 outside mRBAIC R RIS .

* IR SASE $i4MK) Umbrella #5325 IEAEIZAT, 1520 Sl sl R %40 4h

* BN E £ Umbrella DC, 1514 FH £-47 Umbrella DC 52 il 2ATAH [ i 97 460 2% i 1FAH [F] 46 45

o YRR A S G E A L, TR B O AT VT 2 2 AT 4H ) Umbrella DC [#4H
EEZENE

B & Umbrella SASE [% B8 BIIR 5514
o {152 2% 1 BB 50 G 977 AN ) G T
o PSEVFRIE S e 2 1 £
o S E RS ) A IS o 1S N N A S .
o i B H T U B A A NAT
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/access-policies.html#ID-2176-00000240
http://login.umbrella.com/
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-dns.html#ID-2224-00000005
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/vpn-s2s.html?bookSearch=true#Cisco_Concept.dita_92d7e7ad-75de-4f96-9b13-6008de3a91f0
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/get-started-device-management.html#Cisco_Task.dita_7e8a6572-d376-4c67-aa6f-1aca9cdbc7c6
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/730/management-center-admin-73/system-licenses.html#concept_5B8D7BC78F154A34A31118D05B26D851
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548

£ Umbrella & SBSiER 4P EEL R &
B =2 unbrella BamsiEmimzRiEs

o QR SE AT ) Fas i SR
» B Cisco Umbrella %4> TLEE N W 5C (SIG) FEAiliki T FHEL SIG % 9% il FH Al
o Rz B A H s D Re R BEVE RTIERK 7, A B W BETRUAE Umbrella b2 BEIE o

* 1@ http://login.umbrella.com Umbrella, ¥KH{5 Cisco Umbrella ZE 3/ BT 5 MG B #REH
H0yA] BL7 7] management.api.umbrella.com.

o TRAINAE & PR FLCMA M Cisco Umbrella ZHZY, F1-4F Cisco Umbrella 7%+ 5 2% W & H G B4 B354
FEBIRAES o IXKE M Cisco Umbrella 2 SREUCEAR O E(E B ik 42070 L Umbrella 1% 4%
IR E PO E AR ID. PR, PYE 5 2% S RN H i Y 45158 454 T

HRFEN, 50N
* fil'E Cisco Umbrella &3 4% &

o WL B R Umbrella 24081 Cisco Umbrella API %5 %]

o B R AT BB A8 U7 ) Umbrella 2085 4100

o BPR B B R G SRR T G VPN, JESZREAHIERIE ID (7.1.0 KB mhiiAs) o #na] LAZE
FFHIL 7.3.0 M5 RS A B SCREACHBRE I 1D (1) SASE FE i o

B & Umbrella B 31F% &8 R im 2 im 12 5
PL R IRAEE 369H T ECisco Secure Firewall Management Center "1t ‘& SASE F# i i) TAEHFE .

N
Cisco Umbrella @ Generate and
copy API keys

N ) (" (A ) _ =
Management \g/‘ Configure the \\9 Confgure a ‘\\4/‘Conflgure a (\5) Configure an <\6> Configure a
center Cisco SASE tunnel static route extended ACL ~ PBR policy for
Umbrella —> anddeploy —» —>  object for — DNS and web
connection configuration DNS and web traffic
traffic
N (7
(8 ) Verify tunnel \\7> Deploy
~ deployment ~ configuration
<— onthreat
defense
TR’ Ll
(1) (g4 1 Cisco Umbrella 42 e If S APL#HH . 18 2 WL HE 0
— Umbrella Z#{fl1 Cisco Umbrella API %54,

Il /5 Umbrella B 355 E R BB R E


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/access-policies.html#ID-2176-00000240
http://login.umbrella.com/
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-dns.html#ID-2224-00000005
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/vpn-s2s.html?bookSearch=true#Cisco_Concept.dita_92d7e7ad-75de-4f96-9b13-6008de3a91f0
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/vpn-s2s.html?bookSearch=true#Cisco_Concept.dita_92d7e7ad-75de-4f96-9b13-6008de3a91f0
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/vpn-s2s.html?bookSearch=true#Cisco_Concept.dita_92d7e7ad-75de-4f96-9b13-6008de3a91f0

| 15 Umbrella & 3% &R EHER TS

% Umbrella 528 SASE psis [l

FIE 15t AR

2 CArEE4t) W& Cisco Umbrella iz, 152 W NLH Cisco Umbrella 4 1% B -

3 G SASE BEEI AL BB FIERCE . 1§55 O Umbrella iU A SASE F&iH
, BT,

4 Bl E A L. E20 B EASKD . 5510 7.

5 j DNS Fl Web Wi BB ACL X%, &S & DNS Fl Web i B it &4 &
ACL, %11

6 7y DNS F1 Web it £ ic & PBR El%. &2 4 b DNS F1 Web i =l & PBR 5K
W, 127

7 TE BB EE B . WS B

8 IUF PRI . S R SASE Umbrella [FIEHRE , 55 13 1L,

77 Umbrella Bic & SASE [i%1&

FiaZ /i
ARIE A E iCE Umbrella SASE FEIE RIS, 28 4 1 1 SASE Umbrella i (F 5528k , 26
4 T,

HRBEH L, PR & (Devices) > VPN > ifi &8 (Site To Site).
fili + SASE ##h (+ SASE Topology) LLfT I SASE $#H4h ] 5 .
Hy \ME—#RMNRFR (Topology Name) 7 FATT 7~ 61 7, %A VPN-Mumbrella.
MAZ 4 (Pre-shared Key): 238 S Umbrella PSK 223K H 254 il
¥ 4% F1 Cisco Umbrella 73 F 4], IKEv2 KiILH T S 0304 . 4 n] LA 5 A S AE R i8] . n i & 4], K
JELIAT 16 B 64 NFFF 20, BOUE—ANKREFRE —ANEFERER—A 8, A AROSE®R 7. &
AR ES DAL AT ME— T T ] . W R I 2 ABEE, D) A R T AL A A [R] R PO
M Umbrella #3E &> (Umbrella Data center) R4k B E A 0o PRI o025 18 S35 78 X S80RT TP Ml
ik
RN (Add), CREEEMBE AT AN SASE $hdh i 2
a) Mig&#& (Device) Ty IEPE MBI % (NGFWBR1).
b) M VPN 0 (VPN Interface) Ny sl Rk £ VI H#1,
SOVEE A VT #:0 (40 Outside static vti 1) , &M +. RE04 or RN ERBR ERE O G HE,
P S IR A BOARLE
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-dns.html#ID-2224-00000005
b_wan-deployment_chapter2.pdf#nameddest=unique_22

{53 Umbrella BB ERPEEMARE |
. 73 Umbrella B & SASE [i%i&

< BRINEDL T, PRESRABCE N ERTS (Static).
* KA <tunnel_source interface logical name>+ static_vti +<tunnel ID>. 1, Outside static vti_ 1.
« BOATSOL T, BEE O N B A (Enabled).
s BRATEDL T, 24Xk e & A SR (Outside).
* BEIE 1D 2x B Eh3E e 1D,
o FEIEYREE 2 AZhIE R A AN BT
iR W RPEIE YR 3 E 4 GigabitEthernet0/0
iR T m LR BEGE U 1 BCE A AN R

o BRIAEILR, IPsec K 1Pv4.
o RAERAY TP Mtk #E 169.254.xx/30 T H TP Huhbyu [ N IEH . FEIRAIMsEIF, EFET 169.254.2.1/30,

e 24 EH 730 FMEE, AP TP kel . 55— 1P bt & A 8hk%iE VTIIP, 2 A IP HblkfE
fit & 31| Umbrella DC A 5 FHAE R —Bk 1P AEFRAT T~ T, 169.254.2.1 & VTIIP,
169.254.2.2 I T#AK . SR ETASSD . 210 7.

* sl RE (OK).

M “VPN #2117 (VPN Interface) 741k $ outside static vti_1.
c) FEAHBBEIE ID (Local Tunnel ID) Bt A A HLR%IE 1D RIS
WD 8 MFARF, w2 E 100 NMERF. FHEHUOSE Umbrella FHBEFEIE S, Umbrella 23 7E i 5E 31
B% 1 1D (<prefix>@<umbrella-generated-D>-umbrella.com) . #RJ5, &K RIEEH 520 b%E 1D, I
WG LB U P o5 o REANBEIE A ME— I A% 18 1D
d) mHR7F (Save) LLR & s U In B H 4 o
$IE71 Ll T — (Next) L& Umbrella SASE B fic & 45 22
* #23% (Endpoints) ik : s TG E a0 57 48 £ ity (1 7l 22
* IR E (Encryption Settings) %it%: {27~ SASE F&IE 1IN &
LB 8 Wk ERBNBEET & L EE B E (Deploy configuration on threat defense nodes) S iEHE, DL fi & K 99 2% Bk i 15 28 3]
T A o P A AR R T BB B Umbrella 2 J5 3847 . S8 MBI 4130 58 5 B AN H % 1D
PR AR TF (Save).
IEER A
1. EEHAORAT SASE Hidh.
2. REAS BB A 2 i i e 2 21 Umbrella (1) 9 264 P 1

3. WA HUERII, W) fid A RE A 2% B A0 P 2 BB D B A B o o AR SRR AR B R IRAE B A E LI
B pTAT B EA NS, AR AE VPN S,
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 Umbrella B2 & SASE 5z ]

4. TJT Cisco Umbrella B2 & (Cisco Umbrella Configuration) % 113 i 7k Umbrella - [¥) 5% 3 2R 4

Cisco Umbrella Configuration (7]
Topology Name VPN-MumbaiUmbrella

Primary Data Center:  Asia-Mumbai

DC IP Address: 146.112.117.8

Start Time: Apr 27, 2023 7:02 PM

Completion Time: Apr 27, 2023 7:02 PM

100%
@ 1 Completed @ 0 Failure
Tunnel Configuration Status Umbrella Dashboard
Device Status Transcript
@ NGFWBR1 SUCCESS 2}

Close

FEAEEVER, AR (Transcript) #2401 LA B IAER , 41 APL. 153K 631 Umbrella Y 2111

F)zo

Transcript Details X

POST hittps:/ api.umbrella.com/v1 izations/4 }tunnels HTTP/1.1

Request JSON: {"deviceType":"other","authentication™:{"type":"PSK","parameters":
{"idPrefix":"FTDvChandigarh","secret":"******"},"name":"VPN-MumbaiUmbre- NGFWBR1-
4294999380"}

Response JSON: {"organizationld":"4 1", "transport™:
{"protocol™:"IPSec”}, "serviceType":"SIG", “client"{"deviceType":"other","authentication":

{"type™:"PSK"," ":{"id":"FTDvCI i 04-
umbrella.com”,"secret™:"******"}j} "createdAt":"2023-04-
27T19:02:44.358642189Z","modifiedAt™ "2023-04-

27T19:02:44.358642189Z" "uri™:"/v1/organization” ‘4 Jtunnels®,"id":605493704,"nam
e":"VPN-MumbaiUmbre- NGFWBR1-4294999380"}

i Umbrela =5 E#R (Umbrella Dashboard) 5542, 2t Umbrella 1) “M25f%1E 7 (Network Tunnels) T

[0

&/ Umbrella BaksERFEHRRE
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B ==sscem

Active Tunnels Inactive Tunnels Unestablished Unknown Tunnel Data Center
1 Tunnels Status Locations
1

FILTERS Q_  Search tunnels by name

VPN-CLPODS8-U... Default Site Los Angeles, 1 Inactive Jun 07, 2023 -
Secure Internet California - US 6:31 PM
Access

VPN-MumbaiUmb... Default Site Mumbai, T Active Jul 21, 2023 -
Secure Internet Maharashtra - 12:51 PM
Access India

T—5Hit4
T EE L SASE BEIE v, 5 M 4R e VCRC &1 & PBR S, DUE VTI Rk .

o B F# 7SI

A B M B 3B% i 21 Umbrella DC HER S .

FE1 NiR#E (Devices) > iR &EIR (Device Management) Ui I 4 # BB 1 ¥ % (NGFWBR1).
$IE2 LdERH (Routing)it i+ .

P33 ALLERSEE (Static Route).

$B4 SdRNEE (Add Route) LA INEN%

F$BS M3ENO (Interface) 4R TikF outside static vti_ 1 /E A,

S8 6 A AL (Available Networks) HE[1EF any-ipva 10 H R4, SR)5 iR (Add).
WIRT WAMSING . fEAEY, A 169.254.2.2.

LS8 WATEME. E A LUEAT 1 A1 254 Z [0 0E0T . ARG, $AE 2.

P9 LRAERE, SR TF (Save).

R B s G A 1
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s oNs faweb B R EY E AL [

NGFWBR1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers

Global v Network Interface Leaked from Gateway Tunneled Metric
Virtual Router

Virtual Router Properties v |Pv4 Routes

ECMP

| any-ipv4 outside_static_vti_1 Global Host_169.254.2.2 false 2
BFD

77 DNS 0 Web it =Ec &4 & ACL

FE SR T B B FE DN BE RO BT, U ) B ARC B 0 K DNS AN 2% 3 i ML 1142 115 | S LKA

FE MIKIEFEXT R (Objects) > 35 B (Object Management) J M H >k 1k #5781 51| 3% (AccessLists) > 4 & (Extended).
$®2 SR RiA e33R (Add Extended AccessList), iAW AA G RV 10 51 % .
HIEI A/ “PE ACL 54" (Extended ACL Object) XIHHEF, HAX L4 (LAN_to_Internet).
PB4 RN (Add) CLRIESET YT R VG I 512K
LBS FLE LU NV )4 1k
1. IEFHRME (Action) LLAir (ULED) WiEFrAE.

2. fidismO (Port) &5, ARJS{ERI s O (Available Ports) 412412 HTTP. HTTPS. DNS over_UDP.
DNS over_TCP.

3. MEFeuG I, AR5 AidRANEI B R (Add to Destination).

4, Mg (Network) TR, 4R 576 7] M 4& (Available Networks) 413 i 482 43 52 LA LAN.
pE 2 TERAT 7, 4% Branch-LAN.

5. I&#% Branch-LAN, #AJ5 rith#RnEiRE (Add to Source).

6. sidiAAn (Add) LLRsZ HE e 4.

7. RiRTE (Save).

W N BTG ACL X% .

I &/ Umbrella BaksERFEHRRE
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B > ons 7o web 72 5 = PeR %

Edit Extended Access List Object

Name
LAN_to_Internet

Entries (1)

Sequence Action Source Source Port Destination Destination Port Application Users SGT

DNS_over_TCP
HTTP

1 Allow Branch-LAN HTTPS
DNS_over_UDP

77 DNS #1 Web ;i £ Fc & PBR R HE

BT LGl R e N B, ULECARAE (T Revs 320512 Ak t DNS MR £ i s (1) H B 1, 7
“HMET B 7 (Policy Based Routing) UL [ L & PBR < .

FIB1 K IRIEFZ & (Devices) > % & EIE (Device Management), SR J 2 g 55 #8115 £ (NGFWBR1).
P$IE 2 ili NGFWBRI1 # LK EYBEH (Routing) LK o
$E3 KB H (Policy Based Routing).
PIE 4 LRI EERH (Add Policy Based Route) XJIEHESH, M FHFIRFEFENOZED (Ingressinterface).
WS TR TR E VLA R I B, 1 i iR (Add).
HIB6 {E RINEERIRME RHGHES, AT LU R4k
a) MIEEC ACL (Match ACL) R4z Hi%+% LAN_to_Internet.
b) EHEPECE MBI, iHMNAZEE (Send To) R4+ iE£EH O3FO (Egress|nterfaces).
c) {ERTA#ENO (Available Interfaces) i, il Outside static vti 1 #2171 5530 1) A0 ) EE BB SER
HO#EO.

d) SiRTE (Save) LS AN VCAL 44 ) 5
e) MEME, KRG AHRTE (Save) LUE N SIS T B H T 7 e & 50 04

PR mhRTEF (Save).
R E R B PBR SR
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Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority m

Ingress Interfaces Match criteria and forward action

inside KR |

LAN_to_Internet #O | outside_static_vti_1

AELE

FESEIRITATICE R, K L8 BT et

HIB PR, STERE (Deploy). XFEE SR CUHER I B W& 513 .
HIB2 kP AN E O NGFWBR1 AT NGFW 1 55111 AR .
SIE3 fiERE (Deploy). SSRFBELLE “H8E7 (Deploy) M IFAEFFRic A “ B 58" (Completed).

PR 4 W RS E S R IR B, WS TEIRIE$EIR (Validation Errors) BiEEIEE 2 (Validation War nings)
W O BN e, BEESEMIEAG R, 15 AT “RUFHHR” (Validation Errors) B¢ “IiF% 45 ” (Validation
Warnings) £ .

A LU I n LI

© QRELERSE - AREEAER LTV E SO WERARG VO, WICIRREE.
o R - R AN . R ERRATE O, R N E .

15 F SASE Umbrella ¥ B 32

P, #5@ % (Notifications) > {£5% (Tasks), A& @M1 % % (NGFWBR1) _L[#) Umbrella
Ik 3 0 R SR s S ERAS

I &/ Umbrella BaksERFEHRRE
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B coir sase umbrella b E

Deployments Upgrades © Health Tasks

20+ total 0 waiting 0 running 0 retrying 20+ success 0 failures

© Policy Deployment

Policy Deployment to NGFWBR1. Applied successfully

@ Policy Pre-Deployment

Pre-deploy Device Configuration for NGFWBR1

success

@ Policy Pre-Deployment

Pre-deploy Global Configuration Generation
success

° Umbrella Tunnel Deployment

Umbrella Tunnel deployment for Site to Site VPN VPN-MumbaiUmbrella has succeeded

SR PO A SASE AZNFRIEIRAS, 1EIEFHR % (Devices) > VPN > it 5 [8] (Site To Site).

Firewall Management Center
Devices / VPN / Site To Site

Overview Analysis Policies Devices Objects Integration Deploy Q °0 it Q admin v el SECURE

Last Updated: 04:10 PM + SASE Topology
Y Select... X l Refresh

Topology Name VPN Type Network Topology Tunnel Status Distribution IKEv1  IKEv2
> VPN-CLPOD8-Umbrella Route Based (VTI) SASE imm— v &SN
| v VPN-MumbaiUmbrella Route Based (VTI) SASE —— v &SN |
Node A Node B
Device VPN Interface VTl Interface Device VPN Interface VTl Interface
UMBRELLA  Asia-Mumbai 146.112.1... (146.112.117.8) I:l FD NGFWBR1 Outside (172.16.2.10) Outside_stati... (169.254.2.1)

AR RO A Y SASE Hh4h, 1L % (Devices) > VPN > ufi s8] (Site To Site) > w48
SASE #h#l (Edit SASE Topology). ASHif%iE 1D 2764 E %1 Umbrella J5 58T .

Firewall Management Center

i i ici i " i CJ i il
Devices / VPN / Site To Site Overview Analysis Policies Devices Objects Integration Deploy Q @ & 0 admin v cisco. SECURE
—
Edit SASE Topology
o Endpoints 2 | Summary

Topology Name*

VPN-MumbaiUmbrella |

Pre-shared Key*

Umbrella Data Center*

Asia - Mumbai(146.112.117.8) \

Threat Defense Nodes Add
Device VPN Interface Local Tunnel ID
NGFWBR1 Outside_static_vti_1 FTDvChandigarh@4 - 704-umbrella.com K4 i

BAEE B AR s ) VPN IR, 1 REBEAR (Overview) > $5§|E4R (Dashboard) > ik s (8]
VPN (Siteto Site VPN),
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Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy Q 00 M 0 admin v | Wl SECURE

Overview / Dashboards / Site to Site VPN
—_—
Y Select... X || Refresh Refresh every | 5 minutes n
Tunnel Summary Node A Node B Topology Status Last Updated ~
Asia-Mumbai (VPN IP: 146.112.11... NGFWBR1 (VPN IP: 172.16.2.10) VPN-MumbaiUmbr... @ Active  2023-04-27 15:1...
North_America-Los_Angeles (VPN... NGFWBR1 (VPN IP: 172.16.2.10) VPN-CLPOD8-Um... Active 2023-05-11 11:1...
100% Active
2 connections
Topology
(]
VPN-CLPOD8-Umbrella 0 0 1
|VPN—MummembmHa 0 0 1|

I LAF CLI iy 2 K560 Uk ) B 48 - 1) SASE Umbrella B#1E :
 BIGYUE SASE B 1 EANME L, TEM L N a4

> show running-config interface tunnel 1

!

interface Tunnell

nameif Outside static vti 1

ip address 169.254.2.1 255.255.255.252

tunnel source interface Outside

tunnel destination 146.112.117.8

tunnel mode ipsec ipvé

tunnel protection ipsec profile FMC IPSEC PROFILE 1

* BIOAE IPSec BC B SCAFARIRAIERI, A UR fir

> show running-config crypto ipsec
crypto ipsec ikev2 ipsec-proposal CSM IP 1

protocol esp encryption aes-gcm-256

protocol esp integrity sha-256
crypto ipsec profile FMC_ IPSEC_PROFILE 1

set ikev2 ipsec-proposal CSM IP 1

set ikev2 local-identity email-id FTDvChandigarh@4lxxxxx-xxxxxxxxx-umbrella.com
set reverse-route

crypto ipsec security-association pmtu-aging infinite

LG UE IKEV2 SEIREE, I LA N fir %

> show running-config crypto ikev2

crypto ikev2 policy 15
encryption aes-gcm-256
integrity null
group 20 19
prf sha256
lifetime seconds 86400

crypto ikev2 enable Outside

© BIAERRIEGETHE B (R AR MRS ), E LA fr
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> show vpn-sessiondb 121
Session Type: LAN-to-LAN

Connection : 146.112.117.8

Index 0 19 IP Addr 0 146.112.117.8
Protocol : IKEv2 IPsecOverNatT

Encryption : IKEv2: (1)AES-GCM-256 IPsecOverNatT: (1)AES-GCM-256
Hashing : IKEv2: (l)none IPsecOverNatT: (1)none

Bytes Tx : 234 Bytes Rx : 446

Login Time : 19:14:51 UTC Thu Apr 27 2023

Duration : Oh:55m:16s

Tunnel Zone : O

AR, EMEH LT a2

> show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Control0/0 127.0.1.1 YES unset up up
Internal-Control0/1 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset down up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 169.254.1.1 YES unset up up
Internal-Data0/2 unassigned YES unset up up
Management0/0 203.0.113.130 YES unset up up
TenGigabitEthernet0/0 172.16.2.10 YES manual up up
TenGigabitEthernet0/1 172.16.3.10 YES manual up up
TenGigabitEthernet0/2 unassigned YES unset administratively down up
Tunnell 169.254.2.1 YES manual up up

KT 5 VTI BEE A IPSec SA, B LL Fard:

> show crypto ipsec sa
interface: outside static vti 1

Crypto map tag: _ vti-crypto-map-Tunnell-0-1, seg num: 65280, local addr:
198.18.128.81

Protected vrf (ivrf): Global
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current peer: 146.112.117.8

#pkts encaps: 705, #pkts encrypt: 705, #pkts digest: 705

#pkts decaps: 743, #pkts decrypt: 743, #pkts verify: 743

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 705, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 198.18.128.81/4500, remote crypto endpt.: 146.112.117.8/4500

path mtu 1500, ipsec overhead 63(44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: C76F91B4

current inbound spi : 64907273
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inbound esp sas:
spi: Ox2BF92601 (737748481)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4331520/27987)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: O0xCA2DC006 (3391995910)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4101072/27987)
IV size: 8 Dbytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

FEAE Umbrella P 25 & SASE B¥iE, 1# 8% Cisco Umbrella J£ 51 22 28& (Deployments) > #%:10 F 4
(Coreldentities) > [ 4&k%& (Network Tunnels). M EHHEHIZ] Umbrella ¥ 4 2% BEE a0~ B s o

Active Tunnels Inactive Tunnels Unestablished Unknown Tunnel Data Center
] 1 Tunnels Status Locations
1

FILTERS Q_  Search tunnels by name

| Name

VPN-CLPODS8-U... Default Site Los Angeles, 1

Jun 07, 2023 -

Secure Internet California - US 6:31 PM
Access

VPN-MumbaiUmb... Default Site Mumbai, T 9 Active Jul 21, 2023 -
Secure Internet Maharashtra - 12:51 PM
Access India

JETTZER I A BRIE PR
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FTDvChandigarh@4 = other 146.112.117.8
umbrella.com

Total Network Traffic

Jul 20, 2023 - 8:52 PM 2.63K 85.73 KB 0 sec

69.37 K 185.26 KB 0 sec

IPsec

Installed 727 sec - AES_GCM_16 256
c76f91b4 64907273

IKE

Established 3856 sec PRF_HMAC_SHA2_256 AES_GCM_16 ECP_384
53285f5df73e0c22 204e90910acad243

Umbrella B %8 S FEHR

EEE G, MHLLE CLI RS Cisco Secure Firewall Threat Defense | Umbrella [ P18 AH < [ 4]
B,

\}

AR AR, AR A LIS TR I BN, RT DAE R BB E A AR,
XL AT e ALK -

... CLI &%

N TE R AR R A A I RN K43 F IR <peer-1P>

R ATA R T 1 1 R debug vti 255

B IKEv2 MU 4155 debug crypto ikev2 protocol 255
IR IKEv2 & A5 %% debug crypto ikev2 platform 255
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HAth FiIR

siezE ]

aneay... CLI &%

PR UL IKE AR E5 4% debug crypto ike-common 255
Wik IPSec K F 5% debug crypto ipsec 255
Resource URL

Cisco Secure Firewall Threat Defense /it A< A

https://www.cisco.com/go/firewall-release-notes

JTA B A L D g

http://www.cisco.com/go/whatsnew-fmc

Cisco.com "] Secure Firewall 3= 7T

http://www.cisco.com/go/firewall

Cisco.com [ fI3CHY

http://www.cisco.com/go/firewall-docs

YouTube 1] Secure Firewall #ii&

https://www.youtube.com/cisco-netsec

Secure Firewall JEAS i

https://secure.cisco.com/secure-firewall
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https://www.youtube.com/cisco-netsec
https://secure.cisco.com/secure-firewall
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