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© WIINCE ECMP X3, LSS T 16 32 /32 ] S 5
* ECMP XAt FH B KA R 52 50 8F, Wi % I 256 4~ ECMP X 5.
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o AAGIUN 4 R REAL S I R B PBR, RN JH P 8 SCHR RE UL H 45 AN SCHF PBR.
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2 B ERRBREN (BEELED

‘ Management
-— Center
Cloud
Applications
ISP1 pp
\ )
“\ﬁ‘é

[ ] Ef.'f.’f.’ﬁfffffff.’.’.’::--- iride _;.;.:.'.'.'f:...fev.t.s,'si.eZ 27T 15p2 : '
- *ee, 4 "A" \ )
Help desk A.A'OZ’C:' N T L
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....................... WAN Path
------------------- > Primary Path for WebEx
Secondary Path for WebEx

outside2 il outside3 Hi 142 11 2V i 2 #58 .  WebEx & (1) PBR JE IS n] bt it 52 14 b 21 HY 1142

H, IR LR .

Eg SR, BEIGIEEANEE, nTRUES B bR Uy i #0121 R PR IR H outsided $2 1A H i
WiE, BE ST Cisco Secure Firewall Threat Defense [ outside3 52 111 3175 & F40 3k E Bk k%

L,

N

AR S HA MR AL, AHEA ML 2

T A8, 5 outside3 #: H CHRIIBERE 2~ P . PMEN H R E 11T outside2 #2 11 AN & outside3 $%
AR

{5 B2 H5 42 SR BC & DIA BYum 2 im 25 1R
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ERS KA ST EEEREMEN (DIA) B AREMS Tz BB ERR |
B srncszemns oawmamse

Devices > @ Create a
Platform trusted DNS

Settings server

!

Devices > @ (Optional) @ Configure @ Configure

Device Configure path Policy Based
Management interface —> monitoring Routing (PBR)
priority policies

v
Objects > Create
Object extended ACL
Management objects for

applications

v
Management @ Deploy
center > menu configurations
bar to threat

defense

!

(7 ) Verify traffic
Analysis > ~ flow from
Unified Events application to
the internet

g 15t BA
(1) CATEEAME) BUE SZ(5 4L DNS IjR5545 . WS04 e E 5251 DNS k4545
Ay
2 [ATER A (RTe) | BCEHE RE . S0 BUERE e,
3 BUE BRI . HSH E RIS, 58 .
o0n HNHBCEY B ACL X%, 52 & WebEx BLEY JE ACL X%,
\4)
5 Sy FC & PBR SeS . 1520y Webex [t 17 46 450 0 145 1) SR ms 284 % e oiemes
%90,
(6) e LA BIE . S M.
7 K iE WebEx JiEfit. 12050 R T 7 6o
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b_wan-deployment_chapter3.pdf#nameddest=unique_43
b_wan-deployment_chapter3.pdf#nameddest=unique_44
b_wan-deployment_chapter3.pdf#nameddest=unique_48
b_wan-deployment_chapter3.pdf#nameddest=unique_50
b_wan-deployment_chapter3.pdf#nameddest=unique_51

| e i B TR (DIA) 5 52 P57 B M5 A A2 e B L B
mEzaEwons Bz ]

AL & % {S1ERY DNS AR5 25

HEE IR N DR iR A IR 5 DNS W W 5 S i p 21 TP, DS RSN A B FH Bl — 21 3
Mo Rtk DNS 3 KA Bl = DNS IS5 fdT,  FEaf S8 e 2 5 1 DNS JIl454, Cisco Secure
Firewall Management Center 17 %54 Cisco Secure Firewall Threat Defense fit. & 52 175 /T /) DNS it 45 %% o
DRItE, B35 i 25 MR Wit ) 5245 A DNS IRG5as e . B 7L & 25 21 DNS k4548 251, ik
A LUK DNS 45 #4541, DHCP i, DHCP 714k F1 DHCP %/ ity 71 CUc & 10 IR 45 2% 1 b 32 475 {T-1f) DNS
k25 2% o

&0 LIAEH 5215 T DNS e85 #83E 50~ 5 DNS U BC = 52 54T DNS JIlk55 .

N\

ER TS NHM PBR, WAL E 52 (5T DNS JRS4%, 1825 DNS Yt LA Sk X ok
JBTAE CANSZERIN2S DNS) DA AR A48 LAAS I 7 F o

Fi&Z 8
s MR O — AN B2 /> DNS f&asdl. ARG R, 1HS R A13 DNS R4l % .
o IR IE T A H T 8.5 DNS RS sz O x4 .
o BFIPRAZ A W 2% AT I8 2 I A th ol sh 25 ok 7 1) DNS 45 2% .

L1 EFIRE (Devices) > FE &K E (Platform Settings), SR i &b U S5 1 S0

HIE2 il wE () Er.

&3 piidi DNS.

IR 4 TRCEZ(EEN) DNS k454, i s Z{51E89 DNS AR5 88 (Trusted DNS Servers) i+ .

FIRS LA THN R ik DNS_Server, 1i57ER] B EHXTHR (Available Host Objects) T Hl# R BT R, A
J S AR (Add) 5 NI B DNS AR 2588 (Selected DNS Servers) 4121,

peat 24 DNS _Server j& A4 E 1) DNS IR45 2%

FIR6 N RTF (Save). WINAIDNSHRSS 4% W 7 S5 ERY DNS BR 2588 (Trusted DNS Servers) G .
$IBT RSB (Policy Assignments), #fiff NGFWBR1 CL7EFiti& & (Selected Devices) 413 .
$IB8 LHHRE (OK) il EE L,

FIR9 LTRTE (Save) LB N4 BB K .
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ELERAMER

o B fEOMER

Cisco Secure Firewall Threat Defense 13 i 4% DAL 56 ok A e S HLEC M 42 . DESC BRI 0 3
65535, RE T REE ISP ) B W Ak f N IO S8 2. TR BB e VAR S Gl AT 4 e . T 1 o
% i B B A BARL e E N O . M OATTHE, WESHE KB EA T Mg,
B, fE¥% outside2 Fl outside3 MIPLIEZ 4 MM BLE 9 10 F1 20, SRS K £ outside2. Wik
outside2 ZFATI ], U ER A A 21 outside3 .

FIB1 KIS & (Devices) > % & B2 (Device Management), SR J& 2w g B 95 411 % (NGFWBR1).
PR 2 i NGFWBRI #: O K EE B (Routing) 5.
$IBE3 i RSB A (Policy Based Routing).
$®4 SR BEEOMESR (Configure Interface Priority).
PS EXHEHET, SR eSS .
BT D AR S A AR RN, R AR 1 2 (3

FE6 HlHRTF (Save).

BLERIZERERE

PBR WS AKEE G I0HE bR (AR ) (RTT) , $£15), SFHREILES (MOS) AHENE4) >k
e VR AL IR IR AR B AR . BRI SRR e O B iR e diebs . 7R3 0 s b, ) DUEHT R AR I
PEBRCEMCER D, DORIEH Rk N

$IE1 %R & (Devices) > iR ZEIE (Device Management), 4R w7 BB % % (NGFWBR1) 1) 448 (#) .
HE2 B (outside) (1 4iEE ()

HIE3 fiili B2 4% (Path Monitoring) £ .

$IE4 kb EARET IP B2 IS4 (Enable | P based Path Monitoring) & 4 .

FIRS NEEIRZER (Monitoring Type) FHIFIE S, BEFEAHRIEI. ARG T, A HECAMEZE O SN EOAR RA T —
Bt (B30 (Next-hop of default route out of interface [Auta]).

$IE6 NiBE (OK).
$IB 7 % outside? Fil outside3 $: 1T L 2 4 8.
FIE8 mitiRTE (Save).
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| e i B TR (DIA) 5 52 P57 B M5 A A2 e B L B
s webex EeEH E AcLxt% [l

77 WebEx FC & & ACL 35

FE SRS B i PR DI RERI A IR, U7 1) F1) 2 ARAC B A H WebEx it AN R (4 1 4% 115 5 22 HL R
¥

FB1 KL R (Objects) > ¥ 5 &1 (Object Management) - M H & ik £ 18] 513 (AccessLists) > # & (Extended).
$1E2 AR RiAE I3 (Add Extended Access List), A HMER G T 051 .
$IB3 /4 “Y R ACL X% ” (Extended ACL Object) X HHEH, % AXT 4144 Fx (DIA_Collaboration).
$B 4 SR (Add) LLATEHT YT R VTR 512
WS L LLR U 4
1. GEPHRME (Action) LUV (UURED) sk,
2. iz (Application) i, #RJ57ER AR A (Available Applications) 717 1148 % Webex.
E+E Webex, X5 ridi iR nEIF N (Add to Rule).
s AN (Add) B4 Hs i E0 4
M RTE (Save).

o~ W

71 Webex Fic & 7+ F% 1% i 47 B 3R B BY 2% FH SR %

TR LLAE SRS AR e £ 7 DT P G B AT R AR A% (0 PBR MG . (EARAI T, WebEx W it &
W R B TR K N

$B1 KIRIEFR & (Devices) > iR & ETE (Device Management), SR Ji 4 45 995 181 ¥ £ (NGFWBR1).

PR 2 midi NGFWBRI £ LA B (Routing) &3 .

$E3 KB H (Policy Based Routing).
“Hmg M B (Policy Based Routing) LTI Sk 7w e B4 PR SREMES o DR S 7 N 1142 11 7103 R SR 2R B8 e 5 il 1) 32 R K
(RESIRIIREGRE

PR 4 TRCE RN, 15 AR (Add).

PR (EIRNRMEELERH (Add Policy Based Route) X1 HES, MA OO (Ingressinterface) 4% Hik A AR (Inside).
iR T mF AN BA A B B T4 R R R A 1

PR 6 LA RIK PR E VLA AL R A, 1 s iR (Add).
FRBT AE RINEERIRIE MHEHER, AT LA R 1
a) MIHE ACL (Match ACL) FHi%13 1 iE+ DIA_Collaboration.
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MERE

b) SLEFEECE ML, HMERIEZE (Send To) T bkt OO (Egress I nterfaces).
¢) MIZEOHF (Interface Ordering) N4 ik &/ NEEZE (Minimal Packet Loss).

R e R 2 HA D ZRAE N
d) {ERTRIED (Available Interfaces) HEr, i I#&ps. MEOgI% s, dd Fm b ERLEm

JITE i R

XA

1. {E “TEN” (Available Interfaces) ', (il outside3 #1353 1 i (4 bz, KB EREE O
0.

2. WUF, il outside2 BN M (F PR, LB RRTEE OO,
e) iR (Save) LS ALLHLAFH I T
h PEERE, AR SRR (Save) LU NSRBI BT 4TI
P8 nidifRTFE (Save).

AELRE

FESEIRITAT IR R, K L8 BT st

P EF LR, Sdi#RE (Deploy).

PR 2 kPR E N E B UK NGFWBRI 553 1 R HE .

PR3 ridiEBE (Deploy).

W4 W RS ARSI R B, WS TEIRHIE$EIR (Validation Errors) BiEGHIEE 2 (Validation War nings)
WO B e, BEESENIEAGE, 1A “RUFHHR” (Validation Errors) B¢ “I8iF% 45 ” (Validation
Warnings) # 4% .

A LU R T n] k£
o QREEEE - QRELECE ML T MBSO IR RGN R, WIToVkgkEE.
© KM - BT . ARSI, RS RS %A S .

B UERY B =

HBA AP LRIEYT, S (Analysis) > ZE—Z44 (Unified Events).
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| R mEs s E TR M (DIA) #5527 B M 5 AL MI8E 2 S B
wirmAnE |

SR 2 1S PRSP Web RZF (Web Application) FIA 30 (Egress | nterface) % F15E X1, 4K 5 kLA
(Apply)-

P33 AN EFH, LT ERE.

IR 4 1F Web 7 (Web Application) i 2% 1, i A\ FK WebEx I sii Bz F (Apply)-

LIRS £ Web RZF (Web Application) i JE%5 1, HIA4FK YouTube Jf 15l RZ A (Apply)-

#1186 1E Cisco Secure Firewall J [l [ = H1_L &2 YouTube A1 WebEx M H i . EFAMIZHEH, 35 Google Chrome
W2 I TR https:/youtube.com F1 7 LUK TAERT WK ST BR1 AN A& 1 -~ H1 (1 https://webex.com.

TT AIAOH, WP N R
1 W FAVT AR 7 DIA:
* WebEx W T 12 i F B s R EIE I outside3 4% A

Firewall Management Center

Unihed EVaHits Overview Analysis Policies Devices Objects Integration Deploy Q @ ¢

Q_ Web Application WebEx x X Select X
© Showing all 9 events (& 9) + I 2023-03-29 11:57:54 EDT — 2023-03-29 12:57:54 EOT 1h
U_l Time Event Type Ingress Interface Device

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 & Connection WehEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

* YouTube ¥ FH i & 14 18T B s IO G & A outside AT outside2 5 M 2 [AIBEAT $1 4803517 o

Firewall Management Center Overview Analysis Policies Devices Objects Integration Deploy Q @ £ @ adminv -l

Analysis / Unified Events
—_—

Q_ Web Application Youtube x X Select X |
@ Showing all 2,285 events (& 1,832 () 453) ¥ I 2023-03-15 05:29:35 EDT — 2023-03-29 05:29:35 EDT 2w
m Time Event Type Ingress Interface Device

> 2023-03-29 03:43:50 4 Connection YouTube inside outside2 NGFWBR1

> 2023-03-29 03:43:30 4 Connection YouTube inside outside2 NGFWBR1

> 2023-03-29 03:43:10 4 Connection YouTube inside outside NGFWBR1

> 2023-03-29 03:42:50 4 Connection YouTube inside outside NGFWBR1

> 2023-03-29 03:42:50 4 Connection YouTube inside outside2 NGFWBR1

> 2023-03-29 03:42:40 4 Connection YouTube inside outside NGFWBR1

2. XA AR i DIA:
WebEx v i mili i outside2 2 1 & H, 24 outside3 #2110 FAFAEEA, W FEFTTR.
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https://youtube.com
https://webex.com

B =mmemnmmsmsimg

Firewall Management Center

fEAFREMITHEZET KM IZEN (DIA) 15

Unified Events

Q_  Web Application WebEx

2023-03-29 12:29:08
2023-03-29 12:28:30

@ Showing all 2 events (& 2) ¥

BAREASZMNmEmIIEER |

Overview Analysis Policies Devices Objects Integration Deploy Q &+ @ adminv
—_—
X X Select X || Refresh ‘
g 2023-03-29 11:31:45 EDT — 2023-03-29 12:31:45 EOT 1h Go Live
Event Type Ingress Interface Egress Interface Device
4 Connection WehEx inside outside? NGFWBR1
4 Connection WebEx inside outside? NGFWBR1

R W% 2 i FR na $ RN A PR HERR

WS, LT CLI W= MHER: 5 Cisco Secure Firewall Threat Defense 5% B 75 % fH AH G 1) o) 451 .

...

CLI &%

%% Cisco Secure Firewall Threat Defense Lina CLI

system support diagnostic-cli

A A P8 E JUD ) AN B o 1 917468 £ i
SE S 2% IR 553 5

* show object networ k-service

* show object network-service detail

B L ICE N IR HE & P 4 iRk 950 5L (NSG)

* show object id YouTube

* show object id WebEx

IS UFEHERE 3 Cisco Secure Firewall [ 9 2% i) 45 4H.
(NSG)

show run object-group network-service

show run route-map

B 55 TS TR % 1 I 4% 1 Aol s
SRATE AL

BRI ETEAE R, Bl 445
7otk

show run interface

BOUESZAF AT () DNS Jie 55 4% o &

show dns

iffy s U B BT R (R B A2 debug policy-route
BEEFH T EEE, JUHEAE
FERRERH, RO T RE SRR
AETCK I
15 11 R % e undebug all

HEENUE XM RSG5, WAL T a4
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s ssimiaan

ngfwbrl# show object network-service
object network-service "ADrive" dynamic
description Online file storage and backup.
app-id 17
domain adrive.com (bid=0) ip (hitcnt=0)
object network-service "Amazon" dynamic
description Online retailer of books and most other goods.
app-id 24
domain amazon.com (bid=0) ip (hitcnt=0)
domain amazon.jobs (bid=0) ip (hitcnt=0)
domain amazon.in (bid=0) ip (hitcnt=0)

output snipped

object network-service "Logitech" dynamic

description Company develops Computer peripherals and accessories.
app-id 4671

domain logitech.com (bid=0) ip (hitcnt=0)

object network-service "Lenovo" dynamic

description Company manufactures/markets computers, software and related services.
app-id 4672

domain lenovo.com (bid=0) ip (hitcnt=0)

domain lenovo.com.cn (bid=0) ip (hitcnt=0)

domain lenovomm.com (bid=0) ip (hitcnt=0)

ngfwbrl#

A EREEMERS % (411 YouTube F1 WebEx) , i LL Ry s

ngfwbrl# show object id YouTube
object network-service "YouTube" dynamic
description A video-sharing website on which users can upload, share, and view videos.
app-id 929
domain youtubei.googleapis.com (bid=592729) ip (hitcnt=0)
domain yt3.ggpht.com (bid=709809) ip (hitcnt=102)
domain youtube.com (bid=830871) ip (hitcnt=101)
domain ytimg.com (bid=1035543) ip (hitcnt=93)
domain googlevideo.com (bid=1148165) ip (hitcnt=466)
domain youtu.be (bid=1247981) ip (hitcnt=0)
ngfwbrl# show object id WebEx
object network-service "WebEx" dynamic
description Cisco's online meeting and web conferencing application.
app-id 905
domain files-prod-us-east-2.webexcontent.com (bid=182837) ip (hitcnt=0)
domain webex.com (bid=290507) ip (hitcnt=30)
domain avatar-prod-us-east-2.webexcontent.com (bid=452667) ip (hitcnt=0)
ngfwbrl#
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ngfwbrl# show run object-group network-service
object-group network-service FMC NSG 292057776181
network-service-member "WebEx"

object-group network-service FMC NSG 292057776200
network-service-member "YouTube"

ngfwbrl#
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ngfwbrl# show run route-map

|

route-map FMC GENERATED PBR 1678091359817 permit 5
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match ip address DIA_Collaboration
set interface outside3 outside2

|
route-map FMC GENERATED PBR 1678091359817 permit 10
match ip address DIA_SocialMedia
set adaptive-interface cost outside outside2 outside3
|

ggfwbrl#
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ngfwbrl# show run interface
|
interface GigabitEthernet0/0
nameif outside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
zone-member ECMP-WAN
ip address 198.18.128.81 255.255.192.0
policy-route cost 10
|
interface GigabitEthernet0/1
nameif inside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 198.19.11.4 255.255.255.0
policy-route route-map FMC GENERATED PBR 1678091359817
|

interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
nameif outside2
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
zone-member ECMP-WAN
ip address 198.19.40.4 255.255.255.0
policy-route cost 10
|
interface GigabitEthernet0/4
nameif outside3
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 198.19.30.4 255.255.255.0
policy-route cost 20
|
interface Management0/0
management-only
nameif diagnostic
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
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security-level O
no ip address
ngfwbrl#
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ngfwbrl# show dns

siezE ]

DNS Trusted Source enabled for DHCP Server Configured
DNS Trusted Source enabled for DHCP Client Learned
DNS Trusted Source enabled for DHCP Relay Learned
DNS Trusted Source enabled for DNS Server Configured

DNS Trusted Source not enabled for Trust-any

DNS Trusted Source: Type: IPs Interface
DNS Server Configured: 198.19.10.100:

Idle/Timeout (sec)
<ifc-not-specified> : N/A

Trusted Source Configured: 198.19.10.100: <ifc-not-specified> : N/A

DNS snooping IP cache: 0 in use, 37 most used
Idle (sec)

Address
ngfwbrl#
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ngfwbrl# debug policy-route
debug policy-route enabled at level 1

Timeout (sec) Hit-count Branch (es)

ngfwbrl# pbr: policy based route lookup called for 198.19.11.225/58119 to 198.19.10.100/53
proto 17 sub proto 0 received on interface inside, NSGs, nsg_id=none
pbr: no route policy found; skip to normal route lookup

output-snipped

pbr: policy based route lookup called for 198.19.11.225/61482 to 63.140.48.151/443 proto 6

sub_proto 0 received on interface inside

pbr: First matching rule from ACL(2)

, NSGs, nsg_id=1

pbr: route map FMC_GENERATED PBR 1678091359817, sequence 5, permit; proceed with policy

routing
pbr: evaluating interface outside3

pbr: policy based routing applied; egress_ifc

ngfwbrl#
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ngfwbrl# undebug all

= outside3 next hop = 198.19.30.63
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Resource

URL

Cisco Secure Firewall Threat Defense ki 2% i) 1

https://www.cisco.com/go/firewall-release-notes

FTAHT R 7 T Dh RE

http://www.cisco.com/go/whatsnew-fmc

Cisco.com _[¥] Secure Firewall 3= 7T

http://www.cisco.com/go/firewall

Cisco.com [ HI3CHY

http://www.cisco.com/go/firewall-docs
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https://www.cisco.com/go/firewall-release-notes
http://www.cisco.com/go/whatsnew-fmc
http://www.cisco.com/go/firewall
http://www.cisco.com/go/firewall-docs
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Resource URL
YouTube _I- 1] Secure Firewall #iii& https://www.youtube.com/cisco-netsec
Secure Firewall EA<hi https://secure.cisco.com/secure-firewall
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