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HE FovF "G
|
EEE © WUARUNEAT R I, N B BMER RN BES.

C WIRHRE TR R (H TIPS HRIEAL TR BB AL T A IR TAP/E R, U B
BAEthR o h BES .

)

i

FENEFRAMEN T (EFEA 0 7.2.0 EH P 7.1.0 W), P LR FAAGE H T44% 1PS
gerE, Hoh @ Won O iR . 0 ITA AR, R 7.1.0 FHAREH
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Snort3 AR MFATBS |
B =0 ezmuwaszn

CON L RN

T DAE FE A 2R e B A 1 SRS B 1 5 SCSRME ATy A SEms

W ABER R 2 TiAS B E SCRNG 3 A SRS AR AT DY AN AR DY AN 22— LRI B 22 1 SR A D FE A
MG S5 TS SR A 2B 2R S BRI ) SR A1 D T Al

P KKIEFREE > NRS

PR 2 pili ERCE N RIS 55101 HREE ().
P3N ERKRE MR IERE AN
PR 4 LHIRTFE (Save).

T—¥ it a
PE R G WS AR E S, 2R 23 L.

EIENR KA
1E “NIZIRRE” T (GREE > ANR) L, "WLIEE 4T HEXNZERE L FHE R
o — Ly ) 4 ) SR MR £ A N AR SRS SR A, v 1
o FEZHEE ST, BT RS

FEZFRE T, BRI Won et QU s, T LU TS . R0 2 Boan A G
AR SN, AT DO EL AT i . B AN A B b QR R S, TR DI A I

T KUCEPEREE > AR
LI 2 FHNRIHEM:
* BIEE - S EE SRR (Create Policy): 12 G4 1 7€ X Snort 3 A2 HEME , 4 30 Ui,
o MG - s eh N P SR 0 1) AR (W) o Y — P AR S T R AR K, RS
PRI HOIFEATI A . s OK #ik.
W RO R, TR WA S T e, sl A A e AR

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



| Snort3 sh N RH&MANTARS

RFHATNE RN B S N B B .

o Gl AR SRS PRS- T S A I S S5 1A 1) SRR (O) « ST LIGRIR AR SRS I BAR. 4R
MR BEATERE .

* GRS BCE. - Al Snort 3RRAR: 1S el Snort 3 ARG, 5 31 UL,

o SH AR S IR S DULE S AN R L BSOS S BT RA Cisco
Secure Firewall Management Center it ‘& #5 /5 i 5 HIRC E 32580

© HRE - L ARE > ARE; WS MCEMCE S K, o 23 UL,

o WA - AN R IE S U BCHTRRAS N Cisco Secure Firewall Management Center it & $i5 /4 1 1)
PERCE T AR A AR, RS SRR A

AT AT N R B ERY 37 e S AN B &

Yy I SRS AT e 2 5 R SRS AH DGR U ) 2RI - 50T LA ATAAT Allow 5% Interactive Block
Yy i) TR B AR A, XA, R nT A 9 28 T AN [R) R 2R P i e Bk de 24 H I 2 |y, AEANR]
BN AR AL P B S A L DL

HERGAE N RS RIS, EE M R A . AR A rp (1 AR AR W A E AR
D P SRR TP Mkl bR TP Hiuhk 5 R H A R . S50 AT DU AR SR A P A
PR FUNEE (RN A FNPARAS ) 1P Hiuhik

Je

R

R A T R St B RO AR SR, SR SR BN A U C B AR G AR A S AT S A5 ) 1o 26 3R 055
Zb, BEREEERNERET HBUALE .

TRAGRBENZ RGN B EXNR KM

Cisco i RAFLA LRI A HNG o ML R G AR PEAIANAZ SR, AT LRI Cisco Talos 4R 20
(Talos) [MIZ5 . X TIXLU5NE, Talos & BN AT B S UPRZS, IS0t w2 B & P 4R e
o ] DALHUIRAE I AR Grhe A Sfems, ol DG LA B2 SCRmS At . A3 B e SR n] DA4R
1 A GAE R TP PR RE, SRR 4E 1R AR RS R AN S AT A A R L]

EEMAREGHREICRE

7 T2 R P R AR SRS G I B NAS A AR F I, e b AR A BV B L.
WUT R RN AR H LR, REH A R AN R ISR A 3l 5 28 B O s
JE o

¥ I A T BB B AN AR TR

THERG,  SEAE SN i P2 ) SR rp T LU A AP — AR SR MO I T H AR e 55 e 2D
BRSO, ALPE IS AU o REASE— AR S AAZ AR P — S . VRS AT LUK AS
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Snort3 AR MFATBS |

B =srasnmnsumEa e
[H] IR NAR SRR B AR 5 AE 4 “ AR (Allow) 1 “A H 3CPH 1" (Interactive Block) BRI (LK ERIA
BAE) AHRER, (HJE, WA H PRS0 IR D5 ) $4 RO S AT I, TGI8 U o) 425 ) 55
[
BC & 77 [a] 45 il A LA 1T N AR B 1)
TR B L, Uy ) 8 P O3 ) 28445 B 53 FH P A RE AT IEAT 55
puk:S

W AV A g2 T, QIR e A I 152 B OB hRUA ¥ Cisco Secure Firewall
Management Center Jic. & 48w 1 1K1 Vs i) 32 B 410 3= 8

122 AR RAE R E ) Allow. Interactive Block ¥ I nteractive Block with reset.

HE3 N .

PB4 PRGN B E o UNZ SR, B HE o LAAE IR U7 i 23 R0 U AH UG E PR S A T I N AR A
7,

PSS R EE LS NRIEIE KA EE, ENEEE (Variable Set) FHIyIR P IEF(E.

FIE6 LTRTE (Save) RAFHN .

P SR TE (Save) TRAFHNS .

T—% Mt 4
TRERCE G S AR E S, B 23 L.

HREALE B

ORI, I BN
A\

AR ORI E T E SRR AP IR . FRA SR A UGS HAT X LD IR 2 T, S BRI
Cisco Secure Firewall Management Center i 55 H 1) 82 AL E B0 8, 7 M0 28 50 LU AT He 4 AR

A

AR EREN, BRIRTRT RE S T EUD BEUE ORI ST AL, AE L e HR N 5
Snort BERE, X P WTATERAI . FEAE LR WY E SIS R A DR A R, kT H AR
e AL R R 1 5 3
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| Snort3 s AR ML
nenazEy [

$IE 1 {£ Cisco Secure Firewall Management Center 3¢ R4, i 308 , ARG iEF 2RE.
GUI G A H T H AT F54b38 JRA (K e & 1 1 4%

s ERE ST TSRS R . JRIF R SR S B SRS 5 R A 1S 0T SRR I
P
TR
BEA S B o HEms AR SR 4
© TP GIFRRE B R PR AR S B A R A A P
WA A 2 L ISR A B A T i B2 R A A BT
o ERAESETIE) HU4R b UK B SO R I ]
 FRBEH SVFRETE T R B 1 T L
o TS TUERAERENHEZ FPRAS o

IR 2 PUNIF LR S B B U e
* R - AR RBA LR R, L AR,
* JEIT - miali RFFEFSK (7)) LA B A B a4 i T B S e
B S5 I I SEAE RS, R GE RN A HEAT (M B A SE SO AR BE 2 B 21 I B e LA AT

W AL, TV REGERE () EREIE AN B S S, i P AR
AT

P
« HARERETSIPRPRETRS (BD MBS W BB A e b S A R] e A R

JRIFIFIFRIGH BT ) fRR RECPEIRERLE .

© MO, LXK G ERE SN, S B AR B O B o . DRI
SERTAER AR VAL 2 DO B SR AR A X S e . SR
D=8 L WL s T2 AP BUE

T3 rid BE

PR A WUR ARG L T R AR B, WS /ERHEE R D R el SR RS
K T R R AT A A Sk R

A LR L IUA] a4 -
o W - QRSB AT B SOl IR ARG PUNETR, WGiRgRS:.
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Snort3 AR MFATBS |

B s=m==x
o KM - B HTIATEE . REHR IS L, R R AL

T—%Ht4

FEFRE R, WURAT BRI, MINTRES R E . Ak, XER TR E . SR P A A
FEE A TC B S, B R IORT e P EUR R . A OB R A TEAN{E B, 3 W Cisco Secure
Firewall Management Center it & F5 7 HH 1355 & id B 5 o 32 1
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{52 A AR T 38 28 N\ 15 SR B

AT OC Snort 3 R H E SR AR RINERAE . AR SEEE I AR ST AN JERS . K Snort
2 H 5 NSy Snort 3 LAKCKE HAT 7 SCHILIU (1B ZEL 38 I 2 AR SR (1945 )8 o

o PEENZIMMER , 28 41 7T

o NRFNZERY , 25 42 i1

o LT RINAR SR (TR 4, 28 43 L

* Snort 3 H{1) A N, 2 43 7T

o BH NI MR Snort 3 AZERI , 55 46 7T

o NMZHEEAE . 28 46 11

o NAZ G P IR FAF AL JE RS . 5 48 1T

s NI BUNERE , 25 52 10

* ¥ Snort 2 [ & HLEL A Snort 3, 25 53 L

o B H o SO I 22, 25 55 1L

o B AT A SO R U 28 N B\ AZ S, 2R 56 1T

o & ¥ Snort 3 I A XHIN) , 557 1L

o MIBR e SCROU . 55 58 1T

o MHBRBLIAL , 5 58 1T

. = e
UEEEPNES WL FRYS
AT LA LS G« A5 HE SCAS A DU A g R D5 0 DU BR A AN HAth 1

A AR B B B BB SR IR R IR S, ARGk i U VG E (1 3
LR AR (2 AL BT S W] ABCE AR s, DAL Y IBRES 2 P i B A B
L PR U DC i P A e e O 25 T UL B

T LR R I AT L R s U ) — A 74, TR gl 32 49 S S 5 R DR 285 ok T 8 . 1) e 17
WIE S8

AR I SR 2 SR ZE T A AL g, Rt AN IS mT e E,  RIAE AR R 2 70 Sk
90 285 - T R B AR PIRAS o
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B o eanxn

Snort3 AR MFATBS |

\)

AR AT BUEA LS SO GRSV X B B A R YA X S A E s

Snort MU, TFIRAR R SCE .

NIZHRN 2

R 2NEHEMER

NZ RN ZR G0 H TR 9 23 U A 9 1) — 2L 4 0 R IS4 MRS TSRt i, &
B Bt A 55 REAS RN AR E I ARPEAR LA, RS B i A KU 8 R BT AT A PRI DL T fi
1P

UNESZ R
o NI, AT AR 73 0 3L G R A R AE AR
o KOs RN, b edha G AR AL 8 AL I 2 10T e g 2R e B B PR A AT DIk

ARG T IS SR -

el 4 ke D |SnortID (SID) kiR AIAEH]? | ATLLSR
(GID) 48?7
e SOE SO 3 fi&F* 1000000 JEE} Talos 14 /NH (Talos) o 1
B SCASTE ) 1 {&T 1000000 Talos & R
(4 eyl sk
IHzL GID)
1000 - 2000 1000000 sk 5 & | PGS EA = s
R
THLALS 28 A ) i TS | {&T 1000000 Talos FME 5 e
PR E AL I — ——
P 1000000 BLFE &y | o R S E I TAC B 30T TR) 2E & e

TCVELRAF XS Talos 13t FAOAEAT KU B A8 FE) S0, {ELIRE R UK EAS Sy KU R A 53 A7 D 8 ORI o
AT LU A R ) R DA S £ SR P A P PR A (B R H i 1 & TP MuhkD o fEZdkiieE
Talos Jfr 3t AR e 4 Jedak o i AR AR A7 24 53 AT DL EORAT B i P 4 46 ORI D RO AR S ) S

X P BTN, Talos fEREANERAA RS T BEER AR 2 o K 2 AFiAd B RN £ ER NG
DUREEE, W R B AR G TIAR B S U A pe A AR A IBGSE b S A e L, A A
AL .
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| Snort3 s AEemFIHS
masrmamgmnirss [

4% S T AN IR R EG BI BT IR 5= 14

LESCVF Snort A8 I 5 | B AL BRI R LAHEAT AR BB AE 00T, 62000 B B 480 e 46t T TIPS VR T ik .
ELAUEER A, ARREIME T N IS FPATIERATS

Snort3 FEIE ENX AN

sl Ll LR 5 RIS T LR L exe 51 . rules B4 . LREMH
WERR G T, RGEEA 1 2 SORMRAEAEA IS )b . [ SO A2 g+ R0 20 . (H 2,
H 5 SO0 m] DU PRAN 2 AN 3543
MG HE YRR, RSN E o ME— g S (HA% X cip:s1pirev) o M S T
JLEUWR:
* GID— )i ID. XHF H@ RN, LFee GID. FAEMNIK, RFESHRIEE LA 4R
eI AR GID. ST FTA b SCAR N, SR A 2000,

* SID—Snort ID. &7 HLINZ 5 A 2R Ge MR (R AR U] o B BRI IR, 335 DA 12 0 53 C e — £
SID.

AU Snort ID 5 A 1000000 JT4f, HAFASASHET AN SID 5 LL 1 334,

s Rev—1E1T 5o X THHN, BiT5H0 1. MBS R EE SN, BT Smsn-—.
7E H 8 SR ESCATIN R, o DABEE IR S 8 B U SCBE 7 FI ) 28 . 44 ] DU o J0 D09 Sk
TR KU 5 " A AN VT FC 8 FH AR s P DL R R A Bk R TP Mol Bl 1 A9

BRI SID & UV I 2 O8], T S0AE snort.lua SCAFHR IS H, UL T
./file-contents/ngfw/var/sf/detection engines/<id>/ips/<id> H3K.

s WERERINEEH SID, WIS AL M4 H .
* WARFFEH SID, ¥4 FE 27 enableryes 145 H -
* Wik SID /T3 HGHAEH, 14k H¥ IR AESCEh, Wi 2R enableino.

N\

pE s * JCVEGNH Snort 3 E S A PR A 3E SCRUIAE R SCASH AT c1asstype AT R R .
USRS NRAT 3 IS R SRR, 335 I O S B 12 U
BT LA Snort 3 SRANHE B & XAZFIM . (R, H AN SCRpRTIZ LS EA T R R i
B o
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Snort3 AR MFATBS |
B srorsrmasn

Snort 3 Ay BURR KRN

FEOORBS Sy R RS L BB SRR AT Re 2 AT S ne A LI Mk B o U A
DU TS DT R P AU R O AR e . DO AR R A NS5 B (PID Bl iy, A 54 et
o BBURESE A I R LAF <R A4 LB P ) PIL

sd_pattern J£I5

] sd patternIPSIELURMIAILJE PIL. X445 DG H RS, RESREES . i 5 A
MRAE Ak . IR NI (regex) V&P F ¢ & H 2./ PIL

sd_pattern BT AT LAN B -

« Bk - 5 B AE PDU ARG IE M A R IO W A B . (R4 AU T PCRE W40
5,

B - WA AT IR BCE,  fi8 0 AR B @ 1) PDU AP g DL RC R
sd_pattern as IPS FUNEINLE Snort H ol A, XA A s A 223K o ML I (1) 5750 -
sd pattern: "<pattern> "[, threshold<count> ];

(LR
sd pattern:"credit card", threshold 2;

MERK

BRI A A B A R BEE A N ER, e e T VLT PR AY (R 44 5K
R TO A LR IEWZRIL S, P A4 FR AN IE M08 S st sl =C i F B ads «
* credit_card—

\d{4}\D?\d{4}\D?\d{2}\D?\d{2}\D?\d{3,4}

* us_social—

[0-8]1\d{2}-\d{2}-\d{4}
* us_social nodashes—
[0-8]1\d{8}
* Email—

[a-zA-Z0-9!#5%& " *+\/=2"_ Jo=1+(2:\. [a-zA-Z0-9!#5%& " *+\/=2" " {|}~-1+)*Q@(?:[a-zA-Z0-9]

{l
(?:[a-zA-20-9-]1*[a-zA-720-9])2\.)+[a-zA-Z0-9] (?: [a-zA-Z0-9-]*[a-zA-Z0-9])?
* us_phone—

(2:\+21[-\.\s12) 2\ (2 ([2-9] [0-8]\d) \) 2 [-\.\s] ([2-9]\d{2}) [-\.\s] (\d{4})

PIl ZFR =

credit_card \d{43\D?2\d{4}\D?\d{2}\D2\d{2}\D2\d{3, 4}
us_social [0-8]\d{2}-\d{2}-\d{4}

us_social _nodashes [0-81\d{8}
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| Snort3 sh N RH&MANTARS

snon3 megaExan [

Pll Z 7R (o E:M

(ligas [a-2B-Z0-9 14536 *4\ /=2~ " {| }~=1+(2:\. [a-zB-Z0-9 14526 ++\/=2" *{|}~]4)
(22 [ Z0-9] (22 [ 20-9-1* [a-zB70-9]) A\ ) Ha A 2079 (2: [a A 20-9-]* [az-70-9]) 2|

us_phone (2:\+2L[-\\s12) 2\ (2 ([2-9] [0-81\D \) 2[-\\s] ([2-91\d{2}) [-\.\s] (\d{4})

LK LR L RE R AR OOE T AR SRIEAR S RIS o ISR AN S B WL Th - R RGeS A1t
AR e B BN T B ORI B 7 5 SO PIRRE S SBUHIcH 1 4 B 2 22 4 1 (LSP)
PPt TR, gid:130 BOATEOL R, EATAEATAT R Gehe (I 1 Sems v 2 R 3 1 .
LSP # (K REURHC s U o BT A B, JF By DU B

* credit_card: 2

* us_social: 2

* us_social nodashes: 20

* email: 20

* us_phone: 20

$r] LA ] sd_pattern ZEIIG L 2 SO FFA& OAT R o AT IEERAE, 154 Snort 3 AR5
g4z,

FAT A SUBERT B (LAY sd_pattern I i< 3
alert tep (sid: 1000000001; sd_pattern:"[\Ww-\]+ @([ \W-]+\.)+[\w-]{2,4}" threshold 4; msg: "email {1 4")

]l
A P BB A DN 1) 19 5 SORI <497«
FAT A BRI R

alert tcp (
msg:"SENSITIVE-DATA Email";
flow:only stream;
pkt_data;
sd_pattern:"email", threshold 5;
service:http, smtp, ftp-data, imap, pop3;
gid:2000;
s1id:1000001;
)

FLAT B SRR A

alert tcp (
msg:"SENSITIVE-DATA US phone numbers";
flow:only stream;
file data;
sd_pattern:"+23282 (0[\s\.-]1\d{2} [\s\.=-]1\d{3} [\s\.-]1\d{2} [\s\.-]\d{2})", threshold

service:http, smtp, ftp-data, imap, pop3;

gid:2000;
s1id:1000002;
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Snort3 AR MFATBS |
B =z mmmhu snon3 A@an

PAR 2 BAT W EUR S B 52 5 Snort IPS BN 58 22 71481
* alert tcp ( sid:1; msg:"Credit Card"; sd_pattern:"credit _card", threshold 2; )
e alert tcp ( sid:2; msg:"US Social Number"; sd_pattern:"us_social", threshold 2; )
¢ alert tcp ( sid:3; msg:"US Social Number No Dashes"; sd_pattern:"us_social nodashes", threshold 2; )
* alert tcp ( sid:4; msg:"US Phone Number"; sd_pattern:"us_phone", threshold 2; )

* alert tcp ( sid:5; msg:"Email"; sd_pattern:"email", threshold 2; )

Cisco Secure Firewall Management Center F1'22 437 K 5 1 2% 57 P28 AN 2 F5 45 I B bt i

BEEBENZEEEFTH] Snort 3 NZHN

T LU BRI AR AR SR PP K SR T 3 T PR 8 MU PR 5 8, DU A W B
TR SRS AN LA R P05 o

LB KDL FREE > NR.
LIR2 LRSI R Snort 3 RN .
HIB3 EEIN, %l AT L N A
o USRI
o EPEN A DL A Sz AU I ).
o BHE NN PEGNE R .
o AN A .
o AN SCRY
HRPATZ AT S FIPEANE B, 5S04 %4k Snort 3 AR HME , 26 31 7L .

NZR AR

A ERA, S RTAEA AR SRS R AR RN, DR i 5 32 4 A P A i U IS 2%
GERI AT o

Cisco Talos 1441 (Talos) 1 & &F AN BRI SKEME AR NAZ FIRS 2 25 HE I R BRONER A o i n, — 45 )
A fE£37E Security over Connectivity SR TA 5l 1 J3 HI1fI 71 Connectivity over Security BRI\ HEHg HHAEH]
Talos 7 £ 47 FH K0 DU) 57 >k B CSCBR I SHEmE Hh — 2R B 22 2 ML U PR RO SREmES o L 238 S0 V0 ) B S 0 AR
FEMEHEAT SO, RO 4 F T B0l SRS 1) BR A SR v (R BR A B A e A S ey, 0 SR VR ) B 5
ACTREIS H R U BR A B o AFE R, R DL S T R A DU B AN 7 R T R
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| Snort3 s AEemFIHS
reangrts ]

QU AR NI, & 2 AR T 5 SRS PR ER A SRS A U P BRI J5 4% o

INESIINEEL S viAl
G, TR A BL A
45

B B ARG EANRAE, IR RO ECHT RN A AR S o 28 R A i Y 2%
I A %I ﬁﬁ@ﬁﬁﬁﬂﬁﬁh,%%imA&$# SRR BB H R, A
s S i A H Al BT

FE1E

PR

B ARG EN AT, EFu B fdate, %EE&@@MMEW%&A@$#O
el R A IE A BIEIL A bR, IF FLEE I FF H S sl 213

i
HR ARGV ISR

)

AR P EHR ol BRAE ZEXTRT A RN . B R R (Disable) s AE AL

AT @R VS R AR AT AR o RS AR, DA ) 32 6 v 46 R 1

RERTRES TR MDA, IRAERIINILE, 2 5L AT REVL AL .

B NZ AR

INAZ T ERAT A AW 5 1) o

TR KL FEREE > AR
PR 2 pl G I HG 5514 1) Snort 3 RRAR .

R

EAVNITRT NP S SE-&
< CAE IR
o O R O i
o O B D Bt
© CE M

PR3 EFEAEI P B AR AR — A B A
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Snort3 AR MFATBS |
B esmrurgstansEs

FERA N\ BWIRIE N HAEPIERRNRAE L — A RA N ERAE TR 5 5, 120 %48 Snort 3 A f=
IR ) QIR
TS iR TF (Save).

T—9#Mita
MBI G IS AR E T, 2R 23 L.

AN RREEFIINZEH BT IERS

AR A I L AR R AR AR B R PR TP M hE I . 7E RSl T, AR R A —E IR
BURTREA e B, WERA NS Ss &%, EIURMOE S L2 i, T REA S
Lo EAEIARTEIL T, WVF R SR ALK, SRR AIEAr AR 1 ) il W RAT AR
W 2% ik 5545 A 8 DoS Bty W fig K g R AR X IXCERN R i, it W1 A Al S DX A i O K
AR DA A R il R G A E A

ANREHEHE
T DUl 4 A T, AR P2 5 O R R 0 B AR

MIRE e X T LAR 1 AT R A A T 2 A AR AN T o ] DURHE L0 S Bt SOA
JOR U s 5 i R B

WENREHEIE
ERER, WCRE R AL,

R 3 BIEIER

£ 15t AR
B 1 DA E IR T B P fid A R i v B0 B L (el “T1H40 [Count] 4R ) sk gt

Bhn, WS E N BRE (Limit), #itHE% (Count) #E A 10, FEH¥FbE] (Seconds) & A
60, TMIAl—2 8N A 14 ANBE b A M, RS rE SR & AERIRT 10 N8 SOz i 250 5 4
15 1 s SO () Ak

15 L EFR R B N, Sfe e o EdR e (l “TH” [Count]) Z80dE ) Ml HINIET, 3% It BoR
—AFM EER, R FERET S H RGO RZF 2 G, NIRRT AT R )
an, FRABE N BME (Threshold), Kfit#1 (Count) & H 10, HHFHEL (Seconds) & M 60
B, an S E) 33 FEE MR 10 Ik, R AR —NFIE, RIEHE “FPE” (Seconds) Al “if
7 (Count) THELA EE N 0. HJ5, HUNFERE ok 25 #P 9 XAk 10 IR i1 T B AESE 33
BREEEN 0, Hik, RGNS —AFH.
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| Snort3 A SIS
ga putaE ]

R 15 AR

X [ BAFREMNBAERR e 80E B0 fEdRE AR N A C 391 Bon— R EEaE. Blan, ik
RBE J T (Both), Fit4 (Count) & 2, FFI4HFbEL (Seconds) B K 10, WIS fF 44
LI

© TR 10 AU K, REASEBAER S CRIZSBI{ED
 WER 10 PR AR T I,  ARGURE A A CER i A U I A8 1 3 )

IR 10 BRI DY U, R GURE AR AN G A AORIN I 2B, 2T R
INEZG

T, RO BRER, T E S B 458 1P M hE vt 508 it 4 H A TP Huhik v 5.

& 4: B{& IPiETR

IR okl
KK 205 TP Huhik oH S A E ST
Hbx 2 H xR 1P Huhb vk SR sl v 4

twJe, € F T SCRRLIR S0 BRI o) B o

R 5 {15/ (8 1E 1

LI it AR
21 BEANERER TP Ik AE RN R I TR) B A 12 280 B0 48P 5 ) R s i e
b THECE B 2 AT 2 (A W ROR B (E SR BEE PR (limit), CRfERER B E VIR 1P (Source | P),

it H (count) BEE N 10, JRIGFYEL (seconds) WCE N 10, MIRGEKALRIF S 10 BRER A & AR
oK ERE W LT 10 300F . ERAT 10 8b 9 HURAE T 70800, REURC SO oRiX L i ff,
MAZRAT 10 PR AT 40 DNifh, REUEACFIF R 10 N9, RIS LE Y] 10 B2 i 1] Beid
Ja BT

TR, NRFFBE R, R SR TR BGERBI detection filter KEETHIAR
HOHI RS A SRS

Je

R WA AE AN S A s i
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Snort3 AR MFATBS |
B =sosapaugane

7€ Snort 3 H A NRHN& & H1{E
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T4 /ERIMAME (Add Rule Groups) & 1T, slliAL 550 RFFETK (7)) bR LURTTA U]
4.

BIRS b O AR E SORN A 5570 ) S IEHE .
FER6 SR TF (Save).

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



| Snort3 s AfRHemFHDS
w2 snon3 ey an i

T—%#ita
MBI E G TS BN E N, 5B 23 UL

Varla —— \\

=1E Snort3 R RYE EX LN
Zah FARR A ORI A INBNAZ K I8, PUS F X S X S . & m] LS T g
TR El B PE M BN RS B H O b AR IS B & RN,
I DL N P IBAE — ANk N2 S5 Ja B SO .

BB ERF R > MR,
H2 il Snort 3ERE MM LT K.
SE®3  JRIT AHEN.
HEBA EPITE AL
WIS R PR ) 5% 20 1 52 3 A Sk i B o
W6 N MNIRE FRAED, TR IRBARKEE .
7 B
* P SRR -0 SR N A T AT R D)L A7 A [ R R4 A

* RNRRBE- N B N A B EA R AR

PIRS  WE MR
o WERAE BB APk TSNS, WM ERBERTS TSR IR T KA .
o WRAE B D kB THRNRHAEG, TR SRR 44 PRIEFE URAE o AN 22 3R, 15 miil
NIt
PR o, AR ER SORER I IR .
P10 SHRTE.

T—% Mt 4
FEc s LB . IS E O E S, 5 23 1L,

Cisco Secure Firewall Management Center Snort 3 Bt E457, AR7< 7.6 .



Snort3 AR MFATBS |
B e

il B B & AR

I EF TR > AR,

$1#2 &5 Snort 3ERE MM &I,

LB 3 JEIF L E P AR AR

HIB A 1k G 1) SRS 1 B ALE
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2 HE X2 Hr kms )t &

* XFF Snort 3 A, 1S A Snort 3 1178 UM/ BT SR (B , 5 72 L.
o MR - 2 REEEMBR R 25 3 B Sk, 15 R BHIBR BEIRR, RIS HAVE 17 MR & . SR 5 5347
SRS o) 7 ) SR 5 Y DO TGV o 2% 1 4 43 M SR o
AR P IR R, RIS 8 A s, i A 18 SO & AL
o Gl - W YRR AT P25 A0 AT SR, 1 R SRR AR
AR RRE (©), WK PIECE 8 T, sl A e il E AL .

o R4 - i RS BlbR: 152 W Cisco Secure Firewall Management Center it & 45 7 H ) A2 124
T SRR

W 2& 43 #T 55 B& BY Snort 3 TE X FOAKIE

RIS T L M SR AE T (K Snort 3 LS IR .
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3 6: LRSI TSRAEED Snort 3 TE XFIARIE

W53 seBe k0 Snort3 2 xiiiE I}

VN

15 AR

DALE

R g2 AL B A IO CGRALT Snort 2 Fitht
HED .

PR A A SO AT ) AN 2% R S Ao 7 A 1N 1K)
Wik

PR R E R R g P E SR AP ILIE I
R A E /A E A SRR

A RVEAME S, TSN Snort3 A € X453
MBI . 55 72 s SR E R A A .

LGRS A A

LA A R AN KSR A BN SRR
INEEZ S, N 2GR A ds . BRI
IV T UL % 7 2 (K AN, S S
TP/ TN =95 8

HRVEMEE, HS 50 Snort3 17 LML 434
Hms IO 8 72 TP SR A8

EZ VLR

AR AR AL 2N S, A nT UK 5 AT
Bo o XSOk A4 SRR e 4 (i)
g, Ui A VLAN) FeE W E . —4H2 SC R
B R SEH

A RTEAME S, TSN Snort3 A 3E X257 B
SRS HIAUEE , 28 72 SUh 2 plke A

Z4H) (Schema)

B SCAEHE T OpenAPI JSON #HYE, 1T IAIF 148
P ARBCN A N ET DU B SO A
ATAT 55 =77 ISON 4R 4 (441 Swagger i’H45)
W ST 2R SO o] 35 B St ml LA A 4
e B )2 AN () Fo VL, YO LRI 2240 R )
ez i
ARHEMFEE, ESEHE SR, 5
80 i,

B SCAT

I EATAE BRI T B s
B A A 7R B R

T ISR B SO P S R B RGeS, IFREAT
T RE AT ZEAE T B 2

ARVEAME S, TSP A E N SRg , 2
80 7L,
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| RN T

Snort3 I ERAEN |

152 AR

BT DUAE AN SOIE R R B R A S IC
SRS PR AT A AR T B A T A

SEHEICE R EOANCE (i JDR) Talos 7E24 LSP &
B —EB o HEH ) A1 2 X NAP #2251 E 1
B E .

ARVEAE R, TS0 A L7 B sk
80 i,

T W4 4 53 K SN LI ) Snort 3 RS :

* 7E3R1E (Actions) > Ef& (Actions) ', #&n]
Lk i 7B & Bt & (Overridden Configuration)
A_E A% 5 78 5 G B 1) JSON SCA

* 7F ##1E (Actions) > T & (Download) T, #
AL B S BLE (Overridden
Configuration) LA 4 78 o (1 & 2 B

R MR B AR TR AR E, U sk T Ak
THMRE . AEGe AR ERN, ik
Wi AsAM, SRVHE T3

BRIEAME R, ESH 3 XM
3580 T,

AR EM

4 Snort 3 H5E SLRLE I M SRS KA, 56 72 3

H i 25 73 4
W2 53 BT S LR, 5 77 T

P 2% 53t AN = SRR B RITIR 5= 4

LSV Snort F6r I 5 | 8 Ab BT LAIEAT AR A

Mg, 5580 T

BT, A BB AR £ A ] TIPS 14 AT HIE

L AEE B, A REE BT NSRS AP TIERAESS

77 Snort 3 H EE X M &5 T ok BERY 6l &2

Ejﬁﬁ\ﬂéﬁﬁﬁﬁ“ﬂiﬁfélXfﬁiiﬁﬁﬂéﬁgiiﬂﬁﬁﬁ EUEAT TR, G, ERIAZE M S AL DA AL

REZH ML EK,
LLE ﬁ)(f?j(ﬂ\l_l%’\*ﬁ%fﬂﬁo
Cisco SZFE A AT

/[\ﬁﬁﬁﬁu,x . (HIE, jf“ﬁ%iﬁ’]l%%%kd&kﬁ@ A EEE
FE 2873 T S — Pl RO, N e 2 B
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# snont3 xR sEnmE [

Snort 3 1] 925 43 A7 HEWE BC B ALk T JSON F ISOM B SR B i 8 . 4eAy T~ OpenAPT RS, wf#5H)
BTSRRI Ay BE . WA SRR E . Snort 345 £ 4% 4 AL B A 4G 14 (41T Snort
2 TRALBEZS) o Lo AT SHEmE 0 & AT LA JSON 4% 20U R 4.

7t Snort 3 11, T A IR ESIK S Snort 2 FAL RN B AR AAEAE— X — BRI I6Ak, B
L HRR] HT RS A g MV (1 280 2 Snort 3 SCRFINARS A 8 MACEL (1K) 14 A1 5% Snort 3 IR TE4I{E &,

i Z [ https:/snort.org/snort3. 7K & B L o AT A AL SR VRIS B, T 2 W https://www.cisco.com/
go/snort3-inspectors.

)

iR o B EHIPD TR 7.0 A, fETFRJS, {F Snort 2 FRAS [ R0 4% 43 AT SR o BT ARG B8 EAS 43T
% 3| Snort 3.

© GNIRHIEAR], BARE Snort 2 4873 AT SR B 7] 2D £ Snort 3 LT .

BOAERRER

B R i A (LSP) BB vl e L 2 AR 1 s o0 A G 1 G B ) BE BV FEL B . 23 LSP
BT S A/ ST (19 FELR AR 45 20 BT SRS 1) Snort 3 iR (AR E & T AL .

HEMER

R E RO A A A SCAA IS ) A1 2% RS ARG A AR I AR . U G E R A A A P A DL
i, Sk A s R/ E A 2 AR Bl

XIT imap A A Ay, AT I, 3 0 e LU 4. B
* k%555 T imap.
s e —%,

AR XL A, IR Y imap.

Cisco Secure Firewall Management Center Snort 3 Bt E457, AR7< 7.6 .
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Snort 3 FEIZ R MLZ DT |

B 5 srons eexmesmgmmnoe

"when": {
"service'": "imap",

"role": "any"

}

nusen: {

“type": "imap"

BN ERS
OIS A XK AR SRR I 2 S, Bl 2 OIS A A . SRR AR R
N T AR, AR E T B
LUE
{
"normalizer": {

"enabled":true,
"type":"singleton",

"data": {
"ipd":{
"df":true
}
}
}
}
ZHeE R

UM A A 2 AL, T DRSS T AT IC B IX R B A SRR R s 251 (Bl R &%
Ui M VLAND BCEBCE . — 4SRRI ERR LB A —NERASLB], 808 ] LIRS R € 45 1F

[l Cisco Secure Firewall Management Center Snort 3 L &5 5, KA 7.6
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# snont3 xR sEnmE [

AL R ARSI RSB B I, RN T BRI S R
BEAN,  BRINSEAG () 40 Bk A 2 25 (1 44 B AH 7D

T2 BIR A a, S EAR SG RO A A E I, RUETEEh JSON SCArh i dA> s i 40, 55 /2 LG
PLIZRE R 26 A CAZi] ) AL A A A N (K26 AF D, A5 I EATRs 3 B8R R . S50 vl DL B BT S5
o1, BT RO B QU RS BT Bl S e R 2 AF, DUBE S ik

it
« BT BRISEBI IR 2 454 7 3
{

"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspect",
"data": {
"response depth":5000
}

}

o BN LB RIERINGE ERE P 1K) 2 B Ao o

{
"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspect",
"data":{
"response depth":5000
}

]

}!

"binder": {
"type":"binder",
"enabled":true,
"rules": [

{

"use": {
"type":"http inspect"

}!

"when": {
"role":"any",
"ports":"8080",
"proto":"tcp",
"service":"http"

}

« DRI AS, HAusn T A e IR E X ER .

Cisco Secure Firewall Management Center Snort 3 Bt E457, AR7< 7.6 .
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B entumiszs

"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspectl",
"data": {
"response_depth":5000
}

]
}I
"binder": {
"type":"binder",
"enabled":true,
"rules": [
{
"use": {
"type":"http_ inspect",
"name":"http inspectl"
}I
"when": {
"role any",
"ports":"8080",
"proto":"tcp",
"service":"http"

BAIAHmNREE
I T B (CTP) e 4x it CIP (209 i, I B IR BE & 1) 2 4niatT . e ib 4R Ak CIP 4 B AR Y
JRL 2 TR) PR AR 22 A A
CIP 224 PSR HE A T 2220 i ) -
* CIP ZaMBL - I THRITINN R, NG8Z e it T 224 .
* CIP 4 - T A8 Sk 2415 A
CIP A0 A5 I IR0 «
* CIP B 55 R i
» 14, i CIP Read. CIP Admin. CIP Infrastructure FiI CIP Write
CIP s as vl LU AT CIP %048 Be 3 -4 Forward Open i 3K 1 #) CIP 22 4048 B

LK CIP Z4xThfg, AZURH CIP Rl . 1S AL CIP Edls to b i 2420 B, 25 77
P

A8

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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et op siratnzesg i

S FORELE CIP i E R IRE DR

v

Qe

NN
S N N
W N =

fEHIZEH]: SRR CIP 2242 7r B, AN fevrdLqt CIP il dd, 53T LT 54k
* B4 cip_safetyff) 52 LM 2% 70 BT S
o FEVT I P A h GG AN, BABHLE CIP 2242 Jf Sevr Ay SeAd Al ..

FENAR CIP 224 Thfe, S AR B0 R BT CIP Ao A R 3L 20 B4 U i 22 s o

5 R > NZ > MG TR,

AU B IR P 25 53 T S cip_safety [¥] Snort 3 flAS .

e TSR N, sl cip #ILEIT.

BROACE R e MBI, B S5 L E R TER 8% A .

AP BEEE T, sl WIERESR KFs, J0& dp 19 “CRH” 7B false BRI B
o true.

Wit E (OK).

HidiR7F (Save).

LK cip K B AR A VT I AR SR, KL TR SRR > T Ie)E ) > dRAE , ANE ANEE L IRAT R R
) E% N kiR S RRE I

s MBS FFINR KRG 55101 %8 (2).

15 WA TRINGHERE 6711, A BRIAPER AT SERE A0 2 e 5 O 0 B ) e
cip_safety .

CIP Ky B AR B R, mT BLBUAE B s SCU7 )42 iR NISK BEL L CIP 2242 JF SeVE T oAl
CIP #fs ..

FORALE CIP AR AR I SR S, 154 2 RS DO IR S0 15 0 B 5 SR P op i A
DUAEEL LA 2248 ) CIP 22 4 Hedi 0, H AR Y T D38 CIP A o 2 FH I SUNI 25 ) s (2 B 2
Rt F1 s B . JFH CIP R4 BoR{7E Web A FB .

P &% 53+ 47 5 i AR B

XTI ST ENHS  Cisco Talos $L0% T WS B 17 Snort 3 REAR BN Snort 2 J§UA 1%
W

DL AT AR Snort 3 RRCAS ¥ SREmE H AT X6 N [#) Snort 2 FRA .
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B =smssmenms

EFE ML 7 TR AG ARG

UK

$IB1 ¥ E%KBE (Policies) > A1& (Intrusion) > M4& 4t 5k E& (Network Analysis Policies).
W2 LUHENAP BREH (NAP Mapping).
$IB3 BITEFRMET (View Mappings) ik,

RYK s BB 2] Snort 2 SR 1) Snort 3 19925 73 BT SR .

$IE 4 HEE (OK).

B 22 ) 2% 53 #T SR B

e & B AL DU A PSS 28T SRS 34 0] H T AH N A Snort 2 F1 Snort 3 WA . 2448 G B i 4% 2 Mt
SRS, 2 [RIEA) 4 Snort 2 fiRASAN Snort 3 FRA .

IE1 2 REE (Policies) > AR (Intrusion) > M4& 5> #i 5k B (Network Analysis Policies).
FE2 SRR,

I 3 H A\ &FR (Name) F#ik (Description).

$IB 4 EPFEARER (Base Policy) , A5 AdiiRTF (Save).

ST TR X 2% 4 B S s A FH HO6E Y [ Snort 2 BRAS AT Snort 3 kRSB .

12 40 4% 53 A7 SR g

ST UG S0 208 23 A SR LU SO A4 B ] B A SR

TB 2 K > NR > MBS R
FR2 Hilidwig (Edit) UESAARR, DO RIS o iR A SR

BMERFFA: WEHEFL 740 T4, T MR (NAP), & K asNC M, JRE
LSRR HE L P RS P R o

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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emasmgnnELeaess ]

) RS AR AR, DR AT DUR R BB EATE RS AT, AR5 PR LB E
Zarina, BB R RS .

WA BRI, e AT R A e A ORI, OF FLAE T DL B AR AS Z 5w LU k.
XFEMOZ A T AERC B RUUARES A Z I i 2 e ST, i T BATTBLAE W] LUK Snort 3 HH 13l 5
ZaratATRE AR, Dt AR RS dh R, AN E, DA A 5

WA AR A T B9 NAP SO TR, WA B ANRFAFR R F A SR “R 57" I NAP BUfE
R “CEF7 , MNKRERZ Ik BIXEE 0GR XEM T GID AN 183 [N, GID
1A 3 & SCA /G BN L H Talos S s IK) B U AR ety Frfy et GID #82
FEHGII o IX LA W 45 fi A 1R LR D DL RO o S SO TR AR AN AT REXS UL ™ A AT T 5%
Wi, EHTEERE T O EFRE RN, R BN A RsidE A

AT WP FRBE AE AR, EA Rk Fakh, WITE AL 2] A K

pE

RGP 2 o TSR A0 Bk BT ARG AR, e P9 7086 R I T F Smort 2 A1 Snort
3 Ao R B AR S FRA AR IS 2, R AR AR W RECAS [ I 24 2 A SR i A T I 4

PR3 mitiRTF (Save).

EMFZ DR IIA LR ER

AE Snort 3 FRAS ¥ 99 44 73 Mr s BUIRT b, 88 RT B i ZE0 I A SRR A P R AT AR DG SCARAE B A
o

$IB1 L %KBE (Policies) > AN1& (Intrusion) > M 4& 5tk E& (Network Analysis Policies).
WIR2 ML SIS I Snort 3 kAR .
PR3 (EHE (Search) £ i N ZZH R A A o 44 PR EATATAH G S0

RGO s 5 B R SCA D ) A7 A 2 485

B, WA pop, IS RS £ 8% FIG DU A g8 45 b e L s TR 45 3.

X ER
I E SR 2% 0 AT SRS L B ] 5 88 1T
HRAABEGNRERIIE, 585 I
W 2% 43T SR 1) Snort 3 & SCRIARTE , 5 70 T
FILE X 48 o M sk, 26 80 UL
Xk BRI T TR R A i O, 5 83 T

Cisco Secure Firewall Management Center Snort 3 Bt E457, AR7< 7.6 .



Snort3 FEIBEME S |
B =nszms

EHERERE
44 LR 11 £ 3R 5224 BT A0 9 Snort 3 U 9K B

FIB1 2 %R (Policies) > N & (Intrusion) > R4 5 #i 5 #% (Network Analysis Policies).
PIR2 A LSBT HEE 1Y) Snort 3 ARA .
P®I MERER N, JRIFEE I E T A .

BOARCE WonAEZE B, Wi o6 I E B s e &0 ds T A A
TR A UL EHIZIBIMEAR (Copy to clipboard) B, A0 7 e e B 5L S0 LA R — Il By 1 A B AR «
 FEAMECABLE
MY EEMEE

SRS KR HIRR AR EC BRG] JSON ZidEas,  DAMEAT S m] BE 75 LM AR G

AXEMR
FE X2 o B sk, 2 80 UL

B & X W 4% 57 th 5k B
Fi T DL F1 ELEESK 1 S Smort 3 A 910 9 B i

LB R KRB (Policies) > AR (Intrusion) > M 4& 5 #5k B% (Network Analysis Policies).
PR 2 L ML BT S 1K) Snort 3 AR .
PR3 midh 81 T hsgp.
ARG Won LU IR

« TR

© NEOTHR FBOREISCAT /R

s TRGEHACE

o MR GICE SO

o AR RO E S

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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arexmasizs

TRA HEBFE (View Schema) nf AR a8 1T IF 7 230

i1 Firewall Management Center Overview Analysis Policies Devices Objects Integration Deploy Q é‘ & @ v | de
—
Network Analysis
Policies
3 Download
Schemas A4

arp_spoof_snort.hosts

sTcommplus >
port_scan_snort.ip_proto.rejects >
iec104 >
stream_tcp_snort.require_3whs >

HIES AT DURYE 75 Hok N0 R 3CE B So: /A e 4 e B ok 7 o

WX SR I, T LT AR SR VEIME . SRR IR BRI A g I DL B (A A AR O

a) miili FEAR DL NEEE S
ZOH SCAFFET OpenAPTISON MY, TR M EARE R 2%, S8 mT LN #2840 e 964
ATAT 56— 77 ISON Gt 834 JLFT TT o 2840 ST w345 W A8l s vy LA K G 18 % IC 1 1190 2 0 S A R )
FOVFE Y BRI AT R 2 X
B, XFF arp_spoof_snort f6fr4%, #EnLAFCE EHL. FEHLVEERS mac Al ip Huhbft. 2808
INIZ LA 1 DL R AR AR

*mac - #X: ~([0-9A-Fa-£f]{2}[:-]){5}([0-9A-Fa-£f]{2})$

*ip - ®X: ~([0-9]1{(1,3}.[0-9]1{(1,3}.[0-9]1{(1,3}.[0-91{1,3}()
/10-91{1,2}){0,1})$

7] Firewall Management Center Overview Analysis Policies Devices Objects Integration  Deploy O, € & @ v el
Network Analysis
<
Policies
Download
Schemas v

arp_spoof_snort.hosts + [arp_spoof_snort.hosts « |
mac arp_spoof_snort.hosts.mac string
pattern: *([@-9A-Fa-fl{2}H:-1){5}([0-9A-Fa-F]{2})$

host mac address

ip arp_spoof_snort.hosts.ip string
pattern: ~([0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}\.[@-9]{2,3}(\/[0-9]{1,2}){8,1})5

host ip address

H

TN AR SO 32 (e YRR, A REsh i sk s o, 3 B 1R
o

Cisco Secure Firewall Management Center Snort 3 Bt E457, AR7< 7.6 .



B ecvmesmzn

TIE1

Snort3 FEIBEME S |

b) sl TGS ARIR LU LS s il C B A I A8 AR RROR 35 I S8 i A Al o
BT S 7R S i e B R B RCE,  IFREAT T e AR AT BE
¢ miii THTBEE DU AMSICE FEE > JSON CIFH,

BERTLU N oS B ER A R R MR, A PRI TR B as . SO Ay SCher A s e 2
IPECREISE

d) sl THESMEE DM RCAGNR AT E.
TR SIANE, EIIREUT DR,
AT DASE AR LAy AU A A A L

o FREAE A H RO ARG A BT N G HE. 15 2 W Cisco Secure Firewall Management Center
Snort 3L E TR ME RN — =P 1) MIEE[HITRAKREUABERE 1.
o RS IR TR P3R4 (Actions) NS i AL o6 (Il & S0k

DR PR B AE A B O AT ARG AR, WJE R P AT AR I, B e A
PR o

a) TEAEERE (Inspectors) N, JJF 2L o JLER AL & (K i F ks A 25«
BROABC & R R e b, B o M IC B R R A8 Iz
0] e A B AR A T AT AR DG SO R R A s

b) A EHIZIBINEHR (Copy to clipboard) Klbx, Kt BRI £ 4 e & & ) 2 55 Wi .

c) AIEE—A JSON SCAF Ik BRHC B RS G 2 2L
d) REEA N R A RS E, 3T ISON SCAE b I g i A7 HoAth i B 0 s

T v LA 7 450 ST AR (Sample File/ Template) Sk T i ] 78 o BROABCE o« ol SR
5 JSON Jr Bt B W Snort 3 [ 5E S 2% 734 s o

) MRHE T B A A e A T K
AU SO R EN I B A S, X T2 0IRA 28, W ORI SS9 (095 e 28 A A A e 7
JSON Cfh. A XiE41M5 B, 15214 Cisco Secure Firewall Management Center Snort 3 1ic & 45 4
H Snort 3 BB E X MBS IRBEEIE 8P ZHI8 A .

) WEREHUTAT A B AT B A, TR A AR I B n B 5 7 O A S
P2
PRGBS G B AL ZR AT A TSON Fife

g) KT R ML B ST ORAT B I R SR

MIRAE NP, PR DA A DL AR 5 S E Y JSON U,

EE
AR B AN EAREARCE, POV ES MR mA B LR, B, Fe AR
BRIAHC B A AT 2 o LSP SBT3 23

RET DAHETECAT ) DA ok 0 S 3 AR G DR A I A0 35 78 K A AR L LK TSON LA

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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sessnrrpsEnEzrE I

s BFHHEEREE (Mergeinspector overrides) - W EATE I ARy, FALSTER N ES S
HIES . WA EARARS, W Ao GETEARAR) TN EIE T Z R NE,

s BB AR BB AP RLE
- BRI T R % (Replaceinspector overrides) - BRI 2 W i 4 ol LAESCIF i 4
%,

PR ITURS I B AT LAY (B i o VR (00 I3 I ot 0 82 AR WA R

BRAE T B i (AT BRI AT TS, e e 2 AR SR B B L P U 2,
LN BRSO, B SRR LA S
SE8 4 LEBEMEES G T, Al SN U MR E RO A REE.
AR AREE, BRERERSLEN - MBOEK, R E - MEENEAER.
AN, Kirad FiBaELE (Overridden Configuration) #14x 7~ 78 5 1 -
AT LU R F2 55 1 L B R B 2 (Show Overrides Only) S XEHERE F T A LA o A 71 2%

135}4’-
Eﬁﬁﬁﬁ%?%ﬁ% L, ARJGITIT JSON STAF IR o 1 s 1L B (AT AT 8 B0 /783 o B n B e 30 f
LEPATICARAE, DU 2R IH A s .

PR (AL FEATAEFDRT R A A OB S 2 /T, & R G A G G B S A

0N

FRA TR LA AE 7 76 A A A I B I AN AT 24

X ERM
V7 25 I E K O BRI , 28 85 L
BEAAEGMRARIIR, $ 85T
TEW 4550 T SRS T FAE A A s, 3 79 T
S A AL E , 2H 80 T

M ERAITHNRKEEUBEEERE
AT Snort 3 HAIIL4E AU A0, 46T LAXPH 75 SSRGS 2 S

o, AT LU AR AE (Actions) TR i AR R IBC B30T A ORTRANME R, TS0 A e XMW
é%éﬂ‘ﬁmﬁ% 5 80 Tt

$IB1 5% (Policies) > Af& (Intrusion) > M4& 5t 5%k E& (Network Analysis Policies).

Cisco Secure Firewall Management Center Snort 3 Bt E457, AR7< 7.6 .



Snort3 FEIBEME S |
B =rsEnanereensx

TR 2 R TSI Snort 3 AR -
T3 A WER T, BITEERLBOARENITH A
BRONBC B o220 h, B o i IC B s ek A ds Az
R4 AL BEERE T, sl RERER (W2 BT AR E .
RGO E AR A, AT DR P AT T ) G
a4
* TORICOR B 2 n I BEE . WOROR B IS BB BA RN, 27 Bol A R PR, Xk
FH RS Talos HIBNTE i &, R GUK IR B T (E

o S SREEAIN S BRATART 5 SR, TR DR RIS ARS8 R P3G 7 8 A 12 S on el B 4 5
FEFF R o

PIRS rhE (OK).
WIRARYE ISON ARUEAFAEAT T HE 5, T2 B R iR E
HIR6 i Save (A7 AT B B

U ORF £ OpenAPL 22N, M) RO RVFEBIAARLE, B, KRGk B REESRE
At $8 (Error saving overridden configuration) [ i i o #8038 T LR 30 S AR 10 S 1

AXER
FE o B sk, 2 80 Ui
5 A IR i 0 1) PSR ORAF TR S 5 56 84 1T
Ko i B B ERNICE. . 56 85 I
I E SR 2% 7 M SR e B ] 5 88 1T

WX SmEE A (8] 1k & KRR FRIE X

BEAT WA DB S AT 2 T DU UOR GRAF I S O VR R, BRBRA T 2 A R ORAE I B
UK N S AT ORAF (B, AEAN SR L B E 0 AG 2 s R BROA I

HIE1 # 2% (Policies) > A f® (Intrusion) > M 4& 9 #75E#& (Network Analysis Policies).
WIR2 2 ML T RIS 1K) Snort 3 AR .
I3 AERMER T, REIFEKE LARLRAE T U BT ik A 4

BRI B s AE 2B b, e i (R C B B R ER B 8 R I s

$IE 4 {E4 5 BB E (Overridden Configuration) F, i XS X Kb ] 7k &2 A 7 2% (AT A ARA7
()
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sraagzmnsznx

o, s EGE (Cancel) i .
TR A 2 L B A AT AR RAF IO ST O, I B AN 7] L

AXER
R A OIC B BRI, , 2 85 I
XA A AT WG A DU T O . 2R 83 T

EEERBEEIRERYIR

T AR P B i (R A AR 1 81K

F$IE1 2 %RBE (Policies) > Af& (Intrusion) > [ 4& 5 # 5k B& (Network Analysis Policies).
FIR2 B2 ML SIS 1K) Snort 3 kAR .
PRI PRGN (XETRESE SSEUASE CE G ARSI,

JIT A R 7 i (A A 2 AR LA R 9% 1 R — AR bR, LS B Ul e T

AXER
TER L8 I M S B EAY R A, 55 79 W
XA AT WG A LU e IO . 2R 83 T
I SR80 AT Sk, 55 80 1L

RESMEERE HEIAEE

ST LUV D 7 A s R ER DG BT A A B e e e i (R P K B D e A8 1RO KA

[T

$®1 %M (Policies) > A fF (Intrusion) > W& SR (Network Analysis Policies).
W2 2 ML RS 1Y) Snort 3 ARAS -
L3 TR L, RTINS A .

W 75 AR A 2 e LA Bk 55 100 S 7 Ry £ B e o

BRABC & ot e b, Bl o (O C B Bon e A g I A g, A SN B SR E
(Overridden Configuration) ~, siiikE BKIABLE (Revert todefault configuration) (J5iE#ik)
b, REAG 7 2 10 7 6 T 5T R BRI B
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Snort3 FEIBEME S |
B im snorts s

YNSRR AG 7 2% ) BRI B A AT S e, U e A T AR FIR 25
$E4 Sk E (Revert) LA g5,
HIE5 i Save (A7 AT B X

WIS S, TS T BGE (Cancel) kXS X Elbx.

AXER
A5 A IR G R 1) P SRR ORAF TR S 5 5 84 1T
FIE 87 BT sk, 2 80 Ui
XA B b T A IR A A R O, 5 83 T
FUE 28 7 TSI B Bl 56 88 1T

I&5F Snort 3 SR E&
YU Snort 3 W, LR P AT BRI A LS L%
M AL (R AT LU A I B
IS I R SR T UL NI B NAP AL
T NAP WA R T A S T A
o G T TR BB 0

o D SRS TG B O 2 RS O RBC L, JF ELAE AT 240 Snort 3 —BEHISCIFMINAP J5 4047
DU 52 S s P B T P

o X5 T LA PIRRAS VMO, A B 2 ST 24 5 FROAS K NAP S8R AT Snort 3 I SCAFAAT
Bk WERAEMICE G TAERA, REam M s Bl s, Smiifhasis®
AR, IR HRECE .

FEREREP T, B TRATTRE NAP SIS SRIBC R U ) 2 ) 5w R FL S8 A e s BN, funide 4 9 s il
SEAT A £ A HORS N TSGR Snort 3 S .

FE1 BENAPRBEEMDSR: 7EMNKITHRIEE Snort 3ERA i RESR T, RITEA&ILEIAR
R A e

BROARC B M A, BB o G B B os AER 248 B A s

$B®2 A BERE N, Al WENER () EARLUESUEMAS, Bl rate filter.
ARG W B ORI A, AT DL PO rate filter A6 a5 34T BT it (1 4 o

$EI  EE (OK).
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i snort3 %8 [

miitr Save TRAF T SE 5
o, BT DU R4 T R i AL B i S B S

skt 2% 73 M S 1Y) Snort 3 KA HHIK) 4R4E R Hrsic .

fE Bfe T, ALl BEERE U A0S O SRR E M JSON 3C

AR B AN EALEARCE, POV ES MR S AR LR, DI, fe AN
ERIA G B AATA 5 8 5 /o LSP ST i) — 23

BT LGB, R AT LS 0 S 21 2R 48 rp DR A7 1 60 5 7 i RS 7T A 10 1 JSON LA

* EFMEREE X (Mergeinspector overrides) - WK A MAK &S, AR AR S S
ARCEAIE. MRATEARS AR, W Bt CHFEAR AR PRNARE T Z i,
TR R 0K LA A 5 K e UL

« B ERBE = (Replaceinspector overrides) - IR ITAT 2 A A i TR b AR SCEFP 58T N
%o
FE

AP I S M B 2 AT P AT B e, DRI A A P MR B T 8 P 2 i S A A PR

WURAE FALPE W5 R 8 I R AT R, e B B R MIBLE S (Upload Overridden
Configuration File) it & N i G BIA % . IS LU AP R IR I SCE, RGBSR B8 L%
B

18 NAP SREGKEXE i T HI RIS IR (EUj P HIR a2, sl @R, 5 kMg s
HTRNAR SR 55 1111 YR o

M Default Network AnalysisPolicy 513, 3EFE— 4 BRI 48 20 T S
WRERER AR (g, RS DAy SREE 70T T g R SR . TGRS AR GBI ) SRS

Wit E (OK).
HHRTE (Save) 15475 .
B, RV g, S B, SRR S R AR HEs 55 1Y REE .
A RN (Add Rule).
ML A5 5 A I A A R U 4% 1 F
M R TR BEE T T AL BRI I U R0 () 4R 5 AT SR
s RN (Add).
EHE: E L SR, G ERE Rk EBE
YU I P B L T B
c R - AHRIER RSB, B B AERE.
o JEIF-ih BFFETR LA R SEME  R A RE E I T
PR STEMESS, 1% P A BRI BT A S S S HERE B . (U, TR 3R
BE L7 R FEH B AN Bl T R, 1T R B AR T O T
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Snort3 FEIBEME S |
B sxxrssmgnRERm

CRIED A R s RR i ok mE ml L P bt A A s BRI IR (1 A A S s

S8 il FE.

SR W RGAE TS I b R VR RS, SRR E B E Db SR e, BEAE SRS
S, U S R T SR R
W oREAs Snort 3 /4% 53 BT SRS L S 6T b R B A A TE A A A e B, S ke L
TRE: TR A RS: [ “rate filter” ] AEFXT 7.1 FRAS B AR IRCAS o

B & X M 4% 53 17 SR B & 7 5

WeoR SO AL JSON B, T Ui AT 4 Snort 3 H & W45 /3T 5w o S8 mT LARERRAT I L R 75

A SR A A
o EEAE BB L BRI A ST N . TS B A AT W IRGRAE AT R, O 83
e

* {4 (Actions) T FARRL o MFLE M. TS0 A€ XL BT s, 55 80 L,

FEIEFAEATIX LI I [T, 35 & A LU PR BRG], XS TEAR 5 SRR R 75 Bh S sk ol e
SRR M SRS B i o S IR B T BRAR L AR A 43 (R 25 P2 S5 s 9], DAGE S A ] U R %

RIS LEFE IRAE (Actions) Tz AL sk ALARBC L, WG 2200 P28 70 M SEns 22 e A — > JSON
SCAFIF BRI

TR i 28 M SRS (R A AR O, N AR B AN EAR AR, el
B A ERATHRYE, DI, R AN 2o I X ER (B E (A ] i 8 e o LSP BB K 20

LA A 45 g 55 (K7 -

LEARRBPREONRES “ER” HERAGKER

{

"rate filter": {
"enabled": true,
"type": "singleton",
"data": []

}

}

HEARRBPBBIARTA “EBR” HERAFKESR
{

"rate filter": {

"enabled": false,
"type": "singleton",
"data": []

}
}
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| Snort 3 F ISR MK DT

HEKRKEPRIZFNATH “BR” HERZ TR

{
"ssh": {
"enabled": true,
"type": "multiton",
"instances": []

EARRBEPR “BOMRT” 4 “BRR” HERAZ TS

{

"ssh": {
"enabled": false,
"type": "multiton",
"instances": []

}l

"ieclO04": {
"type": "multiton",
"enabled": false,
"instances": []

BEERHNERBEREMBINME
{

"normalizer": {
"enabled": true,
"type": "singleton",
"data": {

"th": {
"block": true

by

"ip6": true

}

BEZHINERDEOALAIRFHER

{

"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [

{
"data": {
"unzip": false
}!

"name": "http inspect"

arexmasiznEgRo [

B (EhplafmsaEsRmEBri)
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B E XM 45 iR i B & )

HEBREERRBEGASL GRS ETR F AN

\}

Snort3 FEIBEME S |

AR CEGEREAGE RN, e A INEAR R .

{
"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"use": {
"type": "http_ inspect"
}I

"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"

INNNERY B E XS

N

AR ARG E R R A A P SCAH I R0 A e B 2% H

"telnet": {
"enabled": true,

"type": "multiton",
"instances": [
{
"name": "telnet my instance",
"data": {

"encrypted traffic": true

}

]
}7

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": vvany"’
"service": "telnet"
}!
"use": {
"type": "telnet",
"name": "telnet my instance"
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| snort3 heyE R SF
arexmasiznEgRo [

TEEANJSON BERBEZRANTH. B HIZALBIANCIE IS 51K 5)
FEEAA™ JSON 4 i 1 s LA R 2R (7R 49«

« B HHSH] (normalizer KT aE)

« B2 PRI (http_inspect M Ar#)

* QIEFI 261590 (Telnet fErde)

"normalizer": {
"enabled": true,
"type": "singleton",
"data": {

"tcp": |
"block": true
by
"ip6": true
}

by

"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [

{
"data": {
"unzip": false,
"xff headers": "x-forwarded-for true-client-ip x-another-forwarding-header"

by
"name": "http_ inspect"

]

by

"telnet": {
"enabled": true,
"type": "multiton",
"instances": [

{

"name": "telnet my instance",
"data": {
"encrypted traffic": true

}

]
b

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any"
: ’
"service": "telnet"
by
"use": {
"type": "telnet",
"name": "telnet my instance"

}
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Snort3 FEIBEME S |
B R N 45 43 4 S B B o 1

}I
{
"use": {
"type": "http_ inspect"
}I
"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"

AR EORTTE YR R T B BRI S B name 1.

B & arp_spoof
Il % arp_spoof M7nfil:

arp_spoof fiu i #s WA A J& PE AR ERABCE o X8R T n] DLBR A 56 1) 1 00
{

"arp spoof": {
"type": "singleton",
"data": {
"hosts": [
{
"ip": "1.1.1.1",
"mac": "ff:0f£:f1:0f£:0f£:££"
}l
{
"ip": "2.2.2.2",
"mac": "ff:0f£:£2:0f£:0f£:££"

]
}l
"enabled": true

fit & rate _filter
{

"rate filter": {
"data": [
{
"apply to": "[10.1.2.100, 10.1.2.101]",
"count": 5,
"gid": 135,
"new action": "alert",
"seconds": 1,
"sid": 1,
"timeout": 5,
"track": "by src"
}
] 4

"enabled": true,
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| snort3 heyE R SF
arexmasiznEgRo [

"type": "singleton"
}
}

£ & R G510 W 4% 53 17 SR I et B B 490 7 22 A )

L3S 451 56 B 1 SR PP S IR ) B R SO 451 DR IS i 2 5 40 5 R PP R - 5 S 5 Sk —A
PN, TR, ARG AR SR 5 SRR I AE LR EA B Ao, ORI A2 A& 9F. 1
SRS T (K90 o B A A S (R oA

76 B L, ERIA Cisco Talos S KIULKS B b 21X L8 ] e X7 g L.
R KM
TAICHE L 4K telnet_parent instance FUAHN LR F T RN E LT —A A @ L4

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true
}I
"name": "telnet parent instance"
}
]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"
}
}
]
}
}
FEREE:

U PR 5% 53 AT SR L SR A LR ACHEmE . FfiTE LT — A4 0 telnet_child_instance 1)
FE SCSEG], IS e SCT R RE PR 7 SEAE AR ST TSR B A SRS IO R E RE P U, R
A DURR A K] 0P SR 1 SRS S 5 e R B I s e 3622

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {

"normalize": true,
"encrypted traffic": false
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Snort3 FEIBEME S |

B E XM 45 iR i B & )

}I
"name": "telnet child instance"
}
]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role": "any",
"service": "telnet",

"nets": "10.2.2.0/24"
}I

"use": {
"type": "telnet",
"name": "telnet child instance"
}
}I
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"

FAREYIROEREMS
SN FRATART e 1 P 2
Ja e SR -

{
"list-attribute": [

{

I, AL SE RN AT AN R i o XK, R ARG

Jo

"entryl": {
"keyl": "valuel"
}
}I
{
"entry2": {
"key2": "value2"

}

}
WA ZLN valuel B0 valuel-new, W7 o St L7041 R T7R:

IEfBTT%:

{
"list-attribute": [

{
"entryl": {
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| snort3 heyE R SF
arexmasiznEgRo [

"keyl": "valuel-new"
}
}I
{
"entry2": {
"key2": "value2"
}
}
1
}
RIEWFE:

{
"list-attribute": [
{
"entryl": {
"keyl": "valuel-new"

}

T LUE S S smep KO B 43 alt_max _command line len JEPEMBHEEK THFULICE . i
% smtp KIETASIIBRIA GEA) TRISHCE M1 T

{

"smtp": |
"type": "multiton",
"instances": [
{
"name": "smtp",
"data": {
"decompress_zip": false,
"normalize_cmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO

EMAL ESAM ESND ESOM ETRN EVEFY EXPN HELO HELP IDENT MAIL
NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TIME TURN TURNME VERB VREY X-ADAT XADR XAUTH XCIR X-DRCP X-
ERCP XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE
XSTA XTRN XUSR",
"ignore data": false,
"max command line len": 512,
"max header line len": 1000,
"log rcptto": false,
"decompress_swf": false,
"max response line len": 512,
"b64 decode depth": -1,
"max auth command line len": 1000,
"log email hdrs": false,
"xlink2state": "alert",
"binary data cmds": "BDAT XEXCH50",
"auth cmds": "AUTH XAUTH X-EXPS",
"log filename": false,
"uu_decode depth": -1,
"ignore tls data": false,
"data_ cmds": "DATA",
"bitenc_decode depth": -1,
"alt max command line len": [

{

"length": 255,
"command": "ATRN"
b
{

"command": "AUTH",
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B sxxrssmgnRERm

}
] r

"length": 246

"length": 255,
"command": "BDAT"

"length": 246,
"command": "DATA"
}
]I
"log mailfrom": false,
"decompress_pdf": false,
"normalize": "none",

"email hdrs_log depth": 1464,

"valid cmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO
EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MAIL

NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK

Snort3 FEIBEME S |

TIME TURN TURNME VERB VRFY X-ADAT XADR XAUTH XCIR X-DRCP X-
ERCP XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE

XSTA XTRN XUSR",
"gp_decode_depth": -1

"enabled": true

}

WAE, WHZE M alt_max _command line_len 4RSI AFH AN X%

{

"length": 246,

"command" :

"XEXCH50"

"length": 246,

"command":

}

"X-EXPS"

RJE,  FE 5 M S 7 i JSON W1 R s

{

"smtp": {
"type": "multiton",
"instances": [
{
"name": "smtp",
"data": {

. Cisco Secure Firewall Management Center Snort 3 BC &35 75,

"alt max command line len":
{
"length": 255,
"command": "ATRN"

}l

"command": "AUTH",
"length": 246

"length": 255,

"command": "BDAT"
}l
{
"length": 246,
"command": "DATA"

KR 7.6
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"length": 246,
"command": "XEXCH50"

"length": 246,
"command": "X-EXPS"
}
]
}
}
] 4
"enabled": true
}
}

EEZHIMERPERS BREMME ST RKNEERS

arexmasiznEgRo [

WE 7R B3 WY e 8 i SRS R Rk AR T AE AT AT S 451 11 SR P A A O IR . 1 SR o
S8 SRR B i 0K 55 SRS 5 0F o DRIE, W R Pt 1 Ak 2 FESCSRIS R e, T Pk 2 A
PE 3 FE R rp e o, AR IR B T 7 SR . XA AR B RRCE R 1 (FESCH

eSO L B2 (FETEmS e SO FEME 3 (FET IR e )
R KM

X H, FA1EL 4K telnet_parent instance & X T —ANHE XL, IR T A L

Bl 2 AN JEtE, B normalize fil encrypted traffic .

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": false
by
"name": "telnet parent instance"
}
1,
"enabled": true
by
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role": "any",
"service": "telnet"
by
"use": {
"type": "telnet",
"name": "telnet parent instance"
}
}
]
}
}
FEREE:

Cisco Secure Firewall Management Center Snort 3 Bt 23575,
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Snort3 FEIBEME S |
B R N 45 43 4 S B B o 1

IR A 206 23 B SRS K L SO A D FLEE AN . Al 1B i T SRS (¥ encrypted trafficsfl,
WA T H)E Y ayt_attack _thresh.
{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"encrypted traffic": true,
"ayt attack thresh": 1
}I
"name": "telnet parent instance"

}
] r

"enabled": true
}
}

1 LIRSS TSON I, 8838 M2 7 M Sk Iy, 572 B a6 ERCE BL TR A JF JSON.

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true,
"ayt attack thresh": 1
}I
"name": "telnet parent instance"

}
]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{

"when": {
"role": "any",
"service": "telnet"

}I

"use": {
"type": "telnet",
"name": "telnet parent instance"

SRR B U6 R 52 2% 0 S B PEAR R B o BRIASEBI R o BRI AT Ao A, 3k xt il
o A A AT R A I

ER M 4% 5> T RGBT B B AR B 5

5 BN SRR o W9 265 23 B SRS () P AT 7 i, AT LA B4R ISON.  BARZE TGN, iH PRG3R
& = (Replaceinspector overrides)it i,
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musisrgsmnEsnEy ]

{
}

HXED
W9 25 73 AT SIS 1¥) Snort 3 52 SCRIURTE 5 25 70 1T
P 28 3 AT SRS WL L 565 77 W
A Snort 3 H € LSBT SRES B , 25 72 T
TE M2 53 BT SRm DU B R R Ay . 5 79 0T
SR A AL , 25 80 UL
H € 253 i g, 26 80 UL
AEAAEGNEARYIER, B85

P 4% 53 #T R B I B AN Z R BB B

IR GBI 2% AT SR IR, B A R A AT [ A R

RE 2 AT SRS IS, RE R AE AR AT A, U AR A A S AN AR UK 1 5 A
T3 O P BEAT AR A S BE o A SRS ] — A e A LI, BLARAZAG 70 A 199 4% 20 B S o 245
Frimi P RS, (ARG A Shila A B B A E .

\)

AR TR E R A DA, PRI TR A A B L R R 25 23 BT A NAR SN s ST ELAR AT
SEFITALEL CRE B2 2 A B UM BT RIED 2 DMERES .

RGBT AT — S LSS T W o AEDR AR 265 0 A SRS IS, D SR AR PR AT S B i 1) ) —
U A A, BIAEES SOT I, SR S R AR R G A T
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B rzsvmzmssngrnEx

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



o | | "

Snort 3 BUNNEE ATAR 5| 22

o InE e EES #2103 UL






INERIALIES| 2

I AT AL S 1 (EVE) T UUMAE T TLS I8 )% ) i N L RTERE o &SRl R, JF AUV B
FEILIRBE PRI T B S 5 o EVE $ A S 0] 11U 550 0B 1 38 2 k-

o InETRRPE G EENLA 5 103 1T

* EVE TfEJ5# , 25104 10

s fa PRI, 2B 105 7T

* EVE ') QUIC #5405 , % 105 1L

« il® EVE, % 105 1T

* FE EVE GIAMEE . 28 108 1T

s FHTA . B 109 1T

InZE AL S A

I AT LR S 18 (EVE)H] T 3200 s 2 i i S 2 al MEE, e o e AT A . X TLS JER 1 L
et BRI, RS A BRI TR EE 4 (VDB) e EIRSOR T AR INE 2, JF
B 5 — A CAIFRSGEATILRC . CAREUN Ed PEAE AL VDB B al .

N

ES}

AR JATIEAT Snort 3 1) BB O BB A SOREINE AT ALE S | I RE . Snort 2 BEeE, A ELAE

B % B CDO AL RFIL T fiE

EVE [{—LeE R RE W R :
o B0 LIE A EVE YRAE (45 SR ST Uiy ) 428 1 SR s 1 o

* Cisco Secure Firewall L5 [ VDB 8E4% LA 5 &5 AR N 43 TC 25 EVE Kl 21 i R st 72 .
o, BT LB e SON I AIES, DU

* K¢ EVE Azl 21 10 BEREMU B ™ 52 SCRPET R -
o BRI TR NI 2> o2 EVE Rl 2 ) HERE R RERE B A5 I A B

1527 Cisco Secure Firewall Management Center ¥ £ liC B 45 F N R R F4& N — = M EC &
B E X B A2 RN sE FliE E EVE #IZ B
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Snort 3 I A MES1E |
B oeve e

* EVE n] DU/ b &2 b 8 %5 7 3 Hello A A0 K %% ) i (A R GE R AL FIRRCAS

* EVE >/ Frfliis UDP H.BEM &L (QUIC) It & R SEHAMFN 24T oK H %) i Hello B35 ALY
45 2 A2 FR BN AE RS U URL Bt

AR B RO B EVE, BB EASURATARLN IPS VERIE, fEBCA TIPS VFRAERITOL T,
Jmg s Won B, JFHARRVRIE

R * EVE AJ LUK SSL 1l [ #E RERMAIRA . BAERFERIEHAAH (Blans r A, S
AT AT LM R R E R G . EAE R A E R G, B TR H EVE DI R,
T B A SEB% (Policies) > P4 % 30 (Network Discovery) | i il 41 (Hosts) . #AH 4L IP
bl - ATRERIIRAE R G NBIZ, i il 97 (Analysis) > £ (Hosts) > M4&BRET (Network
Map), AR JEIEREIT I L.

* EVE JoiA SRS S it i 10 rT ALk iR 527

R HEE
il ® EVE, #5105 (
BC'E EVE #AMEI , 25 108 1T

EVE T{E]R1E

IR T RES | (EVE) £  TLS #2 T 1%/ 3 Hello #5745, LURBIZ i HERE. %7 i Hello &K
LR RS BRI B . X 0] DR HbFe o EHL IR ot A . b FRac Somdidis (fian H 19
IP Hudib) M54, 4 EVE BN RSB AE AL . S8R5 TLS £l s b s & N IR 4L, &Y
AT LRSI i R R EUE A R (R .

EVE 1] LU 5,000 2 4N% ) it Fe . RGUREVE 2 LR HEREMT 21750 )7 S T, U 07 1 42 i K
W R Ao X AEAT RETRENSAEAN A ] TLS Ml (s 00 B SO AR X S o Tl Al
BERERIFRSL, EVE BORIE AT H] TR A B 0 i s im i, et bl

WL ] (ML) BoR, BRMG REEAN IR 10 124 TLS FREHEE 10000 4N % & B AEREA, L
BIELRIEE B EVE $840. AR5, A ERRRIAEGR F (VDB) A X e BB A AR %

WK EVE JCiE RS W UM R N, AR TP Mk i IR 55 45 A4 FRAE H TSR
BN ELER —NE  EIEo SEI, FRSUNIRAERENLK, nTUE A H S ARIRE. W T
HAMFRSUN RN, EVE B BB, FRRHRSCIRASERIC AR bR S . WREITHRYE EVE
(AR B AR B R, AR bl (H2, — B8 T HIIIREG
S ICVFARKIIUL
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| Snort3 AYINZE AT IES| &8
rxarzn ]

feEBHRMN

FHF I e A 5 1 BRI ) MG F 3R IR (ToC) FA: ARV AR R B A5 AR s e R Ak,
U EVE B A5 I A0FE . A0S 2 7 i M WA B N8 25 25 b 2 ToC 4. s n] IS B %
HLA TP Huhk. MAC HuhEFERAE R GeME B G S, DL AT 580G 3l i B 1)K

WER AR R, I AR B B VRO CARE T IR ToC SRR . LI
R > MEERIA ] EH o A8 EHpOH, BTN E A A loC SR ER 0L

S > BEER.
© S > MARBRET > B RIEHR > LH AU & 1 ML
BT LU BA T A B AR A K ToC M2 b I EEREAS R -

ST > EREH > EERBEHNER > 10C ¥, TR, ST )R A B ToC
TB

EVE 1 #9 QUIC #5802 51
Snort 1] LR HE EVE 5% UDP Internet %4 (QUIC &1F) W% Fm N L. QUIC $540H
Ay L
* JWE QUIC AS R FH M AN J P ARt 5«
o LEAN A RIS RO DL R RS AT
o RIS N o ] DARRA I b QUIC BiSUiG: I 21 1) i 4% 43 Bt s i 2 Hh L 01

Bic& EVE

PR KIOEPERRE > R .

W2 RGEEGE MU P NS S5 1) g (C) .

PR3 MNEECRAKRN B FhdikhiEE SRRE .

$£E4 B ATESEE (Encrypted Visibility Engine)57i4 (1) 4iE (£).

$IBS  EMMZEAIIES]EE (Encrypted Visibility Engine) Wi+, B HnZEAT#L14351% (EVE) (Encrypted
Visibility Engine [EVE]) ¥)3:4%41 .

$IB6 {E£A EVE #1TM BN (Use EVE for Application Detection) - BRIAH I T 3 FH )3T 55, X Bk
& AVF EVE R P i 3 Bl 25 i fE
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B e=ze

SN

Qe

¢=.
W X
© o

Snort 3 I A MES1E |

WA E LA B SE — FAE I DR 2 AT AR 1435 80 (Encrypted Visibility Fingerprint) 2148 70 EVE #
FREUE B BEXNSEN EVE B3T3 — 22 0 br, T DU el R aUs BT T RS, fEk i
H, i EEMBEARMESIEHRIZSHT (View Encrypted Visibility Engine Process Analysis) LAfE 4
Cisco Secure Firewall N R I# 5l i, ARG EHFEAGE L, HIAFRE. VDB AL . R0 Wn B
HAHFEHFRECAFT R IIAREIAT,  BLACS HOCTR I AR Rt 4 R A S i v o 8l PR o S5 B otk &=
G IR E TR SRR IR A . 1T DO B A4 FR, AR5 mlili 3232 1E 3K (Submit Request) ,
DASR LA OC EVE JERRAS U o AR A 22 5 1R S Ao 90, Gt SRAG, DU 1 PR B 44 ) 5 T AR I 1 it 3 AN DT
e, B ARAR B A R I BRS e SURBERE A4 R, T DUERAS TR 3K

HAHE R b AF b 1 F P 24855k U5 1) 22 4 B7 K5 B IS 2§ (Secure Firewall Application
Detectors) U] b2 A oAb TEAR SRR .

W AR (£ EVE TR A D)4 -

* AppID AR P ik oy g i i, 0T LLG 2 EVE dERERI 734, (HAAK EVE R3] (1)1
WU BN H], WASPATAEATERAE . 0] LU/EE#E B4 (Connection Events) 54— %44 (Unified
Events) T & HFAFMTEL(E . BEAGERFMMZER (FHEANHAT , ESHEPiG
%2 A3 (Client Application) 15 .

 ERFM G FE ) EME RIS (Encrypted Visibility Fingerprint) 5Bk =%
JE FH BT B B 15 PR LE TR B 204 HEAE (Block M alwar e Processes Based on Threat ConfidenceL evel)
DIedicitl, LR EVE [0 B8 B A5 PRI RTZE 0 Malware (¥R %5/ it 0 7R
ERIABHLAE Bl 99%, IXERA -
* WK EVE Rl 23 A B i LB R 99% s iy, W& 2B E .
* WA EVE R B o B HIVEAE AR T 99%, W EVE e REUT i 5 i .
R

W EVE CRH I, W7E %3244 (Connection Events) T 11, JEE (Reason) Fltxi2s o in
Z AT %R IE (Encrypted Visiblity Block).

A 1 AR Y5 EVE H B0 B 5 1S PR BH s, Ve ERR 3 EES.
BT HE R AN, E S S RIER (Advanced Mode) V)4t . IRAE, 0T LI A B R
BCHs 52 EVE Bl &5 . BRIABHIEBI{E N 99%.

N T A AEERE, AT A ZR B B BT 50%.

R E (OK).
sl R 7F (Save).

T—¥ it 4
HIES WS
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| Snort3gymmEERIL S| &
srvesy [

B E EVE =4

N2 AT AR 145128 (Encrypted Visibility Engine) Jf #5817 i) 455 5ms o, 48 m] LUITUAE I R4 K
B . 0] DLIE R4 (Connection EvmtS)ﬁquﬁﬁiaiE‘Ji%Tﬁ%ﬁ% BT A,
AL FHAL

S KON E 9247 (Analysis) > #E#E (Connections) > =144 (Events).
$IE2 Ll EEEHRERE (Table View of Connection Events) X1,

LT LAAE 534 S P R—F M BE A T AR GRS TR

P RN AT (Encrypted Visibility Engine) AJ AR EEFL 1% P om it RE . 257 i 1) OS LA &
SRR R A A B R KA

TEEREE M (Connection Events) UIfiH, #Zit B 28 b I v #4151 % (Encrypted Visibility
Engine) ¥ I LA %1

o N Ay R PERERE A4 R
o NS AT LR A B 4
o I AR U AR
o I AR TR O AR BE S B
o KA

IR ZERfE R, S5 (Cisco Secure Firewall £ Frp OV IR )Y T HIEEIIR £HEXKEE
E=Y ﬁ%*ﬁ‘]ﬁﬁfﬂﬁﬁ% EEHF T

\}

iR EEES (Connection Events) TUIRIH, WRAREFEAC TR, 4N 2R3 (Detection Type) %1
2 BN INEZE ML 3 E (Encrypted Visibility Engine), F£78% 7 5 FH E4% EVE 1R R %A A
AR, 2B 51)2x WoR Appl D, &R0 % . i 3 H 951 48 5 ApplD.

5% EVE 15 &I E iR

T IAERL MR - & EVE 2 Hr e B

Fi&aZ 8
FAE N 514 (EVE) M, AT DL A
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Snort 3 I A MES1E |
B == eveoisian

o LEVT R FEHIEE T, DWIIHE SRI&E (Advanced Settings) 3 T nZE ATALES |2 (EVE)
(Encrypted Visisibility Engine [EVE]).

FIE1 iR (Overview) > 5% E#R (Dashboards), X5 &% $IE#R (Dashboard).
PR 2 EHERHEMR (Summary Dashboard) & 1, sl RIRAUIEHIEMREE:, 85 T HHE Pk $E R
B%it1s 2 (Application Statistics).
$IB3 VP MEBATIESIEE (Encrypted Visibility Engine) 2B LA & DL K P45 il T AR -
« HR2ERTRIMZ AT AL 5| B R INHEAR - ST/ X 4% 4 FH AR HEAS S0 1 TLS BERE A FRRE R HE
AL GER P IR A RR, & F EREY UM IR, % e R A R AT D
* BRI AT 51 EE BN B 15 B B9 E - OB R R B G R0 (AR, AERAREE) WoRiddk.
LR Bl BRSO, R 7 EREH C JUnm B, 2 S R
AT L 98 .

Bc & EVE 5500

Tn] LLEI A g ay ML 5 1% (EVE) ANk S8 EVE IR #RA4F,  M T DR mI (5 3 A0 I 55 0 3
Setko AT LAZE B AN b s It R 44 BRAD H bR 1P Mok 4wk Biltn, 5T e S Ge i A5 (T M 45
1 EVE BHIEFE . MRIGEEAERE, Seid M2 rh (P 5408 % T4 AT EVE BLIEHAE .

P KKIEPEREE > i ia =l .

W2 i E YR R U7 [ P SR S5 A YRR (2) .

P33 NEIRARATRKENES P kit FER&E (Advanced Settings).

$IE 4 {EhnZE A4S 28 (EVE) (Encrypted Visibility Engine[EVE]) 55341, fith 448 (£).

$IBS EMMEA LS| EE (Encrypted Visibility Engine) TUfiH, sl inZE AT 1E5] € (EVE) (Encrypted
Visibility Engine [EVE]) V1 #4%4 L3 ] EVE.

$IE6 1 HIRYE EVE £ #FE L& (Block Traffic Based on EVE Score) JT kR4 EVE [# B & 15 14 5k
[HENITNT

FIT AR EI SR (Add Exception Rule) FAs AT — A s A& 1.
a) {EHFRRFR (ProcessName) LI F, %A EVE WHIEEREA R, K5 s o i DA 3R nEy

#7#2 (Add to Process).
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| Snort3 RTS8
mg—smmpsian i

A LUK 2 A UERE A PRSI 2 [ — B AN . B T IERE A AR EVE B8N AGE T T EVE U
BEREAAFR, IXSEHEREA PRI 7 K/NE R

b) EFIEEFER (Network Objects) IEIIH I, PATEL FRAEZ —:
© NIIRHEERE A EZ A TP Huhik, JRRILAINEEE M 2% (Selected Networks) 5113+
* TEIRTEM 4 (Selected Networks) ~, Fahf A IP Hiht, RS miads + DURILER N 2132 %€ 9 2%
FIEH
o) CHIEE) FEPTAEIR 4L ERE (Comment) Bertr, #&n] LUK I 7 J@ 1445 I 2] EVE 441
SR S5 A o

FIR8 rllifRTF (Save) tr1F EVE B ZMHI .
PR AEB L ORAFIF B U 1) 12 1 SR

\}

ER CYIERICEL B AN, e aseid EVE FIFHIE RS . IR LI Si—B4 A AP AR EVE [
1§, JRE (Reason) 5kxdi E 7~ EVE B % (EVE Exempted), H T2 %60 EVE (i

MG —E Bl 5 Z ]

T LUE Hl ge—=5 4% (Unified Events) & 11 EVE FHIE FOIE RSN S o

$B1 94 (Analysis) > ZE—E 44 (Unified Events).

$IE2 {5 JR K e AT A ERR LE (Encrypted Visibility Block) ¢ & & (Reason) 511, il B 0 4 11449 %
SR (CAEERLD .

P3N Fh AR PRSI EVE FI5MN] (Add EVE Exception Rule).

FIB 4 7 SR EE AT L1451 #E (Encrypted Visibility Engine) & 1+, $E0U£s B S in 20451 4851 2 1 .
] DULE CRAFFI0 5 G B 2 W0 S oA ks )

dlinl

=T 7E

Talos 73287 F1 N 2% /] #0451 % (EVE) 7] 5 MITRE ATT&CK f1% 5. Talos Ml EVE 4" 78 # 4 H]
Talos 73 1L 74615 A EVER, EVEY A% AKX EVE W45 S, 1S HALCE EVE
, #5105 T,
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Snort 3 I A MES1E |
B =«

fE3E$EE 4 (Connection Events) 5L, W RLEE A 4 78 F4F WA K — 823 I LL T S 65
TR b 20Tt P IZ 2251

* MITREATT&CK
« Hithir 7T

1 RIXEEL B IE R, 1S (Cisco Secure Firewall £ # UL AR 7.6) K “IERAN 2 ARG
BT BT RN R RSB T .
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s IV as

Snort 3 B9 K & it

o R, 2 113 1






N ik ivail

KERAEE K (CURFECN A, H TCP AR B & A E LR i M 4R g I B, 2R
IMEWLT, KRERZEEFZRKTH 107 1GB iR . ‘eI feSALr Snort #% 0 s B BEBU . KR
AL, EEATT PIAE—B TR i 5 s se AN B ] T Re S 8UR 3, #lincPU S A 8
S
SFo
MR 7.2.0 TF4E (IUPR Snort 3 e 45) , %80T LM F S WA I e 5 G b4 T IS AN AR, 1X
H BT R I v FaR )

o KT REIATNAI MR , 26 113 7T

o NERER HEAT RS » 5 113 1T

c MUE K%, o 114 10

KT R ST FA %N
T LU IR GuAS I 2 RER A AN AN RO Bt 7T S BL T b s £ -

» 8553 KRR (Bypass dephant flow) - £ 7] PARLE K S 3 LLSEIEL Snort #4700l . W EFCE, ) Snort
AW EIR B ZA AT A .

* BRHIA KR (Throttle elephant flow) - & R] LIS LN FH 3 R BRI Ak SR B i i 2 Ashas
T RAT I, W PR 10%. Snort 23K 1€ (RIS 10% ¥ QoS i) AikH| B K Ba5|
e, MFERLEL T N, SRR, R TV AT G PR A GERER
HD .

\)

ER BIRZAURI IE S TAE, Snort 3 AAZIU AT I G

MNEREN HSEITHARKRRIR

M 7.2.0 JRITUR, AE Snort 3 BE4% F CFF R REN HISE1T (IAB).
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Snort3 gy A gRAET |
B ==xs5

XFFIEAT 7.2.0 BUE S ARA B %, ISOAAFE AC Sels CRgit Bk TR MARRIRE (Elephant
Flow Settings) #17> FHLE SR E -

TETFRF] 7.2.0 (B ERRAD 5, WEREAMTHINE Snort 3 B4, WK AKX RIRIZE (Elephant Flow
Settings) #7311 AN & I3 BE 7 FA 851 T1& & (I ntelligent Application Bypass Settings) #5543t k26 71 742
KRG ERE, X, WREEATEIAZREERE, IBABRRETE NGRS R XK

ZHAC T
R B R T RN FIZ4T Snort 3 8¢ Snort 2 5 EE P ARAN 7.2.0 B EARCAS LA RRAS 7.1.0 B FLRRAR
1 IAB B K% B .
SR BB A&RE IAB B2 &
PP 7.0 8% | Snort 2 B4 >k B TAB B & B
7.1 H o
Snort 3 & %% 3k H 1AB BB B ¥ iE
.
FRIhL 7.2.0 Snort 2 %% >k H IAB BT & ¥ id
.
Snort3 ¥4 (7.1.0 LERRA) |2k H IAB R E FiE
.
Snort 3 Bi 4 (7.2.0 X ERRAS) | KRG AOTC BAIE F o

= 5
=N gﬁuu,
T LU TR T DU A B FHR AR, T B TR B . 7 CPU M % 00 i .

)

ER RZURIAE T A Snort AL PR TIUS JEWR « 2 AFAEIRBRIEHE R . TR B Snort £
W, PRSI ANE T I & i

PR AEUTR RIS g s, MR R REN B Mudiskh il SRORE . AE, mil KR

TRE S IUK B () -

WER W HRE (©), WIRYI B EGR K AT, o SR B s B . W R E O ARt
TR I E A BR 7 SRR 243 LU FH 2
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| snort3 sk gz
nExzn [

2 BB RGN

3 EERR RN

Elephant Flow Settings

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection «

Generate elephant flow events when flow bytes exceeds ‘ 1024 ‘ MB and flow duration exceeds | 10 seconds
Elephant flow Remediation aQ 0

If CPU utilization exceeds | 40 % in fixed time windows of | 30 seconds and packet drop exceeds | 5 %
Then Bypass the flow «Q©

All applications including unidentified applications

®) Select Applications/Filters (1 selected)

And Throttle the remaining flows «Q

SW2 BAEUL R, KRFARM (Elephant Flow Detection) Y fieft 4k T KA. 477 AL V52 15
FAFSEN (. e R ER, S ER RS G

PRI BRI, TR RRIFANS V)L

FRA LA KGUNARTE, THHCE CPU MR Y% [ € I 18] 7 1 K345 B2 TR A 254 11 23 L R

CPU Al % MR BT A AR KB . 1 B CPU A bt 1 e & B, I HL5 1
B ) i R A A A B AR U S, W2 N R bR it . [FIRE, A R TR
CPU EFF L. 452 CPU L) B A e B, w2 KBRS o ol Gun, BB 4
EAEE, Bl CPU FIHZEA 40%, [HEmfEg 14 30 7, RAER 5%. fEFHEr CPU Lk,
SRS 2 5% CA Lt AL, I HLAE 30 B[ e i R) Py RSSO R ) CPU R R I 40%, B4
T LA A Bl gead B LA BRI

PIRS  HRBUANET RO E RIS, n] DO AT LT 4 -
1. %3337 (Bypassthe flow) - id b3 4 w] Sgied e )b H sl 825 (1) Snort A5 A o &0 (045 :
« BERIRANNAERBETERA (All applicationsincluding unidentified applications) - £+
BRI Ged Ay IR . G SRC BRI, WSGVE A ATART e & PR A GBI
* JEEER PR AR - IR BRI I n] R B S H S 1 N H B I A 1 S0 SRl B
EEPOBATCE SRR b e s RN —w ) B E N &I ERS .

2. PRI (Throttletheflow) - J& FH A% B PT AU, 4 BRI AR aedar i . TR, fnT LLESE
] ko g ds ok geid Snort KA, [R] I B ITR) AR i

pE
MARGHEM I, B Snort i 00 2 5500 1 20 U AN TECE RTINS, 22 B3 A C BRI RS 1l
BRBRA . DA, R BRI 2 MR
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B ==xs5

PRIR
FEAPIM

)
N
~N

S Sk
S8 3

Snort3 gy A gRAET |

ST LAASE P LA e 7 A iy AN 2 B 1 8 3 T sl M I B )«

* clear efd-throttle <5-tuple/all> bypass- I fiv4> M ELBIR i RS G B R 1 96 Snort 46 7
. clear efd-throttle <5-tuplefall> - i 4 A 2 BRI R S MBR B 1, Snort Kl 4k sk, 84

btin &5, RGKEIE K ImAM R
H{RX LS HTE4E ., 152 (Cisco Secure Firewall Threat Defense iy 3-5%) .

TE ANER SRR 73, sl ARARERI Ay e ZBEER oAb R KU G L L4 V5 ) 37 1)1 3% (ACL) K
FE ARARARI & 1 ep, A P2 IR I SR VRS R, BRI L5 F R R 45 AL sk B B0

AN g VRN 3
LA I BN G I F Hoe 5 FUARIC L, WS 1E BN BEA FUbs 8 Al —A i, 3
JRBh iR .

WIES  AEAMEER RN 5, WA T HAT RN RERE IR

$®O  SUHEE (OK) DMEAE KSR E

W10 SRTE (Save) PRI R .

T—5 it a
HIEA WU ST e VIR W I

P E R BCE G, MPSERFMFUSRRZERN R Sed sl RG] MR, Enl IEER R R
TR ARG HIKRAERN = E:

« K&
* 52 PRI RS

SARAE MRS

g ARSI 2 S B RG A SEZ . W b T A RN Sl i, JF Hiit
KRG, WEREFBEGIGER. B2, BEHRICRITE KRS, WIS BJ7 )
Ja HIER: H &l %

HRVEANE R, 152 W Cisco Secure Firewall KA o
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Snort 3 {5 =

o fifi 24 - {E Cisco Secure Firewall Management Center 1 M Snort 2 i %] Snort 3, 55 119 1T
* {fi [l 49 - {F Cisco Secure Fiewall Management Center /£ i Snort 3 Zi% , 5 129 1T

o [T %41 - 14 EVE B B A5 BEPE b E , 5 137 0T

o %) - BlE KGRI R, 26 143 10

* /& Snort 3 A2 5 4l 1] MITRE HEASZZA@ i , 56 153 1T






29 =

(& FH %91 - 7£ Cisco Secure Firewall

Management Center 2 M Snort 2 1T 32 %] Snort
3

* M Snort 2 ITF % Snort 3, £ 119 1L

* IE# # Snort 3 IPLH, 2 119 1L

s IBINE SR S, 5 120 1T

* M Snort 2 3E# F Snort 3 [ HESEE , 55 120 7T
 BUHRSAE, A5 120 0T

o v BB TAEVRE . 26 120 0T

o JEBJSfE S A Snort 3, £ 121 UL

o BB NAZ RIS 1) Snort 2 FUUAL 44 Snort 3, 2 122 1L
 FSEMCE S, B 127 1T

M Snort 2 1T# % Snort 3

Snort J& —FFANAZ KT MIFIBE R SE, A 2 W3 28 3 ok A2 T BERAR M. R A Snort 3 IR SRR
FThee, M Snort2 iIEINATMINAEALAT R OCHE 2. HOTRE I FE JOKS Snort 2 K4 46 31 4% 4 Snort
3B, IR AT A0 LASE mdr DR 1 B o

FERLRE LR, 20T L Cisco Secure Firewall Management Center 2 2 gl BBy 1% % . #E M\ Snort
2 1T 2 Snort 3 JY[A], ZHZIRT LGSR GHE 7. WTEARVEE DN, I KRR B b e
IR CanRAE) .

1T 7% Snort 3 BY{L

 SESRAOHHIN A Snort 3 RORMUE IO RF, SLVFESES# M BRI BRI, (L4
e

- L ROFRIEIR- Snort3 BLURHUT ™ AU IR 5 AP IRt (R0 3 Sh A AU 0L,
P BRI TR
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B 7o

g%
TH

snort 3 {EAZEM |
L

* IRSTERE- Snort 3 LUk, P LLEE m R AL PR B v (VR B, AT BERALR A B RS XURS: ST O
LARE Rl EN A9

T FiE=

Alice & —Z KLU LA, L™ EAHAS Snort Fril 51 5 A 47 AN fR 57 3L 9 2% KA vt o
AR LA HAEM Snort fiiA 2, (HIBE] T —LEERFIIHE .

W25 45 B 55 Bob Ay B2 A\ Snort 2 3T | Snort 3, LA GG IRIX LY i) U8 R LA 2R W 2% 22 2 D) g
PRI R S0t W 2% 2z 4 g, 19 M B O A O U2 3L

M Snort 2 ;T 2l Snort 3 BB {E S0k

s FEPATITR Z &4 N2 5EIg . 12 Cisco Secure Firewall Management Center & #4515 R 1)
FHBCEATSS

* AR BT E Snort 3 Z T, WIERAE Snort 2 HREAT T RS BT [F]2E SEHIRE A4S A Snort

2 3| Snort 3 WEH RIS, DMESa] LU 55 e B 4G . 1ES 4% Snort 2 M5 Snort 3
[, 2522 .

* Snort 2 [ & XA A BN Snort 3, WIIT-E0TH . WS K Snort 2 [ & SCMUIN 4
A Snort 3, 20 Ui,

o AP AN ITRE AT BIE M1 Snort 2 FEI . AAZ0AE Snort 3 F LT Q1 X S RN .

HIHE R

+ Pt Snort MR FIAIA, 22T A Snort 3 AR, 12 Snort 3 T
C BT . B G BT,
C BB, W SR

i 2 it 7% TAERTE

PLRIRAEE 6MH T #ECisco Secure Firewall Management Center H13iT-#% Snort 2 F| Snort 3 1) TAF L FE
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| Snort3fEmZHI

wrmmEEER snons [

@ Enable Snort

Devices >
Device 3 on the
Management device
Policies > <2> Convert Snort
Intrusion ~ 2rulesto
Snort 3
Management Deploy
center > menu configurations
bar to threat
defense
I 152 BA
1) FEBE %% )R F Snort 3. 152 AE @B A Snort 3, 25 121 T,
W,
2 4 Snort 2 FLINHE I Snort 3. 15 S FKE HLAN ANIR HEHE B Snort 2 FEN S
Snort 3, & 122 T,
(3) HBE . WS E TN, 523 1.

TE BB B fEl £ 5 A Snort 3

AR EREE T, TR EOCH ARG, Rt WEUE R R R E K

TR EFRE > WEEE.

HIE2 A 1 2% AR B 4 A2 T

$IE3 i & (Device) EII .

HIB 4 7 ¥ 3|E (Inspection Engine) #5451, i A4 (Upgrade).
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Inspection Engine

Inspection Engine: Snort 2

Before you upgrade, read and understand the Snort 3 configuration guide for your
version: https://www.cisco.com/go/fmc-snort3. Pay special attention to feature
limitations and migration instructions. Although upgrading to Snort 3 is designed for
minimal impact, features do not map exactly. Custom intrusion rules are not automatically
migrated during upgrade but options are available to migrate. Careful planning and
preparation can help you make sure that traffic is handled as expected.

Upgrading to Snort 3 also deploys configuration changes to affected devices. This briefly
interrupts traffic flow and inspection on all devices, including those configured for high
availability/scalability. Interface configurations determine whether traffic drops or passes
without inspection during the interruption. For details, see the Snort Restart Traffic
Behavior section in the online help.

Upgrade to Snort3 should be done during a maintenance window.

qurade

SIS HiliR (Yes).

T—¥ it 4
FEdct LB . IS E L E N, 5 23 UL,
RGUAL M E R PR SRS IO L, A S BT IE ) Snort ARCASHEZ -

BB NEERSE) Snort 2 #1553 7 Snort 3

B KL FEREE > N R
P2 A AR EIRT, il B Snort 3REIZRE.

Firewall Management Center

o s ; o Overview

I’ ’ Policies | Access Control / Intrusion / Intrusion Policies
Intrusion Policies Network Analysis Policies
Show Snort 3 Sync status @ Search by Intrusion Policy, Description, or Bas
Intrusion Policy Description

_Intrusion_Policy_1

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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| Snort3fEmZEs
BEN AR HEREEY Snort2 M#sHh Snort3 ]

WS SRS R Ak, WIERIR AR SIS 1Y) Snort 2 FI1 Snort 3 FivAS A [ 25

Intrusion Policies Network Analysis Policies
Hide Snort 3 Sync status @ ’ Search by Intrusion Policy, Description, or Base P«
Intrusion Policy Description

_Intrusion_Policy_1
< Snort 3 is out of sync with Snort 2. 2023-07-

72 2 I8 Y i M AN (B
Snort 2 | Snort 3 FH4HZ W W7k Snort 2 3] Snort 3 (1 [l 25 IEAE S A AbEE
Snort 2 to Snort 3 Sync Summary o

This is a utility to synchronize Snort 2 policy configuration with Snort 3 version to start with a similar coverage.

e Snort 3 policy configuration is synched from Snort 2 version by the system when Firewall Management
Center is upgraded from pre-7.0 version.

* Before upgrading a device to Snort 3, If changes are made in Snort 2 version, you can use this utility to
have the latest synchronization from Snort 2 version to Snort 3 version so that you start with similar
coverage.

Note: After moving to Snort 3, it is recommended that you manage the Snort 3 version of the policy
independently and do not use this utility as a regular operation.

Click here to learn more.

Policy Name: _Intrusion_Policy_1
9 Snort 3 and Snort 2 Sync Pending 2023-07-09 21:16:51 EDT
Used by: 1 Access Control Policy | 1 Device

Close

T4 Lid BEFRERY DGR .
R
mii EFESH, snort2Lua T E2H M Snort 2 #3454 Snort 3.

BEFAER W05 OISk . AT S0, A 76 A A€ 3 Snort 2 JLI
17 A EAT A RN 15 ASFERRS R B M. 20T8 B SO, 1582 T 0.
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Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Summary Details

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.
Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression
and Threshold setting(s) are not supported.
Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules

The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written
differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:

ST AT B AR R RN, 1555 52 D8R 6.

Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Summary Details

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.
Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression

land Threshold setting(s) are not supported.
Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules

The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written
differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:

PES  ZIEH 76 4 FHE SN, IHHATEL LDk
© fE BREXIHM ETR T, midt SN EAR LR AN B B 35 A2 Snort 3 JRAS ¥ 5 o

Overridden Advanced Custom Rules

Convert the rules and auto-import them to the Snort 3 version of the policy EI

OR

Download converted rules You can upload the file after you have reviewed the converted rules

JETF AN, ARG WA &
PR > NMREW JF iy Snort 3 RN

1 i ZE AR ) AR R, A AR A CIERARATA . WEERE, WA Snort 2 L
] B SCHEI o

2. WAESS MR, B #iR Snort 2 MM HFFAN.

[l Cisco Secure Firewall Management Center Snort 3 L &5 5, KA 7.6



Snort 3 & )

BEANNBERE Snort2 NI snort3 ]

< Intrusion Policy Back To Te

Al rules assigned to current intrusion policy irrespective of rule group

Local Rules
Rule Actions v [¥ search by CVE, SID, Reference Info, or Rule Message |
> Browser (6 groups) h Py
49,218 rules

Upload Snort 3 rules

> Server (9 groups) " . :
(] GID:SID Info Rule Action Assigned Groups [ Convert Snort 2 rules and import

> Policy (4 groups) Convert Snort 2 rules and download

> O mzn (arp_spoof) unicast ARP request @ Disable (Default) Protocol/Builtins

3. MiE (OK).

Snort 2 All Rules  Snort 3 All Rules

< Intrusion Policy Back To Top

All Rules

Al rules assigned to current intrusion policy irrespective of rule group

v Local Rules (2 groups)

Rule Actions + |7 Search by CVE, SID, Reference Info, or Rule Message

All Snort 2 Converted Global [ ]
49,218 rules

ntrusion_Policy_1_custom_rules o

| @ The custom rules were successfully imported X ‘

Browser (6 groups)

> Server (9 groups) () aiosio Info Rule Action Assigned Groups Alert Configuration
N —— > O m2n (arp_spoof) unicast ARP request | @ pisable (Defaut) ] Protocol/Builtins None. &
> Indicator (4 groups) > (0 10530 (back_orifice) Back Orifice server traffc detec... | @) Disable (Defaul) - | Protocol/Builtins None. &

A GUREAE A TR (1) A B T~ G B QU A AL (B Snort 2 E45#RIE R/ AND .
TR BT 76 4 FE SO CIER, Wk K Bs.

< Intrusion Policy Back To Top

Al Rules Local Rules / _Intrusion_Policy_1_custom_rules

v (RS () Description  Group created for custom rules enabled in snort 2 version

Rule Actions ~ |y Search by CVE, SID, Reference Info, or Rule Message |

All Snort 2 Converted Global

rusion_Policy_1_custom_rules # & @

l @ The custom rules were successfully imported X

Browser (6 groups)

> Server (9 groups) [ cosp Info Rule Action Assigned Groups Alert Configuration

> [J  2000:1000143 htp://mischaSxyix2mrhd.onion/MZ2MMJ_2 | A Alert (Default) All Snort 2 Converted... None e
> Policy (4 groups) - L

> [J 2000:1000139 CERT-In MALWARE THREAT EXCHANGE (CM... | A Alert (Default) All Snort 2 Converted... None e

Indicator (4 groups)

o, EATLME 2D 4 3835 Snort 2 UM T &, DIAEAHLGRAF RN S/ F . BEmTRLAE T
WS GRS N, SRJEE ] % Snort 3 B B T_E A% SCH

PE6 il TEMEEMESR B, DLt T ERI.
D A TYINIE RSN

"id": "00505691-15DC-0ed3-0000-004294988561",
"name": " Intrusion Policy 1",
"type": "IntrusionPolicy",
"syncStatus": {
"source": {
"id": "bdce2d6a-lebe-11ee-8e88-220032eblfb5",
"type": "IntrusionPolicy"
}l
"status": "WARN",
"description": "Migration is partially successful. Some of the rules are not copied to
Snort3.",
"timestamp": 1690883954814,
"lastUser": {
"name": "admin"
}l

"details": [

Cisco Secure Firewall Management Center Snort 3 BEC E$5 7, KR 7.6
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snort 3 {EAZEM |

"type": "Summary",
"status": "INFO",
"description": "Based on Talos rule-mapping 18639 Snort 2 rule action overrides

migrated to 18635 Snort 3 rules."

}I
{

migr.

"1:1000156=alert,1:1000114=alert,1:1000160=alert,1:1000135=alert,1:1000115=alert,1:1000118=alert,

1:1000092=alert,1:1000139=alert,1:1000123=alert,1:100015%9=alert,1:1000149=disabled, 1:1000167=alert,

1:1000133=alert, 1:1000095=alert, 1:1000143=alert, 1:1000106=alert,1:1000153=alert, 1:1000097=alert, 1:1000141=alert,

1:1000148=alert,1:1000090=alert,1:1000119%=alert, 1:1000112=alert,1:1000138=alert, 1:1000128=alert, 1:1000132=alert,

1:1000134=alert, 1:1000145=disabled, 1:1000110=disabled, 1:1000107=alert, 1:1000163=alert, 1:1000124=alert, 1:1000125=alert,

1:1000094=alert, 1:1000113=disabled, 1:1000147=alert, 1:1000161=alert, 1:1000105=disabled, 1:1000140=alert, 1:1000111=alert,

1:1000102=alert, 1:100012%=disabled, 1:1000108=alert, 1:1000144=disabled, 1:1000088=alert, 1:1000091=alert, 1:1000131=alert,

1:1000157=alert, 1:1000120=alert, 1:1000126=alert, 1:1000165=alert, 1:1000146=alert, 1:1000162=alert, 1:1000116=alert, 1:1000142=alert,

1:1000170=clisabled, 1:100016%=alert, 1:1000104=alert, 1:1000099=disabled, 1:1000171=alert, 1:1000093=alert, 1:1000087=alert, 1:1000100=alert,

1:1000137=alert, 1:1000158=alert, 1:1000103=alert, 1:1000098=alert, 1:1000127=disabled, 1:1000130=alert, 1:1000164=alert, 1:100008%=lert,

1:1000109=alert,1:1000136=alert,1:1000117=alert,1:1000166=alert,1:1000168=alert",

"description": "Corresponding Snort 2 policy overridden custom

"description": "PSNG_TCP_FILTERED DECOY PORTSCAN"

"description": "PSNG_IP PORTSWEEP_ FILTERED"

"type": "PolicyInfo",

}I

{
"type": "AssignedDevices",
"status": "INFO",
"description": "Snort3:0

}I

{
"id": "122:6",
"type": "Threshold",
"status": "ERROR",

}I

{
"id": "122:15",
"type": "Threshold",
"status": "ERROR",

}I

{
"id": "122:1",
"type": "Threshold",
"status": "ERROR",

"description": "PSNG_TCP_PORTSCAN"

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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merszx ]

sty RE LAOCH] RS HEE XHEHE .

SR AR AN ERROR [FHLIN, KL SR SRBE > AR, AR5 s i AR SIS 1 Snort 2 FiAS
EREEAER T, sk U0 IFdyERN . Flan, 75 3iEss 7B A PSNG_TCP_PORTSCANL.#
FRHLI) o

sl BEMIES DAE AR A .

{8 H] Snort 3 BLIHENIZE Snort 3 H AR BTN, IR SO 47 0 txt B rules SUAF. A ORTESIME
B, 2 www.snort3.org.

W I AEA AN (1) B a2 SO AL BT Snort 3 MUK FIZE o 1S5 K E s SCHUUES I 21 1)
AH.

T—5Htta
WEREEY. EEENEREEY, %23 7.

RERLE B

SO E A, R 2 S5 (R B

\}

AR AR EANE T E SR IEACD IR . AT SR A B AE GRS BT IR LD IR 2 /T, S BRI )
Cisco Secure Firewall Management Center i 55 H (1) B AL E B0 8, 7 M0 2 50 U AT He 4 1R A

AR

gz

AR EREN, BIRTORTRE S R EUD BEUR RN BT A, FE L B HH N 5
Snort FEFE, JX P EALN . SR AR WY Z e AR D A E A, Bk H AR
B AL P R 5 3

1 7F Cisco Secure Firewall Management Center 2 HLA2%H, sl #8& , ARG IERE BB .
GUI WA H T BAT 4038 RS ry kIR & i & .
BB VI TSRS B R I o RIS R LA S I JEIg 51 R A 18 2T g 1)
HF .
pa it
WA R IR ) s RO AR 44

* BT SR AR R E TR PR A ] RE T B T U A A T
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o EIRAEBET ] H1H5 E F K SO I 1]

* TGS SCVFRETIE T BB R S L

o RTSHIBAARE A HIRZS

P2 LRV PR SHIE AW W

© R - FEMRIEF R ALK R . dE0RE.

* JEIT - mid RAFFTR (7)) LA BEHE A B AR I C B S O
BB S5 I I SRR, RGeS R A AT M B A S SO AR BE A% B 21 X S B e LA AT
W AL, TR EERR () JERRECE AR T A S, R R AR
AT
R

« HARERET ST RERER (B B2 W BB A e % L AR A RT RE R A

JEIFIIBIFAGH AT T ) FaR PECT IR E R E

© MR RAXBON GRS, S B AE B O B o . DA fRIX
SR R, AR AL, 2 A X ORGSRt 5 R S T i .
(¥ SRS AE A B AR ) FRSE 0T B o i3

T3 il WE
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L Firewall Management Center

o ) ) . Overview Analysis Policies Devices
Policies / Access Control / Intrusion / Intrusion Policies

< Policies / Intrusion / _Intrusion_Policy_1

Mode | Detection Base Policy Connectivity Over Security Disabled 4878:

Base Policy = Group Overrides — Recommendations =
72 BREZWEYRW &0, SRR 2 a0
Secure Firewall Rule Recommendations @ X

Security Level (Click to select)

[} Accept Recommendation to Disable Rules

Increased Security- Enables additional rules that match potential vulnerabilities on
discovered hosts based on the ‘Balanced Security and Connectivity’ ruleset.

v || Add+

Protected Networks

Cancel Generate and Apply

TR A il LUERE 0.
SIS () P BRE UL MM SEHE, LLAEHT A W24 b 3L b oA R I s T G 5 PR R
AN 24 F R B S i v A A 0 20 R D B I, A8 s T
PIR6 NZRIPHIMEE TR T, R AR A L4 5. BROAMSO T, WA TESE, Wik
PEATAT IPv4 5L IPV6 P45
sy RO+ ROIEIA, EH B W MHMNA S, ARG R E.
ST LR N AL
o HE AR O SRS I . SRRSO BRI CGRIERD R,
o B R AR O TINAR S (A D RS T BRI CGRIERD R,
HEC IR RGHE oR AR, b AL A ISR R B AR P PR SR
U AE F 0 08 A m B T, AT B L
PIR8 W UFX LI, SRS AR R PR AT
< FER - N HT R AR S AR R
o RUFR - FHT A O SR A SR R 0 8L
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. 4 FX Snort 3 323y

* YRAE - FTOT BASLONHUNAE, T AR AU BRI AEL, AR5 A
© BFF - IS RS B ER N A SO, R B AR .

= Recommendations = Rule Overrides = Summary

Back To Top
| Recommended Rules |  Accept (' Refresh ¢ Edit g Discard
Firepower recommends 12 rules state settings for 2 networks @ Generated on 2023-09-26 12:25:22 EDT
. o 2 = o
fE BTEHM T, A ADEBURRINE Sy, Hoh S @R .
= = Rule Overrides = Summary
Back To Top
Recommended Rules C Refresh ¢ Edit X Do Not Use
Firepower recommends 12 rules state settings for 2 networks @ Generated on 2023-09-26 12:26:08 EDT
Rule Action v {Y Search by CVE, SID, Reference Info, or Rule Message
12 rules Preset Filters: 0 Alertrules | 12 Block rules | 0 Disabled rules | 0 Overridden rules | New recommendations
GID:SID Info Rule Action @ Assigned Groups
> 1:56421 [J  SERVER-WEBAPP Cisco Security Manager... @ Block v © Server/Web Applications W
> 1:56422 [J  SERVER-WEBAPP Cisco Security Manager... @ Block v © Server/Web Applications W
> 1:56420 [7  SERVER-WEBAPP Cisco Security Manager... @ Block v © Server/Web Applications Bw

SR EANOMAE AN, DAUE R WL LU D SRR
1 e R > THE>itxl.
2. pithi Add Task.
3. M ARMEZERY T AR e BREE AR .
4. MR E A BT B
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5.

merszx ]

New Task
Job Type Cisco Recommended Rules v
(Cisco Recommended Rules must first be configured in the selected policies)
Schedule task to run Once (® Recurring
Start On September v 26 v 2023 v | America/New York
A
Repeat Every | 1 v Hours Days ® Weeks Months
Run At 10:00 v Pm v

Repeat On Sunday | | Monday Tuesday Wednesday | | Thursday | | Friday Saturday

Job Name Update recommendations

_Intrusion_Policy_1

Policies All Policies

iR TF (Save).

e S A
B RCE S IS A RO E O, 2R 23 L.

MEREEN

SO A, R L B S S Y B

)

pE

AN R E T E AU EEAD IR . A s Z RSB AE AR SR PAT IR B P IR 1, S5 BoBihiUAR 1)
Cisco Secure Firewall Management Center 51 H' I fl& M0 B 00 8, 1 MB35 Sl () i 4 A1

S o

FEFBEI, BREROR T e S EUD BEER R AN 5. Jehh, BB R B S TR A 8
Snort BEFE, X PRI FEAEIL R WY E S A PR A B R, BORT A AR
e AL PRI 75 3
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SRR PRI 268 2 A i A 6 B2 FLFC ) o 22 A AT A PN 3 Wl AR 51 2 (BVE) SR i in 5 i A 4
M JE s St S A R RN (MITM) fiff 2 . EVE BORAEH] AR RERE IR SOR YU AL A
¥ 2% A5 P DA 2B RE % R WNC B EVE ROBH LU B, DARH b TG 5 A BEL b B R A v 8 R
.
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o A AUEATE L 7.4.0 BE A, I HATE B0 S5 i 25 20 7.4.0 BCE R ARAS .
o BRI G R NAZ B 22 88 (IPS) YFAJFE, 3 H. Snort 3 &AM 5] %,

%2&1115 I}IL.*EE

1. EVE S #ide Niftst, Jf et N 2 75 0 B R i ml e

2. Wi EVE PA— 3 I EAR RER IS M N b SR, WIAT LUK EVE BCE 4 L%
R A A G R AR RE R BUR P VP, SRS R U PR A3 5 S I BEL L R (R AT L
R VTS = TR E I, EVE #BH ki

5. WEARBIESC TR E M BIME, EVE AR

> w

7 EVE P ECE PR 1E 518

PR R Al AR s 90% B FE =i 1K) EVE Bl &5 B 70 B BEL 1 VB AE 1R i

P IRUCEPERER > i RliEHl

P2 RIS R SR S A1) SRR () -

$E3I MR URAKREN B FREkhiks SRRE -

HIE4 MBS (Encrypted Visibility Engine) 5534 1) 4748 (£).
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zevesnsmrag ]

i’ wix_automationPolicy123 # Analyze
+ @ Prefiter Rules -+ O Decryption @ Security Inteligence + O Identity + @ Access Control | @ Advanced Settings Targeted: 3 device!
Ignore the VLAN header when tracking i
= = - 5 connections
Decryption Policy Settings s
ryption Poli for inspecting en m
Dearyption Polloy touse faor Inspecting enoryptad None Detection Enhancement Settings ’
connections
Adaptive Profiles Enabled
TLS Server Identity Discovery Z Adaptive Profies - Enable profe updates Disabled
Early application detection and URL categorization Disabled
Performance Settings 7z
Prefilter Policy Settings 1 Pattern Matching Limits - Max Pattern Match &
States to Analyze Per Packet
Prefiter Policy used before access control Default Prefiter Policy
Performance Statistics - Sample Time (seconds) 300
Network Analysis and Intrusion Policies Z Regular Expression - Limit Default Value
Intrusion Policy used before Access Control ule is e s i Regular Expression - Recursion Limit Default Value
determined
Intrusion Event Logging Limits - Max Events Stored
Intrusion Policy Variable Set Default-Set Per Packet ¢
Default Network Analysis Policy Balanced Security and Connectivty
Latency-Based Performance Settings s
Threat Defense Service Policy Z Applied from Installed Rule Update e
Threat Defense Service Rule(s) 0 packet Handing Disabled
- Rule Handiing Enabled
Files and Malware Settings 4
Rule Handling - Threshold (microseconds) 512
Limit the number of bytes inspected when doing s
fle type detection Rule Handiing - Consecutive Threshold Violations. 3
Before Suspending Rule
Allow file if cloud Iookup for Block Malware takes 3
longer than (seconds) Rule Handling - Suspension Time (seconds) 0
Do not calculate SHA256 hash values for fies 10485760 o . .
larger than (in bytes) Encrypted Visibility Engine t
Minimum file size for advanced fie inspection and 10 Encrypted Visibilty Engine Disabled
storage (bytes)

FRRS  AE BRI T, R E ARSI EE (EVE) Uil
$IR6 il BT EVE S ERIERE VIdstl. BOATEOL N, AT R GER s i) AU Bl 2 g P

Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings i

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.

= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE)

Use EVE for Application Detection @)

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score «)

» Customize your threshold for blocking traffic based on the EVE scores.

© Advanced Mode @ J — Block
I
Very Low Low Medium High Very High

| Revert to Defaults | Cancel ‘

R
BOAHOLT, PSR 99%, XK
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1
w3

Wit EVE Al 219 & S S i BB R SN 99% 5 A, W) EVE 2B & .
WSt EVE Al 2135 8 o = o LB S KT 99%, W EVE AN REUTA #5 it .

7 IR PORYE EVE EUPrE S R E . JERM ERR 2 RS ARG, WRarESy 3F

e
M = o

Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings b

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.
= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE)

Use EVE for Application Detection )

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score @)

Customize your threshold for blocking traffic based on the EVE scores.

Advanced Mode @ ) \ — Block

Very Low Low Medium High Very High

| Revert to Defaults | | Cancel |

THATHE DR, E R SRAER U . IR, GEn LU BEL R 2 AR € 1K) EVE B
W B EVESr. BRIABIME N 99%.
FEA T, B BH L B E 2k 90 %.

VR RS, FRATTE U AS DR L (R BB N AR T 50%,  LAR PRI R RE .
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Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings ot

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.
= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE) «)

Use EVE for Application Detection @

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score «
Customize your threshold for blocking traffic based on the EVE scores.
Advanced Mode « = Block From | gg
0 25 50 75 100

‘ Revert to Defaults ‘ Cancel ‘ m

HE10 LEHHE (OK).
LB SHRE (Save).

T—5#tta
WEEEY. HEHEREEY, %23 7.

TFE EVEEH

srnest [

SR ERAERI LA, kR 98 > EiE > B BEWUE -S4 AT EEFT.
P2 WA CHK EVE BCE Ny, W RE 7Bek B g ALk L .
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Qy

@ Showing all 10 events (5 10)

m

Source IP

Time

2023-01-10 14:22:33
2023-01-10 14:22:28
2023-01-10 14:22:25
2023-01-10 14:14:13
2023-01-10 14:14:10
2023-01-10 14:14:06
2023-01-10 14:12:40
2023-01-10 14:12:40
2023-01-10 14:12:34

2023-01-10 14:12:34

172.16.77.1 X = X Select...

v

Action

@ Block
@ Block
@ Block
@ Block
@ Block
@ Block
@ Block
@ Allow
@ Block
© Allow

Reason

Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block

Encrypted Visibility Block

Encrypted Visibility Block

PE3 LU 2 B RIEHERAR b test_malware. MFEFRAMEBMEREE b EES. MBI
BIEE H 90 % Mrtl.

Qv SourcelP 172.16.77.1X X Select

@ Showing all 10 events ($ 10) ¥

i Time

HihSZHEH

AR OBSE L, WHSRAARER TN

2023-01-10 14:22:33
2023-01-10 14:22:28
2023-01-10 14:22:25

2023-01-10 14:14:13

b Application ~ URL

T AR 5 15

Encrypted Visibility
Fingerprint

@ tis/(0303

Encrypted Visibility
Process Confidence Score

@ 11s/(0303)(130213031° 90%
130213031° 90%
@ ts/(0303)(130213031° 90%

@ 1s/(0303)(130213031: 90%

X Refresh

I 2023-01-10 13:25:02 EST — 2023-01-10 14:25:02 EST 1h Go Live

Encrypted Visibility Encrypted Visibility Threat

Process Name Confidence

test_malware Very High 90%
test_malware Very High 90%
test_malware Very High 90%
test_malware Very High 90%

Encrypted Visibility Threat
Confidence Score

“Snort 3 S I MLES 7 R DL M RERL P A

[l Cisco Secure Firewall Management Center Snort 3 L &5 5, KA 7.6
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s 12 =
EFIRS) - BB KRR 4R

s KT REUL, 5143 1L

o KT RBWATIAFN R, 5 143 7L
o KRB TAERFE , 26 143 1T

o ikt S, A 144 0T

s AP, ER 144 T
cBERZISE, 145 1L

o FUERNZ AN, B 148 1T

s KAz 8 kL, 55151 1T

JIL

XFREiw
KREWARR K (CLRFHON A, H TCP Gl AL B & AR 4T 1) 9 48 3% 2l ik 7
BRI . BRUEOL R, KB 2R KT8 10 70 1GB . ©AI1A A2 7E Snort #0001t s Pk
REJ I ) . KB IAREEE, A EATAT RS AR 2 11 CPU BRUR, 5 ma A i e I (1) JoAth 55 4
Wi, T B R 0 Bl A )

. SAS A s [ .
x T K&k M F&p R g L
o L E SV A SRS B A P
o T L R R T R T AT LU EE BBV Snort KA, RN 260 5 4T

it .

© KRG UANECA B MR8 1 A0 e R 52 LS5 20 A P 8 2 DR 0B 25 0

S Zx 1™
jtgﬁuw:tffuw$£
R O S HO I B ORI, ) DLk Pegeid s R . iR Esad i, AR
MANBEAT Snort A #r . FRIIZ UL AT R FER. LA 10% IS EEFRGHR, H2 CPU il % fF 2
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{5l 55

HIHE R

BBIMELL N o ZERR I L AN CPU MM [ & 1 28U5, S RAEGATEIRS . 7R3
AT, NGB, R EAE “ e vE” SRR IR . REWAE A VKRR S AR
Sl iE oL M RS, K 2 B AR A AR A I 2 o

BT R AT AR B, TSP AT R .

4 RERIIERE

Elephant Flow
Detected?
. Yes
Apply 10% Reduction on No g m

Flow Rate

" Yes | Yes

No

Throttling y Action - Yes
Enabled? Bypass Flow Bypassed

No

AR ARSI £ Snort s 4 1F (PERERIED , HIMASPATEMEAE . REAL A it K
PRI i . eAh,  BRAUASS B R R I HE R IR RO (] ASE BRI, (EANRE
(7] I g iad o B At o

AR A ARGE 3 BB O I KU, T LORE S i B 1 R A 0 S Y e € . RS RT LMRSE% 1E
BASAER N RS, A IREMERE . ErT AR B MEed N, (HRIR TR (RBU) K
SERIPRE] o XA ORHADANSZ A AR N TR AT 2 B B 52 HE 1K) Snort AN, RV HEAts w5 b

c3=|
A=

FERE O, SRAEZ TGS, GINGEREZ RIEE 6 RIS A 50y, AP
PRI BEIEAE OTT AU B R 3. BEITH B 1A e A Al g & S EURE R, PRIR M S
oM EAE S HIVERE . MFOUMIER A B 0L ORISR 8 5K, A BB T AR 3 B33 6 ol AP K 2R
BRI FREAT 4L

B, AEBRAVE B WA E KIS EOkSE WebEx it (SIS T Se &30 BRI A
W B, IR, M.

* M PREEAT A B AL 7.2.0 SUE IR, JF BT OBt 7.2.0 SO mARA .

o BUB KRG I A 2 B pRHAER A . KR PIINS KGR 7S 1 N 21 O sk 21 2
DL EER: . FERXLESEH, LA EEFRE P EAERZARIER. G LU E I
WBRAT A, thon] DS ISR T3 (R R (Kl .
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mexsnsy [

TR KUCEPFERER > 7 E4EH

WIR2 GBI U a2 1 SR S5 A ) SRR (2)o

P33 MNEIECRAKRN B Pkt ik sRRE .
$®B4 L AKRFIRE (Elephant Flow Settings) 551411 448 (£).

e irewal\ Ma"ageme"‘[ Center Overview  Analysis Policies Devices. Objects Integration Deploy Q @ £ @ hoelur v
> Return ccess Control Policy Management @) Switch to Legacy
W wix_automationPolicy123 # [(analyze v |
+ @ Prefiter Rules -+ O Decryption + @ Securiy Inelligence + O Identity + @ Access Control | @ Advanced Settings Targeted: 3 device
General Settings s Threat Detection z
500 Elephant Flow Settings .
Generate Elephant Flow Events Enabled
Ye
Yes Intelligent Application Bypass Settings ’
Y Intelligent Application Bypass Setings or
Inspect traffc during policy apply Ye Total Apps and Fitters Configured All applications including uidentifed applications

P®S  BRAELT, KRR (Elephant Flow Detection) V)£ 4b T e FIARES o BRIA B EAUE IR,
ANBCEBROASRAE o AN BEE VR BRSNS RT DL AR ST (KSR

PERMRA ¥, BB WRIRREE R T 25, R R.

Elephant Flow Settings (2]

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection

Generate elephant flow events when flow bytes exceedg 1 B and flow duration exceeds|| 2 seconds
Elephant flow Remediation C» @
If CPU utilization exceeds % in fixed time windows of seconds and packet drop exceeds %

‘ Revert to Defaults ‘ ‘ Cancel |

BSE6 5 KA . SRR G, T Lk B ge s s BRI . B Vi RS RV
I MJCT Snort KA . PRIR RIS S K. SRR EL 10% A&, H3 CPUEH %
A 2 T P A

QIR BEE, R RKBHANCSEL, W FEPR.
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Elephant Flow Settings (2]

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection [ @)

Generate elephant flow events when flow bytes exceeds = 1 MB and flow duration exceeds | 2 seconds
Elephant flow Remediation | «Q | o

If CPU utilization exceeds| 1 % in fixed time windows off | 15 econds and packet drop exceeds| | 1 %
Then Bypass the flow @ J

Or Throttle the flow @

PR A Sl DIz, AR5 iy R AT IR RS kLA

Elephant Flow Settings (7]

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection [ @)

Generate elephant flow events when flow bytes exceeds | 1 MB and flow duration exceeds | 2 seconds
Elephant flow Remediation aQ 0

If CPU utilization exceeds 1 % in fixed time windows of | 15 seconds and packet drop exceeds | 1 %

Then Bypass the flow

@ All applications including unidentified applications

Select Applications/Filters (0 selected),

PR A MAIIERR N, WRIFIESE WebEx NHT, RELASIMERUUF, AR5 mih RTF. X EWRE WebEx
EERFE AT AMILIE I, RS LS WebBx JEBMAR I A KNG, PR AR L & ) 2 2k id. Snort
TR

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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saxsrnst ||

Add Bypassable Applications o
Application Filters C Clear All Filters X _Available Applications (6) C* Selected Applications and Filters (1)
Q Search by name | Q webex X Applications
v User-Created Filters All apps matching the filter WebEx v
v Risks (Any Selected) Cisco Webex Assistant
o .
Low 920 WebEx Connect
Medium 1370 WebEx Media
High 1641 WebEx Sharing
Very High 636 Webex Teams
Cancel

TR A BREI DAL A DL R BRI R i CREGRED o XTI AR DL 10% [ e, H
F3 /2 Snort SIS

P$E10 fidi#E (OK).
ST ATHRETE (Save).

T—%Hft4
HREC B . TS AR R S, 5B 23 UL

EREARRIEN

PoE KR BCE G, MPSERF M USRS R Sed sl BRG] TR, R AR 1 R
B 7R AEAEIEE. KRRWERN =R,

« K&
52 BRI KK
SAGAE M KB

TR LD > EE > B LR KRG AEST AR R,
SER2 {E EEEY U, N MEXEER MR TIER KRR DRIt

S L e e e e | [—r—,
Test Private
Connection Events e uamw

11 2022-08-0| Predefined Searches

No Search Constraints (Edit Search)

nnnn

2022-08-05 14:56:07  2022-08-05 14:56:07  Allow ©10.1.10086 146.112.255.155 =8 USA

0 o

-DMZ 52733/ tep p CIHTTPS O SSL client J OpendNs  hitps

2022-08-05 14:56:07  2022-08-05 14:56:07  Allow ©310.1.10086 146.112.255.155 SEUSA  Inside-400 Outside-DMZ 52730 /tcp 443 (hips)/tcp [CIHTIPS [CISSlcient [ OpenDNS
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R

HHE ZEEMARRA S ZRFIRGA S, 05w Ui 2 AN s & B,

snort 3 {EAZEM |

JEAE

JRE FEe, EFAMRT ) KR . RIEEILRIA R, A ZEERRRR o ZRHAK

Ko

1, Firewall Management Center

v Search

Elephant Flows

General Information

Malicious URLs

VVVVVVVVVVVVVVVVV

oicies  Devices  Objects Integration

‘Showing only defined fields. Click to show al fields.

Deploy Q@ 1 @ hbelurv Uik

» JFH RE 7B

PR3 ARERPENEIN RS0, JFH BE FBER KRR g wn, Ess
U ZIERHARIR.
Predefined Searches
Connection Events
n
No Sea xpa
Connections with Application Details Table View of Connection Events
Jump to.
1
2022-01-13 10:51:18 2022-01-13 10:51:4¢€ 1.1.2 U USA o DULSIC tcp
2022-01-13 10:51:18 40.1.1.2C USA JSA i Hutsid cp
2022-01-13 10:51:18 1.1.20 USA 2 USA id utsids cp

o & KR sz

ST L 2

IR S A RO ATE PRI 9T 52 SRR LA o

FiaZ |l

GirdR Y Y
YR

B KL FESREE > 7 a) .
FIR2

TREHA 7.4.0 SCE R RRCA,  FF AT B BT th s 25

sl ek B G B R U7 1) 42 T SRS 55 S 1Y) R () o

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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T3
T4
LIRS

TIE6

ST

S8

mergniune

MR QR KREN B MRkt RiRE -

i KRR E (Elephant Flow Settings) 52141 4RiE ().

WA O E KRR IR N S 5. SR E KRB H, 8 145 T,
a7 R RSER S AL 55 1) R ANAR I FH

Elephant Flow Settings (2]

D For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection [ @)
Generate elephant flow events when flow bytes exceeds ‘ 1024 ‘ MB and flow duration exceeds ‘ 10 ‘ seconds
Elephant flow Remediation [ @N)

% in fixed time windows of | 30 ‘ seconds and packet drop exceeds ‘ 5, %

If CPU utilization exceeds ‘ 40

Then Bypass the flow «

O Al applications including unidentified applications

(@ Select Applications/Filters (1 selected)

And Throttle the remaining flows (
Remediation Exemption Rules @ Add Rule |
Serial . —
Source Networks Destination Networks Source Ports Destination Ports
Number
No Rules

M RTRMESIE S, RS THAT K RURANU CRCE EHL. A REIh, FRATGIE T 4N
“Hostl_Exception” [ T:HL.

Add Rule o

Networks Ports

Q_ Search by name or value

Available Networks + (& Source Networks Destination Networks
any any any
any-ipv4

any=ipuf

Host1_Exception

Add to
IPv4-Benchmark-Tests Source
IPv4-Link-Local Add to
IPv4-Multicast Destination

Enter an IP address [ Add | | Enteran P address |[ A |

Cancel

sl RNEGR SORMEBIBAR ORIETZD , R BN IE H Ar
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$IR9

LIE10

i H IR .
X 1, RS th VD TCP FH4 A 80 1520 H 3w 11, AR5 il i

Add Rule

Networks | Ports

Q_ Search by name or value

Available Ports + c Selected Source Ports (0) Selected Destination Ports (0)

AOL any
Bittorrent
DNS_over_TCP

DNS_over_UDP

FTP Add to
HTTP Source ‘
HTTPS Add to
IMAP Destination ‘

Protocol | TCP (€ +| Port] Enter a port

[ TCP (6)

1dd | Protocol| TcP (e +||Port| 80 Add

| cancel Add
=
Wit E (OK).
Elephant Flow Settings (]
? For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.
Elephant flow detection does not apply to encrypted traffic. Learn more
Elephant Flow Detection [ @)
Generate elephant flow events when flow bytes exceeds | 1024 ‘ MB and flow duration exceeds ‘ 10 ‘ seconds
Elephant flow Remediation a O
If CPU utilization exceeds ‘ 40 % in fixed time windows of ‘ 30 ‘ seconds and packet drop exceeds ‘ 5 %

Then Bypass the flow «Q

® Al applications including unidentified applications

) Select Applications/Filters (0 selected),

Serial

Number Source Networks Destination Networks Source Ports Destination Ports

1 Host1_Exception Host1_Exception

Remediation Exemption Rules @ Add Rule

Mt fR7F (Save).
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T—%#ita
P ECE S IS A RO E O, 5B 23 L.

ERERRN R REMH

TR EHEL > EE > B LR UE F—BH SESD AR ST
P2 AER TR AL N, BH FRER R TFHRBART.

Firewall Management Center
9 Overview  Analysis  Policies  Devices  Objects Integration Deploy Q € % @ adminv Ul
Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search | predefined Searches
Connection Events i
11 2022-12-19 10:27:20 - 2022-12-19 11
Expa
No Search Constraints (Edit Search)
Connections with Application Details  Table View of Connection Events X
Jump to.
S - | s o Initiator Sonderip | Responder Ingress Egress Security ~ Source Port | Destination Port ~ Application
. First Packet Last Packet Action | Reason initistor 1P Country | Responder IF Country Security Zone  Zone /ICMP Type | /ICMP Code Protocol
v 2022-12-1911:23:58 2022-12-19 11:24:30 Allow | Elephant Flow Exempted 172.16.771 172.16.4.6 inside-zone56  outside-zone56 37780 /tcp 443 (https) / tcp [ HTTP
v 2022-12-19 11:23:58 Allow 172.16.77.1 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) / tcp ] HTTP
v 2022-12-19 11:23:58 Allow | Elephant Flow Exempted 172.16.771 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) / tcp [ HTTP
v 2022-12-19 11:23:44  2022-12-1911:23:50 Allow Elephant Flow Exempted 172.16.77.1 172.16.4.5 inside-zone56 outside-zone56 50056 /tcp 80 (http) / tcp I HTTP
¥ 2022-12-19 11:23:44 Allow | Elephant Flow Exempted 172.16.771 172.16.4.5 inside-zone56  outside-zone56 50056 /tcp 80 (http) / tcp CIHTTP

Hih % ZEH

AR MR SAE R, TS BATRR 1 “Snort 3 KFURATI " — 58l LT REH TR A 25
© KRGl
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By

* &T MITRE ATT&CK HEZE , 2 153 7T
* MITRE HEZE A, 2 154 1T

* MITRE W& RNV 5on] , 55 154 TL
* MITRE HEAE (I RTHR S, 26 154 0L

o A5 MYk Snort 3 N2 NS , 5 154 17T
s AAENRFHM, H159 1T

s HAhZE 8k, 55161 0L

Z%F MITRE ATT&CK #EZ2

MITRE ATT&CK HERLZE — AR, L BEd T B2 5E RN RGO SR
FE/F (TTP). ‘EPRFIZLE TTP B SGE H T A F A R G- 6 AR, R BGh B (oR) e
BRI EAT . (BERD o BERM RS A RIAT . R B A IR 52 Bn S A4 S

\}

ER f7X MITRE ATT&CK I ANAFE, 1427 https:/attack. mitre.org.

BT MITRE ATT&CK HESE K n 5 s s Ju A 3, A A8 DU R h g

o MR TTP, 4B G T IREIRIASR A . H bR R SE sgub S0 W AT 7041, AT SRS
0 b B

 SEFAT TTP RS R, S mAS AT N B i) e

o G A FE AL M FEE B BoRiRAR . BoR . Bl dy IR LL Talos 70259 ()15
ST, XKLL TR N A FE MITRE bric LS AH G A . BEARFIFHAR K 0 240 . ik n] LA
1§ F§ MITRE bR fF i i€ k.

Cisco Secure Firewall Management Center Snort 3 Bt E457, AR7< 7.6 .


https://attack.mitre.org/

- e
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MITRE f#EZ2 YL T4

* MITRE 3% HARFFET (TTP) W INBI AR FErd, A H 5 G AP MITRE ATT&CK HE4E
MR EPATEAE . X B G B LR AN 10 7 U B/ FAL B &, IR iR HAR R4
SRS A AT 534

* BT MITRE ATT&CK HEZLALZINAZ U o IXAG AT IR 5 5 (1 B R M AR B

MITRE [ 2% Bl 55 37 = 7~ 31

— R AL M 2548 ] Snort 3 VE 0 JL BB NI AN A0 R Ge o A0 PR R g A BE T, R
ST P 6% 2 At 0 B L BTNV o O A S I T SR T L (1) SRS S 7 I AE A R B 1
PAR A AT T A5 A ER i LA Bt 2. 9, A8 m e AR 0 i 3 2 7k B R P 485 1) SR e sl o FH v 1)
B Ok SEGEAMT N . RGP IITE M AT RESE I . R e BRI . N AT LU R s . BEEE . B
WERRSS (B0 AR 25 2331 BB (SMB) 522454136 (SSH)) « 48 e 4 5 BRI PR P S Bl 3 - (4 2
Web R 5525 FIAHRARSS)

MITRE HESEER A (0 DA A 45 BE G 4R 3t T — AN SRS A O BIL 2 A 52 0 o B 7 ORGP O R OR 9 L R 45 £
S E B LI T

MITRE #EZ2 R BT IR 551

» NIIEAT Cisco Secure Firewall Management Center 17175 Snort 3 ] Cisco Secure Firewall g ifp
B4 7.3.0 BB i IRAS .

o WA — DN NG . WS A A € X Snort 3 ARG, 5 30 1T,

I EFN4RLE Snort 3 N 1R 3R ER

LR SRBE > N1R.

TR EFENIRSE R (Intrusion Policies) 1114 .

e A B 4 () N AR SRS 553211 Snort 3 KA (Snort 3 Version).

K] 7~ ) Snort Bh 574 o

R4 = (Group Overrides) )=,

UBJZ LAy J2 S5 5 R U2 R BTG 2800 o 8 mT LATe) N S I BUAEAS RN A R 1R 852 J — N R U 48
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< Policies / Intrusion / |MITRE_IPS v
Base Policy: Balanced Security and Connectivity Mode: Prevention v
Base Policy e Group Overrides e Recommendations  Not in use — Rule Overrides

Group Overrides @

102 items
Search through all Rule Groups

> MITRE(1 group)

Rule Groups

> Rule Categories(9 groups) To optimize intrusion policy configuration, you can confi
or decrease security levels, thus enriching intrusion evel

$IE6 (rAEIE (Group Overrides) I, #i{RAE M AR FIEFE2ER (ANl) , DUEEAT N AR SRS ) B A7 K
AL M BTG T K

k ¢ Policies [/ Intrusion / |MITRE_IPS v
Base Policy: Balanced Security and Connectivity Mode: |Prevention v
Base Policy — Group Overrides — Recommendations Notin use —

Group Overrides @

Search through all Rule Gr

> MITRE(1 group)

Rule Groups

> Rule Categories(9 groups) To optimize intrusion policy cot
or decrease security levels, thu

ST HLAEKTE MITRE.
FRA R PR sE sk, 448 TT LI 26 81 (Rule Categories) FH I ZH ml H: T (47 4] Ho At B0 0 20 A0 140
WIZH o BT KU ZH 4R 4 ) MITRE HESE

k < Policies / Intrusion / |MITRE_IPS v
Base Policy: Balanced Security and Connectivity Mode: Prevention v
Base Policy — Group Overrides — Recommendations  Not in use — Rule Overrides

Group Overrides @

102 items
Search through all Rule Groups

> MITRE(1 group)

Rule Groups

> Rule Categories(9 groups) To optimize intrusion policy configuration, you can con
or decrease security levels, thus enriching intrusion ev
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snort 3 {EAZEM |

EEFYEE Snort 3 NRIKER

$IE8 {EMITRER, fiili ATT&CK #EZ2 (ATT&CK Framework) i) FJEJF.

A < Policies / Intrusion / | MITRE_IPS v |
Base Policy: Balanced Security and Connectivity Mode: |Prevention v
Base Policy — Group Overrides — Recommendations  Notin use — Rule Overrides Summary

Group Overrides @

102 items

‘ Search through all Rule Groups

v MITRE(1 group)

< MITRE
> ATT&CK Framework(1 group) 1 Groups
Group Name

> Rule Categories(9 groups)

$£1B9 7 ATT&CK #EZR (ATT&CK Framework) F, siiifel (Enterprise) LUK ETT.

X < Policies / Intrusion / |MITRE_IPS v
Base Policy: Balanced Security and Connectivity Mode: ‘Prevention v ‘
Base Policy — Group Overrides — Recommendations  Notin use — Rule Overrides

Group Overrides @

102 items

‘ Search through all Rule Groups

~ MITRE(1 group)
< MITRE / ATT&CK Framework
v ATT&CK Framework(1 group) 1 Groups

Group Name
> Enterprise(13 groups)

. Enterprise
> Rule Categories(9 groups) Enterprise tactics represent the "why" of an ATT&CK technique or :

FER0 AL 242200 (Security Level) 5514 (1) 448 () Elbr, el (Enterprise) HMUUZIR R K Fr
A RN ) = SR A HEATHE T

Group Overrides @

10:
Search through all Rule Groups

~ MITRE(1 group)
< MITRE / ATT&CK Framework Security Level @
v ATT&CK Framework(1 group) 1 Groups OO0 4

Group Name. Security Level _ Override Rule
> Enterprise(13 groups) b

Enterprise

Enterprise tactics represent the "why" of an ATT&CK technique or sub-technique. It is the adversar...

Rule Categories(9 groups)

oooo

BN (RERENF (Edit Security Level) &, GHFRERF (Security Level) (FEAFIT N 3) , A&
5 MR TF (Save).
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sammE sona NEEn ]

Edit Security Level (7]

' Bulk Group Security Level

Impacts 34 groups. This action will change the security
level of all leaf groups within this group category.

I D

Higher security with more detections for administrators who are
willing to tolerate some network latency and low level of false
positives, in an effort to catch more attacks

> Revert to default Cancel

L1112 A (Enterprise) T, fidi#iaim a4 R (Enterprise) #H T,
HIE13  EVIEA B AR (Initial Access) I, stiliifm BB H a2 A B9 K2 (Exploit Public-Facing Application),
KR — 4.

Base Policy Group Overrides Recommendations  Not in use Rule Overrides Summary

Group Overrides @

102 items T
| & search through all Rule Groups

+ Enterprise(13 groups)

& MITRE / ATT&CK Framework / Enterprise / Initial Access (1A0001) Security Level

Adversaries may obtain and abuse credentials of existing accounts as a means of gaining Initial Ac...

Drive-by Compromise < | ]

Exploit Public-Facing Application < FI=i=ms

External Remote Services «©

L]
5 Groups ———
> Collection(1 group) o
‘Group Name Security Level Override
> Command and Control(3 groups) o
Drive-by Compromise (11159) - ) aRaEy o
5 Bres BrtE e o Adversaries may gain access to a system through a user visiting a website over the normal course ...
S G ) ° Exploit Public-Facing Application (11190) ) —— .
Adversaries may attempt to take advantage of a weakness in an Internet-facing computer or progr...
> Execution(3 groups) ° External Remote Services (T1133)
L L1 =g «©
Adversaries may leverage external-facing remote services to initially access and/or persist within a...
> Exiltration(1 group) o
Phishi (T1566) ;
iating fHinee) ) ) . - ——— s ©
S (EEEBEEED) ° Adversaries may send phishing messages to gain access to victim systems. All forms of phishing a...
« Initial Access(5 groups) o Valid Accounts (T1078) e
o
o
o
o

Phishing <« =

$EB14 L EERNBE PR (View Rulesin Rule Overrides) LU E A ] B0 A [ HE 0] L H0 0] 40
f5 E . MRS, nT DIZENI B 2 (Rule Overrides) 2 P B 50N 22 AN KU (1) 0 DU 4447
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B =555 snon3 ARER

This group does not contain any children.

View Rules in Rule Overrides

S5 LR (Recommendations) )2, X5 i FFEE (Start) LAIT 4648 A BURMEERE R . #8m] DAAE F N
12 M TS SR A s 5 7 I % PR I 8 P RS P AR SRR I o T S TENME B, 152 WAL Snort 3 &
BT 224 BT ks s, A 62 T,

L3

Base Policy Group Overrides

Recommendations  Not in use | Rule Overrides Summary

Cisco Recommended Rules @

Start using recommendations

You can use Cisco Recommended Rules to target
vulnerabilities associated with host assets detected in the network

PER6 sl 2 T A 20 SRS S SO SRR o MR 7 2 A 2O B SOR RS R R 1
B ST LA SRS R oA B A MO R R AE,  DASGAIE B

Base Policy S Group Overrides . Recommendations S Rule Overrides |

Summary @

Rule Distribution Report and Exporting

Active Rules 21169

e - Yoo [ Generate Repor |
" Generate Report
Block —— 19570 OveniddenRules 30% © View Effective Policy
Disabled 26555 Disabled Rules 26555
Export Policy
Total Rules 47724
Base Configuration Group Overrides Rule Overrides
Base Policy: Balanced Security and Connectivity Total 19 group ovelides Total 394 rule overrides
<« Executable ) emmmmm— © 1:34480 © Block A Alert
< File Type Identification > — © 1:34479 @ Block A Aert
Recommendations © Fiash ) mmm—— | © 1134467 © Block - A Aert
© 1:34466 © Block = AAert
Usage: In Use Pilmage * EEEmE— | T4, 735805 © Block > A Alert
— © Java > EmmmmmEm  © 1:35806 © Block A Alert
ze‘:””‘y :e"e‘ ey «© Multimedia > emem—— © 1:42101 © Block = A Aen
enerated on -07- :05:.
= © 1:42100 Block > A Alert
Rule State 12 rules recommended for & Oiice - L =
1 network © Other —— pen Al
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| Snort3fEmZHI
EXJ-ET |

T—%Mtt4
P8 B N AR SR LUK AT L S Snort MU A ) A o T 2B BB IO LA, 28 23 L

=

T LU 2 LR 25 H 28 (Classic Event Viewer) FlZE—S= & H 2% (Unified Event Viewer) T L7
FNZ ) MITRE ATT&CK H AR AL . Talos #2241  Snort BN (GID:SID) % MITRE
ATT&CK H AL (WG o 3K G W 4 24 0 i 2 2 A 3RAH AL (LSP) 1 — 373 e

i
i
>
i

r‘—;li
i

$E1 ST (Analysis), SRJ5EFENE (Intrusions) T IZE4 (Events).
$B2 il EHAIRIE (Table View of Events) 1.

Events By Priority and Classification (suith workon
11 2022-07-19 09:05:58 - 202

No Search Constraints (Edit Search)

Drilldown of Event, Priority, and Classification Table View of Events Packets

Jump to...

v Time X Priority X | Impact X ::;‘;‘j‘ x | Reasonx Source IP X ézt:':‘fy X  Destination IP X
v 2022-07-19 11:17:10  high 2 Would block Interface in Passive or Tap mode [ 192.168.0.227 1 146.112.255.69
v 2022-07-19 11:17:06  medium 2 Would block  Interface in Passive or Tap mode [ 192.168.3.254 1 192.168.4.106
v 2022-07-19 11:17:06 medium 3 Would block Interface in Passive or Tap mode 54.68.177.240 mg USA £31192.168.7.214
v 2022-07-19 11:17:05 medium 2 Would block  Interface in Passive or Tap mode 31 192.168.3.254 [3192.168.7.241

PR3 /1 MITREATT&CK ', %A UEBIANRFAMEAR. st 15K (1 Technique) LA #FH MITRE

ATT&CK AR,
ALESSS Network MITRE Rule
Access Control Policy X gslnetrol X Analysis Policy X ATTRCK X Group
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy | 1 Technique| 1 Group
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group
A Il Aamanielis lamballlaaaas Ela &1~ e PP o IR PN o PPN Clinala AADRN NAliad, 1 Nemiin

AR, BB S E R 2 AR B9 (Exploit Public-Facing Application).
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B zz 34

MITRE ATT&CK Techniques

« Enterprise
R Initial Access
= Exploit Public-Facing Application

’ Close ‘

S 4 /i Close.
PSS (Analysis) , ARJEIEFFE—F4 (Unified Events).
$IB6 WA ARSI, SRS EERLUG ] MITRE ATT& CK FIELN4E (Rule Group) #1).

-
\ Views... v ‘ Q Select...
@© Showing all 5,112 events (& 4,518 @ 594) + [ 2022-07-19 10:19:09 EDT -
Time Event Type Device MITRE ATT&CK Rule Group
[Q mitre X 2.168.7.115 1 Group
Deselect 1 filtered Select default 2.168.7.115
MITRE ATT&CK e 2.168.7.115
Y 2.168.7.115
2.168.7.115
2.168.7.115 1 Group

2.168.7.115

Revert 14se'e°'ed 2.168.7.115
SR (ARG, NZIF HW RS . AR (RuleGroup) 41 Ry 148 (1

Group) -
‘ Views... v‘ Q_ Select...
@ Showing all 5,112 events (& 4,518 @ 594) + B 2022-07-19 10:19:09 EDT — 2022-07-1¢
M Time Event Type Device MITRE ATT&CK Rule Group
> 2022-07-19 11:19:02 2nce 192.168.7.115 1 Group
> 2022-07-19 11:18:59 4 Connection 2nce 192.168.7.115 Click to view groups
> 2022-07-19 11:18:59 4 Connection 2nce 192.168.7.115

IR 8 ] LLAE WY (Protocol) (SCHINNZL) A FLR¥) DNS B4, EFEHY (Protocol) > DNS LU %R
FA E DAL BT N2

3
‘ Views... v‘ Q Select...
© Showing all 5,112 events (& 4,518 @ 594) + % 2022-07-19 10:19:09 EDT — 2022
ﬁ Time Event Type Device MITRE ATT&CK Rule Group
> 2022-07-19 11:19:02 @ Intrusion 2nce 192.168.7.115 1 Group
A\
> 2022-07-19 11:18:59 4 Connection 2nce 192.168.7.115
. P@tocol
> 2022-07-19 11:18:59 4 Connection 2nce 192.168.7.115 o DNS
> | 2022-07-19 11:18:59 4 Connection 2nce| 192.168.7.115
> 2022-07-1911:18:59 4 Connection 2nce 192.168.7.115
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7N

B Lo Wor R a0k

Views

Q| RuleGroup Protocol |>< Select

© Showing all 501 events (§

m

Time

2022-07-19 11:

2022

2022

2022-

2022
2022
2022

2022

Snort 3 H AR T

07

07

07

07

07

07

07

1911
1911
T9EINE

191

91

1911

{19 1

19:08
19:07
19:03

19:02

:18:59
:18:38

18:35

18:31

501) +

Event Type

@ Intrusion
@ Intrusion
@ Intrusion
P Intrusion
P Intrusion
@ Intrusion

D Intrusion

Intrusion

Device

2nc 192.168.7.11

o

2NC 192.168.7.11

o

2Nc 192.168.7.115
El 192.168.7.115

2nce 192.168.7.11

o

Elgle 192.168.7.115

2n( 192.168.7.11

o

2nc 192.168.7.115

Yw%E Snort 3 AR HKME , 55 31 T

BRBAFFALE K MITRE 15 6

Cisco Secure Firewall Management Center Snort 3 BEC E$5 7, KR 7.6

MITRE ATT&CK

F§ 2022-07-19 10:19:09 EDT —~ 2022-07-19 11:19:09 EDT 1h

Rule Group

1 Group

Protocol
DNS

1 Group
1 Group
1 Group

1 Group

Snort ID

1

112

254

X

siwszan ||
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