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U

NES AR
o NAZHEN,  ATEH 3 A L5200 G FIBR v SCA R
o KA M, L R G A AL 25 AL N 32 30T s g 2R e B B PO A e AT O IR

R EE T IRX LSRR 1«

el 42D |SnortiD (SID) kiR AIAEH]? | ATLUSR
(GID) 48?
LS G ) 3 % 1000000 JEEL Talos 17N (Talos) ps HIR
v SCAS ) 1 {&F 1000000 Talos WM & R
(4 Rtk
IHX GID)
1000 - 2000 1000000 =5 & | B I E S = s
R
TOUALS 215 A8 ) e TR | {RT 1000000 Talos Fh1E w5 5
25 B AL . N — N
P 1000000 B 5E & | 2R 40 7 300 10 e 5 30 1) 2 & e

TCVELRAF XS Talos B3 AT AT I I A8 FE) S0, {ELIRE AT UKS EAB SOt R A S A7 D 8 SCREI o
A DB SO R U B U S A5 S PP A o (AR H i 11 2 TP Mihk) o 72 2 B,
Talos Jfr G5 AR e 4 Jedal o Jim AR AR A7 2 63 AT DL EORAF B i P 4 46 O R D RO AR St ) A

XEFETEIE LN, Talos 7ERFAERIANAR HEms o 2 BUER B RZS o K20 Hmiidd BE a8 L7 ER AR
DT CAEH, WA B AR G o TIAL AR M A e A2 A IBGHS  rh Zo i Bl A, s
PR R

P48 5 AR SRER Ry 2 55 1

LACVF Snort AL I 51 AL BRI LAEAT N MU AT 30T, 62004 JSU 5 48 2 % J5 ] TIPS VR i
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Snort3 FEYE E XM

fnr LU AR 75 U B R RSO RT URAT L exe B0 L rules 84 . JOREEAEA]
MRRREIE T, RGN H O SORMGRAAEAHRIS . B 2 SCRN 25U TR, (HAE,
I E SCRUU A AT LU PIAS B AL — 00

MR HE AR, RES eSS S (A& 61p:s1pirRev) o UEST5HI
JCERUWIT:

s GID— 2% ID. X HE N, LFHHEE GID. FAEMNIN, ZREARYE G e 7E 4 Rk
EFEA B GID. XA RSO, {E 4 2000.

* SID—Snort ID. 77 ALNE A5 4 2R GE MR AU AC B R0 o B BRI IR 375 DA A2 0 5 PR e — £
SID.

AHLFLIU Y Snort ID 5 M 1000000 TH4h,  HAFAAHFTHLNI SID 5 A 138
s Rev—fEiT 5. X THMN, BTS20 1. SHESc— & ORI, BT n—.
FE A 52 SCPRAESCA RN - T A E AR S B . B S AR U 240, S mT L e R Sk
BEE R B E 0 AL IERCALE A 58 B A S R AT ok B TP Mkl sl 11 AR

N

AR JCVAGE Snort3 A E S, A ER B RE SCRUNFERLIN SCAS F HAT classtype IOA R0 R B R
NBAT 7 BRI SRR, 335 MM IR O 28 B i

Snort 3 A A SR EIE A

FEa RS (FHR S BB USSR v R A B B S e TR Rtk R . U
DU TS D0 T R PR AU R O AR e . DO AR RER A NS5 B (PID Bl iy, A 52 ki
o BBURESE A I R LAF <4 LB P ) PIL

sd_pattern J£I5

] sd_patternIPSIELUR AL JE PIL. X445 DG R 9. RESRES . B SA
MFE b . ENRIE R (regex) TEvEW H T2 X H A Pl

sd_pattern BT AT LAN B

Bt - fiE B PDU e Heff) i MU L T B . iU A ] PORE V540
5,

o B - BAERIO TR RCE, FE AR RS R 1 PDU Hh R LGS
sd_pattern as IPS FUUEIILE Snort AT, X IHABAS B a8 A 22Kk . RN T 115208 «
sd pattern: "<pattern> "[, threshold<count> ];
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sd pattern:"credit card",

MEEN

ERANARARER |

threshold 2;

TR AT TR A B B R R R A A BN, AR E AT ZEUL G ) PIR AL A4 7,
Hfs LRy A B IE R IX 2o PIT A4 BRI 58 5 Bt ik«

* credit_card—

\d{4}\D?\d{4}\D?\d{2}\D?\d{2}\D?\d{3,4}

* us_social—

[0-8]1\d{2}-\d{2}-\d{4}

* us_social nodashes—

[0-8]\d{8}

* Email—

[ar A TDOHSE NV (| P14\ [ A DO {1 AR (2: [ A D9 (2: [ A DI * oA 70-9)) A\ Har A 709 (2: [ A A9 * [ar A 70-9)) ?

* us_phone—

(2:\+21[-\.\s12) 2\ (2 ([2-91[0-8]1\d) \) 2[-\.\s] ([2-91\d{2}) [-\.\s] (\d{4})

PIl Name

B

credit card

\d{4}\D?\d{4}\D?\d{2}\D?\d{2}\D?\d{3,4}

us_social

[0-8]1\d{2}-\d{2}-\d{4}

us_social _nodashes

[0-81\d{8}

1 F

[a-zB70-9 1536 *H\/=2" (| }~=]+(2:\. [a~zA-Z0-9 136" ++\ /=" " {|}~]4)
R (2: [ 209 (2: [ar 7B 70-O-] ¥ [ Z0-9)) A\ ) HarrB 20-9] (2: [z 0-9-1* a7 20-9]) 2

us_phone

(2:\+21[-\.\s]?2) 2\ (2 ([2-9] [0-8]\d) \) 2[-\.\s] ([2-9]1\d{2}) [-\.\s] (\d{4})

L IR LR VL RC R B A AUE H TE T . SEREAR 2 RIS 5 o ISAFTAN S [ HEL i 5 A5 i R Se e it
(ROREI s A B DR i ANIE T s SO B 7 5 SRR PIUARR S ABURR S (1 e 1 2 2 420 (LSP)
FRARAE TR, gid:13. BRINEOL R, EATEARAT RGehe i r sens 35 R A

LSP A (¥R L8 ot A7 A B, I BAT U B

* credit_card: 2

* us_social: 2

* us_social nodashes: 20

* email: 20

* us_phone: 20

RETLUEH] sd_pattern ZEVRAVE [ 5E SCRIHS SOA RN ZEHAT AT, TR Snort 3 AR 3R

Mz .
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saEEmsmsona AEan ]

HAT A i BRI BIE 1) sd_pattern FiIU) 7= 461«
alert tcp (sid: 2000000001; sd_pattern:"[\Ww-\.]+@([\w-] +\.)+[\Ww-]{2,4}" threshold 4; msg: "email [ {ii 4")

Gt
A PR AU AS N £ 1 R SCRE U7 51
HA A BRI R

alert tcp (
msg:"SENSITIVE-DATA Email";
flow:only stream;
pkt data;
sd_pattern:"email", threshold 5;
service:http, smtp, ftp-data, imap, pop3;
sid:1000001;

)

HA A s SR

alert tcp (
msg:"SENSITIVE-DATA US phone numbers";
flow:only stream;
file data;
sd_pattern:"+23282 (0[\s\.-]1\d{2} [\s\.-]1\d{3}[\s\.-]1\d{2}[\s\.-]\d{2})", threshold
service:http, smtp, ftp-data, imap, pop3;
sid:1000002;

)

PLUR & HAT N B U e A U 52 42 Snort TIPS RN 1) B 22 7 3]«

* alert tcp ( sid:1; msg:"Credit Card"; sd_pattern:"credit _card"; )

* alert tcp ( sid:2; msg:"US Social Number"; sd_pattern:"us_social"; )

* alert tcp ( sid:3; msg:"US Social Number No Dashes"; sd_pattern:"us_social nodashes"; )
* alert tcp ( sid:4; msg:"US Phone Number"; sd_pattern:"us_phone"; )

e alert tcp ( sid:5; msg:"Email"; sd_pattern:"email"; )

Cisco Secure Firewall Management Center F1'22 43 K 5% 1 #4557 FHL2S AN S F5 A% H B Bt i

BEENRKEEHE] Snort 3 N 2N

Tm] LU A8 U E AR SR IR s Uy 3 AR T DU 7 i U R PR A5 6L, DA A R s
USRS A A U A

ST VLR > AR,

S 2 Wi NS A Snort 3 B

S AEINT, 0T LU LD F B
ok B
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o BRI SR .
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U AN, e 2 AR T 60 At SRS PR ER DA SROMGS Hh AT S U R ER A S5

NS IMEEL S Al
AN, T LR A A BT O
e

B BRGNS EANR AR, IR DU RC R I A R e o S s ol o o 2%
Iz, BB AOX I HbR, REERANRSM. iR RA L Hir, =
P OSTBVE LR RIS REN IV E BT

FE1E

BAERGRMFENR AR, RSBl Sdi e, IFEI LRI A AR .
R R AL BNEIEH bR, JF HARGE M FF H S s B B s

WA RSV A ILREAL B

AR b EHR sl BRI TR . 2L HEEER (Disable) 25N

AT SRR ARV RE ARG T AT AT N o 0 RS AR, DA 1) 32 e 6 O
REFTRES TR MR, NHBERINIEE, Al 52 BT T RENLIC .
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TR KIIEFEREE > AR
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'R SR s DUR B AL
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* T T AR B O BLIE

o O AR

PIB 3 R BOE RN AR Y — S B2 S
PR A M MUIRE NRHEPIERERNEAE L — A RAFRNERAER TEAE R, 1EZ 0 %% Snort 3 NMZ RN .
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I (L R E I RIBN, MR e BB (H “UH [Count] 3R MR MM, 0% BoR
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#snon3 sy EmuigEaeE [

£ 17t A
b TR A B2 R K. G OB (SR B D BRI (limit), RFERER I E VIR | P (Source | P),

HH L (count) BEE N 10, FRIGFHEL (seconds) IKE N 10, WIRGERFILRIF s 10 FREP A &A1)
oK B € P I TET 10N F . T 10 B0 HURAE T 74030, REURIC IR i sb 4t
MTWERET 10 WAL T 40 DEIE, REUICRIF RS 10 DEE0E, SRJEAE] 10 B (¥ [a) Brid
Ja IR T

ijlaﬂf%nu )\1§$1¢|§Jﬁﬂ$ﬁﬂlﬁﬂi fﬁﬂ‘%%?@Zﬁﬁ’JI&%@?ﬁﬂ\ detection filter %%?%D}\1§
FAEMHIEEA G A .

Je

R PYONCE I EE e LT

7£ Snort 3 AN E H1{E

S S S
55
N

S
IR
$IE9

S0

FEATLIAE “ PRI S B (Rule Detail) BT H A A0 B — N B o 945 00 (045 78 5 12 00 U] PO A Al
A B

PR IR > AR,

il Snort 3 BN 1LI5 <

MG i B g, et T BERE.

st g () .

TR B L, il BE R

KB (Type) FHgl &b, 1hPes i B i B A 2.
o BEPEBRE (Limit) LUK R TR I ) B PG 2 4R ) A S
« YEPEIRME (Threshold) LAYEAGANIN 1] B Py 45 1 S8 B0k B o i 4R (1
o MEFE P (Both) LATEAEAN N 0] B P o S5 Kook 45 52 Ko 5 4R 0t — ol 4 .

MERERAR THusIRT, LS IRE BAR LRy LR 1P kit it H bR 1P Hhhik ERER TS .
75 T8 B, S AN E A B A SRS B AL

15 # FBUR, HNH TR SRR AE S 1IN 8] B By CAR 24 JA)

RdrRTF
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HEE i RwE () .
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© EFE BARMGE K0T HU TSR E H AR TP ik (0 s A s it

PUR6 (E ML N yIR P AT T 45
PR miliREF.

P8 (AL WARFE, WEERE =K.
FB RUHERICE S DI RTF .

T—F 4
P IR G TS P R O

EE BRI H 14

sammpnszs

T et ZE A wU ERDUAT R A A F o i, el T2 A BRI 55 A3 o e e R AR e T 1) Kbl
B, DRI AT DA P AR 55 4% TP 3l R 0 S A i S . R DU 45 PR A iR 55 2

K b TP Mttt JFT o MO HoAb ML, W IR BRI 1205 TP Mk (R 300 4% 1 F o

W R R > NMEREN.

$12 fiili Snort 3FFA MM KL K.

IR 3 EPEEA IR LA R L) o

PB4 LUl BIRECE Y 10

SIS i lwmE ()

PIR6 sk H0 LI .

ST SRS SR O R 0.
P8 nidifRTFE (Save).

T—F Mt 4
P NCE G TS P B R

ERmniagARER ]


snort3-configuration-guide-v74_chapter2.pdf#nameddest=unique_39
snort3-configuration-guide-v74_chapter2.pdf#nameddest=unique_39

ERANARARER |
B osanze

IR R E 7%

A DA T NARE SRS R RIS DVE R o 4237 3SR R SR A 2 1Y) IS I 21— AR S
(KT RL U A (R A LA AR SR R AN R L

HB1 RUGEFER > 3.

S B0 S 5510 0 Snort 3 BRA
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S|SB TR, BABIER.

FIE6 LR NER (Add Comment).,
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1% Snort2 B EX M 457 Snort 3
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* https://blog.snort.org/2020/10/talos-transition-to-snort-3.html
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