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783 H TFC Z Ri k& IKEv2 IPsec H&1,

Ja ] TEC $edlimal By 1 VPN BRE AL T2 RS . Ak, Wi s T TRC Bk, 2H skems
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HREMMEE, S A& VTL, 19 1 A 3h& VIL, 520 7.
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.

4. Pyl A N 11 5 4 ST BN A VT B .
1. o R S A AT iy 4 e R 10 A8 i
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o PRI WU A B SRR IEAL

o VTI HAETE IPsec B T AT ELE
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P Eh, JER— T E R & O by, TEEH SN ORI — AR S SRS E 2 AN . R
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* T LAN [RIBEE 4L 16 IKBv1, AN MBI B 4 56 UE 75 12 0 BT 15 R/ 3ok S8 R e B 0 A I AR
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W ZAVF VPN Jam it BEE, 7B N — 46 e 4 DS E R PR IX I8 AC K.

BBT  ERERTET, WALEZA VT AR &AL e
YO 0 B 65535, fe/bHIECT B B ise g, MmN E M T8 VTL.

| BETEA
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LIRS MAERRERA, PATLL N EREZ
* XT3N VTL 1E1E #84R 1D FBh A 1 3 10413 JaH 4 IfE— 1D,
* TS VTL 1510 BEIE 1D B 0 31 10413 [ P IffE— %1 1D,

TR ST VTI ) A BREIR b 8RB bR a1 .

VPN [ 1 CHIBE 53R n] 3210) Abe&ib. R3804 110 1P Huhik . 518 IPsec b%
TEA ], s nT DAERE 1P bk, Witk 24 IPve dhuhil, 1 k32 FVERE 18 i il Huhik .

$IE10 75 IPSec BFEER T, it IPv4 58 | Pv6 Fik 32kl LAFE s il i [Psec P& 1A IR 2800,
$IB1 /6 Pk (IP Address) F:

« BB IP: A VIO IPv4 55 IPV6 M. BARE N EA VT #: O ELE 1P ik, KifE
AP FBHTIZA VIT#H,

&R IP: W FR AR PR S IA N O, VT I gk R It 1P Huhik .
AR AL P AN 6] T BEE US TP Huhik () TP ik, 8 0] LUEHHGE TR TS akahas VIT #: 0 .
Js 7y il DN LT e N (51 2/ W N 51 E 2 2 W B S0 R S 2 & o O I 2 S W - oy P SR D S R N
SABCLSERAIE T TP Bl Sk s i a0 .

$E12 SERE.
$E13 LR TE

tEE T I8 aYh 5.8 VPN

AT LA LA P A 1 P R T B e 3t W) VPN

o BNE . ZEREREMIREANTY A LECE VTL R M S E VPN,
o ULERETRY. RO LRCE VTL. A& VTL G, DU ERS VTI 45
a

T LUCRE SN R Y A6 C B O SR e, JPRHEA I IC B 70 3. BT UIRCE 2 AP A 32, ]
DN i s ARV 17

o P F AR O R4S, S AT LUK A TP BB A 45407
o XFHEE S, BATDCE &S VT O DU E VT H .

K VTL TPEAME S, 52T Virtual Tunnel Interface , 25 18 T,

\}

AR BRARR A, AIFTA X VT 5 QRS VT Mg VTL.
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B 5 exmmimEss

et

P LS IRE > VPN > sh S8, AR5 iR (Add).

T2 AE HRINAFR FECP, FIA VPN SRR
TR P BT A (VTI) JRRATEL M ERAEZ

< EPE R A MRS ZONE AL S SR AMICE K, TS B SO R S K
. 528 UL

o R BDERSTEL A IR . BN i Y A D AR S B A O E A, 1SS L AR S
A E S, 2 31 0L

PR 4 rielZ (Create).

PSS (k) hEREE IKE O, 1 VPNIKE 1E5, 25 11 s k.

FI6  (niE) REER A |Psec I, W VPN IPSec i1 , 2 13 Ui fTid .

T (Wik) AIEBIRE SR EI W S VPN SEEIEI 515 TR
$E8 LUliRTE.

T—5Hit4
EWE B LIRS VTLE R VT BEIE )G, SO Z0E0E

o FFIERE VTI BEIE 7 345 2 0] i VT i th Sems . A oo g &, WS VT & %
HHAT AC TRl , 25 41 T,

* FIT VR nes (i vy il i . e SRRE > i el .

A B85 B RN B K um

BB LU NZHL, O mxd e F T mOh i Rk ) VPN G 28

FiaZ |l

FEFE T K VPN L O R R SN S A, W G (36 5 18] VPN, 58 27 00
W, MRJE R #m EIUR .

UK

BB ETRAT, WIRE Fheg b R HAE VT BRE 5 — 2 i) S M4 () BN 4
f/\o

XA S5, TR E DL 2L

| BETEA



| stsia veN

naamingss ]

1 fRERA AR,

2. 1r % |P el i T IP Huhk . WURACE 250 VTL i — Mg, RGHRE &0 1P
Hks

3. MEME.

AN R 2O E RS RUE, AR |KE KEI0- ThdE s SMBE M (R P =85 40

AWS VPC £ AES-GCM-NUL L-SHA-LATEST 1 0 BRIA SN o 1 SR e F 0 2544 3% B2 31 AWS VPC,
M BB Fhig R ik AESGCM-NULL-SHA-LATEST LLg 7 VPN %4, LT ¥ AWS
R .

T EVEM B, BTN ERRRERE O R RAIR PR E T A K VTL .
JITRE BB HE Y R A YRR 1, R HUERE O 9 3 B RIBEIE H AR .

DR AR A R AN, U R I+ BARFECE B WS VTLER D, 55 26 1T
g .

W RS VT ECE, 157 ERREEIED (Virtual Tunne Interface) 477 B iEF VTI,
SR 5 i 4REE VTI (Edit VTI).

WA i A WAL T NAT W% a1, 16 1 BIEIR |P A& R (Tunnel Source|PisPrivate) &
WEHE. 7EREIER/N 2L | P it (Tunnel Source Public IP Address) 7B, #i ABEE I AL 1P Huhik.

WA B & 3E B 3 Z 4K (Send Local | dentity to Peers) - 168 I 0 AT A Hb £ 73475 JEL IR 326 3] o) 25
Wt MHIE PRI ARt S4B E (Local |dentity Configuration) 2 — it & A5 43«

* IP ik (1P address) - %5 3 {3 HI3% 1) TP k.
« B&h (Auto) - XF L2 A A TP Hbchik 5 3 F-UF TR A FH UE 15 DN
* BB |D- 552 ZH T S0 Il EE 1D, HlR ID 52 nf LU 127 NE5F.
* E£#1#& (Hostname) - 18 1 5 A FE T HLA
* %44 1D (Key ID) - fe e HH T S0 (%40 1D, %80 ID b2/ 65 AN 4F
ARG YT A A IKEv2 BEALEME 0, TSN A BT A RS 0. e e
VI {E NAT J5 I3 2> IPsec fxiE, DAMEIEZ S EE Umbrella 224 B P G (SIG).
17 K AE Umbrella _EACEME—FEIE ID 11155, 524 Cisco UmbrellaSIG B A3 -
(A il ARANEAR VTI LURRE ol VT2 LR %45 1
gﬁ;;%/l\%ﬂ‘ﬁ%?ﬁﬁ/ﬂ%fﬁ VTI B AR RIREERE . — & B A BT A BATAH R B 5 R i H
PRI VTL: Pk, (EECEME— O BEE ARSI H AR g .
AR REAUREIE L AR H VTU MR E ), (EE 0 S YoE 1 WA 2 i A 32 P& T sl BSIE

$£126 (£HMAE (Additional Configuration) F, AT LA F#AE:
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B arsmmven s sy s nsaRE

o SRR M E VTL, i 5 8 B3R (Routing Policy). [ kB Dy £ 87818 & (Devices)
> & (Routing) T .

HRTLLN VPN MR E#4. BGP. OSPF v2/v3 Bi, EIGRP % Hi .

« FAYF VPN Vi, i AC 5E/& (AC Policy). Bk BEE7 Bty 25 S B4 BT 1) 45 1 S g
VUil I T8 € VT 224 XK VBN . BE &4 VTLF, iR asS5E
VTI AH R 2 4 X IR R 2 A BE I o AC SRS DT TR Y 2503 VTT AN 75 B i (I BEE

F$BT BT SRIRE , RS EHARE . 7RG R, ST ST VPN S S ih 4 &
HWE . 530 T,

HI=8 X1k B EE LR .

I HE.

T—5Hit+4
o (W) MEEFEE IKEJEW, W VPNIKE &, 26 11 TR ATk,

(AJ3E) MEBE4EE IPsec X630, 41 VPN IPSec i£M0 , %5 13 w ik,

CAlik) WERBIEE SR LI, Wi mgok fin) VPN FB ks, %5 15 ih k.

s iR E.

o OB EM AR VT, I5KIKEFR&E > REEIE, Wi, 5t mikmii.
AT LR VPN SR E A, 838/ BGP. OSPF v2/v3 8% EIGRP K% i VPN Wi,

o BEAVE VPN &, IEKIGER: R > iFiEdsHl. . I THRE VT 22X . % T
24y VTI, SR 4 5 5 VT AR 2 X IBR454r VT,

BT AR VPN S5 miR R S RECE
T B0 VN 06 SO0 NG DA R

FiaZ |l

FEIET B B VPN FRECE SO0 S AR S 4L, b ik, IR IR R E . O SO
Ly, 28 U1

iz
TR ET BEMBEED |P ZE B FMAE LM, Lo VTIIP dhhik A0l S0 S5 48 % .

P2 b RIFREIEREN IKEV2 B SRHELLARVER B 70 SCRUS SR A2 N IKEV2 B4 11
FR3  ERAE N AR PR N R
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phmsaEiegss |

IR E: B R BEAENS S B ARSI O W N, AN BESORAT AT 12
XiE: P il LUAGR s ORI BRIAIE T

A DR BU PR N B 2 i

S0 LIME I A VT AU o0 55 0 4 ) 8 5% b Y 0k 5 0] VPN £E£R 28 LR 2h & VT, 4R

RREAEHIERAS VTL 4 o S8 w] LUK SMBC I 5 26 1T B o HR e

FCE LN 24, O RO ERETEY S ARG B Bl i R] VPN 283

FiaZ |l

FEHE T K VPN R OV S R AN AR S, I Qs e Tt (13 i) VPN, 5 27 01T
PR, RS Rl & JETIR .

T RER AT

a)
b)

d)

e)

R AN+ DUAE R IR iR (Add Endpoint) SHEHE AT E AL AT .

Mg FRgRPERE L .

XHF OB s, TR E LU S5

PN E SR

2. AN TP Hubb. WURECES G VTL 3§RIN—ANES, RIGTEE &6 1P Hilik.

3. AHiliME.

TN SR 2RI FIR SRS, AR |KE JEIR R TR g i AMEE M R TR L 5 4]

iR

AWS VPC 23 AES-GCM-NULL-SHA-LATEST 15} ZRIA NG o 0 Fe Fx 25 4R % 2 51 AWS
VPC, M %8S FHR Pk AESGCM-NULL-SHA-LATEST UL 7 VPN &8, TILER
%t AWS H K BRIAE -

M EZSERBERED Rl EFss VIL

DVTI 4 11 BE T8 P50 B o b PR, DR 8 B A0 75 B AR R R 32 40 S B IE H A o

S AN LR IH I sh A VT, A8 SUE IR R4 10 4 2h 4 R E A5 1P,

W R EG A B VTL Sk D, KRG s wiE VTI.

CAT3E) R i &0 T NAT W& Ja i, THiE BEEIR 1P AFAE SiEHE, JH7E BRER A £
IP #thfit B fic B B IE R TP Huhik,
m BEERSRREE P ORK G M SR .
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B »omsnminass

f)
2)

h)

sl AC ZRBE DAL U ] 45 il SR w5

JEIT BRIGE IE AL FICE A E . ACTEAME R, WS 0T 2% 1) VPN A2k 28 Al
IR RBLE . A 33 L.

MHRE

P2 £ TR b

a)
b)

<)

d)

e)

sl s+ DHERInZ s (Add Endpoint) X iHHE G E 257 .
Mg E NRAIR P IEPR RS

XETANRR 232, R E LT S

1 IABERIAATR.

2. 7E #um |P ik &, SPELLRFIEIL
© BRSNS IP MU AT IP Mkl (A SRATED .
© BNZS: GEFRULIEIUR] N AN ) 3B o I TP ik

3. AE.

M BETSEERRE IR O Ny dI R k£ A VL.

By B BIE R A VTL, 54 VII FIRIE IP & Ha)3E 7, 156 RIE 1P HibkX + 532
FEME—1 .

MR B IA TS VTL IR D, AR5 sl wiE VT,

(Ae) R 2 B 2447 T NAT W4 51, 5L BEEIR | P A% A (Tunnel SourcelPis
Private) 5 ZEHE . 45 B O 75 A T BS54 1 kSR AE 29 S B B B s TP Mtk . ERRIE
IR/ 3L P #b4k (Tunnel Source Public IP Address) 7B, Hg ABEEIRA L 1P Hibk.

CAI G 4G AN B9 & 3% B 3 254K (Send Local | dentity to Peers) - % 1 i 53 VEHE il K A b &
P B IE RN % . WA ZHECE (Local |dentity Configuration) R4 & bk LR
SR — I EAR G )

* |P Hbhik (1P address) - X & i FH2 [ 1P itk

« B# (Auto) - XL AL 1P sl 3 TAIE 45 (3 4548 FAE S DN

o BRHR ID- 45 B T S AONEAE 1D, FLIE ID B2 W LAl 127 M FA

* EH# (Hostname) - 1l ] 5 4 fRE LA -

* %40 1D (Key ID) - fas2 Fl F S 03P ID. #H] ID 2T 65 M F4F.
AU T AR IKEV2 BRI RC B E— Sy, A AT A BB E — N2 R S . 5
Py SUVF {5 NAT J A 24 IPsec Fgil, DUIZEH:F] Cisco Umbrella 224> FLIEK M /9 5C (SIG).
1954 Umbrella I fc & ME—FEIE ID FIHFAIE R, 15514 (Cisco Umbrella SG HIF 51D -

(A sl Ran &4 VT DiasE JoAth VTT # DE R &4 .

a4
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£Fgme veN g snscnsans

AR PN X AR A AR AE [R]— P IE IR EACE &0 VTL. B, i 254K A A4S VTI (F
FIA) BEE T B IEWERE T, F1hn 10.10.10.1/30, TIX2E4K B (K 2 AN VT HASGEEH —A4
FEiE YR 1P, %0 20.20 .20.1/30.

AR REAUFEE 12 LR AR ] VTL R RGE T, (HIE i BC B PE T WIS 25 Bl A1 3= B i el 2%
B .

g)  mith BEEITREE . Ny ST O

h)y  midhi AC SRBE DATC & Uy inl 47 1 SRS

i) B BRRE UES L FRE LR .. ARV R, ES LT 1) VPN PR g A
IR RBCE . A 33 L.

i) HERE.

T—% Mt 4

(ATE) i Fe e IKE JEI, 41 VPN IKE T, 25 11 T Tk,

(AR AHE TR |Psec I, 41 VPN IPSec i , 27 13 TIH Tk

CA[3E) NHBEARE SR BT, 0 2t A0 VPN SREEI , 55 15 sih prik.
* MR

ETHRHE VPN PELKFNI I SREE

Nil

B

NFET B ) VPN AR G R R S C B DL e R

FHIa Z |l

FEFET B 1K) VPN AR ECE ORI EEA S i D rhoD s S R S B R, 265 31 00 R
B, IFREIT BRIRE-

b R ERRRERED |P ZE B A EM LI, DU VTIIP Huhk A il B0 45 A 54

XF AL DS, 0 S H] BGP M Bk s, W Zitik b b A VEHE . ML B T R AE BGP B &b
FEZLER 0] 1P Mk,

T3, BT AER R .
T SRAPROPILE LLE SUE % VPN SR R IS, 5 Al VR + DR R R4
ST OB BT I 0 . S BRI S0 A 25 A ) S 81

ABEAEHI B VTI g5k ds BRI A% D QIR i o RZ a8 A BRTE 1 N7 AN 28 11 0] W) B 2 1)
IR ERIX L
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B =27emavensmEsrEss

XT3, S R 2

4R A L, VATE RN E SRR, el IPsee MBI R I ELFH IR 1 Bt TR A AL
fE.

R4 H BGP. OSPF ¢ EIGRP, AN 2 H LI .
F$IE3 % RIFREFRBEN IKEV2 BEEH L IEHELL SLVEK B 490 SZ AR 144 N TKEV2 i .

XFFREAL: fE IKE ACHedbiin], SELkas i sh R0 1 B N LIl 5 4500 32, Ra S a 3t
VTI IP Hihiki 15 25 S 2 2%

XT3 kI B A

SERA (E ERER MHIRT, ERLUNIENZ
IXRL B W L REAENS A5 B SO IE R I B A N, AN REREAT T2
M ia): BE& AT LA B I . IXREERINGE I

AETHRAA VPN PEE XS M EZ%S

BArLLy— A I E BAT 2 AL fa b . f MERS S Rk as, 0T DUE ] AN 4R 2k
AR — AR R 2 MR D

FE NI RIZRBI, AT AR ARER B4R mi. SRS 1 R TARE, RES 2 AR
Ao LA B KA B PG B L P 2%, DA ZRUC PR T e A PO RS R b

< AN 12 SRERES 1R S0 MY 2.
© hAh 20 ERERAR 2 LRI S P 2.
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waFrmmveN reEs s ]

192.1si|io.0/24
HUB 1 E‘ - E‘ 2 HUB2
N
5 = | E'
£ butside---"" )
20 e ) g
o e
SPOKE1 SESEz S 2 SPOKE2
- >
192.168.20.0/24 192.168.30.0/24

TERCE I 1:
SUE

S %HI&E > VPN > sh a8, AR5 AdRm (Add).
IR 2 7 FRINEFR FB, BN VPN MNP SRR
$IE3 k4 HFBE (VTI) HEHATUL P e —.
o WEF B A E NI, BB A SN S O E K, WS A A S NG 2
, K028 T,
o BEPE BDARSTRY AE RSN h . N i Y A D AR ST RN PN L, TSI A RO S Y
P C E &ty . 2R 31 L,

WIE 4 JUlEIEE (Create).
$IES FLE IKE A
FIB6 sl Rim EIF
PIBT 7 ELBTHA
a) Ky I+ ISR

b) M i&E&E FHAIERPESEFL 1,
¢) MENZERIREERED (Dynamic Virtual Tunnel Interface) F#741& HikHshas VTI, ki 30

+ IIH A VTL,
BT NIRRT 1 o4 B A8 D E A5 H 1P,
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B =27emavensmEsrEss

d)y  (afik) R A& AT NAT W% 51, 1 BRIEIR 1P AFAE EikHe, Jie BEERA
IP b 7 B c B B IE 5 1P bl
e) fiili BRERSRRE , JrPAXIECE M SRIE . T LI BGP B E A M H o
) JBIFSRRE. BT ELSACE LN MR ueE, LUA T IKEV2 M, R 8) &5,
W) ] DA FH I e 1
o (AR P OIGERIREEZED 1P ZIXBI R LA,
s P RIFRBE XM ERBIEN IKEV2 BEH R IEHE DL RV 02 ok B s, FEEET
B
o WTFHIHIR A IER: EFZRE h “XWn” .

g) MiiAE.

P8 L AXTA
a) sl BN+ AN 2.
b) M Ig&E NIRRT EFER 1.
¢) MERZSERIRSEEO (Static Virtual Tunnel Interface) Rz 414 HFik$% SVTI-1 A k2 S (&
VTL, 8 s W -+ I #aS VTL

TEPRAMHE I R SVTI-1 (KFRIEJE . SVTI-1 [FB%iE IP & A shETR K, iEMARLL IP Mk x99
IS S 1 AR AR ) S (1

d) BT SRIEE. WURAMEAZAE R, TP B S8 Kk 43 3R A IKEv2 25 H
L B REIIRREE O |P X BIXEFAR SAHE, LUK VTIIP fuhit A% SR 5 A 3 4
ML RVFSR B ERBEN IKEV2 B E R IEHE LS VEK FA R4 N TIKEV2 2% H .
o WTFRIBIZR L $E LR Oy “Xn)” .
e) MdiHE.
) FEDIE Sa 2 SeLlR NS 20 4 SVTI-1 BCE b 733 2 A VTL.
I 9 W T ENE IKE M IPSec 4L,  slAf I ER (Y.

T—5Hit4

L M3ndh 2 BeE RO 2. 5 1 FArsE 2.
B SVTI-2 L& K70 3 1 IR A VTI, B SVTI2 WL & A0 2 2 INERA VTI GES R EED o SVTI-2
FR) B T R . A ] — ARz A o

2. MFRND, BCERHEN. BREAME R, ES AR T VPN 2 AN EL 2 il &
B, %37 W

3. KARRCEABRERS . ARG, 1HSHEUEIE T VPN R 2 O il s, 538 1L,
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AEFHEHA VPN PRy S N R R A K

HETF ey VPN ey s anEns ]

LU R A A A v O A s LB B AR, DA SR AR S b B SR TR B e

FHIEZ Al
BCE S 1A 2, W AR T B 1) VPN i 2 MRS, 28 34 TP Tk .

/] BGP ALk 2R IL B BN A% o
a) P IRE > IREETE > KA.
b) TEAME T, %P BHIZE >BGP.
c) % AF BGP HitHEIEf N ASHS .

fT IR 5 2 RC B A 7 B

d) SilfRE.

e) {EAMIEREH, P BGP > 1Pv4,

f) & Enable|Pv4 & i%EHE.

g) A 4BRE TR, ik Ao IR E S 4L

1. 1Ptk FAJ>SC 1 RIBEIE R O IP bk,
2. MIEAS: 311 AS HiT.

3. ikth BRI SFIEHE,

4. pUHHRZE-

HE ERBIE, ¥ Spoke 2 Vs N A AK

h) fiERTEF.
1) Ay R EIHR, ARG S RN, KRR RS 1 4 T e A

{1/ BGP 443 LI E BN

BRLLF ZE 546, 433 BGP il & 54425 1) BGP Jit & 25U
o KEARZRES 1 RIBELAE 2 FLE PSR S AR S, I AR e8RS #: 1 1P Mk,
BB LS, AR S R IR R 2%

FEARGT TG S A

a) fEAMIE RS, P REREUERE , AR5 N R

b) MT&@J?&LP@X AQ#EO.

B, ST 1, M 192.168.20.0/24, HEIM %K 192.168.10.0/24 .
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B cisTemnven oz hoRE

d) 76 &ZFEB) NhyERS, EE ChniEn” .
o) M EEOHRF MhgLPIEs “Iire” .

f) XEFE SVTI-1 A SVTI-2 # LE R 4%
g) MiifRTFE.

W R ELR AR L% VR a8 fioxt, WAL Z5AC & ECMP.
SR A AP ORI S S B .

T—% Mt 4
IUERC E AR RS . AREAE R, WS RAIERE TR i VPN g2 DR s, 5 38 1L,

IR TS EY VPN F % L ECE
SRR 2 O L E B ERAS, W HAT BN Ak

© BSE T, AERSHITRR T A B IR A .

o DAty s T s 2 o A A FH A8 A BRSO R R TR o R AR (ERERAS 1 BUAREZRAR 2)

o XPREAN 3 HI LR show iy 446 UEAC E «
* show run route-map
* show run access-list
* show route-map

* show route

B VT BRERARE
Cisco Secure Firewall Threat Defense SCH 4 3T~ (11 (VTI) VPN lC & & P . 2432 VTI Joikek i
WEI, VPN sl & VT AEIX .
TET AR B R st b B &4y VT BRI
© PO SRR IR S AR BE R TU R & 1
FEIXFPNG UL R AT A EIEE 1, ) 70 06 SR KA VT I BEIE
o A —AXER BT IRS SR TR &1
TEIXMHLL T, AT XSRSy MR &0, 1SS HA AN U

S | FERRIE BEER
1 75 v ) A0 R4 Virtual Tunnel Interfaces #ENFIRR ] , 2 22 7T
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| stsia veN
arepvwnpExare ]

IR | HERIRE BEER
2 B4 VTI 80, Whn VTL 0, 5526 01
3 7F 13 VPN $RIME S (1) RN i o RN AR AN B L, 5 28 T

XPIEHE, Rl REH VT, A5

A B 0 B 1. LA SR A 55 31 01

4 B S s MUIERE & > IREEE, JF HYiiEmbh b
B
* RUE&H .
5 PC B U 1] 475 T SR o EFE SRBE > e

AL & &1 VTI BE & B9 E N

o X T AMBE R AR, SR DATEFG AT IO S A AR % F A (R B R TP bk JF I B BE 1 H A
IP,

TR LAAE BIEERET VPN #R4D 1 31 2w |P ool 7 B4R 200 0 55 44 1P Hiudik.
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Edit VPN Topology

Topology Name:*

[ VTI_VPN1 ]

Network Topology:

| Point to Point

IKE Version:* [ IKEV1 IKEV2

Endpoints IKE IPsec Advanced
Node A
Device:*
[ Extranet v ]

Device Name*:

| ]

Endpoint IP Address*:

I Primary IP*, [Backup Peer IPs] ]

o (ERCE RO E VS, T b b i B SR R ) 475 1 SRS

HARTE VTR VTTIRA A, (HI 8 R A im i % b sems o fic & B Sk 5. R Egis
K, WS VTGS B A AC SRng , 55 41 7.

o BOE G VILI, GO/ &5 35 VT A ) 2 42 XK 2 BETE .- AC SR D0+ ) 464y VT

AN B E B
* 209 VPNCE 145 JHREIE, U5 R0 E AT A FSR bR IR AR, AT AL PR L 5% H B (¥ 9 12 10
RS o

A& BB L S VPN BLB 17 VTI

BEAEAE H O B PR AR 2R VPN BLE S VTL G AT BL R HAE:
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| stsia veN
maERssmEsEnsms |

TIR TR RZIRAE EZER

1 A FOIEEE VIT M. AN VTLE, 526 1T

2 {53 BRI A VIT . AIVTLEEO , 58 26 1T

3 O %t 283k £5UE] VPN BUAEBE Tt )l A ) VPN, 28 27 1T
4 VAL B SRS T B 47 ) SR Ay AR R ML S, 5B 31

an{AT{sE A sh 7 VTI B & FE 3% 25

LEAEAG B AP0 % T Y SR VPN BE B R AT B0 VT thds, AT DUR 8R4F

TB R R BEEER

1 AR AR EBhAS VTLEE D5y 32 B | GUEE T 2% fr It i) VPN, 55 27 11T
A VLA T b i)l ) VPN

2 A ALK 3% 0L 1 2%

3 Wi 11y TS R P ER 2% . iC 5 R A0 2%

4 Sy e S ARG S Sy rhuO S A AN I E 24, 3 31

5 Ay PR S TR L ) 47 SRS L G A A G E e, 5 31 T

73 VTl Ec & % #0 AC SR
EM G s LECE VT LR VTLBRIE )G, i s -
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EXER

EIGRP
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AS9n's, JFiEHES Y EIGRP i
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* miili 4B 1EIRIF 5 X EIGRP
MERE A AR R
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® NP AR F, EEE AN
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s S EO kTR VT
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FERZ 1A ] EIGRP /K74
H, kKIS E (Split
Horizon) & IEHE. f&i4n] AR &
¥ £ 75 EIGRP Hello {4 £, i
I ARFFRT ] .

fid & EIGRP

OSPF

* %2 1 (Process1) 5 IEHE,
SR )5 % $E OSPF f{h.

o i O EIR, R)EIER
VTI #:1,

il ' OSPFv2

OSPFv3

o kI LA 1Sk
HE, #RJ5%+%& OSPFv3 fifh.

© gl EA IR, KRRk
VTI #11,

il ‘& OSPFv3

AC SR &R

B U5 1) P BRI 0 2B 26 B IR U5 ) 5 R sems, DUE ARV ] LR BEEAE VT BEE 2 8] 0 il o
1 i “AVE” BRI .
2. BEFEAMIB A VT 224 DA I, AR PRI RS SRR I VT 22 2 XAy F AR X K
3. IEFHERON RN VTR A X AR R I, AR5 I FEASHBE %5 10 VTT 224X 38 AF 2 H AR
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AT 5N BN VT A DGR T A7 325 AR B R0 1) 42 L PR B
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« XTEhA VT BRAS 7.3 KR RA
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P LR RE > REEE A EN AN RiE (9). RABINERRED (Interfaces) T
HIE2 Lid ERBEE (Virtual Tunnels) 5.

WA LLERTA VILINHEAGE R, WA IP ik, IPsec B, BEIE UG NPEA1E 2. hIbsim
AERES 5 P Sl LA RN LR R T A

7£ Umbrella L 3FZE SASE [%ig
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AN BB BRAEAN 0 SR IR S AW
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A E—FH B f ik AR VPN $04h, JIF HE S

« FETERAS VTI 3k 518 VPN,

o FULAEGT R, Horb Umbrella &bl 15 FEE B9 B A B 552 50 3
o BET TR SR B S BE

BB A HA BRI

« 2 EZBEE T, BHAEE R Umbrella K/ .
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h T R,
ZRIN IKEV2 Mg -
* SEHEVES: NULL
« NS VL: AES-GCM-256
* PRF 5i%: SHA-256

* DH 4: 19, 20

2RIA IKEvV2 IPsec 5 H& Al & :
* ESP #%1]: SHA-256

* ESP Ji%: AES-GCM-256

AR ERM

Wi 7E Umbrella |33 SASE F%id , 28 46 71

A& B4 A T 0 PR )

SASE #H4h 3 #F:
o {FET PSK (K5 4 BaiF

* IKEv2

o Al

EAEEEN

BB CRUDMEL E R A [Psec Al IKEv2 3

% Umbrella B2 SASE pgiryenifnmRs [

W% o

o B IR BE O ANy R I AEAE Umbrella b @ 11 B% i sl by At 3 FH G 2 (1 B i

o TS RERE Bt B G A B B AR IO SASE Hh MM £ 3

o BT INHMER M B %o

ST BT FIRERS , 85T PR 4 B S A s e

o TEM B ka8 B A0 R BEGE I, 20 5\ Umberlla JTCyEMIBRFEE, R 200

FHRE MBS -

o R IEAERTHE 3] Umbrella, WH TS 1ESm ok % SASE #4b .

TR
* ] /¥ Cisco Umbrella fic & %} 1% HE
o B FIAT-S4 R T T 30 4 v i
* U REE) VPN R I AR

Jl 11 & 5% Umbrella

AT LUAE Umbrella & FHBx
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o R ) S BB TS S B E A AE, N AEAE Umbrella E38ERRIE G, 4
254E 3% Umbrella SASE # ML E

B AR B L i EEAMBEIE 1D A fEAE _EEESE Umbrella BUE . B K H 0 /8 Umbrella
LHEREREE S, Umbrella 2 2F il 52 HIB%IE ID (<prefix>@<umbrella generated | D>-umbrella.com).

577 KBS B AL NS AERRAS 7.3 Z A AU ) Umbrella #5035 P CoF b0 5 SASE H#i4h o
IHLERRA 7.3 THOIEEHT Y SASE 363 3-SR TG 14 4

o m ] HYEDI S, SASE MK AN WoR el s R 45/ VPN S Bl dR b . B T s A A
vpn-sessiondb logoff index & JCHIREIE, R 5 Al H 2 teR ER 2 K JL4T I .

PR
SASE #iFh A HE:
o SEF
o FETUET K S 50AE

* IKEvl

1Al £ Umbrella EEBZE SASE [i%i&

A FEAE ] B KBRS B0 W& AE Umbrella _F i858 SASE P& IE 1 U .

LB | HRRE BEZER

1 PG AE N FIRR 1. Jj Umbrella it & SASE B&i (AR H] , 26 45
L

2 T DR AES L35 S AT P45 o it & Umbrella SASE P& (IRTHE AT, 55 46 1L

3 il & Cisco Umbrella &% & . * Ml & Cisco Umbrella &85 4 E

o WL B rhLLy Umbrella Z230F1 Cisco Umbrella
API %45, &5 47 1T

4 7F Umbrella I"/i'& SASE F¥if. 4 Umbrella fit & SASE [%¥iE , 45 49 7(

5 15 SASE BFIE 1R ¥ & SASE BSFIEIRA , B 51 )

fic & Umbrella SASE [% & HIRIIZ K14

1A ZIHIA Cisco Umbrella %24 HEE W 5¢ (SIG) J&At 1T H .

o S A BT DRI Sh RE AR BEVE ATIEMK 7Y, A BE N B KA EE U0 FE Umbrella b 355
. WHEREHIYEATIE, W) K Aef) 8 SASE $#4h . % IEVELE Umbrella b #32EB%iE .
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o WU PRI Umbrella 2301 Cisco Umbrella API 2547 , 6 47 L
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« L BELE Cisco Umbrella Al fiRAS 7.1.0 f 5 b A 22 8] 34 & g .

RS & 18 Fr o0 Umbrella 2%4#0 Cisco Umbrella APl % %A
i) B KA B AL JEE Cisco Umbrella JEAE By K B AOEC E Umbrella 245, %470
1. %3¢ Cisco Umbrella,
2. kP EIE > AP B > IBAREA.
3. RIS IR APT # .
4. fEH] AP 914 B KA # Oy L & Cisco Umbrella 32330
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. 5 &8 il Umbrella Z£5#0 Cisco Umbrella APl 2548

Cisco Umbrella Connection

General Advanced

Organization ID *

[

Network Device Key *

[

Network Device Secret *

[

Legacy Network Devic

e Token *

[

Cisco Umbrella Connection

General Advanced

DNSCrypt Public Key

stsE VPN |

[

Management Key

[

Management Secret

[

FEERT 1) B kR A0 F I Cisco Umbrella I 25 4 FH 1) Cisco Umbrella 57 [ API 2541,

Cisco Umbrella

‘dseb APl Keys o

Bypass Codes

AP Keys

Umbrella's Legacy AP keys are used to authenticate your Umbrella AP! requests to the Legacy APIs. These older APIs are still in use though we recommend migrating to the current Umbrella API Keys. To get started,

expand a listed AP| and generate a key. For more information, see Umbrella's Help.

API Keys Static Keys

0 3

Umbrella Network Devices

Legacy Keys

4

Keys

I Legacy Network Devices |

Keys

Umbrella Reporting

I Umbrella Management I

Keys

Documentation Examples Investigate

& 2.5t B AIEEIR L Umbrella 2 30%0 Cisco Umbrella APl Z %R

EEPLSH

Cisco Umbrella APl Z%H

W 2% B 25 ]
¥ 268 P 4% ]

Umbrella % 4% % 4%

[R5 ) 296 2 254> it

(IR 19X 285 1 4%
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% Umbrella 528 SASE psis [l

S hL S Cisco Umbrella API Z4H

I

piiiEnag ot Umbrella /& #i

B
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77 Umbrella Bic & SASE [i%1&

T
PIgR2
SIE3

pZ

FHia Z |l

R & F BL'E Umbrella SASE FEE (I HTHE41F , 2 46 U1 F1 iy Umbrella Bt E SASE B & [t #E Ul 1
BRI, 25 45 50 P AT SR RE N

HefE & > VPN > shmE], AR5 iR n (Add).
1E#R$MN 2R (Topology Name) ‘7 BL i AL 1 44 7K
R SASE #h#l (SASE Topology) ik fiddl, #RJ5 5 i€l (Create).
it = %4A (Pre-shared Key): ILZ 44545 Umbrella PSK 2k A4 /. % T AR, Fidt=s
DO AT B BT 48143 ST Umbrella 24738 H
W&l Cisco Umbrella 7= %8, IKEV2 B T S 50UE. 0 RACE 8], KEWBHANT 16
FleaN iz, BOUHE—ANKEFERE —ANPNEERR—N T, ARSI TR A
MR AU ATME— I PIL 8] . A SRR 2 ANBRIE, W0 B 2 A AR A (R PO = 4
M Umbrella ##&# 0> (UmbrellaData center) FHugl kB0, (FF FRCEEH, DR
M HI 35 18] Umbrella DC. )
s R DA Y A
a) M gE NRAIERTIERE .
HIFerp 4 BoR l B KB B AL B F B . 6 T aT T, m el R SRR R AR
Ui F R
b) M VPN O (VPN Interface) NHrd b £6#4 VIT 0,
FOVADH A VIO, 558 0+ /0K Bon RmERIRE & O MHEHE, Hh s
o BB E
o BRIE AN .
* ZFR A <tunnel_source interface logical name>+ static_vti +<tunnel 1D>. 541,
outside static vti 2,
* [B1E ID 23 H 3 A — M ME— ID.
 BRIERE DS BT AN AN iTgimiEN .
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Nil

B

* IPsec BEiE il IPv4.
o P Ml 7F 169.254.xx/30 & ] IP HuhikJa A .

¢) {EZAHBBEIE 1D (Local Tunnel 1D) B AA %S ID HHTZS

R0 AE 8 NFRT, mEZEE 100 NFRF. EH AL Umbrella 3 BIE S, Umbrella
2 R SE R RIS ID (<prefix>-@<umbrella generated | D>-umbrella.com). X5, B FIHFLAKIR
FETE P e B BEIE 1D,  FER B B AE U B i e 4% b o AR BEIE ARG ME— 1 A% iE 1D,

d) AR L A R B A
67T LAZE SASE $i b i i 2.

Aidi T—4 LA H Umbrella SASE i it & 1 5
* #&i% (Endpoints) fik%: Bon O E K 2.
s MEKE Wi W EERIA IKEv2 JiS Al IKEV2 IPsec #5304k
1 rh B BE TS S L AR 2 B & (Deploy configuration on threat defense nodes) 5 1EHE, DA fil & K 44
2 B TE R 2 B B AR . I B AN B TE 2 B Umbrella 2 J5 HEAT o BB A1 22 T e A g i
1D,
M RTE
BEEEAE:
1. fEEHEA ORI
2. b RKs WA 2% B 3 2 £ Umbrella.

3. URSYE FHURIETI, D2 i A4 104 45 S TE 08 21 BB D A BE 26 o R RIS R B IR R
R DU BB (K B AT O BN SR, BLARAR VPN S .

4. FTJF Cisco Umbrella Bt & (Cisco Umbrella Configuration) % 1)1 i 78 Umbrella L [ 5% 3 ¥ E0IRk
. AXRHEHAGEL, WSHEE SASE BIEIRA , 51 7.

T—5 M4
T EE L SASE B IE I 75 O, 1R e VS AL & H B S PBR Z5m%, LLUE VTI#:10 A

iR SASE #1120 fic & PBR SN
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a5 sase i [l

EE SASE FIEIKT
iz

SRR ®E > VPN > shmE, AR5 RN (Add).

$IE 2 {EHRINEFR (Topology Name) 7B h i AJh MR 4 FK

IR 3 LT SASE #h#l (SASE Topology) fHikf%4il, XJ5 mditliZE (Create).

LI 4 WAME—F) MHZER (Pre-shared Key), EHEEE 0, Wik s, ARG AEHET—2 (Next).

RS A Umbrella SASE BRIERCE M E, N5 miditkF. R0 Wor Cisco Umbrella Bt & (Cisco
Umbrella Configuration) % 1.

{ﬁjﬂ&ﬁ%i‘ﬁ?hiiéﬂi{ﬁ,%\, BN BEE T E 1 A FR BdE L Bl TP Huhk . AR IS [R5 TR
7]
T LATE Umbrella |75 7 BRI (50 ZRAS o AN IR (R BE 3 B 2RS4 R -
o FEARER: R A L B HEL 2 Umbrella.
* J§%2 (Success): B0 TR IITE Umbrella FJC B BEE .
* W4T (In Progress): ‘& BEH L IEAE Umbrella |58 FEiE
o KW A H L IOVASE Umbrella b RCE FEIE -
WFUIRAS TR o R A PRI, VA P AR B 1 O R AT Wb HERR . RGBS (Transcript) #
AT A BATEANSE B, 10 APL. 5 3K 1% 6135 LA S AN Umbrella 453 (10 3 o
FIR6 riidi Umbrella =R , #F Cisco Umbrella H1 ) M 2% fE3E -
PR WL M E S A Umbrella FEE ZR A
* #R2 (Deployments) FI{E S (Tasks) 1K K i@ %N (Notifications) T
* uhi (8 VPN TR (A > = HIEHR > 5k =8 VPN).
P T AR $2 L3 25 0] VPN #0414 22, 4045 Umbella SASE #i4h . #50] A B X 2 ¥ 4 2 111

BEIE LA S BN BEIE R A o 8 T LA CLI iy MIECs L B 23 A0 R T 038 (KA A] ) e
AT HEER o

18 vEEv: Y
18 ¥z b = (8] VPN
Cisco Secure Firewall Management Center #2{itu) fi[7] VPN FEiE FJP M, 045 SASE $#hfhpEiE, LUME

il 3 3t 5 [ VPN BEIE PR AS o 50T DL 6 25 e 4 2 (R BRI 81 R L R RN BEE VRS 53l R
W im s E . BT IR Fh gk . B AR pE R P i 8t o LR T AR A 2 A
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Uik 5 (8] VPN

SR SN B, AR UG 4245 5 TR I 8] T B R TR e« 1238 s 1 THIn a8 A (1R VPN
ﬁxj)ﬁ EF'/uéraaETi DA AR FR b o BRI AR ROL 6055 i 1 2 VPN R U B 42 11 (VTD) (R8s

T LU e B -
* B AT MK VPN B 104 T R
o BOUF R H) VPN X85 5 2% 2 T 13
o 4% VPN BRIE RS TR, DUEAESS R SR BEAN R BT ) VPN %

A7 OCHE B L T 0 28 Wi (1) 2] VPN IS S, 15 S BB E SR Rk R VPN, 2 6 T,
Hx VTI B{E S, 1EZ M 5T Virtual Tunnel Interface , 25 18 T,
% VPN A bEH bR A5 B, 15250 VPN 4 s HE R

YT 0 PR 5
RS WIROTE R ], 45 SASE b, VPN FIE. AL LA A A 28 (1) B
SE
o EZRALBIRAT SIET W VPN FIEA VTI 4540 b i 14

o X TARBEE, RN WoR SEIN EE 3 g G e s R VPN A AE ) ) 4%
R HAAEESS ERE THE AM, TR ESCr SR PRI K.

uh 508 VPN ME4542 I E R
TEPHERIAR > I TR > uh & 8] VPN LLFT IT 0k ki fa) W s 4 i b
Vb ] VPN 45 ) T A s s a5 TE) VPN B TE 1) CL T A4

o BRIEARZS- A A b5 RS B A O S Al A ] VPN (885 Umbrella ) SASE fiE)  HIB%
TERZS

* BFIEC S (Tunnel Summary) - BAFRIR R 7R BEE (1 238 Ak &
* #h#l (Topology) - Z4h P KV HIFEIER S .

VPN B%ig BIR 7S
ot A A P AR 22 5 DA IRZS ) VPN Fig

* E5E BN (Inactive) - WA 1PSec BEE A OCH, MISRERE Y CREF ISt 1) VPN B f Ak T
BRSNS . Wi VTI 2F1 SASE #4h VPN B i 38 21 AF (] fic B sl 43z in) A, D0 B e % P o

* JEEN (Active) - 75 B KBS B0y Jr, 3h AU VPN SRR PR C4S VPN #1140 IKE SE#S AT IPsec
FEVCRBCE 1o a2 By O Bl 0 70350 28 i a0 B3 YU H R B DG Rt i, D) mE 7R VPN
B TR AL TG sk . HAT ¥ E DA A IPsec B¥IE IE W I21TI, IKE BB A& IEHIE1T.

B 7Y VPN (VTI) F1 SASE #i#b VPN FRE AN 77 B Fr ik i A i 8RS iR eIt &
RIS EHA R, el TR AT i3s3k 4
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AN |

« JLiEENEIE (No Active Data) - 55 VPN F1 SASE #:4 VPN [ <R FF “Ioibsh$ds” (No
Active Data) IR7&, HIIE KGR EIFELREE. “TLimshEdi” (No Active Data) JRASIE L
B1) H B H T ) SR LR % FH 7 VPN

BEBERSHEEIRP BFAIEEIES O

o B KB B ) VPNOIRESEE T30 KBS B O AR SRS . BRIk, PR
AR B AR FTREANDLAC . 50T LAFE BREARTS MIFER CLI F4RIE B IETR & IERA KPR
&

AR

2 UM B I, B KR B A0 ) VPN BRERASACRL . e D) 0] 1 v i
ES TRl S ER I

s WREHEIG, P KEE RO ASTEFRT 7.3 AR RAMBEERE . FA TR
Hiir4 vpn-sessiondb logoff index JCiAIBEE, 2R 5 Al P 20 G BR ER 4 b 2L 4T I .

R E RS
AR B T AR B O B b TC (3 R VPN, £45 SASE #i4h VPN BUbRE 5 AE#h b |,
W st LB (9), BFEARIZMAMILLC R

B - WoRAT IR R 2AE L, BN TP Mk A AR
* CLI AR - Wbl N2 CLI iyt -
« show cryptoipsec sapeer <node A/B_ip_address>: s/ 21 A Fl1 B 2 [ K1) IPsec SA.
« show vpn-sessiondb 12! filter ipaddress<node A/B_ip_address>: /815 % VPN 215 (15 B
AN B, Ao R .

M bR i - IR A 9 58 TKE Al IPsec 2 1 O FE SPRANME B, DUT ) A S X2 s
BT A— X BRI RGBT RS bR S IR e PO =8
FPIET . VEANME AR REANBEIE R IKE 815 BRI IPsec SA il &, Wl FIR:
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Uik 5 (8] VPN

1: BREIRTS > EE > CLIEHER

Tunnel Details ®

Summary

Node A (FRNERSSISNSN &) NodeB
Transmitted: es Transmitted:

Received: 140(0B) Received:

IPsec Security Associations (1)
© 192132110.0/255.255.255.0/0/0 192.133.10.0/255.255.255.0/0/0

Settings: o v2 Settings: L2L, Tunnel IKEv2
Encaps/Encrypt: /5 Encaps/Encrypt: 6 s
Dcaps/Decrypt: | 5 pkts Dcaps/Decrypt:

Remaining Lifetime for SPIID: 0x9

Outbound: Inbound:

Remaining Lifetime for SP11D:
Inbound: 3.69.GB ( 0000 Outbound:

3:02:51 (

(VPN Interface IP: ) (VPN Interface IP: )

(>) show crypto ipsec sa peer > show crypto ipsec sa peer (w]
(> show vpn-sessiondb detail 121 filter ipaddress (>) show vpn-sessiondb detail 121 filter ipaddress

Close m

© BIE BLERBRAT - A A CLER ER AR AR BB 18 VPN BRI AT SRR HERR o

Packet Tracer

B A B 2% SRV R 5 B BRI £ 2 A1) VPN B AT i e B« f8 ) LIS A 152 46 A R
% B IAIF VPN IEB T IR b T BB Ay N v £ IR ER B AN F1 3ty 121 H 10 s 1 ) s A v
Ho {ERCE BTN O LR W 2 5, % L H AR R B G IR ER 28 2 R il = A
PRI . ACL. BhSUS 7. NAT F1 QoS 54 Hesfe PPt H ¥ 1,

2: Packet Tracer

General CLI Details Packet Tracer

SELECT TRACE

= =
INTERNET

(] =D [ 7

& | &

MTRGBE, ZTHABSIBIT IS RSN IR CEs 40 SR 10 VPN LR o AT LA
FERBLA N AT 1 0 1 2 R A T DUARAS R AR BR R o ki 88 AN D R B T R v J P A T R B
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AN |

IBATERERIS, 2% T A% U P T IR i
1 AN R .
2. B HIfREIRIL
3. B I R
4. A Pl R .
PRERSEISE, 80T LAY BRER IR i LA R AR 45 2R

N

AR AR KA (JET VTD ) VPN s AT R 3 PR .

BIRATH A IRERSS, IHPIT L N EAE:
1. A BEIEMEES DAL VPN O, VPN 30 1P #hlik, VTI O 4R VT D 1P #
i 8

CR[3E) M WS e ikl % al LLiE$E ICMP/8/0. TCP B{ UDP.

ICMP/8/0 ZERINIETI, W H kS ICMP/8/0, NI 8 7 ICMP AL MR K, 1M 0 &7~ ICMP
AR, R EFE TCP 5 UDP, i M B4Rk O (Destination Port) R #7413 thk £ H britit o 75
&M 0 B 65535,

3. MAB#O (IngressInterface) 7413 Pk FEEEAEIL L EREREC (1) PN B BN % 1
4. N ZARPEIMLE 1P Hoht BN SN 8 LU RN 1~ R e ) 1P ik
5. s ILRNERER (Trace Now).

FEJABNERER A, T A R MBI BRSO T . WUERFEIESCH], W AR 2 R 40t
REETETTR, WA s 2k th . WERFEE COCH], 1 niddy EFRER DIAHKIZITZ TR Xt
THETINE WK VPN, HEEIEAL T ARG SR HBOH # ZOQE MR, WIAR R ER AT fE 0 21
. s EFHRER DL JGE1TIRER

N
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Topology: Policybased_VPN Status: Active

General CLI Details Packet Tracer
SELECT TRACE

o A\ '/é, [

= S INTERNET e o

o [ &R :

SR = | = — 5

[ v See Trace Config ]
Node A Traces 22 NodeB Traces bi
> A:ln > Out > B (Decrypted): Out - In
N A (Decrypted): In &« > B: Out €« In
Out

SNEXM T3 5 (Extranet Nodes): #51] LUJH 5)) VPN BEIE 050 U ERES, LA — AN s/ N AR o X
TANEEMTT 5, ISR BN O 0. B B IRE R S A DRI AR R o 18 TCVEAE SNEE M i 12 A T R B

B, A FA A A RIS A, T B 2 AN
o FETAT A A PO,
o TS A FI B E B2 AR R4

o M ITENERER (Trace Now). HREZG/NIZT A A, AT A B,

B &R R

R Rt R VPN Hods o2 @ SIRRT . 4T DARCE A UK € [ BR BT VPN M3 it , 5 o<1 B 30
K Rl B o

s (Refresh) [IKE R RLFIZE, MR PR ] 53 IsF 1] m g 8 LRI v 1 208 o

4: RIFHEE EEE
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5 minutes
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RATE S (Pause) AR s 245 10 H S B BT o 0T DL ol i) el 4k 42 Rl s i
[ 5 ZE EHBAERIHH
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Xtk 2 (8] VPN S8R gt T IR FnHE R

AT LAt . e AR R IE M &R VPN PR K 2 .
i, e AR A AR O PR I BRI
FEILPEASHE T S T P PR A, AR T E B IR

[ 6: T IERE EEE

[ Q |fselect...

Device

Topology

Status

ST LUAR A A 2 A 2 AN B A PR B R 2l

Biltn, ALk R EEHL T “TFR 7 (Up) A “5H” (Down) IRASHIBEIE, JEZML T “FK
H1” (Unknown) RZS [ PEIE .

B 7: R STIERERRE

[ Q % Status Inactive X  NoActive Data X % Topology SJC-BOS-1 X Select...

Tunnel Summary

HEFF#03R (Sort the data) - 2L BT HE 5 i 5IbRE .
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BEE LI+
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IRIEE 0 A3 S T IPsec EdE i 70 it »
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& IPsec IKEV2 B&IE . %P5 20 BT A7 B IR 26 5 3t & 4% & 21 Umbrella
4 HIEM N E (SIG) HEATH AR &

YR B ER O | 7.3 115 10T LLBEE BN A VT A FH e 8 AR 5 750 b I C 35 4% e 1 i 1)
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VTI ] EIGRP IPv4 37 |7.3 (R AR S)A VTI #1037 FF EIGRP IPv4 B H .

¥

VTI 32 #f OSPEv2/v3 | 7.3 & AR VTT 03 FF OSPFv2/v3 IPv4/v6 .

IPv4/v6

vl fi R VPN Wi | 7.3 A=y A5 FH 3 1) VPN W 47 97 S TR AR () s G R i 2 1 EL SRkt Il B 77 181 VPN

THIAR Y R B 0 R i B T AT O HE R .
B MG AP B
BEA > $= %I Em AR > uh A8 VPN
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IPsec i s 0] VPN BUZFE VT ) VPN 408k (SA) J5, IPsec K4k 47
TR B Th LIS PR AR IS (FPGA), IXMAZ 4R i % Pk«

1457 U FlexConfig il flow-offload-ipsec 4 5 i & -

vh 5 H) VPN g 2% 7.1 T& NN T PSR, DAFE s e VPN .

A M pEIE 1D SC 7.1 =% SFFuk ) VPN RN R, 48] DUC B S AR S = Y o —fE
& ID.

% IKE SRHESCRF 7.1 (Ev= &0 LR i iInZ A~ IKEvl Al IKEv2 SRHE G4 .

¥k 5 fA] VPN W) | 7.1 (A3 T 5 0] VPN Mg b, &5 F #0550 VPN BEIE 1R .

TR

A FE T i s la] | 7.0 1T= Ve A P R AR B L [ 3k 5 (8] VPN IRE, T DLk BRIk 36454 VTIL. $5

VPN H R fARE & 2 1 TESH VT Ak L RE ), DMELE B Wi Tiy, & BT aedhae

(VTD) . EH TAE. #lan, v E VTR — MRS 0 Lo, K44 H

VTI 45 fia) KA AR 55 32 £ 7 (10 24 3 o
TRV FERE T b 0 O SRR ) VPN SR, 4] UAE S i i) VPN

] R IN&A VT,
B VT E o N1 | 7.0 i SRR RN VTL E0E NN 11 100 AN 0 B AN % 1024 A
100 A8 I 2 B4 5 4% VTI.
1024 />
IPv6 Y HF 7.0 TR f ] DAL 'S IPv6 FhER) VT, BARANSCERER A IPve HuhbAF: oA b i Y5 RN
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IhkE By NIEE HMER
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AN S22 Wi % VPN &, LA VPN IEH TAF.
BT IKE B2 UR TPSec 55M% LLUTHE 6.70 S R (F56ME, AR )5 3 20
B
M 6.70 FFUf, DAR 22 A PR RAR A S 60 M b 2l o H -
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* Diffie-Hellman #H 2 1 24 S M
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A& RRI S HF 6.7 FEF IKEV2 [R5 245 0 a8 Wi 5t <7 477 50 2% S 1) 366 e o

T i1 35 A TR) VPN ) 6

ERSECE
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