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UK

TR RE > IRFER IO, GRS s SR B . SAURERE . A7 O 1 v & Ui
B WM B KB L Web S - Bt s, 511 0.

FI2 NIRRT, EPFFTT BRI HeS.
$I1B 3 7 ENIEEEEM (Virtual Router Properties) T Y, %A L& Bt 1 .
$I 4 ERINEED, i/ERT 450 (Available Interfaces) HE Fik#3% 1, K5 Aidikin (Add).
IO LR LA
o ATAEEOME MV B AT @A R 0 . e Dm0 R O iR g s 2 8k . 1icAE
RAFTE R, DA E AR

o AN AR A v T H T 00, RT IO AR R 4 A ATAR S At P e SR RS RS 28
0. IRuIPAGS BRI 2SO . FHREO . JURFED . PIMF4. VTI F1 EtherChannels,
EARREA T R A O . B RN Tk 4, B IEikE R b .

O RERZ W 1 2> Bogs 4 R REAUL R 45 -

TR LRAFIE, MdHRTF.
HYR6 L MR AL h AR B s, T R e EARR, TR ) B DT

* OSPE- )7 52 X HL s HH 421 537 5 OSPFv2. OSPFV2 (1) Hidth 14 5 31 pe 400 % £y 2 Js 1432
H—FEE ], RO AV OGE PR E A & 1R th2s (e 10 . 480] DLk 4 J= R UL b
2852 X OSPFv3 Al OSPFv2 % KNS . 45 5< OSPF W & 115 &, 1S OSPF.

* RIP - H B8R4 R R LM th #3100 & RIP % h 56H% . 45 ¢ RIP W E IS B, 1S HRIP,

© BT BT ID YEE AN, PSSO T F AT A . T DAZE U AT S
KTE AR E (Settings) BRI 5E SUIIEK 1 4% ID W .

B E HAh BGP IPv4 B IPv6 % &, WAEEMIZE (General Settings) K1) BGP 1L+
Joi F BGP &3 .

o AR A A P s U R FULIG Hh 28450 57 FF TPva Al IPv6 Hitik R %11 BGP It & .
HKHE BGP WE ME R, 1EZHUBGP.

© FRISERHE - A UL BEEORE SONEFE H bR 28 AR (AL L. 808 AT LUAE A I EOR B A KR
UL 2 I A i e o AT DU T i Sl Jm R A o i PO 11 1 e e 28 e
. FMC G420 #gt, DIRaREI@ T 55— Al s o ol M chittdi . O A dhoitt
TR, EAESRE T B OG.

AR I T AR A © AR FOLER F 25 St 1) b Ao LA 1P T i b ) R 0L e o RN B AR
M, WHZF s N/A.
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Engns |
| R

TCARTHAS K tHE T WA LK th 28, #8471 Nullo 42 11 DL 525 5% BT & 1 [R]— Fe 400 % el
RO,

ARES I BB G R, WS RSB R d.
© GRIE - HUAE N AR R UL oh AR C B AR BK SR . A OCALIR B E G, S WAL .

ST ERAARE, RlifRTE.

T—% it 4
* BRI %
o T3 R UL 8 o % o

12 A0 RE 0L FH 2%

T T UG R AL 25 P 0 AR A o SRS
iz

B G RE > EREE, R w&.
$IR2 SHEEA (Routing).
$IE3 AHEIRERIERHEEE (Manage Virtual Routers).

JITA M ULt 45 DA B 23 PG P2 1 #8877 EE FU B ER 2% (Virtual Routers) Ui
SR A LS SURIARS s, 3 A P A MRS 4% 55141 4REE (2).

a4
T A U A o R AL h A O R E T . DRI, ASREXS 4R el AT A TR A (O
KEFBHE.

PERS LRAFEN, I AR

T—5 Mt 4
o TR R SOLI Hh 45 o
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misenzns

A B R $A 2% ER 2%

FHia Z |l
o ANEEMBR 4R RE AR i ds . DAL, IBRIETHAN W] T4 Ja) R UL 1 465
o REATLL— UMM ER 22 REAULES 1 2 o
o W3R FD R U386 £ 28 P BT AT i e SRSt A R
o WM 0 R F0L 1% e 45 ) A 42 VAR A ) 3 4 Sy R AU i 9

o WUREE MRS AAEARAT IR (IS 1P B o) WA EAR Y 58 J5 A Re M R itk
H1 %% o

UK

PR EHRE > REEE, R &
PR 2 fHERE (Routing).
$I23 LB ERIERHE (Manage Virtual Routers).

JIA M UL e 5 DA W) P42 1 #6887/ EE OB ER 2% (Virtual Routers) BT
S 4 SR RS e, 1T L RS MR (C).

SRS MR AR ds, THLAE CTRL B, i SR A ROl o By, AR5 sialiiBR.
BE6 LA, 1§ R,

HE R B% 28

TS FE AR 4 MEAT WP AN R HEBR i S ki CLI R B R i 2.
* show vrf: 7R kELLHE R ot S L OCIRE: LI PR L
* show route vrf <vrf_name>: {7 iE 40114 HH 2% (1 1% RIS 5o
* show run router bgp all: 7RI MRS fH#% 1) BGP B 4045 S
* show run router bgp vrf <vrf_name>: 57 ML %%  BGP % th 14115 15
« show crypto ipsec sa/show crypto ikev2 sa: 7~ BE i RSG5 b 2 (0 e 415 S
o T DATE ol i ) A TR B h M s Bl (BRI > w518 VPND

£ BRIEARAS W Erh, B BRI L, SGEA R O, RJE AT BUR G IRERSS LLAE U
B3 VPN B - B4 TR -

| bt |
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B =sazarsse

FE $UAES F 25 RO B & 7R 191

LUNEIBG:

i FE HELES FH 25 B% FR 2T A2 AR 55 2%

FERERAEG Hrp, T CARI A2 A R SO Hh g ok B D AL e b s i i 2, AT S I 28 43 85 . 7
%%%%T,Hﬂ%%EmMR%ﬁf$ﬂ%@ﬂ%$%w@%%%ﬁ IR TR K SO0 Hh
P LI LAT 1) A B 22 BRI EHLIFE Y

T, BB 5% R o ) (1 B 5 0 ke B REUERAE L ) B B T 4 1 PR A R A T B k. AR R
B EIAEE, EBHEEAHR CEREIRTD S8R5 AR 2 Bk el tas 2 MR i i o 26 it
TN 0 22 Bk MR R e R, FESRE AR, SRR AR BRI A (D PRiE
ZmAE PR BRI A (HASD 8Osl . M HRNSAHEE 2Bk, BIETEER ‘&
7 R A G BB AR H AR (BP 10.50.0.0/24) [F# o

1: BEEXA AR BUER B 27 - TP

Internet

t

Threat
Defense

—~
(1030.0.0/24 )
[ »
1 B
{i
A
- -0
Virtual Router Virtual Router
Sales Warehouse
Gio/1 Gio/2
h 10.200. 0/30 10 40.0.0/30
Sales Warehouse
_Router 1 _Router 2
9 10.10.0.0/24 10.50.0.0/24

Sales Warehouse

FriaZ Al
R BB L Sales Routerl, AR E M 10.20.0.1/30 £ 1 2% tH 3 10.50.0.5/24.

fid BBy oh “HEE” RERLM t 28 i A O B T (Gi0/1):
a) EHIRE > REEE, AHRALER, ARG O (Interfaces).
b) Wi Gio/1 %11

o ZFR - AfFIFK “VR-Sales” .
s BRI,

W EngmE
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 JEIPVA T, X5 1P 2B, [EEFERRESIP.
* |P Hhtit - i\ 10.30.0.1/24.

c) MiifE.
d) midifR%E.
CEE TS “F” BRI ISR &N O (Gi0/2):
a) R IRE > REEE, SHRALER, AR5 AT O (Interfaces).
b) ZwiE Gi0/2 B 1:
o BFR - AHH A “VR-Warehouse”
o B R IEAE .
FEIPVA T, ST IP B, EIEFERERS IP.

o |P il - I 2 X RGEA RVFRAT AR ) 1P Hidik (10.30.0.1/24) BLE B L1, AR
RN P e SRS s

c) MiiHARE.

d) sidiRTE.

Gl T R O LK th A T o E AR O

a) LEFIREF>REEE, AowiE X&.

b) KKIEFEERE > B EMKHEE.

o) mihidRAnEABE HEF RO “HE” RS At

d) AR IMEREEEIFQE O B s,

e) MBS s Py bk “@it” , RGTEEREEHBRIET, W “VR-Sales” 1 hikE
BEOJHRAE.

) MBI A N RAIER PR OB, RGEEREEHREE MY, W “VR-Warehouse” 1
R E RO IR

i “VR-Warehouse” O H -

a) LEHREF>REEE, AHRALIR, A5 AT O (Interfaces).

b) EFXf “VR-Warehouse” #1155 il 4R4E . K5 IP Hihib 4552 0 10.30.0.1/24, BLAE, T4 1140 Bl 40 iid
P ASF ) A 2, DI R RVFEATH] “VR-Sales” [f)[R]— IP Hidib AT AiC &

c) MiliHHE.

d) miifRTF-

N PENRSS % (10.50.0.0/24) FIGFE M G (10.40.0.2/30) B 4 48 6 %«
a) EHEWNR>WMREE.
b) KUIEPERINMLE > RINAT &

o AFR - AfHH A “Warehouse-Server” .
© W& - sy “MEE” HHFIA 10.50.0.0/24,
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c) MitifRTFE.
d) KUGEPSRINME > RINIT R

* ZFR - ANy “Warehouse-Gateway” o
© W% - gy “EHL” I 10.40.0.2,

e) MitifRTF.

5E XM “VR-Warehouse” 4% 1111 “H65 7 R0 28 Hh i i eyt -

a) MR > REEIR, WRGE K.
b) iLFERE.

o) M RHFIRERE “BE” B hds, N5 R ERTSERE .
d) sUlRNBEE. {ERMESHEBEE T, MLl FAR:

- 0 - kP “VR-Warehouse” -

o M4& - % F¢ Warehouse-Server % % .

© WK - REIL R A i R 2 D AN R B AR I, TR0 OG

Add Static Route Configuration ®

Type: ® Pva () IPve

Interface*

[VR*Warehouse v ]

(Interface starting with this icon = signifies it is available for route leak)

Available Network C* + Selected Network

[ Q, Search ] Warehouse-Server O
any-ipv4

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

-

Ensure that egress virtualrouter has route to that destination

Gateway

l -]+
Metric:

L )

(1-254)

Tunneled: [_] (Used only for default Route)

Route Tracking:

[ -

W EngmE

Cancel m
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e) MiiHAE.
0 iR E.

PR A QAT AR s, 8 SR B d s 2 RO
a) M NHUAIRTIERE O R T, AR5 R ERSIEH .
b) RURMMERE. ERMERSEBEEET, HElTAA:

e 3EO - EFE “VR-Warehouse”
* M%E - % F¢ Warehouse-Server $f % .

* P k- Warehouse-Gateway %f % .

Add Static Route Configuration ®
Type: @ 1rva () IPve

Interface*

[ VR-Warehouse ¥ ]

(Interface starting with this icon ) signifies it is available for route leak)

Available Network + Selected Network
I Q, Search ] Warehouse-Server O
any-ipv4

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

-

Ensure that egress virtualrouter has route to that destination

Gateway

[Warehouse—Gateway v ] +

Metric:

[ )

(1-254)

Tunneled: C] (Used only for default Route)

Route Tracking:

[ v ]+

Cancel m

c) MHARE.
d) AiRTE.

SR8 W E RVFVI BB EERS 23V ) H R . AT R EEEI R, TR E X . . 3
&> WREE > BEORKIERRMN > R XA “VR-Sales” Fil “VR-Warehouse” 6l i 24X
B % T Warehouse-Server W28 % %2, il Warchouse-Server #2140 (K yRiEFEFHIn > 3#0O40) .

bt |
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B vertessswu=anERREERR

HIB 9 KL PSR BE > 7 1) 3= B AR R > 177 ()32 1) S Wy n) 25 B F B U M s RN, DL ARV RN N
RETL% b 2% o U5 1 B3 1) H K Warehouse-Server P28 65 ) “ O FE” REILEG th 25 i H A1 .
Blan, A “aE” BRSO T “EERE 2eXIigm, SR BRI kAt
I T BRI a3, M7 in) 42 R0 G Frids «

€N Return to Access Control Policy Management

o' Sales-Warehouse ¢ 0 Analyze
L Packets » @ PrefilterRules —» (O) Decryption » @& Security Intelligence -+ (0) Identity » @ Access Control © More Targete
[ Q Type to search otal 1 rule A 2 m ‘ Add Category
Source Destination
D Name Action Applications
Zones Networks Zones Networks Ports

I:l ~  Mandatory 1rule (1-1)

(0] 1 Warehouse-Rule © Allow <t Sales-Zones &t Warehouse-Zone 10.50.0.5

Default (No rules)

on. AddRule Or Add Category

NI {4 61 & & ik == [B) B9 ELBA W) 377 2] A BR

A FH B F R iy, SR DAH B B 70 S b B ph A D I 2 AN DS A R I s bk . (H2, B TAE
T e PR R AL ph e R B ER ) TP HbhEAR R, DR A BRI NAT/PAT 3t g A5z 11 N
NAT/PAT KN,  DURAARR [0l B BA TEAA I B i3t e BB AE 7 O /85 35 58 i Ik 24 1) 11 T 5 R 42
2% H 2% F1 NAT/PAT £ 0 FRFE o

filan, b4z vrl-inside A vr2-inside #E SN TP Mk 192.168.1.1/24,  MITPRF ¢ i 468 72 3L
71 192.168.1.0/24 W28 (1) 73 B b o 22 Suv/Fas i A8 FH A (] k2% 1] 7 iz 4000 Eh 2 U 1) ELIBE DY, 4%
T BN NAT R 23550 N RS RE Ul % e b 042 11, el FH B8R ) NAAT B8R PAT 3t AT DU
PAT 4 VRI {5 LR 24 10.100.10.1, FF VR2 F{f bl #6484 10.100.10.2, FEERT
UE R, HL AR T i ECIR D () e A SRy EH g 1000 o S A 2Bl FH A e 954211 (vrl-inside
A1 vr2-inside) K€ X NAT/PAT RN - AFH] “ARArr” A5 A4 AT RGP U e, X2
KA 2 1 B n] REA7AEAH R TP Stk

PAT t0 10.100.10.1__*

172161024

192.168.1.0/24
192.168.1.0/24

'PAT t0 10100102 4

IPv4 Public
Internet

A=
Inside Networks 1:‘ FTD

)

AR RAE R AN E et il () P AL e s P ) SR 1, B 5 SONAT HUU, DU g
PR BRI R, T OR AN A8 M DX 202K 8 55 LI 415 (¥ 45 READLS £ 2 2 18] (R A

W EngmE |
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HIE1 Oy VRI LR RSN
a) P RE > REER, ShRasr, RESHED.
b) MRS VR (4.
* ZFR (Name) - 7ESb R+ 24 vrl-inside.
o M B R SEAE .
s fEIPVA T, X1 IP B, IEERFHERERTS IP.

* |P ik (1P Address) - il A\ 192.168.1.1/24.

¢) HilifARE.
d) HERE.

$I®2  y VR2 il E KA
a) PR IRE > IREEE, A&, RhAdED.
b) ZmiRE NS VR2 (K41
* Z#R (Name) - 7E 7R B 4y vr2-inside.
s bR R IEHE.
s FEIPVA T, XIFIP B, 1HIERERERTS IP.
< IPHufE - BB ZREA SRV AFE TP bR E O, RO ARG P e
SCH RE 405 4%
c) MiiHE.
d) mdifR%E.
HIR3 HCE VR BN O 5 A BRI ES t it -
a) PR IRE > IRFEE, REMWE KA.
b) WUGEFESH > BIREMEHER. SAdHRMERIEEHEE (Add Virtual Router) 6% VR1,
¢) XT VRI, 7EREHIEEHSEE M (Virtual Router Properties) H143Ait vrl-inside J15:A7 -

d) ~ilig#7SERE (Static Route).
¢) RiRMEEE. ERMESEEEET, el MA%R:

* 0 (Interface) - LEFE4Jm % (A AN .

* M4 (Network) - L+ any-ipv4 X 5. XA L5 ETVEAE VR P HT FRAE ) 3 & (R BRI
.

© WK - REIL R A i R 2 D AN R B s, TR0 dR R OG

| bt |
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Add Static Route Configuration

Type: @ Pva () IPve
Interface*
[ outside v ]

(Interface starting with this icon [ signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] any-ipv4

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

(]

Gateway*

[ ] *
Metric:

L )
(1-254)

Tunneled: |:| (Used only for default Route)

Route Tracking:

[ v ] +

Cancel m

f) SEEE.
g) MitifRTE.

LA FCE VR FIEAMHFE i A BB it -
a) PR IRE > IREEE, KA K.
b) KIEFREEH > EIRERIEHEE. A THRMERIEERSE (Add Virtual Router) £ 414 VR2,

¢) XIT VR2, 7EREIIEEAEEEE M (Virtual Router Properties) H 4 At vr2-inside JF1#47

d) siiERSERE (Static Route).
e) MIHRIMEEEA. ERMESEHEESE Y, Hebl FHA:

W EngmE

* 0 (Interface) - 4 )mBK thas M4 .

« P4 (Network) - 3£ any-ipv4 X% . XA ML R TIELE VR A % e AT ] 3 R RO %
s

© WK - KL A A IR 2 S A R A I, TR0 OG
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Add Static Route Configuration ®
Type: @ Pva () IPve

Interface*

[ outside v ]

(Interface starting with this icon [ signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] any-ipvd o

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

Gateway*

[ ] *
Metric:

L )
(1-254)

Tunneled: |:| (Used only for default Route)

Route Tracking:

[ v ] +

Cancel m

) miliE.
g) miRTE.
SIS AR AR ANBE O LACE 1Pv4 FESEOA . B 172.16.1.2:
a) JEPEIRE > REEE, A5 &K
b) IEFEEEHE (Routing) Ji-gkH 42 Ja i i o b 1k
c) MiiERSEEH (Static Route).
d) sAGLRIERE. ERMERSHBERET, Hell FHEA:

* #0 (Interface) - £ Jm ik a8 AT H:
o M4 (Network) - £ any-ipv4 X% . AL TAR 1Pv4 I B I ERIA R H

« Pk (Gateway) - WHR CBIE, WM FRFIR TR LA . WEEMAAENNS, FSER
fn (Add), SRJE AR D L Y E8 s 55— A X S Y TP Mkl CAEASBIP o 172.16.1.2)
SCENNF . GBI SR )G, 75 “PISS” (Gateway) F-BH k%A% .

| bt |
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Add Static Route Configuration

Type: @ Pva () IPvs
Interface*
[ outside v ]

(Interface starting with this icon (% signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] any-ipv4

|IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

(]

Gateway*

[outside-gateway v ] -
Metric:

L ]
(1-254)

Tunneled: D (Used only for default Route)
Route Tracking:

[ « | +

Cancel m

e) MiifARE.
) mdRE.
HIB6  HEFriin vr2-inside B AL E
a) HHIRE>REEE, SNHRALRK, ARG AEED
b) Aiili vr2-inside 32 D ¥ 4548 (Edit). K IP Hibib46 28 192.168.1.1/24. IUAE, 00 50 %

PIASANFIIR AU 4, DI R S8 SEVFIEAE T vrl-inside (IR [A] TP HuhbHEATHCE

c) MilifARE.
d) HiiRTE.

i

7 A% NAT N, LUK VRI B PAT -4 EAL 45 10.100.10.1.

a) JEFHRE > NAT .
b) sdiEREE (New Policy).

¢) i InsideOutsideNATRule 7E}) NAT g & 5%, KRGk %% . ARG,
d) 7t InsideOutsideNATRule GUIH, il v AnF M I 5 PR N4

* NAT | (NAT Rule) - EFE “F3) NAT HU” (Manual NAT Rule)s.

« KA (Type) - EF “8h&” (Dynamic).

W EngmE

ez |
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« /A (Insert) - WHRAFAEAT 528 NAT U, WEERE “ EJ7” (Above)s
+ i Enabled.

s FEEOXRY, %FF vrl-interface X ZIf R MENRE (WEAZN AT, EE FR >3
KEE > O POE—) , AREEFSNTE OEARME B xR

« {E3EHR (Trandation)™", 4 JE$#43& (Original Source) %% any-ipv4. X T-4#:#97% (Trandated
Source), AN (Add) FEH 10.100.10.1 3k 5E L EHIN % VRI-PAT-Pool., &+
VR1-PAT-Pool, I FEfR:

Add NAT Rule @
NAT Rule:
[ Manual NAT Rule v ]
Insert:
[ In Category v ] [ NAT Rules Before v
Type:
[ Static v ]
Enable
Description:
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ any-ipv4 v ] [ Address ~ ]
Original Destination: [ VR1-PAT-Pool ¥ ]
[ Agdress ¥ ] Translated Destination:

Original Source Port: Translated Source Port:

Original Destination Port: Translated Destination Port:

[ <) [ 2]

Cancel m
e) MiifAE.
) HERTEF.
128 NI NAT #U, LUK VR2 ) PAT N-AMREAL 43 10.100.10.2,

a) ILEFHEE > NAT .
b) %’ InsideOutsideNATRule PLsE X VR2 NAT A

« NAT #7 (NAT Rule) - £ “ T3 NAT #1117 (Manual NAT Rule).

* A (Type) - L “3)A&” (Dynamic).

* A (Insert) - WRAFAEATAT B4 NAT B, WIERE “ 1J7” (Above).
* fiii Enabled.

bt |



B vertessswu=anERREERR

ez |

* FEEOXNRF, P vi2-interface X G mi iR INBNE (WAL ST, W5 1E B4 (@) >
BLE > 418 &0 Pald—14) , RIGIERINTE ENRmMmE BExR.

* {EEEH: (Trandation)H', 4 JREAIE (Original Source) £+ any-ipv4. *f T-453H93R (Trandated
Source), AN (Add) FfAE T 10.100.10.2 3 X BB VR2-PAT-Pool. %4
VR2-PAT-Pool, U1 FEFiR:

Add NAT Rule

NAT Rule:

[ Manual NAT Rule

A

Insert:

[ In Category

v ] [ NAT Rules Before v

Type:

[ Static

J

Enable
Description:

[

]

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool Advanced

Translated Packet

Translated Source:

[ any-ipvd

Original Destination:

[ Address

v ] [Address v ]
[ VR2-PAT-Pool . |
’ ] Translated Destination:

[

<) [ <)

Original Source Port:

Translated Source Port:

[

- [ -

Original Destination Port:

Translated Destination Port:

[

J [ J

c) MiHARE.
d) ridifRE.

Cancel m

FENCE S VR B M vrl-inside Fl vr2-inside £ 19 [ AM0FE LU ) 3 I SRemes, I8 T B0l 22 A X Ik
. M&R>FIREME > FEORPEHRMN (Add) > R £ X8 (Security Zone) -4 vrl-inside. vr2-inside
AN R4 10 G 728 2 4= X 3k

TEPESRBE > 7 )= ARE > RS, ARG ECE Vs Rl =B B F V6 vrl-inside-zone T vr2-
inside-zone " )3 FEAE i 3] outside-zone.

BB AR T DL D i 44 B DI, U SV BT VA e 1) EL B IO AR U s s 8T LU 2L
A2 BN T e U T 425 T SR -

W EngmE
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s 2 BBk e B P P 42t £7 RA VPN o) [

Name | AllowInternetTraffic 1

Q Zones (3) Networks Ports Applications

| Q) Search Security Zone Objects

= i OUtside-zone (Routed Security Zone)

& i vri-inside-zone (Routed Security Zone)

ﬂ i vr2-inside-zone (Routed Security Zone)

+ Create Security Zone Object

Comments (1) ~

ana] gt 1 % EEFOLEE R AP A9 2R 253347 RA VPN 177 (9]

FEJA T RS ES E e b, HU 4R DS Hh 5% 1 1 S08F RA VPN ORI it fo 1 Secure Client

PP R 2 7 R SCHD RE UL b 2% P 25 RO R o

7E M7 %1H, RA VPN (Secure Client) 1 iEFEEIHAEN 172.16.3.1 1) AL, FAE
192.168.80.0/24 yih i 3R1S TP Huhl. 1ZH 5 K AE U 7] 42 Ja) RE L R 28 0 N B I 2 . 2 e rim s il
FUE IR RERLR 2% VR M8 (EN 192.168.1.0/24) , ik 784 /A VR - e B i A 1 i eyt

T

Users

Total 3

bt |

URLs



Ensns |
B o s v sl e B PO BRI 4247 RA VPN 37578)

inside ~——— 172.16.3.1
’ . outside

Inside Network i

VPN POOL |

/ A
AT
192.168.80.0/24 |
. 1192.168.80.0/24 Saniire
192.168.1.1 ;
VFi-nside  Threat Client
Defense

FHia Z |l

PE7R BB S COBCE RA VPN, 58 SRS ey, OB 1 JFR 2 Ho g A1 R R UL i 25

UK

W  BCE AR AL B4 2 5 H e S VR K il o
a) PR IRE > WEEE, RaHiiE K.
b) smdiEH. AT, RIS “4JRkHEYE” (Global routing properties) U .
c) AiERASEEE (Static Route).
d) AUGHRMEEEB. ERMERSHEHEED, HellFHE:

* 0 (Interface) - EF VR1 PR,

* M%& (Network) - iE#% VR RERLE thas 280 52 o 8] LML AR R3S &R (Add Object) 1E €1

1

© PR RIS CREES M 2 ) A R AR I, 2R

W EngmE
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s 2 BBk e B P P 42t £7 RA VPN o) [

Add Static Route Configuration @
Type: @ Pva () IPve

Interface*

[ vri-inside v ]

(Interface starting with this icon [% signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] nw-192.168.1.0

]

IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918

IPv6-to-IPv4-Relay-Anycast

vpnh-pool s
Gateway*
[ “ ] #
Metric:
£ ]
(1-254)

Tunneled: D (Used only for default Route)

Route Tracking:

[ v | +

Cancel m

% S SRVEAE VPN Wb A 40 JiE TP Hudik 1) Secure Client U7 1] VR 1 REF0LE% H 28117 192.168.1.0/24
2%

¢) MiifhE.

W2 FLE A VR B4 o) o2 50U H 45 1 % ph vk -
a) EFFIREF > RFEE, Ragwmi k.
b) miidiE&H (Routing), AJ5 M FHFIFK TEEE VR1.
o) miligRSEEH (Static Route).
d) AEHRMEEB. ERMESEEEEY, Hebl FTHA:

* 0 (Interface) - 45K A M4 .
* [4& (Network) - e+ 4= Jal RE LS F 2 P 48 X6 42 .
© F3K - KR A K B B O S R AR R AR I, TE R G

bt |



B somimisssE ven @ipk a2 A ENHEEORSTE

Add Static Route Configuration

Type: @ ipva () IPVE
Interface*
[ outside v ]

(Interface starting with this icon = signifies it is available for route leak)

Available Network Selected Network

[ Q) Search ] vpn-pool

-

IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPvB-to-IPv4-Relay-Anycast

nw-192.168.1.0

Gateway*

[ <
Metric:

L )
(1-254)

Tunneled: |:| (Used only for default Route)

Route Tracking:

[ v | +

ez |

Cancel m

Bie B I ER A B 1 foVF 192.168.1.0/24 M4 (VR1) 2850 [0 76 VPN s rh 22 Bt TP ik Secure
Client K ACiER:,

e) MlifhE.

T—5 Mt 4

WS RA VPN bkt 5 H e SO B R i 4% H 1) TP ik &,

B D2 TP bkl FIE7 S NAT

B, CUR HIESR B . 5, BT LU RA VPN Hilibitn, DL BLE S

an{ATiE i (8] VPN R 5K B % A~ FE 5185 B 25 B P 4%

N =1
HILER

FEJA F R AL ER N e % b, AT 4 R R AL e 32 1 b SOl s [) VPN SN REAE SR 1 1™ o LI
JRESOL EH e R 1 BRI SR AR R L R A T i SR VPN R Aok B B ER T P X
(0 RE UL T 45 P9 R 2 PR o A 5 22 BBl i 1) VPN R, DAL RIS ] ) 5 S R AU 6 o 44

%%

W EngmE



| mnissems

mfT@idis s VN Ripka s Ensnsnnsre ]

BAVMRVEIXFE— N5t 1653 SCHURE 2 1A w30 0 4% 2 TR s A 18] VPN e SepLR iy 2
BRI M RS . EXFSSE, A VPN ZE 172.16.3.1 43 SehRg s 0 g X it VPN 4
FE 4% 192.168.2.0/24, TG TAAMICE , R4 P 3Ez RS 4 = B4k e oS 18 2. 2
J&, HEH192.168.1.0/24 M4 (M VR EALER A1 —38 20D $EAbuh Aa) VPN RS, 220 it
TEAJR AT VR G S A kit @5 2% i, R VR Z8 N b sR] ) VPN L& .

— 172.16.3.1 _—

outside -
1921682024 — gl - — ﬂl - 172.16.20.0/24
192 168.1.0/24 VPN %

19216811 |
wri-inside FTD

FHIa Z Al

BEOR B IS EAE A I 4% 192.168.2.0/24 5A4MBIN L 172.16.20.0/24 2 [A]C & 3 55 7] VPN, & Mg
P F Ay, 0 I L0 25 AH Y. 1 R UL P 28

P B 4 e AU 28 2 P B 5E VR 1R it -

a) LEFIRE>REEE, AEwiE K&

b) rithiBEH. BIAMEN T, REKMER “2REHEE” (Global routing properties) UL [
o) miiliBRSEEH (Static Route).

d) MIAREEH. ERMESEBREET, el FNE:

* 0 (Interface) - 4% VR1

* M%% (Network) - £+ VR RESULE th s 20 52 o 8] LM TR R3S & (Add Object) 1£ 5 €1
A

© WK - R A A R R D A R AR I, R0 OG

bt |
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Add Static Route Configuration @
Type: @ Pva () IPve

Interface*

[ vri-inside v ]

(Interface starting with this icon [% signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] nw-192.168.1.0

]

IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918

IPv6-to-IPv4-Relay-Anycast

vpnh-pool s
Gateway*
[ “ ] #
Metric:
£ ]
(1-254)

Tunneled: D (Used only for default Route)
Route Tracking:

[ v | +

Cancel m

IR bk V20t 5 ) VPN RIS GERE) 8 Ry i 2V e VR REFULES th 4 v 4
192.168.1.0/24 M %% .

) MifhE.

W2 FLE A VR B4 o) i 50U H 45 16 % ph ik -
a) EFFIRE > RFEE, Ragwmi K.
b) midiE&H (Routing), AJ5 M FHFIFR TEEE VR1.
c) miiligRSERH (Static Route).
d) AEHRMEER. ERMESEEEEY, Hebl FTHE:

* 0 (Interface) - 45K that AT .
« P4& (Network) - e 42 Jal RE LS FH 2 P 48 X6 42 .
© F3K - KR AT K B B O S R AR ER AR I, TE R G

W EngmE
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mfT@idis s VN Ripka s Ensnsnnsre ]

Add Static Route Configuration ®
Type: @ iPva () IPv6

Interface*

[ outside v ]

(Interface starting with this icon ) signifies it is available for route leak)

Available Network > Selected Network
[ Q, Search ] external-vpn-nw s
any-ipv4

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

-

Ensure that egress virtualrouter has route to that destination

Gateway

[ -]+
Metric:

L )
(1-254)

Tunneled: D (Used only for default Route)

Route Tracking:

[ v ] +

Cancel m

DEER AR HH FOVF 192.168.1.0/24 W 4% (VR1) 1) £ b A& D i 28 0 p (7] VPN B8 )&z . AE AR
b, ERELC I EAE AR 172.16.20.0/24 P44,

e) M.

WIE3 K 192.168.1.0/24 ML N E 5k mi 7] VPN HEEFERC & S
a) EPIKFE > VPN > ShsiE, RG%HE VPN fhih.
b) 7E£&RiR (Endpoints) FF, iR Al A i,
c) fEYmIELH (Edit Endpoint) ()3 4R$PM L& (Protected Networks) 7Bt , iR inEFimE TR
(Add New Network Object).
d) WHIRIZE A 192.168.1.0 1) VR1 PIZ% %15 .

| bt |
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B e VI BT S A VPN iRk B 5 A BRI R E A R R

Network Objects @

Available Networks (= Selected Networks

[ Q Search ] nw-192.168.1.0 a
IPv6-Link-Local N nw-192168.2.0 u}

|PvB-Private-Unique-Lo...

IPv6-to-IPv4-Relay-Any...

outside-gateway

vpn-pool

Cancel m

e) AUiliHE (Ok) HIRAFHALE o

an{AT{sE F s 7S VT @3 ik = 8] VPN ARHPR B % RIS 2R R 4B =

ISP AR PRI 4 BE M 2% o 18 0] LAGIZE BRI th 2%, Kb VTI 51X e i 0% th a3 ok
e, MY A& VITINGE. WTLLK 8h 4 VTI 54 Jm sl 7 5 SCHY REFUUEs b 3% ot . s>
BB AV £ ] LS 2 A A e el — AN a2 AN e U B R 8 1 Bh &S VTT K. BN e
SCH REFLES B BB T LU — AN 4.
LEFRATIZE FEAE PR AN I ) 5 508 D0 2488 55 LR AN 93 SCH L) I 8% 2 T) B B8 T 16 EH ARl i 1| VPN R 7 8
ISP ¥ B 182 — AN B0 VTIEEZR 2%, el AN P e R RS i 28 B B AN A B R B P 4%«
VRF 2R aH1 VRF Z0(0 . )4 VTI S840 LR X% 2 [a) 3 570 15 7] VPN

« B 1 (VRF £¢(0) F4r 328 1 (SVTI 4332 1D

« &2 (VRF ZL{8) A4tk 2 (SVT2 4332 2)

W EngmE
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S0 A1 FA Bh75 VI 35k 5 18] VPN 42475 5 % /30186 i 38 O 2 7 2

B 2: RH S AR R R EES VITRYEE S8 VPN

Inside network DVTI1 Interface
unnumbered Interface

SVTI inside network
@ '_ﬂ?— SPOKE-1
[ﬂ

VRF Green l‘ . ]

— -
Outside
Outside1 /-‘ '-
(VRF Green)

DVTI-Hub —y
-‘ '.omsmez .‘ . 2
(VRF Red) - H ﬂ
)

Qutside ma -
== -
VRF-Red
SVTI
work
SPOKE-2 inside netwol
[ —

Inside network DVTI2 Interface
unnumbered Interface

L7 51 e B e e R AT Zh A VT i s IR) VPN S B R AT 20> RE UL 4% (1 2%

PR EAELDSS FRCE A VIT M,

a) EPEE > REEE, JF HgGmBEM Y%

b) IEFE ARMNIED > ERRIEEO.

o) P BT MENBRIESEE .

d) KO LRRIEE N DVTIL, JEA8hA VTIECE i 240
e) MR

f) EHEILE la-e, FHELEDVTR LRES A& VT
NI FRCE RS VTL

a) EPHEE > REEIE, JFAmEEMYI .

b) EFE ARMIED > ERREZEO.

o) EFF BERERB 1EN B

d) BB FRIEE N SVTI Spoke-1, F WA VTI BCE T H S50
e) milifRE

f) EELB2a-e, fE0L2 FECEFA VT SVTI 7037 2.

WIE 3 SO SVTI Ui S 20 4 M L %t 2843k i H) VPN
a) PG > VPN > uhmiE, K58 + shmiE VPN,
b) 7& FRINEIR FEBP, N VPN AR
o) P ETFERE (VTI) JHEF RO RSTE 150 &b,
d) sl #85 EIR.
e) HBCETLMZSE (DVTIL A SVTI 4332 1) M Ho B sk

N
5
N

| bt |
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| T L s L E Pl e

f) WL, b VPN ELE IKE. |PsecHl @4k L.

g) miilifR#E.

hy EREAPE3a-g, {EH0 (DVTI2) Al SVTI 43 3¢ 2 2 [ECE AR —ANET- % s Kt i) VPN 364
FEA FE WA R 8.

a) PR E > RFEE, I Ay %

b) B (Routing).

o) MiEIRENIKHEE (Manage Virtual Routers).

d) 5 Add Virtual Router .

B ARRYR N VRE &0, JEREAL RIS 2 i v .
e) HEHE LI 4a-d, HLE VRF 400,

IR 5 KT B 0BG R s
a) M NRIFIE, PR s,
b) 7F EEREEHEEREM Wb, %F ATRED ME NH e,
FrahAs VT #2105 Az 10— 40 .
¢) miidin (Add).
HIB6 4} VRF £0 (0 F 5 Sa-c.
SIE T CE RIS 2% 1) % bl S
a) MR, PR A .
b) Al BRTSERE SR & .
¢) MEKHSH.
d) B REF.

T—F Mt 4

RO A, ARG ST BB . WS, BT LIRS SR s s A (BEA > 155 EAR >
uh S8 VPN) HE$E VPN FFiE.

ROETT LU PR % 20 15 00 sP A HH I i & 0 RO Hh s ons JEREAT Ml FR G

MAEEMBEHPIRNEENEENZERBRE

TemT LLAE BATAH ) P 2 bk 0 ROl it ehr s BCE AL R EAUVAREEAS, 507 DAMCE UK NAT .
ATRGIERAE T B NAT A0 LU B B o 26 LML) o

AR RE, WG ENLENLAFENBE TAFR SR H S : VRG (11 vrg-inside) f1 VRB
(300 vrb-inside) , 205 B HFEI 7 10.1.1.0/24. FiLEW & AR, 5018 A NAT 5%,
P VRG ML DRS04l FH e NAT Hbdik - 20.1.1.1, 1) VRB =M1 LA 56448 FH eSS NAT Hb
hk-30.1.1.1. Rk, FEHLA S 30.1.1.1 5EHLBIEG; MBS 20.1.1.1 Vi EHL A,

W EngmE



| E#ssemss
mmEEEn A EaRsEnzannie [

Outside

i' Internet )
172.16.3.1\ J
(]

FIaZ Al
HoRpIEE L
* vrg-inside F1 vrb-inside £ 73 i 5 AL I 45 5CHK:  VRG #1 VRB LASECE 1A [H] 1~ W ik 1)
vrg-inside fl vrb-inside #%1 (401 10.1.1.0/24) .

* 53 A vrg-inside F1 vrb-inside # H A 142 X 18 VRG-Inf. VRB-Inf.
* VRG FHIENL A, BRIAMSC N vrg-inside; FHL B 47T VRB 1, vrb-inside 1F 4 ERIA P .

RS

HIE1 O NAT P LA EHL A 2 TEHL B I E. EFE& > NAT .
P2 LULFREE (New Policy).
HIE3 N NAT SRS FR, RGP &k, SiliRTE.
IR A 76 NAT JUH A, AR Jf e LA 2
« NAT #10] (NAT Rule) - ¥ “TF5) NAT ¥i]” (Manual NAT Rule).
KA (Type) - 1 “FFA” (Static).
« #B (Insert) - WHRAEAEAT AT NAT S, MJi%+#E “ EJ7” (Above).
* fiidi Enabled.
s FEEOXMER T, EF VRG-Inf X% AidiRmmEIRE (A RAZSA T, W E R > WRE
> E#EO PEIE—) , RJFEPE VRB-Inf X% IF 5 dHR e B AR,
* {EFEHR (Trandation) H kDL LT
* [R44i& (Original Source), i%F¥ vrg-inside.

| bt |



ez |

. WAEEBEETHIRIEEME N ZEERRE

« JR3%4 B ¥R (Original Destination), sSd7iA0 (Add) JHAH 30.1.1.1 & XXf%
VRB-Mapped-Host. £ VRB WL L.

MR HIE (Trandated Source), » fidhiasan (Add) HAEH 20.1.1.1 2 X%
VRG-Mapped-Host, EHE VRG B T 4L

. #3589 B4R (Trandated Destination), i%#¢ vrb-inside, 41 F B FiR:

Add NAT Rule ®
NAT Rule:
[ Manual NAT Rule v l
Insert:
[ In Category ~ ] [ NAT Rules Before v ]
Type:
[ Static v l
Enable
Description:
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ vrg-inside ~ l [ Address v ]
Original Destination: [ VRG-Mapped-Host = ]
[ Address - l Translated Destination:
[VRE-Mapped-Host ~ ] [ vrb-inside v ]
Original Source Port: Translated Source Port:
Original Destination Port: Translated Destination Port:

[ 2 [ -

Cancel m
1E W4 1247 show nat detail Air 40, %OKE B80T LLUF A A& HIHH -

firepower (config-service-object-group) # show nat detail

Manual NAT Policies (Section 1)

1 (2001) to (3001) source static vrg-inside VRG-MAPPED-HOST destination static VRB-MAPPED-HOST
vrb-inside

translate hits = 0, untranslate hits = 0

Source - Origin: 10.1.1.1/24, Translated: 20.1.1.1/24

Destination - Origin: 30.1.1.1/24, Translated: 10.1.1.1/24

TES LULTE.
TE6 LHRTE.
NAT B4R o
FEFEC B N 2 I — 42 1 R

W EngmE
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\alidation Messages:

m 0 errors 1 warning

ManualNat64Rule: Host2ZHost

v

i Bv EOEgmp e Tereang

Warning: [ManualNatRule 1] The NAT rule has source and destination interfaces belonging to different Virtual Routers, the traffic will be able to leak
between Virtual Routers without explicit route leak configuration whenever destination translation happens. If you intent to apply this NAT rule
even when destination translation is not happening, create a static route leak explicitly. The rule involves interfaces from [VRG] to [VRB]

anf{E A BV 2O HEE AIEERN TEBEEEMWE
$45 0] AAE 22 H1 78 X 4% 22 0] 325 W 30 28 PSR/l [] — X 4% 1 SR L2 TR 28 g <k il o RSB 34
B OE RS HA ORI E BV, A TR 2P E BVI IR .

BVI i Hhias A IR R 11, AR HISRAL it e 1 AN SCRF I, (R it ol 46 P B8 e
IR AT LR AR o A N\ st X SRR 1 0 P AT £l (Ao B0 BV #21H. BVI IR 15 5 2

JE AU 11 BT AR Y A R AL K 95 5

ELLRnfih, fF VRG HIECE T BVI-G, MRIFA 1 &80 Go/1 A1 GO/2 ik %10, Rk, fF
VRB HELE T BVI-B, M4 2 &80 G0/3 T GO/4 W dd: . (Rixm4 BVI A ME W P 1
WAL, B0 10.10.10.5/24. BT RERUSE s, M AE LSRR e .

{I\:tem et B

oy
£E
-HH 1

. ‘.1
1 e
Qm
]|
B

G0/3 GO/4

gEnmE I



B veEmviznesmpOsEt TEREERE

UK

TR EFHRE > REEE. MEITHRS.
$IB2 /30 (Interfaces) 1, %R MNIED (Add Interfaces) > M#7¢H3£ O (Bridge Group Interface).
a) A4 BVI-G A\ T HITEAN1E .-

« &R (Name) - 7Et R~ B,k BVI-G.

* M#7¢H 1D (Bridge Group ID) - ZEAHIH K 1.

« ATA#ENO (Available Interface) - 1,
*EIPVA, X IP AL, TR EREES P
« |P Hihit (IP Address) - #i A 10.30.0.1/24.

Add Bridge Group Interface

Interfaces IPv4

Name:

IPv6

ARP

l BVI-G

Description:

|

Bridge Group ID *:

E

Available Interfaces

I Q. search

GigabitEthernet0/0

GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5

b) MHHE.
¢) RidiRTE.

a) N BVI-B Hi A FHIFEN{E S
* &R (Name) - 7Eb R B, 4y BVI-B.

 MH54E 1D (Bridge Group ID) - ZEA41] 4 4 2.
« ATA##EN (Available Interface) - ##% 741,

Selected Interfaces

ez |

GigabitEthernet0/1
GigabitEthernet0/2

Cancel m

« FEIPVA, X IP 2B, A RERERS IP.

W EngmE



| mnissems

i Bv EOEgmp e Tereang

* IP#bik (1P Address) - Kb 7 BeB 2, PO R GEA SOV AN 1 BATELS 10 1P Hihik, 0]
CAEEFT 7 i) AT 2L A8 REAOL R T 4% T 055 Jn R AR [ 6 1P ik

Add Bridge Group Interface

Interfaces IPva IPv6 ARP

Name:

[ BVI-B ]

Description:

| ]

Bridge Group ID *:
2 ]
Available Interfaces

I Q. Search ]

GigabitEthernet0/0

GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7 -

b) HiFAE.
c) MiifRTE.
$IE3
a) EPFRE > REEIE,

@

Selected Interfaces

GigabitEthernet0/3 O
GigabitEthernet0/4 0

Cancel n

G BRIt gs, B VRG, RJ5%E£E BVI-G 1E 4 H 4.

b) ZwiEe, RJGEFEEEH (Routing) > &3 E IS 2E (Manage Virtual Routers).
c) Jiili Add Virtual Router . ¥ A\ MERLES HH 8 4 FK, ARG i RE -
d) 7EEEBEM (Virtual Routing Properties) 1, £ BVI-G, )5 fiidiifm (Add).

Device Interfaces Inline Sets  Routing

DHCP VTEP

Virtual Router Properties

Manage Virtual Routers

These are the basic details of this virtual router.

Selected Interfaces

VRG v J VRF Name:
Virtual Router Properties .
Description:
ECMP |
BFD
OSPF Select Interface:
~ BGP I Q_ Search
IPv4 Available Interfaces C*
IPv6
Static Route BvI-B
vrg-inside

e) MiifRTF.

BVI-G a

bt |
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B veoerREsRscRERPRSHRIE

HIE 4 QIR 2, Bl VRB, SR)51E# BVI-B 11k H k%
a) EFEE > ZEREE.
b) g%, RJGIEFEEH (Routing) > IR E IS H 88 (Manage Virtual Routers).
c) Aiili Add Virtual Router . i AN RIS a3 148K, AR5 sitiBE
d) 7EEEBEM (Virtual Routing Properties) 1, 4% BVI-B, XJ5 Sidiikin (Add).

Device Interfaces Inline Sets  Routing DHCP VTEP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.

VRB v ] VRF Name:

Virtual Router Properties

Description:
ECMP [ I
BFD
OSPF Select Interface:
« BGP [ Q. Search I
1Pv4 Available Interfaces Selected Interfaces

IPv6 BVI-B — ]j
Static Route vrg-inside

e) MiifRTE.
WIES FPYiin BVI-B ELE:
a) P REF>REEE, WS, REGHED.
b) rithi BVI-B # 1 14m458 (Edit). K 1P il 10.10.10.5/24. IAE, T4 015000 4 Bl s Wy
AR BRI i #s, B RS AV BVI-G (H [ — IP #ihkdEA7 Rl .
c) MiiHE.
d) rmidifR#E.

WIS FH BV RIEAE, W5 ANT K 28 E A BN G . RSN BVIgst, WIS, ff
FH I NAT A0 % e A VE A W OGSk @7 BV AL . 4 AL A D3 Bic B NAT B, 75 5548 2 i
Pl o BAREEN MBF4T%E D (BVI) A S NAT. 7ENFREZH R 0135 10 2 [0 04T NAT I, A5 E

SEBRHhE AR bl . A REfR R CATE BN,

MAERES M KRECE R P 59550

RS, BALRE 2 NG ES P MESH P SR Hes. EA%H, VRG Fl VRB &
HATH S IP-192.168.1.1/24 RIS th 25 P9/ [ A R T 358 (1) I 4% TP 192.168.1.20
Fo 71k VRG F1 VRB H /7 i) L2 IR 45 % 172.16.10.X, AR itk 310 4 ) e 40 0% h 2 . )
U5 NAT SRACHE TS IP. 4 T4#5H] VRG 1 VRB P U7, 02075 B7 KB B b L rp i B H A
UEo Bk BS A 0y 2248 FAIEL . Active Directory. 543 U5 DL Kz 5 453 F0 U0 56 s SAC 56 31E T 7 54 435
t T R B AR T AN R IE A, D GE I U5 e 45 ) SEms A B P o il . R A
S, T S SR R R U] ) U ) 4% 1 SRS

W EngmE



EHIEEH R

mmeREsRsrRERrsHwiE ]

FMC

172.16.32.X

172.16.10.%

< Inside

VRG-NAT 10.1.1.

192.168.1.x%
20

[E—

L.

P
fll ouside  (
) 172.16.3.1 | Internet

Domain/User: AR

abc.comfuserl
Domain/User:
wyz.comfuserl

VRB-NAT 20.1.1.1

FIaZ Bl

PR e S
* VRG #1 VRB I IIPI & AD JiRk%5 4%
 ININTAEHE AD 4431 ISE.

P14 VRG L E B KA L -
a) P IRE > REEE, A& an, RasdiEEd.
b) AR RCST VRG R :

* ZFR (Name) - 7EUb 71 5 VRG-inside.

* Yo B R SIEHE

s FEIPVAH, X IP R, TR PHERERS P,
* IP fbik (IP Address) - %\ 192.168.1.1/24.

¢) MliAE-
d) mifRE.
$82 Oy VRB BCE AN EHE

a) WUGEFIEE > REEE > #E0D.
b) ZmAEEE S Y VRB M.

gEnmE I
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B veoerREsRscRERPRSHRIE

* ZFR (Name) - £E =45 41 4 VRB-inside.
s R IERE.
« FEIPV4AH, XFF IP B, 1HIERERERS IP.

 IP 3ok - B R A IZ ARG SRVFEAE A F ) TP el e B8 1, UM MR BRI e
SCH REAUL R H 25 o

c) RiliHE.

d) sidRTE-

¥ VRG FIFRASBRIA B bR L 5 204 5 % eh 2 ) iz 11, DUE VRG I Uy il 1 FH R 454
172.16.10.1:

a) WKL E (Devices) > & FE I (Device Management), Jf H&gik W4

b) KKIEFEERER > BIREMBEHEE. AURMEMESESS (Add Virtual Router) 6l VRG.
¢) XT VRG, 7EREHIEEEEERE 1 (Virtual Router Properties) 1143 fid VRG-inside Jf 1547

Device Interfaces Inline Sets  Routing DHCP VTEP

Virtual Router Properties

These are the basic details of this virtual router.
VRG v l VRF Name:

Manage Virtual Routers

Virtual Router Properties

Description:

ECMP [ ]
BFD
OSPF Select Interface:
« BGP [ Q, Search ]

IPv4 Available Interfaces ' Selected Interfaces

1PV VRG-inside VRG-inside O
Static Route VRB-inside

inside

d) siliERSEEH (Static Route).
e) MIHRMEEH. ERMERSEEEEY, Hobl FHA:

* 0O (Interface) - K4 Jry i i a5 I P AEHE .

* P4& (Network) - JEF any-ipv4 X%,

© PR - RIS o g i 2 5 — A ALK AR I, T )RR G
) SEHRE-.
g iR F.

¥ VRB FIF A BRI B b R C 2 21425 i th 2 ) B2 11, DUE VRB P72 Ik 554
172.16.10.x:

a) WKIKEFRIEE (Devices) > R & EIE (Device Management), i H4unft ¥ 5.

b) KUGEFERREH > EREREHSE. AdRMENIEREHEE (Add Virtual Router ) Jf-61] 4 VRB.
¢) X1 VRB, fEEH\EEEEM (Virtual Router Properties) t1 7} i VRB-inside Jf{5:47-

W EngmE
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Device Interfaces InlineSets Routing DHCP  VTEP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.

VRB ~ ] VRF Name:

Virtual Router Properties

Description:

ECMP ‘ ]
BFD
OSPF Select Interface:
« BGP [ Q, Search ]

IPv4 Available Interfaces C* Selected Interfaces

PV6 VRB-inside | VRB-inside o
Static Route inside

outside

d) iS5 (Static Route).
) MnRANERE. {ERMERSEAREET, febl A

* #& 0 (Interface) - EFPEA Ja i HH A I PN 64 1 .
* 4% (Network) - 1 any-ipv4 X4,
© B3K - RFILRT AR o K et B o — S R A R AR, T 2R G
) EHHE.
g) milifRTF.
$IEE  HEPij R VRB-inside £ L -
a) RUIEFHRE > REEE > #E0.
b) siili VRB-inside ¥ [ /¥14R48 (Edit). # IP Hikib4a e 192.168.1.1/24. BAE, T4 05550 Ad
BT EE 88, IR AVFEMTH VRG-inside 1AH R TP Mk 24T L E -

c) MiifRzE.
d) mdifRE.

F$IE6 XS VRG F1 VRB 751 NAT B, 55 73% % (Devices) > NAT.
PLRT  HL#ESEEE (New Policy).
LIS YA NAT SJRIE A FR, RJFIERE W&, SEHRE.
LI fE NAT sUfih, sddmm# N IfF4 VRG & LA NAT:
* NAT #10 (NAT Rule) - i£F% “F-5) NAT M7 (Manual NAT Rule).
« KA (Type) - EFF “FB27 (Static)s
s FA (Insert) - W RAFLEATAT NAT B, WEHE “ 1757 (Above).
» A5 Enabled.

s ZE¥EOX R (Interface Objects) ', i%+#¢ VRG-Inside %, SR )5 fidiiRAnE)i& (Add to Source)
(IR ZAT ], 5 EXT SR (Object) > 3 & &I (Object Management) > £ (Interface) H6)
S, RJFIEF Global-Inside X% pi i N2 B #x (Add to Destination).

| bt |
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* 5 (Trandation) LR L R LT
* [R44i& (Original Source), %+ VRG-Users.

« S5 R YR (Trandated Source), s5iliiRAn (Add)FEH 10.1.1.1 2k % VRG-NAT .,
YEFE VRG-NAT, Ul K& FiR:

Add NAT Rule ®
NAT Rule:
[ Manual NAT Rule v ]
Insert:
I In Category v l [ NAT Rules Before v
Type:
[ Static ¥ l
Enable
Description:
l l
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
VRG-Users v =+ [ Address v l
Original Destination: |VRG-NAT - ] &

[y N

VI o |
P00 fUHAE.
LM 75 NAT GO, AR IFh VRB & LLL R NAT:
* NAT #0 (NAT Rule) - 4% “ T2 NAT #LU” (Manual NAT Rule).
A (Type) - W “HiA” (Static).
* FA (Insert) - WERAFAEATAT NAT HU0), WIERE “ 1777 (Above).
* siili Enabled.

« fEHEO %5 (Interface Objects), #E#% VRB-Inside %, )5 fidiiinZIiE (Add to Source)
(I B AT, 15753 & (Object) > ¥ & &I (Object Management) > ## [ (Interface) 141
H—X%) , RJEIEFE Global-Inside X% If s ZR N2 B4R (Add to Destination).

* {E%E4R (Trandation) HiE LR E
* [R44i& (Original Source), £ VRB-Users.

* £ FRYIR (Translated Source), diidsAn (Add)FFd T 20.1.1.1 K5 % VRB-NAT.
EHE VRB-NAT, WK EFiR:

W EngmE
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Add NAT Rule ®
NAT Rule:
[ Manual NAT Rule ~ ]
Insert:
I In Category v ] [ NAT Rules Before v
Type:
[ Static v ]
Enable
Description:
[ ]
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
IVRBsters w J == [ Address v ]
Original Destination: I VRB-NAT w ] g
[ AdArace ~ ]

Cancel ﬂ

SE12 fiERE.

NAT QTR Fros:
Rules NAT EXemptions — HFolicy As
[ Filter by Device ] l Y Filter Rules ® ]
Original Packet Translated Packet
Source Destination - = = =
. . Original Original Original Translated Translated Translated :
D % Birection; “Type I(;llt)]g;fcatrs:e Eﬁ?égge Sources Destinations Services Sources Destinations Services Options
~ NAT Rules Before
g 2 St.. any any 9 VRG-Users VRG-NAT Dns:fals
O 2 2 St.. any any 7 VRB-Users VRB-NAT Dns:fals

PR3 AL By kB B L T 4EAY VRG AL VRB H U PN ME— ) AD JlRd5 4 - EFE R4 (System) > &
X (Integration) > 4fi% (Realms).

L4 LR TEIHAS FB . A OO E BTG S, WS A B
L5 BEHIR H VRG FVRB A U5, i X 2 /> Active Directory, 1152 [ 43 H SRl 7] 20 7 B i
Z {45 LDAP 43 sk Active Directory A3slfl 4 H =%

SIR16 7 B K B0 N ISE - IE B R4 (System) > &£ BX (Integration) > &12i& (Identity Sources).

HIB17 S B BRE 51 % (Identity ServicesEngine) IS 7Bt . A X e BMTEANE B, 55 W W A
ToAE T H P G & ISE/ISE-PIC .

SR8 QG Oy SRR, SRR e SCUs Pl sems,  BUERHIoK 3 VRG A1 VRB I ELS 7 (K175 .

bt |
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gn{AT{s£ A BGP >R E % [E FAE% FH 2%

UE, T LE s ERCE BGP I E, DUMHAE AU ey (AR P SRS e ) 2 1)t
Tl e o YRR BRI h HAR S MBI BGP R, HZR XA R ANRH 1B 3. 25 H
Mo P 55 AP SRR AU 8 3= A R R A el SRR . TEERG, T B BGP R I &
NS AR P 8 R B AL A% ERCE, A AE 4R R AU i .

eise T B K &L T LA R RS s Fi 2 1
« AR AL E T A (10.10.1.4/24) FIFRMEE (10.10.0.5/24)
* VR-S (4585) MRS 250 & T Insidel (10.10.10.7/24) F1 outsidel (10.10.11.7/24)

* VR-W (xF) L% h23CE T Inside2 (10.10.12.7/24) A outside2 (10.10.13.7/24)

BB AR B (VR-W) IR EIIR 4540 45 (VR-S) R4 SR, JF4% VR-S [RAMHHE: 1 #% t1 3] VR-W.
IR, AR 4 JR s A RO A B4 11 8 Rt 45 B B (VR-S)o ol T S itk oh 253 LI ) BGP
Lo WA

3: (£ BGP & B R B EEIMEHES

i 1 T ies 1
: Insidel 10.10.10.7/24 | | Inside? 10.10.12.7/24 |

| Outside1 10.10.11.7,/24 l : Dutside? 10.10.13.7,/24 I

______________ Export Inzside2 and Outside2

m‘ g Export Outsidel

=

Export Inside2 and Outside2

1
Inside 10.10.1.4,/24 |
| Outside 10.10.0.5/28 |

FIAZ H
o G L 128 (Create the virtual routers) - VR-S 1 VR-W.
* JEH BGP, I A ML 2%k BEIL & BGP LU B 4 A& #2114 B (Configure BGP for

redistribution of connected routes).
UK

S BCE VR-W DB LA s e H AR % i 5 H 2 VR-S:

W EngmE
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| mnissems

st Bep skEEEnmE ]

a) %% % (Devices) > R &EIE (Device Management), Zaf 4%, X5 B H (Routing) I
o

b) TERERARK A N RS ISR VR-W.

c) i BGP >1Pv4> SIS AN/EH (Route Import/Export).

d) 20 VR-W Bl 2] VR-S, AE % i HARbricig tr, LUK VR-W i 13 H 21 BGP &
o, IR BIbRiCEE t H bR . R H BARS 4 (Route Targets Export) 7B, fiAN—AMH,
%1 200:200. 55N (Add):

Device Interfaces InlineSets Routing DHCP  VTEP

Enable IPv4: @  AS Number 100

Manage Virtual Routers

General Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection Route Import/Export

Route Targets Import: Route Targets Export:
Virtual Router Properties

[ ASN:nn (or) ASN:nn,ASN:nn,AS... I ASN:nn (or) ASN:nn,ASN:nn,AS... ]
ECMP

200:200 ]
BFD 2
OSPF
v BGP
IPv4

e) MR A Ty ks VR-S.

f) xitdi BGP >IPv4> BRI S N/SH (Route Import/Export).

g) ZEVR-W B s 1 b, EEE “ S ANEEH HAR” (Import Route Target), P O 54K EL
FHr KD BGP R EAbMCH Mt H bR VR-W B . £ BFRS A (RouteTargetsI mport)
FBA, NS VR-W LS (1A A % f1 H AR E 200:200.  ftiRan (Add).

Device Interfaces Inline Sets  Routing DHCP VTEP

Enable IPv4: AS Number 100

Manage Virtual Routers

General Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection Route Import/Export

Route Targets Import: Route Targets Export:

Virtual Router Properties
[ ASN:nn (or) ASN:nn,ASN:nn,AS... ] ASN:nn (or) ASN:nn, ASN:nn,AS... ]
ECMP
200:200 n
BFD =
OSPF
v BGP
IPv4
IEER
1351:‘4'—

WX N VR-W il 191 2% F 3R AT 2 R4k, T DAFE % e el % G b i e IR FL 45 1, A F P R 0L %
22 S H & H & (User Virtual Router Export Route Map) HHak % ICRC . [RIRE, i S ARG 32
M BGP %A VR-S [ AT 444k, 80T LS H B P R HAE% FR 28 S N\ B BH ARG (User Virtual
Router Import Route Map). ULFEFAEDE 3 HilliT T 4.

e B VR-W DU LK h S H 3804 Je JE 0L % rh 2«

a) BFEEAE— VPR VR-W 2% 5 H 24 R 26 th 3R 1 28 th 8] . JE$E3F &R (Objects) > R E
1% (Object Management) > #& 1t & (Route Map).

b) riTdhiRNEEHREE (Add RouteMap), Atdr4 (Ul Export-to-Global) , #R 5 s (Add).

¢) fEEFFFIS (SequenceNumber) (Lt 1) , R/5NEHFHSE (Redistribution) FHi5KiksF “iz
iT7 (Allow):

bt |
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d)

New Route Map Object

Name

[ Export-to-Global ]

~ Entries (1)

Sequence No~

Redistribution

1

D Allow Overrides

MR

oo -

ez |

TEAGIF, BT VR-W i a2 witw 2] 4 R i 28 . DRIk, 35 5 i il b 1 2 DS c 46 12F
SR AR (Routing) E10 1, SR JEE£ VR-W. fidi BGP >IPv4> IS N/SH (Route

Import/Export).

M2 B ERIES H 2S5 H M E (Global Virtual Router Export Route Map) FHusl#, %+

Export-to-Global:

Enable IPva: 4  AS Number 100

General  Neighbor  Add Aggregate Address

Route Targets Import:

ASN:nn (or) ASN:nn, ASN:NNAS...

User Virtual Router
Import Route Map:

--select-- o

Global Virtual Router
Import Route Map:

—-select-- >

Networks Redistribution Route Injection

Route Targets Export:

:nn (or) ASN:nN, ASN:N AS...

200:200 o

User Virtual Router
Export Route Map:

--select-- 3

Global Virtual Router
Export Route Map:

Export-to-Global

Route Import/Export

P 3 EACK VR-S AN 1 26 ditti 2] VR-W, 15 HAT BL R 5 4F:
MBI 28 T hr 2 bt £ VR-S.
miili BGP > IPv4> BRI S N/S H (Route Import/Export).

BO¥ VR-S B it 2 VR-W, TE AT %t B AsArid B B, DUEHE VR-S B T 3 H BGP %
W, IREE BIRRIC R H bR . 7EESH BARSH (Route TargetsExport) ZBH, A\ —AMH,
fil4n 100:100. fidiAsAn (Add).
MEFAES i #s FRigirh, %P VR-W, R)51E+F BGP > IPv4> B§H S AN/SH (Route

a)
b)

©)

d)

Import/Export).

W EngmE
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2
h)

i)

k)

)

0)
p)

Q

st Bep skEEEnmE ]

B VR-S FUtis s e, I BCE “ S B H HAR” (Import Route Target), LUMEM ORFEEfA

BT KD BGP K FAMRICAH H B H AR VR-S B . 7EEEEH B#rS A (Route Targets

Import) FBH, i VR-S i HFrf 100:100. sididRin (Add).

IAE, ETFEEE VR-S AN 1 6 i B E o R 2] VR-W. IEFE3F &R (Objects) > 3 R E IR

(Object Management) > R4 %13 (Prefix List) > |Pv4 BI42%53K (IPv4 Prefix List).

MR 1PVA BIZR51%R (Add | Pv4 Prefix List), #2447 (41 VRS-Outsidel-Only) , 4R )5 i

diRin (Add).

i€ F 55 (Sequence Number) (Lbin 1) , SRJ5NEFHFEC (Redistribution) 4741 &£
“IBAT” (Allow).

i1\ VR-S outsidel £ 11 f] IP Hudik CHI#HAS )\ 24D

RRTE
I AT P 22 1) match T AR ETE R K . RSB E (RouteMap). i iiifvnE% BAR

&t (Add Route Map), f5E4FK (Wl Import-from-VRS) , 4R AiiiRin (Add).

i€ 5= (Sequence Number) (Lbhn 1) , AR5 NEFHFEC (Redistribution) 4741 &£
“IB1T” (Allow).

FEILELF6] (Match Clause) &R, fiili IPv4. fEHBIE (Address) TR F, ridigigyIR
(Prefix List).

7ER] | Pv4 BT4%%51 3k (Available | Pv4 Prefix List) T, £#¢ VRS-Outsidel-Only, #RJi s 540
(Add).

M RTF

SRR A& B (Routing) IEX R, SRJFi%+E VR-W. kiili BGP > IPv4> B SN/SH
(Route Import/Export).

N BRI S N H#E (Global Virtual Router Import RouteMap) Rz &,
Import-from-VRS:

Device Interfaces Inline Sets Routing DHCP VTEP
Enable IPv4: &g AS Number 100
Manage Virtual Routers . o o
General Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection Route Import/Export
VR-W —
Route Targets Import: Route Targets Export:
Virtual Router Properties
I ASN:nN (or) ASN:nn, ASN:NN AS... | ASN:nn (or) ASN:nn,ASN:NN,AS.. ]
ECMP
100:100 ] 200:200 |
BFD u u
OSPF
v BGP
IPva4
IPvE
Static Route
General Settings

BGP

User Virtual Router User Virtual Router

Import Route Map: Export Route Map:

[ Import-from-VRS ]" I --select-- ]"

Global Virtual Router Global Virtual Router

Import Route Map: Export Route Map:

[ --select-- ]" I Export-to-Global I"

FIRA BCE VR-S DUE G N4 Ja) HEAULE 145 (0 S0 B % i -

P i

bt |
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TGSl R UL R, B 0 T B B F AR o SRR L rh . DRI, AEAI R,
VR-S J 4 Jaj RE UL o 2 (A R 1 S N ER K H R i o

a)

b)

¢)

d)

e)

2

h)

EFEIT SR (Objects) > ¥ & &1 (Object Management) > R4 53k (Prefix List) > |Pv4 R 5%
(IPv4 Prefix List).

RRERAN I Pv4 BT8R 53R (Add I Pv4 Prefix List), $#&4E4F8 (U1 Global-Outside-Only) , 4R )5 s
diidvin (Add).

&€ F 515 (Sequence Number) (Lban 1D, RJ5 NEHFH S EC (Redistribution) T #7414k £

“iB47” (Allow).
Hi\ Global Outside 4% 1) TP #uhit CRTFEAS \ A 41) -

Add Prefix ListEntry @
Action:
[ © Allow v ]

Sequence No:

[ )

Range: 1-4294967295

IP Addresses: (Limit 250) Address:

[ 1010.0.0/24| ]
Format: jpaadi/ len (len<=32)

Min Prefix Length:

[ )

Range :1-32
Max Prefix Length:
Range : 1-32
(o
MR

M EHEE (RouteMap). sidifRINEE RS (Add Route Map), #RE4FR (A
Import-fromGlobal) , #AJ5 ridiian (Add).

{82 F515 (Sequence Number) (tban 1) , RJ5 NEFH 4 E (Redistribution) 4741 1% £
“IZ4T” (Allow).

7ELEFA) (Match Clause) 3K, i IPv4. et (Address) XK F, sdipIgR%%
(Prefix List).

7E 0] A IPv4 BI4%%13% (Available IPv4 Prefix List) , #£#f Global-Outside-Only, 2R 5 s
i (Add).

W EngmE



| mnissems

)
k)

D)

Add Route Map Entry ®
Sequence No:
[ )
Redistribution:
[ © Allow v ]
Match Clauses  Set Clauses
Security Zones Address (2) Next Hop (0) Route Source (0)
IPv4 . _— =
Select addresses to match as access list or prefix list addresses of route.
IPv6 O Access List @ Prefix List
BGP
Others Standard
Available IPv4 Prefix List (oo Selected IPv4 Prefix List
[ Q search ] Global-Outside-Only o
VRS-Outside1-Only

RAHRTF

st Bep skEEEnmE ]

SR A I (Routing) I+, #RJ51EFE VR-S. i BGP >1Pv4> IS N/SH (Route

Import/Export).

M2 B B RSN B E (Global Virtual Router Import RouteMap) Rz, ik#

Import-from-Global:

pevice  Interfaces

Inline Sets Routing DHCP VTEP

Enable IPv4: AS Number 100

Manage Virtual Routers

General

VR-8 v

Neighbor

Route Targets Import:

Add Aggregate Address Filtering

Virtual Router Properties

ECMP

I ASN:nn (or) ASN:nn, ASN:nn,AS... ]

BFD

OSPF

~ BGP
1Pv4
IPvB

Static Route

General Settings

200:200

o

BGP

TS REFNEBE.

User Virtual Router

Import Route Map:

[ --select-- ]"

Global Virtual Router
Import Route Map:

[ Import-from-Global ]V

Networks

Redistribution

Route Injection Route Import/Export

Route Targets Export:

[ ASN:nn (or) ASN:nn,ASN:nn,AS... ]

100:100

o

User Virtual Router

Export Route Map:

[ --select--

Global Virtual Router
Export Route Map:

[ --select--

gEnmE I
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FEPARS 2R RN SRR

Engns |

Ih&E BAdEE | RIERA |[FAER
LR
KRR A
FH P 5E X VRF 32101 | 7.6 7.6 FH P58 S REPL i AN 5 & (VREF) 32 CVAE SRl 46 O e . SR
F3E AAA. eIk (AAA). BRUE RSB O,
R FEREY, DIE LK HAT VRF #0124 X ke 04 5
CUC A 5 3 B0 IR 45 2% S B oK o
FrAE MU RS &% (Devices) > F &A1& E (Platform Settings) > 4MER
B84 (External Authentication)
BAEAVTL B |74 7.4 PR, HR] DL T B s ] VPN BB B BhA VTI )Rl
Ho o
BrAS I ESE: R > REETE > RIEIRE > IRH > ERRHERE
%> HEOTEEIZA VT ED
ARG A SCEEAHURE S AT B A B i PR A . A SRR A s
Xt ISA 3000 f) fEfLE e | 7.0 7.0 T 0T LLIAE ISA 3000 _Fi 2L E 10 AR b 2%
MSFE
EH e R i | 7.0 7.0 TEH e P RS i #s LC 'S SNMP.
2% [ ff) SNMP 45
R BRI s, 6.7 6.6 Aas ] LA 77 A VRN 53 22 A 2 40586 1 285

B RS %% (Devices) > & & B8 (Device Management) > &
M (Routing) > EIREHIBE B 2§ (Manage Virtual Routers)

B EEms
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Enmnznneins

I ke BAiEE | RIERA |[FAER
SIS =
KRR A
FH T 18U Bl AR B 0L | 6.6 6.6 IRAETT LGS 2 AN B PAS th 2ok e A e g ol i ik . i R4S

2% F1 VRF-Lite.

RERLES A48 B O, U] BLog 44 BRim 28 4 9 & o
JEFOLRS FH e St R AOL % FR RN R T REY) “ #2247 FRAS (B VRFLite)
BRI FF BGP (2 i3 & (MBGP). 1] LLAIZE 1) 55 K R L 2 5
4 5-100, FEHGHRT &R S,
BEAAE E: RE > REEE I S BRIETR
BB UTICLL iy 4

* show vrf

s UL CLIA T [vrf name | all] X#trds, JEHAEEH

PO 58 2T $5 7 KE LS 205 S 0% . clear ospf. clear

route. ping. show asptablerouting. show bgp. showipv6route.
show ospf. show route. show snort counters.

SEG BRI SRR Firepower 1010 B8 ISA 3000.

bt |
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