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FESEH M, ok B HR RIS B B0 46 F U e B A T ISP-1, ok |8 RS 2% 137 et m) TG 4
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B X iEtE AR SR N
PBR AL BT KB 2T 52508 F
N

* PBR % kRS P01 “SRmE A% 17 (Policy Based Routing) T THIAXAE [ KBS # Ly 7.1
PSRN TN ) S X S

o UK 7K BRE B BB K SR TR BIRRAS 7.1 S AR, 4% ) PBR fC B
FE R o S A 258 F S 2806 oy O T PR RC B PBR . W SR AT A A I ARAME T 7.1, UL Z5i 4
i FlexConfig FHXBCE PBR, FHIG#fB B E N “HR” o

o ASCRREAERF R % ERCE ST PBR SEBE N P S Fl e A2 brid (SGT).

#OIEREM
o« R )@ T4 R R AUA S 2 A B ph e R ARAS BEL I D A RE R B 0 N I B e 1
o FJ7 5 SCR RESOL R 4% AN SCHF PBR.
« HBEFES o CRATZ AR .

A VTT HRERRCE o th R b

* (EARSEHATICE AT, TR CRREAS 2R N EURIHE DI R 22 [R])— 1 ) ISP A2 1, DASE itk
HIAS AR P EURRAMT N, JEHGEAEALE T NAT A1 VPN I

Iy

af

IPv6 33
PBR S ¥F IPv6.

£ TRz #) PBR 1 DNS AL &

o KT N PBR {8 DNS Wa W47 3 A . X 24 DNS sk DU Sckg s imF, 5 A )
A4siiT; DNS Vi EASH e,

o HRAINEE B S AT DNS R55 2%
H KM E DNS RS FIVELN{E B, 153 [ DNS.

7R X 46y H B% R &8 2 A B9 PBR 3R A%

WA B B — PN IO RS B2 U, EAS N TR NIERR S — N e/, JRAEsbr ik
POERRL RS O . TR, A N B R TILE ER:, WALk PBR, 34
FH NAT, I NAT &£ 40,
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WTE, VPN B il ) 4 8 A R0 i 5T, AU A B 1 L RAT S R AR Y
IS %

E T HTTP By 812 Mz N

© PUBRR S S VORISR R DN EERE R D OSCRE T HTTP BRI . e e
EAZSE

« HTTP X481 1Pv4 Xf B AT ping #4E . 1Pv4 $5krH T35 A% % 1Pv4 F1 IPV6 Jif .

* BN R,  Cisco Secure Firewall Management Center Jii FH & T- HTTP (M 2. {HAE, MEL

HTRIARCATH S, BRSO S AN S R I S 2003 e e
HoEm

o % FH B (4 BT A B0 AT TC IR SR ) P T Ak 83 o

 7E M SR UCHC A 2 SLACLINF, 8] LU TIE OSBRI B2 AN, DU RS Rl 35 i 4
H (ACE). 7E ", il SN S #AE A 248 e 45 0 G BEA T A7 At 10 N FH A 24 A P 29 il 45 241
(NSG) BTt i 22 il LA 1024 IS NSG. Wl 9 2% Hl 45 41 £l el o — N B 4. 70 28
KA. HET, EICEERIInsE e N AR g, eI 3w N A . 1
Z:[5 > PBR G B e N SIS, 55 10 11,

o HUIE B AR K (URPF) 2 MR8 4% 11 6 M AS /& PBR % 1 it 55 e 06 41k 422 11 L e i ) 680 4 1y
IP #iht. JAH uRPF i, J#id PBR 764 0 Bl Bds @R g £ 58, DO e 1B R e 4% th 4
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PR P B S N 1 300 o SIS ) B2 % VS BT 0 (1 A8 0 F 56T T PBR
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« HTTP (3 R 2 R0 Te) B g 10 BB o SR IRIBE I i) 268 3% HTTP ping FOAR . 4% W P4 1)
HTTP ping M55 30 MEAK T F- T HEE .
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PO ERAIRIR-4E LRA. (FERE P BB A AEAE o
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PBR i ik, VGG % th Rk PR 4. X T AR s fa b vl G 20 10 f5 820 &, PBR
SRR RSN L ph R SRR it e

)

AR NSNS VTG ACL R 2 IR 554, 18T LI 24> TP ik (¥ 2 /M50 H] PBR.

LT HTTP BN AR e, 2% PBR G B W L LU R 4Ny, BBt 4 2085 Y F/NSG K 1E
B H R

* VLS ACL 5 sz Mg M ] o
s AU ME R RS BUE PBR Sl
bk
PR LG )
o SRRLAT IR I [A]
* BhEER

B ERZIRIERE
PBR JHERA (I AUE IR (BIANERII (RTT) . $131, THEIES (MOS) AENEM) K

8 W (B A B 4. AR S 4R e 2 O LI IX S8R kR . 78320 (Interfaces) WU L, #TLL
A IR B BT ), DURE ] THads 8 1) ICMP #8358 HTTP ping.
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T G RE > REEE I BN AN HEE (0). REEVAEFEED (Interfaces) T .
PR 2 s BN O 8 (9).
HIE3 fiili B1Z4E (Path Monitoring) JET .
PB4 EECEILT ICMP iR, AT B AET IP #EEEE (Enable IP based Monitoring) 5 iEHE
PRSI BIRER MR AR, R RIE I
* BE1-K ICMP PRI AEBHL LU IPv4 BRIN G . WK IPv4 I ORANAAAE, BRI 200 00 R
BB 11 1Pv6 BRINMI G

o JFTEE{K IPv4 (Peer IPv4) - K ICMP HE &3% 248 € 0 45 IPv4 Mtk CR—BEIP) AT IR
TR PRI, 15 B MR I K (Peer IP To Monitor) Bt FR#i X\ IPv4 Hidik,
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* XFEE{K IPV6 (Peer IPV6) - 4 ICMP £ A3z 245 52 X 45 IPve Hili: CR—BEIP) DAMEAT ¥,
TR ER IR, T EIEIRBIXTZ(K (Peer IP To Monitor) 7Bt 1Pve Hutik.

* B3h IPvA-H ICMP R k0% B4 T I ERIA TPv4 R,
* B3 IPV6-14 ICMP FRI ik 21142 L1 1 BN TPv6 K,
s HEIETURIE T T VTL 1. BAZHE & o A 1k .
o WA AN —Bep 2 H . Wate e, Afeh— A0 45w 2028 st

HIE6 LN N, BAET HTTP 8952 f 445 (Enable HTTP based Application Monitoring) & iEHE 4t T

EHOIRAS o W SR E FVRCE G S s B, A HE AR PBR SIS UGG ACL i £ H] T A%
AR PTE N o AL T HTTP (M4 FUIR S, TS BRI S HE.

ST sl A, EORARE, Sl RE

Fic & 5 & B IS R SR B

IR

T LU AR E AN LR, ULECARAT (FT RV a2 A L0, A8 “SRNg AU 7 (Policy
Based Routing) U [fl - it & PBR R H
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TR R AR AR AR RO A D O B R R A S g, U I E R AR R BUR . WS IR
B BE . 56 L.

PR IRE > REEIE, R W
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FOEA IR
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FOECE A (N B,

LEAE NG TR UL A PRI A R4, 33 il M.

wmnggm i



B essmumnzn

gmagn |

WERT AL RN RARAE XEHET, AT RL T 4
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d)

M Match ACL N, RS R vs =65 R A 5. Enl LifiE X ACL Xt % GEZ[H
Ml B e ACL 6% stk i (7)) ERRAI AN % . T BiFRSIRT R Eh, A
SRR, EAERILAT IR B R 51 R & B AHHE, 0] LIZEH b o PBR SRIG E M 2%,
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o SIVEPRICE MBI, iR HOEO.
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IR EEHE HOEO, N EORF TR I DS Il
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ERCER MR, 1S I o L BCE RO ER . EXEHET, fepti
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BT LSS A A I, e O 22 ¥
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Gig0/3, e HAL L AE Wi .

« g/ ELED (Minimal Jitter) - i 58 & BB S BAR IR 0 . 55 B0 B s ik a
5, LU# PBR ZRERI SN .

s R ATEHERIES (Maximum Mean Opinion Score) - #2331 A Fe KOF- 3 73 AT
45 (MOS) M1, B EARE D FnHigm s, DM@ PBR 3REX MOS {H.
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o WFEER 0 FR g s, LUE PBR 3REC RTT {4 .
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WRIERE T IP R4 (IP Address), 157E IPv4 Hitlk (IPv4 Addresses) F1 1Pv6 #tik (IPv6 Addresses)
TR A E 540 Ba ) 1P kb iR TR 1P kb ¥ P %

pEat

M AN — B 1P Huhik iy, R IR ER T 1P BT R, H R R B T B R
— Bk IP bk PTRCE T B A .

M5B (Don't Fragment) FHu4IR LS “ 27 (Yes)s “45” (No) B “£” (None). UIR
DF (AN7rB FRaEvCE A2, e ] #s b 2 AT 25040 6,43 B

B AT D98 BRI, i ERIAEE [ (Default Interface) 5 JEHE .

IPv4 & & (IPv4 Settings) F1 IPv6 Settings (IPv6 & &) 21| L VF 4335 2 i IH AN BRIV &«
ST B s, s e SR 2 TPv4 X IPve BRI E .

* %3 (Recursive) - A7 975 FUE T M FEERBHRE 1N — Bk BN N — ek, A4
N B S O (H, T DM Ak I, Soh i R — B AN B s . fE
XHL, 200 N B EA T A, R RS IR TR R A, R UURC IR R R R
A B AT~ — Bk

* 2RI\ (Default) - Qe 1F 5 B b A v CYATCRCOR i, IR 2 i i Bk g (1 F — Bk TP b
k.,

I 3 E R HbhiE (Peer Address) K IEHE, LUEARH T —Bkhhk1F R 5 & bk
PRANRE RIS B BRI T — Bkt bk Rk S5 44 b b pic B % P LR
X T IPv4 WE, #n] DIEISIER] At (Verify Availability) T8 7 4%t e i) F — B2 75 vl 1 -
s RN (F) HEDER I E B 1P Mk H
* IP Address - fit N\~ —Bk 1P Mkl

* MR - AL PSS R PG 2 H o SR E R PSS ARGERN 1 2
65535,

* BRER (Track) - SIAG R ID. ARG N 1 & 255,

R R

LORAF SR, il ARTF A ARE .

fiH] ACL SRULHCHLE, FEXNRE AT E A S, OB 55 N T HEAT UL ACL PR ik
Sy SRJENZIR AR E AN B AR TR AR A, PBR BLAE ] AR P (Y 3 1R i
HIE . dJm, A A S B A ORI, FEi2%8% 1 B S8R AT (R A& M PBR o
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HEE RIS, DA AR IR R AR I BB %1 “ 124U (Health Monitoring)
T

UK

T RERE (@) > @R > K5,

PER2 EFBE, R)5 A RIS E R -

HER3 M 8 SR K 44 5

SRR A AE EER XA, S AFE SCRERR I 24
FIRS WIS, sl O - BIRER.

NG OL R, R SIEF AT bs,  DMEAERATBMRbR 7 BO AR 7R 4 Portlet. f&
] LA I A MR (D) SRHEBR LR AT A 351,

—’If—q% 6 ){—il:_'_:l :/J\jlﬂ?::%]ﬁ*ﬁ

77 PBR €132 B & X [z F il 25
ARG T DU 1 ST o 35 R 35 91 ) PBR 00 00 B AL
LW RO 5 SRS, InOUa s S b B

A\

AR QU E U I, SRR AERIZ N hr A& ik $E NSG.

2. TR SRR, W PR AR AR R AR s ST, A e AR o mh el
B pTE . B, WA Jua SRR, TIPS RN & R R L IR € R
AL 5% PRGN A A SR AL 1 B R T 38R A

3. P e SR A

4, i AE XN ACE B & PBR [ACL 518 (F ) . 10618 ACL R, S EY &
ACL %%,

5. FEPBR RS H, EHFE @ R BAE M EILHLA) ACL. H <A PBR I FITEAN DR, 15514
T B SRS TR B P SR, B 7
8 B E XN BN 22/ PBR B & /<151
AR CEGN 15 I GAe] g DL IEC A E e SON A 2% 1K) PBR R :
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* flipkart.com

* hamleysonline.com

FFi6 Z A
* ATRBIMEGE RS T ARICE PBR SIS AN B € SO AN & AR A 3R

BN O AIZHEATCRE EN DR OO Aopfid, NOEED40 Insdel, il HE04
73 eBuy.

S A E e Uk % PBRePurchase:

a) B KRG > MAMNIE, KRG ATeE R EXRNEE.

b) HEIZBEXMNBEMNEETZE Y, WAL (AR#+ %4 PBRePurchase) Filiji ],

o) EEAEE AT UM, WA ().

d) 1E N A4RIE S AHGHER T B M ANAH A . RN FETEAHA, WS ) X
NV
R
BAY [ XN H AT gE PBR AR, 5 WERIC R H1413 Fhik £ NSG:
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Application Editor ®

Name 4

PBRePurchase

Description

online purchase applications

Business Relevance

Low v

Risk

Low v

Categories +

Category Name

h

shopping
Tags -+

Tag Name ’

NSG

h

v
4

Coc
e) MiiHAE.

f) MR T4+ %+ PBRePurchase.

4
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Create A Custom Application Detector @

Name:

[ PBRePurchase ]

Description:

[ online purchase applications ]

Application:

[ PBRePurchase] v ] + &
@ PBRePurchase l

(® Basic () Advanced

Cancel m

a) BRI, W5 A RRE.
pE 4
PBR HEl AN SO i R 22K 2

b) ERZFRMMES T b, A A AR = DX e b AR AN s A LS s X
c) MEBIR Fhiglkrh, E$ SSLVE MM, ARG EPEE M T, N L pridk 87 PUd
IR A (EA T, %\ amazonl23.com) , SRJ5 MTHBRE.

Add Pattern ®

Application
[ SSL v ]

Type
[ SSL Host W ]

Pattern *

[ amazon123.com| ]

Cancel m

d) EAELRE, A Xk flashing.com Al hanleysonline.com £l & 55 4k AN L
e) MiifRTE.

| wmnggm i



s |
B 5w mmenzsEn PBR RERD)

HIR2 N TR R AL, 8 R 8 3 2R W R B A 1 52 SN RS 2%
T3

T A SORL I 37 A ok A R IS I 45 55 34 (AR ZS DI HL ()

Import/Export | Custom Product Mappings | User Third-Party Mappings

Filters:
Name: pbr x ’ Create Custom Detector
v Name (1)

. Name Detection Type Details Port(s) Type State
v

PBRApplication

EoRAD Ao ssL ® PBRApplication Basic (0 NP
() | Enterafilter RADpIGaY0
Ji e applications

P
SsL © PBRePurchase Basic a» - .«

> Custom Filter (0)
> Author (0)

> State (0)

> Protocol (0)

> Category (0)

PBA  (RRPIEEY, M2,
P I A 5% 5 2 s BRI B

Success

Successfully activated 1 detector(s).

LIS BT A UM R #S 64 ACL LU PBR SEMS R0
a) EREXR > HREE > HREGIR > TR
b) iRy RiAEIR.
¢) WFIRMANLFR (Fn PBR sending) , 4RJ5 AliiiRin A5 £ 6 H ACE.

d) 7ERIYRIFEFIFRE BXEHES, AR RIEIR, PN 4 Pk PBRePurchase, R siili
Ry NEESI S
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Add Extended Access List Entry

Action:

[ Allow " ]

Logging:
[ Default v ]

Log Level:
Informational
Log Interval:

Sec.

Network Port @ Application @ Users @ Security Group Tag

Application Filters C Clear Al Filters ® Available Applications (3)

Selected Applications and Filters (1)
] [ Q_ pbr ® ] Applications

- PBRePurchase g
“ Risks (Any Selected) 0 PBR ]

PBRApplication [ ]

Q, Search by name

(O Very Low 804
O Low 712

) Madiim 1roE

e) KUdiRIN (Add).
) slifRE.

New Extended Access List Object

Name
PBR_shopping

Entries (1)

Sequence Action Source Source Port

ion Port Users SGT

1 Allow  Any Any Any Any PBRePurchase Any

<

>
(") Allow Overrides

Cancel m

A
g

EPFREER > RAEELERE .
A2 57 (VSR RE BB R OO b, melvidsm
FEARNNSRRE YRR BRI, MO R fr 812 g #e A & 1.

$ S %
>
0 N O
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Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ Inside1 % | v

Match Criteria and Egress Interface m

Specify forward action for chosen match criteria.

P9 MNIE ACL Fhrzlkrd, EHCOIEM ACL, fE47rfH 4 PBR sending -

iR
7, ACL S HIZHAC & 0 2RSS o 1Kt BT A s SN HIARIC A NSG A o

Add Forwarding Actions ®

Match ACL: * [Seiect... ~ ] +

Send To: * l PR ]

Interface Ordering: [Interface Priority v ] L

Available Interfaces Selected Egress Interfaces *

Search by interface name ] Q

Priority Interface

No interfaces selected
0 eBuy

0 Insidel

oz A [ E I NE Ju P
a) {EEEBIFRIIED, GEEREOED.
b) MEECHERE F B2 ok B 4 (U
o) EAREOF, AdiHNED (1 eBuy) ikl (1.

| Rl
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Add Forwarding Actions ®
Match ACL: * [PBR_shopp\'ng v ] +
Send To: * [Egress Interfaces v ]
Interface Ordering: [Interface Priority v ]
Available Interfaces Selected Egress Interfaces *
[ Search by interface name ] Q
Priority Interface
Priority Interface 0 eBuy O
0 Insidel 7k

=] -
d) midifR%E.

Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority m

Ingress Interfaces Match criteria and forward action
Insidet If traffic matches the Access List Send through 174
PBR_shopping eBuy

TEN REFENEE.

REG B P2 RV EC B 7R 1)

fEBE N AR Ak R 237 5%, JErb BITAT 20 SRR 00 28 O A1 o Aol X 2% (R 6 3% 1 £ VPN, JF:
FET BN 73 RSN o 383 Al 9 2% 15 ] AR BE H H IS8 [ Web N T2 S BB R E% 5 R 44
HA . RGBT B BN K) PBR BCEARFE .

A T AL D o 23 STHUAL P26 1L T B Y VPN GER R kg B4 L, A
ST E R AL RS SCHUAE B ) AN i J I PBR SR, 73 SCHUAL 23 TiC B KRy 5 U i 1 3
WAN [ 4% 1T AN REAUREIE (R S . LR 2 ﬁﬁ%%?%mMVmu

R BBV T el i ) ECMP X 3R S WAN A VTI $22 1 DLSZE 7 2 45 .

| wmnggm i
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Nil

8

1L7E B AEEE RO PRSI LR ERME RS

Physical Connection

Internet — — — — VTl Tunnel

{ Applications ) ECMP on VTl Interfaces
DIA Traffic

i WAN1
- N\ _VTio1
| [ e————— T "
! VTI02
WAN2 =
Branch Corporate Corporate
Internal Threat Defense Threat Defense Network
Clients 5
f Management Center- Threat Defense i
! Management Connections i
R R P T SR T ST R SO || (| ) =
FrIEZ Bl

PR BIMEGE S o0 By KB B FR 2 SCHLE BEE WAN AT VT H

Hoy SRR TCE SRS, RN

a) EFFIRE > REFEE, REgwmi K.

b) EFEEEH (Routing) > SRESEFE R (Policy Based Routing), 44 )5 7E Sk E&EY & H (Policy Based Routing)
U b, pidisn (Add).

c) 7 iRANKEZELEEE (Add Policy Based Route) X[i5HEH, M ANO3$EO (Ingress Interface) 4741
Ferhik R0 (a2, A 1 (Inside 1) AT N 2 (Inside 2)) -

e ICAC 4 A

a) SR (Add)s

b) HE ULECAAE, il v () Hedl

¢) {EFEY BiFBFIFRI TSR (New Extended Access List Object) ', #i A\ ACL HI4&FK (5l
DIA-FTD-Branch) , #A)5 sihiiRin (Add).

d) eI BiFe%% % B (Add Extended Access List Entry) xFiGHEH, M (Application) ik
TR IR FTF E T Web RN :

| Rl
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& 2: “Kif” (Applications) £+

Add Extended Access List Entry

Action:

[ © Alow v ]
Logging:

[ Default ~ ]
Log Level:

Informational

Log Interval:

Sec.

Network Port @ Application 8 users @ Security Group Tag

Application Filters C* Clear All Filters

® Available Applications (7) C

[ Q. Search by name ] [ Q. youtube ® ]

~ Risks (Any Selected) - 8
O Very Low 802 YouTube Kids i ]
O Low 708 YouTube Music (i ]
O Medium 1158 YouTube TV i ]
O High 1752 i ]
O very High 559 YouTube Uploader for Dropbox, Drive [i]

~ Business Relevance (Any Selected) - YouTubeMp3 [ ]

4 4

gmapgnniRsss ]

@
Selected Applications and Filters (2)
Applications.
YouTube inj
Youtube Upload o

=) -

fE I, ACL AP S 4LARRC B 2R A5 A1, I ELAEAS I AR C 5 0 P 2% IR 55 0 2

[ 3:47F ACL

New Extended Access List Object

Name
DIA-FTD-Branch ]
Entries (1)
Sequence Action Source Source Port Destination Destination Port Application Users SGT
i -] e g YouTube =
Allow a4 S = Youtube Upload et

4

Allow Overrides

O

e) MifRTF.
f) MITES ACL (Match ACL) #1413 fhi%+ DIA-FTD-Branch.

TR e %

wmnggm i
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a) MEIXZF| (Send To) MF0#EOHEF (Interface Ordering) N4, ZpHlik$E “H 114 11” (Egress
Interfaces) Al “FzLIHL5E” (Interface Priority).

b) 7F Available Interfaces I, sichiAf N F2 2 FRIK) 1240 LA I WANT A1 WAN2: 7ER] B{EDO
(Available Interfaces) T, PR sdchi AN A4 BRI @ 42 LUV il WANL F1 WAN2:

B 4 BLE KRR IR B

Add Forwarding Actions

Match ACL: * lDEA*FTD*B.ranch v I +
Send To: * |Egress Interfaces v I
Interface Ordering: [Imerface Priority v I o

Available Interfaces

Selected Egress Interfaces *

Search by interface name l Q
Priority Interface
Priority Interface 10 WAN1 wj
10 WAN2 o
0 Insidel
0 Inside2
0 VTIO1
-

c) MitifRTE.
B4 BRI

Ganesl m

1] LU 4miE 32 $E O (Edit Physical Interface) 7[RI o3k RE BB H (Policy Based Routing) TUH (fiL
EEOMER TREROMIEHE. ARG, HAHE “mmmszn” ik,

a) W IRE > REEE, WadhEo .

b) BCEILHHLSES . SR D KgREE (Edit), R SE:

| Rl
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5RBEROMAR
Edit Physical Interface @

General IPv4 IPvE Path Monitoring Hardware Configuration Manager Access Advanced

Name:
I WAN1 ]

Enabled

D Management Only
Description:

I ]

Mode:
I None b ]

Security Zone:

Interface ID:

GigabitEthernet0/2

MTU:
I 1500 ]

Priority:
Lo ]

Propagate Security Group Tag: [_]
NVE Only:

o) MlifE FRTE.
WIS QI T Y ECMP X 45
a) fLE&H (Routing) B, Aiii ECMP.
b) UK CHE] ECMP X3, i fAdidsmm (Add).
c) &P WANL RIWAN 2, SRJ501% 4 ECMP (X1 — ECMP-WAN. [fl#, #%01 VTI01 1 VTI02,
SR B —> ECMP [X 35 — ECMP-VTI:

& 6:1%¥% 0O 5 ECMP 18 5XBX

Equal-Cost Multipath Routing (ECMP)

Name Interfaces
ECMP-VTI VTION, VTIO2 N
ECMP-WAN WANT, WANZ

IR 6 A DX I O B A I b DA S IR A7 3 1 -
a) fEE&H (Routing) nitinr, sUiliE%7SEEH (Static Route).
b) AdiRin (Add) 3£ WANL. WAN2. VTIOL Ml VTIO2 35 EH AR . #if 8 T-4H [ ECMP X
BE D FR e A R AR E PR S) -

wmnggm i
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7:73 ECMP [X i3 3% O BL BF% 75 IR

+ Add Route

Leaked
Network * Interface fram Gateway Tunneled Metric  Tracked

Virtual

Router
+ IPv4 Routes
any-ipv4 WAN2 Global 10.10.1.65 false 10 ¢ O
any-ipvd VTI02 Global 192.169.102.21 false 1 ¢
any-ipv4 VTIO1 Global 192168.101.21 false 1 Zgn|
any-ipv4 WAN1 Global 10.101.33 false 10 ¢ O

iR
B DX el % 10 HA AR TR 1 H i sk R bR, B Se il AN T .
WD 253K 1) WAN M5 ERCE 25450 DNS, DA ORI 5 22 4 13 ) FLIEC Y«

a) EFIRE>TFERE, REHL LAl DNS H.

b) Z4REZ FEN DNS, 1 Al 4miE (Edit) LAgwiH semk, 4R )5 sl DNS.

c) ZJ WAN XA H 1) DNS fif#1H8 ¢ DNS e %545, 157E DNS & & (DNS Settings) 21~ H
it DNS RS- a4 EAE R, AR5 W D0 ik $ WAN.

d) i =151 DNS PR 88 (Trusted DNS Servers) ¥E15 1< & DNS fil# BT 2 L4 A5 AT K14 5 DNS R4S
o

TR 8 RFNEE

K E AR 4% INSIDEL 55 INSIDE2 [#)4T4A] YouTube #H 21 n) 375 K #5424 1 31 WANL 5§
WAN2, [K4E1 1K 5 DIA-FTD-Branch ACL UGfit. ATfi] Hithiisk (511 google.com) #ii4x i it 7E i
AiA] VPN B P E ) VTI0L B8 VTI02 #4738 .

WARBCE T ECMP, ] LACEEH V-7 9 2% it 1

R A K2 I51=8Y PBR A9 EL & 7~ 5l
WORBIPE A4 T S LA R BT RIS SR b G B B B A 4% K PBR:
o AP0 S s igU& N A (9141, WebEx Meetings)
* fiiJ1] RTT (5T =B H] (Biltn Office365) .
« A ZAMEET M7 Es AR EmE R .

FHIEZ Al
1. BboRBiE BN TE PBR AR B AP IR

| Rl
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aaxawz rer wRERH

2. AT A FRORECE N AN L. EAR B, NI 400 Insidel, 1 %1
444 1SPO1. 1SP02 F1 1SP03.

UK

FIE1 $:111SPOL. 1SPO2 Fl 1SPO3 I () i A2 W 43 I '«
YT O LI FR bR, e e AT T IR R A
a) LEHRE>REEE, AEHE -
b) 7E3EO (Interfaces) ETIK T, ZnfEde il EFRMNREIH K 1SPOL)
¢) RiFE&IZ ST (Path Monitoring) &1, i /B A E&1Z 4542 (Enable Path Monitoring) & i%EHE,
WIGTRe iR GESRIE KA E , o6 1) .
d) SHE FRTE.
e) HAE AL I N 1SP02 A 1SPO3 it & 4 I ¥ B
FHIE2 AL PRI SCHURIEC B SRS R, RN 210
a) MKKES: & > BB, JFHgwmi Wk
b) EFEEEH (Routing) > %8B R (Policy Based Routing), #X i 7& 58 B EL & H (Policy Based Routing)
U b, SEERAN (Add).
c) TERINSRAEELEZH (Add Policy Based Route) X ifiAEH, MDA (Ingress Interface) 7415
kPN 1 (Inside 1) .
WIE3 fREILE 4t
a) SN (Add).
b) T MULRLAHE, W Aan () e

c) AFEY EiIFBFIRI TSR (New Extended Access List Object) H, %\ ACL I FR (5t
PBR-WebEX) , #AJ5 siiiidin (Add).

d) ZERmy RiFE5)%&SE B (Add Extended Access List Entry) SHEHEF, M (Application) i%
T oI TR 55T Web IR (9140 WebEx 23330
igfE
75 b, ACL i BT A A P B o W 28 254, ELRRAN I T A A ) 8% i 25 %) %

e) MitifRTF.
f) MEITE ACL (Match ACL) #7413 ik £ PBR-WebEX.

PIR4 frE i niEn.
a) fE&IEE| (Send To) FHrakr, WhH “HHH” (Egress Interfaces).
b) MIZEOHERF (Interface Ordering) NHzFE T, EH “Fim/hEl8)” (By Minimal Jitter).

¢) {ERIA#ENO (Available Interfaces) v, siiiAHNAL LIAFNE HEk (4 &4, DUER
1SPO1. 1SP02 F1 1SP03.

d) HiRTF.

| wmnggm i
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LS FRODE 2 ML 3, NIH-—#: 1 (Insidel) 814 PBR, LAM# i i Office365 FIFET- /0 4% (1115 Il 4 il it

%:

a)
b)

<)
d)

e)
f)

BIEEVCRL AT G (1 PBR-Office365) , #X i MM A (Application) 12625 < 11 1 £ Office365 M
H.

MIEOHEF (Interface Ordering) FHIZIZEH, ikde “Hicf T M A ” (By Minimal Round Trip
Time)o

$5E O 1SPOL. 1SPO2 1 1SP0O3, 4R G i iR TR

WA, BT A% (Bt PBR-networks) , Jf7ERM4& (Network) X35 i @ P54z AT H
Fr¥Z I,

MIZOHERF (Interface Ordering) FHigaRHd, &P “¥efH/h A" (By Minimal Packet Loss).
$55E 3210 1SPOL. 1SPO2 1 1SP0O3, 4R G it iR TR

TIB6 REMNEE.
$IB 7 EAFRSNEIENE, L EE % (Devices) > % & &8 (Device Management), RJG7E % () 1A
HIEFTIRR B2 (Health Monitor). ZEATH W &1 D PFRARTEANE B, L0038 I A2 T b g il T

B

ARG R, WS sl , 265 10 10,

WebEx. Office365 Flk:T M4 ACL &< ilid M 1SP01. 1SP02 AT 1SPO3 W B I FE bR 1E 15 H 1K)
A I T R

REGBIIRERBI N EIER

=1
Ih&E BhAiEE | RIKARA |[FERER

LIRS =

KRR A
PBR ) H & N | 7.7 7.7 BiAE ] LA B @ W ) PBR Seig . P SCHR B H &
387 K SR AR, W] DAEFE TN ) PBR ZREE 99 e ACL WA

BB AE S R AN BT I B AG ) o

TG4 H1 SGT K 7.4.0 7.4.0 BIAE, nr DA T R 7 20 DL K PBR SIS R 1K) SGT X M4 4% i i
PBR %% ﬁ’\* & AT LAYE 2 SCPBR SIS R4 ACL B IEFE L 47 AT SGT XT%%

PMESUN bR IRV SRR GRS IR TR, TG SR
IR HI SRS MR > W REIE > JFEEHFIR > Ry R, AR
R 2RI .
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gmapnnntics [

By A
8 o
IS

B KRR

FRER

T HTTP (kA% 4%

7.4.0

7.2.0

PBR HL7E T A 38 5 B A 3 E 1 HTTP 4% 7 i R AT B A2 R 45 e 4R ) vk
fefets (RTT. #1380, ZBF MOS) , A LR 2 HEs 1P _E$ER.
BRUNEGLR, HEO 8 ST HTTP (0 A Mk 10, 48 n] DU I DT AT
ACL L PBR 505, 1% ACL HATHI T & R A 10 52 T 42 B TR AR 28
A,

WG AE S hE e B 1V T T TR AR I T I 1R &
(Devices) > 1 & &2 (Device Management) > 4w48#% [ (Edit Interfaces) >
E&1Z I53% (Path Monitoring) > BRI & F HTTP B9 FH 1512 (Enable HTTP
based Application Monitoring) & IE#E.

X WAN/ISP 5 Jiir B 4
BT R

7.3.0

7.3.0

FEJA T WAN (g B b, BoE T — s i 1R B A B L kAT
HAE . BUESOE 1 ORC B4 B s £ LSOy, DUEAE B % 1ok A4
FOCE I 2 R 5 I . A B0 B BIECE PBR,  URHEILSEZ0R SLA
fibrofs SF RSV & A tapnlp (D) 45 1B e 21 30— AN m] ) A il 4
Ho

PBR i WS R 3k

W

7.3.0

T AR JS T B e AR AR [RTIN, 24 PBR % WU C 8 T — Bk

BTG UK R e VS 0/ 4 B e R B O it v T R R R
Bt: B EIE (Device Management) > B (Routing) > Sk B& B B& H (Policy
Based Routing) > iR/n%E 4 384k (Add Forwarding Actions) T i .

PBR g4z MG

7.2.0

7.2.0

PBR i I # AR s SOt D B O PR R AR (RTT B13h. ZEA
MOS) o RAZIU k4 18 FH R AR I 45 0 I s o8 . ] DL I P 4%
B BTt I bR KL & PBR SRS

Wb AE S B B TR SR AR IR R I R
(Devices) > i & &1 (Device Management) > 4#%8#% 0 (Edit Interfaces) >
P2 45 $5 (Path Monitoring) ZE10 .

M FMC Web FL1fific &
TR MY % 1 o

7.1.0

FERFND . FHERIFEFHIZE FlexConfig.

TS INAE T LA FMC Web FIHIAC & S0 B %6 (i (PBR). &1 UM B v
Xf L AT A0S, IR S LB BB 2N (DIA) LKt i A 43 3L
Pl B R ik B IR o 48] LLsg SCPBR SIS AR N D14 0 b T &
T 45 5 DEAC A AT 1 1 R SR mss v L & P S sl e, i
HR IV VG D 57 ) 42 ) SR 8% DG P D P 28 i

IEIhRE T EE FMC M ERIRRCA 7.1+, % FMC TR SIRAS 7.1+ I,
PSS T % 1 FlexConfige B8 THRBIRA 7.1+ 5, WEAE
FMC Web F 1 o 0 FT AT S i e & . ST R IR B 7.1+ (1)
W%, W EA FlexConfig JFRHELE hy “FRR” FBE .

A b RE > IREEIE > IRH > RIREIREH

wmnggm i
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