Xt R E T8

AT AT H T RN B
* MZEA, B2 W
o XA, B4
* AAA RS54, 5514 0L
s il BIEL , 19 0L
o« Hihibith , 55 24 T
« NI UESS . 26 1T
« AS 1R, H526 1L
* BFD it , 27 0t
o MIELSIR , X 28 1T
s HEXBIEL, H 29 0L
* DHCP IPv6 ith , 531 7T
s W[PRAER, B 3200
* DNS le&-#s4l , % 34 10
« SNEENE , 5 35 0T
o MBS, 43 0L
* FlexConfig , % 47 71
« HhHEAL , B 48 TT
M, A8 L
o WEHEE, 49 1L
o M, E 5100
* PKI, #5401
« SREEHIER , B 71 0L
< Ui, 72 0
s WA, B 74 00
o EE MU, 5 76 UL
o AR, BB 79 T
* Sinkhole , % 90 7T
* SLA l#&dy , 5591 0L

geE ]



B ssan

HREIT

sggE |

o IFIRVE R, 28 92 0L

o BFIX, 294 TT

o BRI, 294 0T

* URL, %594 1T

o AR, 96 It

* VLAN #rid , #5110 17T

* VPN, 111171

o NGB Ll 2 129 1L

Jy T HEE RAGTER Web ST 2 FHIYE, REISMHM A XS, A5 G SRR -5 A SR ) ] 5
FNCE . BB AR, v 25k RG SR Web FUH AN [ A7 BT 1X L
NP5, AR SRR, AR WS RIS . RGN 2R I & e
SO %
X G4 BE AR QR FEXT 5 o VR 228 R O R TE B 0 SO VR AR 75 BT B % . S thmr DL
X B BRES UEAT DL R R

s AAEMHMES . 5. VLAN B URL X S 50s. & E RIS G 15 S W &m0 5 S H

150, 28 T,
WG ardl, UH—ARESIHZAMNS ESN %4, 59 Ui,
o BIETIE VAR I B, IS S, W1 .

GwARAE TS S A A R B R, DT 8 S IC . A R . VR R B 5K
W TEAEAR IR0 B2 o

\)

iR

N3P 25 5 BE 26 R BT AT SRS R I BRI XS B, W2 B Al oo IR — WIS 3 (10 80 9% P 2 P h B
X HEHEAT 1) i 2852 BE SO 2 A B0 A5 I B P S B K

A HACETA S G T BRI B SRS I, 2N A AR de& B P LARCE . Wik

PO E i)

FRAVH T LA RGP ORISR, FHFa a8 7 ] LU REAN 6 G 2R AT 40 4 sl e & DA e P 7
2

POEESi] BRI A7 BEERiFEE?

P &% = =

i 11 & 2

B usEeE




| dgee

sz |

BSEEST REF A RERTEE?
EoJup 5 5

© AKX

- gl
% 1 X 3 5 5
IR EpuRE i i
VLAN #xid & &
SMEIETE: e AdbRID (SGT) MBhEXT & 1 7
URL H 3
B E AL i i
I )5 5 5
CARRE: 4. DNS I URL 53R i i
Sinkhole 75 75
BELRIES w5 5
B EESCRIES 5 7
H O3 HRA R i i
AR B (PKI): 2 i

© WIBRISZ 54T CA

© WEBFISMBUETS
B 5 P
DN Jle 55 7 20 ?:? 5
SLA Mifias 5 g
W45 IPv4 I IPv6 5 2
S E RS %‘ P
Vil B2 bruEpg g 5 &
AS it i et

sgeE ]



. WREE R

sggE |

xR FEE GRS RERAFESR?
X HIFR 1

poul

PHERIIES i

Pl

FlexConfig: CANHI FlexConfig X% i

poul

POE

1%
Bk

POE 8

\}

P

WEE T, ST DAZE 4 RO S A B g %, L REAE 4 R b B 22 41 FRAC (SGT) X
bho RGEA WoRTE BT AU A S, SRS DU R T g . T 4y R AEA SE I b At )
BT LA T iR, B T e X R D 4.

pEkcd

DRy 22 4 DX VAL S5 70 23 i O BE B KBS B D g0, AR 038 B 03 P DL O G R AL
SeHR AEE ANZ o 7B AT ARG DO 2 AR S AT N3 11, (E e N ok iy 44 [/
4.

X RAAFRAEIRIZ IR G AR ME— (e R GEn] RES PUN 55 6 2 AT sih Bk & (R R A4 BRI
o

A

SCRFT LIS G, AT LUK sk b (K0T 5 B DA e llrh 2R AR R 5200 31— 4L

X i SCVFIEE SRS G K e 4 o8 BT e {8, G MZ% . Ji . VLAN ARiCH URL.

1fE%

MREEE

AL

S AT DU St Ao G SCERIAEL,  (HL SR VR e AR AR B D3 A 20 BN I

A P0G PR G R B BRI B4

ﬁ%ﬁﬁ%ﬁﬁﬁ%mﬁﬁ%ﬁﬁ%@ WERAE R 20 AMEFRBYFIRN R BN R4, AL T
I THT e 58 14 3 e A A DI o 5 T LR AR s o U () SRR R -

BOAEOL T, S SAZ A AR TR SR R R A o RR] LA A4 R B L o6 S AT
UR/S

ENW&

W% n LUR I E S0 B E SN . — K 1 LR 100050 % . ﬂﬁ‘%ﬁIWMW@FWV
H g

R ks e BRI SR IR A . K

EAVIREE=SbYo e SRR EVNS (S ESHITROE 3

SRA LA L R R o

B usEeE



| dgee

sxaz

POE il

A

AR S

* IR LR S FRER R o
o AL LT S bR
« FFK

* DN

* BLEAKH, WAtFER N\ NAME #1 DN %14k H .

o BT LUK AN B B S ANBIIAT BT AR R A
He

25 5 4

* SUbRBLL AR S BRI
© ORI LR 1 b
. B
* DESCRIPTION

* TYPE

- i)

o R NAME f1 VALUE %14c H A Be S AN L. JEH g
W28 6t G T4 H

« %'F FQDN %%, TYPE %4 H %41 “fqdn” , ifi
LOOKUP 5% HLAUEE R “ipvd” « “ipv6” 5K
“ipv4_ipv6” .

* 15 FQDN X} % /] LOOKUP %11 4% H rh R HR Ay 2%, T3
fFH ipv4_ipv6 FBAEKRIRAT %A H

sgeE ]



wgEm |

B sz
PO -E i1 Fom|
ity 11 * GBS LI LK A RER IR .
o SO LR B AR
« S
* PROTOCOL
* PORT
« ICMPCODE
« ICMPTYPE
* NAME %1% H 4 6 3.
* XT “tep” M “udp” WMIERY, PORT 514k H A b,
« XFF “iemp” Al “icmp6” BpZEAY, ICMPCODE Al
ICMPTYPE %14 H h 2h i,
URL * GRS LI LK AR IR .
o SO LSS LR B AR
« LK
* DESCRIPTION
* URL
o IR NAME 1 URL 4 H A e S A% H .
VLAN #rid * FFRE LA LLK'S P RER IR
o SO SIS LR B AR
« LK
* DESCRIPTION
 brid
o Ui NAME A1 TAG 7114« H A e AL H .
iz

TR ERENR > WREE.

B usEeE



| xgeE
TEDE |

P2 NG PRI RRRLZ —
* Al 9> ## 2R (Distinguished Name) > B33 % (Individual Objects) >
* MR
* im0
* URL

* VLAN FRig

HIE3 NN [3 5 %3] (Add [Object Type]) FusE hiEFESAITR (Import Object).
MRS AE b bk T AR (Individual Objects), i 5 ii S A (Import).
FE A4 5 (Browse).
TS (ERG L BNIIFIERELE 540 bR i St
$IB6 siidi Open.
T A SHEAIR RN, W LLET SR 2 #ER IR RIR B T ISR E (Add imported

Distinguished Name objects to the below object group) ZiEHE, KRG M FHHEFIEREH L FR, LU
ZEBE NI PR B .

FET LAEHEN (Import).

YREEXT R
e

TR SRR > WREE.
T2 WIIRPELESGRR,; WS PN BE I, 52 I,
PRI Sl E AR R U ) S ().
MR BIRE (D), MRS T H OB E N A VS &, 808 BB B SO R R .
TR A MR B U R B E .
PR WERGAEI LA R, W HATEEPIRRE, WS HE AR, 5107 1.
PUR6 0] LUBCE O SCVFRL o HON 52 -

© WERE RV I ST A b, THIET RIFBERLMNE; IS AV RS, B 12 0. R
AR Jeg 4 s B e R

sgeE ]



MgEmE |
B =susnaemEs

o WK S DB B, i EIT “FE 7 (Override) #5450 A RN (Add); 1S RN
WHERE, 5513 U

TR R E.
TR 8 WIRGARIZ AR, I LA E A IR/ U7 BRI, 3 e DA 2 OR A7 B

T—%Mit4
 WERTEBNSRIE I KX B, T HENCE G TES 0 & I A

EEMREEERER

AT LAFE “XT5E 1L (Object Management) U] _E A5 X G A FHFEANE S . B KBRS B0 S F
ZXGRIGRAEI DR . (HUE, FEURTZRMATZ L HY

UK

TR EFENR > HREE.
P2 EFELL T RN BB L —
* Vi HR > § R
* P FIE > brifk
« AS 1%
* FEX B
s
4%
YIS
* iy 11
* BRI > IPv4 BIGRFI %
* HIZF13K > IPv6 Wik 5%
o
* SLA =4
*« URL

* VLAN #rid

B usEeE


management-center-device-config-77_chapter6.pdf#nameddest=unique_129

| dgee

azigsngd

PR3 LR FILR) BRERIER (E9) Elbs.

ONGATEDL” (Object Usage) T 2 Wl I R I FTAT s . MR AILAR B R K513 midid]
HAEMITH , T AT O SRS DL PRI B X T B A e il — L oAb e, f5m
LA o A R PR 2 LAV I A P OT 5T

TR R R

oL

xR 4H

T RENER > WREHE,
WIB 2 1R (Filter) B NI I8 28 451

DU AL BN WA I BEATERT, DL UL H
AT LM DA A

« B5 (%) IR R EE R I — A F 5.

 BEFAF () DLHC 75 R TR R A

* KICTFT ($) VML 745 e 45 R 1 A 2%
%*E%*ﬁm%ﬁQSMWmeOMWDEﬁE,u%%%%*&@&%*ﬁ%%ﬁ%ﬁﬁ%

AR
o WIS e RAEH P G AL 585, WRZA RS B . (B2, wiEh BRkER
BY3T & (Show Unused Object) S IEHE, & Bon AR X %4 .

* BIRARERBIXT R (Show Unused Object) SIEHEIE FH T /4% . i . URL Al VLAN i X %

Fert S0 AT AT LAS I A RANRCE I 20 B RYESCVIAE Web St BTN SR G4 .
U, AEATAT AT ] g UG R T7, R DA P o O 4

AL N4 11, VLAN Fricd URL F PKI OGS 04l WEEXT G4l n] LURE, BT LK —A~ M)
SRR AT INE — AR R A b, Femalik 10 Nl

RIS R BN B AL AN BE B AT ARTR] 1 44 5K o

sgeE ]



sggE |
B so=mxzitasa

G 4 SRS R AL (KO0 S 2 g, ) 2 SRS AT (KT P 28 0 SR 2 I, S AT 028 B B K
(1 E 2 A B

HHER A SRR TS, R SMIBRAT R 2 R, seah, St JCiR M 555 s Sms i i 42 48
M. flan, JoiEmIER T AR5 Il $0 S 1) VLAN 45441 VLAN Aric4l.

A ERMRETHE
UK

TR EFHR > WREE.
HE2 IR A 5 W% (Network). im0 (Port). URL 1% VLAN #7i2 (VLAN Tag):
a) M REIBL P PR R KA,
b) I (A5 ZEE) (Add [Object Type]) R hik#tFmmeA (Add Group).
PR3 WL A IR R I N A 4 ## & FR (Distinguished Name):
a) JEJTA] 9 ##FR (Distinguished Name) 5 fi.
b) EFEXT5LE (Object Groups).
c) ATl 2 ##&FR (Add Distinguished Name).

L4 RS AR G PKI:
a) JEIT PKI 5 .
b) ERELLT o —AN1E T

* &R CAEH (Internal CA Groups)

* Z{51E CAEH (Trusted CA Groups)
* MERIEF 4R (Internal Cert Groups)

* SMERIEH 4R (External Cert Groups)

c) AiidAn[F & 2EA4H (Add [Object Type] Group).

PIRS (EAFR (Name) Hi A ME— 44 FK .
FER6 MIIRPESE DI Z NG, RJ5 sidifim (Add).

RIYY

o [ PR T B (B R (:...])) QIR ¥o8 TR iR ERUE SR N VN RIS R eg ik IS TN I
WH. SEERTB I EHME O, o8 RTBeh i EBR (©) USRI R

< WMRBE GRS, ] RN () P e

HET i FHN T ML (Network). #%H (Port). URL f1 VLAN #7i2 (VLAN Tag) 41:
PN

B usEeE



| dgee

SNREE

wszEz

< kP R FEE (Allow Override) RIEHE, SEVFAT XIS BATE 5 WS AN SR, 3
12 i,

RAHRTF

T—9#ita
© WARESY M G I RS S, TE R E I E G TS B T

WG A, BTN R E ORI, RGO R e T % (E .

T DL L€ SGE T K 2 BB (X 5, SR 5 (0 2 i D i A [ 5 SRR LA Be 4 4 e X4 1)
. BOE R DL B0 P B a RN 52, (H LA P A e 06 D AT o B3 B A SR o 0
G i SCVFRE QRN — A AR BE A (A T 3 s, T AN R R AR AN BE 36 7 EE N B AR 1)
REJT.

B, ] fEANEHE L ICMP Ui EALIE B A A AT T, AN DR BN 2% . w] LUE
S SCHATRFE N RS — PR BT TE% " IR RE 5D (U7 T 3 sk ok sl .l Fe Ve
w5, BURTAERE DG B BRI I, 1R 1% B I M S bR 45 o

ST DL 5 1 10 H AR SRR S S AEIXPII L T, BRARCE R A RE tiix(H, SRS A
G AT B AR BT B

FEXF AT IR, T LR PE AT 55 10 B R 120 B SOV A% RIS 7 414
SURGALE I EAT LA R S8 (0 578 76 -

kS

* i

* VLAN #5it

* URL

* SLA Wif=ds

i YES

o B HI

RIEEIES

* AS 1%

R RIS

* SRIESIF

* UEFEM (PKI)

sgeE ]


management-center-device-config-77_chapter6.pdf#nameddest=unique_129

sggE |

. HYIHE
R DL R0 5, MR GE S AEN S PG b O o 2R s B 2 (Override) 41 IRA A RE(H
(EELE

o ZRO/AERRIC - s A SN d H RS IR 7 2
* L0 X - FORIVE N B QI

« HUT - FoRBIRINBRZS BN E SR (B, “2” FoREEIm AN D

EENREE
32

PR EHENR > WREHE.
PB2 PWNGRBIRFPIATERE: IESFN S, 52 0.
$EI S E G EN R55UN HREE ().
R RIE (D), MRS E TG H O E AN RVFE S, S0 SR E BSOS AR .

FBA NG %

WSO - WSO R R s TESIRNIIN BER 13 UL

* RVF - AP GE S WS AV SRR, 5 12 T

o MR - FEXT SRR h, IR 7 5 5%k IR (D).

o Gk - gARNT G TG ISR G R, 5 13 L.

RAFMREE
iz

TR AN GG, Eh RIFESRIENE.
P2 R EF.

T—5#tta
ISR BRI SR 513 I

B usEeE



| xgeE
mmsEz W

N INX R 5=
a2 A
RV S B S WS WAV SE S, 12 51
UL

B NG miEST, RITEENS.
W2 LR (Add).

I3 /£ BFR (Targets) 1, % 7] A& & F13E (Available Devices and Domains) %13 i ({Iak # 4, AR5
A RN (Add).

$®A {F “F%"7 (Override) K, MABIR.
$IB 5 i N BB (Description) (FJEE) .
o2 LI N b A
-
PSR ST e PN X
FET AR (Add).
S8 T RTE.

T—F Mt 4
© WARESY M S RS B, RO E G TSI AN E T .

REMREES

FT LM St WA AN IAT B i R, (AN AT DB SO HARSIR . A, Sl 2 T — A~ A8 H e
P, 1% AR AU DA B i

UK

T NG, RITEEN .
W2 RUHEE SO AT YRR ().
P38, BXRRR (Description).
LI 4 B

TS A REFRAA A

| sgeE ]


management-center-device-config-77_chapter6.pdf#nameddest=unique_129

sggE |
B ramsz

FIR6 mdRFRARA S

T—% it a
© WERTEBNSRE S AKX 5, TIERCE LG TS A& I E

AAA i 5525

IRINATE () AAA IRE2E0 % .

% RADIUS PR %% 224R

Radius k55 as 410 R AL — a2 S0 RADIUS HR95 48951 o 3K 28R 5% 4% 1ol e i 5 1)
VPN JER I BT SR IE .

AEVR LTRSS Sy LU

FiaZ |l

)

FR ORHEE % Radius RG240 % .

RS

HI1 h R > WREE > AAA IR 28 > Radius PR 2848,
KB H T RIS ) Radius AR5 #4065 . A8 It e 40 /NI R HOSEL

SIB2 GBI — O8I H 1) RADIUS 45 2840605, 83— ANHi¥ RADIUS B4 2410 % .
ZHRADIUS JR 45 85200 , 55 16 TURIRADIUS R4S 2HIE0 , 45 14 W LIRC B b %

FE3 AR E

RADIUS A 55 25 £H & 151
S

IR > ITRETE > AAA BRSS S > RADIUS AR5 884H .. i #4)1gm % CUC & 1Y RADIUS R &5 220X %,
BN I — AN BT B A N X 5

B usEeE


management-center-device-config-77_chapter6.pdf#nameddest=unique_129

| sgEm
RADIUS AR £ 28 4RiA IR .

© BERANGEAR - SRR, JFRTEFEE R A U], DURRIRIE RADIUS RSS2 410 5 .

* LRIBMRAER - KR ICk g B E 2141 i) RADIUS MRS #5051 R4S, diki B o K ik 2
AR RS as, OEBOABCE . B0, L A, KRR RN AR S04 10 AT ik 55
o

i [BFR - WX RADIUS g5 as B AR Z [ )R . EVEH0 1 #0410 #5.

gl (WD - $5E BEFEIE RADIUS e g5 a4l 2 RIK Active Directory (AD) 4k, #RJm,
P55 SRS P PR A, DMEAE A SR 1) VPN S0 56 E £ 435I U7 ] OCIC ) RADIUS Ji
SSA o BT SR AL T N EF 47 SR B G Radius IS5 2 4T L . i %47 5 1L RADIUS
JIk 5 A LRI A R, WITEVE VT 1) RADIUS J g% a2 AR 52 5 47 50 At i () VPN B 3 6
G

A

IR W A S B4 RADIUS 1B 9 S 48 #2307 VPN, Ut
Bl i,

X B IR - Wik RADIUS HR45#sdiA T S 50AE, HIEER TRAEiem, wFikh ks
BtLLA RADIUS AR 45 #3418 A BUE K

TEAFZREA N, JEFHTE Access-Request "6 7% RADIUS 4548 %5 . Hit, “h#1 RADIUS
IR 25 25 L B ) 2 M e 22000

1B RGBT A B EABIBR - i3 A B RADIUS Ilfi BsFc bk 58T v S K T RE, DAL 3T 20 BE 1) TP 1
Wbl %0 RADIUS IR45#8. 76 “Iabg” G- Brb s e WIC ik 505 2 [ I T B 1 B CRAZINI O B
1) o FREHEIE 1 4 120, BRAE R 24.

BRASZESR RO - 1t RADIUS k4545 41)3 ] RADIUS B2 FA SR BUE M (CoA) M5 -
7Eim O Bh e T RADIUS CoA 1KMW . A7 20 & 1024 52 65535, BRIAMEN
1700, 52 S J5, FHMN ¥ RADIUS i 25 #5418 T CoA B AN,  FFAut Wi AH Y. 3ty 11 LASRIROK 171 8
B3 IR 5% 514 (ISE) 1) CoA M 5187 .

FR T8 ACL 58% AV 3 ACL &3 (Merge Downloadable ACL with Cisco AV Pair ACL) -
VP N8 ISR (JACL) 5 B R EHAE (AV) X ACL & 7F.

AN ACL 7 CiscolSE 1 SUH S Fr s n #1713, IF VR ACL 808 e H i)
#ro A RAEFRHISE T H dACL MiF4I(E R, W20 LR ISE & ELIRFE) iy “r B
R PRI )

BB AV X ACL v] FH T A A 316w SURF € IS R B0 UE . BEBCRTH T o3 . A RLE R ISE
ff ] dACL (VRN B, 5SS ERISE FH IR i “HB” —3h il “42Ri E S
PRRCE” 5.

WR%EFIG AT T2 ACL 5 2%l AV X ACL & (Merge Downloadable ACL with Cisco AV Pair
ACL), WJR] DLt LR i

- EEFR AV X ACL ZJ5 (After Cisco AV Pair ACL)# /< 7] N4 ACL 4% H N & 75 A AV
XA HZ )G

| sgeE ]


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

sggE |
B raows s sEm

- EEER} AV X ACL Z &l (Before Cisco AV Pair ACL)#E 7/~ 1] N4 ACL 4% H M & 78 R}
AV X 4% B Z i

* RADIUS BRE £ - i 2 W RADIUS R4-253ET0 , 45 16 1.

HxEH
NN RADIUS Hi45284l , 25 14 1T

RADIUS Al 55 28 1151

SEEE

& > IHREE > AAA BRE 2% > Radius AR5 8840 . EHF I — 4 1 RADIUS k45 2841 %)
%, AN IN—AHH RADIUS R4 233 % SRJ57E “RADIUS IRE-A34L” SPiEHES, EH I
HAE— O RADIUS BRE54%, & II—/N 8 RADIUS fR454% .

1P Hbhb/ R - bR DR ) FLR 3% B 4 B0AIE 1 K 1) RADIUS JR 45 %% 1 E AL 4% B TP bk (1) 1 2%
%, HESES—IN, LlR “RADIUS R4s#s41” H) R P in A ks 2. 8 Al RADIUS
AR %25

N

FR RIS IPv6 TP Hilik [ T RADIUS S35 B64F o

* B RADIUS R 55 28 BY3H B SR IR IERS- 15 5 0 S0 e e il DR 37 Rk 55 4 2% )7 i 1T, 22
RADIUS JI 55 % A5 K Sisi 10 #2037 22 AR I b it ¥ A8V S Rk o v e 2 i 7 i 2
P TWHE G

TR DL g0
* RADIUS Jili 5w D020 HAT T B S B E 2 B2
o SN SCHE B S I IF SRS W . I, % RADIUS &k il it 4 kM. 5%
SRR DIREISR S FTD MIVEANME S, WS04 3 H RADIUS JIR45 2% 17 B 5 43 560 2% 4 73 P
yK, 17 T,
* B I8EIR O - £ BT RADIUS G433 UE A2 o BRIAE S 1812,
o FEARMINESA - T TR s () ) 5 RADIUS JIRSS 2% 2 8] N &5 Bl i JL 2 254
ZEHE AN KNG R, E 127 AN SOV R R 4

AERE Bt SIS 41S RADIUS JRJ6 B8 LS HIAIICRC. 6 “BIIA” 7R s %
w4,

o ek O - 723 FHAT RADIUS ek (13 11, BRIk 1813,
o FBREY - G (K 2T I

B usEeE



| dgee
B RADIUS R B e snnirskaunz [

A\

AR RADIUS XU 3 5 03 RAE R INAE 2 20k 60 Fak bl L. BRYGEIN{E 10
o

o EEAR - A Ak ek B 0 @ T R4 B RADIUS IR 25 28 1% 4%
* R EEE (Routing) FRzE 21 LIS F % Hh 32 .
« midFERED (Specific Interface) FRIEZHL, ARJ5 N I ik de—AN 22 4 X /3 D 41 ok,

EE O CBRA) o WIREAATHAE B, W E PR e ARl B B A I AN T
ANBEFHATATT oA 055 #4158 o RADIUS o S8t m] DLIE PR 42 11 41 .

* EEE ACL - MAIR kP E 2 ) ACL 5L I ACL.
N

AR AR X T g MR ) ACL 48R BEARH) 5% ] ACL
LS ISE RS- 220 (1 redirect-acl ZFRAE A . 7ERCE ACL X4,
TEIA RS ISE FIDNS HRS i £ “PHIE” B4, JErTE RSk £ “ o
VF” #AE.

HXER
NN RADIUS 45254l , 25 14 71T
RADIUS R4 4k , 25 14 7T

JZ F RADIUS Ak 55 22 BYiH B BRI IE SRR A 11515

% 1: 2 A RADIUS FR %5 2 HUH B SHA I IERR BIBA AR E TR L 71 FRA1EIERE

B A IEEIR AR | ARAS NGIPS FX0S ki A& PAM RADIUS }5 7
piN
7.7 7.7 — 2.17.0 3.0.0

NINBRREFRIRS

FrIAZ Al

M SAML B 3 FAHFR 7 R LA T A5 R -
* SO R LR PSR ID URL
* X URL

* V£ URL

I sgeE ]



B anzszsnss

sggE |

SO AU, IR By kB B0 Web JU1HT (3% % (Devices) > iE$ (Certificates)) 7t
HE HIE

ARVEAME R, SR E SAML #5085 S0y Rk

B2

TE RUOEFE R > WREE > AAARRS = > BRERRE
T2 mili RN SE RS JFRALU T PRI

3
3

B usEeE

BFR-SAML HL i SR I 55 B0 S I A PR

B2 #32F 4K 1D (1dentity Provider Entity ID) - 7£ SAML IdP A S T-ME—Hr LI 55
FALRI I URL.

TR TEHE XML [ TTHI) URL, Jo#dis XML 368 7 SAML A0k 2K Q4] i 3 15 K .
SSO URL-H T %555 SAML S ) # L FE FE il 45 45 () URL.
SEEH URL-FH T4 SAML S $2 A FE IS5 2% 1 URL .

E K URL (Base URL) - £ S {42 FE 7 G 0 Fse e, KA P & bl (1) URL. X2 H
AV ] VPN FCE 1115 W) 42 1) URL.

B3R HEF2FIEP (1dentity Provider Certificate) - VM2 LASGIE t IdP 2544 #0314 JEL () IdP [3IE
1.

IR LR G PEAERE AR TS, BN TR G0 8T 0 By e % .

HREAMEER, ESHEP L.

BNAE ¥ BT Microsoft Azure YEMN I CA WE-BIEM AE4TE 5 . Microsoft Azure SAML £
HRUFE P LRI N FRCE . T A E SO B 2T E A MS Azure SAML & 7y 244%

Fefyo XT84 MS Azuare N H] CERIABEEERSN) , RnT DIZE DT i) VPN RIS RS B SO
BRI EEA (CAIEF) .

ARVEME R, ESRICEZH VM VPN [ AAA 5 .

BR S5 2 1 EIEF (Service Provider Certificate) - 1E45, 1281k IFE 1dP #7541 .
W ARTE A UETS, A S IR NRE S . AORTRE R, ES D R R
VB KB R-IEPEH TX SAML F 06 SR v SR 485 44 11 0 23 509

54 NI 5 Bl Bt 51 . SHAL, SHA256, SHA384, SHAS12. i&Ft “T5” nIAEINg.

B RABRT - 5 5 1 58 )5 5 8 3175 3K 1) SAML W 5 45 %00 . SAML IdP 4 W5 /M I . NotBefore
F1 NotOnOrAfter . Y0 IEH M FI HERE CFR) NotBeforef (_fE) NotBefore fiii_L timeout
1 NotOnOr After /1 {145 /N I TRV P o R, 4 SR 8 R I KT TP ) NotOnOr After it
BF, U200 $5 52 AR R, JFE 4 NotOnOr After R . 4n S48 s HE I Al NotBefore i H (1) &L A1 7)s
T NotOnOrAfter I a], W] &I 2578 o .
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el |

EBIFYEHJE 1-7200 75, BRIASE 300 B2

« BR{XTEREBM 4% _E AT i i8] B4 1dP (Enable 1dP only accessible on Internal Network) - £ 5t SAML
IdP {7 T EB &5 1, SRR, s qMoc, IR 44 webvpn 23176 FH 2 Al IdP 2 [7)

LS.
* 1BK 1dP 12 % b EH AT B0 08 UE- 18 F8 b3k 10 DAZE RO S IS5 F P BT S A B AR, BT 22 i
H 1dP <56 3

© RVFB EE-1L LA IEAE LA SV XS I R U SR R O A i B A T B
T3 AR E.

HXER
e B R ] VPN [ AAA 5 H

AEETES

ViRFNE SR (BT RPERIZIR [ACLD » GEFMRSS RN R . AT fERC AR € DR (1)
g A, X B NAEHANX LR B T U ACL BT eI, R tbiRgs, i “Fl
1b” PR S MR S5 HERR . AR S5 b HERR TR A RS 58 4 B SR L

] DA & LA 2R ACL:

o §RE - AR AL/ UMD ARk PR R . SR IPv4 A TPve Mtk (R RLFESS 2 FUU
RHD -

o bl - DORSE H bbb R . SR TPv4.

ACL HH— N2 A5 ¥ H14 H (ACE) g4l k. ACE IR w2 . MV ACL LA 4L
WEETYS “AVF” ACE ILRCR, 3R 0104 B 0 HGTE 84 ACE B TR, 4
FIVLACIS, AFRIEEZ ACE. #iln, Wi “fiF” 10.100.10.1, {HZ “FHIE” 10.100.10.0/24
FIFE A bl W) ARVFS H AL AEBL 46 H 2 A e — MOk, B 58 HAR RN & T ACL T

5 RV 4 HAULHL AEE Gl A 2 Rl
LR E A A fid s ACL X%,

ELE B ACL 3%
MR PEVE A B AR i bl . BRSO . Y 40 DG TC 9 I Bt SRy o IPve, AT B ACL %
%,

UK

TR AR MR > HMREE, R MNHRPIES R > JHREE > 76ETIR > TR,

| sgeE ]
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PB2 PATUL P2 —:
o filiiRnY RiAiE3I3 (Add Extended Access List) LLA1I#: B K ACL.
* niili HEE () LI X4

DRI CHEY R ACL USRI S ” (New Extended Access List Object) S IEHEH, FAX ZIZAFK R
FOFEAZH , FFRCE VIR H

a)

b)

<)

d)

e)

B usEeE

PATEL R A2
* siiERn (Add) LLEEERT 4 H
* wiili #RAE () LRI 4 H

EPARIE (Action), R AVF (JCED EEFH I CRILED RS

pEib

H&IEF (Logging). HERZAI (Log Level) L1 BA&EFE (Log Interval) 554X 1117 a4 )
CBf 33 1 84 R N I ACL) o BT ACL XS F- U7 IR, 3 K3k 26 (A By JL BRI

fH.

{8 F L AT — 7 12:4E 4% (Network) ZEX5 - _F 1 B 50RT H bRl .

« I “HIHI” (Available) 511 i EE T I 40 5 8R4, 4R 4 73RN 215K (Add to Source)
o M%) B4R (Add to Destination). 1] BURLIS e 91122 L7 ) + Bt GU ik .
DL A 18 H] TPv4 FT IPV6 Hihk

o LEYREL H ARSI T 10 A g EAE TPy A HBHE T 5 78 hn (Add) . %80T LTS 2 s ER AR (an
10.100.10.5 8% 2001:DBS8::0DB8:800:200C:417A) 551/ (10.100.10.0/24 5% 10.100.10.0
255.255.255.0 k3%, B{ 2001:DB8:0:CD30::/60 iXF IPv6 4D .

st A (Port) JEI-R AL BA MR — AR B R S5

o AT AR TP $E T i 0 UM 5, AR5 AU IR 2R (Add to Source) 2R AN B R (Add
to Destination). & n] Ll i sl 413 B + S QD et % . XF %0 LR & TCP/UDP
Uty 1. ICMP/ICMPv6 71 BB sl JLAb M (R4S “AT&7 [any]) o {HJE, W F S HI%HE
Uit 1) 452 TCP/UDP. & JCVE k#0114 .

XfF TCP/UDP, &, WRIRINFE @ T IR H bR 2B, 2008 99 2 Hh A5 FH A 9] A b
Wo filtn, #ARESSE UDP Y LR TCP H bRt 1 .

o FEVE B H FRFIZE T T A G BEAE i A\ BI2E i 14 B BO /i 3N (Add)
a4
EORPGE M TPrAT TP U 4 H, IHEFEIRE “ Py Dt H brdn D0 52 .
s R (Application) JEIN, AR Je e % B B TLIC R Uy 1) s 7 4 1K B ] o

EEEM
* NN RAATCE N ] BRI, kIR AGE ] TR %



| dgee

f)

2

mErEAcLxz ]

o ANCAE SFEME TR e e R AT A AT N T 9 B ACL. 5 20 4E HoAb Sk rp A e, R HAT
RN HANSZ I HF . W OR A SRS T % ph e B F8 As/ISE Mt ', B g H4E Y ACL
A 543 FiT SGT.

a4
* A AL A AR s — 2R I 900 SO o A S Vg Il 4o Semss b vl AR S DR 48
PR A 3 — AN B0 (FQDN Zesiiufil At b 1P bk Fisi 11D ] UK B 263 F o W
e GHE VDB BB T B, IR SR E W R R

 ANSCRFATP R SCI 5 SR s 4

© HAT, B ChaE By BEANSCRE AT SO e SON B 4L, AN SR VB Seiiie
SN HIZ o

o T LMEHI NI I 9E v T SR UK R A8 2§ (Application Filters) SRALALILSIZ .

iR RIEIR, R JE L BN HE Y y (PBR) 702K . T L

EEEM
DO SR TR e R A P AL P P E T JE ACL. iR 2048 AR S ms P AL e, N
FAT AR HASE S o

paib
* A] A4 (Available Realms) #1)5 45 7 LUC & 1) Active Directory/LDAP 43, £ 4
R FLAE A5 B, 82052 5 8 LDAP 4k sk Active Directory A4k H & flE
BRI RO
pEb 4
ASCFREAH AT AT Azure AD 4038,

* ATARA P YIRS BoRTiE AD/LDAP S8 O R A 4l ZEREH . P 41ER
B, NS ERK (Integrations) > Hfth £ X (Other Integrations) > 47 (Realms), X5
XFAHIC ) Active Directory/LDAP 43 15 i T %% (Download).

P
JHN T A 22 W] SCHF 512 AN P 4H A 64000 AN TP UK

o FEF P SRR R AN AL 5 B 0 S SOYIE] D B TP RS RIURD P LR B B A K
BIE B K A B D X F] .

mlr R 24BRRIC (Security Group Tag) LTI~ , AR5 e 2 ELAE LI 17 1) 5 73 28 1 SGT
Frid.

EEEM
O S AL TP K SGT A9 i ACL. 120 7E At s b A JH e, BN LAT ok gn AV
S

a4

sgeE ]
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* AT AL £ B4R (Available Security Group Tags) #1134 ok CRLCE M2 A brid. &l
LLEPAE ] ISE SGT 52k F & X SGT.

« B{H] ISE SGT, ifffiftidd il &SRB R EM M SXP F /80K ISE 5 By KB4 B
O . HIRISE EMME LG R, SRS BRS04 5% (Cisco ISE) G435
Tk
iR
TERI ISE BCAALES 3.2 34 1. 3.0 R 2.7 (BN 2+,

o HRAE A g X SGT fE R, ES I AIHE 27 SAbric %, 542 1.

h)  EFERTRRINA, RESERMEIEN (Add to Rule).

iR
* WJMEY JE ACL XTGP RC & H AR RS ANN I -

o BEAV5 I FERIAE H R PTE N (Nertwork 95015 2 — M4 IRk 9541 (NSG),  1h4]
AR B NSG T EEILIMI VS i, AR 5 Fride I FH 4L i DL CR it s AT 0 2K

) RN (Add) LRSS FER B 4
P T, RIS A, DA IORINI A A s R 2 AL
%I R DL e A S (1 A Ak H

SRR A WORZ VPRI RS T B o, IR RIFBEREIENE, WS ARV R, 5 12 T
FES LR TF.

BLE ARSI )X &
R 55 Vs il G ST W V) Wk BRI REYT 1) VPN S5 R 55 i 505 L 1) 45 Ao IERT 558 IR 45
TR 2 AMZIF AT IR o B HRSS VT A — A “ feir” o “HH4s” $RAFLL &1L RChR
e, AE S PN e SR EEA, B G e IR BERL T A R B B D 1), DR AR
AV DR R A REVT IR 8 IO 55 o A SRR S AR WA ANUE S, DSt ER DA 35 A

FHIaZ Al
 BCEIMATEX R . ATRVEAME S, WS IMEEN , 5 48 UL,
* BCEIEFEVIH) VPN Hims . AOCTEAEE, IS A R Ui i) VPN S5

R

PR IEHITR (Object) X KR EE (Object Management).

B usEeE
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mamrsmads [

$IE2 fEAMER T, SdiiAEFlFk (Access List) > ARS8 (Service Access).
HIE3 LdHR MRS A E 3T & (Add Service Access Object) DL /NF x4 .
$IE 4 {ERIARSH E %5 (Add Service Access Object) AEHEHT, FLHE LI N &5

a) TEAFR (Name) 7B, HIAXNZRIIAFR.
b) RARIREI, Ao AR S5 UG i R R ANBR S5 i A (Add Service Access Rule) Xif
TEAET, TCE DL T 24

1. W RRgIR s 2215 (Allow) 5i3E4E (Deny) #1%.

2. MATHEZR/MEX (Available Countries) H1, HEFEEZ/HLX . RPN P e S AT B
%, WIFKH EiktIRLIE (Selected Geolocation) 414 .

3. sidiidim (Add).

QU RSV R, 2 AR B — NP0 o BT W@ I BT o 8GR X U R
BT HE .

MEKIARRAE (Default Action) THizIE T, E#f R 1FFTA ER/MMEX (Allow All Countries) BB FT G
EZ/H#[X (Deny All Countries).

(W3 k&S (Allow Overrides) &IEHE, AR5 mith + R & MRS Ui 1) 6 S I 2 5
Pk 2
MBI L TG, R B D EE G, 2 (7 AN A2 SR A S e X
=R

(Ak) 7ERINBR %17 518 = (Add Service Access Override) XFilHE ], Bl & UL FS4L.
a) M BFRI&Z N (Target Devices and Domains) R4, SEFR7E o5 i ) 3 2% mli e .
b) BUFEE I E0), R R .
o) AUHIRANELI, Aot G g 55 00 R 25 U i) AU o

1. W FHsIR i i (Allow) si$B4E (Deny) 1.

2. MATAEZR/MEX (Available Countries) H1, WEHEE /MK . KPNEH P e SO AT B0
%, e K I 2 ikt IR E (Selected Geolocation) 4155 «

3. AiliRin (Add).
d) MEKIAIRAE (Default Action) MzgiZk, EFRIFERB ER/MHX (Allow All Countries) Bi$E 4

FrEEZR/H[X (Deny All Countries).
e) miilidRin (Add).

RAHRTF

T—$Htta
FETERLYT I VPN S0 PCE RS VT A G, AR L, 2 IR B R T VPN V7 3.
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it E 4R ACL &

B H AR 1Pv4 MUk DCRCHR BN, A ARiE ACL X5, A0, 1Y ACL.
T2

P R R > WHRER, R MNHFPIER R > HREER > 70 5%K > iR,
FIE2 PUTUL FEAEZ —:

o fidh RINARAET B 5 LB S .
* ity YREE (2) Ui IA N S .
HIEI E OHEAEACL ViR FIEXTSR " MHEHES, AN B GFR OR RV 2R, JFlCE Dy
% H:
a) PATLLFEREZ —:
o AN (Add) LLAEEE4 H .
« miih A (2) UgnIA 4 H .

b) TR R EHI A H , RCE LR
* $R1E (Action) - REALVF (VLR i RBLIE CRITAD U BbbRifE.
» P& (Network) - VB T AL F BRIy TPve 1946 0 5ol .

¢) KRN (Add) PLR 2 HASINZI0 4 .
d) WABE, WEAEIHESI A H, DHZ EBUIBRSE RS BT A8 2 (0

IR DA g AR R b A H

PR A WURE VPR IO RIAT L o, TR RIFB SR LENE; WS AV, 9 12 T
FES iR F.

Ho ik i
a] DLy IPv4 A1 1Pv6 TR & 1P Huhibvh, iZdbhbyhn] H TR0, 5 HT VPN @R i
B, XTFEA ORI IER, &0 IR E MAC Hulikbib .

UK

T EFITR (Objects) > IR EIE (Object Management) > ikt (Address Pools).

B usEeE
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soatst

$IE2 pidh IPv4 ith (IPv4 Pools), #RJ5 s8N IPv4 ith (Add IPv4 Pools) JFfc & LA~ 7B :

NS

© BFR - B AR 2 i 64 ST

* AR - izt AN AT B

* 1P sk - Fi AL ] PRI R T 7R AR R 45 R b TR0 R TR S AT
. 10.10.147.100-10.10.147.177.

* 88 - bRk 1P MLkt BT 1 19

* RFEBE - W ILRIEME RN S . Rl RITHL T R on B R . BT LU 5 A
RSB . ARG R, WS ERER , 511 0

T3 AdRE.
HI A4 5] 1PV6 ith (IPV6 Pools), 4RJ5 Aiilidsan IPv6 th (Add IPV6 Pools) FHt & LA R 7Bt .

o ST

© BER - BN A PR 2T 64 T

* LEA - At N Al g ] .

* IPv6 Hidk - fi A FCE A o a) A S AN TP MR R ATER S (A B0 o il
2001:DBS8::1/64.

* HUEECE - bR HE i AN TEAG TP HuhEFFAATE IPve Mk £ .

* RFEE - WL RIEME T R I . R EITHT R P R B R T DU sl ks
B ARG, WM RER , 911 0

S L RTE.
PIE6 s MAC Helibith (MAC Address Pool) , #XJ5 i idsin MAC ekt (Add MAC Address Pool) Jf:

FeE AR 7B
PN DU AR RE, AT DU LGS MAC Hidibith . 3 0 F- 2 & MAC Ml JEAVE L,
EARAEA R PR AT R, e ] T D BN 1 70 HEME — 1) MAC Hiulik. 152 B RCE MAC Mk

2o Sehy

o AR - EAHUEER L AR, I AT 64 NFRF

AR - A A B .

* MAC it S5 Bl (MAC Address Range) - #ii At i i ) MAC bl 7GRl 78 T iRk g o)
Mok a4 A RI2k, Fl4n: 000C.F142.4CD1-000C.F142.4CD7.

© RVFES - TP ILRENER R B . s ETT ST Bon B R T BUE R R AR
B S ARG, WS RER , 911 0

sgeE ]
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Rz B i e 28

B RGP D L P A, 0T DU I I BEACRF A A XU g5 SRIAE . SO ATARL)
MGV, AT P BT AFERT G B b, DURGER LR B 0 41 & D SRl as DAY
FI 8 SCALA 0 Ay, QU BT SR A A 7 SO L g o AT SQTEAIME R, TH 2
JS2FH R 25 Ao

AS ig1Z

AS BT BGP ML B, E A AS 45 /751, i nr LAY ] M 4% . AS-PATH A& Tk
PEESHE A AL 43 1) 502 1) 65 E PROJRORT B it 2 TR PRI 1) AS 9 5 781 AHAR A R 40 (ASes) 1
BGP A A1 5T O an ] AR AS BIZRITITH S o TERRAN K Fh 28 8 A7 0% H b 1) B R 8% 1 R8T
ARG, E AR % B sk R A B LR B B 16 P S FR bR i A2 i M Rk B LA Sk, T
A5 B IE ) I AL 4, DRI R AR T 2 (1) R I Eh 2 2 W S LM — ASS 45 T 21 BGP W5 B P 1) ASes
B3z, BRI B HIIAS-PATH. AS-PATH DL AS Rif ik [ 4% Sy o i) A i ph BRI s A 2
ffH “BCE AS #6457 (Configure AS Path) UUIAIE . S HIFI i B0 RSE (AS) BAL KGN . &
Al DLAEE AS BR AN DATE O % FH e . SRBS U . BGP ARJa ik eI AT H . AS BRI yE#s {145 R
% 300 3o A P 10 ) 2R ke ok i % el BB R

AL RS B A .

FIN KKIEFE IR (Objects) > X K EHE (Object Management) J M H >k L+ AS B81% (AS Path).
FIB2 5N AS #12 (Add AS Path).
HIR3 ERAFR (Name) FEHHIA AS BN LA TR, ARENT 15 500 211,
HIE 4 L ENE AS BRIEXTR (New AS Path Object) % 11 L1370 (Add).
a) MIRE (Action) Ry iksE “ VF” (Allow) 5% “FLiE” (Block) 33 LLHE /< T8 2 KV 1)«
b) fEIEMZRIAT (Regular Expression) 7B i Ml 1 E X AS ARl JE o i 1 WA 2.
o) i (Add).
PIS WEREARVIIEN R AT E R, W RIFBELIENE; WS AV RS . 2B 12 U
FE6 SR TE

B usEeE
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BFD &1

$IE5

sro 1ztn ]

BFD #4452 —41 BFD [0] &1 . BFD ik G & ) BFD [A]BgE AL 2 T A 0. sk, 8
ALK FOR 22 Bk 2 TR E S IR . BN, Echo A 2R AR . 48 m] DUNAE #ugl s
EA

IEPE3T R (Objects) > R EIE (Object Management) > BFD 4} (BFD Template).
Rl iRAn BFD 4R (Add BFD Template) 5t 4w%8 (Edit).

et d

N R IEAE G AR, GBSO AL AR ZE T

7F Template IR -, FlE DL RS

* Template Name - tt BFD B 40K A0 I — N 4FR, A Relc BERACT RS R
DR TR, I AR & 5.

* 27 (Type) - i BBk (Single-Hop) 5% Bk (Multi-Hop) i 4 .
* Enable Echo - (n[iE) S Pt e H [F18

WA R RN DhBE, BFD P A0 Rt LA i 0% DARF SRl N 18] o R LW Rg RN D e, BFD
P A B oHs LA K P e A< A, T 1 T K [ 2 e o DA ey TR A0 o I RT g, Fefi T
BUE AL NS

EE BRI b, AlE DU IR

a) MIBFEZEE (Interval Type) TR HIEFRMF (Microseconds) EiZ# (Milliseconds).

b) 7EEE (Multiplier) 7B, Fa AT o SAMSIN R {5 . (7" 71 BFD P BIR AR A o) I
TANE 3 )2 BFD A4 (AR Ok 2 JiT 2B i K 1% BFD XS8R 1K1 2 BFD #4864 0.4
JEFER 3 350, BRINE N 3.

¢) fERMER (Minimum Transmit) 7B, S A/ MERIRIEIIRE. EE N T 50 £ 999 2P uk
50000 %] 999000 £ F» 2 [d].

d) 7EsE/MEYR (Minimum Receive) 7B, A /NMERIBEDIRE . Ja T 50 2] 999 ZZFb K
50000 | 999000 Z£F 2 [i]

7£ Authentication I~ &, FCE DL NIED:

* SRIGIEZLEE! (Authentication Type) - AT H741& k4 NONE. md5. meticulous-sha-1.
meticulous-md5 &% sha-1.

* INEEZERG (Encrypted Password) - (Rl %) Ji S 4 56 1E 535 i s

sgeE ]
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B =ez4nzx

* %G (Password) - W ZfH FIEAT B 473 50 UF 1R 26 b B iSCFE B0 A mh A R £ 03 560 UE 26
ARBE AT 13 29 N NG FBECF AR AR 8, AR — DN RE D e s 7 e e
o BN, “lpassword” Y “0 password” JCRY .

* Key ID - ILRC#PE L2549 1D, JulEh 0 3 255,

LIE6 SHWE.
IR Al Apply BIRAE BED B L &

ZHEEHTIR

WHEEIIR R 2 BT S . R TIUE SCE AR A P A SSL =k TLS Ji#
S AR AT LAAE SSLORLI A F 5 i B M A A5 81| AR B AT SSL &2 il (1% 7
Ui IR 5% #4275 A0 Z N B Bk s v . W AR S i 51 R 3] SSLOAN, Al %471
RP AT B B A SSL 23 1 #R UL AC i K o

)

AR BREHEEIEANE S ESIRAE Web St vl AL EARE, AHAREZ I A& Sl i £
o

BIEERBENHTIR
iz

T EFENR > WREE.

FIE2 P ZEA YR LB ZEIBELFFE (Cipher Suite List).

#1183 LT Add Cipher Suites.

FIE4 i\ Name.

HIE5 WA FAEED (Available Ciphers) | ik £ — A2 M EILENE

FI6 sl (Add).

S8BT o, SHETEZED (Selected Ciphers) 517 Hh Bl s 4T 25 2455 121 1 B (L)
$IE8 SR E.

T—% it a
© WARTES MG IR S, IERERE E NG WS HE N E .

B usEeE
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X FIFR

P
PIR2
PR3
PIR4

$IE5

T

axsx [

AR ATEE L I BGP g 1o ARG AR AU RN R PR H . e T B dibsic. BGPALIX
JER R AL W] 3 Fe 4 5 T 28O 0 o B I LAR AR Fa O BfE . AR X T TRl =l s P — AL AT s . -
Pr B AL AT LA ALK LR i W T JE i e S, 9] Qe 8 0 Oy 7 A ¥ BT e A i At s
i “PCEALXAIZR” GO A SRR AL X PR SRS G o ] LA AL X B0 5 LLAE R
LI PSR SRS S IR A P o T DU P A (X 813 G 3 A 1 by WS P DL P ) A AR A DX 4
FEX AR VL ACTE AT P AR . H PRI UREA T VLIS, A R BIVLRCTIOA 1k

BB RS B A .

IGEPEIS & > FHREBIFMH FHEFHEXTIR.
ARt X%k (Add Community List).
ERAMTAB, fRettX YRR I FK
i X FR TS (New Community List Object) % 111 _E 150 (Add).
TEPERRAE R T2 DAFE - A X 28
PR X F1 R T4 O 04 RN AR X G o
EFE
ANFELE]— X AR G R HA MR “hauE” R “d 7 R NZRA R4 H .
a) MIRIE N R AR ES “ RF” 5 R EITCAFR R B2 R VT ) .
b) EHXFEF, fFREHXS. HRETLIM 1 3] 4294967295 54 M 0:1 3 65534:65535.
c) IEFAHNMIEEEH LR,
o BERR - EFEFRE B DA IX o RGE M A X EEAR (ARSNGB AT HeAE X i
i,
s TBE-EFREAWE CAEX . RGEA AT A (AN 2 BAT At X 1
.
s TS -G A FH O . R R — VA FR G0 IO REA g 356 B P 1) A
FHIR RS S LA AL X B o AS2 ) AN S5 AR 15 X S8 B o

TEPEI R LIk Fo ] DAFR 7 41 DX RIS T

Y RERAE X A Rl o N FRA L T gt X . IENFRIA S T8 2 B 54X B M VT AR
a) MIRIE N R FIRPER “ vE” 8 “PHIE” EITUAFR S FOB 4> KT )

b) {EFIERFB R E ENERE A

M (Add).

SR8 WIREAVIN IS R AT B o, kP RITBERIEMNE, WS W AVPU S, 2 12 1

sgeE ]
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T miRTF

i RFLX

I RAL DX 2 — S RIS AN JE LI H (1. BGP 3 Ak X 512 HAT W) H] Thsad 2L =l 1Y J ok
(O —ZUAT S R E o 1K ebrac P 7R 26 E WU 1Y) match 7R, FH T3k D8 b DASEEILE F0L % Hh 4% 2 1)
(e phitt o A8 T LA A AL X B2 SRS A B LTI I8 . 37 AL IX 1R 2 DL AL T )
A PHIR . BRI AT ILAS, ERRE AR s d HAs (heifl) sUEERIEA (777D
FIUCHCI . AEH] “ 9 AL Ui G A G fE AL X AR SR 4

\)

AR PRAXAIRAGER THCE R I AT .

TOTLCR R RS e A .

UK

T KUOEREI R > WREE, I HRTIEPFHXTIR > T RBHEX.
$E®2 SR B X %1% (Add Extended Community List).
T3 ARZMTBN, IREY AR TR SR BRI EA R 80 N T 4F.
LI 4 R AL A
o filikRAE (Standard) FEIEL, FRE— A EREZANE B H bR
* SR (Expanded) Sk il e ik .
pEib
TRl AN AL X AR G AN Re Rl I BAA AR “hrt” A1 “de” & AL AL 4 H
PS5 pihiiRn (Add).
P W CIEBAREE Y AL BN AY, 452 PR N2
a) EFFIS BT, A ERIHAT T .
JEHV SRS T I ME—

b) (EIRAE N AR, AR AV RAT IAL SR € IO UL RO th RSB i, W RE R, R R
7 B A E AN E RO UL G th H AR e, 15 IEFERELE .
¢) fEERE BFRTECT, JREHH HAR.

o S DAZE BN 4 H AR R I s AN B th ARk — 20 DL S5 20 B i 4% 1 H kR 640 1:2,1:4,1:6.
o HAUETT LA 1:1 3 65534:65535.

s AN HPRZ TS 8 N H AR,

B usEeE
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* NREES Z AN H W E 2R HAr. #lan, KB E4d A 1:200,100:100,1: 300 i i H Frc &
seql, Jf{¥iH 1:300,100:100,1: 200 % f1 H ArC & seq2. XS SEK E L XN His, HL
1ERE

IR W O RAE Y A X IR, 45 E A R 2
a) EFFISFET, AN E AT IR o
FP S AE SR A A2 —

b) (EIRAE R AR, WRE AV RAT IAR TR E HOULHC IE WL SC By, TR R R
IELEELAT BLAN R RE I VL ARG IE ARG S e, TR +¥ PR
o) fEFEX T B HE IENZRIL,

o WTLATESANSE H s IS 2% B ARE— 4L LUS A B % el B bwe i, ~N(16) ] (18)):()$-
s 2 LA AN H AN 16 AN E R IE .

* NREE 2K H I E Z RIIENZRER . filhn, BZMAH ~(16) | (18)):(.)$M_[0-9]*$ %
i HARECE seql, FEAE A [0-91*$((16) | (18)):()$ M HArAL & seq2. XS SHMKESL
RIENFRE, HIEHRE .

% BGP IFNWZERER MG R, ESbit.

FUR8 WORE VPRI RIAT B o, IR RIFBRRIEME, WS ARV R, 5 12 I
P9 MR

A DAFE % r ISR ) G SRR B 20 B 1) match A 51T AL X B3R .

o TERE ERBL O S, P REAL X B R 1 A B R E R N ES R BR ST £ B > Match F 4] > BGP > #t[X
FIR > RN BAA X BTN TEHEF . A OCHE M W HH LS BGP BB MITEANE B, 165 M H
WSS, 25 76 1.

s FERMESIZS G, §T AL X AR I A R R AE TR ISR AR 5 3 > L XA > Fny R4 X 5%
XFUHEF . A ALK SR PR E BGP WE TG R, WAk , 2 71 1.

DHCP IPv6 it

XTS5 B RTINS (] TPv6 RITZRHZ R i) Al 1 JE IR A ik [ S & (SLAAC) 1% ) 5,
AT LA L 52 S DHCP IPv6 311 40 il 4 DHCPV6 RS 28k BB B, LMEESATm mphbii
1 A AR (IR) Bdi I (it DN'S IR 4% 2% s ok 42 S50 o BN 40 A B2 IR Bl f, AR
FU AL . N 7R A o S T IPV6 [ 0 R B A 0, LSRR 1 O TPve it
FE% /i bR I TCIRAS E BB, A4 T2 b 830 15 0 R b B B AT SR 0 & TPve Mkl s #06)
W, AR AT SRR R BB FRTSR .

s, 1520 412 DHCP IPve6 it
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A] 57 #8 A FR
RT3 HEAL TR GARTR I A FL B3 EH Al FH 38 sl & & 1m0 HE 44 B ST AE TLS/SSL ) A 4
AJ O HE RN G RN S ARG B i TLS/SSL 25 1) 55 7 St AR 55 2% A 15 4 FH H54% ) 20 44 FR A Ry Al
FH A 5K 3 IR 25 g UE 5 ke i in s it 1
(AT ARG I v o A R S i B e )
Al AR DI S R XA . A4 AR SUahr, HEE Rams M AM4. 6
U, https://www.cisco.com BUEPHPHIANH LA cisco.come  (EIFHLIFAE R EX A A 81, Al 203
A% (DN) B A4 7R T and A $ 0 4R D UE5 0] LU & 224N Al £E R0 451 v B A DN i
A IE A FR (SAN). 1K SAN [H1E4I(5 B, 152 RFC 5280 5 4.2.1.6 15,
o | 38 FH 4 Wk 0T 45 3 44 RO 5 A% 20K en=name. WHRRIIANY con= [F) DN FR &4, R4
FRATTIN | on=y  FHRAEXT 5.
TR (DN) B AF it prid, RG] REAE IR 555 % Bk FR 7~ (SNI) (Server Name
Indication [SNI]) JKUCEE TLS/SSL AL+ [¥) DN,
A LRI R R A B (RESBERIT) B— Nl 9325

R 2: A YA TRENE

Bt it AR SIFRIE

C [ 5/ M X AR PIAS TR 71

CN AL % 64 NFRECE . BHL () EFHE (). 515 ()
5 (%) TAT A

0 a4 B% 64 NFREECT . AHL () EFHF (). 315 ()
S () FAEECHS

ou YLAAL B 64 NTEECT . RHL () ETHE (O 315 ()

5 (%) TS

B X DN BN F 4R EZ LA
© RGUE AR 55 A8 1A S U, DN Helli AT ClientHello ARFE, XM IX W] E2s 5L

EASUTAMEE

IR SS #ei sk TLS 1.3, W) TLS R4S 2% 5 45y A IV B ] DARAAR AR M0 o Samg vk s 2w s
TERSSZRUETS, MR B . HRPEQE R, TES I 5 0 S 2k

© WRIEIERE T R - B4R (Derypt - Known Key) #4E, WIDGIARCE nl 20 2 R4 T
IPRAF ORGP IR ST A UE 1o R B iR, PIIE T 4 S iR AL .
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BEC A 15

HBLE SCANEEA RS R R M IR . el ] AR E D, BRI DR AL b2 i X
—AWEANE T WEA AR R ULE, EET DUEAERCRT & X2 R3S MR
NI

* 3 N AZREBRES T

B THc U

CN=*ample.com example.com mail.example.com
example.text.com

ampleexam.com

CN=exam*.com example.com mail.example.com
example.text.com

ampleexam.com

CN=*xamp*.com example.com mail.example.com
example.text.com

ampleexam.com

CN=*_ example.com mail.example.com www.myhost.example.com
example.com
example.text.com

ampleexam.com

\ )

B DNX% CN=amp.cisco.com 5 cn=auth. amp.cisco.com ANUCHE, DAt FR AT ] g oS A S e o Al 3
BCAF o

B RVEAME BRRG], ES 545 (DN) B4
X ER
Ay HE 4 Bk (DN) 04
SRR I ATRIT &R

UK

B EERR > WREE.
FIB2 JEIFAI S P5&FR (Distinguished Name) 5 1, ARG FEANIFR (Individual Objects).
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#1123 T Add Distinguished Name.

PIF 4 FH N\ Name.

PIRS 76 DN FB, WA AR A - A . 1847 U NIk
o WSRO FEAER, MR A RR . S 32 U A AN B (LLESFRIT) .
s WERINA 4, WA RS 2 A bR R L AT o

FE6 LR TF.

T—% it a
 WERTEBNRE S KN 5, T IERCE LG TS A E I E

DNS AR 55 254H

W44 240 (DNS) 4 282k 52 4 R etk 44 (FQDN) (4914 www.example.com) fi##T 4 IP Mkl .
217 DNS AR S5254AXT &
Uk

LB EFITSR (Object) > X &K ETE (Object Management).
PR 2 pidi ML 5418 1K) DNS BR$5254H.
LB 3 nialin DNS BR$S254H.
HIE 4 Hi\ Name.
PSS 2, AR T EEE A e EHLA N EALE.
I B A T B IR S5 45 41
FI6 BIAWBE AR RS O, %%, nf T X e,
o FAREL - KRB BN, Tk DNS RS2 F1RIRELL AT 0 F1 10 ez i) ERAE
H 2.

o BRI - 2530 N —> DNS R&#8 < WU B EA FEL ArT 1 30 #z il BRIAMER 2 Bb. BRIK
R TEIRIRSARHIR, SRR IS

HT B E T4 DNS BRE 88, w4 IPv4 R IPv6 # X E S 0 s H .
— N2 A E 6 /> DNS 445
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T8 miRTF

T—5Hit4
7E DNS JR45 2341 HP & 1) DNS ARSS 288 243 21 DNS P& BEE P I O % . ARG S, i
Z[#{|DNS.

ShERIE %
NSITR

AN G &FeE# ] REST API A8k f# ] Cisco Secure Dynamic Attributes Connector#s; 2 ] — ¢
ZAN 1P Ml 5, 2 % RENE I\ IR 5 BT 1P Mk . XLl AR X S nTAE Vs il #E5H) B RAE H, i

T 4 2 25 B U B B

)

HRZHIAN G, BHAR G A IR E BIFEE B BT A2 s sh A Gs 2oy e £ 56

TR
FE A 7SS LR T RN Cisco Secure Dynamic Attributes Connectorffiié J5, X% (H < Rk
EFLE WS LA .
HLLR LM BhAS AT 5
* {§ /i dynamic attributes connector Gl ZE [ 3 2R G S AE A f5 ar BI g HEIL B B K& EL Ly, IF
Hid & e i

* AP G ) Bh X & :
o RIP b, A7 EREAT SIS 1 (CIDR),  Af LAE VS il A b Al T, 55 0 4 4 %41
FHAL
o ANSCRESE A B e 4l 4% Bl b
o DAZIAEFH APT EAT BT

ARINEBNGHEAME R, S T APT RIS, 5 41 .

BHXEENEIR
W AR R EATAT A%, W 35 (Objects) > 33 & & 32 (Object Management) > SMERE 1% (External
Attributes) > #ZSXF& (Dynamic Object) &1 Frow i L IHLE R

WORE LA T Uy SN R, S AHEEN5, 540 7.
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No dynamic objects have been defined yet.

[ Add New Dynamic Object ]

OR

Choose one of following options to start using dynamic objects with Cisco Secure Dynamic Attributes Connector (CSDAC):

FMC with integrated CSDAC

] This FMC

@ Feed e

CSDAC integrated in
this FMC

Dynamic Objects

How it works

You'll need to take following steps:

1 Enable CSDAC
Integration / Dynamic Attributes
Connector

2 Create at least one connector
Source of dynamic objects

3 ' Create at least one filter
Condition to target range of objects

Have questions? Refer to our @ Help 7

SAF MU, ERAT LU A
o mlili R R THRI AT 52 dynamic attributes connector ¥4«
o il TAEREE DLEH BRI RN SR A s 2 7

D NERE P eI

FMC with CSDAC embedded in CDO

i This FMC

@ Feed G

CSDAC configured in
CDO

Dynamic Objects

How it works
You'll need to take following steps:

1 Go to Dynamic Attributes Connector in
CcDO
Tools and Services / Dynamic Attributes
Connector
Choose your region:

@ UsA
O Europe

O Asia, Pacific, Japan

2 ' Create at least one connector
Source of dynamic objects

3 Create at least one filter
Condition to target range of objects

4 Create at least one adapter
FMC to which to send dynamic objects

Have questions? Refer to our (&) Help 3

FMC with On-Prem CSDAC

£i This FMC

@ Feed G

Dynamic Objects CSDAC On-Prem

How it works

You'll need to take following steps:
Prerequisite: Install the Dynamic Attributes
Connector

1 Login to the Cisco Dynamic Attributes
Connector
You should have the URL for it.

2 Create at least one connector
Source of dynamic objects

3 Create at least one filter
Condition to target range of objects

4 Create at least one adapter
FMC to which to send dynamic objects

Have questions? Refer to our (3) Help i3

* ffi H ik A3\ Cisco Secure Dynamic Attributes ConnectorJ a8 AX % , 5 37 1L
o fHH BRM it sh AN %, 838 1

« TEARHBIE SN NS Cisco Secure Dynamic Attributes Connector , 2 39 1T

o sl FREE FTOTAHRIN A, W s

B sz
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{EA# AR Cisco Secure Dynamic Attributes Connectorfl| 32 zh 75 %t 5% .

R T BB CSDAC B FMC J5i%, W FRaa 2ok fasat 21 m] LLE I AL E. Cisco

Secure Dynamic Attributes Connector (14 & X & (Objects) > ¥ & &2 (Object Management) >
SMERIEME (External Attributes) > #1753 % (Dynamic Object) .

HRVELNE R, S8 H Cisco Secure Dynamic Attributes Connector

s MRS T #RANT CSDAC B FMC 24 miwii Uik, WHRIE)A8) MR 2 a5l

HREZER, WS A 2 a bl b B KBS T 2 2845 B s H Oy B K bk
B BAE

s ARG T ERA A CSDAC B9 FMCU5i%k, W FRgE AIE%E R Cisco Secure Dynamic
Attributes Connector, U7 1 A X FEAR

HRVEAE R, 12 (Cisco Secure Dynamic Attributes Connector FC B R ) -

{EF# A= Cisco Secure Dynamic Attributes Connectorfll i Zh 7S XJ &

G Fe e HEHERY Cisco Secure Firewall Management Centerfit ' Cisco Secure Dynamic Attributes
Connector , ZRZK; B /xLLF TN . Cisco Secure Firewall Management Center 22425 il T Cisco Secure
Dynamic Attributes Connector (5% > BB 4iEIERS).

FMC with integrated CSDAC b
aws
Public Cloud Feed Gsﬂ?b s
Oftice 365
Google Cloud A Azure
Cloud

Center with built-in CSDAC

Firewall Management

T G A

1.

JA H Cisco Secure Dynamic Attributes Connector , 41 i1 H Cisco Secure Dynamic Attributes Connector

T IA -

BC B 2 IR S5 hr 22 1P bk )RR 2%

ARHEAER, TS0

Mo B S A S ML peas, 1T e 2L B B LK) TP Mtk
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AREAER, WSS E g .

4. #F FER (Objects) > 3 R EIE (Object Management) > M ERE 14 (External Attributes) > Bh7S %t
% (Dynamic Object)(15h A%t % .

5. FEVF RIS G (SRRE > i BT HIARER > i ld], R s sh7SE I i
.

FH BRZenizfl eI 20 R

S Aas e A H AR JERF 22 4 =3 HIBLE Cisco Secure Dynamic Attributes Connector ,  RE0HF i/~

PAR i
FMC with CSDAC embedded in CDO X
aws C ] Cisco Defense Orchestrator
CSDAC
Public Cloud
GHHUD e 365 o Feed ( ,/\/‘:
Google Cloud A Azure

SecureX
Cloud
On-Prem
S A
Firewall Management Secure Device Connector
Center (Virtual Machine)

FEAEE AR P ARHEIACE BRI EEE R . ARELTEAME R, 155 Secure
Device Connector (SDC) &% SecureX il 224 5l

LA AR E R

1 RENZRSRR P RS
ARVEMFER, S OEER

2. MEMNFEYELIES:, HT0E 2R 2 B O 0 TP Hlik
ARG, HS AR R IEDS .

3. MUEIERCAS, ¥ 1P Huhl & i%% Cisco Secure Firewall Management Center BY 2 A8 £+ ¥ B K B 45 B
i,

HXREAMEE, WES A BRN A S0 22 155 ka5 0ok B 2E Cisco Secure
Firewall Threat Defense 75 I 61 1% e #% 1K) 547
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4.

EARH B 7S 3T % Cisco Secure Dynamic Attributes Connector .

B ENEE XONIERL A Y Cisco Secure Firewall Management Center o
%t Cisco Secure Firewall Management Center B A RF 2 A8, WEdd , RFEHFE &%

f FMC.

A E 3R (Objects) > ¥R I (Object Management) > ShERE 4% (External Attributes) > zh 7S¢
% (Dynamic Object)(15h A%t % .

FEVT AR A A 5 CGRIE > i BT HIARRR > 7 e El, AR5 A S7ZSE 1 L

).

EAREZE 575 XT K Cisco Secure Dynamic Attributes Connector

A8 LR oK AR Cisco Secure Dynamic Attributes Connector it E k¥ 2l A% % & 1% 3] Cisco
Secure Firewall Management Center 5 2 A2 45 (K55 K B BE A0y, )2 7R LR i .

FMC with On-Prem CSDAC X
aws
GitHub ‘_:“9‘:
Cloud
""""""""""""""""""""""""" On-Prem
) < (o) =
ko vmware
B FH b R Y
1. {E3ZHFIP Linux AP _E %3¢ Cisco Secure Dynamic Attributes Connector o
2. BUEMNZMRSKIE 1P bk RIS S
HRFEMEER, 1ES  (Cisco Secure Dynamic Attributes Connector it B 5F ) T1H 3B E
AR 23 o
3. MCEIEM A, B IP Hudik & 1% %) Cisco Secure Firewall Management Center 5% 2 A2 45 1) 55 <k i 45 BE
EF‘ /b\ o
HRFEER, 1ES (Cisco Secure Dynamic Attributes Connector it B 8F ) HH R B H &
AT 23 o
4. WCEINSBIELIESS, T HE 2L 3 E H O 1P Hidik.

ARG R, 13

%[ {Cisco Secure Dynamic Attributes Connector it B8/ ) A KA E 24

JE P IEAS K873 o
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5. & 35 (Objects) > 3 &R &I (Object Management) > MRE T4 (External Attributes) > 7S 3t
% (Dynamic Object) (B A X% .

6. AEVI IR A S A5 CGRBE > 7 Bl B FRRR
).

1> e, R A s BESE M B

HRVEAIE R, 15 (Cisco Secure Dynamic Attributes Connector it B 574 ) .

WO E — g0 %, W 335 (Objects) > X K &R (Object Management) > sMEBJE 4 (External
Attributes) > #75* % (Dynamic Object) 4t A] ] TS s i R .

Dynamic Objects o (vrier ]
Number of M d
Name Description Last Updated Ipl;m Sl s
any 16 Dec 24 16:17 PM 0 /|
github_actions 12 Dec 24 15:00 PM 4888 ¢ 0
github_actions_macos 12 Dec 24 15:00 PM 3n ¢ 0
github_api 12 Dec 24 15:00 PM 21 s o

7S X SR ARG

ﬁtTﬁﬁ%ﬁ%’iﬁ*iﬂ#&N%ﬁ@%E\, ARV AR NS 12 GO TP bk . A CTEgNE
SR ENASX G, 5 40 T,

;L,\’ -l/ﬁ

o A A API 80 ] dynamic attributes connectorfit. B sh AN %, WIZEL A2 52 # 1) B KBS BE A

KR A JE M JE SR ILRCH 1P,
PG BN HOXLE 1P Ak TR, W R RARARET ID, B
Dynamic Objects o [WiJ
::yhub.acuons m):Z 2415:00PM 4888 @ w]
github_actions_macos 12 Dec 24 15:00 PM 3an
TP 3 B e (R B AR I, DR % F e AT R A, e B A 7 W R I A e U2 AT
BT
X ERM

o KT APT GBS X S, 541 10

* &7 Cisco Secure Dynamic Attributes Connector
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KT APl G2 BRI EN 7S R

ARG ZFe e REST API i # ] Cisco Secure Dynamic Attributes Connectorfs; 2 [f]— B¢
ZAN 1P HulE X 5, A% B RERE M 2 U SR TP ik o X656 G n AE Uy [l 4 i) U eh A A, if
TG i P BN A S B BN R

A 2K dynamic attributes connector [FITE4I{E B, ESM (HRlZes)SEHRETRE) REHEED .
BN BRI 0 B 2 AR 22 S 40 R
* f{i / dynamic attributes connector B [ B) A% G o AE A 4 J5 57 R HEIL B By K by, JF

Hik 2 e W o
* API QUM BHAR %
o SLIPHHE, A7 EEBAT B TC SR A B B (CIDR), 0] BAZE YT Wl R0 A T, 5 190 25 6 4R
FEAL

* ASCRFSE e A stV .
o WAZALH APL EAT ST .
AXERM
ININEgn i APL BIEIBIASX B, 20 41 1T

ARINs4miE APl B BB R

VR B QT A I sl i B B, S GAL U] APT (1) TP bk, ml AE U [r] 42 AL
A BANE I ESI87) #% H1 (CIDRY), iR M4 5+

)

ER WRAEH Cisco Secure Dynamic Attributes Connector , W GFFHATILLRE, FA'E 2 A s A1 s)
e &

FHia Z |l

HIRAFT X G k%S REST APL A 1P X IFH 7 k#4555, 1527 Firepower &7 #H.0y REST APl Huid
NITHEM « SIS EATEME .

UK
TR il MR > WREE.
$1E2 N AMNERE M (External Attributes) > F175 335 (Dynamic Objects).

HIE3 LidiiRnaEhZsxt & (Add Dynamic Object) ok 4548 (£).
g L IR DA SR v B ciah i

| sgeE ]


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/200/cisco-secure-dynamic-attributes-connector-v200.html

wgEm |
| T

HIE 5 {EFEB (Type) ¥E, fidi IP,

T—5#tta
WIS, WP APLKTE RIS AN S, AHEHE.

L EFRIE

A RC (SGT) %452 5 (SGT) {H. %8 n] LIS F U ) SGT X % ki B e AR}
ISE 7B H) SGT @k &, A RE D Huli 78 %5 SGT X%

HXER
M E X SGT HEhikiEF| ISE SGT
H € X SGT 444
ISE SGT 4 H 5 X SGT M| 41+
Sl L 2AFRICT &R

e A R A R P QIR SO B . AR RS BTN &, WA RV . X TR REVE
B, ALMTVFRIIEET AT,
FHIEZ Al

251 ISE/ISE-PIC %42, 544/ ISE/ISE-PIC 7N B4, WIAREG)E A E X SGT K% .
UL

P AL R > WREE.

$IB2 fidisMNERE I (External Attributes) > & £ 4B#RiE2 (Security Group Tag).
$IE3 fdiiRng £E4RIE (Add Security Group Tag).

FIE 4 K\ Name.

HIE 5 i A\t BB (Description) (A[3E) .

PR 6 7EARIE (Tag) FBH, HiAHRA SGT.

F®I1 SR

T—¥#ita
o WARITERBNHHE S BRI G, ETERCE TG TS E T .
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AL RSB R SAEGT T, T AMP 285 U AN SO AR B O, DA AT LUK % S in 21 SC A
B2, DUER R GENS B U S 2 S0 . IX e S ] SHA-256 HUMEHIEATHE € « BN 31 Rt
Z 0] LI 10000 NME—[1 SHA-256 {H .

SCAFFIRAT IR TIE S0 «
Figmlz

AR A AN RIS, WARG N AMP = 9 Bl T T A B DL
BE X5l

UNRERREA ST I BN AR, WIARG AMP = LA BE 7% A A B Ol

ST ahis e XL R P& SO IFELIEAT R, REASTE AMP 2 A v I 6 SO (0 Ak B 1
Bl VA ZIHL SO SRS RN Gl TR B R = &3k [Malware Cloud Lookup] 54 fH 1E B E 04
[Block Malware] #4E) FIVLHEC K SCAF 2RI A RETHSLSCAFIK) SHA M.

A

AR HAETHF NIRRT OEEERA . TR S S AMP 28 E SRilg1

A R BYIR S

i B SHA-256 {E AR 1512 1125 73 B E (CSV) WA 2 A~ SHA-256 {EYS I 3¢
BN o 57 K55 NG UE P 25 8 A 20 SHA-256 {H 38 78 SCF1 3%

WAL BAT csv S R T RSO SCIF o BT AR A2 LIRS () TT ks ARAEUR LA
TR, A bl B HERNAL S —A SHA-256 8, 7Rt W PA r B crevr AT AT R R
Guts o B A H o IR Al AR

THERLL MR
© MBI M R IR SO EAR S MAZSCIF SRR BT ARG K SHA-256 T {H -

o MR TN AR AR S BOCEY R LGB 10000 DNAF SHA-256 11, WIASEES 240k F
B FNZ A F 3R

o BARR, RESEEMIB T 256 NPT, DUORBET 256 AT, WA ATE S,
WAAE e SCFAF (V) o WERARAEHIA, K2 SO WA 4

* A AR R (¥ SHA-256 AR BEs 21 SC SR . AR SCHPIR & SHA-256 i, JFH EA% T
AR VR AT, B EAEREA S B SOIAT SHA-256 {H . AFA 5 SHA-256 fHAH G i 3R 1) 5L
Py OO BSOS R AR, AT B A4 FR it iR ORI T 44> SHA-256 {H

* RGANSAEPSCEH _EAR TN SHA-256 fH.
© WURZAS EAR SO R SHA-256 4 H, RGOS b (1 1E .

sgeE ]
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B 5 sHa-256 iR mE TSI

o WSO S AR A SHA-256 EIZ A4 H, RGBT &G —1.

© NBEFENS GG Bl o ELERGRRUSSC BEAT SO AU SE B AT, IR AR e I
HIA, RJa EAB SR RSt

PSRRI 2 HBCE SR A K SHA-256 {E I8 . WR A SCAESR MR AP SCA, SCrF
FIRALG I SHA-256 4 H i Bekt 2x il /025 TS A 3o H IR

1% B4~ SHA-256 BRI 30 H5 3%

85 AT IR PP 1) 0% 5 0 B Al AT e
] PAEEAS S SHA-256 {H LK L8 B SC AR 4138« ANBEAS INE & 1 SHA-256 1 .

FHia Z |l

o EFAFA I P A B A A SO O R, AE SO R A B B AR 232 (Show Full Text),
ARG B8 3K SHA-256 {H LUK G 21515 4,

R

TR EFERR > WREE.
P2 NG RMH| R PIERSCHFIFE (File List).
B3 AR ER NSO T AR B A e SR ISR 571U 1) R (2).
R BRIE (©), RS E T, B8 SEA BSOS SRR .
T4 NHRMAR (Add by) FHFIRHEFE Enter sHA valueo
HIB 5 7E Description - B i N5 SO ik .
PR 6 1k SHA-256 7B P A BRI SCPFIR 78880 . REEA SCRFILACES /0 E
F]T ridiiim (Add).
PE8 R

T—F Mt 4
© WSS S RS B, AR CE G WS T A I E S .

N

AR EHERELSUS, REATEH AMP = U EHERSIR PRSI,

B usEeE
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| xgeE
warxereaxuiz

BRI LEEI %R
A TR PR AT VE T

G R BRGSO B A N ST 23R, AP SO 4% 3] Cisco Secure Firewall Management Centeriff4T
INTs RSV SC SHA-256 fH I KRR N B F 2 o REEANT T SHA-256 THEL 1 SR/
R 1) SI it A AT PR 71

P11 EHENR > HREE.

P2 PG AAG| R PIERSCHFIFE (File List).

P33 LGRS T 7 R B A e SO AR 55 101 4ig (2).
WHRERIE (©), RS GE Tk, a3 BT 15 o SRR .

PR 4 NRMMAR (Add by) MR HH, £ E SHA (Calculate SHA).

SRS i, (LA (Description) 7 Be A SCIERIBE ] o WERANEABINT, A2 E AR ISP 2R 35
iR

HIE6 LUl (Browse), SRJGEFEEE LAERI SIS
FBT il E 3% SHA (Calculate and Add SHA).
TE8 LR

T—%Mft4
© WERTEBHSRME I SR 5, TIEICE G TS R E I E

\)

AR EMERE S, REAHEEH AMP 2 B IIR PESCT

RFiR 3 LR35

WS I5AT IR PR 1) 3 7 30 A B 4 2wl
SUE
T ERERER > WREHE,

$HIE 2 i File List.
HIE 3 s YR SO ) FEAS DA ) S8 2R 5514 1) 4RsE ().

| sgeE ]
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wgEm |
B 55154 sHA-256 (&

IR B R RE (), WIRPDS G s TALSEIR, sl BT 1B o SRR .

LB A4 NRMMAR (Add by) FHEERF, EFE List of sHas.

WIRS 8, 7riiAR (Description) B AR SO UL o WERANEIAULH, RG-S4 .
W6 X 5T (Browse) JIYE RBIYESCAE, ARG Ml &R FFERINFIER (Upload and Add List).

BT SEHRE

T—%Mft4
© WERTEBHSRIE I KX 5, T E IO E G TS & I B

\)

AR EHERISE, REANTEM AMP = UAERSIR P ISCT.

“REE 145 Z P Y SHA-256 {5

TR 2T PR 3 () S8 S A B A 3 PTIE .

AUl B S22 P RS SHA-256 . 15T, ANRELEN G BLaR b e R s S .
BEATSE L, A2 S AR B S, MR ARG MREIA, ARG ARG SR IS

R

PR IEHEWNR > WREE.
FI2 pid File List.
PR3 s E B SO T H1 R B H & ORI 55141 4R4E (2).
R GoRALE (D), MRV R JE TSR, e B AT 15 SO R AR .
LR 4 A AT BU T $RAE:
o ST Y SHA-256 {E 557 12111 448 (&), FHRHE 75 245 i SHA-256 5Lijt AR (Description) {E
o BB SHA-256 {85231 MR (L),

TS rdRFLUE P IR IS4 H
FER6 mdrRIFLURAE LT HIE

T—5Htta
A I O %, LB S B

B usEeE
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| dgee
mx#szTaEs |

\)

AR EMERE S, REAHEH AMP 2 B HR IR PEISCM

MIHEF R T SRS

s AT BT 0 R P 80 VF T
oL

B EENR > HREE,
P2 WA FAERFER P IEPELHIF (File List).
PIE3 ST BRI SCAF T8 R 5 A ORI A1 3 5534 1) 9R4E (2).
IR R RE (D), NIRRT S E T, 203 S8 & SOT S AR .

PR A B RS U ) E ().
SIEE il T E SHA 5ll3& (Download SHA List) Jf-4% B4 s (R A7F IR SO
IR 6 Ll XM (Close).

FlexConfig

A LU FlexConfig Sl H ) FlexConfig JEM& X%k ¥ 4% LIEARE(# ] Cisco Secure Firewall
Management Center 7517 it & ) D REFR AL F & L E . 7% FlexConfig SIS HE 25 H, 5S4
FlexConfig I AEIA o

H] A FlexConfig IiC E LA R R 1I% 4.
XA &R

AK€ LT AE FlexConfig X 5 i AR RN B BB sU M SO P47 o X280 Zon) LURAT
ME, SO MERISIE.

A LR IE XA %A UL Ttz X FlexConfig X 5. Wi A% A OCHE ¥ FlexConfig %4,
W TR SCART SN 2, BIA] H 2 X FlexConfig X %L 45 8 W4 (1 77 30 (gt Fie L
MR, ABEENN GBSO REER, WA RSO G BOAE, 8 L
(Ao XATBY TS A 55— Ay B2 (7] FlexConfig X 5 ZHANIA] (1 e 46 7T HE S

H IR
HRBCECANZHMEE, WS HEE FlexConfig LA %,
FlexConfig 3 &

FlexConfig X R W BIAIL B i & RMPATE FTEL. ERCEHFLET, Kbt
2, BLEIEE— R A XS HNBCE S, - TECE Hbries ERR e Dhe.

| sgeE ]
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sggE |
B oeecn

XL A B2 JETE R GURLE O B7 K O S A e I REZ BT (TCED HEATHC
B, BRI (D HATHCE . LA AFTHR T Cisco Secure Firewall Management
Centerfit & X % (I 45515 ) 1) FlexConfig Pt 26 & #5275 WZET 75 FlexConfig 2
AN B HT, AT EIXLEEN S .

A RN E FlexConfig X I Z A5 E, W2 I HE FlexConfig X % .

1 TR TE {ar

W B (R A AN M B A7 0 AR R GE U oy 52 i 4 10 0% b 3t e ) sl AR ) A A ] ¢/ X K
Mo AIEZRGE Web ST HH (AN A7 B AR DS AT 5, ARG VT Rl I s . SSL Sk A Uy 1)
VPN R 2R Biltn,  m g 5 B3 1) ok B A [ 0/ X R 3t 8 0 i 2 TR ) o

S (R0 A IO B SRR AL AU A T M0 SO (GeoDB).
EE IR AL E X R
iz

PR EENER > HREE.

PR 2 WX GRIG R T kPR IRAIE (Geolocation).

$£18 3 tiili Add Geolocation.

$HIE 4 i\ Name.

HIRG 1k B B b A7 X 5 r I ] SR ORI RPN (A S A AE o 38 m R 23 i N ) T A [ 5/
HilX, LK GeoDB BEHUE K vl e % M R 1T AT [ R /X o B 3% R R A i [ 5%
XU iz o 188 AT DL R S A X RO A 2 A

HIE6 iR TE.

Tt 4
RIS I A S, BB S0 B i

AN AT AR o ey 24 4 DR/ sl VA o SRJF AR DX L S8 1) 2 s e o ot fm]
D s B W UGk 1 Bl i R PTG o L 2 o5 S S R 7 PT Y LT
ViRl RIS, SEVRU RN AL RGNS, (HAS SR VF AN AR N . BELE SIS AN S fF 2 42 XK,
1 AR S WU S RF DA

ARBOMZ TG R, WS 2% A XA 4

B usEeE
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| dgee

mas |

BRI, W2 00 %A X BRI IR 4.

T AR BE A (A e AP, SIN T RS 1] D 180 LAWY (1) IGP X AR HEAT 5 43 Hriil
e . Feds PTnT B EAT T8 A R0 1 DS O SR R 3 B, AT ORa P 4%, e
T B R ) B P R R AR o AR S O B T BRI B B A B IR R o AR PG B SR I P
0 L UL S SRR, TN R P EE E PINC E A R LA XA BT b T e )
I 2R B PIRY IAEAE o A B DI GEH] T~ OSPFV2 M. SR A A7 I 2 ) HoR 4K 205 5))
P, W OSPF e il e i — A RO PIRYERFA SR Z AR R

N

AR SRR MDS Sk,

HREFH

N T YEFFROE B, BRSPS SR S PIRE B O IR S AR, X e Zh e Al 22 Ao
Blo WPIREE BAE TP RO R A7 ], R0t T P e EHLFDRAC B PIR SN . BER AT %
PIEAF WA 2 S DI B AR L s A 5 Bl IR 2 o

HVRE P RS YL RAT A A A7
© PR EAPI] - WARAE S I WA AT A Y 1R 1 52 B A I 1) 1R o
o BOLAATH] - WA AL ) B HEAT S YT ACHIY) IR) A3 e T A I T TR o
FEFPIROR AN, B Kt e O B Y] AR RRR S PIAE B B YI
PR AAF I, Bk AN 2ok B A B % AT
URAORIE B A, A S T E BT I (I 2K MDS S350k 2 5 .
THRIERE
s MEPIBES A 2 MR YIS, OSPF 2y F/ LA IR KM% 9.
© HIERATERAAF Y]
o WA AR, T R ST D B K

B2 % AT R

EHTR > WREE,

sgeE ]
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B oezauns

wgEm |

K 2T 1) 5 v ik 5 27 4R i
MR E A
TE “OSINEHRENT B RHEHER & FR T B i N S AHEE R S 7K .
ZAFRLI L N R RISk, IR TR R R R A (- D)
TS RER IS, 3 RN (Add).
EZ4A 1D FEUP R 2 AR RS
S ID {H AT T 0 31 255 2 0] ANAEZR WS RCE I HIE 0.
R T BN AN R B 7 B ) B SC R EA R s 257, 1 MDS R S,
EMZEZAFEF B BT RNEN, RGAERIANBEZHES B ZBOP A ZEN .
o SRR E R R 80 AL .
o SRR N AN B DA IR T ko G, “Opass” B3R “17 IR .
TV A H A R 25 HEAT S AT H T ) 4232/ R S A s TR) () B, TS /EE R A TR A A X 75 1
TR AEA Y -
R
“HIR R EEAH UTC X,
SEYTIN TR) O] KRRl I A),  R93E2 ) 30 A A A 45 TR IS TR 28560 I 1) B K AN BB o BRI &5 TN 1] S H B i
a] .
DN SPAR A RO N R
« FEFRE T SR AL, TFEAEAA A AT 23 .
o B2 EURIE AT I TR AR A= A7 I 06 25 A I 1) 5 R AR A7

AR (Add).
DR S 210 O W HAES AN S AMEQE R DA KGR T kb Tk
/U B BT 2R RS B R R A
PR G 1) 7
o R AVE IO ST E T, TR RIFBE A, ESRH AV S ES , B 12 7.
o WR TR SRS INBIET %, BRI “E TR (Override) Fr I RN (Add); E S NN
Y GAER , H13 UL,

RAHRTF

T—¥ it 4
© WA BhSRE G SRR 5, W EEICE G TS A E I A

B usEeE


management-center-device-config-77_chapter6.pdf#nameddest=unique_129

| dgee

Rz

o) %
W80 GNP ik R80T AAE 2 A B AT 2 AN, A 45 U7 [ 42 SR .
ATE. SO PRI R RS BRI AESE .

G AT EE AR BRI, ARG AahidiEsIR, LA Tz iy AL L 4. i,
R Tty ZEEHIN S, AL T 5 257 K

RILE RGP LU AR 2R
E#
AN TP Mtk
IPv4 71 :
209.165.200.225
IPv6 715 :

2001:DB8::0DBS:800:200C:417A>EE 2001:DB8:0:0:0DB8:800:200C:417A

IP Mtk .

1Pv4 755451 :

209.165.200.225-209.165.200.250

IPv6 7510 :

2001:db8:0:cd30::1-2001:db8:0:cd30::1000
W £

kb, WA T,

1Pv4 7 Al :

209.165.200.224/27

IPv6 71543 :

2001:DB8:0:CD30::/60

\}

AR RET S ISAEH] Jo FERG TP Hikkdk.

FQDN

FANSEA IR e 44 (FQDN). £ 1] LUK: FQDN AT BRI M AL 1Pv4 ihit, X IPv6 Hihikok IPv4 Fl
IPv6 Hitik, FQDN @420 AE 78 P REFF LRSS 2 o FQDN A R VFAl FH A B8 $e F ke Rl 2k 1

HP TR
ot

| sgeE ]



B rsEmmes

www.example.com

\)

sggE |

ER RS ) RN TS e U R A FQDN X%, s F ) NAT B, PR o BRI T fdiE
i+ DNS 2r#63R ) FQDN IP Hbdil. 4§ 1] FQDN W28 0%, s O 2 MIFE DNS 45 241

, f 34 JUMIDNSHCE DNS 4528 % & A DNS “F &K HE .
TSANBEAE S 40 B 4 FDQN 25860 %2

WIS G R R A AT LUE AN SRR ) A S gt
IREAL. 2 LURE 10 N4

AR AW S B Z AT LA N 100 AN RIEE ST AN, BEMIRE M SO0 R 4R 2 w) LUELE 100 A4

W28 3L

o) 2% 188 BB 5 4860

AT LAN “X R AT FE” (Object Management) U [ 1) 2 A1 FE fic 245 #8560 %2 .
fEn] LA H A1 19 IP Mk (R R 28 00 G o AT I 2866 52 L4 8 Ay S35 190 28 A 1Y 48 SR ISC A 0] 2

A P E PSC AT HE RS P 190 286 6] S AE 90 286 X 52 91 3R LTI 1) 268 (Type) 51l mh 41 P 4B EC 7 -

M FCAT HERD S AN IELL KA HERD IR TP ik o AT U HE S R 8 C A 199 406 X 5 G S b v 19 4 0 5 A1

NS I HERD o

IP Hk 7451 R 4% 18 e 15 2 PO ESit]
192.0.0.0/8 VNER IS
10.10.0.0/255.255.0.0 ANZFF K 2
10.10.0.10/255.255.0.255 ;2 ¥ 2% 5 i
72.0.240.10/255.255.240.255 B ) £8% 1 L 47

)

AR SUA/ERCE LTSRN IN 4 S VEAL ] 199 £6¢ 0 C A5 0 G DA S A 35 o0 465 30 IE A5 0 2 R0 2 4«

o ik g% s
o U [l 2 51 SR
* NAT 0%

B usEeE
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| xgeE

tzmsxts [l

JE T 0 PR

o FANHE S ECATNT S, IELE B KRS HE 0 UT PR IRGEFE 33 8R (Objects) > 3t 5 &2 (Object
Management) > M £& (Network) Jf st iR InM & (Add Network), #RJ/5 sididRinit & (Add
Object). ZLFEM L% (Network) I IFHAYJE 7~ MM IE X ME . 711 -
10.0.10.10/255.255.0.255.,

© SRRSO AN RECRE AN BB WECAT SCARER AT R T
* A IPv4 Hidil S RF M ZE B RC AT 0 52

o B KRB R 7.1 B T e FEUA R SRR I 4T R B

* X Snort-3 325 M 25 FCAF X 5

Bl M Z X R

EREIR > WREE.

MK B ik £ 4% (Network).

MRINM 4 (Add Network) 7 ik £ I3t & (Add Object).

B, WAL I M S, ARG SE L EIER R s S R v B (R AT P 4 X 5
SR bR .

i\ Name.

N1 BR (Description) (FJi%) .

ER L Bef, T IIEI, AREMNE SN ES A, 551 L.

pEt i

TEM S5 % 2 v DL I 100 ANZS ST Ak, BEAMRE M 480 S 4l 2 ] LA S 100 AR 44
L

(Y PR FQDN X %) B F s bk £ DNS M HT LU C 42 75 Z0Ks TPv4 Hidik. TPve Huhl, Biix
W/~ Hihk 5 FQDN Gk
BB G
o WRFE ARV S TE S, LT RIFBEEENE; SR AN GES 512 0.
o W RO S I B %, i EIT “FE 7 (Override) #5450 1 AR IN (Add); 1S BRI
WNEEE, 913 T,

RHHRTF

sgeE ]
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B s =z

T—%#ita
© WA BhsRE I SRR B, W AENCE G TS A I E

FAMBEITR

AXRGNMBH RN EL, BSEPANL 547,

PKI

FAF SSL Iz FH &Y PKI XF &

PRI R F 45 M BT A 2 WFAEE TSRO RA G, A T CA AP TR LA
(CA) EFS: I CA ATGUE I SUEBROA ALHT. 14 MAISMAE P AT RS B 45 P
AT BB 15 TE R L.

A SRARE AT UEAS MUA B AR S BRI FISIE A5 X0 G OKIE 15 ISE/ISE-PIC [3%4%,  WIR] { ] ISE/ISE-PIC

VB9 503U -
D SRAE Y A AIE P GOR M B B R 26 11, AEEERERIHT K Web D SE &3, AR GT RTS8 UE o 1 9 2%
I B 2

L SRAE Y AT AR UL UA WU SORBC BT, W AT G E S LDAP 8% AD 55 &% (1 % 418 82 .
W SRAE SSLOMNHH AR PRI XS5, AT LLVGHCALE A L GEA5 s (14 37t e«

o HMBUEAR S e

* AL CA XTGP CA BAKETBiAE CA S AERE IES

G RAE SSL M4 PKI X%, nf LAfigss -

o AR GRS ATE N CA W% RS 28 IF PR TEZS)

o fE N N EBIE P %0 i A FAED
AT NE PG R, PSR S BRSO, R CR, B R U RGHTY CA
PR E5H .

FEX GGG TP PRI XN R AR, RGRAE R W Je A M s e Sl . KRt
PFTEARAE T A B IR A 0 e ] 3 WA AR . A JLABIE B I TEA(E B, %% PKI X4,

\)

AR PG PO B B AERAF A AR AE A B CA W SR N FE B S BT R Z i, i
BEALA B B PR EATREATINES o U R AR B 0 R ALY, e SR T 7 S L A Ao i
U, SRR TR S B0 Fones,  PREAT fRAT

B usEeE |
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| dgee
masEsmsians [

FTEH M AT PKI AR

UEASEM A5 QU I 2 415 5K (CSR) AL FE SE FIEFS MUA LR (CA) BRI 43 UEA5 i 1Y)
CA IR 55 2315 AT 240, IX 8% ah K AEAE S K A S PSRRI (PKT) A

UEFTE A B8 v] B FEIE P R . A8 PKL. BEBANEB N EAE S, EZSHPKI
LAt RO AN E T E

PIERIE F A& A A X &R

TC & AR P E BATUR ML (CA) REZARR AL TEHI CA B CA AJLEHIET . IR x4
FFRS CAUEFIECXS FABHAL R #8 AT LAFE SSL R A4 FH P4 38 CA XS 4 il 4 FH P4 5 CA X AR
45 BAF P HEAT BT 44 KA AL IS .

\}

AR WRERE - EFE A (Decrypt - Resign) SSL AL H 51 H PI CA X%, HAZHU 5 s 25 1& HH T
B, CEPpET SSL ¥R T, FH 7 I Ba 4 nT RE S B i AT o ZERE G b i) {1, 35K A3 CA X5
UESI I B B2 A5 AT ARUE 510 25 ity s 81 2

Al LA R LR 5 A0 A B CA X5
o PN IET RSA BEET-H I Hh 26 (1) CA UE P FARAAT % EH
o "ERCHTINFE T RSA ) H4S CA I IR %]
o HEINARZE L FIFET RSA B CA IEPFFAE ZH. HH NI CA MR A, WS — CA &
AUE B2 455K (CSR) LLAHIE #1725 44
GRS ZAE BN CA X% )5, FTLLF# CA IE P . REAEH T PR AL 35 i 0 Tk
FIE S A AL HEAT s
T ARG ERGE T P B N CA MR A FR, AR LGB UL AR, (EA RS i AR XS 4 8
P
ANBEMIBR IEAEAE FH B8 CA X%, BbAl, 7egmfEH T SSL SRBS I N EE CA X% S5, AHSCER I i)
P SRS L i o AR B 2 7 ) 43 ) SR A R A ARk

CA iEHFNFASAEN
nf LB $ N X.509 v3 RSA E T AR S8 RIS N CA X% . AT LA EAE R R A Lrh—Fp a2 3
FER i 1 SO A

o AT gAY RN (DER)
o FSRALE o i TEAE (PEM)

AL B ) SR BT RY, 4P LUR G A RS . L UE S A YIR T PEM AS R GTS, JE ALY
STRIPRIL .o

| sgeE ]
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wgEm |
B =) cairsmns

UPREE EARSCAE, SO bR S IERRIE S s P S, IF AT DU BRSNS o R GEAE DR AR ST
K BAERCRT o

\}

AR R RCE A Decrypt- Resign B IRIN, B T AEATHC E AN 4P 2 86, 2B ARG 5 RO Y
i CA PRI E HIE R VLCR R . fldn, D620 EAL— TR thZe i) CA ESS, DA 2%
TG P P ST EA T A S el A

S CAiEHFIFA%H
iz

TE1 EFENR > WREHE.

PR 2 BT PKI R, RJFIEFERER CA (Internal CAS).

B3 NS AN CA.

L4 Hi A\ Name.

$IB 5 7f Certificate Data 7Bt 177, i Browse 4% DER ¢ PEM 4 #) X.509 v3 CA iiF 1534
S6 /1 Key 7B LJ7, Aiili Browse 4% DER. PEM 4ifith (¥ e FA A 2 913 1F

IR W BN SO sy, iR ENEE, ERSA: (Encrypted, and the password is:) & HE -4
NE,

T8 iR F.

T—$Hita
RIS I A S, R T S B i

4 BCRTEY CA SEH FIFA%A
A LTS LA B T RSA 1Y 1185 CAVEB AL S BRI E I 7 CA 14
AR CAEPA 0NN 4. A ONRIA T 2

72
B EETR > HREE,
P2 BIT PKI 5, RJGEFEREBR CA (Internal CAs).

HIE3 LUK CA (Generate CA).
FIE 4 fi A\ Name.

B usEeE I
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| xgeE
szt [

HES HAFR BN,
$I2 6 s Generate self-signed CA.

FEBIUEH
AT CA I 44 R BE B 75 CA X 5. AL AL T

o FALTUNE B AL E B CA X5 XS E R AR AL LS, 00 m &5 F5 2 1) CA
R IE P25 4475 3K (CSR).

o 15 CA WUR LG, 1% EALTEF RN CA X%, LV MR 2 2T
124 T CA B E 8 ZAE T, A BErE SSL BT 5] FliZx % .
Sl ERZZHEY CAEHEF0 CSR

R

B EENR > HREE.

FIR2 BEIT PKI ARG RJGIEFEAER CA (Internal CAs).
$E3 iR CA (Generate CA).

P4 Hi N\ Name.

FES AR B,

$®6 il Generate CSR (4 H CSR) .

P S CSR LU HHEAZ ] CA.

TR LHHE.

T—%#ita
o WA LA CA MURKIAEZUETS, TP iTiR EAL ywe N CSR MU RS2 UETS , %5 57 1T

e NER CSR MMk K2 & IE+
FAZ R, S AE AT SSL IS

UK

TR EHENR > WREE.
PR 2 @I PKI AL, RJEIEFERER CA (Internal CAs).

I sgeE ]
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B crirsaneTs

FEI ST SR CSR AR AU CA XH 55U REE (2).

FIE 4 i Install Certificate.

$IE 5 il %E (Browse) 4% DER 5% PEM %ifi% ) X.509 v3 CA iE45 304

FIR6 WUR BAL RSz ik, WikTh 2%, %54 (Encrypted, and the password is:) 52 ZEHE I

N,

TR R EFELRZEAUES EES] CA XA,

T—% it a
© WERTE SNSRI G SR 5, T ENCE G TS R E G E

CAEPFIFASA T £
W DR B A PR CA 5 R E P A B L SO Sk A B ALy CA E 1SR AL
A\

ER RGUAEK T EREPIE A TE R 2N E .

RGACRAFEEYIE DR, S RENE R B YD AEARE N TS CA X G P I FASIREAT I . 2R
MW CA FHEAEBAMRY], REAE SIS UEB ARG RIS Z 0T, 23 8 ux X 285 Bk
fifss . Rm, BBIERAERG TN T ES .

A

IR AFNRGEN B TR R PR, SRR AR AR I 84 S

T &k CAEHF0FAER
] DLE] I by 2 g A eH S48 R CA IE .

UK

T EFENR > WREE.

W2 JEIF PKI A, RJGEFEMER CA (Internal CAs).

WIB3 A FEILUF BRGNS CA M55, sl wiE ().

FE4 LT

$IB 5 {£E5A5 (Password) AN Z5 45 (Confirm Password) 5Bt %y A\ in a5 265 .
TI6 HBE-
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ZAEEIER I A IR

P B A RED S AF AR B ATA LI (CA) M EAKE T 3251 CA 19 CA RAHIEF . IR i 54
PRAT CA A ICEPIEAS ALl n] AR LT A7 BAR AN CA X ANAL:

* SSL #ilg, FTHdil Ml 325 4T CA sUfEAREE T AR CA 2544 Ik s i i i o

o MUERICE, TS5 LDAP 5 AD R4S 2% 1 24k d%

* f45(¥) ISE/ISE-PIC 4. & pxGrid AR %588 CA (pxGrid Server CA) 1 MNT AR552& CA (MNT
Server CA) X Gk 532 5 AR UE MU MU AT 5 o

B2 A5 CA XS5, A LUME A4 BRI INiE PR 512 (CRL), (EAREF ittt % @bk, wr
AINE 2 H) CRLEE A R, BB LAERIX S CRL, WAZMIER1Z%) % BB B X 4 .

\}

IR {F ISE/ISE-PIC i hc & i A 6 %k, K CRL U3 in B1Z6 S B AT R H

ABEMIBR IEAEAHI R 5 CA XF 5. tAh, FEGMIRIEAEMTKISZMHE CA X5 R,  SRIRIN Y I #7161
SRS S I 3]0 A0 T S U I 4 ) SR A A B

ISR CA MR
HAT DL B4 X.509 v3 CA FE P RECE AMH CA W%, Al LA ALK T 0 Hd—Fh 57 37 1k 4w
15 1) ST A

o AI GRS RN (DER)
o BaFALG s LB AE (PEM)

AR S SZ B R, AR AR % 5 . W UE SR PEM AR b, 38 i) LU IR (S B .
A SO LG G IRE AR B, A AT EL B4R CAGIET: RGAELRAEN R Z T2 HIE AT I IE -

W ISE CA X R
iz

TR EFEHR > WREE.

P2 JEIT PKI YA, RJEIEFFZ{E1E CA (Trusted CAs).

$®3 il Add Trusted CAs.

PIF 4 i\ Name.

FIB5 i8S (Browse) {4 DER o PEM Zwfid ] X.509 v3 CA iE 15301

PO WA ZHM Y, HEP 2%, EiBA: (Encrypted, and the password is:) & LEHE 4 A %
i,

| sgeE ]
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TR R E.

T—% it a
© WERTEBNSRE S AKX 5, TIERCE LG TS A& I E

% 151F CA X &R R EIEBHFHT 5=

BRI LI CRL _FAL B2 (54T CA X %, AR SSL SRS Fh 5| 32 54T CA X%, W] LUAR PG Kk 2
TINEEUE ) CA B G 2 5 2 U IE ok s i i T L AR A R 51 Hoh — a2 52 i a0
T IR SO

o 0] AL (DER)

o BRRARE G FE R (PEM)
ISINCRLJE, 7 LAEA CHRESIE TR B O FAERIX G0 CRL, WA ZMIBRiZ0 % IF 5
[ERuE
HRE FARALSE Y CRL (IS0, Al INEISZ 54T CA M%) CRL E B A BRE. HiE, Sk bk
CRL ZJ&, WASCARER BRI S —4 CRL.

\}

R fF ISE/ISE-PIC 42 Ac & b A 6 %k, K CRL U8 in 2126 S A AT VE -

[6) Z{51E CA X SR MIE B HHT IR
\}

IR 7F ISE/ISE-PIC 4 lc & Hh A 6 %, K CRL ¥3 in BHZ6 S B AT H

R

T EHERR > WREE.
BIR2 JEIF PKI A, RJGIEFEFZ{E1E CA (Trusted CAs).
SIE3 filinl {5 CA X RN 4t (2).
WA R ARE (D), IR E JE T, B R A O S AR .
P4 iR CRL (Add CRL) 4% DER 5 PEM % [¥] CRL {4
S5 LUERE.
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T—%#ita
© WARIEBhsRE I ERIX B, W AE O E G TE S I E

FNERUE AT &R

TR E RN IMBUE R R AR R — DA R T I LIRSS ds APIE T . 20 R X R A BRANIETS
UREe W LAAE SSL I P A HT AR EAE 100 GOMURT R AU R AL T 25 sl s it i, 44
UL AR RAE AR B 2R AR e 1S, (HAREM AT W5 CA IEBHEATIRE.

&R DL B AL X509 v3 RS FRUE TR E SN IE A o LA EAER A B b —Fh 52 SCReks X
(KIS

* A FEgmiL ) (DER)
o BaFALG s LB AE (PEM)

AL E A RS SUEBAF RN, AT RA BRSO RGAELRAES G T 20 SO BEATRIE -
WEARAEAS K] PEM A% s, 3] LU IR E E

EYIIEEINE PO ES
T2

TR EFHR > WREE.

FIR2 BIT PKI R, RJGIEFEIMERIES (External Certs).

$®3 il Add External Cert.

FIE 4 i\ Name.

$IB5 /& Certificate Data 7Bt -7, it Browse 4% DER ¢ PEM i) X.509 v3 k45 2k 5 304 .
FE6 IR TE

T—5HHtta
RIS I A S, B T S B i

PRIERIE 3 &
TR BRI BUE 1o 0 AR — AN B TR U RS 2 A LB IR . AT G i B4 B
ASEEPUE PSRBT R AL R 4P LATE LA A7 8 F P e o A
* SSL B, FTd e O AN AL BH A 2 A N B A UL b — &5 IR 25 A I i 2t
* %) ISE/ISE-PIC . & MC BRES2&1EH (MC Server Certificate) 7Bk HBUE T % .
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« SRBIZSTTECE, FH T AEER B I Web X1 S0 2% B S6T s i X 45 171 7 158 4% (1) 3 0 34T 5 40 56
iF. MBRZZ2EIESP (Server Certificate) 7 Bk A #iE Pt % .

A DU _EAEFRET X500 v3 RSA BFE -6 5 2 i IR 45 23 0E P ATARC X ) AA A 28 0 SR Bic ' Y 3 Uk 1554
%o AT LA AR R 51— 82 52 R 2 SO A
A5 gL KU (DER)

o BaFASG s L HIEAE (PEM)
WR SR 2R R, AR A A . R P A2 K PEM RS 30w, 3 v] DL IR

15 Blo
TR AR, SO A TER IR e S R, I BT DU BN . RBAERAERT BT
H4 56 UF B XS

QN AIEBX S e, ATEME SRR, (HANREIE SO R R 1t

ANBEMIBR IEAEAE A I A BE X 5o SO, AEGMBEIE AR I A RRIE S XS B, SRIBRIN U i) 42 1 55
Mo i YT TR S U ) 4% A SRS A REAE S S A

AN ERIEF X &R
iz

TR EFENR > HREE.

PR 2 @I PKI AL, RJFIEFRERES (Internal Certs).

$1E3 fidi Add Internal Cert.

FIE 4 i\ Name.

$IB5 {f Certificate Data 7Bt I /7, i Browse F4% DER 5{ PEM 4 f#) X.509 v3 R 4% 2830k 15 304«
$6 {F Key 7B )5, sili Browse 144 DER. PEM % fith (I FC XS AL AT %80 301k

P R ARG IS 2Ry, IR BN, BEEA: RIEAE AL

$IE8 L RE.

WEEEMT&
W EE S, Bal DI IR CA FIER. 545 ER CA BN, HIF SR CA KIS 4.
CA FFERESE, LLAS—AEM S OE o8k,

UEASEMN S A S QU2 4415 5K (CSR) AL SE FIE T MU LR (CA) SRHE A3 UE 45 B 75 1)
CA M55 &5 BANE NS 8. X853l R B ARSI R AT B DR Al it (PKT)

UEB X %0 ] AR UE PR (5 B . 43¢ PRI BCF-iE BAE ByEA g5 8, 52 PKI
LRt B UE .
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WAER EBEMA R

UEFA M G H R0 ¥ v M 31 PRI SE A i b, Rl AT PA R B E S0 FE VPN IERL 1% %

FEIAET A (CA XS -

1. EUEPEM S e T CA S IAERTEM IS5, et e=s8, JEHE & DR AR IH
B A Fa e ME— I R W E

2. HETREGDUEPIREANTE B4 LI bnt % . fEw & b, e
MAEBEN G5 AN &R e R LR &G, RN RS SR, T B
SCEP, EST, F1PKCSI12 CAFFMER, Sl FEl Aai#AT, XEWE AN T EAT A5 5 B
REAE . TFHUE T M LA A R .

3. FEMEHY VPN ALE rhs e 0 KIfEAT M.

ERIEHEMT R
T PR S, TR R R > MREE, RGN BHUE R T IEEE PKI > EREM. R0k E
ZT_\‘ u‘[:,f)a‘/%\:

« A IE BN A RFRIITH H .
R TE ORCRED ks,

o BRSO BRI ER AL WORAEZERI S rp ., AT DU DL R VEM v

s BER - TERSEERIL A A A LARIE .

« EST-# &l FH e AR 5nE M M CA SIS M E 1

* SCEP - (BRIN) & FH ) 5l 15y i3 (SCEP) M CA SKEL G k15 .

o FH - MR B R T AT

* PKCS12 304 - 7632 FF VPN B0 BB L % & B 5 N PKCS12 0ff. PKCS#12.
PFX 5 P12 SCHFK5 45 2 UEH AR Fh IA)E B AR AR A AE — NI Sk rh . SN O£
AT

« B2 (Override) FIHR/RAT SR RVFE S (SHOEERG) BREARVFESR (O X) .« WiE
BoR—ANEer, e A 7 550
TR “PE G BRI0 2 XAE N VPN IE B — 3 AN & O RS . B iR A 11
FE A VEAN S BAR S ME— 1. T, 7EVPNECE T, AEMNESEES “AHA” & “AEHE” .
1 A AT IR R RS B E L IR, WSS RE S 5P 11 .

o fihigmiREbr G2 AR B BEM A% . R LR M Gk SAFR L B4 %
RIS, A BEVEAT SR . 5 S D0A S B AUE BT R S R N B o S 0T DAE SR M e 5 % 0E
1T 9m%

o A IMER ERE i) AR A A KAE B A S . BAE BN & O SR T
HoRBE, WITEVRs FLIHER .
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fiz ("H)FRINES FEAR (Add Cert Enrollment) 1 JT#RINES 5 A (Add Cert Enrollment) % 15 HE I Aic
B AR S, WES R IEBEN S, 58 64 01, RIGAERENMTE AT B & L2t .
AKX ER

T B e e e

T EST VENF 22 BEE 1

] SCEP {1 22 R 15

A8 T i 2 e

i H PKCS12 SCPF224E0E 1

AN ANIEF AT &
CETTLUREKAET R 1 Bt o (A0 LA 5 HI B B 24 0 SR IRA BT AT 55

LI FTIFRAINGES S FE M TEAE :
s HEMNZEBATIF: AXR > MREEH AT, WENGERK DGR PKI > R EM, R5H%
NAMES F M.
o fERCE L AN 418 & (Devices) > iET (Certificates) Ji%erh, E#HMM (Add) > iKnEE
$ (Add New Certificate), #XJ5 /iiiEH ;M (Certificate Enrollment) FEt (¥ (7).
B2 EANIEM S B FR (Name) F1i5 A (Description) (J& & ka0 .
TEMERUE A FRRE R 5 AT R ORI e B2 FR
$IE3 N CABRIETF.
PB4 EEEMAER.
s BERIER - F4 CA FHEE BAK NI A O AL MIET . S E s P A T 2 HARE B .
pEab
M AU, WITEUE B S R e A HAFR (CN).
* EST-TE ARt FiEM. FEEESTER. SR M S ESTIEN , 5 66 L.
* SCEP - C(ERIA) i 8iE kM. $55E SCEP {5 H o TS AL BiEM* % SCEP £ ,

67 T,
* Fzh
* {¥ CA (CA Only) - #E It FEHE AU FTIE CA G CA IFH . ANEhiFPalE S 4mr
.
WAL PR EHE, W CAUE A I REIVER . 8] LLEEBA CAIE T I UL R 428 CSR
FESRE S E S o

* CAEF (CA Certificate) - fEHEH A PEM A% 30 CA IET5 . &t ) Dol it M HAth 1% % &
il CA IEFARARBGZUE TS .
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woEssEn

W IEFEAEH CA UE A CSR, NI AT LUKt SEAHE FE 25
* PKCS12 31 - 463 FF VPN ZEE L& % 4% LS PKCS12 . PKCS#12 5 PFX 344 #5 Ak
by A RNE B RAAH AL A I S F . AN A SHI T .

$£E5  Phid CAIEBEARIRE A CA #REME (Skip Check for CA flag in basic constraints of the CA
Certificate) - 21 H ZE Bk RS A5 A UE P I SEA BRI AT CA bRk, Ikt B L HE

HIB6  IUE(FE A (Validation Usage) - EFEAE VPN I 42 U [R) 56 1FIF 15 1) 326 T -
* IPsec & Fifi - B 1iF IPsec 3l s 7] VPN JE B2 % ) it iE 15
* SSL & Pum-7Eit FE V) i) VPN 221 [0 %6 UE SSL 2/ il 45
* SSL AR5 83-1EFELABUE SSL IRSS#iET5, i h Cisco Umbrella Ik 55 28+
$7 (k) FTIFHER S (Certificate Parameters) LI £ IF 45 EIE BN A . WS FIEBYEM % iFH
ZH, 68 UL,
UERAE B B TR, K B2 IR B AR — 5 2 T ) I (5 R
F|S (WD) FIIFERGIUMHRE S YIE R WS LTS G S PIE, 55 69 i,
P9 () AUHHEEE IR R e R WS BUE B S R IEI 5 70 T,
P WHHE, RiIFERZ (Allow Overrides) Hxf 4.
FERAE T PKCS12 F P WA 5 UL Fe i B s i, S5 Oh 20 AEE Pl B o (R 4% EREBRE 13 0%
AR GHE G TR, ESARN SR, 511 0
FEN LR E.

T—5Mt4
KIS % 00 Ho 2 3 e 4% b, DI IZ s EOIE— M1
X ER

A4 1) 11 2598 k2B iE P

i EST {EM 2 B4UE 5

{4 1] SCEP {30} 2 H530F 13

A4 1T Bhd 2B 3iE

i 1] PKCS12 SCAF 22 500F 4

A nIE S E A
iz

TR MABIR.
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B ocsamxigestin

ST 2 WE S BRI E] PEM K41 1dP ES FB .

iR
WERAEAS A HRAUE A P RIIEAS WA 20 22k W IR A o TS 1D

T3 AR E

WER EM AT R ESTIIN

Cisco Secure Firewall Management Center S #5132

> WG, RGN PGP IEPE PKI> Cert 3EM. ik (TH)7FANER M (Add Cert
Enrollment) 3T JF3 10iES ;£ M (Add Cert Enrollment) %Fi5GHE, 4R J5E+$% CA 158 (CA Information)
LI o

FE
SEMRB- I E N EST.

)

Pt 23 * EST yEMERIA LR EADSA %47,
o AN3CKE EST ZEUE i AR B BhvE e 25 FIZhEE

SERF URL (Enrollment URL) - B£4¢ RS2 kv A 8115 CA IR45 2319 URL.

i H https://CA_name:port /U] HTTPS URL, it CA_name & CA x5 #5111 34l DNS £ FREL IP
VELLRE I RS ST/ S SN

AR &-NT Ui CA A 4
FRB/ARINE RS-V i) CA RS %h «

8- ] EST Mg CAUETIIN, 0T LUK CA RS E4mANTR 4. A HIFREUIE CA RS LTI
FLJEAT B T B LB R 2 BB o =05 A T R BOE B AR . S AT 3B HR U CA kS5t
g (Fingerprint). WIAREHIA K SUEB TGN ILES, WE A5 #dh s . (0L BRI AR Ik 55 A 3k
I CA ffirgL.

REO-5 CA IRSGHZHAHE N . BRI T, BosisWriZi. SRR i g n, ik
PN AR 22 4 X BBl T 0 51

ZBE EST BRZ 2 UEB IIE-BIATE LT, EST IS4 iE U E O og . 220 50UF EST ks 7
UEAD, Wk b IEAE

B usEeE
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WER I EMXT R SCEP JEI

Cisco Secure Firewall Management Center S 7512

I > WG, RGN PGP IERE PKIL > Cert 3. Ak (H)7RAER EM (Add Cert
Enrollment) 4] JF5 hRiE$ ;£ M (Add Cert Enrollment) %G HE, 4R )5 E+¢ CA 158 (CA Information)
IR

FEB
SEAFEEY (Enrollment Type) - % & 4 SCEP.
7EM URL (Enrollment URL) - ¥ £ W S5 1R05 I 21 CA JIR55 251 URL.

{ffl http://CA name:port JERX ) HTTP URL, JLH' CA_name J& CA JIR%5 #5141l DNS 4%
i TP Hudik. i O 5 A HHTIN

)

AR WEH L4 /FQDN 51 H SCEP iR%5%5, 15141 FlexConfig X1 % HL % DNS AR5 %5

IR CA TF CA cgi-bin JIAST B A EERINALE (/egi-bin/pkiclient.exe), WAL 0 008 A EARvE A A7
H AL AE hitp:/CA_name:port/script_location JE:[¥) URL Ht, I script_location & CA JHIA ¥ 5848
PEAE o

Rif ZZ /1IN 2545 (Challenge Password/Confirm Password) - CA IR 45 #% 1 ¥ #5 5 43 I BT A F 1) 2%
o fmT U H % CA 445 B08 ik 70 W9 26 30 W5 2% b A\ LA bk SRS -
http://URLHostName/certsrv/mscep/mscep.dll. M CA f%5#5 3R H S AE SR BUS 60 7
BRNATR. BRI, O R O O R

EiX R BB (Retry Period) - &k P51 K S8 2 (R IS TR] (R B CLAZM B4 B2 o {EPTEAAE 1 21 60
oyEhe BRIME A 1 734t

FIRITE (Retry Count) - 45 5 KGR G AR K RS, NEATERE. ErTRUE 1 3] 100, 2R
{624 10,

CA iE$ & (CA Certificate Source) - & & 3K HL CA WE A7 .

* £/ SCEP #2F& CERIALLI, @M —SCHRFIET0 - A fa] b5 AR (SCEP) M CA
g5 a A ZAEAS . AT SCEP 7EBLR AN CA g5 ds Z AR M . AETTURTENISREZ R, T
TRAFAE 25 1 CA IR 5545 (1 1

B4 - 4ff H SCEP fi& CA UEBI, A LIA CA IRFAM AL, MHIFEUERIE CA IRSSHIET
I SLSE VAT B T 97 1R 2B AL 1 88 = 5 A R BE PR AR IR 1. SN 7S HE IR U CA RS- #
&4 (Fingerprint). WURBAARME SUEH TR SUNILEL, WHEFR a4 . 1l e CA ik
55 i B 1o 7 0 25500 2 i N BT k3R CA I FR 4L
http://<URLHostName>/certsrv/mscep/mscep.dll.
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MR EMA R IEF S
FERIEF] CA IR AR HOE PVEsk b AR (5 e SRS RSB AT, B s A e 0T
il — 7 BT A

Cisco Secure Firewall Management Center S:fii 213

W& > WHREER, RIEM PR kR PKI > Cert SEM. 4% (TF)FINES SEA (Add Cert
Enroliment) 7 JFRA0IES ;£ M (Add Cert Enrollment) XJi5HE, 4R 5k FIEH S 4] (Certificate
Parameters) 3£ <.

FE

i FARHE LDAP X.500 £ XA AFTH 15 &

* 14 FQDN (Include FQDN) - 215K ¥ £ 1) 56 45 FR 2 4% (FQDN) B & EiFBigsk rh . &0
.

* & EH 2 A% FQDN
* BEAREEIER F{EA FODN
* BEX FQDN (Custom FQDN) - SE£EIEIET, 4R 571 7~ ¥ B X FQDN (Custom FQDN)
FBUHEE FQDN.
« B151& &R IP bk (Include Device's IP Address) - #5422 11 [1) TP Huht A0 & ik i sk
* 2% (CN)(Common Name [CN]) - ZEALEFEUE 54 1) X.500 A 4.

A

AR M ASLUEEER, BOEIE RS EP R e A HAFR (CN).

 HLABAL (OVU) - HAGTEIEB T IHL AL AR (BT 2D .
* ¢H41 (O) (Organization [O]) - ZAL % 7EUE 15 o AL 2B A 7] 4 FK

* L& (L) (Locality [L]) - A SEUEB P HIAE .

* }#l/# (ST) (State [ST]) - ZLELEAEUEAS Y IHERA

* EZR/HXXF (C) (County Code [C]) - RS EIEBHIEZ MK . XA EFE ISO 3166
FMX GGV, Blin “US” FKoRFEE.

* BB (E) (Email [E]) - 2 EAEIE5 b AR AR

s 8£1%&HF5]S (Include Device’ s Serial Number) - & 4% & 1 F91 SA& /0B . CA
P H 5 RUEBEATIAE, 808 AR e SR e B A OCE . WA SsEm], 578,
A0S Y g AR AT
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WEFEM TR EHIER

Cisco Secure Firewall Management Center S 7512

I > WEREIR, K5 M PR P IERE PKI > Cert 3. % ()R ANEH 38} (Add Cert
Enrollment) 4T 7T i&0IEH £ M (Add Cert Enrollment) X[EHE, SR )5+ 248 (Key) &I+ .

« 24 AI_RSA. ECDSA. EdDSA.

A

iR o GHT EST {EMIZEAR, 5135 #% EdDSA %4, KN EAZ L E.
* EdDSA {XAE% #00] VPN #h4h 52 3 HF
* EdDSA AN FRENIZFRE VT W) VPN & 4315

© BRI ST K A IR CAE(E, WM T BRSO IR0 B B A A A
(e, WG B B AN K (e A R s IR 26T ISR S, Rl
Fi 55 4 Wi 504 (FQDN) #5141

* BRI (Key Size) - ALY AAAE,  ALE Pl s PI0 N OB, B 3D o il

KA 2048470 BEGHOR, PB4, HoE, A eBECROR M s P A B A I ] (REAICR
T 512 AL A ) iy ELAZ H R Ry AR B R B A

EEE o 7F B KB B0 R 7.0 R mRRCAS b, BTG RSA N Sk
TEMHEFH RSA B4 K/NINT 2048 7 (3R . (HE, sl LIl
I BAT 95 0 16 PKUUEPyEM . DLARVHER B A RSA & HILAER
NS RN SHA-T IAEF

o X 7.0, EICEA NN T 2048 4718 RSA B54H, RS H T 59
s T S

* BRIRE -WIRAA AL IPsec A% ) ik 15 (3 PIE AT e B P19 h S0 b8, Tk
% 728 1Psec HERGERA o nT LD IPsec 2/ il P 2 P4 71 . BRI B0 T ANE T
LI

A

ERE 0 Tuli i) VPN &R, WA H Windows IEBAUZ AL (CA) , TIERIA
ISR e 44 A 1P =& IKE Ara). A iR b ER AV, A 20 iy
XSGR FF 2 WE \Psec BIATER LT, N, L% Joik5e il i) VPN
B
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£ F 55 0% /Y PKIIEH 7 A

SHA-1 By 4% 50000 RSA S50 KN (/NT 2048 47 F TIAIE) 76 B kB4 sy F1 7.0 J 58 mi il
B EANZ S fPLAIIRSAZEH CRK/NNT 2048 47) K MHIEF

BRI B AT 7.0 FRARIK B KB b0 7.0 17 SR IX SR PR, S mT LAZE A8 S FH 99 0 % ik
Tl BATARBACVHE I g9 I s 5], DU SRS A B A SRS PN s Pl 2 4

)

ER 7.0 B AR ASCHFAE ORI T 2048 £ FRSAZE A, BIMERS e v 4 H 59 n %%

FEERE A LR SIS, 1 S R > P T . A AR BASEINE (s
S INEIE TR R, Lk e BRIATEOL TR, S9N I AR .

\}

AR Yl TS SEGE MR, B KBS & BN R, SRR 59 N s ik
T [, 48808 FJa 598 i s 2, Bl KBS B s 25 2% b 99 00 46 e B 2 A S s
HE .

B REAMAARE 7.0
MIEBFEB] 7.0 B, HEIEPRCESRE. HiE, WRXIIEF ) RSA Z8 /N T 2048 47, -
SHA-1 N &k, WIJEE T2 7 VPN R, B ZiFREL RSA S5 /N KT 2048 AT fiE, B
3 VPN &4z )3 H SeVrg9 s 1k 1 .

WE S E AR 3T 5 IR
TH i 3 PEAIC A O VA48 S A AR A E P IR IR & o U A A BRI TG PR A, ANk AT AT
—Fh 5% (CRL 8 OCSP) .

Cisco Secure Firewall Management Center S #&1%

FE > HREIR, K5 EHE R TR PKI > Cert 3. 4% (TT)IRANES EM ((+) Add Cert
Enroliment) T 7T A0iE ;£ 41 (Add Cert Enrollment) XJifHE, 4R 5k F%4#15H (Revocation) Z& T .

- BAEB #5113 (Enable Certificate Revocation Lists) - &7 7] J5 il CRL k75 .

- {FARBIEHE CRL 9% & (Use CRL distribution point from the certificate) - &+ ] 3k HL
K H R #1450 ) URL.

- (FHCE BAER7S URL (Use static URL configured) - 3% o a] i e 2 (K 715 U 51 22
73K URL. #RJG¥s I URL.

CRL BR%5%8 URL (CRL Server URL) - i] \H F 4% CRL ) LDAP HR 45 #% 11 URL.
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URL 2L hetp: // F3ko. 7F URL H AL & i 1
http://[0:0:0:0:0.18:0a01: 7¢c16] -

C[U

o K IPve HUAEFEAE T #55

* BRELIER RS (Enable Online Certificate Status Protocol) (OCSP) - %+ ] J& i OCSP
K.

OCSP BR%52% URL (OCSP Server URL) - 75 23T OCSP #r&x i,  FH LAKS £ 344 1t OCSP %%
25[% URL.

URL 2L http: // T3k ¥4 IPve HuhbF&7E 7 465, fil4n: http://[0:0:0:0:0.18:0a01: 7c16] .

* NRBFHE D TEAE, BEEIER 2T EY (Consider the certificate valid if revocation
information cannot be reached) - BRI\ &b T-1E kA . WU AR SR VF AT, E IO IE T Ik

Bto

A “RCEHMS SR DU EIE . RN SIS IO o T LG SRS 51 0T 5 LLAE D
LS R A o U ER AR TS T SRR SR, K PPAL JF AL B SRR 51 3% (R B A DR RS £
M3 A T DAE B A B 2 SRS AR . SO SR ) LU AR LA TS AE £ A UL BT
I EAE A — BR AR PO AR SRS SR AMESIC B TR ) 92 A HOIK S RAE B WS 2% H AR 4T IL
PBCI, AT SIS SR AAE AR N R P B 34T DL

BB RS B A .

WREF TR > W REEBIF N H R PIEFRIETIR.

MR INREE SR .

TEBRRT- BN TIE TR SIS HR . R AFRRAX 3 KN .

MIRAE N R4 2 Pk 6 FC VR 2 L DT R 451 (1 U7 )

e QIR IR A R AT N — B g e — AR e B D

FEBIFAE O SIS IEL 2% T 30 gok HE 5 8 Bt A5 FR 4% B DX 0 T ANZE IR rh 2 1
fasa] LAE Frgk X381/ O (Selected Zone/Interface) #1136 T 5 (1 7 BEHPBE AN LI FR, AR5 sdiidam
(Add). {AE &AL S Tk I sk X IR, REA SR BRCE FHL

2 et b B T DA FE 7 40 R AT AT AT b U ) 51 2 SR AT 2R 1 2% Ao e 1) H b MLk 1 % o
RS e 5 R BRI R T FRUEAT UL, 85 4 N B 2 TV IC AR HE U 1) 1) 0] 5 5l T
ZEHNRNH o

sl R —BRIETR, TR KA TR E U ) PR BT SR AR I N — Bk b A b AT B o

AR B 5 R AT SN ARBATULAC, AR5 a0 A\ B % 2 1 VL S IR AR U5 1] 81 3068 B iy
ZBINEI R

sgeE ]



W o

TIE8

sggE |

RTREEBIRIEIR, T RAE VT M B BT R e Rk R b 2 R AR S5 g R e
TEREIE A 181 51 SR ek AT R TN RIATUCHS, AR5 5\ 5Ok B 2 FH T VT BC (AR HE U n) 471 38 %) 5 sl iy
YR F

Rt AS BRIZIETI-K LAULEL BGP HIG R4kt WRIRE L 4 AS 42, WIEk T LLCET— AS
A%

MR EMMIET R, PLSZRRE BGP AL X sy AL X 2053l 55 18 5 AL X 81 2R 5% 2 ol i 4 X 47 2 0ot
GAHVCH . a0 BFGE 2NN, RGN AE R, 2006 2 SN VUHES S sldb 4a 4 R 11
a) BONMNFR A AR, SR ER RIIR FBA S E B (2). X YE BRI AR X

IR N EFFHHR, SAdRm, RGN HHE.

LI BGP #: X SR ALIX 52U, Tk T T £ R HE E AT X kA

b) ZERINYEALIXAIZR, W AEET R X FIR TE TS EHRIE (). §RRAX SIE BORTER]
R RAXFIER . EFIHFIL, mdnfm, Ko ahifE.

pE s
P IEAL DX HIZRAGE T HCE B S AT H .

R B TR SRRICE IR LLUCEC B B (045 b5 R 22 4 41 bRid .

a) {ERFR BT TICAC IR bR (. v AN ZANLUE S 2 B M. B b e & n IS L 45
SEFEPRIAT A B b o R PR(E VO E T LALE 0 3] 4294967295 2 [H].,

b) ERRIC BT A TICE PRI ] U Z A LUE 520 B A o T8 e 15 nT D RCAT AT
Hia g W bmic s . bRicEVEELE 0 3] 4294967295 2 [f],

WERE S VPR R R AT B o, W RIFBERIENE; WS RV R . 2 12 G
RAHRTF

S 16 G LA AT ANTR] (145 2XARERAS [ B3
TCP #A UDP
AL 2 P (OSSR AERE S N, 0 AN TR SCIBka 1 elds YD X 5. 4

. tce(e) /220
ICMP #1 ICMPv6 (IPv6-ICMP)
AR LI W Z BRI b n] e FARID i 6 5. 50 4m: 1emp (1) 03130

T A] DL ACHS Cn B3 FD SRR ICMP 8% IPV6-ICMP it 1% % . 5 ¢ ICMP 2588 R14¢
e s R, 1S

* http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

* http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml
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Hit
AT DA AN FH ity 1 A HeAth IS i ity 1 X6 52
480 O BB A v 5. T8 U B IX L BRI S o BRERIAXS G LAAR, ik n] LAY
A H e S A% .
AJLE 2245 Web FLTHIH FIAS [RIA7 BA8 FH i O 0 %41, A G sl srims . om0 2 5 01
FEO) . i AR R 2R B, G S G AU G B e R A R e v L A O Sk
RGO 2R G, AT DU R 48 A TSR SR B ot X S 1A g
A FH g L % I, U A LA R
o ANBE A ) 0N A T AR IR TCP 88 UDP LAAMPATARI e bk, 700 0 o 5
YR AR H BRI A, AN RETR AR S
o WD AN B2 SRR BSOS 0 21 B 08 11 4 Rty OGS AL, DU T R 2 )
FUUAS S AEFCE W& AR
o G BLE g RS TCP A1 UDP it R 65, R e FL s n ok R0 00) (s 11 4502, AR
IS E bR, R IRR,

B 2 im0 X R

UK

PB1 EENR > HREE.

P2 YK GRMLFR P kPR O (Port).

P33 FMmEEO (Add Port) FHzF1E P IE LR INIT R (Add Object).
B, BT LR BRI I L0 5, AR g S DL A E e N . R B R A e LA %
(1) SebE bR,

FIE 4 i\ Name.

LB S EFIY (Protocol).

P 6 ML LI, Ham D (Port) BEAT RS, Bk +E ICMP 22! (Type) HI4KE5 (Code).
Al 1 %] 65535 Z [A][1u 1o A% 74w i Ve . kRS ERE (ANl PR Ui, s
Ziff FHE AR (Other) T 441 & 44 11 BRI 5

PTG G0 i

o W TE ARVE I R I TE S, IR RIFBEEENE, SR AN SES , 12 1.
o WSS SR I BT %, iE T “FE W7 (Override) #54) F AL R0 (Add): 1S RN
WHRES, 513 1,

sgeE ]
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B s 00

T8 miRTF

T—% it a
© WERTEBNSRE S AKX 5, TIERCE LG TS A& I E

F A A X R

ARSI N ZFEAE R, ESHSANS, %4 0.

RIZR 53R

AT LIy IPva FIl IPv6 G AT 4891 36 % 5 DAAE G & 35 st . SRmS s . OSPF i € o BGP 4B s ik
JERFAEF o

B & IPv6 BIZR53R
i/ “HCE IPv6 HI 2414~ (Configure IPv6 Prefix list) VUG & . S I ATZR RN 5. B L
U RTEEHN RN G LAAERC 2% tH S . SRBS LR . OSPF 1 JEEL BGP 4B Ja i uk i A H
AL bR 2 s — A A .

T RKIKIERITR (Object) > R EIE (Object Management) J M\ H sk Fh ik FE R 51FT (Prefix Lists) >
IPv6 BI48%13% (IPV6 Prefix List).

PE2  AUHRIETETIER (Add Prefix List).

$IE3  EFEEIHTIRITR (New Prefix List Object) % 1 B FR (Name) 2B H i N Hr48 51 6 4L 1) 44

HIE4 S EAIETRI S (New Prefix List Object) % 1 /¥ 340 (Add) .

LIRS IRIE (Action) FHIFIRHFIERAIN FHEAE C “RVF” [Allow] 5% “FH1E” [Block]) » LAF/REHT 4>
avr

PIB6 (LSS (Sequence No.) FBe i AN T 4R B AT 4 F11 2 45 H AT O N BBC & M RT 48 21126 4% H 41
R BA RN E ME— S WRORE a8, WF A5 BRI LT o i 5 K7 815 K
5.

ST A IP Hbhik (IP address) 7Bt 5 5E TP Huhb/ A5 K kS 2C ) TPve bk, HERS K 20T 1 Al
128 Z [l A R

PIR8  {Em/INETEAE (Minimum Prefix Length) Hy N5 /INATEEKC B o A6 UK T HERS K B I/ T8l 45
T KT KE” (Maximum Prefix Length) (Z1RFEE) -
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P9 ERABIEIKE (Maximum Prefix Length) 7B NS RATEAC R o 0N TEEE T “ el
AV ” (Minimum Prefix Length) CATSRAFAE) , siE K TFHMEEKE (R ATEE “&/DI%HK
J%” [Minimum Prefix Length]) -

FE0  fidnfin (Add).
BN WISV I RS T B o, I RITB R RIENE, WS ARV, 5 12 T
FRI12 R

fC & IPvd B 53R
] “TCE IPv4 B4 %3 ” (Configure IPv4 Prefix list) TUIIAIZE . & HIMgmiEar R0 5. Kal Ll
I HTEE AN G CALE I B B p L) . SRS S . OSPF 1 yEEk BGP 48 i g I HH
AT LK %2 5 el .

F$EB1 HKIKEFEITR (Object) > 3R EIR (Object Management) Jf M H sk Rk £ aT48 %13 (Prefix Lists) >
IPv4 BT48%3% (IPv4 Prefix List).

P2 SEHRMETSESIFR (Add Prefix List).

HIEI  EFERSTIRTR (New Prefix List Object) % 1 Li&FR (Name) 7 Be iy A\ R 2% 5128 5 5 1) 44

$B4 RN (Ad).

LIRS IRIE (Action) FHIZIRHFIERAIN FHEAE ¢ “ V7 [Allow] 5% “FH1E” [Block]) , LAFR/RTEHT4)
avr

$I®6 (LSS (Sequence No.) FB i AN T 4R B AT 4 F11 2 4% H AT T N BB & AT 28 41126 4% H 41
R BA RN E ME—S S . WERGRE S8, WF A5 BRI BT o 5 K7 815 K

5,
ST 7F IP Hbhk (IP address) 7Bt 485 TP Huhl/AHES KBRS 200 TPv4 Hiuhil o FERL S A5 1 AT 32
Z B %A .

LIRS  {Em/INEIEIKE (Minimum Prefix Length) F 4 A B/ NATSRAKE o I (H LUK T HERD K B FF /N el 5%
T “B KK E” (Maximum Prefix Length) (Z1RFEE) -

P9 ERABIEIKE (Maximum Prefix Length) B AN SR ATEAC R o 0N TEEE T “ sl
AFZE K ” (Minimum Prefix Length) (ATHRAFAE) , siE K TFMEEKE (R AfEE “&/DI%HK
J%” [Minimum Prefix Length]) -

L0 RN (Add).

TEN WAV G TE S, IR R B EEIENE; ES M AV SE R, 512 .

TE12 HRE

I sgeE ]



sggE |
| LT

I T BR S5

PN et FEOBT 70 A BT R DR AR I R 2 (P B e A o A B 2 2 BRI B It 23 A
JHES RS o B P R A2 S 17 SR VPR R 4 0 B e PSL KO MR L it Tl E00T 0 A 2 H it g R PO
B ETIRSRT UGS e phr SR ) S FR T e e WS 2% H g R AT B e S A5

TATLCR R B Y s .

FHIa Z |l
B TR ) U PG — AN AN G AT AR5 o AR 5 L QU IR IR 2,
LAPE 5 6 P SR

* WS ACL.
NI LIRS

< NN AS EAE.

s IINAEX B .

s WNINYTREALIX B .

N

AR AR AR ASGE T TRCE B R AT .

* IS INSRIE 12K o

PR KEFEXRR > WREE I B P IEFEEE RS .
W2 LRI HARET
$®B3  hEERBAME 3R (New Route Map Object) % H_E A0 (Add) .

S®RA AEFISTEN, A 02 65535 Z A KLY, I%ECTHRaS BT WU A% H AR COW I e 5
P (K e R SRS 2% H B0 R (A

A E D LL 10 R IRIRENT AT 05, DAEH R AR N 1A IR B 4 5 23 1)

$IBS  MWMNEH DX (Redistribution) '~ 74138 g FAH N FEE, B “ V7 (Allow) 8% “FL1E” (Block),
PAYE 7R BB oy R VT )

$1B6 L ICELFA) (Match Clause) XEI0- DU AE H S Pk £ LR 4ok ILHE (g /i) -

« L& X1 (Security Zones) - s (N I/H ) I VCECH . AT DAREFE X 38 -8 I iX 22 X 45k
B BN VAR IR NI B4 1
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* IPV4 - 1RAE LR A FULHE IPv4 i /i) 5 S PRIZIB I vl e SCAAT

1o R s DU %l SR DU RCES o 0 T IPv4 ik, 33 IR 4103 rh ik 6 A 1
VI BRI TSR AIZRIEATULRS, AR AN\ s £ 2] T- UL RC Y ACL X Bl BR8N 4

2. T BRI DU 2% N BB oR DURCES 1. 0T IPv4 didik, BN s
HEPEEAE VT ) 3R AT SR BT ILAC, R i A\ B £ T ILAC ) ACL X % sy
LIRS G

3. sl ERIRE I AR 6 ph Al A S R PRGBS o %) T IPv4 didik, 33 R s
HEPESAT VT ) P ZIERE AT SR MATILRC, R A\ Bk £ T I RS ) ACL X iy
IR E

* 1PV6 - F 4 % b ) il R — Bk bk e S s bR UUAC TPve (B pH /D

* BGP - R4 LU N 4 /FKILHE BGP (B /A ED) 5 JEFEZIEIR m] e kAT

1. sidhi AS BRI LLSZHPR BGP HIG R Gk AR Y] I 713 5 45 € B8 4207 7] Z1 R AH VLT
WERARE Z BRI IR P, i byl AL RCAE #4215 213K .

2. R XFIFRGEI R LLSCRRRS BGP Ak DX sy ik X 7303 15 i 0 (1AL X B ZRAS B ol ek IX
FIE X GAHILHEE -

© BONRUUFR AL AL, i R dnEEH R IR T B 4 e g (2). H KPR EIRE
AAHEIIR . SR, fdnRm, K5 A E. AU QAR X S
ZIER, WBREMXAIE, 529 1T

o ENINY ALK IER, AR R RIIR T BT NS ERE (2). ¥R IR

WRERT Y RAL XK o ERPITIIE, R, RE R E. ARl
PIEALX BRI R IE R, WS Y AL, 28 30 1.

LAE BGP A X S @A AR G g e UL, Wik e 2 B EH X RN, HEkmiA
T AL XS

e

WEARFREZ AN, RGNS UER i, FLR A IR AV BB 45 1k
ot i P RS R AN ST T b F D AN VR BC A ANV S R

3. N RBE S RIL IR DARC B b WL R4S FIAL BE BGP 5l . 2422 AN SR 51 2 7 5 h e sff
& B HATILECRS , BT SRmg A R ANAE A N B P R TIC R

« HAth (Others) - 35 LA T 44k UTHC % b sl it & o

1. 7E3BHRERAHE B N TUCALAFR bR, DISCRFUCECE G dEhr. U AN ZANLLE
SRR . L B T VU AT HE e TR AR IR T AT 4% o FE B (E Y0 T ATE 0 31 4294967295
Z [,

2. {EFRICE BN ER TILE AR CE. v U ZALUE S b (e . i e 3 m] T
BCATA] B $8 0 2 A4 bRic B H . i fEYE FEI7E 0 31 4294967295 2 [H] .

sgeE ]
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3. EHAH R R EE R L TN DL S s 2R VTS . B RO 285 2 Externall. External2.
Internal. Local. NSSA-Externall fll NSSA-External2. ] LAMF R F k£ /N 288,

LT AN E FANEIR DR AE H TPk £ LR Sl BB 1 Hh /i i
* J5¥R1E (Metric Values) - ¥ & “ii % ” (Bandwith). AT (AT -

1. {EF LB LT/ A i N TR PR E B 5 o A B JE A 0 2] 4294967295 (1 44%k
1.

2. MIBFRZEBY Ny p R ok aede w H AR th P4 bs 8. AAUE A internal. type-1 8%
type-2.

* BGP Ff] (BGP Clauses) - i 4l5 L F 4 fF % & BGP B 1h; %L R Lhg L4

1. ridi AS BEAZ2IET-R DME 2 BGP B H K B8 R4 (AT,

1. EFRE AS BIERTE PN AS B12%'s, LB TR HEREBRE TR E S BGP %
Ho JHEAM AS i 5 TUE 2K, MM ER REBAKE. WREE 2 AS B2
i, NEAAILLTUEAT— AS 45 .

2. EBmE— AS TIEE AS BRIE BN AS B2, KA AS B TNE I fg —
AS Yi'T . A AS FiT AN 1 2] 10 Z [l FE .

3. LLHPIGEREARICEEIRI AS BRI EIEHE LUK th AR ICHE) B VA R AT

2. Mii#t X %3 (Community List) 2EI0 DL & 41X & P
TEHEMRREX T
1. Gl TT HaH e DU T A 3 2 e IWSh) A 28 mh M A DX e
2. RRAFEA KRR DAL X G S (W SSERD o FTRE R 1 5 4294967295,
3. EHIARINEIIA AL X LURAE XA In 2 2 BT AR X
4. &9 Internet. JTiB&E BT S H R EAE LUMEH At 2 —.

ERFEY RALX R B BAR7BUT, Hi\ ASN:nn KKKt H bR 5«
« BEATLUINAE 1:1 3] 65534:65535 10 [l P A1
TR AR BAAN 6 H AN e iy H bRl — 21 LA 540 bR e H b e 91401 1:2,1:4,1:6,
s —AMNEHPERZ AL 8 AN H .
o B HIUE AN RE LS 2 R B H AR H .
3. it E ML L v B HAb w1
1 iR E B EhRIE IEHELL A 3T AR L E.

2. FEREARMEIRN B AN B RAEBAEN EEIE. S 0 3 4294967295 2 [1] )
fH.
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3. EIREBNETE MMM LR BGP B . fiA 0 2 65535 Z [0 1A
4. EFERE BGP YA . AU A AR IGP FIRTEE .

5. fE “IPv4 WE” b, faHE il 200~ BRI N Bk 1Pv4 bk, AT RS
FHAREE H1 % . ARG E 2 A IPv4 Huhik,  WUEHE 00 T LAFEAE— TP bk

IEPFAERTER IR M SR PR E IPv4 ATES1I4K .

6. 7 “IPv6 WH” o, feefiiamB R N8~ —Bk IPve Huht, BEAFELE
AR 2% o WIRFE & ZA 1Pve Hulik, WK 40 ] LAAEAT— TP Hudibdan e

EFEAERTER IR M SR PR E TPv6 ATZ51I4K .

LIE8 LR (Add).
BB WREAVI IS S UATE R, R RIFBRIENE; WHSR AV RERS , 12 1.
FIE10 iHRE.

- o &b

ZeE Be
ZARBEDRETEIPS Wil GEMT %) iRl (BT HAb 4281
ZAREE PR YR E TP sk, 40 URL W4ES, wTHTPusind gk 5 71 R8s i 4% B VLR
WM.

o BIRE NI TR E BT AES

o PR —E [ FE et HTTP 8% HTTPS i I SELS .
GAREINRK PR 4N -

* DNS (%4

s PIZ%  (IP Hbodil)

* URL

ARGE-REHIR
Cisco &AL N UEAE R 2 A8 Bex 4.«
o A eV E SRk B LA 5 TR SRt Y R g Talos
* Cisco-DNS-and-URL-Intelligence-Feed ({E DNS 41 F15 )
* Cisco B fEIHHE O T 1P kb, 78 M2 5 R AL T

BARTCIEMER R G AU, H AT DUE DR iR (a8

| sgeE ]
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B nwaexzessns

* Cisco-TID-Feed ({EMEZEHFRFNIE )
BEIEANTE VT M) 5 B SRS (1) “ 2R IR .
A, B2 I EC B 22 4B K 3% B R e T ) #s DU BLIs, e /2 TID ml W0 S 404 11

£h.
] DA I S R 5 R I 2R A0 e A B TID o3 AR o
HREEAE R, 12 Cisco Secure Firewall JE A GET 7] 8%

MEXFFR: £FEMEILETIRME[FELETSR

FRGEhIEL (DNS) « IP Huhl: (4% Hl URL BTIE XA JRBH IR SR FIASBH 1513 .
RBHIRAEIH TN 7 . BEREEXLEHIR, HS 0 /A /R s 5 81 i,
BROATFOL T, U 2 I DNS SO Al ATX L8 47 F At 22 B e — B0

B E XiR

T DAEFEE =070, 8%, A B AR, &0 DL7E R AT 24 Cisco Secure Firewall Management
Center B¢ £ [ KL H 2 AR AA e AV R B E 512

WS A E LRI, 2 86 L.
BEXFFR

8 AR AT s M A 4 R 31 2
WS HE e esR , 588 ut.

BEXREEREYIRMREMAR T
o IP HUhEANIIEDR - T i 22 T SR (R BELLE SR AN LR SRR, 44 2 e — P70
* 4 - 11T DNS S8 I AR IESIZ, VR R 2 2R RE ) —HB 71

* URL - JH T-V5 il A S0 (B SR AN 23R, AR 2B Re i) — iy . ek, SIEmT L
FEVT AR HIAN QoS MM FFAEH] URL #113%, I LSRRI 73 MIAd BEFf B AEAE B ) o

MAEN L EEENR

SN B ERFRLIEZ& . ANBHIEZIZE . Y58k Sinkhole X% 4 H 15 RAT LT #24%

xR EKE YRAETHRE WERRTHFEENNE?
7 SCRH - FUANBH 115122 IR G B EARBT AR AN | AN SRS
(e
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xR LR HmAETNRE WERETTEENNE?

BRIN (H A E S PSR | A BRSO oS n e H sl | AN SRS
FURBHIEFR: )Ry, JEACFIRR | OO S BSR4 H

SE

RGPS R A PO BAE B ER A B SRR | 5
S

FI e AR ST B . |

Sinkhole IR A PG AT T B . | 2

2
ERMBLEEE/ETIF
B B B R “ARBLIE” A1 “RBLIE” B4, S0 0T 2 A B RS ML s s
SIS e, LT S SR SRR S B (TP .

B, W AR BINAZ AT 4R 1P M R B 2K, nT LA RIBH (X S TP bl
AR B T RET B LT BRIN [A) 4 BE S AR 4k, (B TE T EOR s

BROATEOL I U i) P2 A DNS SR A IX 2838 T AT & A X 4 JR A o 4T IOk RS S i
FAEHIX LK.

\)

AR XSGR IUGE ] T2 e e LR B O R B AR R . R, e Rt A S H
B A AR BRI B AR UL LR R VARSI . A RTRANME B, WS T a8 he.

LEERIIRMZER
EZi Wb
* B - A FUE TR E TR LR AR AR A3 . 4R R A Rk kg1 2
o JEARBIFE - VR TR S AR I L E A R RN BELIE 51

W3R

BT REMG UM (HANREGNHR) AJRpIR AN, R THERAT A ClmH R, aadl&INARR
N Tk i, 42 Company A fF44147 :

o I FHIEAR - E] A FIEASPE IE2 R -AE] A
» DNS JkPH [ %155-A ] A, DNS FIIEAHIFFIFE-AH A
* URL BPHIEFIZK-A 0] A, URL FHIRASPHIEZIER-A ) A
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wgEm |
B sxesnasezesax

i B A3 AR AT B BA R R USSR A3 o 485 AT LA 7 55 BORE 2 i A BT A e AR AR g
HHUABLIESUZRAIANBILIES R o (H AT IRIBRI A (K87 BE 53 T LA B4k 81) 4 1K T H

it 4Ry B O3 R DL SRR 42 R N 2 7] A R P AT [ TP s iE S ANBHAE SRR, (EANREE AT B
AR AN BHL RS2 . EER A2 TP Huhib s hn )«

 afaflibgEe U 4R BE 6L AT BOR LR
© BREHLEAIER - A7) A CRA AR A GA] ORI ER

FRIETIR
Jr AR Z LN I A T ) S AR A R K AR E SR AN B E 23R o 70 A e AU

JrARIRANZARAT F DR A 858 i ) AR Ay 2R B3 T DA AT P e B RE DL, (3 SR Vr 0] - g G
SIS LR = R PN IE S N e 7l

i, AR AT LR S AR
o JEABHIEAR - 2R, JEARAHIESIEE - 42 )5
* J54 DNS FHIEZIZ - 25 J54% DNS ARSI - 425
* JifQ URL FHIEZIEE - & Jn. JE4R% URL ANPHIESIEE - 42 )5

\)

R RSN B R R, BRI R, REFAEEIH. SRR
DL R EAT IO G e i L5 BT DNS 54205

BEBRMBE/LEERETIE

B FAF RPN, 50T LB R X S b B TP il 380N URL 450 2 HE Bk
HI%, SLHPRH XA .

FIRE, i e RERE T A SRR 2 A R RE PH L 5 e B RS I R VA R, ] DL A
FR TP HhE . BN URL 8N TE L “ AR 213

FEBPMSI ¥ 22 A RERT B, KRR e8I i 1) 2% H PPAL
ARZESIROTEAE R, WS RN 2 REsIR , 2 81 1.

Fea 2
T4 4 FLVIR I 5 B0 8103 20 s Wit DR A U7 B B0oh—Fh A (6
- EELR

s ORI G LA B O BT A BB, g2 e iR 2 A A

o [A I AT “B o M 5ms . (Modify Access Control Policy) Al “OBf e & ¥ 1545 (Deploy
Configuration to Devices) B PR ) B & A

B usEeE |
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nepzeenztmrss

WRGE ], IR L8 R A ] T A T e AT e o
iz

TR PR OE TR 2 R e E s T 22 A BEFH A TP Mk, 350 URL gt
SI2 AL TP SBIE R URL, RURIEFEAN I IE IR

I SE il E TR
IP M3 e RIS
B TP I B ASFILIEZ1I&

IXSETETGURS TP M A1k 0 B . (1 28 571 3

URL ¥ URL ¥ 3] URL 14> JRIBH %138
¥ URL ¥ 3] URL [#14> Ja ANBH 11 %1

URL 7B [ URL 4 FetlAs 2 URL 142 R FHLE S 5&
e alAsin 2 URL #) 42 R AFH RS RE

DNS 2 i) = B (14 BB N3] DNS 14 R B2
BRI E] DNS 4 i AN FH 121 2%

TSt 4

$45 T ST S

SR H S0 AR R ARSI R IR & H L 2 83 5L,
NERREERETIRPHEREE

N

[N

AR ISR TPISINAH . SR A HIRINRI R 2B ek, 5 82 i,

UK

TR SRR > WREE.
PR 2 G REE BE (Security Intelligence).
PRI b L

| sgeE ]
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B =e=ewnzmass

s PEEFIRFR O T IP Huhb)
* DNS FIFRF0RE (T4
* URL FIFRF0R

FEEA il “2RPHIE” (Global Block) 5% “ 4R ANBH 1" (Global Do-Not-Block) #1)3& 5511 [FI412E
P A EMBRA H 5500 18 AR A%

L= BRI YRFNIRES
R 2 A DA TS R B SRR A S, AT SC PRSP A B A 2 )

WER ARG T BRI AT TR U0 46 B YR, IR ST 4R s IRV B (BRARZS— KT
BO o HR, WERARG DU BT AN, e T U 4 H .

BOATTOUT, B UEEEP NI S — O B Gy, T DB SO . 8 B O B AR ] ST 2
SLRMES PIFLE et BEAL, FOE B 30 20 BhER IR B B G DL TR RS
AR

TSRS RG50S e A BRI SRR L 2 84 5L
EUREE IR ERNE

TErT LUFRE By g B 0 SR 22 4 8 e U ) ) R
AR TEANE S, THS LR R PRABE 5 84 UL,

UK

TR EFRR > HREE.

$IB2 EITRELERE (Security Intelligence) 15 £, SR e 05 5T SCHAT R (1 Y5 25 70
RY L) URL Y 5 DNS FIFRFIE T ARSI

T3 EEEFNESL, Al R (D).
W SR ARE (D), WIRIIN G E THEE, s SR B SO AR .

$IB 4 %i%E Update Frequency.
TE5 LULHRTE.
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aexzsegmzig [

BEXREERETIFRMIR
BEXFIRMER: BX

FRFFAER

BN G R BLH A FUEAN KT 500 MB FRTR] BLSCA SO B3R SO A HE axt T % . BHATERE—A
SZHEBERE: —ANIP Hulk. —4> URL. — 4.

Je

URL 5| = F0i5 -

Ror TS A HECAZSCI R ORI BN, BOAVERE. SFEI URL KR 100 M7FF (R4

Punycode 2 4 3 L Unicode F/xAIRATHT) 1) URL FIR A5 524 JTALL ERH .

75 DNS ZI 2% H i, 60T LONBbREE 8 € 22 55 () MRCAT . Pradssedl S mE Ay UL, o, 4&H

www.example.* 5 www.example.com %D www.example.co ﬁJIT_E@EO

WARAEPESCAF P A INERAT, WIS () FAFIT o WER EALFATHERBOCHE, MRS 2
FE_EARSYIRIMIER LR . 8 PSS AR 4 H .

REXK

BB YR, W URL $8@ & ; {H URL ARE(EH Punycode 4ifid.

ST 30 204 el 5 A B YR S B ARG, 4545 E MDS URL. X A] LABT IE S N 80 8 Do i, o Sy
AR5 2 ARHRAE MDS URL, U205 FH 42 70> 30 204411 K 2 1R) B

AT BT MDS BRI, eso A AU O E DUHAT B SR SCA S o RS VR

URL & ;% FN DL AL 5514

2R Re URL AR AN CEdE 4 Ja B AR FANBH 12 vh () [ 2 AR AEFNS HD wT LS LA
WA, BATRAT IR VEECAT A -
* BNl
B, www.example.com.
* URL
example.com L/ example.com M H Fil, 45 www.example.com.

eu.example.com. example.com/abc fll www.example.com/def -- {H A fUFE

example.co.uk il examplexyz.com i} example.com.malicious-site.com
2 URL JHe RS AL H I, g LUX SR, R (1) URL A2 g U HFFLL.

~fl: 24LIF URL ¥ - www.netflix.com, www.amazon.*. org. edu. www.hulu.* #{
IS nEN AR “PHIEZIER” B, BFFHIERU R A% http:/www.amazon.in. hitp://www.rajiv.org/-
http://www.edu.edu/. http://www.edu.org/« http://org.org/ F! http://edu.edu.

T LR EEAS URL #42, Bl
https://www.cisco.com/c/en/us/products/security/firewalls/index.html

sgeE ]
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B ceevzemen

A

FR O EELIAE A e L URL. M4 FI DNS ¥, o, #A[LLEE URL s inH
Jr A R RL, 5

https://admin:password@server.domain.com/list. txt
B, WA SRR AT, BIInE S ) @ 77, WAEAR RN

TR IS B AN B AT R R 747 . 503, BSATBAAE URL T4 H 4 i 25
fithe

* URL KREMFHL, HIT-45 e KL BC I
example.com/ {{ /L]l example.com; AL www.example.com ST h URL.
* %75 URL "ARATERRE AT (%)

AT AR R B I S8 B P AT o, (HABEROR M B AT R, ANBER AR URL PS>
AT T AR # 50

AR
* * example.com
* www.*_ com
* example.*

(lhn, XFVLRC example . com fll example.org fll example.de, {HAJLFL
example.co.uk)

* * example.*

* example.*/
TR :

* example¥*.com

* example.com/*

* IP #uhil: (IPv4)
SF T IPv6 Hiutilk, 353 Eiqd 50 [ 5k CIDR 7k, 8 H 2 e M40 % .
Er L E — A2 N LR ) AL EC AT, #1140 10.10.10.% 5F 10.10.% %,
FiES W H E L SR aerE , 588 Tl
BEXZEE IR
H i XA = 7 AR RE R Fe VAR a4 B G b A s B SR ELAS 2 R U AN BE L B R RTBE 1 -2 2%
KY 78 RGP eV . AT DAV E N SR an AR B AN R BT 2 A Cisco

Secure Firewall Management Center % %%, XK 1R45 .

7

~

B usEeE
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tezestE

\)

AR AR AR AR RN AR o PSS HERY, A SIESIUNBHLIE SR SRS . I R
BEL 11 S b et i BT 9 i, 1 20 S e P /0 2 B8 42 (Monitor) BXFELLE (Block) KB4 (15 1r) 2 il B
Mj, FEXFEM4E (Source Networks) #1 B #xM 4% (Destination Networks) i I BRIAME any.

T AT DL R ST A MDS B30 ISR 2 S 77 N BB IR R A A _ECR SR #E L

HREATHESL ARSI FFT P EGZI. T REA LK MDS AR T B, JCHGR AR OK )
SRHI

\}

R R U, RACRIATRSE SSLUETIE, RGeS HE O E TSRSk (1 Tk
S A5 B

QSRR 2R G TR R S K N TRDREAT P A P, mT AR BB SR . (H2, B3R
i PR SRR IR AR K o

ERZIL R [ ol SN VT < N S R IRt
WS HE XPIRAE: 2k, 5 85 TUselEik

tIEREERR
NG TIPS VFaliE GEMT &) SRy el iy HAb &880
UL
BB EPENR > WREHE.
$IE2 JRITREE#E (Security Intelligence) 5 15, SR 5 EFER N IR .

P33 GhIE G AR 5 T YRS A e T
< RIMMESIRFE G 1P Mk
« 50 DNS %3 #0j& (Add DNS Lists and Feeds)
* {0 URL FIZRFNjE (Add URL Lists and Feeds)
PR 4 KA AFR (Name).
PIES MR (Type) FHglRHIERERE (Feed).
$IE 6 Hi AR URL (Feed URL).
HIET i\ MD5 URL.
KT A LXRERTLORIEN S T O, BIEREAS R AR S
/T30 43 B SE B )R 5 %2 MDS URL.
U R IR R S5 2 A LA MDS URL,  WAZ5%EHE 2 /D 30 4380 TR B o

WIE8 EFEHINE (Update Frequency).

| sgeE ]
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B =o=rzesen

T miRTF
BRAR CAS IR, ARG 20l R B0 IR

FHEMREERER
I IPS VFAHE GEMI T Wes) sfRyFTIE Iy HABBE& 28D .

FHIEZ Al
IRE NG — AR IR B L

TR EHNR > WREE.

$IE2 JRITREE 8 (Security Intelligence) %5 55, X5 L EIREAY,
$IE3 i E R (Update Feeds), SRJGHEIA

FE4 HHE.

Cisco Secure Firewall Management Center | 2 F5G UEJR BT 5, 2B T o] 58 ol 40 AT W & . 11
F B TT AR AL T S8 AU D I

HEXZEEEEIIFR
GARBEEHNRIETF o) LA B RGP U hE A b B . URL 53 44 1 fj s A 51 26 . i SR 72 R
A #.A~Cisco Secure Firewall Management Center [ ¥G8 W & IR B L R — N2 /23R, B XHIRIRB
HH.

B, Bn SRAEE R R Y 5 M PH b SE BRI U ), (AR SO AU AT, R R A
P RANL TP bk 558 SOANBHLEAER, T AN AT ) P25 SRS 1D BELLE 5103 I3k TP 3t Bbs0oxk
%

\)

AR AR T AR SIR AT so S HERS, Kbk R NBH ISR BB IR SR . dn R
SRH LS L6 I i, 1 2 M AL B4 (Monitor) sl BELLE (Block) I 1 Fr o ) 2 il
F, FERLIR M 2% (Source Networks) Fl1 B #R M 4% (Destination Networks) i ] BRIME any.

ARIFS AR, FERLT 0
o HiHEPL S HERD T LA o B 32 ZIAJEE o B 128 Z [A]KIHEE (43 o0lidi T IPv4 FI IPV6)
* 34 1111 Unicode 24201 ] Punycode ¥ AT 4l5, I HAX 0 KNG,
s WA TR TR KNG
* URL "'f#) Unicode NAH ] 11 73 g i XEA T 9 ) o

WREHE
88 |



| xgeE
1B E R 28 eIk L 153 Cisco Secure Firewall Management Center .

* URL T HHIFAIFIX 4 KANE
o DI (#) L IIFIER S H BN R .
WS B AR EK o, 2 85 v pt A R

ARIEACHIAN RS, FER R0
* WRAE URL 5 DNS R AEAER 4O K, WIR S 7 20U flhm, an iR
example.com Iﬁ%j]ﬂi” DNS @J%, mu%gﬁ‘% www.example.com %” test.example.com i@@@ﬂo

* RGEAKT DNS 8 URL #1132 45 H 44T DNS £k QR BRI o Flan, wlikia URL S13& s
j]ﬂ http://192.168.0.2, ﬁﬁﬁ;ﬁ@*ﬁjﬂ http://www.example.com, U‘JJ%?}ELQS http://192.168.0.2
VLA, ﬁﬁLj http://www.example.com KIT_EEBO

BT L £ & 485k L 152 Cisco Secure Firewall Management Center

LR LR EINE, BIESIESEIF EASERIA . ANGEAET Web FHRDRIESCCIF A . WA
TCVEVT RSO, FTRAMR ST 2EIA

T EERR > WREE.
$IB2 EITRELERE (Security Intelligence) 15 £, ARG EFRA R KA,
BB 3 hiE G A L Tk AR B I

< RIMMLEFIRFE O 1P Hikb)

« 57N DNS %3 FAE (Add DNS Lists and Feeds)
* 0 URL %13&F0jE (Add URL Lists and Feeds)

P4 i\ Name.

PS5 NEB (Type) NHgES, EHEFIFK (List).

FI6 SRILE (Browse) MW HIFIE L exe XM, ARJE S £ % (Upload).
$BT iR E

T—F Mt 4

RO B A X L B A, R E NSRRI MER 2 H TS AR 2 A BESR IR
ZH . 5583 5L,

| sgeE ]
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B =vze=enx

B2 EaETIR

UK

TR EFHR > WREE.
$IB2 JEITRELERE (Security Intelligence) i £, ARG EFRARAKAL,
P|I EEERMYIRFL, il wEE ().
WA R RLE (D), WIRANCE B T, B0 RS A 18 SO & AR .
PR 4 WRTEXN BB PR EIA, 5T, RGNS R %81 38 5 A2 8 SO S
WIS ML T 2N R AT R
FIB6 76 AL Pl E Db, iR SE LA S EME E B, ARG Al B
FEB1 SHRE

T—5Htta

J88 TG T BB S B X S B AT A R, G SR B R A IR 4 H IS I A S 2 A R 41 3 P
% H , %83 Ui,

Sinkhole

Sinkhole X7 %483 24 Sinkhole F1 T 1844 $R AL AR 1T 4% Hu ik f¥) DNS Hik 45 2% 5 5 15 fdt Al 31 IR 45 2% 16 TP
kb . & LAYE DNS SRBEHUN 5] Sinkhole %74, LUK UCEC I & 5 5 5] ] Sinkhole. & 520 4 Xof
% [A I 43 TE TPv4 HuhilF0 IPv6 Hidl.

£l 7 Sinkhole 3%

I IPS VFATIE GEFIT 08 SURPFTTIE (FF b BT .
fugE:

B EETR > HREE,

PR 2 WXZ LML ik$% Sinkhole.

$IE 3 TR0 Sinkhole (Add Sinkhole).

FIE 4 i\ Name.

FHIES 4\ Sinkhole 1) IPv4 Hbilk (IPv4 Address)fil IPv6 3t (IPv6 Address).
PE6 AL IR

B usEeE
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siaisizz I}

o W SLEDRE R E T 0] 21 Sinkhole [k F54%, HILFEIER S Sinkhole Bi%E#% (Log Connections to
Sinkhole).

o W R EDR R R T E 1) SR P Mk, iR IEFHER S Sinkhole BY3%E#E (Block and Log
Connections to Sinkhole).

P R ENfEFERI (1oC) KBS HLS, Sinkhole, 15 MZEEL (Type) Fhrd R ik st—Fpad,
T8 LR

SLA ¥z 8%

BEAS TR OIR 55 200 DS (SLA) M5 #8852 S5z A2 Ut (R R SR, IR BRIk e Ol I AL
M AE ICMP BN SRIFEEAF N, e ar it t A AT Ik o A SRRSO, % g A ik e
TR AL A3 i EOR R e SLA IR ARV AE AR JE L RN TH AR IFRF8a AT, BRAFE B i B R
SLA MifEdt (B, W IFRIEHD o BRI BMUIRSS Z05 PR (SLA) M ¥ 35S S HIAE IPv4 i i
ISR ) “ B FHERER” FBerh e TPv6 B JCTRE FRl i it R A AL ] SLA M85

B B 5 LT

V3T &R (Object) > % 5 &3 (Object Management) - M H s ik #% SLA #4#2 28 (SLA Monitor).
AN SLA 144788 (Add SLA Monitor).
TEZFR (Name) Bt AT R 2R

CRAJI%) 7138 BR 7B P A AR B 1 1 ]
TESRE (Frequency) F Bt A\ ICMP [mI WG SRAE G (LRI o AUEIEH R 1 2
604800 b (7 KD . BRIMEA 60 F.
BRREANRE/IN TR SRS Db SN AR 40 by 2R A T LA AN
7E SLA 5285 1D FBUP A SLA #4E ID 4~ . (HYEHY 1 ] 2147483647 1E— D& L%
HJ LA 2000 A4~ SLA $#54F . AEAS ID G5 7 SRS AR 46 P B rh A 25— 1
EBRETFB, FANLE ICMP [INIER 2 f5 HAEE S T REZ AT g (i e (B ok i
7)o AHITEHE R 0 312147483647 =0 . BRIMIE R 5000 280 . BIEAH Tl e ALt
AT DS X SRV A G S B B . e AN 52 MR s Mk o] I P16 LR A
1 AN 7 o B
TERBRT BT, HiN SLA $RAESE R ICMP [ NE SR W (IS ) & (LA RP 0 5D o {ETE Y 0 3
604800000 == (7 KD o BRIME N 5000 ZH0 . WA AL 7 Bz SCRR I ]y oA ISZ th P ki )
Wi, U)K E 2 I s B b O FH 4% 0 8 E ok 4

sgeE ]
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a4
I EA GG SR CRIR (O 2R AL N T

TEEHRE K /)y (Data Size) 7B A\ ICMP i KB (0 71 2 R/ (B8 307 ) o {EYEH R 0 £
16384 741 BRIMEN 28 7717, B OlgE— AN Erth 64 F 051 ICMP £din . W20 I E S = T
S AR f KA R A, (PMTU) UV i KAl . A T SEBLATIAYE, mlAET S8 BRI B K/,
LUK RN H A2 [0/ PMTU il K PMTU &5 iGTERE, 0 FA I B s a0, )] §ER R
A8 P 4t B K A%

S0 7F ToS F-Bh i ALE ICMP i35 3K B A1) TP 1) Sk 5 SCH IR 252570 (ToS) IIME . {EYEFE K 0 F 255,

BROMERN 0o BbFBAEIEIR . PREg . T FEMEEAE B nl i g% b At 8 % 1 S ms i b RN A iy
PANHCRZET) R

EHIEEE = (Number of Packets) 7Bt N K IEMEIE O HE. EE/HS 13 100, BIAKH 14
iR

WRAHO FE AL n] e iR M 5 3 Cisco Secure Firewall Threat Defense 1 25 A ki 52 Wi 455 (K #uhk TE12: 15
i), DU B I RO B A

PER12 AEFIIERYHEIE (Monitored Address) 7B, HiA T SLA #AF AT HIPER 1P Huhit.
FE3 AT AR A I Bs DO 4. EXIARO P, S0 7 Bk i ad 205 4 B A 11

B X D4 BHRE AR N, G200 %8 DA X e D4 155 P Gl 224 Xk
AHE DA G AR B A5 P s X, BG4 e et BRCE ML

PB4 UlRE.

B (8] SE

AP s PR T 0 55 e SCPH 38 R A 2 P ) £ ) B o

)

AR N B KBS L 7.0 JFER, Snort 3 M SCRFRET N TIK) ACL.

S IZ BT ESEE X &

U SR Ay B SRS AN AE AR E I TR R P S I B NI TS DN 5, SR R SO h 8 8 0 5
TR, N EROCER T W

SBEAEAS U 81 H 1A SR SR 2R o 4 5 I B RN B2 o

\ )

AR WX RN I TR], A T 7E SRR ) 9 ] S A s ) S PR o B XA 2 B X0 5 TR D
. EIGUFACE , WEE CLI Y, {#H show time-range timezone 1 show time @4 (i & [
Cisco Secure Firewall Threat Defense fii &5 % 185 ) - MAh, PUAARIE X S8 5SRO X,

B usEeE |


management-center-device-config-77_chapter15.pdf#nameddest=unique_751
management-center-device-config-77_chapter15.pdf#nameddest=unique_751
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

xR EE

b el |

FHIEZ Al
AR 5 Ab B e (14 VA SCIDR IR I DX I ()Y o BRIATE L 2R UTC. B2 0 5 & ORI IR IR X,
R wE > FARE.

R

P11 EFITR (Object) X R EE (Object Management).
B2 PZRBGIE D, iEFEREISEE (Time Range).
PR3 sidiiA et ESEE (Add Time Range).
PB4 A,
B ST LN R
© WERELER NN G2 TR LR B A2 AR AE, DK Oeha R 2 B FR T B bl & 7 i 44 BR
il o

* PramEEzy UTC, BRAFEALE 8% > FERE T A RGIENX.
o AEH] 24 /NI BRI ] 4, B 1:30 Eo 13:30,

o BHRE NSRS, IR R ORI ] CRITLRNE 5 BRI B 8 AL BRI
ARG, THEFE “VEHRAL” SEE .

- BB RIS, IR BRI L8 B TS A ORISR 0 b B
AR IR “ WX SR ER.

o BT AFE AT R i 2 42 28 AN TR

o SR REANRIR BIAN RN ) 2 S ANIELE ), TR ARG a0, ZEAEARET
AR I 5] LASI KD A7 IS 1] 5 FE SR, 3 03— AT LA A B A2 1] B P P I ) Vs [ 0 B2

o B RURTL R 5 S E] R 8 ritaE H AIRE, RAK
« BN 5 RBIEN— B 8 e E R k.

TS iR F.

T—% it a

P LA I TR -
o Vi
* Tl g s R
o FEEAI

* VPN 5%

sgeE ]
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B ==

7E VPN 1 5mgxtgep, 6] i el B8] FBUR e TRTE X 5. A VERE B, 152D E 41 5%
W%, 55115 UL SRR s 2R e, 55 121 W,

A [X
TONFEE W ATE AR X, 1EAIEN X ATS, RIS WA W26 BEE R 48 B iz X %

B AN ) M) T AE SCRE I R A SR (ol an g il Pl S0 JE 48 AT VPN Sl ) rp i R
YRR I TV o T SRAN D B O IR X, AETX LB SR b BT IR TS N, R BRI UTC. R 4¢
HH IR AT iy A S fE AN 2 1Y I DX 52 R 4 IR I X

ST et
Y

AR N P KERE B0 7.0 TR, Snort 3 1 SZ R T IN ] (1) ACL.

P i [X 43
I8 308 DX SR S A BEAT R R AT 10 WA I AR 2 AU W S AidBg I . BUAR S nT LICKE B [X
PR SEIC B P (2 R, EEAR R OXR
ARVEMFER, TS BEIE DR L g

URL

|

EEEU AR RN E P IR U RAE I e s, DL U )4 ] R QoS SEm& i URL AR
), #&25 T3l URL L.

URL % %€ LH#AS URL 88 IP Huhik, 1ff URL 5% % n] LLe X 24~ URL ittt & 0]7E A5 Web 5t
THT PR [AA B URL SPGB 41, ARG 5 ) 256 Sems A F a2

FEAIHE URL XN, 350 E LR 2

* URAQ S AR (BDURL 8/ 545D WULREAHE PR SS 4% BN . Wk — Az Ay /
FAF, WA URL PRI T A fF R ILid. R85, Il 2 LU E—450F, T URL Bl
SN E

© FRPERALT URL 1Tk

B usEeE |


management-center-device-config-77_chapter48.pdf#nameddest=unique_747
management-center-device-config-77_chapter45.pdf#nameddest=unique_1437

| dgee

A

ALECH |

%N, ign.com UL ign.com A1 www.ign.com, {HANJEHL verisign.com.

iR

A

AT ANEAE ] T2 URL 3 L 1 = FovrA ool 19 5 s o gt (BRI,
WA/ FAFIURL) PRI AT e 2 BEALIR 55 4% O 1 I A% 200 ik A

REZWEINEYNL (HTTP 5 HTTPS) o #ef)ifiii, fnFBHERIus, RGO MR A %M vk i
HTTP A1 HTTPS Vs, FRAEGEAEH AN A& e R e il EAIE# URL M4h, AR
BL¥R e BN S P B, Al example.com 1 AN http://example.coms

R TR URL X G DL EC U7 e 45 R0 o 1) HTTPS Jife, 8 A8 FH s v 2 I B A FH AR 2
bR AR AR ZN G A, RESZMAEHE AR AT, Bk, AR
W5 B Bltn, i example.com M4 & www.example.com.

HUER, AR BT A4 T RE S Ml IS4 58 e ok . I, youtube.com TEFS H KA

M A4 5 *.google.com (44X, XAl e B MO o WURAE SSL %2 5EnE i % HTTPS
Pt AE URL o i FUU vy T sems, W m] RESRAT 8 — B 45 2R

pE s

£1)32 URL X%

W B TE B EAFTH, JRERKE TLS 21%, W URL X4 ANL
Bt HTTPS & . Mk, RdR5ColcE URL X%, WrlReafslA—38m
HTTPS ERE45F .

PR EHENR > WREHE.

P2 MG AEAY|IFR LR URL.

$IE3 IR URL (Add URL) Rz it FaRmsT & (Add Object).
$£IB 4 i\ Name.

$IE 5 4 A\t RR (Description) (T[iE) .

$IE6 4\ URL 2 IP Hbdik.

PTG R 7

R AVE I R TE &, P RIFBEEENE, SR AN SES , 512 1.
IR SR N IR 5, TERTIT “HE R (Override) #43 JF sl i m (Add); 162 VS 0
WHEE, 513 T,

T8 LR EF.
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B z=s
T— 4
o LN S I R BT S M
A 2 4
TEE

At AR W AE AN AU b R SR TP Mkt H b TP Muhk . 5t A H A AR ST LA
FENAR M AT P A s AR 1L H G Y C B S Ash A UUPIRZS i TP ik

Je

BIn IR AR AP AR 0 208 A SCHY SR AL, AR B8 B U8 mT DA g e

Al DA AR AR R AT R, Hoe XA, w] DUl Rt BONE R, ] LA
H O HEXEREE, v IR P S e SRR &, DU INAE SO e AR &
R K 22 HL 0 G R IR ARV SCAS TN 1) A5 FH T SRR BRIA AR 5o o SO &% i 150 431
i, KB MU AR & smome. NeT FRE LIRS L%, AR & sexrernan NeT F7E ARZ LR (a4h
T WL, Ak, L FHAE A R el R AR T e SRR s . T, RSB T I £ i 5% 245 1A U VR
FIBEMER sarTe sErvers Ml seTTP PORTS AR 3,

AR S YR I S P 8 PR BTN, BB AT 2. D NAE MR T I BN . W
PRAF B (14N snome NeT) IEAAHLE XMW H sarre servers (LG M ZE FIFT A M4 RS %%, ML
A A BEFN M 42 BT A DR R GE ) P BTG )

BUF AR, 1R AR R AR B 5 U7 i) BRI U A DG IR NAR SR B ) 425 11 SR I R ER AR A . BN
TEOLT, BROIA G E AR BEHE 215 in] 4 ) SRm A8 1) I3 IR SRS

B — N EBNEME L EESK IR MBI AR, WEd, BMEEEAE R YHi
B TAR RS AR RS, AT LU I e AR & DL B e SCAE )AL S R4
B, RGERAE U SCBRIME A A BOIAA R4 . BRI A vh IR RN A8 f de ] e A LB
B, XTI AR, IZERIAE S i Talos 2 B8 /N Wi FEAE K0 B8 B Fh AL A48 .

BAR W LK TI0E SCBRIA AR 0 B 8 BT BC B B BRI, PR U 8 e i SO R ) 148

APUABSE BN AR AR P R AR, (BAEVFZ A5 00 N, TR IR A5 2 R R34 i — el
A B AR AEARAS R P ECE AR A RAL; R R

2R A S5 AL, BROA A AR AT ] A2 ) 24 B D P HEAt AR A iz AR e A B
{H.

WIRERE XS LR (ObjectManagement)ﬁﬁLuﬁ S8 £ (Variable Sets), X %5 H gs 2541 Y
BRI A LA R S sl (AT o 1 o A o

FEAP RN ARG b, ERNAR AR Ok JBRIUE SR BRI AR B2 Al o

B %EEEﬁ%%ﬁf@ﬁﬁ%ﬁéﬁ%ff”Eﬁ?ﬁi&?EaakllkbkafT%EE%ﬁé%ibuE@Eﬁ¥§Elﬁiﬁééﬁﬁio THERD AT LA
PN AR, (A RE TR dy 44 BN BRER A A2 4

B usEeE


management-center-device-config-77_chapter6.pdf#nameddest=unique_129

| dgee
regwrnzes [

A

AR AV RGNS BN R S DL AR BRI AR B S R B AR P LA BRI AR B W R B
WEBEUSG AR T PABNZEEN A€ R, R 2R,
AXER

EHAR R, 5107 T
AT EAE , 5 106 L

NRRBRHTEE
B, Firepower 7402 KBk IR < 5117 bl ons o P RO 7 A2 0. 638 407
NG M L EMGING 5 000 1 T B8 F s A A A

A8 TR ] 37 T SRS (R N A SR BT A T 10 5 SO AR, AR GE 4 IRIZSRIS IR, 7E Access
Control BT LR HORZS Wos Al b o 0 Z5U T s 28 i 0 I 2R Sms A Be Al A AR S LU/ 18
e ERINAZ AR, AR GE SR AR SRS FR) T AT U5 1] 42 TR S (KRR S N I I, DAL, i 250
P8 P A U T 42 FR S A R Al B e

g
iR LN R —:
BN E
Firepower RAHE LI AL & . AR Ay 4 s PR BN AS &, BABE ST SO BONE . B, WLLEY
BRI AR 5 1) B A
HEXTSE

OV &, XA n] A
© BT RN
G BN EIERN, RESKZALEMN “ERINE R (Default Variables) X 2] “ A
& XAF & ” (Customized Variables) X3k, i+ ERINEREAEF FIAREAERE H g LB REES
A BOME, P, B SRR B T BV B U A HoAth AR A P iR
LNIER
o e AR

T AR IFI R B AR, fEAN AR RAR T B SOX SR 1A, DLACK A e U R
HEOVEONME. FE M e WA RR, X BRREE “Hw AR (Customized Variables)
X 3

HIP e AR AT LG U 2R 2
* IERASRARE P28 iR T A ENLA TP ik,

* Uiy AR R E 9 2% 9L i 1Y) TCP 8 UDP 3 -, A8 IX W R 1 2R AL IR any

| sgeE ]



B rexminzs

sggE |

o, R G R SRRSO, T T TS SV [ SR P A, LU
i S R0 s S ey S AL B e A, ok, WSROI U BB 7 (DMZ)
PPN, FTLLOIEEA S sovz A Y, BLATAUL C R EEROIRSS 28 1P HubE . SXRE, 7EFH
VA SRS 9T B P 1] DR sonez A8

aRTE

Firepower REUAEHFE TG UL M I AR . KSR EE AW AT IR

MEXBINES

BUIEDL T, Firepower RAHEHE—AN i Tl BRI AR B4 I ERIN AR B4 . Talos £ fig /AL Al F AR
D) S S A (AT T RN S T AR N AR R B FeA N AR Sk e 3R, B R BRI AR & o

M1 T RGPV 2 AR AL T POE SCBOAA R, PRI X S8 B B IS A R ) AEAR ]
BT A AR P B X LU BOA A R I, AR g T2 o i P AR B YU I 2 Y A

A

R4RFRGEWTE

AR YT S AR H 2 LSRN R SR AR R A LA BOA S . R
v)\ CRAECE AR T RABNASEER B E SRR, W IR ZME— AR

RN ARGIRAN AR IR B R AR BRI 4 E T A8 AR 5 T3 B,
THIBCR Tk MR 55 B RFR T

TEAM

1L RA O

SAIM SERVERS

€ L EVHIH) AOL Instant Messenger (AIM) IR%5%%, JFHFRTW | ANFZE.
RIFIFRFIE £ ATM I3 Bt )

$DNS_SERVERS

E X4 k55 (DNS) k554 WAL 15200 DNS IRGAR1 | 75 9 A AR P 7 22
B, ArLAE A sons servers AR A A H bRk 1P Hudl,

SEXTERNAL NET

& X Firepower RGN N AR ZORY M4, FAEVFZ NP T5€ | F5 48 Nz s e X

AR R4 o suoME_NET, AR RN
snome_NET E N sExTERNAL NET [
fH.,

SFILE DATA PORTS

S8 SCAR R B 1, R A 22 Bt i R SR RN AR BRI AN

& R4S - FTP g5 a5 1X5m 1, 1 FTP M55 s il Aoci U o | 2R FTP i 55 & A A BRER A s 1

PFTP_FORTS DUAMIISR ], s (AT BLZE
Web FL T2 BB AS ) .
core o 5 SRR A RT3 FHREL GTP GEF )41 541 %% [GPRS] B% | AR,

B PDU 1) 528 i b 15 1 oy 1 o

B usEeE |



| dgee

mexailzE [

T8 A o8 BTN
o o S NS M 0, P TV 5 SN IO OB . | 7532, LA ELES Py I 4 1 TP

Hudik.

SHTTP_PORTS

B X% Web IRES 24103 11, FH T Web AR5 28 i B $000)

L SR 258 i 55 s A P B EBR A i 1
LA I, J et (AT LU
Web Frifi P& A BRI 1D

SHTTP_SERVERS

M2 I Web I 554% . HI T Web JIk 55 a5 i Bodi A o

W RIEAT HTTP RS 2%, FE1E
Mo

$ORACLE_PORTS

& 24 E ¥ Oracle £ FE R 45 i 11, H T 13555 Oracle %4
P A 1 B (R o

U IRIEAT Oracle k554, Wi 2ME
g

$SIP PORTS

conmiicons sonpe | ALREAT AT SEICRR 031, A TR ERIAMG | AT
- RSB
i XK | SIP WS BB T, 1T SIP M BB . | AT

$SIP_ SERVERS

ESCMZ% LI SIP R 554%, B0 SIP (R i Bl (R L)

W2 WRNEAT SIP RSG5 4s, Y
A0 E X sroMe_NET, RJEHL
§fi sunome_NET YE4 $sIP_SERVERS

I

$SMTP_SERVERS

S SCMZ% LI SMTP IR 5545%, I bt x s R 55 & 16 s ] (4
A

W BLIiZAT SMTP R4 2%, 511G
Mo

$SNMP_SERVERS

X2 L1 SNMP [l g5 &%, T T4 %10 SNMP iR 5545 (1 Bk
R

U1 IRIEAT SNMP e d5 s, i 2ME
g

$SNORT_ BPF

BUNIHRR AR B, AUAE V5.3.0 ZHT¥ Firepower F 48 HAHhA
UaRTHE R V5.3.0 BOE AR ) RS EAAAEIZ AR, A

SRR s fr Az
XTI, INER S
(L3

o

AN
H=N
o

Ey
g
WABE

$SQL SERVERS

S8 M2 IR 55 e T T AR AT S P (e IR PR R o

WnARIEAT SQL eds s, i fs
5o

$SSH PORTS

B XM 2% F SSH ARG 28 )3 11, FHT SSH AR 2528 s il Br ot F )

IR SSH AR 45w A8 FH BBk A i 11
UM T, TR EME s (Al RLfE
Web FHiH A A BN G ) .

$SSH_SERVERS

7€ 4% 1) SSH esw, TGRS SSH KRl i LI o

i LB WRIZAT SSH RS
%, NWiAZA T E X $HOME_NET,
SRIGALHE suove nET 1E N
$ssH_SERVERS [F{H

STELNET SERVERS

2% EIEA Telnet Ik554%, I T-iF edtx Telnet i
VIR

U RIZAT Telnet IR554%, T EE
Mo

sgEE [



sggE |
B rzzs

T8 A L8 REEH?
oemn ot SN TR, L RN B AL WA TR0 | RS2, AR s T o
- BT S HE N B0 AT
FEAE TSI suser_cone BB & FERLIEIL.

=
:brg
Kt
il

W 2% AR AR ATAE CAE AR SR AR SRS R ShaS AR 2SN B 3& I C B S0 AF R AN
A T B TP ik P28 AR B 5 2R M 206 R AL AN R ZARAE T, ERAR R 8 T AR
SRS AU U, (EAT LU P 190 2% 56 BRI IR 2% 06 B 2 40 R ST I 2% S P K S R AE . CRLAG D 1 42 1
il MIZATE . NI I ACBUN . SRR 25D SRACEE TP Hudik.

FTAE LT CE PP A58 P 190 2% A8 ok 52 R 45 LI TP Mk

o NI - 3@ A2 HUUR 1P (Source 1Ps) Al B4R IP (Destination 1Ps) i k7B, #a] LUKE %L
P B A B 95 B 8RR TP Huhbk i .

o JHH - £ERr 7 TP sk AN YE H ) TP Huhik ok 2 A AR 00 sl P b #E 28 0, YR sk H AR A2 )
I P 2% (Network) F-BE, 8 mT LA A S50 4

* A HUNPIRZS - A P H AR sh A URAS T P 28 (Network) 7B, B8] DU AE S5 5 I 1)
B A Y B AR R U Ak 25 TR U P e 2 DG 0 1 P 156 0L o

o UGN CE SO - 5 A NG B SCFBEORTIN 3 A SO P g BN A B AR T
A S AR B 7 BOR TCP it S 41 EAL.
FEATT P 7 Boh AR LN, B A8 AR SR 1Y) A 0 42 P A P A AR SRS TR 75 T 42 1l S e Ak 4L
F 199 2% it T AR AR HE
ALK LT 190238 B EL (R A T 2 A o 8 A
© WATHIMI 8 IR FP IR FEI I 8 ARt . IR AN 8 0 S MR AL &

o I “BrtArsE” (New Variable) 8¢ “4u’ A8 57 (Edit Variable) UL [HIVN JH I FRAN £ 5%) 5 (X 48
o 5 B J5 T AN N 1) A% e DA R AR A FRE Sk A D

o FAANSCF TP Hihk Bl kbR B

A DA I AN IR 22 S0 TP Ml fn bl B . m) LSRR A B TPv4 FT TPv6 Hihik DA K Hiudil:
P, sREVIH IR EA LS. 1558 IPve Hulibi, W4 FH REC 4291 g T - 4008 .

FEATAR At RS IRl 25 R 28 PRI BRAAAEE B47] any, "ERORAERE IPv4 B TPV Hidik.  CUHERR 2% (1 BR
WIMEA none, "ERANLMLE . AT LMERISCAHETREHIE <, DHRER B S SR P IRAL T IPv6
Hohik,  BHERR R BAT TPv6 Hbik .

K WA BIHERR I & 2 AR B kAT BOE R, 2B, T RAVCHCER T #HERR 10 TP M ik 5
Mok B CLANE B AT TP il

Wﬁﬂ, ﬁtﬁé‘ti?lﬂiﬁ 192.168.1.1 %}E‘EB{% 192.168.1.1 Wﬂ]\[ﬁ‘]ﬁﬁﬁ IP Pﬂﬁt, ﬁHz/% 2001:db8:caze::fadc
2R 5E 4 2001:db8:ca2e::fadc LASMEI AT 1P Hidik.

B usEeE



| dgee

3E

Kt
gl

wnze [

A SC 7 W 2% BT FH 2% ] DLHEBRAT B i 4 B B, HERR SO 192.168.1.1 Fll 192.168.1.5
S5 HR 192.168.1.1 8% 192.168.1.5 LIANFKATA] 1P ik, sk eiii, REKIERAN “BEAR =
192.168.1.1 A2 192.168.1.5”7 , XuteVCHLERFS 5 F 51 H i 1P Huht LA BT TP Mtk .

N N B 5 PR £ AR RIS, TR DU JL A

s R E, ANREHEERE any, WURFRERIZAE, REsotult. G, ARER A any MAZETS
INEHEER M2 513K .

* AR RN R E AU AR SRS D RE VUMM . WERD, TR AR A (199 25 22
v B QO S IR KPS T S EiE IR IR 1 Vod S B

o CHERRAE DR CRFEIE R T4 B, AR S Hskb 192.168.5.0/24 F-HERR
192.168.6.0/24,

iy [ AR F AR AT AE AR g Hh R T IR BRI )R O (Source Port) A1 B #Rim H (Destination Port)
kT Berp A A TCP T UDP i o i AR H -5 3 0 5 A 148 SR g T AR BRI Py o 11 %) 52
YIAIH] . wTLLAER TCP A UDP AAME AL B A gl LI 5, 61T LAYE R 48 Web FHHTH (AN [l
BT O 5, ARG R U AR SR . g R IR A R

Al LAZE R HE Source Port A1 Destination Port 7 3k 77 Bt H A F i 1128 84 FRsBIAAS 25 5k B Bl 1T
¥ TCP 8Y, UDP 3 [ (K308 49,

FEIX L7 B A AR SIS, B 210 5 5 1] 473 T ML) 5 SRS A O FAY AR SRS P 2 4 i P8 28 ) 4
I SRS PR 0 2 7 e K AR P

AT AR DL sty P PR A 5V o 8 A

* Uity 1A 5 55 A AN AT 3 11 470 3 rh B R ¥ 3 16 R IRATAT 4 &

R, A LS RANSS Bl LN R AL, RIS A BRRF X £ 156 G478 0 2148 4o

« M “HrAFE” (New Variable) o, “#m#H48 &~ (Edit Variable) T [ ¥% A BN o 052 (I 2656
SR 5 RS 0 304 £ DL R A A AR ke 1) AR D
HA7 TCP R UDP ¥ I CELFRAT— 28BN {E any) A2 200 A8 . 2 SRR A0 FH I 11 sl A0 ot
GUTHT AR DA A2 A 8048 S (B PG 285m0 5, UNE SRS N B R 48, (RS BoRAE ] FH
GHNE T AT 0T G B 88 oK i A e P A 103 6 R, R A B SO A AR
HH.
FAAN SC i PR 3 115
TR AE AT () 2 B VE L AR 5 () e B Ve B SRR ) 5 s, (A RE
FERS AN )ty AR P E S .
8N LU AR AT AR 20 & v BN AN SO EECRIVE L R 51t 22 AN S0 3 EE RIS FL

FEVS N i B 1 AR RN, VR DA

 FERSAS IR A R, AR L BRI N ST any, &R AR ) Bl Y o HERR
FERINEA nones “BIRZN LG o

sgeE ]



sggE |

EBATE
je,
RBF BOIEEN any A, IEMAIHRIEIZER R, MAZEA IR,
o ARRAE A LA any, WARHERR, XGFRRCH H. Bla, EABETENGEN any AR SR
T2 S HERR 3 R 1 2 I R A7 AR B A
o R FA N2 T HERR 51 AR AT e v R VS DR BRI AT DLRAR AT s 1 5 SRR 1 o
B 190 R AT DL AL .
o CVHEBR B AR AT 2 AR I 4. B, BORREALFR NG 1YEH 10-50 JRHERR G 1 60,
SREE
fEr A s L A B A T TGRS E I D Re . R ANk, R
USER_CONF %z,
USER_CONF
USER_CONF #2fit—ANsH T H, 1k Eeie e & vk AR T Ui Web SR — DA 1)
G
N\
AR IEMEH s USER_CONF KA E N2 HuE DI AE, FRIED)ReRIR B RN R X e A7
MR EE L E S TR ARG L.
%% USER_CONF i, HfTie% BILnlHiN 4096 745 kBB GE, 174 Ashffr. weia
TAEREE ARG EAT, HRARA SRR KBRS (8192 747 BB E] (5l 0
WAL o fEATAFRA T, AT AEATAT 58 S Ja A R () BAT4F
i H USER_CONF 2 HiE 4% .
TEEE

FEAR AR i B AR I b, ATDOR AR B EON B . RS T AR A .

RETEEEE

EEEMNTELXE FIREEERE EERME

NN E NN SWUE S EiEs

AP € X ENNE] any

BRIAAZ B ] o S AL I E 3L i?ﬁ%ﬁ%ﬁﬁ(ﬂ@ﬁﬁ*@

L A E SR IR R R I B 2 BAEBOA RS R A PN A A

B usEeE |



| dgee

X
il
b
[

BTERmaT

M, A BB SN AR R AR R (E B & BUFT AT A SRR AR 2R R N BGAE. W
REEEBEKOER, FRARERRR, REWEZRRAIZZRETRA B EE. BiEE
SEXT HE AR RAR ISR N, A5 W BROA A S A h iz AR i 1 B O S B i A AR R Y
FRART AR SRS R AR PRI

\}

AR FAAGERE SR R AR AR R, DADPAG IS B8 e ] s R e SR R TR i
AR IAEATT AR SRS, UL AE 1 A 1) 1 AR B A v A BRI

Kt i BT EEER LA EEM. 2 A SUEMEE MR, XRR-LF
— RO 5K

S5 1 SRS AR T FLCE BTSN T ) any 256
AR A SRR, AEICR N T R A A R, OF PR T IR E A B

R A g2 sAR 2 R LR N B A A AR A . 3 n B SO R AR AR R, e AUE R A
A P P AL A D BRI

s NRERECEE (F1U0192.168.0.0/16) , WZAFELW S IN2IE F A E(EAE A e FiME . BRAE
M any FIBRAEEAEY . BT BRI m AN 2 au il v e o AR s A BN, BT DA e X
AR B VTR BRANE N L B (FEARRI TR 192.168.0.0/16)

s MRANEREEE, WZZ AN HBOME any BT RS, P HAD A 2 X
A F LMV A anyo
=~ BRAREXTERNBZRKINTEE
TEH T E AR vart (HAE RN 192.168.1.0/24) WINFIEBINAS AL N KA AR R AEAT

H,
Custom Set 1 Default Set {ariging Custom Set 2
Warl customized valle Warl custarmized valle
{192 168.2.0024) (192, 168.1.0/24)
reset & tacet 4
Y Y
Varl currant cefaut set valle Warl default value Varl current defaut sof valie || o,
(192 168.1.024) ; (A ! (192 168.1.0024) g
(=]

1 DAAEATAT AR AR H o Y vart IO EREE X var: I E EREE 2 o, AR
192.168.1.0/24. FEHC XA EE 1 H, vart MHCXH 192.168.2.0/24 B T EINME. EEERIA
A A FEAN P AR E e T AR AR %A IR AE EE N any.

PRER)— KU, FEARGI, WA R B AR R 2 ) vary, 23— B CaEE BN
RPN vart 2 FBOLH A € SRR 2 o vars MELME, AR 5 38 T AR IR B A7 =
S o

| sgeE ]



sggE |

B =0 sRpcxsesmaaE TEe

=Bl BRREX

ot

K
HED

TER, BAREATREIRR SRR, A E R AS R BRI S & (AR AR AT R A [, I — AN
(1 T R A P IR BRI AR R S A 2 iR S o A Ty e R R B )

TERMIBEXTES

CUR PSR BIBE R 7 P o R AZ S s 21 B e SO B AR I AR A 2 T A2 HL . DRAT BT AR S
RGN IR FOE TR B A A AL AR BN AELL RonBilvh, S PefsE PG B

Custam Set 1 {origir

Default Set Custom Set 2

Warl customized valle
(192 168.1.0124)

Yarl customized valle
{192.168.1.0024)

Z

reset reset |
clrrent cefault set vale clefault value cuvrant ciefaul set valile =
{192 168.1.0024) (any) {192 168.1.00248 al
P~

TR, BRT varn KA HEXRRSE 1 LS, ARG5S LR var: SSINBBOAZ R R 7642
e H vary I B EE 192.168.1.0/24 IRINEN A8 AZEAE 1 2R 2 H R HIRIBOAZ =L, LI
HERNEN any BB E XM )5, varl RS H R BR vary SINBIBRNAZ L . Tl
£, SR AslFE, B B CEEE RN AN var: 2 T EUDR A E RS 2
varl IIBRIAEL, AT 2 5 A2 S SR AH ORIBR K I A7 AN AR SR

=B, Gar— DBl —FE, 3 vart (FLEN 192.168.1.0/24) ¥z A e X EE 1, H
EPEAER var: O S (E1F A Hoph AR 5 4 v R BRI

Custam Set 1 {origir Diefault Set Custom Set 2

Varl customized valie | |not copied
(192168.1.0r24) at creation 1

reset

clrrent cefault set vale Yarl default valle cuvrant ciefaul set valile
{any) ‘|' {any '[’ {any)

372258

Wikt vary GEERIAMEDN any) IRINBIPTAAR RS . W80 vary Ja, ATRAEARATAS AR H E X
I WA RS, W E A AR B E L vart, ATRARRRIZAEI XS AEERIA
AR AR E SO R N, JEE ST MR FE X vart ARRAE (B, A AR 2)
R A

HEHR BRI N, il DUREAR R . ASCRHRER . E R E.

BYHHRET =S
FEME R, SMTP_SERVERS. HTTP_SERVERS Hl OTHER SERVERS & &% i ik 48
o

B usEeE



| dgee

TE i) BRI HERR B ) 2%

SMTP_SERVERS 5 BRI 10.1.1.1 —

HTTP_SERVERS o SR 10.1.1.2 —

OTHER_SERVERS P e s i 10.2.2.0/24 —

HOME_NET o SR 10.1.1.0/24 SMTP_SERVERS
OTHER_SERVERS HTTP_SERVERS

THBIBRELTE

fEAHBIH, HOME NET j&— Bk E% &, Ko HOME NET [k EZIGH; 1,
OTHER_SERVERS & X {14 HOME _NET, Kit#ek: L 35 k% HOME NET.

TE e i) BRI HEBR B ) 2%
SMTP_SERVERS o SR 10.1.1.1 —
HTTP_SERVERS o SR 10.1.1.2 —
OTHER_SERVERS FA P s s 10.2.2.0/24 —

HOME NET
HOME_NET i BRI 10.1.1.0/24 SMTP_SERVERS

OTHER_SERVERS

HTTP_SERVERS

FEXIFHREN. BENTE

RN A AR R AR SR, DIASRERE FIABI BT 7<) 42 - NONCORE_NET K&
SR L Z A TP HhiE

TE e it BRI & HEBR B ) 2%
HOME_NET 158 SER 10.1.0.0/16 —
10.2.0.0/16
10.3.0.0/16
EXTERNAL NET 5 BRI — HOME _NET
DMZ_NET P S A 10.4.0.0/16 —
NOT DMZ NET P e S s i — DMZ NET

sgeE ]



sggE |

TE il B2 By W 4% HEBR By 2%

NONCORE_NET F e XA i EXTERNAL NET —
NOT DMZ NET

TZIHIHEN. EENTENERAE
VER 7= B AR v, 180T DUE I 61 i 45 8 NONCORE_NET KRR ZARY W 45 2 HMT
IP hil, WABI TR,

TE £l BERIME HEPR AT 28
HOME_NET E15E SR 10.1.0.0/16 —
10.2.0.0/16
10.3.0.0/16
DMZ NET P A 10.4.0.0/16 —
NONCORE _NET P s i — HOME NET
DMZ NET

Yorlas :
EHETEE
A g4, WA IPS ValiE GEHT W) siff# il iF irf HApth e #6255
=i

TR EFHR > WREE.
PIR2 W ZEMY| Lk 25 (Variable Set).
FIR3 FHARE:
<IN - AR N E o AR, 1R INEE 2 4 (Add Variable Set); i 2 [ G d AR A
%5107 L.
o MR - RN B AR R, A RS MR (), SRR, RREMBRERIA
A A alE TSI AR A
pEit
T3 1) A e A (1S A% S AN S5 e okl LA A 7 XA LA AR 5 v 52 5
o Gk - iR TR AR AR, W AU BRI BRI iR (0): WESMEmENS, BT
Lo

~

B usEeE




| dgee

tZTESR

o WUE - WUREHE AR IR AR R, TIT RS BK;

oezee i

1S NG PR Y TN I Wi

Po WP ELE R A RRITIE, i AT e R T B R Y SERR (©).

 E AR - R AR R TP A,

P EENR > HREE.
FIE2 NGRS R P ERTEE (Variable Set).

$IE3
$IE4
WIS
$IZ6

L1

)]
I
Kt
il

sk nZTE £ 4 (Add Variable Set).
i\ Name.

Hi N1 BR (Description) (FJ#E) .
A R AL
MR TF.

T—5Htta
RS NS IR S, R T

WS WEHA R, 107 T,

WS REMAZE, 5107 .

WS N E T .

A IPS VFriE GEHIT ) SR VFaTiE (T JHb B 2880 .

PR > HRETE.
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R
L R A 4 s 1 A ) 5 AR B A RN FR B AR 7 3R o (Yt b el 1 S, HERR (0 bk B
W

| sgeE ]


management-center-device-config-77_chapter6.pdf#nameddest=unique_129

sggE |
B vanisiz
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TR fRTFU AR . WERAT R G IEAE D) W PSR A, 37 e DO DR A7 B . Bk
ORAF IS, 5 A2 B R RE 0 BITAT U ) 2 SR 35 Sl Dy il PR &

T—5#ita
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FIRS MR,
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« ANET UEBHAEARESE TRARE. B0, 5T — e “E M uEBaif:,
LURHRAI “SE” A8, W% M “ERMX 7 E%T “Sel” , WERE I
4.

* AT - IEBAEARRE S MARE. B, X T ANEER) CE M UE AL,
LURHRAI “Se” A8, %M “ERMX 7 Ead “Sel” , WEREEdE
4.

o B - DUPFCHUM A . H N IO TR IR 2 1 RIE AT K o

X EHR
e FEAAE 5 WS

Secure Client H EX BIEM &R

H 5 X @1 Secure Client [ Tl & Per App VPN, RVFEGEE TR A S A7 0 BEE & Thag. — 4

HE g — AR A Jee UM, AR50 DUE LR — Ak 2 /M iy 44
B o 0T LU B KA B0 SREIEE 2242 % ) 3 (Secure Client) [15E R MEXT %, B0t i n s
S, IR RIS S BN VPN et BUE ] VPN &7 i 1 Bh Rg .

1 B & SUBPEXT S SR LU R Thfig:
* Per App VPN- Per App VPN Zhfg v # B F) A3 G f I VPN A v/ (1) B A% 5

* RFSEIRFAR- WEIR T2 AV Secure Client F ' 4R Secure Client THL I 4. WA % i
BB, #ATLANCE Secure Client ()&,  LMEFTIT— ANy ia) JI 7 AR EEEA T SOBN A 2 AR AT IR
T2 IR TEAE o

* IR BEIE (Dynamic Split Tunneling) - il i ShA& R/ BEE, & LORECEE VPN F%iE oA
BCHERR TP bl 5l ) 2% (1 SRms o Sl Gt 11 e SO P R FLA I B4 S e, ] OB B A o) R

HRALE Secure Client H & g PRI 20Ut B, 1558 %1 Secure Client H 7€ SUBPEX %, 55 112
Pl

BN HEATHRERL E R 1w USRS R, 1S T Secure Client Wit A (1) (Cisco Secure
Client ({455 AnyConnect) & # Bi45F) -

X ER
Y 5F0% Secure Client I , 55 117 1T

77N Secure Client B E X B X &

FHIa Z |l
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* Per App VPN 247558 MDM IEfHACE, JF HAERAS B #2420033 ) 31 MDM JIk 45 4%
* {lilf] Cisco Secure Client 1MV 3 G £ T H A BN I B4 base64 2 ith 74 Hi o

1. WX HLF# Cisco Secure Client kv %8 5% T H .

2. FITFPNHBESR TH, RJ5MWAE AR FRsa g # B s v &,

3. JEAANKLFAFRRIN I ID AN IR T B IR B

4. fEsEmpt b, pidi SRE& (Policy). 4ifidf¥) base65 KNI LA gifith i 2L 7R o
HEPEIF S HIANE TR, IR ILORAE UL J5 76 1 £ Secure Client [ & X MEXT G .

o

UK

$IB1 EFIT5 (Objects) > 3 R EIE (Object Management) > VPN > B E X B4 (Custom Attribute).
$BE2 HihiRE2EPiREEXEM (Secure Client Custom Attribute).

WIR3 N AR AT BN AR

$E 4 )\ REZAiHEM (Secure Client Attribute) T 51 ik AN bk

* Per App VPN-IEFILIE T 75 B IEE HEF 5 E base64 G fith 1) 745 i .
* SVFREIR - LEHE LU R I T — I 4 € B A4 R LA SE VR ESESR Secure Client 75 )7 3t 5B -

« RRRTEEIFAPRITRE-BORIERS VPN H P, BRI PR o vr il VPN & i
SR o

© BIRIRT B BRI I ] SRR e SRS R AOPROR, A BB R AR R R E RSN (]
* TRFRRFHRELE SHRME-E PRI I LA A 3h SR VF iR VPN BRT .

o BRIAIRIE-ERAE T 2 AN e N B Bl AE I8 A5 S E SR E T G 7 A T T TR BB A BRI R
Y&, 0] LIRS Secure Client %5 ) S B HEIR 5387 o

* BARARAR-15 € % i AR 40 S VFBHEIR SOBT A B (I 22 A% ) g FRAS o
* BNESHRS BERIE- L PRI A 7E VPN FEE rh A 5 BERR TP Huhk B 4%

« BEERE RS AR ) VPN BEIE (144 .

o HEBRIB-F5 € K IZRE VT ] VPN FEIE P HEER (4047

PIRS b RIFEE SIENE, VP I ST A

FE6 rllifRF.
FUE m PR s 215 8 4
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(2] £H S g R AR 0 B E SR 1
SN el SURPE SALEMAR I, A A SO TRV I VPN S, 1
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PER L R > W RETE > VPN > LHRRE.
SR 2 VN IIH (0 2E SF s i 2w e IR A 2 S
$IE3 il *LZE P (Secure Client) > B E X B4 (Custom Attributes).
HB4 SR (Add).
HIBS ki LLEFiRE M (Secure Client Attribute): Per App VPN, VR IR 5 F sk ) A9 70 bRl .
PIE6 NVIRPEFBEXBHENR.
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sl (B BUABTIE 4% @GR i 3w SUBTEN S . L LATE R > WREE >
VPN > BZEX B MO 3 e B RS . 1EZ VS I Secure Client & SUBPEX S, 2 112 UL,

PR il IR R CR A BILLHEN,  SRJ5 m T RS S S DR AT B 4L 3RS

FEXREM
ZH M Secure Client JETH , 25 117 T

4R BRI &

A AT AL SR R G i) — AU PEAN (OGS, TSGR U7 1) VPN ARG . i, 7EZH S xS
S, ATDARCE AL BSUNTIE BRI Tk
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)

AR ERAETALRIS AR AR R 6T e B AL SRS 0 B o AP RN AAA R S5 A U I 4L 3R
WEXS s U AR SR E AL TEmE R G, WEEHT A VPN EHERC & RO ER AL o S A A BRI 4L SRm& ] LA
BB, AE ARG 1% SRS 73 TE 2 4 T B SO HLUL ™ AR VR LA 2 SRS I e T 22 SR

AN S, B 5 IR BEVFATIEK - SR KIX LY Secure Client VFRIIEZ —, JFAH T2
BT fE -

* IV FR Secure Client VPN

* Secure Client Advantage
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* Secure Client Premier

HXER
fic B 4 SR mE R %, 58 115 T
e EH SRR IT R
ES AR S, 114 1L,
UL

PEB1 EFTR > HREE > VPN > HEKEE.
RIHKGHNH 2 ATHCE RS, RS RGHOMEL. BBV g, vl A o SR
WSR2 AN 4E SR B ol B g AR 24 SRS
HIB 3 WL BER, B0 LAEPR S NI RR .
WA 2 n & 64 NFRF, UV K. IR Z T LA 1,024 71
U4 WA SR, 5 115 TP TR, hb R € E MBS .
HIES WL W Secure Client YEIH , 25 117 WA, NHHAEMEIEE REBRiHSH.
HIB6 WA NG =k, 5 121 WP TR, k4Rt € e ks 5.

TR AR E.
B A LUR R 2 7

T—¥#ita
He A1 MG GRS IN B RE VT ) VPN 45 IC & S0P

40 SR MR IR I

SinigiE

W& > FREE > VPN > HREE, sl sl dA R B sOE BB g 1 YR RS ., RGERE 8
# (General) I .

VPN i3 F B¢

Fig 5 I FH R 4 SR mes s T (e fE 15 1n) VPN B TE 28 . SSL 8K IPsec IKEV2.

IP ik it

Fe e AR T A Uy ) VPN b A P 4l i sk b Y R 1Y TPv4 bk o0 iid . X215 ) VPN, LA
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W8 HZH SRS AE ly “RADIUS #2480 J& 1 (GroupPolicy/Class), 1] LA 2288 ANS1iE & 43 1 1 ) 2
FHTCEEPAT NS S AN, SRS AR R AR 3K St B P R R SRS S e B — AN s ) kv
LS VFAAT T P ) 1A 7 i) ) S 9 265

WA )% ) ity 43 TC TPv4 btk (DR e I
1. IPv4 Hitilituf¥) RADIUS J& '

2. 415K (¥ RADIUS J& bk

3. IRER ST FETIC T SCA PR 2 SR o £ e v
4. EERCE I IPv4 kit

S TGS AL 1P Mkt () — S fR )
« ASZHF IPv6 Hiuhibith .
o =AY TR 2 R E /S IPv4 Mk
o ABECAE A P s B 2 BB R Ak I YA AT AT B R, AR T

o HAr A bk it oG I I, B TR R SR B T Mk, R i R
SR, DAESR 8 B

%] e [N A

Fl R HE R i 2
® show ip local pool <address-pool-name>
® show vpn-sessiondb detail anyconnect

® vpn-sessiondb loggoff all noconfirm

IR

Fo e BRI ) P R ORR R SO . KR 2 AT LA 491 AN, B BRIAME . IPsec VPN % F' i
T4 S Fr5E 4 HTML, {H Secure Client {2 £53 7> HTML.  ZEAf 4 ) e B2 P 1 E A B s i i
155 IPsec 25 i /m Axid, XJ SSL 2%/ i f#i il <BR> #id .

DNS/WINS = Ex

A 4 240 (DNS) Al Windows Internet iy 44 24t (WINS) fk454%. H T Secure Client 4 FREHT o

* & DNS BR5528 F14d B DNS BRSS88 - MEReak Gl AWt %, & A L4l F 1) DNS iR 45
Z81¢) IPv4 Bi IPv6 Hudik,

* £ WINS BR5588 4B WINS BR55 28 - EH G — Mgt g, e &7 31 tb a4 i
WINS AR Z5-#% 10 1P Mk,

* DHCP M#&3EEl (DHCP Network Scope) - R B A — N5, & — AN nl g i i
IPv4 Hilt, SArFRbFAER—T M, HAEMT N . DHCP JRS 36 E tt IP Huhl Bt s 1) 1 M JIf
MAZ S hE 2 BE TP Huhik . W R IERA E, VPN SRS B2 R

B usEeE



| dgee
A 3% Secure Client JEIR .

URAEEFE I B S P Oy M HE B RC . T DHCP 954, DHCP 1 Ao AR R EE T T b 4L g s it
)T M. DHCP il 55 s HO L IEIE 50K H A TSR R B[R] —A> 7 ko VR T VRt 4%
DHCP k55 %% & SR sk, Tty e 4

WA E XG0 DHCP IR 5 o 4 J ik i e B WY 70 e 1P Mkt e i, %)
RIUA I B IE 4 1E

SO AT BERE3E 00 TP kil T e H e B, ity 10.100.10.2-10.100.10.254, % 1
k24 10.100.10.1/24, W] 10.100.10.1 /£ 4 DHCP i [l 35 ASZAf I 4545 . DHCP X A
T IPv4 Thk. R EEFE IO HEEA B bl ) AE T BT kB @ A B

H AT A LINK-SELECTION (RFEC 3527) F1 SUBNET-SELECTION (RFC 3011) .
o BOIASE - BOASIM A FR . FEE ZE, {91 example.com.

FOBREFR
PrBEIES 1S —SE MR VPN BEIE (), KRR M50 E 513 2 VPN BRIEAMTE CR
el “ AWSOB” ) .

* IPv4 i 57 BRI/ IPV6 53 BEIE - BOATG UL T, AR IS, X1 IPv4 1 IPve, BB
BEARVFATAEREBERE. WRRHEILBE, KAZ KPR EARKIEDT VPN %%,
LG EYR P RRIE, IR T 48 T R BR8P 2% o HERR T T 6 E RO R L8 SEMs IR e DA 122 SRS T A
ViR .

« RO FEE M BTN RER - BRI EH TR PIRRI . IR )5 L sl AR A I B 5 R d RR i3
BIFIER. ARFEAME S, SR RAIE, 519 I

N

AR O 7.4 TR, BRGNS R RISIR K. A “URA
@53 ” (Extended Access List) &I MIVj 7] 414

* DNS iEK IR 5 BEIE - AR A 77> DNS. e E 58 FUY ) DNS 4724

BRATEOL R, ARJIPR7 DNS, IR B E itk 5 BB SRR & 1% DNS K. ILFFiGL2 @i
B& 8 %1% DNS 1K 5 K I A7 DNS 17 skt i i ik 316 HI 9 45

B E RS> DNS, 1% FUB S REE 4 EE ERE, RGAEETIR BRI R L YK, X
TSR IE P50 bR IE AT 2L N 2% . BT oAb A AR FH A F DNS IR 5 28 BEAT# AT« 7E k1) 28
BEMANTNEH, FHZBHES M. BNTFR R RKEAGERE 491 75,

HXER
M B2 M %, 55 115 T

4H % B& Secure Client 1£IR
X LEHNYEIE T Secure Client VPN 25 7 i IR 4E
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. 4A K% Secure Client 1E£I5

S

W& >ITRETE > VPN > AREE. it iRANZA R BE LB g (1) M iy g . ARG IEHE R E P
(Secure Client) £+,

BLEXHFE

B & SO - RO & 2R il E SCAE SO . IR R BN B, 1S I e
%, 9127 T,

LA P A E SO AEAFAEAE XML SO ) B 2 5. Secure Client B4 F ‘e e fic & B0 AE
B AP RN RIERE A H . XS (XML FRid) IERS B AR % F LLA £ Secure Client 1)

fE.

LT GUI I 2% P i B B SR A (DM IOZ LS TR SRkGIg 224 % P e & S
HRVEME R, WS RAMNRAR (Cisco Secure Client ({14 AnyConnect) FH GifRr) H 264
%P i B S g Ay — .

ERREXHTE

BB VPN & n] S At 7E 2ot 7o I IE B2 2 A i 2, B SR 2 P Rl ) VPN JEEAR S k.
S VPN BC & 3-8 BN E SO P e % b s FURIEE S A B VPN RS IE 1) B

ST AE B VPN I G B SO o T QBT AR IC S B SO R C SO 4T EONER
BAE BTy B E SO A

AREINMBCE AR R, S0 SO %, 5 127 1.

& RintER T

Cisco i Secure Client VPN il iof %t ) BB SR ORI 22 e h o IXSEBERER AL W 2 224, L0
(1 P 5 TR P 2 S DR SR 55 o BN SRR AL B AN P A,
AR SV R 41 A 5 .

PLF Secure Client BiHE AT ER, & 0] OKEIX SRR AL S 7E VPN /7 2 AnyConnect i T 2%,

Secure Client:
* AMP B2 (AMP Enabler) - >k &t 3 & m SO = K AFB ' (AMP) .
* DART-filigk 24 H B IELA 2 Wi {5 B PRI, v A6 3 Cisco TAC BEAT MbsEHER: o

* ISE &% 2144 (ISE Posture) - {f ] OPSWAT AT £ 0ty 2 A VPAG AL A, VFA% i 1) & 1L
M.

* MK R EEEE (Network Access Manager) - 47 2 FITGZE M 45 17 il B2 41 802.1X (55 2 J2) Al
B B JRAIE o

* PRI (Network Visibility) - nTHET- i DA B O AT A ORI S5 MUk Ao A 2 42
7 AT i) e

« B RABE (Start Before Login) - iliid 7 Windows g 4HEHE B2 17 7 3l Secure Client, 3
T P 6 3% 31 Windows 2 BFf IS VPN 82 1M % 82 2 b JE R 3 i«
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+ Umbrella ;&% £ (Umbrella Roaming Security) - E41 4 TG s A& 1) VPN B {&4E DNS 2
A,

* Web R4 (Web Security) - A4 2 A e BT e 3, RVFRTES2 I 28, JFRRLIE
R EZ M 2%

MR (Add) R RSB i AR R R DL e T«
* B PimtEHR (Client Module) - M\ F1|3H11%$E Secure Client £,
* ETHAIECE S (Profile to download) - EFEER G A5 22 4% P i e & S ST %, 5
KA ZERETEANGE R, WS W X%, 5127 1L,
o BRSBTS -5 50 H Zun LN 80K oA DL C B SO W R R, T i B N UK
Ju e S

T GUI Y A% il B SO iRy (— MO E TR kORI 1% i 20 4T
A o AT BAM Cisco BRAF N0 T8 % ) i B SC gmiH s o AOCTEAE R, 1ES WA
FRASK)  (Cisco Secure Client (4% AnyConnect) ) ) 22424 ) il B A dmdE gy — 5,

SSLiREFE
* SSL [E4E - 7 /i A i, 2R, DBEE SAEH] Bl 4 )5 i%: Deflate o LZS. BRA
0L N 245 H] SSL 4 .
s gtk 7 A dmd R, EMEn TR SR N AE T RN CPUE TR . Kk, FRIRT
ZABA NS AR

* DTLS &4 - & 5l FH LZS My bb 4l R i £ 1L 4 )2 22 45 (DTLS) i 4. BRIA L NS 254 DTLS

* MTU X/)\ (MTU Size) - R} AR Secure Client VPN & SSL VPN 442 4 7 [ 5t K ALH A7 (MTU)
Ko BRIMEH 1406 749, ARG R 576 31 1462 5.

* 7B DF i -} 75 RS 20 BRI “AN0 Fr (df)” 2. SevFasibifs & DF A
OEE oy By AT A R 30 0 B T A% 35

EEIRETR
c EREEFIHRM VPN MXZEBRERFERER. ALERBE - 2 WX SR 0 A8 R R
EERAE R, AEREA T TR IE T AOS AR s . BOABCE YR . PREFERE B LB
BN TR AL far . ARUR SR A RE R B AR AR TKE PR IE B 0 2 18] S5 A5 [ I A)
[IfE CLLRR g A7) o BRIATRIRE N 20 #0, A72800EH A 15 31 600 75,

s BRKRMITEMREN... . KHEREE - JE0 50 (DPD) Fl#fi{R VPN 224 Kal VPN % 7
S PR ARG ) B0 A AAAS T 1 Y DA A R I o BRIATE DL, 2k I SRR P g Jt % 4
H . DPD V.8 LAV E B )R] AR g . Wi a A, W AN R 7 B 76 & % DPD v B 1] 45
R (R A)R% CLARD AL o BRINTIRRR 30 75, ARGIEREY 5 2 3600 5.
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* BRZEFImESITHN - 4 0] DU E 20 4 O R IPv4 Vi (224 M AN SR VR IPV6 W i) R
B IPVA i (AW IAN SV IPv4 R 5 5
24 Secure Client 3/ 5 U ) VPN EBE, ki vl BLoh 2 7 i 40 B IPv4 /8% 1Pv6 sk, i)
Skifik} Secure Client ZEHAX L —AN IPv4 Huhkol—> IPv6 Hutik, 4 LABL'E Client Bypass
Protocol PAEFE i AR/ EL IP Hudik (ERIN. 2. KA MK ME, s RiFizinsss
I ey I N g AR I . “BIScEal” ki (A, efE)
B, AR 224 WO U — A TPv4 Hiulik 4> i 4 Secure Client 3%4%,  H & XUk . 4235
SRV ) IPv6 Mok, WiRAR & P s M b, W45 IPve i fe; (HA2, W BHE
Ui 57 I, e AN P i LA BH SCIE SXOKIE TPve it i
SSL EFTAE R - % 7 i AR N R TR A ], FR R I S PR aa A e, A
M IEREN 2 At BN PR ENE, G, 1T CAZEFR & I [ W] fg 2047 28T
Prp, XTI RS EE AR R, Bl B LR B R
« Jo3k - JAH SSL FHAE AN AT H . B ERBEE (BRI s EE BTV R I A BE B Y VT
* [8]F% - J3 ] SSL T B e g vl F . BEE N 4 B ERAE, HLVEHh 4-10080 4341 (1
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% P B AER - £ 3B KRR VPN 2 i 7 6 G S By KRG T . R T
bndsistohit s HARHIER PR 3 VT IR ISR M s Bt S ] o SOt R4 . 3k
FEOR QI LL A S 8 e ACL. 2 SCE P M 28 0 LLP e 1) L F P 4 i 8ot FL/sloE A
o) & 0 ) LA FRIE LN I VPN BRIE 2 AR L “ B30 8 A i ot

N

B i1 ACL V& TCP/UDP/ICMP/IP i LA M. “fER” « “/ER IPv4” i,
“ATRE IPv6” SRS N 2%

HA 84T Microsoft Windows ) VPN 25 /1 i A AEAT A X b [97 Kk BE & .

BEXEMFE

AR 435 H Secure Client T 'E Per App VPN, fUFeIEIR A AR IE ST RER X%
Jri HE XEtE. SRm (Add) DL 4SRN A g SUSE

1. % RLEPiREM (Secure Client Attribute): Per App VPN.  fFIEIR W B ok s A9 2 b iE .
2. MR IEE BEXBMENER .

A

AR NI (5 LURRTIE A& JEEENET B e SUB RS . BT LU R > WREE >
VPN > BEX B M A w EMENS . 1ES VS IN Secure Client |72 B MEX S, 5 112 T,

3wt IRANRE R VEORAT B LSRN, AR5 i R S A PR AT 2 4L SR
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pguszzn [

FXEm
it B2 RmE XS, B 115 T
HERBR S PIEIN
SEMmgz
W& > IWREIE > VPN > HERE, AUlRINERIEEGE P R YRS . , RGEFESR
(Advanced) I .

o FIE)FNFRATIE RS - IX LI Y8 3 A0S AH R SR A o A AR VI A BEL IR VPN 34 2 B i A% A 1 K
P, FUUFETEwyEht . HARHBRERT IS4 . 1B VE R, VPN i JE2 S T H1iR1E
oo EANEE TN RS A B VR T FT T (04 Bhidi s, fdn SIP GAAIERL. 7 RE Ui a5 51 2 iy
AHO G T ORI I A . RO e I 2 SR (K BT e ACL.

* BRI VPN 2] VLAN - BFx A “VLAN Wit ” , S 50de 2 i 240 e N 20 235 10 H D VLAN
. ASA B P %A % i B Jrik VLAN.

A FH I P 1) 4 S 40 i VAN AT AL U5 ) #2561 1) b Jeg PR IR A2 AE 15 TR ) ACL i 83
EIEA L. BREGAME CRIRED 4b, % s RACE R ASA TF I E i VLAN.  SSVFIME
JLHER 1 51 4094,

SIEREFR

o riE] B8] - PR A N VS RS . N SR e 1% 2 S w T AR e R B TR Y L
HRVEAME R, WSy, 5 92 i,

s A PRRIET B RE - 452 AR P PAT IR Z RIS 8. BRAMER 3. e/MEHR 0,
FoRER GO P s . SR AN RINE T RE A e F w a vt f .

o B KEERT8)/ZE4R (8] BR - 7 & S A P IEREI TR], Doy b ok sahy . e TR S5 RN, RES& Ik
Bz, f/MER 1 By EHRIBE HE 2 7F 2T S R FR I 18] L) FH P 527 v JE 2 B AR s T 1]

b o

o IRFBET/EAR B BR - F7 St S S R I I TR], DA bk BT o i AR SIS R B P R
EEARGEES, WRSSKILER. RGN 1% BRIE R 30 8. 24055 21
FITA 2 P IR ) DL ) B P S8R v R 22 B AR s 1) T B

=P SE ]
BB RIS 5, 115 1L
IPSec 12iY

TENCE VPN $hi, Al IPsec /7% (BU#E#4E) o 765 ISAKMP JEAT IPsec 224 e s HHIR]
A5 A TR TR A o o T R R R e Bl vt o AN AR 1 7 R A ]
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B = ke ipsec mEnin

HRIE IKE IRA (IKEvl 58 IKEV2) , FEAEAFEIN IPsec 7 EM 4
* A% IKEv] IPsec /7 % CEHAE) X, nlLLEFE IPsec 1817 1A, I I 75 160 I Al
SIS, AT DO R R — R T, IR VPN PR AL, 150 24N IKEvV]
IPsec J5 X % .
o 4% IKEV2 [Psec 7 0% RF, T LLEE: VPN F 4 (a2 f8y) 557 . 78 IKEv2 T
JHTRL, X S A B L0 ) S HF I e B il I i

IKEv1 Fl IKEv2 IPsec J7 Z#4 FH 3 3 22 4 W) (ESP). ‘& nf DL AL B IGAE . Inas il e AR IR 4%
ESP 3 IP 257 50,

)

AR AT VO IPsec BEIEAL I Ml 43 Bk .

Bt & IKEv1 IPsec 5 =X %

FIE1 R FEIT R (Objects) > X R E 8 (Object Management), 2R M H s 1%+ VPN > IPsec IKevl 77
Z (IPsec IKev1 Proposal).

ALY LLTRCE 1 75, AR R0 BRIV 0N, UL 4tg (2). LE
(©) 5 MRk (L) %
HEFEARAN IPsec IKEvL 753 (Add IPsec IKEv1 Proposals) LGS 1) 5 % .
LT SN AR (Name)
FHEN R IR 2 SUVTF 128 D45
FIB 4 Ity 4 N5 BB (Description).
SRR R U] % foVF 1024 DNF4F.
PURS W ESP N Jrik. MLy MBI 2 Al (ESP) I ik,

T IKEv], EFRAHIGEINL — o 1EURE T IPsec 77 S BN A Sk, 18I R T VPN
B TSR . A IR e BB, 35 S B o A MR AN Jon s 5k

B 6 4 ESP 85| (ESP Hash) i #— Nk
A RIET EREUL ], V52 5w A RSeS| S

TR NiRE
RE = ERI I Bt

X X
w N

B usEeE
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& IKEv2 IPsec 5235 ]

AL E IKEv2 IPsec /5 =X &

IKE %R E%

LT & (Objects) > ¥ 5 &I (Object Management), #XJ5 M H ik $F¢ VPN > IKEV2 IPsec
77 % (IKEv2 IPsec Proposal).

AGR I LNRTACHE 175, AR AROE AR MRSV g0, UL 4t8 (7). 9
(©) 5 MRk (L) 7%

PR IKEV2 IPsec 775 (Add IKEV2 IPsec Proposal) LLAIEEHT )7 %

JITT N FR (Name)

MR GIR . % VF 128 DA

ST 255 N5 BB (Description).

SRS RO UL o B2 FEVF 1024 T4

WEPEEAETT S T S I ESP #8851 (ESP Hash) Jiik. 18 slise #0505

TR

AT FAEH NULL % i) IPSec b&iE .. #ifRAN AN IPSec IKEv2 $#210%#E NULL Jin% .

X} IKEv2, T34 ESP #8151 (ESP Hash) (T A 0. 45 eI 5c 5300, 155 W v
S8 5 FH WS e B0 471 v o

I ESP N Jrik. M5 MBI 2 AP (ESP) I k.

T IKEv2, sy “HE$E” (Select) BAFT TF— AW TEHE, 70X THHE o ] DG R 2SR BT A e I 78
YUE T IPsec J7 R MINE MBI FIEN, AR T VPN 8 & B SO R 5% . A I
MI5E VLI, TS 8 YL WA I s 52

RdHRTE
KB T s eI .

IR AT 4 (IKE) A& FH % IPsec X & ARREAT S S6IE, Wi Ao  IPsec N 3% B LA K H Bt
37 IPsec ‘&A= RHE (SA) M HE B . IKE Thid B & AN B 565 1 Bt i A IKE X 55442
H) () 22 A Rk, MG SRR BEEAE SR 2 I Boh 2 45Tl A . AR50 2 M Beth i 3], TKE Jy SLAth 3 FH & 7
SA, il TPsec. PHANK BEAE B i IR A4 FHR I . TKE $2 302 — PN A H T4 H 2 o)
RS . RS AL (B85 IKE SKmE G, BIJTUR IKE P, BhIRms s Bmpet 2 4= 2
TR 522 IKE P o
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X IKEvL, IKE J7 & AN R AR R A . 88T DUl ff D8 22 N0 S A0 1) S ke £/ 22 /b —
NG SRR SRR S UL . 5 TKEvE A, 78 IKEV2 J5 58, Bl BLE— NSRS Rk $E 2 4
SREMBEAL . i TR EEARAESE 1 B el ra I IRIEAT a4, DRI AT Qs A IKE U5 2%, (HEHIE%
AT S, BAn ity S5 AR B L e 5. X T IKEv2, SIS SAIRE S I0iE, I
AW A 2HTRE SCEH A B BER

ST E 5 6] IPsec VPN IN, FZ%E IKE 55 . B R1E4IE B, 155 VPN,

B E IKEv1 SREEXT R

Qe

SF Sk Sk Sk
S N W W
(2 I — N FL R (X )

Qe

fH “IKEv1 3E0%” (IKEv1 Policy) UL IG5 . 2R ol bR IKEv] SREE XTS5, X HE s % %00 & IKEv1
RS TS i S8

e Rk FEIT & (Objects) > ¥ 5 E 12 (Object Management) J M H s h k£ VPN > IKEvV1 358 (IKEv1
Policy).

RO BTG E SRS, A4S R ge UBME. RIS gon, SrTbl &wig (). ME
(@) R MR (L) 77 %

(%) PRI IKEVL $88% (Add IKEV1 Policy) LAG & HT s 6 % .

ISR N B FR (Name). 522 f0iF 128 74T,

(A% AT RN ER (Description). #: % RVF 1,024 N 74F.

TEARLFELR (Priority) i A\ IKE SE0& R 56 0 0H «

S AR WL 2 A 0GR (SA) I, 0SS A v i S B0 B R 35 44 LR 1) TKEE SRBS Y o n e 7
IPsec AR SRR S — RIS h ik e 2L, e s T — MU drbe XS4
SIS R 1 3] 65,535, BTG, PLcgullm. WAL B A, &R OB O LA I R 2
Bofe, M1 IR N 5, JFLL S i Eahss,
TENREE AL RN 7
TEYRSE b TKEV 1 SR 0 A% W In 25 RO Sy, R PR B PR T 0 45 1 2% SCRFIN . X T VPN R
RPN S, IR S PR EARTL L S L . T IKEv], EEAH LI 2 —. A I
(RTS8 2 D e A WA I 5005
VEROIEE T B 8% (Hash) 5%, T Ha e B se 3k
FEPE M TKEV 1 J7 S48 R Ap s FOEA VLN, S R PR THEA5 B & SCRF SR . 6T VPN
AN, AR RS AN SR IEIC I B . A ORI TR S R B, 1 3 D] v A I £
B

% E Diffie-Hellman 48

FIF 25 1) Diffie-Hellman 41, #HGHOK, 24, (HFRERACBER R K, PSSR0 A
HUCHC IR B L o BEPETEAE VPN P RV . G 3E U, &S W o e B
Diffie-Hellman #04H .
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5E ke %535 [

WE LA (SA) ) HEEHARR (AR N A7) o AIHRE 120 3 2,147,483,647 B0 2 [A](A4H . BRIAE
A 86400,

LR RSB IN, SA B HAMAE AN AR Z A BT B i o G, RRELIHPRBRAT CRERP R
), IKEBR s, H2, FFEUOBIC, KR ICE IPsec %4 IR 1K) BEAH LU LT FF 2 10 PR i)
PRV

WE AL IS0 SRR 2 A8 ¥ B3 36E 77 7% (Authentication Method).

* F = %A (Preshared Key) - 7S RUERTBL, UL P SRVFE PIE DT DX SR 2 [ 3L F
T IKE 8] o 0 SRARAE Al — Pt = 3 PIRC B — A2 5 o 544, WJGVEEE ST IKE SA.

* JE$ (Certificate) - 240K “UE15” (Certificate) FIF VPN 42 (1) 5 0y 0 UE 5 kIS, 45 4A L PKIT
SERBEHE T ) CA MRS 25 3RMUEC TR, I IAH T AT S 50 F

£ FF IKEv] () VPN $4hrh,  BTik IKEv] SRBE X% 45 52 1 BAR IR IE 5352 il IKEv] B9 5830
FEBI U E I BRIA R . X LG ARV, T, R B

MR TE
IKEv1 I mEsE 4.

BCE IKEv2 SREEXT

] “IKEv2 5% 7 (IKEv2 Policy) XEHER GBI . MHIBR A 4E IKEV2 Mgt 51X SLSmE 6 B
IKEV2 WS I 75 (240

RIGEFEXT & (Objects) > 3 &R &I (Object Management), &5 M H gk HHiE £ VPN > IKEV2 5KEE
(IKEv2 Policy).

AGR I L HIRCHE K50, QRTARZGE AR NIV G0, T UARAE (). 1RE
(@) Mg ()5Emg .

RN IKEV2 5EB% (Add IKEV2 Policy) A5 HT 5

IS S N & FR (Name) .

KM BRI HR . % VF 128 DNFAF

hy IS s N\ 35 BB (Description).

WA R . % RVF 1024 DF4F.

NI (Priority).
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IKE J7 RIS . 22l 0 W22 000K (SA) I, ALSE ZRAR mI Aff 22 PN Wb s 0 8544 L ASC

IKE J7 Gy o U AR IPsec X A5 AR SCRAE RSO S8 — SIS Pk € 24 e 2l i —4
RARILSE LSRN e XIS H . ARUEIEE Y 1 2 65535, HBAR, DUoEgim. a7 &
B, B LR S BCRAR AR B, A1 TTERR)A 0 5, JFLL 5 I gkat.

WE AT (SA) 1) HEHARR (AR N A7) o mIHEE 120 3 2,147,483,647 B0 2 [A] (A4 « BRIAE
A 86400,

B FRAE AR, SA BHA H AZAE AN KSR 2 [ BT Ui - 8, FREIEE CREp R
), IKEWhi L4, Hig, FRERBK, Bk S IPsec %4 I A3 B AH Db 35 R 45 S A FR 1)
R,

HEPEIKE SR P48 F 7 00 S0 1 S 2 1 5% (Integrity Algorithms) 384> . FF LG8 B 22,
© TR B e aE k.

FE PR 5E N TKEV2 J7 ZE A% MR 0 25 AL S, 48 A 6B 958 W45 S BRI L . 6T VPN 3R
SN SNBSS, AR PR S AN K SRR IC (R 590 o R EAE VPN R SR VRIR TG 5590 A eI
FI 533, 152 B v s A MR L 5 5 S0

EPEH TS5 1 B SA H TR 2 BB D 1R &% (Encryption Algorithm).

L6V 5E 0 TIKEV2 J7 Z2 A8 MR 0 28 R Sy, 48 A 6B 195 58 B 4 SRR L . 61 VPN 3R
NP B S, IR B S PSR EE AR UC T (59 . IR FREEAE VPN b SRV T e k. ok
TR e R T, 35 20 vl s A WA 0 25 4500

£ PFPRF B3% (PRF Algorithm).

IKE 3 At FH IO SE I O A LR 22 (PRF) 373 - {E IKEv1 w1, 5E#EVERT PRF SEA D TIT, H
7 IKEV2 1, Al LR e E R E AR RISk AL VPN B RVFIIITE Hik. 13RI 58
B, TE S R e A e B Sk

1% Diffie-Hellman 2BiE47 0% .

RGO, ZeathilE, A ZE AN T B, AN AR DA 20 AT DU BC A A 2 . e et A g
fE VPN 1 I . HIRET 523U, 1S 5 vk ZAF ] /) Diffie-Hellman BE%04H .

iR
ISR IR BRI &, MBI IKEV2 SEIg R INBIZIR . n ORISR, B2 BoaniiiRig R,
LA N 5 B e, DA Dl DR A B SR

Secure Client B EX

DU, T LAE R SCa A P i, JFREX LS 58 SR8 B VPN Sk 2 28 17 22 4% ) i 14
I, B 2K 3K A [ 5 Sy A ) 24 -

TR P 8 XS KR T B2 LR S0 LN ST RFI 245 P i 152 s
* GUI SCAFIH B
« KRG
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X R

bty |

. A
- bR A

o s SR R
o A R

B RAE X2z 4% P i B € XRTEANE R, 152 W B € X Cisco Secure Client.

R “UNIRSCAXS G A “ RS PER B 7 R AE AT DLBIEE MR SO 5o SCPEXT R R L B A
RSO, RS TRV M) VPN Sl . eI DL 22 4 7 e B SO 22 A7 ) ik
| SELE

AR F BT (PG SO S 2% 9 BF AnyConnect FEURT Secure Client & 2 VPN Gl & S04, FF
VA 22 A% 78 7 it TR — 8 00 2 )/ L 0 v S 4% i FH P B SR R i 1) S 3 BRIE SRS, A AT T
BT Y % T S A A A e F P A A

FERESCAE XGNP R Lok AR EAF i R P BRSO R A . AE B B0 8 (1 2 0 1
Rt A IX A R Z AR, R A IX S0 o AR SO S 2 i B b0 P 65 LU 3¢
PEXSGRE, TANEERAZ SO BRI B SO

FEFSE R E SR R E I, 20RAH DRI ST R BRI AH Y H P e 4
TR LLER X BN SO R DL R 00—

* % (Download) - sith T & 224% ) i SCA

R RSO SIS

* MIRR (Delete) - Mk Secure Client LG FEMIERSCIER BN, ANS MICPFAF A 2 rH IR AT G
BRI SCAES iy H 2R IZA 5

S
38 (Objects) > 3 R &I (Object Management) > VPN > &£ & Figm 34 (Secure Client File).

© BIR-BASCIFI A FRLRBISCIERT 55 fe 2 ] AN 128 47
o XHRAFR- T RUBT BLUEFE SO WHSUIFN, RGEQUSINSCIFEA NS R AR .
o SCHZEBL UL BTk SCPF XTI SCAF2RA  BLUR SCPFRI AT :

* ZEE PIRR (Secure Client Image) - &I Cisco # A~ 2 -0 F ¥ Secure Client
WURINT, THIEPRIETY

45 0] LK BT BB N B Secure Client W5 5 VPN SIS AHICHE . A8t ] UBUH S BEANSZ S 45
Ry e A= iy ) 3 28 1 10 28 S R
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s LEXEPiE VPN BLE X4 (Secure Client VPN Profile) - iy 224 % ) 3t VPN Bl & S0 Fik ¢

BERAY,

T GUIN e 2% il & SO gn ey OMOrFCE T H) SREIEACE . e
HE, S WAHMNAR (Cisco Secure Client (1§ AnyConnect) F/7¥5H5) H A 4
P i P E S Ay R

c REEZFIREIE VPN B & 3 (Secure Client Management VPN Profile) - 754 4 4% )7 b

B VPN BEIEVS INAC & SCPF I 1B PR A

M Cisco #AF PO FH 22425 /i VPN B ERREIR T BL & S dmigae (WK T
B, IR A AR VPN RIS I T T U O R B SO

« AMP & B2 FBR B & 30t (AMP Enabler Service Profile) - 1%t & ST T 2242 ) i

AMP JA IR . HiifEvsin) VPN H P IEFER] VPN B, AMP 3 3) 88 FLRC & SO M #E
1% B ity

o IRARECE ST T LS I ) AR I8 S BRGSO P PR SR, DU OG5 2 Ja A

IR T B AR 45 8

ISE #&if % &4 B & 32 (ISE Posture Profile) - 41552y 2245 % /it ISE 2835 2 4 vl
FEERZS INAC & SO, SR T

* NAM BR %5 Bic B ST HH 9 26517 ) 457 R TIC 8 SC A2 A 2 TAC 5 RVAS I NAML B SCA
WA IR 55 BC & 30 (Network Visibility Service Profile) - 224% /7 i 9 2% ] R A e

FRTC B SO o fan] L] NVML OB SO 4 4 61 1 T &S0

* Umbrella 8 % 2 Be & S-SR A8 AR T C & SO 4 s QU Y json SCIFESE Umbrella

1B AR, U PE I SRR

* W4E% 2 AR 55 B0 B ST 75 0 W45 22 AR HA I ISC & SO I JE P SO .

Cisco Secure Firewall 2&ix % 1948 B4 — 5N Cisco Secure Firewall 2835 22 4 PPl 4K
A SCAER IR R SCER Y . IE SO AR B B AV ) 360E (DAP) B T4 S K I
RN RS, PieE, IR KBRS B

s REE PinIMNER Yn 884k €1 (Secure Client External Browser Package) - 3025 T4

* LA

AR ER

SAML Ff. 115 55 W4 25 B 47 56 UF 38 64 M s D0 U o 0 4, S
S8R DAALE B RRAS 1) 4 NS S A SC A w2 i A 6, S
HREMEE, ESHEZFET M VPN 1 AAA & &,

AN AT IR

SR 22 4% P g
ZH 55 W% Secure Client XETH , 25 117 70
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MREMER N EIEFR

sggrnneies ]

Thie PBpAIEE | RIRAEA |FHEER
Bl
1RAR A
A0 ACL Fil AV 7.4.1 A=Y BB S 3R (Objects) > > R (Object Management) >
ACL RADIUS & %2848 (RADIUS Server Group) > i1 RADIUS 48 (Add
RADIUS Server Group) > 14 7] T 3; ACL 5 8%} AV 3t ACL &3 (Merge
Downloadable ACL with Cisco AV Pair ACL)
B CLI fir %
* sh run aaa-server aaa-server ISE-Server protocol radius merge-dacl
after-avpair
* sh run aaa-server aaa-server ISE-Server protocol radius merge-dacl
before-avpair
Secure Client H & X [T 7.4 WUAE, fnT DL e e AR g, XS [ e S 2 VPN Sk o
B 2 N a s ey, BB A X A 5 5 Ok B 2%
Uit «
X CRL fil OCSP URL |{T7% 7.4 & IAE ] LAFL & TPv6 OCSP Al CRL URL.
1) IPv6 ¥
AR BRI VA | R 7.4 BUAE, ST LA 7 B T 1 sl AR 5 BRI 4% LT
RiE 3 %o G, BUTLURIX S T B )68, W DNS JIjRS545 . HTTP U
) 5% SSHo  SCREFAIRE L AT A DY REASZHFFA 1A . F7E R, DNS AL
PR ER O,
PGB bR MR > WREE > #DO > R0 > %04
WA AR AAA - [ 7.4 AT LA F PR B4 4 S RADIUS %5 %%
BB MR > HREE > AAA BR% 8 > Radius AR5 854H
SoBEM % AL S (AR 7.4 T BLAE W] DA B % R LI 5o AEXT RS HEAS (BT > WREE)

R B 20 B S5 T SebE KA. ARJE, ST LU EORTn
G R PRI AL DB A2 R IR AT E
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FRER

DHCP IPv6 it

e

7.3

1] DHCPv6 B iRz /iy, BUAESZHF A DHCPvG JoiRaS g5
#5o M SLAAC & /s ln) RO EIEK (IR) HAR @iy, 2 m e fi#ft
AL A AR B A2 IR B, AN 8 i e bt

IS U R

* 1% % (Devices) > % & &% (Device Management) > 3% [ (Interfaces) >
wIn/4mEETED (Add/Edit Interfaces) > IPv6 > DHCP

* 3% (Objects) > 3 R EIE (Object Management) > DHCP IPv6 itb
(DHCP IPv6 Pool)

PB4 show ipv6 dhep

BFD #iHi

3

G

7.3

TEZ RTIRA 1, BED JLAgilid FlexConfig 7 g HrBifill F b4 T
FlexConfig AN 3 FF BFD BU'E . IUAE, AT DLZEE # ey UT o gl
By 7L & BFD %lg. Bk, 51 N7T BFD B %,

BB /A% 2 S LI
 RE>IREFETE > KW > BFD.

* &R (Objects) > R EIE (Object Management) > BFD #&#) (BFD
Template)

FH 1S Y i OB
NH” (New
Applications) JE I -~

B

7.1

PRV AR G AGIN T —ASFE iR, TP T E B
W i) ks CoRmg 2Rt D A EH

BB b HTAEREN R > MREE > FEyIR > ¥R i
I 26 I H PR BT 00

SCFFPF 4 Cisco Secure Firewall Management Center

Wy AL X S0 %
il

=

7.1

GINT Y AL IR G, TS A i 5. i AL X 31
P GALTE H]TAE R HH#5 1K) BGP % S rh 2 N R

PEAEC DR A TGO S AN B O R R X R > T R E
2 > X PR > R X .

YHFF A Cisco Secure Firewall Management Center

X SRS 1) 2 %) 5 i
HORL B o 52 1) 44 i

il

£

7.1

P2 SRS B A FH WL rh e F008T 5 LN IR At DX B0 B (13 300

S R T T B WS A R e b T IE X R > ST R
I8 > SRREFIR > XML R, DAATR > WREE > BAHME >
BGP > #t X FIFRiE T+ .

SCEFCP & Cisco Secure Firewall Management Center
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Ihie BEAIEE | &RIKARA | FHEESR
iR SIS
S
Snort 3 T IRF[A] 1) = 7.0 Snort 3 H AR SCRE U ) 458 TR P 18 2% SR T I T ()
ACL 3Z§f SCRFIRT 6
& AT E M EST [ 7.0 SRR e AR A T UE A T
WA S B AERE IR > PKI > JEHEM > CA ERIETR I
B g .
ZFFHT-H: Cisco Secure Firewall Management Center
SCFF EdDSA TEBAER (T 7.0 AT RIIE A - BEADSA, # KN 256,
PG bR FERCE 3T &R > PKI > EH 5 E M > B IE TR I [FBrE
o LI
SCFFFG:  Cisco Secure Firewall Management Center
A PIRPIRE (B 7.0 AR RSA I %44 501021 SHA-1 WET5 LA K /T 2048 71 RSA
W, BRI ERX RG], TR A g s k.
H)E, BAHEA N T 2048 47 RSA ],
BrAE R BER: TEICE R > B I 1 D R
SCFFHIPF & Cisco Secure Firewall Management Center
AR RE R IR T R 6.7 B8 Xz R Re s BT ORI I (5 43 BhRT 15 2081
ANTF 30 BRI TE T AN TR B MDS URL,  PAR 178 AR B0 e (e 43 o 13k
AT AL N
BB bR TR E R 6E > MG HIFFRIR I (iR L 1.
X HEPES:  Cisco Secure Firewall Management Center
{FHE 5o BRAE (csv) [T 6.7 ATAMGIEZ 53 B E S AN R — IR Z LA 1000 X5
AR LAxT % FEMAS T A B A2 [ 28] (Add [Object Type])

Thﬂﬁ*ﬁﬁ%m AT (Import Object) 15 .
AR (Distinguished Name) > B4NXF % (Individual Objects)
* MR
*
* URL

* VLAN #xig
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