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/

Intrusion

i

Base Policy: No Rules Active Mode:
- -

Used by: No Access Control

[ MITRE_IPS 3
Policy

Base Policy Group Overrides Recommendations Notin use Rule Overrides

Group Overrides @&

102 items Al ® v |+
[ Q_ Search through all Rule Groups

> MITRE(1 group) [ ]
Rule Groups
> Rule Categories(9 groups) @ 15 optimize intrusion policy configuration, you can configure the various r
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[ Q) Search through all Rule Groups
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Rule Groups
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Edit Security Level ®

@ Bulk Group Security Level

Impacts 34 groups. This action will change the security
level of all leaf groups within this group category.

I ]

Higher security with more detections for administrators who are
willing to tolerate some network latency and low level of false
positives, in an effort to catch more attacks

“~ Revert to default Cancel m
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[ Q_ Search through all Rule Groups
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v Enterprise(13 groups)

¢ MITRE / ATT&CK Framework 7 Enterprise / Initial ~ SecurityLevel @ Exclude

> Collection(1 group) Access / Exploit Public-Facing Application (t1190) mmmz &

= Adversaries may attempt to take advantage of a weakness in an Internet-facing computer or program

> Command and Control... using software, data, or commands in order to cause unintended or unanticipated behavior. The

weakness in the system can be a bug, a glitch, or a design vulnerability. These applications are often
> Defense Evasion(2 gro...

> Discovery(4 groups)
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This group does not contain any children.

View Rules in Rule Overrides
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Base Policy Group Overrides Recommendations Notin use Rule Overrides Summary

Cisco Recommended Rules @

Start using recommendations

You can use Cisco Recommended Rules to target
vulnerabilities associated with host assets detected in the network
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Base Policy S Group Overrides. - Recommendations > Rule Overrides | Summary

Summary @

Rule Distribution Report and Exporting

Active Rules 21169

Alert - s Generate Report
Block —_— 19570 Overridden Rules 396 © View Effective Policy
Disabled 26555 Disabled Rules 26555
Export Policy
Total Rules 47724
Base Configuration Group Overrides Rule Overrides
Base Policy: Balanced Security and Connectivity Total 19 group ovelides Total 394 rule overrides
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<« File Type Identification S e © 1:34479 @ Block © A Alert
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T 94 (Analysis), RIFIEFNZE (Intrusions) T HIZE4 (Events).
$IB2 i EMRIRIE (Table View of Events) 1.

Events By Priority and Classification (switch workfiow)
00 2025-01-12 13:30:29 - 2025-01-12 14:45:19

Expanding
No Search Constraints (Edit Search)
Drilldown of Event, Priority, and Classification Table View of Events Packets
[ Jump to... v
. - Inline Source Destination
D 4 Time x Priority x< Impact x Result X Reason X SourcelP x Country P X

= D 2025-01-12 14:43:19  low 2Potentially Vulnerable Alert 2 fe80:ffff:fIffAffff f02:11
v D 2025-01-1214:43:19  low 4 Unknown Target Alert 0.0.0.0 224.0.01

& (0 2025-011214:4319  low @pPotentially Vulnerable  Alert @ feBO:fffARFF.fHf 02:1

v D 2025-01-12 14:41:14  low @Potentially Vulnerable Alert 2 fe80:ffff:fIffAf:Iff f02:11

PR3 /£ MITREATT&CK F, AT LEBINR FHRHA. fidi 1#AK (1 Technique) L7 H MITRE
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Access Control Policy X g:EE;SI X :ﬁ;‘f;:: Policy X xpl—%%K X gl::;p
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group
AP aible amaissit: imballimaman Gla &la  TansDulaCla  Cimamia KIAR Palia A rSeana

AR, BRI L[R2 AR BT (Exploit Public-Facing Application).

MITRE ATT&CK Techniques

« Enterprise
R Initial Access
= Exploit Public-Facing Application
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SIS ST (Analysis) , RJEIEFGE—=4 (Unified Events).
$IB6 AR, SRS EERLUS H MITRE ATT& CK FIELN4E (Rule Group) 41).

[ Q Search. AN O] ][ Refresh ]
570 | %0 ) ®103 ) D0 ) %0 & 173 events IR 202301 1213:50:29EST1h @ GolLive
Time Event Type Rule Access Control Policy Device MITRE ATT&CK '
> 2025-01-12 14:55:49 4 Connection AC_with_security_intelligen.. Column set PAd
> 2025-01-12 14:55:49 @ Intrusion AC_with_security_intelligen. [ Q_ mitre| ® ]
> 2025-01-12 14:55:49 @ Intrusion AC_with_security_intelligen.. pagelect 1 filtered | Select default
> 2025-01-1214:55:49 S Connection AC_with_security_intelligen. MITRE ATT&CK
> 2025-01-12 14:55:49 @ Intrusion AC_with_security_intelligen..
=3

> 2025-01-1214:53:44 Connection AC_with_security_intelligen..
> 2025-01-12 14:53:44 @ Intrusion AC_with_security_intelligen. 12 selected m|

P ARG, AR HAF U BN Pl . IR (RuleGroup) 41 FI¥ 14H (1
Group) -

Views... v Q_ Select
@ Showing all 5,112 events (& 4,518 @ 594) + B 2022-07-19 10:19:09 EDT — 2022-07-1¢
il Time Event Type Device MITRE ATT&CK Rule Group

> 2022-07-19 11:19:02 2nce 192.168.7.115 1 Group
> 2022-07-19 11:18:59 Connection ance 192.168.7.115 Click to view groups

€
> 2022-07-19 11:18:59 4 Connection 2NC 192.168.7.115

LB 8 I LAAE Y (Protocol) (SCHLNZL) AR DNS 4. P8 (Protocol) > DNS LU 2R
FAG E DAL BT N2 FAE

L
Views v | | Q Select
© Showing all 5,112 events (& 4,518 @ 594) + % 2022-07-19 10:19:09 EDT — 2022
M Time Event Type Device MITRE ATT&CK Rule Group
> 2022-07-19 11:19:02 @ Intrusion 2NC 192.168.7.115 1 Group
> 2022-07-19 11:18:59 S Connection Ell 192.168.7.115
« Pagtocol
> 2022-07-19 11:18:59 S Connection 2nc 192.168.7.115 n DNS
> 2022-07-19 11:18:59 S Connection ance 192.168.7.115
> 2022-07-19 11:18:59 & Connection 2nce 192.168.7.115
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Views Q| RuleGroup Protocol |>< Select X [[WE

@ Showing all 501 events (@ 501) + Iy 2022-07-19 10:19:09 EDT — 2022-07-19 11:19:09 EDT 1h
M Time Event Type Device MITRE ATT&CK Rule Group Snort ID

> 2022-07-19 11:19:08 @ Intrusion 2nce 192.168.7.115 1 Group 1:254:16
> 2022-07-19 11:19:07 @ Intrusion 2nce 192.168.7.115 1:254:16

« Protocol

> 2022-07-19 11:19:03 @ Intrusion Ell 192.168.7.115 ., DNS 1:254:16
> 2022-07-19 11:19:02 P Intrusion 2nc 192.168.7.115 - 1:254:16
> 2022-07-19 11:18:59 D Intrusion 2Nc 192.168.7.115 1:254:16
> 2022-07-19 11:18:38 @ Intrusion 2nce 192.168.7.115 1:254:16
> 2022-07-19 11:18:35 $ Intrusion 2nC 192.168.7.115 1:254:16
> 2022-07-19 11:18:31 2 Intrusion 2nc 192.168.7.115 1 Group 1:254:16
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