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Firewall Management Center
Policies / Access Control / Policy Editor Q search Depioy, Q @ @ guest3

€\ Return to Access Control Policy Management

~ >
Home

packets » @ PrefilterRules - () Decryption » @ Security Intelligence -+ () Identity - @ Access Control ‘ Q© "dvanced —
g HE
devices
= ] >
ONerview General Settings o Threat Detection o
Maximum URL characters to store in connection 1024 Portscan Mode Disabled
nl events
Analysis
Allow an Interactive Block to bypass blocking for 500 Elephant Flow Settings 74
(seconds)
9, Generate Elephant Flow Events Enabled
Retry URL cache miss lookup Yes
Policies
Enable Threat Intelligence Director Yes Intelligent Application
2 4
= Enable reputation enforcement on DNS traffic Yes Bypass Settings
Devices icati
i Inspect traffic during policy apply Yes Intelligent Application Bypass o
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Elephant Flow Settings ®

[ ] For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection

Generate elephant flow events when flow bytes exceeds IMB and flow duration exceeds seconds

Elephant flow Remediation C’ (i ]

If CPU utilization exceeds % in fixed time windows of seconds and packet drop exceeds %

Revert to Defaults Cancel u

ERxs-REAgrenE: R



ERES -BEAZRONER |

B ==xs0sn
L6 O KRR U . SRR G, ] DLUE R ged s R, it il s ks v
FIHL TG H Snort Ay A . PRI S A T FEAC. HOE AR 10% A E, HE CPU i #
e A IG5 L P R R
PE IR BE, BCE R BRANSH, T B s,
Elephant Flow Settings ®
(i ] For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting
Elephant flow detection does not apply to encrypted traffic. Learn more
Elephant Flow Detection ‘)
Generate elephant flow events when flow bytes exceeds MB and flow duration exceeds seconds
Elephant flow Remediation @
If CPU utilization % in fixed time windows seconds and packet drop %
exceeds of exceeds
Then Bypass the flow O
Or Throttle the flow o
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Elephant Flow Settings ®
o For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting
Elephant flow detection does not apply to encrypted traffic. Learn more
Elephant Flow Detection Q
Generate elephant flow events when flow bytes exceeds MB and flow duration exceeds seconds
Elephant flow Remediation t) (i ]
If CPU utilization % in fixed time windows seconds and packet drop %
exceeds of exceeds
Then Bypass the flow ‘)
@ All applications including unidentified applications
O Select Applications/Filters (0 selected)
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Bookmark This Page | Create Report | Dashboard | View Bookmarks | Search | Predefined Searches
” Elephant Flows
Connection Events (switch workfiow)
00 2025-01-] Malicious URLs
No Search Constraints (Edit Search) Possible Database Access
Connections with Application Details Table View of Connection Events RiSk.y Applications with Low
Business Relevance
[Jump to... " J Standard HTTP
Standard Mail
Initiator Standard SSL e!
D J First Packet Last Packet Action Reason Initiator IP c ul
ountry Zero Trust Applications e
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Firewall Management Center
Analysis / Search

~
Home Connection Events v
= Sections
Overview General Information
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Objects [ )
New Search
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Integration Elephant Flows
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4 First Packet Last Packet
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Q_ Search Deploy

Search
Elephant Flows

() Private

@ Showing only defined fields. Click to show all fields.

General Information

Reason [ Elephant Flow Trusted

*Field constrains summaries and graphs.
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9 ok
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Reason Initiator IF

ust Elephant Flow Trusted 40.1.1.20 wg USA 50.1.1.20 =g USA
ow 40.1.1.20 W USA 50.1.1.20 mm USA
40.1.1.20 wmg USA 50.1.1.20 mg USA
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Elephant Flow Settings ®

@® For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection Q

Generate elephant flow events when flow bytes exceeds | 1024 | MB and flow duration exceeds seconds

Elephant flow Remediation a e

If CPU utilization % in fixed time windows seconds and packet drop %
exceeds of exceeds

Then Bypass the flow ()

(O Al applications including unidentified applications

@ Select Applications/Filters (1 selected)

And Throttle the remaining flows ‘)

Remediation Exemption Rules @ Add Rule
Serial . o—
— Source Networks Destination Networks ~ Source Ports Destination Ports

No Rules
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Networks Ports

Q Search by name or value ]

Available Networks Cc + Source Networks Destination Networks

an an
Host1_Exception Y Y
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S

internal
IPv4-Benchmark-Tests Add "f

Destination
IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12
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Available Ports C + Selected Source Ports (0) Selected Destination Ports (0)

any

Bittorrent

Add to
DNS_over_TCP Source
DNS_over_UDP Add to
ETP Destination
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HTTP

HTTPS

IMAP

intrusion v Protocol | TGP (I + Port E
TCP (6) »
UDP (17)
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Elephant Flow Settings R

©  For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection aO
Generate elephant flow events when flow bytes exceeds | 1024 | MB and flow duration exceeds seconds

Elephant flow Remediation a e

If CPU utilization % in fixed time windows seconds and packet drop %
exceeds of exceeds

Then Bypass the flow a

@ All applications including unidentified applications

O Select Applications/Filters (0 selected)

Remediation Exemption Rules @ Add Rule

Serial Source Networks Destination Networks ~ Source Ports Destination Ports
Number
1 Host1_Exception Host1_Exception Any Any ST
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Jump to.

¢ Ftpacet st Packe =
v 2022-12-1911:23:58 2022-12-1911:24:30 Allow Elephant Flow Exempted 172.16.77.1 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) /tcp [ HTTP
v 2022-12-19 11:23:58 Allow 172.16.77.1 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) /tcp [ HTTP
v 2022-12-19 11:23:58 Allow Elephant Flow Exempted 172.16.77.1 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) /tcp [T HTTP
v 2022-12-19 11:23:44  2022-12-1911:23:50 Allow Elephant Flow Exempted 172.16.77.1 172.16.4.5 inside-zone56 outside-zone56 50056 /tcp 80 (http) / tcp O HTTP
v 2022-12-1911:23:44 Allow Elephant Flow Exempted 172.16.77.1 172.16.4.5 inside-zone56 outside-zone56 50056 /tcp 80 (http) / tcp CIHTTP
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https://secure.cisco.com/secure-firewall/docs/elephant-flow-throttling
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