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fic & EtherChannel

ARFA-F {6138 EtherChannel 3 IIE&E 4% 170, 4047 |7) EtherChannel 730Ac$% 1, PLA I H & X
EtherChannel.

AN

e I % Al DAL & 48 4~ Etherchannel, FARH T 25 B A M3 O 5m .

o RASHEH L AL 8 MEHENE, {H ISA 3000 [&4F, 8 16 MEshED . XTI 8 4
THEORRZHNL, B2 LUK 16 MEO SIS — AN BB EAE 8 AN O vl Ik %
1, g e C7E H I 0 st Ry s 00 e o5 FH A %

o JHIE L A P BT B AL AT AR R IR A SRR e o A B AT LS RJ-45 51 SFP;
Al LR S AN AR A CRZERDGET) () SFP. AR 7R AT (R4 1 ookt 3 4 8
BRSO AR (i 1GB Al 10GB 11D , 1H Cisco Secure Firewall 1200/3100/4200§4:4F,
SRR R, R R E ORI SEP; ARSI Sl PR I L

\}

iR

X}F Firepower 4100/9300, 7] 7E FXOS HlCL # EtherChannel. 7 CTEAN{E S, 152 575 I EtherChannel
Coiig FHATE D) o
FIRZ Bl

© WERCOUW L D E T AAK, WABERZ P B LA B EE 4. b UG R4 PR
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Eomiz |
. Bt & EtherChannel

A

AR R AR RCE T CA RO L, U RR A PR 2 RS T i 1 Y
FEATRCE .

P11 g RE > ’REEE I AHEN WA R (0). REERRED (Interfaces) .
L2 AR EE R E UK S, 5 6 TU)a .
rTARANEEO (Add Interfaces) > LIKi@iE3% O (Ether Channel Interface).

R4 {EEM (General) iiWi kL, #LAKiAIE ID (Ether Channel ID) BE A/ T+ 1 M148 Z % (1-8
£l %+ Firepower 1010F1 Cisco Secure Firewall 1210, 1-10 %X} Cisco Secure Firewall 1220)

SRR W BEE O

%
-

Add Ether Channel Interface Q

General IPv4 IPv6 Hardware Configuration Path Monitoring Advanced

Name:
dmz
Enabled
Management Only

Description:

Mode:

None v
Security Zone:

dmz_zone v
MTU:

1500

Priority:

0
Propagate Security Group Tag:
Ether Channel ID *:

[

LIS /A FEO (Available Interfaces) X 8, sSii EAN LI, ARG AR (Add), CUEBIHLFEZ) &%
ERY$ED (Selected Interfaces) X, M BAE H B0 B B 1 B AT 4 10 B 0B 98

FAORBITAT #2511 AR SR R EE AT A] o

B o



| oz

fic & EtherChannel .

B 4 AEO

Ether Channel ID *:
1

Available Interfaces Selected Interfaces

Q, Search

o]

NVE Only:

PEEe (W) RS (Advanced) BT ) H € X EtherChannel. 7E{R2 B K L' E IS4

5:8%

Add Ether Channel Interface 7]
General IPv4 IPv6 Hardware Configuration Path Monitoring Advanced
Information

LACP Mode:

Active e

Active Mac Address:

Standby Mac Address:

© (IXPRISA3000) fa k471 B 7E 2 M 45 1 2 [RDR 50 GLgEA T SR i B R 4 1k BRI
DU, MRS U TP kA H AR TP ik i 4 11 BB (L fa . R e R
PP IRYR K e, SR — AL Biltn, SRR ™ B i A [ )5 TP ik A H A TP
Huht, 73 HE4T EtherChannel 7 ({4 A 0 A o B D8Ok LA S50V T A 1 2 A1 B2
Mo ARGVBIIBIERGEE, WS RAEM . 2811 0.

« LACP #8535 - W% “E3)” « “@ish” sk “HRH” o BATEBUEH Active B (BRI . #i3h
Wi AE T ISA 3000,

* ({Y[¥ Cisco Secure Firewall 3100/4200 ) LACP HEZE— EFE “BRIN7 . “IEH” 8 “Phif” .
BN “IEH” (Normal) (WBFR A “1837 ) . W EBIEA PR LK) LACP HdE #oc ks
WO R FRATT S IS A 1P i A A ) TR

* (PR ISA 3000) ERIEIZEO: SEE-MNZME gk g, #%$ EtherChannel HAF 4y 42 4%
T s i/ B 080 (1380 16) o BRIAMEN 1. MAMIK NhRH, 3¢ EtherChannel
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B svoosegescrasznEy

ST

AR K EAEOSE (138 16) « BRIMERN 16 WRAHEMNAE: 16 MEMEZD, iF
25 K Ay A VB N 8 B R /NIIE .

* £H Mac #bhik - WRTE, 15 BE F5) MAC Hilik. mac address (4608 HHH, A H &
16 A+ 7NBERIECT . Fltn, MAC Hihik 00-0C-F1-42-4C-DE LA 000C.F142.4CDE ({4
A A E (Hardware Configuration) 3£T0 -, JF 4 BT il ba 2 10 s 2 R A .
X}T Cisco Secure Firewall 1250, #&0] DUMNC & (1) 55 K4 I FE A 2.5gbps.
M RE .
M RTE.
B, 0 DL R ERE > ERE IR SRS R BT A L e . TEBE o o, A A5k
CAJIE)  WFF R ke 11, 5N VLAN T30 BSR40,

TR KR 1, RO 1 BOE IR S O R ) B A MR AL e T
SIPS #:H, S P WIREE A ah 4 1

5 BAEEERORSENEN

FEBE A EIEAT BV N s M 5 ) B 11 RT3 B30 B KA B Ry AR AN D o Bl KA B AR W]
LA 3 BATR J5 92— At 3% 11 B e

WA RIRM AT
o HRE D By K B O
By B B0 SR A I B R, R R ISR L R
s FahFL
NN 11 SN B3R ACASE FH 4 10 IC B B0 S e /N o LS IR 2 4 SR VP A FH R4 1 2 SR G
ATLVEIRAE BOE R ZACE S I D, SRV RN, NAT. SSL. S48, VPN, DHCP Jik

S8 o IR TR M B 51245 DUROC AT (TG B e 5 | 224 DX SRS AN 2 5 o 38 mT LA G 4
Sy BCHY) EtherChannel (R 019G , 10 AN JEIE BEBE 6 BERAE B K8 B bl EREAT D

Y By KRS ER O R B O, O S ERANE O AN ERES (B, 2 sk
S/ NIIDIE

PN SR R (e I CIE S s 7 W 1 7 e Wi K ) 0 | P N R S e = e RPN SRR
2 I R VA SR o SOl =i I T ipa
FIRZ Bl

¢ ﬁﬁFfﬂé
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| #om
&2 Cisco Secure Firewall 3100/4200 /¢ J 4% 1% 5 .

P AR IRE > REEE IR BN W& RiE (0). REBINERIED (Interfaces) TUHI
$IE2 IR, EsED (Interfaces) 47 LM B D (Sync Interfaces).
P33 KNBES)S, HSHUF PR,

a) REATLIME 80O BRI OMIE, RUZORE CRKERN. Ahafm TRIERAGEEHZUEE
PN

b) AiTHISIEE K (Validate Changes) LUK {45 M& 7 33% 1 58 D5Um A1 2%
U R AT AR, ) B O R IS A T B

c) MR
BRI, BT LU 2 ERE > ERE TG SRS 08 B I 0 W A

‘T8 Cisco Secure Firewall 3100/42004% [ £& f& 3

URAE B T IT B 2T R A, WG R ATAR AT ERAT s ER B C 3 AIJF r] it A

LA WA B VR (5 BT B4R B, TS HTITHLF#R4E (ChassisOperations) Biifi. M 1%
&> IREEE T, smiAES P IER, o T AR R T e, BRIESOGE F TP /R
Fro RGURHTIT B HLAEHRAE DU .
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[ 6: HLFEIRIE

172.16.0.51 (Chassis Operations)

Network module and interface breakout details for device.

Interfaces

| Refresh || Sync Modules |

Network Module 1 Network Module 2 @ )
Mooy2 Y3 w4 Ys e 147 s 25 27

n 2{3
W) (W) = (sl el i | oo
CONSOLE MGMT  USB
L JL JC JL JC JC JC JC et JC JC JC )

19 110 1 112 113 114 115 116 2/2 2/4 2/6 2/8

Physical Interfaces

This view lists y the physical interfaces to

terfaces to perform chassis related advanced operations. To view complete list of physical and logical
te to Interface page in device details

interfaces, nav

Interface Name Duplex Auto Negotiation Admin FEC Admin Speed Media Type
Ethernet1/1 FULL No AUTO 1gbps rj45s
Ethernet1/2 FULL No AUTO 1gbps ri45
Ethernet1/3 FULL No AUTO 1gbps rj45
Ethernet1/4 FULL No AUTO 1gbps rj45

iy BT DURDEr 8 RES o R AR =7 SR K B2 _EREAT TREPFEE S, 3 niily B8R
USRS BAEIUG A B e U g B 223, TS P LU R .

AT LA BEAS 40GB 5 5 2 IR & 10GB 29 30 1 o HRE A 21 n 4] W FF RSB i N 11 o 43

S VAT DUBAT A Ho A B AR W3 11— FEAE AT, L4550 £ EtherChannel .
W TR AT EE IR AR ER IS, EICIAIRRR 22 i R s

FHiaZ |l
o BIAE IR SCRFI ) SC LB o AT OQTEANE R TR S I REPE 2007
© AR ITECEDHT NN Z AT, 2 AANBEH] T LU R X5
* WD) BE S
o SRME i
<A THEN

B o
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mEsxisn ]

* EtherChannel Ji 72
* BVI .
PRV

o T PO B L A T R D T RE S A E s (R, BAEAS L.

o
i

T A RE>REER T, ALNESTER. TR, eI CE AT S
P s ARSI IR B A e e R R DT AT (0w

7: EIBHFE

Name Model Version Chassis

] ~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51 r par

Firewall 3120 Threat Defense 7.1.0 Manage

ROWGHT AT FHUFEIRAE Tl (EZSepiBiCr, s AEEESS) o imsBori
A I VRS R

HIE2 M 40GB B S 1153 S 10GB ¥ 11 .
a) AiEOAm hEg o

TERVAIFHED fiihi 2o WERERIVEAEAEH], BORE B SRR R bS] %
i, RIEAREEIRI o

a0, 3R Ethernet2/140GB #: 11, A T3 ¥ 445 U4 Ethernet2/1/1, Ethernet2/1/2.
Ethernet2/1/3 F1 Ethernet2/1/4 .

R L, Wit A B R R0
B & 5 %i%0

Network Module 1 Network Module 2 @ )

[i] e )

eesevee

b) sl BEARFTIGEE S e, 29O (Interfaces) UL LAPRA7 42 B 4o
9 EFEOTE

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

gomz
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c) 7E¥EO (Interfaces) VUi, sidimdr THEESIER (Click toknow more). REKGFIFHEOE
2 (Interface Changes) XJ i HE .

10: EFZEOEK
Interface configuration has changed on device. Click to know more.
B 11330 E

Interface Changes ©

The following interface changes have been detected. Click "Validate Changes® o know if there is any impact on current configuration

Interfac e Type Change Description

& Ethernen2/2 Phyaica Interface = dizassociated
i Erthernet2f2)1 Physica interface s associated
i Etherneq2/2/2 Physica intprface 5 associatod

W Frhwenat? i3 [T Imbartn s b seensistond

Validate Changes

d) rIIEE R (Validate Changes) DA OR Sl 714 30 XSS A7 24
LURSER RS (R: 57 P o - e LW ) R T TR T

B, Mg 22 4 Skemes rh il P 4 D i B Iy . m DA EAE R B P AR 2 B S A,
AFEVT A FU . NAT. SSL. S0, VPN, DHCP %2825, MR 8E LU I 6 55 %42 1A 56
FATATIC B o 51 2 A X I SEmSE AN 2 500

e) iiiZkHl (Close) iZ[Fl#EO (Interfaces) HiTH .
) SSEHRTE,  DUERRE R T SURAT BT kB
g)W%““ﬁE&EWME,%%i%%ﬂmmw>ﬁ§®mmmm0#%%%%o

T S B AT ORAT 40 S0t 1 B L
SIEBI TH A i .
S WA ZRFE T INNZ A% L BT F i 11
a) Rl N (O

FERS BHE R f T e WURAT AR 7 HIEAEAE, BORE 2] SN S AU AT
A B, ARG A BEERERINA .

b) AR AT R, 2O (Interfaces) T PARAT 4 H 2o
B 12: % 2EORE

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

B o
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c) 7E¥EO (Interfaces) WIS, sidimd®r THEESIER (Click toknow more). R IHHEOE
2 (Interface Changes) XJ i HE .

13 EFEOEK
Interface configuration has changed on device. Click to know more.
B 14:#E0E K

Interface Changes

The following interface changes have been detected. Click "Validate Changes® o know if there is any impact on current configuration

Iritirtae i Type Change Description

& Etherne12/2 Phyaica Interface s disassociated
i Erthernet2f2)1 Physica interface s associated

i Etherneq2/2/2 Physica intprface 5 associatod
= Erl 23

Validate Changes

d) slIEIEE L (Validate Changes) DA OR Sl 714 1 S U A5 A7 2%
LURSER RS (R: 57 P o - e LW ) G TR T

Bri i A w7 D n] e S e B R . ] DA ARG T AR 2 E S O,
AFEVT A FU . NAT. SSL. S0, VPN, DHCP A 28%5 . M 8E LUK I 6 55 %42 1A 56
ATATIC o 51 2 A X I SRS AN 2 500

e) miiiZkHl (Close) iR[FI#% O (Interfaces) i [hi.
) SRR, DMERKEEE O AR BB kR
g) WIS AT, 154 £ 5828 (Deploy) > E82 (Deployment) J1ii5 515 .

e i HS 2 B AT PRAT 23 S0 1 S P

B0 P 2R AR IR

FAERIUG R B K P 8BRS I 2T KB, AT AR D3R i It el 2 J08 5 20
Ok

SRR MR 2R i 2R P A
XA e I, TR T R R P LR

| gomz
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B enmsms

p YA R P PR e NIPNGE R V) a8

XHFAEREE ST YR, 1 e TR R sh B A A, R AERF eI E R A s, SR, fEaTEL
R S S R s D BB GESBAE &l P o) 32 2548, JF
T B W R s W

PR3 /IR E > IREEE ., it ERE. XT?’;’EE%‘?EJ‘Z%ﬂﬁHﬁ, R IE IR TP i/
Jc s AR IR S A e e S AR I BT AT (R e

& 15: EIEHLFH

\:l Name Model Version Chassis

[} « Ungrouped (2)

O 17216051 (g Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent

RGUBATIT et HUARIRAE U0 . DT 2% o B A BEAE 1 PR A A5 6L

$IE 4 S E SR (Sync Modules) , A 5T ) 90 48 R He 40475 JE 58 37 it
SEBS A OEE L, At (am) PR Mg,
16: }2 FA R 4R 80

Network Module 1 Network Module 2 @
- m 112 113 1/4 1/5 116 117 1/8 21 2/3 25
W) (W] == (o] e e
CONSOLE MGMT  USB
L L JC JC JC JC JC JC ]

1/9 110 1Mm 112 113 114 1115 116 242 2/4 36 28

TR 6 RICAHE NIRRT BT WA, ik Yes,
17:H3 ik FB

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

TR ERAESRATRA 228 Ml BERO T # 242 0 (Interfaces) DU LARAF 12 1

B o
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| zomz
nimmmain [

[ 18: 42O TTE

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

P8 (Wik) 7EREEO (Interfaces) TUMHITIS, WA R NNE CHSIHEE. Bah R THRES
(Click to know more) 7 JF#E O E & (Interface Changes) X il HE AT & 4

19: EFEOEK
Interface configuration has changed on device. Click to know more.
20: %A E L

Interface Changes @

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

‘ Close ‘ Validate Changes

ik M (Close) iz [nl#% 0 (Interfaces) iiifi. CH T REZSIHE, DA N AT AT AT C B 50,
BT LA TE 75 55 538 B 24 (Validate Changes). )

TR mUhRTE, DU 0 S R A7 2B Kk

S HEEZ TR RS

T LUK o 5 BRSO A R R BT ER, TTE R Al (HE, AR B A g
AR IR . LR PP AR O AT IH R L 22 TR R LU e i3

XA EEAT FPE,  RORREAESS BT A/ I et AT HUR A . i SRAE R B B/ e e B B
BRI b, ASREAE T iZ A B .
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B mamamen

FHia Z |l
iz

SRR TR R R, AT LU PR
* 5:3% (Clustering) - i bR ZEHAT R IO I A2 e 19 00 GIE S PSR bIT nD 5 ARSIty
R AEHAFAL TR WS P
FESAT GRS, BT B R IR R . s, ] DAAESS Y mil AT T 4, AR5
A 255 S B S ESCH () 20 BT AT i 19 o (HAERIT SN, OB TCiAE B 1Y d A X e 1
* = AJ AT (High Availability) - ZE/EAE ] 00 45 RTINS G b D45, THAAT LA R 4
o WERERE DB R AL T RIS B, A2 R e R S B R W R R . AN ST
VAR RAT T3 i b A8 B R 1) R 2 AR
o XFRIAREER LR AR B D A . 1S DL % TP Mk R 1 4

P2 A RE>REER T, SENAESNTNER. o PRSI E, U F T Y S
P s SRR IR S S e e S AR I T AT PR e

& 21: EIBHLFE

] Name

] « Ungrouped (2)

O 172.16.0.51 EEgE Firewall 3120 Threat Defense 7.1.0 Manage

RGUBATIT e HARHIRAE VU . b DT 2% S/ o A B I PR A A5 S

T3 RO L, ik (@) DA M.
[ 22: B AR S 5 R

Network Module 1 Network Module 2
11 1/2 13 114 1/5 1/6 17 1/8 21 2/3 2/5

W) (W) == (o e o o o o) ()
s et = e (e

19 110 111 112 113 114 115 116 212 2/4 216 2/8

ANEAEFED (Interfaces) ST EARFAAT AT, 1 TS E LB, Pl S Ay B P I AT B
AHEE .

TR RPN ERINE T RO M S, K Yes.

B o


management-center-device-config-77_chapter11.pdf#nameddest=unique_452
management-center-device-config-77_chapter11.pdf#nameddest=unique_446
management-center-device-config-77_chapter10.pdf#nameddest=unique_394
management-center-device-config-77_chapter10.pdf#nameddest=unique_383

| zomz

miEmmssn [

[ 23: #IAEE A

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

PIRS fEis b, MRAERECE 2 rg,  HUR TH K R 2 EER I 5 H A T 1 0 2 A e
FYR6 AL P KB B L o, R R () SRR DT
24: 3 I 4R %R

Network Module 1 Network Module 2 @
117 1/2 113 1/4 1/5 116 117 1/8 21 2/3 2{5
W] = (o] e e
CONSOLE MGMT  USB
CJCJCJC JC JC JC JL ]

1/9 110 1Mm 112 113 114 1115 116 242 2/4 36 28

TR RGP EHVGETEIT R MR, Sl Yes.
25:WiNER

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

No | Yes

PR X TR AT M, AT LR PR
* BE (Clustering) - ¥515 AU IN[EIAERE . 15 S DV IopT I A 19 2o
« S A (High Availability) -

iRl
|
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#omz |
B snsunenssmsen

ol 0B S Sl TR D R SO (| P £ A= TS DA O e Vi ) FE T DR R R
o Dy PR bR CVEET A T D AR . TS DR E ] 1P MR AR 1A

15 P 4 A5 R BB #6  ELfth 2B

USRS B T AR K P 2 A, D EEEORT R 2. W OB D IR, A2 T B
T 55 AN A AE R AR SR AT S

PR T, BRI R B BT U A

FiaZ |l

X TR AT R, R B AR L, R AR A, SR R TR (i3
BT T LX), X RRA S A TR A B A BB W S B A,
LR 7

TR TR E T, AT U PR

© BEES - WMERISHL, EATEL R WA R RS T P AR B N AN A TR
TS T R

PATHHR TR S N Rl

o SATFRME - A O e O 2 R I R S B A R, R AR b K AR T L s . TS
T B 2% TP sk Fidgs s 4,

N
5
N

& > WEEE B, SALHAESNPER. RS, eI AT S
PV WIS I B e e S BT AT 11 e

26: E TR

Name Model Version Chassis

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

RGUATIT % HUAEIRAE T I Ui 2% o o RO B I PR A 45 S
P AROKE L, mliiEb (@) AR R
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LIRS

$IE6

ST

TIR8

$IR9

sResrzEnyexn [

[E] 27: 25 F 0 4 1

Network Module 1 Network Module 2
1M 12 13 174 1/5 1/6 W7 1/8 21 2/3 2/5

W (W) == (ool e ) ) e o) o
CONSOLE MGMT USB
IO I ey

19 110 111 112 113 114 115 116 212 2/4 216 2/8

ANEAEFED (Interfaces) G EORAAAT AT, TS E MR, Pl A S Ay B P IT AT AT B
AE .

ARG RIS & ZC MR il Yes.
28: HINEER

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

| No Yes

(A b AR GB R, T I RS BE O S0 3 B
TR A IR 5 K

RE TSRS TR, R TR SRR A T B, ARSI E S, AR, L
R S B ) SR SR D OISR IR JF
ST B2 W 1 0P B

E DR R 1, RSB (Sync M odules) BLITHE P 19 4 LU A £ R SE 47 77
ML BT ().

5] 29: J5 F 0 4 331

Network Module 1 Network Module 2 @
117 1/2 113 1/4 1/5 116 117 1/8 21 2/3 2{5

W) (W] = | oo i o il el

T g G W R A

119 11 1Mm 112 113 1114 115 116 242 2/4 26 2/8

RGPV ZTT A M. miih Yes,
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& 30: A B

Confirm Switching Network Module On

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

S0 il

3 EREORE

R TGS S P R, e 290 (Interfaces) BT LAORA7H2 F B P

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

B W W AR D
a) 7E¥EO (Interfaces) TR, ridimdr THEE S IER (Click toknow more). BRI IFHEOE

b) SdSIEE K (Validate Changes) LU {4 5 I A8 12 11 3 B0 15 2%
QT AT AT R 5%, 0 2 B O I s A T

2 (Interface Changes) X 1ifiAlE .

B 32EF/EAEY

Interface configuration has changed on device. Click to know more.

B 33:#EOEN

Interface Changes

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Interface

Ethernet2/1

Ethernet2/2

Ethernet2/5

Ethernet2/6

Ethernet2/7

Ethernet2/8

Type

Physical

Physical

Physical

Physical

Physical

Physical

Change Description

Interface is associated

Interface is associated

Interface is associated

Interface is associated

Interface is associated

Interface is associated

| Close | Validate Changes

B o
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T s 2 4= S A 4 D S g B . ) DA B AR B P AR 2 A B 5 0, 45 i)
N, NAT. SSL. G438, VPN. DHCP R55-#%45 . MIBRHE DKM B -5 12238 10 AH 5% AT ArT fic
Ho Tl A X SR ANSZ 5

c) siii%kM (Close) 2|3 O (Interfaces) Ui .
PN R, ES 0 8 YR D IFRCE LUK B4, 5 6 L.
R E VA “Aill SFP” , FH Al 228611 SFP IR IERI L o (X S 18T Bkl JE v B A R e
I HIAE T2 I R, A TS T .
M RTE,  DMERKSE: 1 S SO A7 2B K B
TR UL R, 15 S8R (Deploy) > #82 (Deployment) Jf &2 50
TG it A R A] ER AT W 28 B B 4
XF AR R R T I, AT LR AR BR
* BEEL (Clustering) - K45 S INIRISER T2 DS VB IR AR AR 1T

* S A FTE (High Availability) - % 9 26 RE b 4 1308 e 4 A% . 1 2 D 0 B 46 H 1P ik
A

HRED ) 28 R R

W ER A MR 8B, AT LU R AP B v W 2 R 7 2 A 50
TR R I, SRR m/ BB AT AL AR

FiaZ |l
T AR R T IR, VST DR AT R R R B ANAE I 2 AR L

12 RE>REEE P, sGNNI IEER. 0 TR e, SIS ] T2 5/
Pt s AR ASEER IR) B A e e AR 2 AT (0 e

34 EIRHFE

Name Model Version Chassis

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

RGRATIT e HUAEIRAE T I DT 2 o e A FIE I PR A 15 8L
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goms |

B romsesn

T2 e NER E, mahi s (@) LA St
[l 35 22 ML 43R

Network Module 1 Network Module 2
i 1/2 13 1/4 1/5

1/6 17 1/8 1 213 2/5
consote vet = ] g W (R
212 214 216 2/8

1/9 Mo M2 113 114 15 116

T3 RGURITR S T RO M . il Yes,
36: INEE R

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

PR A BRAESRIE B — M s A EER T 230 (Interfaces) U LAGRAF4% 1 B
[ 37: 42 OTTE

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

HIE 5 7E3E0 (Interfaces) VIS, aFE 2 ECE O SUWHE R
BEFEOFTNL

Interface configuration has changed on device. Click to know more.

a) miiRd THEE S (Click toknow more) 7 FF#E O B4 (Interface Changes) X iFHE L& 7 4o

B o
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39:FEOE

Interface Changes "]

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is disassociated
Ethernet2/2 Physical Interface is disassociated
Ethernet2/3 Physical Interface is disassociated
Ethernet: 2/4 Physical Interface is disassociated

| cose | O

b) ATHISIEE K (Validate Changes) AR5 S 0& 743 1 58 D5Um A1 A 2k
W AT R %, D)5 B O T EE TS AT IR

T s 2 4= S A R4 D S g . ) DA E AR AL B P AR A B S 0, A i)
N, NAT. SSL. S43#ilJ. VPN. DHCP R55#355 . MIBRFE LR M B 5 12382 10 AH 5% BT ArT fic
Ho 5l %A X R ANSZ 5

c) kM (Close) iz [H3E O (Interfaces) T .

FRR6 mhRTE, DU S R A7 2B K h
TRT WAREIUE SULATRCE, 154 250 (Deploy) > &F#& (Deployment) Jf-#& S .
p X I EEP S PR e NP G R Y EE) s a

AR BT IR, ESE IR R s B U T e, R SR IR R . R, ERTEL
R R GES RS /D SRR GES R Sl I sh U AR, JF
[ = E) P i UEST | REDEVE SV R 2

A\ - SN WE 3

&FEIERNIS HTIE T
7.4 K SRS S R A WE O . R E A O OEE, WA s IHE
O, WEERATULTIER. WERPESREHIATE Bk, FRENT, FETHBEERRE.

Fo /AN B KA B G BOCE RRR DD BE P ARAF AR R 5 FIRES ERIFES ) o fildn, sk
FIFEN, RIG R ZATRARS IFRCE, WIWE RIRC ER AL TR S IR .

PREIR T IS WHE O B e IR, BLRSERAA IR 3.
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B ssemmvwzn

R2BAEERD O SHEREOLS

Eomiz |

IRiZHiEOERE AHITH EEEEO EZ X
e CHEEL” P IIEAEE O v b DU B B R
* IP Ml i 2T BN BR SO A I B TP M

XFF PR, EE DR SCR A TP kil sl 1P ik, RS
BAAH A O IP Hhl, #BEFeRs DR ORep X St ik D, ASREAET
BN B TP Mk i A B A

] configure network ipv4 ¥ configure network ipv6 iy & #E CLI %
Ho

R

HEE S “EH” .

O AR

PR
AT fa] oAtz AR B i
Sk CEBRLY o RN
W AFRA gk sl &
I
A 7 L TSR o Sz
B B SEEE R ORI ) Linux B sehr EA WA “HdE
FEBE: AMNHTEEEED, oM TEET D R Y2
Wr” B, AW RCENE BT T D o AR RS,
SRE MR RE, REEERES AR A RA a2
Wrdsl, WASARE PR Linux % & . AX1EAE R, i§SWE
PRI % AR
f&mT LUd A configure network static-routes iy 47t CLI A7 24 Linux % rH
FETS N A
ERE
{4 Ff] configure network ipv4 &%, configure network ipv6 iy 4 ¥ & ZR A
.
B H 7 LT BMBR - AH.
HTTP Ik %5 %% T K. AZHr.
W EAEG IR SRS EARAR, BEASIFERE TR, P&k
BEAHTZ6RE, Hhfa -Sargermkait.
ICMP o XH.

BB A I E s AR EAS MG BEE P MIER.
BT 2 A8, b - SaRe ARSI

TH B
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BiZHiEOGRE EHITA EEmWEO %

A HE RSS2 H SO B, 2o
R H GRS AL E O HA WS B DR RS HERET (N 6.3 TF
W) o WK RN ARG HEEE T W, Raabiiscy i
PO,
R
R ARG H GRS 25 SNMP EHLKIT- 6 BB % AR Is e iz W% 1,
AT A A5 FF 6 2% A B B8 44 AR T 65 T s
R
HBIFMEHEOA R R G HE,

SMTP TCHE M R,
XA A SMTP Al 45 2 I Bds 4 i e, DRI AS e A 45 #1 1 el fn] oAty
PR . ARHEMER, WSREREM S hE.

SNMP H s SO S R . o
SNMP EHIALE CEF AHFESF O LA SNMP EHLIFIEDTT (A
6.3 JFUR) o IR R ) SNMP % £ Ti2WiE L, Rk H SOl
FHAE IR,
R
W R G H GRS 235 SNMP LML 6 W B & 4R e W,
W20 A A5 I 6 2% FNAE G IR 158 4 A H SRR T & 1B R

RADIUS fIi 45 2% H o B O, o
SR IR T oW L, R o A R A B 10,
R
WRETEE TR IR R O, W B EANEREE O R
R ORI R ROV O . AR AR
LHEA,

AD %5 %% EFR kgL AN £
IR IR T oW L, R H e A A B 1
R
WUR R T S Aok A R, W) B R B Ok
B AR RS R BT O . ASREAT ] LA B
THEO,

DDNS T EFMIEE . REH,

DHCP Jl1 %5 %8 BT BN . R,
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Eomiz |
B ssemmvwzn

Ri2HrEORE BHITHA EEEEO EZHE?
DNS Jie 55 %% HENSOWE B L. | 2.

T i b B B @ S W E O /2 Bl DNS B ke, Rk H o f
FHAEBIE o AEPAT A2 1 53k v B & 2 W/ & I8 3% O /B B DNS
TEIRIEAEN, B ARS KA USRS RR, AaREER
A B L G 2. P, BRATEREE A, ANEEXS DNS 8 H] 4 B 4
H#,

bt 4

R LA AT (U T S04 B = (1) PRl DNS Er 4k e . il configure
network dns 7y 2 7E CLI 1 & .

FlexConfig BTSN . .

FriaZ 8l
o WAHRAN YA, 154 CLI _E&i A show management-interface convergence fir%. LA N
i R B O O A

> show management-interface convergence
management-interface convergence
>

LU it s B R B 0

> show management-interface convergence
no management-interface convergence
>

o X F VRS AR, AR AR B R R AT AR SS . SIFIOBC DR B 3 BB e

B
UK

SW I GE > REEE, AR R (0). REIEFEED (nterfaces) .
S GARITEC, JEMI P ML,

AEMIRISIT 1P MAL2 T, A TERESER A F
S| B ERE ORI S BEO &5

EIBFEO S I (Management Interface Merge) X G HE B s id & BTG il 2 Wk 45 ol AR 75
A T2 MMk 5 A B S K S A bR . ARSI A BN R 6 B E A R,
e B

B o
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Management Interface Merge ? X

@ = The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.
= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment.
= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more
= HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The ) symbol shows configuration uses that you must edit
manually before you can proceed.

REVIEW 4 USES | C' Refresh | Do you acknowledge the
change?

Q Management Interface

Management interface (Management1/1) has (IPv4/IPv6) address con... See
more

3 Static Route Setting
Static Route Setting under virtual router [Global] with manageme... See more

9 RIP

RIP with management interface {management) are not valid when th... See
more

A HTTP Access []

Management interface (management) is used in (HTTP Access) of PF... See
more

| Cancel || Proceed

SRR A WORTET S MR 0O ST A BCE, TR T U R A
a) st BGH LUOCH B IR O & F X HE
b) FAURIIREN IR, K5, LT LUNERIUH , B SOy R .
¢ EFIEEREOE I,

PRI AN N7 A s A

FIRS X TR EE S, WATEREWIAER? JIHHE, K5 e,

gomz
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Management Interface Merge ? X

@ = The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.
= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment.
= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more
o HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The [ symbol shows configuration uses that you must edit
manually before you can proceed.

REVIEW 2 USES | C Refresh | DD T D
change?
A HTTP Access
Management interface (management) is used in (HTTP Access) of PF... See
more
A ICMP Access
Management interface (management) is used in (ICMP Access) of PF... See
more
| Cancel || Proceed |

FIFRCE S, BRE BRI

@ The Management interface merge was saved and is ready to be deployed. *
Note that you cannot undo the configuration changes related to merge; you must manually reconfigure the Diagnostic interface and related configuration.

SR6 ASE NS IR

EE
IRE IR R, AT AM BT KOs B P O R 1 H0, W LA 20 T3 JRT G
WS B GIFEBEE D, 58 37 7. seAh, WARMERGIFICE, SKIERIPREIFECE, &R

WA GRS IFBCE .
eI E, EHE D EosaEA I B, HERRBRRE.

ST 50, WG 52K D IEAE AMNBIRS, 1575 E06 RS 5 SO 48 &7 88 10 1P bt
il :
* SNMP % J'ii

B o
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* RADIUS fIk45 %% - RADIUS JIR 45281 % 2 30 A N AT IP Hohk, DRI 8 55 20K % 1P Mk 5 ot
Sy b, deAh, XETE el P, R AV AT A R A 1P Mk A B A BE TP M
hbs SWHE O T50RES W& — AR “iFsh” Pk, (HE R DR FRZI)RE .

N 24 3 Vol Z‘E

EEHFEERENO
7.4 JOE SRS IR BRI W . RS TGN A e O, EPUTIERE T . IR
T W 23T 35 JFABE T B I I A IR 5 K. T RE I F AR T A RS 8 S 3 PR p ) A P
M2 O
BOH G IF B OASIE IR IIC S (R AT RREHEIHEDD o« BRFREFIHEFIE 2
Wriz . pbAh, S OBEMSZ A “management” ; AAEK I E M4 K “diagnostic” .
B, WA A DR RAE B R & IFBCE, Wn] DAL S, B 4 nT DA B B K ak
EHO BUERIRDIRE, WA T R EIRRE, Sl EREEALL.

FHia Z |l

o EAFHEAHYATRR, i#7F CLI _E%i A show management-interface convergence fir 4. LA F
iy BN EE R I O A

> show management-interface convergence
management-interface convergence
>

PN i b Sl s BR A TIOR3 0F

> show management-interface convergence
no management-interface convergence

o TR P AEERE, WEAE AR BB AT IR ST . AR IR LR B 3 R 2 5
B o

UK

P G RE > IREEE, Raniidi RE (9). REBOAILEED (Interfaces) Mfl. .
T2 M TEHEEN, Rl BURSFEEREDO (9.

40: EBREFORE

[@ Management0/o management Physical Global 0! E&
g g y:

PR3 RN ERGE AR .

| gomz
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41: BUE S FHIA

Eomiz |

Management Interface

Unmerge

Management interface static routes that have been
configured at the Firewall Threat Defense CLI will not
be migrated to Diagnostic0/0 interface. You must
manually add static routes to DiagnosticQ/0 interface
on the Interface page.
Are you sure you want to unmerge the interface?

FERA HEHNARG I E.
TR
WERWA A IFRCE, BB RIS IFACE, AR ix & IF I

I,

EOBHEIER

IR R R AE 0 Ui b, JF HAN AR Z O R .

Ihe AR E | RIERA | FHEER
Bl
KA
BRI AR | 7.7.0 7.7.0 EZ&&HACHEIPED, LRI REAGE H TH O k. shoREA
#0 TR IU0) 7 BRAS U 1) SRR FT AN S 2 152 8 & (Devices) > & &£ B 12
(Device Management) > i& & (Device) > &I (Management) > &I 2217
EliEMER: BLE (Manager Access Details: Configuration).
TEMRSE L E RN A2 W CLT b3 T 1) HAth Ay MG B o o 7 22 i &
(Devices) > & & &3 (Device Management) > & #& (Device) > iZ{TRR
(Health) > #4MAZS (Out of Band Status)H 2 k.
PrMEsU b g & > REEE > #O
IR B AL 1140 | 7.4.0 7.4.0 AR, AT LA AN A 2 B F B ) BN B 5 A T4 1 (4 1 40

PIES

%o R, LUK XSS F T PR hEE, B4 DNS ik4#%. HTTP Vi
B SSHo  SCREFR [ O AT A DhREAR S RFFR 14 . TRER, DNS AL
PO,

BB b MR > MREE > #O > R > #0448

B o
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Ihie RS |RIERRA | FEHEER
Bl
S

HIE R O RZH | 7.4.0 7.4.0 XA 7.4 B AR B4, AR IREHE D . NEHT

N EIEO . R CTHRE) 7.4 8OE A, I HEA ek 0t
ATAEfTRC S, W Fs B3 & 9.
W CTE R 7.4 BCOE MR, I HC 82 T TRCE, WmT R
EHTFEEIEN, n] DUARSAF sl iz Wi . 5T R,
FSCAS R I B RS W R SRR, DRI RIS & T 8 1
HIFEAIL 2 AAA JE AT A ST SO BT R 2 k. BIAE,
HAGRE e ST HED (BRBEHBLD W, A n] DU & B
LR HE.
s R wE > IREERE > #EO
s S dr4: show management-interface conver gence

Cisco Secure Firewall |7.2.4 7.2.4 4545 Cisco Secure Firewall 3100 [ & ¥ 1 ¥ FEC W& 4 HBhIN, %)

3100 [#] 52 5 1 _EIRIERIA 725 GB+ SR. CSR # LR itk s, BRIV BE Y Clause 108

I 2155 (FEC) A2 74 RS-FEC, M4~/ Clause 74 FC-FEC.

% FC-FEC TCH

108 4« RS-FEC, i&EH

F25GB+SR. CSR

LR Wk

%} Firepower 2100, 7.2.0 7.2.0 f& 1T LLA Firepower 2100 I Cisco Secure Firewall 3100 42 1 JA HI 4 4% )22 K

Cisco Secure Firewall BLHMY (LLDP).

3100 ) LLDP 37§ ‘

I LLDP i LR

1’ & (Devices) > & & &2 (Device Management) > #£ [0 (Interfaces) > 7§
HBLE (Hardware Configuration) > [ 4&i%E ¥ (Network Connectivity)
B &4 show lldp status, show lldp neighbors, show lidp
statistics

4 Cisco Secure Firewall | 7.2.0 7.2.0 QR EEOY, Bt R NIC B/ FIFO 28X 22 i 45

3100 %7 53 42 il o

= HAZBOA G i G O R AR W 8 RS ke B AT i B4 ol mT 2 i
1 ] A
PG MU RS 1% & (Devices) > 1% & & 18 (Device M anagement) > 1%

O (Interfaces) > 4B & (Har dware Configuration) > P 4% %% (Network
Connectivity)

gomz
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Eomiz |

Ihae BAIEE | &RIKARA | FHEESR
s NTNS =
KA

LR Cisco 7.1.0 7.1.0 0] LAE R K B5% 8 HL I LE Cisco Secure Firewall 3100 _F 7S B g 9 4%

Secure Firewall 3100 1] Lo BERE LAY e 4 AH R 2R T (1) 55— /M, JE R B0 A 3))

W 2 A WILRIABN)G, AR 7K A BRABE R Bl FH i 24 B 4 A b e 2
JA 8.

B MG ) B
%% (Devices) > i & &1® (Device Management) > H1#531%1E (Chassis
Operations)

S FF Cisco Secure 7.1.0 7.1.0 Cisco Secure Firewall 3100 25 Gbps 2 [0 32 FraT 1 2444 (FEC). FEC ERIA

Firewall 3100 (1) (7 [ £ HERISEN “AZ)” (Auto).

i

& BAE K bR A > REEE > B0 > REYEED > BHEE

S FFET SFP K Cisco | 7-1.0 7.1.0 Cisco Secure Firewall 3100 SCHFIE T 2242 1) SFP 42 LS EE A o ASr il

Secure Firewall 3100 #£ SFP BRIN R e o dn SR Ji g ) 8 B T Sk FOAR A o, 75 BRI

B H BN 5B, W E IR A A .

PMEM RS 1RE > IREEIE > EO > RIEYIEED > B4R E

X} Firepower 1100 ) |7.1.0 7.1.0 A LA Firepower 1100 2 11 )i F &4 )2 R ILEMS (LLDP).

LLDP 37§ PSR RE > IRFEE > %O > BHEE >LLDP
P/ MU fr4: show lldp status, show Ildp neighbors, show lldp
statistics

B0 AP r I AE AT | 7.1.0 7.1.0 B2 10 A S0 i BIAE ST i RO T BB IR AN, S B ks B0

TR T RE, & RIS I, a] DS AT RS PR A B e

TR PGB & > REEE > B0 > BHES > BE
N HEIPE S Firepower 1000, 2100, Cisco Secure Firewall 3100

Firepower 1100/2100 |6.7.0 6.7.0 WA, 1A LARLE Firepower 1100/2100 Z 5156 £F 4% 11 LAZA I 4256 Al

RYPCETHE I PAES R
Az .

BERE RS

DAWE, fRixeeiess BCEGAHH L (1000 5L 10000 Mbps) I, 2%
H 2 A i s A s BORAS TR . IiEEE .

BiE, ] LIBUHE P B 3t A (Auto-negotiation) J1K5 & & &l
1000, DAEEHIU SR HIAEE ORI T . 8 JCEEAE 10000 Mbps 25 H]

R
B bR, W& > IREEE > B0 > BHRE > RE

B o
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