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T—¥#ta
B LDAP 4k}, Active Directory A4k H 3% , 2 36 1L
HXER

St Active Directory IR 4525 AR TE TS , 28 53 7L

5 Y Active Directory AR 55 22 BY4RIEH
P RIAES L W T 3 th Active Directory IR 25 85 AR UETS, X2 e 2 HEHEH] By KO # L LA
AR P S5 B 75 1
XA 551 3E H T Microsoft Active Directory. WURZEAFH LDAP, & WAHN 2% N UL T g%
P

FHia Z |l

TEALZNENIE Active Directory JIk 55 a5 FIARIEAS (A4 K . ARAIEAS A4 i) fE L WK A4 FRAR 1), B IEAS
WA AR REANR . ST ARE I s T B R A IR — Py i T el A HoAd Uy X

S LU R & A 4L Active Directory k45 AR UE B A FRIG—Fh 518 A KPEAIME R, 1214 Microsoft 3CFY:
a) LLEAIEAT Microsoft & B 5 AR 1 P & 43 %5 5% Active Directory IR 554 o
b) il FrEE A mmce.
¢) iy X > FAn/MBER Snap-in
d) MAeg ks ] A B e s, s I (KD
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. S Active Directory R 55 88 BURIEH

e)

2)
h)

FlE (Add).
5P TR T
1 M SIHL A A,

s T EAMR A
s AR A

ﬂi T—%
Ja s FERK .

o

AV BE Windows Server 2012, A ik u{%‘ébm% A A B G

st 2 8 1R >

BEAKA A o

SZEEIERMANGE > EH.
AR 45 25 2 A5 AT UE P B E A M &R . P H & Windows Server 2012 )75 451 ;

T T g

Console1 - [Console Root\Certificates (Local Comp.llé)\'l’msted Root Certification Authorities\Certificates] |;|£-

| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
_| Trusted People
| Client Authentication lssuers
_| Remote Desktop
| Certificate Enrollment Requests
| Smart Card Trusted Roots
| Trusted Devices
b || Web Hosting
rl f;,] Certification Authority (Local)
4 é domain-DC-CA
| Revoked Certificates
| Issued Certificates
_| Pending Requests
_| Failed Requests
| Certificate Templates

_“] Copyright (c) 1997 Microsoft C...

5l domain-DC-CA

5 domain-DC-CA

5l domain-DC-CA

5l domain-DC-CA

5l domain-DC-CA

5 domain-DC-CA

[5IDST Root CA X3

[S3lEntrust Root Certification Auth...
5l GlobalSign

5l GlobalSign

[ GlobalSign Root CA

&lGo Daddy Class 2 Certification ..

o

<] T

54 domain.example.com Sample Documentation Authority

File Action View Favorites Window Help - &%
e 2@ £ B XEB

| Console Root Issued To i Issued By _~ || Actions

4 [ Certificates (Local Computer) S AAA Certificate Services AMA Certificate Services Gt

4 [ Personal [ AddTrust External CA Root AddTrust External CA Root " - .

- —| Certificates [ Baltimore CyberTrust Root Baltimore CyberTrust Root st
4 T!.usted.R.oot Certification Authorities =-_'¢,]CIass3Puinc Primary Certificat... Class 3 Public Primary Certificatio.., domain... -~
MiCertficates [5]COMODO RSA Certification Au.. COMODO RSA Certification Auth... e

Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA H
DigiCert Global Root CA

DigiCert Global Root G2

DigiCert High Assurance EV Root ...

domain-DC-CA

domain-DC-CA

domain-DC-CA

domain-DC-CA

domain-DC-CA

domain-DC-CA

DST Root CA X3

Entrust Root Certification Authority
GlobalSign

GlobalSign

GlobalSign Root CA

Go Dadd)r Class 2 Certification Au...

>

Trusted Root Certification Authorities store contains 39 certificates.

FIE2 I certutil dy 43 HHE T,

PRV S RTIE 11 Ry LW v

Directory 55 #3452 3] By KB B b TS OL T .

a)

i FrEE FHIAN emd.

b) K A4 certutil -ca.cert iF -4 k.

¢)

e 55 S IR UE-F SR e BR R b
K BEANIE P ST B BT IAR, DA
CERTIFICATE-----

T—F 4

¥4 Active Directory 45 #% (UEFAE R ZA5AE CA UEF 2 A B KEEE B L,

ZH T

gife (X

SEERTHD .

o PRI T5, JCHGE AR AT L2 AT Webdl B3 257 M Active

----- END

IS INBZAGAE CA X
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HR T LLAE B 0y S FP AT BT ey BE Py AR
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B THB OS2SR, 28 40 1T,
FHia Z |l

HJ %A Active Directory 11— Cisco Secure Firewall Management Center %t , Jf A4 MR
R Active T AR HIRS 01— ik BEE BP0 B3 15204 LDAP 455\ Active Directory
SRR H 5%, 5 36 L.

\}

I Microsoft Azure AD ATUEAS T EL [0 ] A4 .

WA Ry AT A T P 2 0 HR A P 1R P F 3l o s 4

4 % A LUK E Microsoft AD 41, Cisco Secure Firewall Management Center ¥ | #iX S84 & HAL &
I BRI DUERERR I T B4 -, B4 LDAP 4idsk Active Directory 45U 4538 H 5%

» 5536 T TR .

T DA Z5UAE FH I ) S A6 455 44 T AN & AR AT 46 T P EAR 448K (UPN) JR 4B e itek. 500, FH P I
AT T8, I H SO SREs A St . B, R IRIRIECN domain. exanple.com, #H UPN K

j’{ldomain2 .mydomain.com, mU%Zﬂ%@ﬁEmdﬁ%ﬁﬁﬁ domain.example.como ﬁa‘éﬁdﬁ%ﬁﬁ UPN Eéﬁ
FIVEAN{S B, 1525 learn.microsoft.com [ Bt & 45 H &% 1D 259 U5

WM A G %, 155 3% Cisco Secure Firewall Management Center .
Tl SR > Bt S AL > U > 9.

RS TE (D .

BHELR, AL ES SR (Sync Results) XEIH .

“HUR” FIHR7R Active Directory kAT AL A A 2 R AFAE ) e A 4R BN GU ST 1A 1O LA 457
o

P HETRE | BX
51

&/ P P MALRE TR Tof AT ER At
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Il 32 SuE F 5
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Add Realm Sequence

Name *

[ Americas and Europe

Description

Realms

+
domain-europe.example.com (AD)

domain.example.com (AD)

SEN SHRTE

T—5Ht4
THZ I B 547 S

BoE B AOEEESO BEEE: ’E

BE passgEs . wEEEE: w8

RS U TR 2, X TR 5 | RS By RS BE O A P B IR A R A SR

o Lok Biles e i Hk: - forest.example.com Al eastforest.example.com. fic'E H Ak, LUERAH
SRR SR ] ORI T BA E S5 —AN H SR AR ) Microsoft AD HEAT S 50 iF

\)

IR AT EGE T Microsoft AD 4its. ‘& A& T Microsoft Azure AD 4l .

LA A AR A 7 1) B

s
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g |
. 71 Cisco Secure Firewall Management Center it & B8 (5T 418 1: B BMSMEF

forest.example.com eastforest.example.com

Two-way transitive forest trust

Active Directory server Active Directory server

R AT PR, 4 mT LA B Fos BeE B KB B
+ forest.example.com H AL 75 B 7 [l 42 i SR mes 425 0 1R R P R A A sl ) 9 f H Sk
* eastforest.example.com 4 75 B 1 ] 42 o) S 4 i X FH P (R4 A 3k i sl A H S

AN A AR AT N RS, AR BB B TPECEDA H e AT Bl i H SR BCE N

T
* forest.example.com
o P HEEAS ] 0 #E4 FR (DN):  ou=UsersWest,dc=forest,dc=example,dc=com
« IH)FEA DN:  ou=EngineringWest,dc=forest,dc=example,dc=com
* eastforest.example.com
* P %EA DN: - ou=EastUsers,dc=eastforest,dc=example,dc=com
« HH)FEA DN:  ou=EastEngineering,dc=eastforest,dc=example,dc=com
HXED

4 Cisco Secure Firewall Management Center it & 515 L0 5 1. il & AUSAIH 5% , 55 58 T

71 Cisco Secure Firewall Management Center Bt & 1SS+ B 1: BE
U A E R

KRR RIS AMESS, AR R E B 17 AR B L SRUMAE RS A5 AT 5% R FH L EL 1Y) Active
Directory 55 &%, 3K & ANV BB WAL E . A7 CUREARCE EE, WSS By KhE
e MEEEE: BE, 5 57 It

R RN IBCE DA RN AR 2SS H IR SE, WA S LUR LR 2 100,000 441
iz a B U ANADD o I FRIX LA 22 4 AR 5y — AU R J T ULRS, ) PAAE D5 ]
P SR AL E A
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71 Cisco Secure Firewall Management Center EL E 55155 T 518 1. BEESUBMB R .

FHia Z |l

IR IS 15 T 5% A L & Microsoft Active Directory JR45%%; A RVEANE S, 155 WA 215
Rk, 28 40 UL,

W% LDAP 5% Microsoft Azure AD Xif FH F0EAT B U B0, W JE T2 A8 FH A

L1 WA, W% Cisco Secure Firewall Management Center.
P2 g AGh N > HMER > G > G

sidi N4l > Active Directory/LDAP.
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Add New Realm

Mame*

Description

| eastforest.example.com

Type

AD Primary Domain

| AD

| | eastforest.example.com |

Directory Username*

Directory Password*

| limited.eastuser@eastforest.example.com

Base DN

Group DN

| ou=EngineeringUsers,dc=eastforest,dc=ex

Directory Server Configuration

| |ou:EastEngineering,dc:eaﬁtfcrest,dc:exa |

»~ eastforest.example.com:389

Hostname/IP Address*

Port*

| eastforest.example.com

| | 289

Encryption

CA Certificate

| MNone

| Select certificate

(@) Resolve via route lookup

(0) Choose an interface

@ Test connection succeeded

5

Interface used to connect to Directory server )

Default: Management/Diagnostic Interface

o

Add another directory

iR

Configure Groups and Users e

BFEFAFRZ L& Active Directory ¥ AT /7 TEF R RAURR
AT EZEZ BRARSSB[E9IED v LS L% 3] Active Directory 45w AT 2 11,

SIS AR RIS L JE AR
¥ M ECEEMA R .
PIRT  WUREENKL), WaERT 0 ArhporR.

B s



71 Cisco Secure Firewall Management Center EL E 55155 T 518 1. BEESUBMB R .

forest.example.com
Group and User Sync Directory Realm Configuration

AD Primary Domain

forest.example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN
ou=UsersiWest,de=forest dc=exa ou=EngineeringWest dc=forest,d
Load Groups

Available Groups

Limit the groups to use in policy by moving them 1o either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows
that group only to be used in policy. Learn more [

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

All except excluded None
CrossForestTest

AnotherCrosForestTest

Groups;and users

—— Engineers\West

are,downloaded =)

RegularGroup

CrossForestGroup

iR

IRAR NERARA Y, EEAE B DN AT 4B DN FBb fE, SR i ingiea.
T Bk AR IR E s A RENINFEAE R, WS SU B, 5 46 T RN A H s A TH
HFE, 49 T,

BRAE M D s IR i AT T, T A R TF.
i T SRR > HAEE A > Ul > .

TR .

FINCE eastforest.example.com, EHIALL ME .

s
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Add New Realm @ X

MName* Description

| eastforest.example.com | | |

Type AD Primary Domain

| AD | | eastforest.example.com |
E.g. domain.com

Directory Username™ Directory Password®

|Iim]ted.eastuser@eastforest.example.com | | ------- |

Base DN Group DN
| jUsers,dc=eastforest,dc=example,dc=com | | eering,dec=eastforest de=example.dc=com |

Directory Server Configuration

~ eastforest.example.com:636

Hostname/IP Address* Port*

| eastforest.example.com | | 636 |
Encryption CA Certificate*

| LDAPS | EastForest |+

Interface used to connect to Directory server
(@ Resolve via route lookup

(0} Choose an interface

Default: Management/Diagnostic Interface w

5 Test & Test connection succeeded

Add another directory

Configure Groups and Users

P2 I ORI Jn AR
HE13 pLLEREAMAR.
TR R E R, W80, WS,

W o
I
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A B EEE B AL E Cisco Secure Firewall Management Center 3518 2. [5]4 F A Fn4H .

eastforest.example.com Cancel

Enter description

Group and User Sync Directory Realm Configuration

AD Primary Domain

eastforest. example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firewall Management Center should begin searching for user and group data

Base DN Group DN
ou=EastUsers,dc=eastforest,dc= ou=EastEngineering,du=eastfore
Load Groups

Available Groups

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to
the Included Groups list, for example, allows that group only to be used in policy. Learn more [4

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users
Search All except excluded None

No groups were found

HXED
RS AT B BC E Cisco Secure Firewall Management Center 238 2. [RI2D ] JP R4, 26 63 11

AEES TR EBCE Cisco Secure Firewall Management Center 55 5% 2.
ElZi ekt

T P A B 22 AN HAT S 45 AT 5 & () Active Directory IRSS 5% 5, 20 NEH M4 . 1% R 255
Active Directory FCE (7] BEI L (Hilt1, —> Active Directory (AN 4y 75—~ Active Directory
WU EMABH D .

FiaZ |l

MR 14 AT 4 Cisco Secure Firewall Management Center it & F5 45 AT 20 B8 1. i B ATRT H 5%
% 58 TR AL S .

LB WERMAR SR, 155 3% Cisco Secure Firewall Management Center .
B2 15l SRR > HME R > G > G

SRR 3 AESEE T OUAT AR, S LRI R (LD, e AR
PB4 Sk BiEkbRic (@) GEAD > E%.
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RN N BERIMG T E. WRUR BRI, T A I ST H SR B R, Wiy B
55 46 T A AU H S M D 7 B, 5 49 TR TR

FIRS Wi S > Efb& > G > RFER.

X ER
5345 AT HC & Cisco Secure Firewall Management Center 538 3. fift vk i) @l , 55 64 70

J {5 {E B & Cisco Secure Firewall Management Center 2515 3. i)
(2] &
M 5 B S LB SRR 25 R F AR P AL AT St L AL T
AR A SO BB R T 0 Ik 80 9 B .0
AT TR R AN R PRI T 8 Hs1 A

FiaZ Hl

BB WRMAT K, W% Cisco Secure Firewall Management Center
IR 2 Ul SR > AR > Gl > i
AT, R eHL s EE S D, WA . 0, 1 4 R
EAEA, A LUEH .
IR 3 ML il R S T N B AL
a) Hiili 45 (Realms) LT+ .
b sl S GIEFED , AR AR
$IB 4 fidh FHER (Sync Results) - 7 .
W “45U% 7 (Realms) 51PP 7% BRI M (D |, S s bmn EE= Ak
¢ SN
HES s, SRS AR UERTELEE.
SE6 (AL PR A, A EES kD MR REEEHE.
AN R R A R, DUEE AT U E 10 51 SR o
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Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms Groups Users Users contained in the selected group
P — T VUMY |, forest.cxample.com
E.g., Error message: this realm contains references to user or groups in another
eastforest.example.com CrossForestValidGroup

domain that have not been synchronized (downloaded with the system.)
Learn more [
EngineersWest arn more [

A CrossForestinvalidGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4

A EastF mple.com\Easth ingUsers

Check config for Realm and ensure you can Sync user or group
'EastForest.example.com\EastMarketingUsers® from that Realm.

Viewing 1-2 of 2 Viewing 1-3 of 3 Viewing 1-1 of 1

7E_LikorplH,  forest.example.com L E—AME8 4] CrossForestinvalidGroup , L&A i Bk
A LDy R 8 5 — N4 EastMarketingUsers . 3T 7E FE 7K ] 2 eastforest.example.com 4558 )5 ,
HRRAMEL, WIPTREEAE Active Directory J#4 il #5 A 145 EastMarketingUsers.

E:3 273l AL F PRIV

* M CrossForestinvalidGroup ik EastMarketingUsers , F5iX 7] forest.example.com 4,
RIGE PR A .

* M\ eastforest.example.com 45351 8 DN /|3 ou=EastEngineering {8, X253 B K B5 &

tl M Active Directory J2 IR 5 MR e s on i R 41, k4T eastforest.example.com ] 42 I
o

AT VPR ANATAE ] 40 b AR AR O SN A T & R e AT 55

RPN, RIS E S T, s BB SiieE B R« WR ErilE (@),
WU WL R LG, B AT 1 EAOC L KRR

LB WRMWARE R, 8% Cisco Secure Firewall Management Center
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ST i ik SR > HABEERL > U > .

S 3 BRI, 1 R ().

S 4 TGS, GRS %58 () FEATE L, 1 812 LDAP sl Active Directory 415
RIATUS H 5%, 45 36 Uik,

SIS BT A, RS AT S, SR SN, W L A B

S6 B FEJH SR, W AGE TTE (L .

ST BLHNE, A g8 O,

SIS LRSI, S0 LR , 5 66 L.

Eb 33 4Ty,

VAP T 6 2L I 7 TN 2 A TN 2 X B AN e o £ NI I e AR o

UK

T WRMWARE K, 185 Cisco Secure Firewall Management Center
WIR2 i i R > B > Gud > .

LT3 L b (Compare Realms).

PR A BRI R T o3 k£ bR 4 .

WIRS NG A IS B T 781 3 e 56 5 EL A ) A .

PIE6 LilHE.

PIRT WEARZE T, G bR ETT I E— AT —
WIR8 (Alik. ) sy EEBHR & AR AU L AR

PIR9 (Wike ) AUHETE B AR BOR 1) Sek LRI

Wum A0 A P T SRR RERR

RO AMNANRSS S HAT N, TEH I8 RO . A W B IR S A B . AT R ILABAT DG
BEHEER SR, TSP

* HBR ISE / ISE-PIC 8 Cisco TrustSec [1]
o TS ARH B3 P8 RHE R

© SR DY £8% 1 P B R

* RV VPN S0 s e
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o QUSANDEAC: FEA T G BIEAR,  THZRN Y [ K A R Lo oA K AR A 4
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« NI EWLBAENTE] LDAP JIR45 %558 Active Directory $5f2 il 8% (1) TP ik,
SO NN [ 5

AFUs I B 3 AD AN FEHLK G AIE LR S
* DNS ¥4 AD EIf##7T 2] LDAP li55 %58 Active Directory 3% il 45 17 IP Hukik.
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