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New Network Object ®
Name

[ MyCaptivePortalNetwork ]

Description

Network

O Host O Range O Network @ FQDN

[ mycaptiveportal.example.com| ]

O Note:
You can use FQDN network objects in access, prefilter and translated destination in NAT rules only.

Lookup:

I Resolve within IPv4 and IPv6  ~ ]

(] Allow Overrides
Cancel m
sl R
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(HJi%. D ridTaRANZER, AR gs ] SO NI, AR5 iz — &R,
il EE BB IIELEIR .
MBI T M AR BR S B E P, B i A () LA IE T
HRVEME R, HS M 241%EH:3 Active Directory 5, LDAP.
paib 4
SRS T AN SR RS 4 500 (DSA) i3 th 2k 3745 44 511k (ECDSA) iE 5.

N EE @2 EHE (Redirect toHost Name) T, a2 fif QI I 2% 0 G sl i m ().
fEim A 7B 885, MG RABRERARE.
B2k EERG A i = £ 51 B9 38 3F (Share active authentication acrossfirewalls) , LAl 53
A SRR P AR 5 b ORAS [) REE 50 9% U7 10 65 11 X 286 I S 647 B 3 004
A RBIEI TR R, SIS 7B, 515 I

(M. ) ERENFMIIENISI TIE, Wbl L) 7B, 5515 T ik,

Rules Active Authentication Identity Source

@  Vvalues on this page are only required when an active authentication Identity rule is created with AD/LDAP realm.

Server Certificate * l MyCaptivePortalNetwork v ] +
Redirect to Host Name @ [ auth.example.com ¥ ] + A Supported only in Snort 3.0 or later
Port * [ 885 ] (885 or 1025 - 65535)
Maximum login attempts * [ 3 ] (0 or greater. Use 0 to indicate unlimited login attempts)

Share active I
authentication sessions A Supported only in 7.4.1 and later
across firewalls

Active Authentication Response Page

This page will be displayed if a user triggers an identity rule with HTTP Response Page as the Authentication Type.

[Systemfprovided v ] (O

U RANF I RRA T R RIRRA 7.4.1, I HAT AU 50 I BEAT S IiE. D riih 4i88 (&) IF
BE TOB AE B RAERS, 210 1T,

M RTE.
A (Rules).
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. Add Rule
Name portal rule
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4 1t Name fl Description H ok 5B S ALE— A FRFIUEH] 538 HATIEDTD
$£®B5 L k% (Outbound Connections) 11K .

Create Decryption Policy @
° Policy Details 2 Blocking 3 Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections

certificate status

o A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *
[ Captive Portal decrypt ]
Description
Outbound Connections (User Protection) Inbound Connections (Server Protection)
How Outbour
Outbound protection matches traffic based on the referenced inte t jition to i
\L DECRYPTION EXCLUSIONS \L
SOURCE DECRYPT -RESIGN DESTINATION
Internal CA Download
A rule will be auto-created for the selected certificate authorit

& CaptivePortalCA »© ® v] Associated: 2 Networks, 1Port

>See how ta canfigure
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Add Rule ®
Name Insert
[ CaptivePortalRule ] Enabled into Category v ] [ Standard Rules v
Action
[ % Decrypt - Resign v ] with [ CaptivePortalCA v ] G Replace Key Only
Zones Networks VLANTags Users Client Threat Applications Ports Category Certificate DN  CertStatus A Cipher Suite A Version Logging
Available Realms Available Users C* Selected Users (1)
Q_ Search by name or value ] 1 Q_ Search by name or value Special Identities/Unknown ]
Special Identities Failed Authentication
LDAP Guest
add No Authentication Required
US-West
US-East
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