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> configure user add johncrichton config

Enter new password for user johncrichton: newpassword
Confirm new password for user johncrichton: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
johncrichton 1001 Local Config Enabled No Never N/A Dis No 5
R

50 P ABATT AT LA configure password 4 5 X C 5
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* configure user minpasswdlen username number

BCER/NECREE, BHENT 1 2 127 200,

* configure user strengthcheck username {enable | disable}
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External Authentication Object
Authentication Mathod [ LDAP - ]

CAC D Use for CAC authentication and authorization

Name * [ CnsDocAdAuth ]
Description [ ]
Server Type [ MS Active Directory w ] [ Set Defaults ]

Primary Server
Host Name/IP Address * [

x. IP or hostname

—
@

Port * [ 389

S

Backup Server (Optional)
Host Name/IP Address [

ex. IP or hostname

—

Port [ 389

—/

LDAP-Specific Parameters

Base DN * [ DC=cnsdoc,DC=acme,DC=com ] [ Fetch DNs ] ex. dc=sourcefire,dc=com
Base Filter [ ] ex. (cn=jsmith), (Icn=jsmith), (&(cn=jsmith)(|(cn=bsmith)(cn=csmi
User Name * [ CN=admin, DC=example, DC=comr ] ex. cn=jsmith,dc=sourcefire,dc=com
Password * [ sessesssssesssesassssnsenns ]
Confirm Password * [ sessssssssssssesansssnsnnns ]

> Show Advanced Options

7] Sub s Xt 7 8 24 W) R A R e A s 1) 22 s A U B A RT3 4 B

OU=security,DC=it, DC=example, DC=com E‘]ZEEJ%O
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Attribute Mapping
Ul Access Attribute * [ sAMAccountName ] [ Fetch Attrs ]

CLI Access Attribute * [ sAMAccountName ]

> Group Controlled Access Roles (Optional)

CLI Access Filter

CLI Access Filter @ [:] Same as Base Filter

ex. (cn=jsmith), (lcn=jsmith), (&(cn=jsmith)(|{cn=bsmith)(cn=cs

(Mandatory for Firewall Threat
Defense devices)

Additional Test Parameters

User Name [ ]

Password [ ]

*Required Field

=

M P B, saMaccountName [ CLI IFE) B S SEECE H X T M4 1)
sAMAccountName J&THE DL AT $R UL LI .

WVER, W T AR IR S48 N H A gy, It SR H s rp AR ] o HE A R T a7 )
FrENZREN .. LEAREIB (8 LDAP R554 L BRI &, S5REG2IHE
P

SRR

U715 B Microsoft Active Directory Server HJ LDAP &3 G436 S =R E . MR
1 [¥) LDAP 45 2% (1) TP Mtk > 10.11.3.4. MIEEAE 3 11 636 HEAT U5 )«

External Authentication Object
Authentication Method l LDAP ~ ]

CAC C] Use for CAC authentication and authorization

Name * [ Advanced Configuration Example ]

Description [ ]

Server Type l MS Active Directory v ] [ Set Defaults ]

Primary Server

Host Name/IP Acldress * [ 1011.3.4 ] ex. IP or hostname

Port * [ 636 ]

WA Sl 7R T2 A9 2 ) R LA Uk 1) 22 4 2H U FH A W] 43 44 FR
OU=security,DC=it, DC=example, DC=com E/‘]ji*%o {Efﬁa/f%, ﬁtﬂ&%%&ﬂﬁ%ﬁﬁﬁg%ﬁ
(cn=*smith) o %ILIEARF MRS ZRAT R BT P BR BN A FH AP, smicn 5 RIH .
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CLI Access Filter
CLI Access Filter @ (7] same as Base Filter

(Mandat yr r Firewall Thre: i ‘
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Additional Test Parameters

*Required Field
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