ImEE "

S EINE

WIS, T LAEIg & (Device) UL b4 5 5 A AHOC I BB
1

w N

LR E > IREEE.

FEEBE I B 2 055, mid 48 ().

Mitii%%& (Device).

o G ORE , 1T

o G VFRTUEEE , 15 L

s MERGMGEL, H 151
PR G1E, 517 0
G ATIROLBE . BT T
QARG , B 27 0
BRI RVEAE R, 5 68 T
SRV FH SRS, 55 68 T
G BEE , 370 L
G E N E . B 74 0
GRS TR IS R
WA E DT LiE, 582

3

EMRE

%% (Device) TLIH L1 & # (General) {74 Won FRITIAE R

576 71
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1EM

General 7T
Name: 10.10.0.12
Transfer Packets: Yes
Troubleshoot: Logs  CL Download

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: Import  Export  Download

OnBoarding Method:

Associated Device Template:

F1: “EM” (General) & 5> FF

Registration Key

None

wERE |

kil

YK

Bl K A BE PO B RS R s A R

fedm il

WRFEE B R TR A B B R A B B R AL

bR

A FAE RO R B HE R Sk, B AT & CLL A . 1S ARk
WS S, 5 3 RIS CLL i, 26 1.

e

BRI B LR B EGERR .

R

BoREAR 2 ES Y. BRMEH CC. UCAPL Fl None.

P RERC & ST

OB B R WA A% 0 FEPE REC B SCAT, Y- 15 B SR Hh TG

TLS Jinss ne :

7 TLS Inshnid & 2 8 ik 2 2.2

e C

RVFEEH. FHEFARE. WS EEHE S — a5, 6
9 UM AR AN BCRRCE » 9 10 UL,

BTk

R AR M A PR R AL P 9 S (AR ) -

T AR o g L rh LU

B s=gE



| &&igsE
el |

UK

TR IEF RE > REEE.

P®2 FEBUM RS L RS, il R (2).
I3 il #& (Device).

FBA (EEM (General) #H, sl 4ig (2).

a) HIANFLE W& MZTR (Name).
b) EHEFIREIEE (Transfer Packets) STEAE DL fo VF4 (0 s b S AF— ARG 7 B KBS B0

.
c) AiilisRHIERE (Force Deploy) DL il 24 Aif S I AT Ag 4 e B il 2 B B 45 o

iR
SRR L 8 T S IR, DR e SR b B I SRS U P 56 A o

FIRS 7K MIBEHRR R1E, WS E ARG HERR SO . 2 3 U0 & CLL it , 26 6 0L,

PO AXREFERE B, HSHKREZHR D —awks, B9 UMM PARSKRE , 510 0.
FR1 HiiEBE (Deploy).

T—%Mft4
© BREMCE NG IES EE A

& R RE HERR ST
T DG 245 LR S5 0/ R B HERR SO 05 FARE, 60 LU AT S0
o AFESSCHE . SR BTSSR 5

Tt DN & > IREEE > BE () > MEEHBRT AR il A SO

UR

TR LS RE > REEHE.
P2 R EEFR NG SILN Wi (2).
FEZHHE T, R, MRS SRR T

SR sl & oRE
FRRA R s AR R H
a) fE B > MEHRR W, Sdi B
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22 B%

Generdl 7 T
Name: 10.10.012
Transfer Packets: Yes
Troubleshoot: Logs] cCLI Download

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: Import ~ Export  Download

OnBoarding Method: Registration Key
Associated Device Template: None

J

b) RS PREEF RN H & TR, IRE T, BT LUk TR & s al. &
RFEEBATT ) SRS
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el |

[ 3: S BB HERR SO

Generate Troubleshoot Files -
10.10.0.12

@ This operation may take several minutes to
complete, the status can be tracked in Message
Center Tasks.

Please select the data to include:

All Data

Snort Performance and Configuration
Hardware Performance and Logs

System Configuration, Policy, and Logs
Detection Configuration, Policy, and Logs
Interface and Network Related Data
Discovery, Awareness, VDB Data, and Logs
Upgrade Data and Logs
All Database Data
All Log Data
Network Map Information

Deployment Logs

c) miiiHE R (Generate).
PIRS WTRAERMHE, EE B> WEHRR Hsr, st TE.
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4TE

General b7 TR
Name: 10.10.0.12
Transfer Packets: Yes
Troubleshoot: Logs CL

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: mport Export Download
OnBoarding Method: Registration Key
Associated Device Template: None

H &R N R TS

BECL W

T DLA A A H0E X CLL i th, B SEFERR B % AR A (K Bt J804 mT LU AAEATT show fir 4
JFEA .

X T, PUTLAF
* show version
* show asp drop
* show counters
* show intip brief
* show blocks
* show cpu detailed
X T AR AR Y R
* show running-config cluster

* show cluster info

» show cluster info health

B s=gE
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* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2
UK

TR IRE > REEE.
T2 R E AR NG FILN R (9).
fEZ AT, WEREAERI T, MRS SR EDIH.
FIRI il w & o RE
TERA (L EH > MEEHRR &2, midi CLI.

R E
|
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& 5: CLI

General & & &
Name: 10.10.0.12
Transfer Packets: Yes
Troubleshoot: Logs cu Download

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: Import  Export  Download

OnBoarding Method: Registration Key
Associated Device Template: None

RO R CLI BFEHERR X UEHE, & e T e X CLI.
[&] 6: CLI & FEHERS

CLI Troubleshoot

>_Command:[ ]:Execute @ Refresh | [ Copy Device: | 10.10.012

> show version

--- [ firepower ]- -

Model : Cisco Secure Firewall Threat Defense for VMware (75) Version 7.7.© (Build 1424)
uuID : @ffeb830-74@d-11ef-80f2-ac29ef612121

LSP version : 1lsp-rel-20240903-1724

VDB version

Cisco Adaptive Security Appliance Software Version 99.23(0)184
SSP Operating System Version 82.17(0.204i)

Compiled on Wed 11-Sep-24 13:04 GMT by builders
System image file is "boot:/asa99230-184-smp-k8.bin"
Config file at boot was "startup-config"

firepower up 24 days 3 hours
Start-up time 8 secs

Hardware: NGFWv, 8192 MB RAM, CPU Xeon E5 series 2360 MHz, 1 CPU (4 cores)
Internal ATA Compact Flash, 58176MB
Slot 1: ATA Compact Flash, 58176MB
BIOS Flash Firmware Hub @ ©x1, ©KB

: Internal-Data@/e : address
: GigabitEthernete/e : address
: GigabitEthernet@/1 : address

GigabitEthernet@/2 : address
: GigabitEthernet@/3 : address
: GigabitEthernet@/4 : address
: GigabitEthernete/5 : address

HYRS (£ CLI BBEHERR XS iTHed, BmT LLpAT LU S5

* fE e TECPHIA show fird, SRJE T AT BT A i HURRAS I 2 A 1

* iy BT BLEDRrs AT IE ) CLI.

BEKE
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o miih & DO SRR BT
© XPTEERE, WM IRE T ARSI R AR R

PIR6 riidixH (Close).

BEEEFIZEZ—ARE

FE R 2% B T e A I, T DU R R TG B LR IC B NSRS, TG T shEBT G BB e %

FHiaZ |l
ik
o PRBA A H R B R AR RS, JF HIs AT AR A (K R Ao
o PR INNT B2 B T FHPERT
o AFRBE AT B
o PEBCAAT H bR B B A RSO B
o PEBEA AT H R B AL TAH R A7 it B el BOE ]
o PRBEA AT H FRBEA AL TAR ] 1 22 AR 5 AR
o PRBCE AT H AR AL T R 4
* PRBEA B H bR B ARBEAT IO E A
iz
TR G E > REEE.
PR 2 LB LRSS, Al W ().
T3 il k&
FRA AEERET, PATLU N AL

7 EHISER R RERE

General AL &

Name: 1010-2

Fig& MuAIR PRI

| wegE ]
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Get Device Configuration ®

Select a device to copy its configuration on 1010-3
Select Device:

[ 12101 v ]

Include shared policies configuration

Cancel n

s sl R ERE (7)) LSRRI E NSRS R R0H B ./ X EEE i b, A
BRI & g3 Tk £ R I E 0 H AR s

$IBS (k) kP EFEHLZERAEE (Include shared policies configuration) 5 B HE DL A i 5% .
LIRSS (s ) IS . NAT. -5 % B Al FlexConfig 5l ) nI{E 2 Mk &2 L=,
$E6 TRE.

R LAAE R b 1) 255 (Tasks) W% 52 il i 4 i AT 45 PR AS

s AR EAL S Al )a, B H A& LRORCE, JRRAE B M ECE 2 H 2 H AR i

5 [p

SEMLHIR AT B0, TooRk F AR B8 J5 o R AR e

SHMSNEEEE
A\

ELE o LR SR NIV A4 SR AN SCRFAE A By RS PRt R 22 A4S RO B K B 4 B Py (cdFMIC) 22 1]
FHMFAB AR .

o UIRAEANF K 2% 77 rp 0 SR S5 1 SR, WU FE AR AN SCHF dFMC IR HERTE A
« A2 UUIDS RS AARAARIRI, A SZRES A AR iR .

fsnT LS 4 v BTG T AR LR,
* B0
« WEKEE
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* DHCP

* VTEP
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sams gsrs [
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AINEH B KBS E L. ARG, BT LR AR R
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%, KA B RCE
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A, DK VAR 24k

o FOPNE B - WERM B KBS B b rR IO B, (RS ARE RS, WATBL A S

PRAF (I

THZ I LL R .

s TOARERIC B AR — B (UUID LR « BICIEMIE S AR A e, AR
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UK

TR EFRE > WEEE.
PR 2 R MR, mil 4RI (2).
$IE3 il #& (Device).
R4 FHAEE.
a) {EE#M (General) Xk, [fiidiHH (Export),
S SHEERE

General

Name:

Transfer Packets:
Troubleshoot:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:

Associated Device Template:

RGN T I AR
10: #IA S H

Device Configuration Export

Device configuration export task initiated.
The Tasks tab displays the progress.

]
{E T LIYEAE %5 (Tasks) GO A7 4L .

7T

10.10.0.12

Yes

Logs CL Download

Import

Routed
None
Default

Disabled

Download

Registration Key

None

wERE |

b) 7Ei@%A (Notifications) > {£5% (Tasks) i I, #ifr'FH C5el: M TEHSHE (Download

Export Package). o, nJLLlsdiE M (General) X3 H ¥ T8 (Download) %4l .

B s=gE
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sams gsrs [

11:5HEH

Deployments Upgrades Health Tasks

& \ a
m 0 waiting 0 running 0 retrying 20+ success

0 failures

@ Device Configuration Export — Global
10.10.0.12: Export file created successfully
Download Export Package

RIS TR, 5 ST T EH S8 (Click hereto download the package) LAA
HPRAFSCPE, ARG R RRIA (OK) LLIE H X 1R HE .

122 THR4a

Device Configuration Download

Backup taken on 11-Oct-2024 05:16 PM is available.

Click here to download the package

TIES FANE.
a) {EE#M (General) Xk, riiZN (Import).
B 13: SN EEBE

General 7T
Name: 10.10.0.12
Transfer Packets: Yes
Troubleshoot: Logs  CLI Download

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled

Device Configuration: Export  Download

OnBoarding Method: Registration Key

Associated Device Template: None
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RGPS R ST . sl KA SR EY (RS sfo; TR, M3
PE5 MR SCAEAFD

E 14: EXN%H4E

Device Configuration Import

This will replace current device configuration with new
configuration from imported file. Do you want to continue?

B 15: S E R GE

8
ARG ERINT A Sd#iIA (0K).

16: NS N

Device Configuration Import ‘

Device configuration import task
initiated. View the progress of task
from Tasks view.

ETLIAEAESS (Tasks) WU &E FALLE .

b) BHEIFAMSE, UMEEEIAMNARE. £FNT5HIBHA (Notifications) > £ (Tasks) i I,
MEBEERESANIRE (View Import Report).

B 17.EESARE

Deployments Upgrades Health Tasks & ‘ G
20+ total 0 waiting 0 running O retrying 20+ success
0 failures

@ Device Configuration Import

10.10.0.12: Device configurations imported successfully

View Import Report

REB B S NIRE (Device Configuration Import Reports) T [ # f1E m] 4R 7 i 3% .

B s=gE
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Device

Device Shared Policies Configurations
Device
0ffeb830-740d-11ef-80f2-ac290f612121 Report does not exist configurations
import report

= A Y \n_l:l:l:l
ZmAE1FRUEIS B
% & (Device) W I ATIE (License) #5473 ik am h ¥ 4% Jit A VE Al HiE
W AE B KBS E s EAE TR BOVERTE, 0 nT LS 3 BV TAIE .

UK

P EHRE > REEE.

W2 (EES HEEE VAR %% 5510, 5t 48 (2).

$IE3 LR E.

$IE 4 {EFAE (License) #5401, iy 4ig ().

IR LB I T BN FEE A AR F RV TR 5514 1 S A
FE®6 TR

T—F 4
© BREBCEE NG WS A E

EERAER

W I RGE D Bos D REERK, W& REGEL, W R,
St T LA P A A P Pl DAL A% 6 AT B ) B 5

R E
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18: R4

System oG
Model: Cisco Firepower 1010 Threat Defense
Serial: JAD253802SG
Time: 2024-12-03 18:08:13
Time Zone: UTC (UTC+0:00)
Version: 7.7.0
Time Zone setting for Time based Rules: UTC (UTC+0:00)
Inventory: View

R RFASRTR

FE 1t AR

xmigE () KRB o 1 5 I O P Bl F T i 2 B o

BREE O BN R A TES O ST 2

e FEAT B S A4 RRORI G 5

EX ] FEEREIAITE .

i (8] EESEFIESNR TS

A X X

RRA FOAT oo b2 e A AR
g%ﬁ@%ﬂ%%ﬁ@ﬁ WAL BT 6 BCE TR E I X R 24 1 R GE T
BEER VRS B 1S A R

BEREA
Rt RGO HBRFANER, O BT PE SR, WX WA, CPU. I A
RS o

TBERFRIE B R RIS T i AR AT (PID) 1) L& 21 BT A7 JB AL i K15 B . PID S22 ml ]
T S fh A4 K o
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198 & FBIFAES

Inventory Details ®

Fans Memory CPU Power Supply Storage Network Module

This device operates fanless.

EEFMNGIE

%% (Device) TLIHIY “Hr5 %7 (Inspection Engine) #7327~ . Snort 3 EME—1 T 7.7 %41
G-

Os— /= 1 > ===
WEEIZITIRAZE
& & (Device) L _LAE1TARIE (Health) #4; Bor FRITEE B

20: i=51T4K5

Health

Status: °
Policy: Initial_Health_Policy 2024-10-29 09:01:57
Excluded: None
Out of Band Status : Check Latest Status

R4 BT RFR

FE LR

R AR UATBATRILI IR . B bR R 1 “IE PR
B %S (Health Monitor).

S AR AR B AL B LIS AR DL SRS 1) R B RRCA R B

CHER —AMRIEFTRIRHER (Health Exclude) U (BER:, 4507 LI % 00T
LA AR RS AT IR HE R R

| wegE ]
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FH 15t A

MRS T sNEL B 1E 415 2 (Out-of-Band configuration details) 5 AE )54
B, 0T DUAE H AR AR AR B4 CLIE SO s S B o . A8 R I
BZWT, WOURIARCE 2, IETFAIC BRI AR B KR B L
AT BE . V5 S s ARG E ARSI, 5 18 TiL.

oML B R
WERWOT 7 5B (0 B R, SmT DA R 1 B 4% CLI b 0 2 0 4
o D SRAE B 1 BEAT A R VT IR, TR A4 B IA
o IEPEICTLAE PRE B AL 5 FEA T A C S

A

TR WﬂﬁﬁkVﬁ&%%ﬁ%ﬁﬁﬁmmv A T RER R B W RIS AN R IE TR L iy

R, BEEAERA A MER, ISR R RS R O AT SRR S

FEWC S BER5, B K L R I e 4% B RBCE S . e AN HE DR B e B O
R A RCE; BOAERTEZER, WARSRCEAR, RIGERE e B e B oL T
BlREATAH [ R BE

A

FERIN G BB, By A B s O T AR AT AT C B A e A

il

]

i N B

R E BB T FFEThRE X5
TP DL S L B A 0 N A2 0T CLI e DL T ThRE X 3
s
* WA
* Z& % M: BGP Fl OSPF
R I BURY £
* ufi pilA] VPN

5HABZW CLI iy 4—FE, AR IHENGE R, ES0H ASA i S% .

PIFRRIThEE
* AEZ LB P AR
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womzen ]

o INREVS N MBS EtherChannel.
o FAL ESP SR D4 (1N speed. duplex A shutdown) 523 HF.

= AT A M FNE AR
o PRI C B AR T AR i B mT
o WERAETEOR IR G B S U 2 A A AR e B8 AR AR DD, B KO B rp L R AS SR I

0 TP AR R B SESe JRAT T A B 0 2 A 7 B BT AR G B, AT/
i S S A A A LT RE - T I P AT S e A U, A R AT T s VLT B K B b o 1 3
A DK BT R A B I e i, AN AT I A

o RAE U A i AT AN B S, EAERCE P AT, el IR R R A b T

L SN s el NI P A e S R s e 26 S e v A DO B TS DR R E S
REWSLIEH 384T B — A1 i B AR ARSI, RE S E k.

© WRA TSR BRGNS, AR SR AT, BT e A s F A il /4

i

HA N
BRI I s B, N & (K no JE NI ERBL A v, AR F0BFr AN S iRl .

RT3 ¥R AT G SR R o i -
RIEH:

firepower# show running-config route
route outside 10.0.0.0 255.0.0.0 20.1.1.1 1
firepower# configure recovery-config

CAUTION: The config CLI is for emergency use only. Use the config CLI if the management
center 1is
unreachable, and use it only under exceptional circumstances, such as loss of connectivity
or

to restore manager access. Do not change management center's auto-generated
configurations.

After your management center is reachable, manually make the same configuration changes
in the

management center. The management center cannot implement them automatically. When you
deploy

from the management center, out-of-band configuration changes will be overwritten. Also,
node join

will be blocked till config CLI session is active, so make sure to exit from the config
CLI after

changes are made.

Would you like to proceed ? [Y]es/[N]o: y

firepower (recovery-config) # route outside 10.0.0.0 255.0.0.0 30.1.1.1

firepower (recovery-config)# exit

Unsaved changes are not kept if you reboot.Save changes to memory ? [Y]es/[N]o: y
Cryptochecksum: ccfclla8 4ed46d55e 0c99bS5ae 3b1l8a8fl

3939 bytes copied in 0.70 secs
firepower# show running-config route

wegE ]
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[URY

17:]

route outside 10.0.0.0 255.0.0.0 20.1.1.1 1
route outside 10.0.0.0 255.0.0.0 30.1.1.1 1
firepower#

KBGO S INEE AN, AR N
E#:

firepower# show running-config route
route outside 10.0.0.0 255.0.0.0 20.1.1.1 1
firepower# configure recovery-config

CAUTION: The config CLI is for emergency use only. Use the config CLI if the management
center is
unreachable, and use it only under exceptional circumstances, such as loss of connectivity
or
to restore manager access. Do not change management center's auto-generated
configurations.

After your management center is reachable, manually make the same configuration changes
in the

management center. The management center cannot implement them automatically. When you
deploy

from the management center, out-of-band configuration changes will be overwritten. Also,
node join

will be blocked till config CLI session is active, so make sure to exit from the config
CLI after

changes are made.

Would you like to proceed ? [Y]es/[N]o: y

firepower (recovery-config) # no route outside 10.0.0.0 255.0.0.0 20.1.1.1
firepower (recovery-config) # route outside 10.0.0.0 255.0.0.0 30.1.1.1

firepower (recovery-config) # exit

Unsaved changes are not kept if you reboot.Save changes to memory ? [Y]es/[N]o: y
Cryptochecksum: 8lbccbld 43771bbd 15b6dde6 afeb3442

3945 bytes copied in 0.70 secs

firepower# show running-config route

route outside 10.0.0.0 255.0.0.0 30.1.1.1 1
firepower#

E R I T SR IS0 S B vE . 9 74 00 . 6 H T E kB,
MR R ZD AP . TR 20 S0kl DA F1hIABI AT I8, SUH7E CLI ]
configure policy rollback iy 4 FENIFIA (i 2 i L J s 30 b Dol T e 3, 0T [V
B W 62T o AR, A SRR R A E

o BULIE AR, AT A M (A access-control advanced #ir4) ; 47
e AR 5 N 52 M T 1 e M S PR 2 7 Ry, A OO ID P 3L 5 3
S

BT AL BB 2 VARG LA P 45 “enable_15” ik AE REEH & T

515 17 CLI h i S R B 8 5

2 BEEWITIN, 0T URE A2 W CLI W R e B AR AT A AN B T . TR ORAE Bl G4 B
AP HEAT AR A SE 5 AR BE SORE Ui 28 I3 KA B APy B A

B s=gE
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$IE3

pZ

SIS

L e |

SESH T PR RARAE, VS AL TR i AT B . A5 2 SR AN SRR R

B & ui D e SSH &R 5 ¥ 4+ CLI.
T2 ) s RN A iy AT S .

Pi a2 Wi CLL

system support diagnostic-cli

enable CYRGHERI, 5% Enter 8, LHFHHIAZM. )
aUE

> system support diagnostic-cli

firepower> enable
Password:

WORHHGBATICE, UHtS %
show runing-config

R AEFE S IE B T4 show fr .
HE ARSI TR

configure recovery-config

i

firepower# configure recovery-config

CAUTION: The config CLI is for emergency use only. Use the config CLI if the management
center is
unreachable,

or
to restore manager access.

and use it only under exceptional circumstances, such as loss of connectivity

Do not change management center's auto-generated configurations.

After your management center is reachable,
in the
management center.
deploy

from the management center,
node join
will be blocked till config CLI session is active,
after

changes are made.

manually make the same configuration changes
The management center cannot implement them automatically. When you
out-of-band configuration changes will be overwritten. Also,

so make sure to exit from the config CLI

Would you like to proceed 2
firepower (recovery-confiqg) #

[Y]es/[N]o: y

TEHLAE T LU NI € I E B T2 o
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A ? LW 2.

A RS SCAFFMINRED IR, TS SN EAEN , 28 18 1T,

AR IIVERE L, S5 ASA BLETFH M5 %,

R

IR O Ay 4o BUR B KR B RO R R R 22 R, (RIS Ay S S AR B
S OR MR B

i

firepower (recovery-config)# ?

access-list Configure an access control element

as-path BGP autonomous system path filter

bfd BFD configuration commands

bfd-template BED template configuration

cluster Cluster configuration

community-list Add a community list entry

crypto Configure IPSec, ISAKMP, Certification authority, key

end Exit from configure mode

exit Exit from config mode

extcommunity-list Add a extended community list entry

group-policy Configure or remove a group policy

interface Select an interface to configure

ip Configure IP address pools

ipsec Configure transform-set, IPSec SA lifetime and PMTU
Aging reset timer

ipv6 Configure IPv6 address pools

ipvé Global IPv6 configuration commands

isakmp Configure ISAKMP options

Jjumbo-frame Configure jumbo-frame support

management-interface Management interface

mtu Specify MTU (Maximum Transmission Unit) for an interface

no Negate a command or set its defaults

policy-list Define IP Policy list

prefix-list Build a prefix list

route Configure a static route for an interface

route-map Create route-map or enter route-map configuration mode

router Enable a routing process

sla IP Service Level Agreement

sysopt Set system functional options

tunnel-group Create and manage the database of connection specific
records for IPSec connections

vpdn Configure VPDN feature

vrf Configure a VRF

zone Create or show a Zone

firepower (recovery-confiqg) #

R RCER, RPN ERFES. A exit DURIAEAS 7RI, ERNER A B,

T LESEA SR A7 2R BN R, BANRAT, UK SR RIS AT IO E o BB R sl e ANk
IBATHCE . AR AR e AT AL S SO pE ORI E, WS AT I S it e Ry, &R
A RENIBATICE

PRI BB AR T IT I, 2R L
TP
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firepower (recovery-config)# interface Ethernet0/1

firepower (config-if)# ip address 10.0.0.2 255.0.0.0

firepower (config-if) # exit

firepower (recovery-config) # exit

Unsaved changes are not kept if you reboot. Save changes to memory ? [Y]es/[N]o: y
Cryptochecksum: 81a9073e £9535916 9c333d7e 9a3ebe’6

3756 bytes copied in 0.70 secs
firepower#

Unsaved changes are not kept if you reboot. Save changes to memory ? [Y]es/[N]o:
Cryptochecksum: 81a9073e £9535916 9c333d7e 9a3eb5e76

3756 bytes copied in 0.70 secs

firepower#
KB Ctrl+va F1 d JR[H] CLI, s#HIA exit 18 H AR
TR

RSB Crrlta, SRJHEA d LLR[E] CLI, B GIR KSR BRI, KA RC BB iR R R
197, IF H A g FLL

T

firepower# exit
Logoff

User enable 1 logged in to firepower

Logins over the last 1 days: 4. Last login: 20:42:51 UTC Dec 4 2024 from console
Failed logins since the last login: 0.

Type help or '?' for a list of available commands.

firepower> exit

Console connection detached.

>

2 By KA B AR R B e B R A A N, AR B O R B A 7 KBS A HE
O P ECE BT LA . AERRIASE G, AR P

T SMNEC B 1415 2 (Out-of-Band configuration details) X ifiAfE .
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Out-of-band configuration details (1210-1)

The configuration on the device is different from the management center. Review the differential and acknowledge. Manually make changes in the management
center before deploying.

Legend: Added Removed | A v

Last-deployed configuration Configuration on device (1210-1)

1 hostname 1210-1 1 hostname 1210-1

2 enable password sk pbkdf2 2 enable password skkkkk pbkdf2

3 service-module @ keepalive-timeout 4 3 service-module @ keepalive-timeout 4
4 service-module @ keepalive-counter 6 4 service-module @ keepalive-counter 6
5 names 5 names

6 no mac-address auto 6 no mac-address auto

7 interface Ethernetl/1 7 interface Ethernetl/1

8 no switchport 8 no switchport

9 shutdown 9 shutdown

10 no nameif 10 no nameif

11 no security-level 11 no security-level

12/ no ip address 12/ ip address 10.89.5.30 255.255.255.192
13 interface Ethernetl/2 13 interface Ethernetl/2

14 switchport 14 switchport

15 shutdown 15 shutdown

16 no security-level 16 no security-level

17 interface Ethernetl/3 17 interface Ethernetl/3

18 switchport 18 switchport

19 shutdown 19 shutdown

20 no security-level 20 no security-level

21 interface Ethernetl/4 21 interface Ethernetl/4

22 switchport 22 switchport

23 shutdown 23 shutdown

24 no security-level 24 no security-level

25 interface Ethernetl/5 25 interface Ethernetl/5

[ Download PDF Report ] [ Close ] Acknowledge

ERE

FAC iy SRR E N BRI AN S HIAE A4 . (B, AEBRAG A STEM MR At e G
et (IBRD o Biln, WrERAEV S RCEA TR no shutdown s 242 11, W] shutdown i 2K 75
/el Last-deployed configuration &A% /s b 2065, 145l Configuration on device &A% A2 i
/s no shutdown. 7EXFENL R, BEAREZERIA % & A shutdown, {HAENT#E 2K no shutdown i
HBONRE, FHASERE.

1 AN AL BT TP IEHEHE . B4, /6% & (Devices)> R & &1E (DeviceM anagement) L[ |-,
WA ER— &Y, SHERIEMAER.
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o O O 0O U

A 1210-1 Snort 3
10.89.5.40 - Routed

A 12101 X
Cisco Secure Firewall 1210CE Threat Defense

(Version 7.7.0)

Out of band configuration is changed on
device.Edit device, review, acknowledge and
deploy the changes.

View Details
Device Information

Context Explorer

Health Dashboard

Health Modules

M Normal 27
M Disabled 45
Warning 1

Health

Status: A

Policy: Initial_Health_Policy 2024-10-29 09:01:57

Excluded: None

Out of Band Status : View Details
Pk o

T3 mdifiA, RE iR,

THETN T |

o, BATLLNIR & (Devices) > i& & &I (Device Management) > % %& (Device) > iz{T1R R (Health)
s i EHIEHMER (View Details).

23 BITIRR T IMASS

T Al SN AN R B B KB B Ly, AT DU R SMA TS (Out of Band Status) > H B R #HTIATS
(Check Latest Status) 4% 50 75 5 5

ik T8 PDF R & (Download PDF Report) ,  LAHAE5C PR AE 5 2 5] il 2EEA T 10 e 7 3 24
Rt m] ABE I T TR AEHE B A B O

wegE ]



wERE |
B #isnms

& 24: #I\

Acknowledge out-of-band configuration
differential

Manually make changes in the management center before deploying. The
management center configuration will overwrite the configuration on the
device. To acknowledge, click Yes.

No Yes

U R TG B S S BT AN, T LA TR, SR IR [R1IF i TA (Acknowledge) .
$IE 4 LE ML EIFEMES 2 (Out-of-Band configuration details) XF i HE 41 (1) 55 ] (Close).

FEFRE A, AT LAE R s [N HE, DA i ST S k. “ et (Device) BUIHI_E AR
SRR, DUBRE A NI E
& 25: AR 7S

l A outof band configuration change is detected and acknowledged View details...

FBE JEATHAE CLI I i 5
T ORI E CLI Y B e BE by BEAEAHULAC; CLI SN BB B b4

WURAREOR B S0, T DUE R B IR i WA LS . BNVAZ AT A DR B, DLORFF A BEIE
P DA S ASEAR B AT A St S . a0, W SRAE CLY P a4 7 TP Huhik, D75 224% 232 0 (Inter faces)
U, AR, TR % TP Mk RE D UL

26: UL IP 1k 5 B4

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
IP Type:
| [ Use Static IP i ]
IP Address:
[ 10.89.5.30/27 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

BT AR AR A M T AR R s WR T2, nT LAIBCE AR TP k.
PER6 MEME LG S0 AE A .
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TEME G, B UAE R @) > MiE > iz il EARRCEZ R, MR EIT T Y. ELHR
1% (Device) > & & EIE (Device Management) > 4N 2 (Out of band changes) 11 &%t

= fhe ML
‘REEIRIRE
S B [ K B 0 1 A T B B T 2
B NAREIESROEIEEO

FEAL B $2 1 HEAT 2 PR Vg ) I, AT DAMC 5l B St e 10, DAOEAE e 11 R A e e e 4 A PR
Thie. B HAERCE — AN . B8 SLA M50k BRER 05 AN 1 R0 &5 % i A ECMP X
SRIATAT IR, DS B T A AR AN 1
FHIa Z Al

o AfBhEE DR R DAL T AN R 2 A X

o TG TR OV BT EERA IE M T ERE C R EORANR] . 108 2 A Bt P D A T B

FIB1 FIRE > IRESE UM L, SR &HRE ().
IR 2 )i HGH B O A B U )
PEVE A AMERE R (Bl T . WEAR. WE 2 XM E A IPva il %78,

a) EFRIED (Interfaces) > #miEY)IEE O (Edit Physical Interface) > &3 281 a] (Manager Access).
b) EhELED EAEIEERAEE (Enable management on thisinterface for the Manager).
c) RiliHE.

PIANZ R AES IR P R (BIERRFED .

R E
|
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Interface Logical Name Type Security Zones

@ Diagnostic1/1 diagnostic Physical

@ Ethernet1/1 (Mar outside Physical outside
Ethernet1/2 Physical
Ethernet1/3 Physical
Ethernet1/4 Physical
Ethernet1/5 Physical
Ethernet1/6 Physical
Ethernet1/7 Physical

@ Ethernet1/8 (Mana redundant Physical mgmt

HIE 3 KBS 2] &2 (M anagement) 13 .
a) i (Devices), J-AHETE (Management) X%,
b) Mtk ().

[ 28: Ymig B 1Rttt
Management ()
Remote Host Address: 10.89.5.29
Secondary Address:
Status: [}
Manager Access Interface: Data Interface
Manager Access Details: Configuration

¢) {EEIE (Management) XHGHE, {E4HBAMIE (Secondary Address) 7B 15 4% Frak 1P $hik
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29: &1 IP ehit

Management ®
Remote Host Address: [ 10.89.5.29 ]
Secondary Address: [ 10.99.11.6‘ ]

d) miifRTE.
FIB 4 WA A ECMP X5,
a) miiE&H (Routing).
b) ML A FRgh, P Bz CURIAH BBz 11T 7E 16 i 40k 2%
¢) riili ECMP, #RJ5 sl (Add).
d) i ECMP X4 A\ — B R,
e) fERTFA#EN (Available Interfaces) fE FIEFE T FIAHBIEE 1, AR5 AN (Add).
& 30: 77570 ECMP [X 13},

Add ECMP ®
Name
[ redundant-mgmt ]
Available Interfaces Selected Interfaces
outside o
redundant O

f) RLE, RarhiRE.
PSR I BOAR A B, JFEPT MR D BRI SLA BRER.
BRIMICAE, et se AR, JF BN AT SR AR 1o T4 1 O AT 0mT A 45 RO ER DA 2% e o

wegE ]



wERE |

B e=rsemspagrzn

[E] 31: R InARmEERR 7S B

Add Static Route Configuration ®
Type: @ pva () IPve

Interface*

[outside v ]

(Interface starting with this icon (= signifies it is available for route leak)

Available Network =+ Selected Network

l Q, Search ] any-ipv4

Ch

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

Gateway™*
[10.89.5.1 v ] +

Metric:

K ]

(1- 254)

Tunneled: C] (Used only for default Route)

Route Tracking:

[ -]+

Cancel m

a)  AUlERSESH (Static Route).
b)  AUlRINERE (Add Route) LLESHIRTES t1, B AGTEUA B i1 4848 (2).
c)  MIEO (Interface) Ny ki FRE,
d)  XHFHAEMZ, WA AL (Available Networks) HEfik £ any-ipvd, A5 sididin (Add).
e) HIANBLIAMX.
f M TEEERIRER (Route Tracking), Wil i (1) LI SLA Hfegs i %
g) WAL BHSHE:
« VBN B K BEEBE LG TP Mkl () B sttt .

* AR X (Available Zones) H 1 3= 2 S WY A PR L DI i, O e O Sk A
TRDCI, SRR B PN G B B B

HREAELR, ESMSLA .
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hy  midifRTE, RJGEREIRER TR SRR R NG K SLA X% .
i) REERE, R8s dRE.
i) AN B B R R A

FUR6 ACEIE NG THSH A A

VE R ML I REFE 1385, B KA B0 2 0 B B RS R B 1, ARG TR B R 1 8)
A R SR T R, DABIE IR R BRI . B KBS B 0y IR 4 configure networ k
management-data-inter face iy 2 (125 — AN . TR, WERAE CLI thgwfim i 1, ok ik
P G Bl Ay AT BRI H TR BB B RS B rh G e IR A e

B EERpEEORE
eV B B KBS B RO B S SO A B A L B AR T e T BLE R . TS UL R, TR
iy S A R B RO A ST B R
Bz & IP ek
ST e TP, R £E B Kt e B 0 B L
WEIRE IP it
A RAR U5z — BB A BLAs U 1) 4% 11 1P M bk
5 CLI B2 5 B 1

i CLIBSET A B LR B OB E . X E T2 2 AT ia e BN BE ;i
PEAVFE TSR E, JFE A RE, Fla, BRFHRO RS S S0R) s g
H

)

AR ORTEUEN] T AV R L st m] DU BN e . S R SR L K A R, TR
A5 By KBS O TP AN AE CLI AT BE B AT o dn SR AT 0] v I ) BRI B b AT R B, O
HAEEEA FHATES, WZ M 20 CLI T T4 B Hafz b, 55 38 1L,

2k CLI B{5 &, 12 Cisco Secure Firewall Threat Defense iy 35 % .
N

AR IH] SSHN, A B AT S SN NGy I R Bl TR B R T CVA TR e, BT 2V I
VARG I o
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iR

LT A TP Mkl S DL A OC B KR B0 BT S, BRI T IS ERI AR
% E ] configure manager add iy 2 U B KBS E B LG (750 GEZ b8 1087 #E 0
WD
« |PHEOE—TCIRAE. i S AT U i (TP Rk R 550 B KBS B ey, L4 8 2 A sh T
SR PER: . FRATEHE U B KBS E A BRI R A TP Mk, DURFREE BAE i
S0 ST KB L R B LAL B TP Mk, 5 43 T, SRR B T Db R 0
o FE: WMBEIEE T IEVIRM B B0 TP Hikik, W52 R ) NAT ID #72)7.

« {XPR NAT ID-FRIEHEILERE. WIS NAT ID H B KEEE Rty WJG: A 3 555
BN ER . EXMIERT, 1R BOH KB B O R G LA TP sk, B 43 T B
17 K 3 A B Ay HR R 2 BE TP HbhE

AR AR E B B L BOE R, SN BERE CLI B B KR B O B U B TP M, BIAE
fE HA [f20 Ja, G B K Bt Ao W 5. S ORA ) 7 e B by SR, 1S 7E
P Bl K8 B R T D A €, AL B B KR B AR O E T . AR HTIE SN B K
B PR 1R B 4 R B T SO LT A% 1 B TP bk

FF6 Z A

* BT LI configure user add fir & Q& i) 65k 2 CLI A K S s 1§21 ££ CLI HH s

I o AT LURAE S 5 ) S A BC B AAA ™

AW ) 65 v a8 ] SSH 48z 4 4% CLIL

VS ) 68 35 BB IR iy AT LT

Al A 3L 03 P A RV B 6 5%

({¥ Firepower 4100/9300/Cisco Secure Firewall 4200) ) i Ji 55 —ANE BRI WAL R 8E

configure networ k management-inter face enable management1

configur e networ k management-inter face disable-management-channel management1

TR AT S T8 B AR A B 1 I R BEAAT 38 AME B 1, AT IO AR S
S,
sl LAk 48 ] configure networ k management-inter face disable-events-channel iy 424 ] 3= 5 B 4%

FHE . AERIRAMEIL, Bl Sl L 8 i DO, RZiE Lo, AR

it

A T HAETE, e ol e B L AR A

G R I AR A 11 b Fg A A B
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BUF SR SR O, SR TS Py ks B R SO, 320 (Cisco Secure Firewall
Management Center £ BLFEFT) .

Tl

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

SEA CEE R OO/ T 1P

WA TR 2 management_interface 44, I EE ORI BRI IR I 48 4 . B AR 0N, TE AR
{7 7€ management_interface 24§, 145 W] LA B DAL AN I g e, ] DA T A — 1 2%
oo WAUERBIEEAERCE B, RO n] DLERNERERET IP Hhk
a) ML IPv4 Hiht:
* FHME:
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]
EVER, M 1 _ip T O B BB o AR B A, AN
(17 _ip BN A 867 HJE, sk H PO B0 i E SR M, JFHAS R
AR DO MR RSB o T R A R ISR M 2 Al A e 1, JRAT Tt
W EE 17 _ip LH T HEE0, RJ5H configure network static-routes iy 2 F A

AR D B s .
Al

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

* DHCP CHUABUAMAE HHZ I EA SR -
configure network ipv4 dhcp

b) FCE IPv6 Hilil:
s BREHBIE:
configure network ipv6 router [management_interface]

T

> configure network ipv6é router managementO
Setting IPv6 network configuration.
Network settings changed.

B s=gE
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* TERCE:

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

TR, a2 ipve_gateway ip T 0 & G BOIA S . an R BN A, )
N ipve_gateway ip E A A IR0 (HiE, thac B FUSB BN Bl E A iE4e e
%ﬁ,#HKQ%%@%D@L$%%£§%mOm%@@%%&%DKEWM%Lﬁﬁﬂ
HOEE L, BATEER ipve_gateway ip BE AN SE A, SRS H configure
network static-routes iy & FHCH A AR OB s RS % i

T

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

* DHCPv6 CRUATERINHIAE B 1 EASOHF) -
configure network ipv6 dhcp

X5 IPV6, i3 FERAEFH ICMPv6 [ S 25 AT H AN il R BRIMEDL R, RS XA
configure network ipv6 destination-unreachable {enable | disable}
configure network ipv6 echo-reply {enable| disable}

0] e Ay B AR X S Eidt 0, AR 1V A0 B4R 4 IR 25 Bt o 25 P mT  W 2 4Hs 0, i TEVE A T TPve
ping BB A EHE L, DL TINEK .

i

> configure network ipv6 destination-unreachable disable
> configure network ipv6 echo-reply disable

FEBRNE B O A ] DHCP MRS #%,  DAME ) EE 810 E LA TP Hodik-

configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

i

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

ﬁ%i)}ix B PR IP Hodiki, A BERCE DHCP H45#%. Firewall Management Center Virtual EA~
fi%lﬂj T4 . s DHCP JIjR%5 2% FARAS, A show networ k-dhcp-server :

> show network-dhcp-server

wegE ]
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DHCP Server Enabled
10.10.10.200-10.10.10.254

WR B K B O TR R 4 E, R A AR DR A by A, AT R AR
(L ARESE NN IR

configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix
gateway _ip

X BN B, ET A A 24 {E T configure network ipv4 BY ipv6 fir A, HBEF BB A
PG TP it GES LT P 4, 534 10) &

T

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipvé add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

\

ORERAKE, iEH show network-static-routes (A E BRI ) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0
[.--]

BCE A

configure networ k hostname name

IR

> configure network hostname farscapel.cisco.com

EFH RS )G, Fg8H &M BAS W i L4 .
PRI

configure networ k dns searchdomains domain _list

i

> configure network dns searchdomains example.com,cisco.com

%ﬁ%ﬁﬁﬁ%ﬁ,%E%%ﬁom%&ﬁﬁﬁé¢%ﬁ%%WEﬁ% il ping system, x4
BRI B LA o XSO TR O, BOR I B O a2

B s=gE
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YEE 21 3/ DNS IRE48, i ST
configure network dns serversdns ip_list

TP

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

VRS By KR B Ot A (T P B o
configure networ k management-interface tcpport number

Tl

> configure network management-interface tcpport 8555

15 KB B A AIFE A B A A0 . TLS-1.3 s (R A0 (BRIAS 0 B 7ER 1 8305 ) 24T
A

R

DRSNS IR Bz R B VBRI BE S, FLA R Bl 1155 P 4 v (g LA 5 b 5%, mT L%
Foftg 1o G SRS SO B 1, U AIAE FS S it S AR R B e M i

PR ) 3B EF B FHM 0 MTU. 2R MTU 2 1500 775,
configure network mtu [%77] [interface id]

o FA-IRCE MTU (DU A o X T B0, Witk /s H 1Pv4, WUME AT LAAT- 64 A1 1500
Z I W IPve, TME AT LA/ T 1280 A1 1500 22 ], % THfF8 00, Wi i IPv4, %44
AT LA T 64 F19000 2 [8]; and)a H 1Pve, ZAH AT LAAF 1280 A1 9000 2 1], i [m]m} je H
IPv4 F1 IPv6, WIE/ME A 1280, MIRAKIN F17, RSN ERIAE.

* interface_id-¥5 ¢ 255 MTU #4171 ID. {1/ show network 740 F 1] H#E 11 1D, fil4n
management0. managementl. brl fl eth0, EEHGAT¥F&. WRRFReH O, WA &R
] °

Tl

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

BoE HTTP A3 1B A0 o) AP B2 TR 1 ¥%i [ TCP/443 (HTTPS) F1 TCP/80 (HTTP).

fsnr LB HTTP i Z AR B IR 45 2 AT S 0AE . K25, REOKEHL R HTTP AR kA1
i, TR EIATRE G MU, WRHE, ESFORMRELH 4 AR AR B DA A .

R

T RS, AT A-Z. a-z F1 0-9 E5F.

wegE ]
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configure network http-proxy

T

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

WG RSO R IP Hhbl, WS LN O B KB B O R AT S, HARIR T A E W iR
% B WML configure manager add 72 U Bi7 KB BE R0 10720 G S0 )8 (07 E b0y
EMD

. IPiitth—%?sT'd’Eo U A AL T ) PPt R RUR) B K S B AR, DL BlR & H SR
S PUER . PATIE U B KB G o SRR B TP ik, DURRRE RFE i
ﬁ%lﬂ iR P jz’“*IEEPAUEPE’JIHL%ﬁ IP ik, 55 43 Ui BLERIEAT )T SE PR BT S
. EB: WARIRE TICIEVI A B KR B0 TP kb, A ZBAE T ST A B L
T ENLAL B TP Skt 5 43 BT TahERT L

* {XPBR NAT ID-FEhEFEILEE. R NAT ID P50 By KA F G, WGk B 8 B
ISR . AERXBMEOLT, TEARYE SR P K B RO (R LA BTP M, 5 43 0 Bk
g K i B Ry o R e B TP Mk

Bk CLIH T T BN Bt

W ARG KRS AL Z R B W, I SR SR e H AR Ok e N L, Al
I CLI & Hrde .

U R BEP AL TSRS, WINARE T Bl A8 B rp O OB B 1 D AT AR AT S o G2 P A
GUI "MESUN TAF B Bl 10, 58 41 00D o A S8R B LA iR i E, WS CLIL %¢

FAIEA T E T i configure networ k management-data-inter face i 4>

X Al IR, AP G B ERAT T CLIDIR. 78 B KEE RO, O RS ATELT
SRR HRCE O, & B AL T B I BRI R

\}

AR AFHGEH T OB EECE BRI, mASE T R B QS O R L A
WHZ 0 {5 CLI e BT, 368 32 1L,

5% CLI {55, 1§27 Cisco Secure Firewall Threat Defense i 2% .
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W R R B D O BB L, TR T D R R .

B F %4 CLL

X L dr I, AT G o . WREIEARAT YRR, W AT RESS 5 8 BRI R
S T BE R WM IE AR SRR LR, JF FLAS R T A R L0 SSH U BB, Wl mT LA %
SSH &%

T S ) 6 SR BB £ (1 Ay AT S

B S P A A %

AT, DM E R B LA .

configure networ k management-data-interface disable

Pk e

I R FURRAE [F]— 32 1 _EBCE FT ) 1Pv4 bk M ANSEAT AT A FA S e, ] A 2D 3R oA B 0
SORIEE RSNz .

i

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a gateway
on management interface using the command 'configure network'

e B A B U Tl (R B %
configure networ k management-data-interface
I, RGESVERE B FE N E A 2R BUE

I SRR Bt B VSO Rl R R RER O, I S AT DO BCE. (DD RSN
s, T RERLEENAZEERIAIREEE? (v/n) [n]: LI, %fEy. BHEEITUREERIHFE
P PR I ICE, DA A nT AR A E 8 12 1 b SO 4 TP bk AT 11 4 7K

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]l: y

Configuration done with option to allow manager access from any network, if you wish to

change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.
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B ceccusmremn suEzn

Setting IPv4 network configuration.
Network settings changed.

CAle)  PRAGIFERE & M 4 bai B 82 1 U5 in) 7 KB Bt
configure networ k management-data-interface client ip_address netmask
BRTHOL N, RVFITH M

SFTRT KBS B O R i AL B IP Huhk B 43 T

EERE AT RES H BN EPTESL, HAE B KA B R rR AR T OE B0 R R AT B T 0 DR 42 B S
WL B, AT RETS EERYE BRI R ST B KR B AL R KB TP Mtk

A HE B OB T,
sftunnel-status-brief
WS LU O L@ B s, o R TS mEE AL EE B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

1E P kR B, PR & > REEE, RE NG RE (0). RE > BEXET, rihEE
gimial - B FHRES S UMIRIFH.

B B A B Ly SR 04 URIER DA% RGBT O, JFBHLIE i i & i B I . IR & B
B OB VR, A B KR B L TR T A R SR O, ST IR R E LR F A
Bj KB B L 51 2 (AR 22 57

HREO, AT

a)  MIHAZCHE BRIk TP MR A2 R, HEAS T i D A B SR DT I

b) MHBIGE (A CLI T A% ED) BB 8 i Bz 11, o s FH A B ES Uy 1)
PR EH > BRASEEE, IR ER U e A TH (¥ 500 4 H LR SO B 1

RAEIREEiH G - BEEI¥MI5E (Manager Access - Configuration Details) %1% HE, SR s iiffIA
(Acknowledge) LU 35 e o

NUGRER, BB RO BB R EAR AR AR R R . SIS 2T, A 5T
75 B KA L A0y e R E .
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HOBE SR “HlE S5 (Config was cleared) £ “ B 2% 5 i) & 58 MOIF AN (Manager/FMC access
changed and acknowledged)” [#J T &

75 GUI B SO T BN Hodlad 1

WA BOER R B, (A SN A B U ) AR B D TP Mk, TEPAT LU B ER. B, iR
TRAT ) ZAEARRC R %, WITRZERE 1P Mkl S SOy Ak, AR5 4 66 s A sl Ak

e thn] AE CLI P SE S VB, (U BAT TR A B W T A T %057k . BT, S84 CLI
Hh T AR A ] S SR A 2B E GUIT Hh A A

B G IRE > REEE, REAHR&FIAN HiE ().

P2 EPEO.

HUE 3 s T A RS A L, AT BL R R
a)  MIEECHE R L b B TP Mk R Bk, 4% e 1 (A B8 U
b) TR A E R B A B 1, I LA A B 1]

Edit Physical Interface ®

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Advanced

E Enable management access I

Available Networks + Allowed Management Networks

[ Q. Search ] any

any-ipv4
any-ipvé
gateway

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

Cancel ﬂ

) WORATERZS P sk, RESPEEM A d . md2.

RERE
|
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Please Confirm

The Firewall Management Center access interface is Static IP type,
ensure there is a default or specific route created to allow the
connectivity to Firewall Management Center through this interface

Do you want to continue ?

d) s EIR 1t
e) fE¥EO T LA TR

SR 4 G AR E TP Hhk .
a) B IP Huhk.
b) Xﬂﬁ*%u IP Hbuhil, ZUUEHR A EIAE H. AR

Please Confirm

The Firewall Management Center access interface is Static IP type,
ensure there is a default or specific route created to allow the
connectivity to Firewall Management Center through this interface

Do you want to continue ?

) sdrFRER B
d) fE3#E0 G b A diR .

HIRS WA > BRI E I B PR VT Ia) 82 8 N i 5 5 Bk A 9% i m e A I T o
LIE6 PEMETEL; 1HS M BN E .

Bk E'Z’“*EEEPAU A RRER A IR S G AR, B R AT TP bk, DRI
ER A fﬁﬁﬁﬁo

FRT LD KB B L ) LA B IP Sk, 5 43 T

P8 MR ISR O ER T,
g > BRI, AHEESHEERER: BE, A5 AnERKRTS.
PURARAS oot e 1 s i s, WorWEl “ tap_nlp” #2H.

B s=gE
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Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'eth®', connected to '10.10.6.11"' via '10.10.8.12

Peer channel Channel-B is valid type (EVENT), using 'ethe@', connected to '16.16.0.11' via '16.10.0.12"
Registration: Completed.

IPv4 Connection to peer '10.10.6.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC

Heartbeat Send Time: Fri Oct 11 ©6:53:58 2024 UTC

Heartbeat Received Time: Fri Oct 11 ©6:54:86 2024 UTC

Last disconnect time : Fri Oct 11 ©6:22:84 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Close

DR FOBHE ER T 10 SR LAE, W NAHERRE R . S DR Eo 1 1k R B
, 563 Wi,

EHIBA XIS E TR O PRI EHLZ B IP ik

U RS AERE B 1K) B LA BIP MRS 2 B KBS B0 5, AT g CBlan 4 e 1)
CLD , AIRERE ZAE ] LAN B0 BT 5 BB A B B KA B rpoy 1 LA B TP HishiE.

SO B IP MUk (P R, WSS AE CLI B s B 1, 5 32 Uit

W RAEAEE N A AE ] 7 NAT ID, W)iZ% 1P 7E b v i b o NO-IP, IG5 58 1P #hhik/ 3=
LA

D R AL e R O AE AR 82 1 e s, & Al M LAL UKL G IR DDNS FiC ;72X
PG DL, iR N4

iz
TR R E > REEE.
P2 BB BTN 551, Rl $RiE (2).

$IE3 1% & (Devices), JF A EIE (Management) X 1.
PR 4 PO AR L, A TEERPIRES B RE A (OB).
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Management

Remote Host Address:
Secondary Address:

Status:

Manager Access Interface:

Manager Access Details:

RGBT B, il B

Disable Management

Managing this device will not be
possible if it's Management IP is

disabled. Do you want to proceed?

You can enable it later.

slad]

10.10.0.12

Data Interface

Configuration

SR B BHLLE B KA B ARy ANBERE Z I RERE, (HARS N By KBS BE Oy BGHTE N B4 o
WIS W gRAE (2) KRR AZ E A HEhE [P HuhE R TR SE AN e (AE RO R B LT B4

35: g E IRt

Management

Remote Host Address:
Secondary Address:

Status:

Manager Access Interface:

Manager Access Details:

[Cl@

10.89.5.29

Data Interface

Configuration

FER6 EEIMINET, (EmFR EM AL 7 BN IE RSB b ik 7 BUh B e AR el TP ik, SR sl R

#.

A7 A AR B e B 5 U ) M B2 A S, TR S IR E B C A B U R Bl ik 1, 5 27 L
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[ 36: B IP bk

Management ®

Remote Host Address: [ 10.89.5.29 ]

Secondary Address: [ 10.99.11.6|

—/

TR RIS R, A TR PR BRERBR (@),

37 BREEEE

Management e |

Remote Host Address: 10.10.0.12
Secondary Address:

Status: ]

Manager Access Interface: Management Interface

B B ASEEE RO IP it

AR SO Bl KBS B R TP M hEBRENLAG, B AE B CLI e, DAMERCE LA, BARAER

ZHAEOUT, O A L B KR EE O TP Mk 8 LA R AT S A A R, (AR R D
—AMEDLR, AT AT 55 A RE TR A IR R R RS N E B K BE A B R0 IR E X NATID.

HIMEEAE A O, FRATT U SR B K B4 B rhOo XP Mk sl W LAL A B BTIR A, DASEBLARAM )
KK g

T B B KB B RO TP HihE .

1B

X BT A 10 7 A A e B o 1 D AT S O AR AR, G SR el T B R I A EO A, I
BV IR B OB HL b 3 ) 5 i 1 DA BTG & Linux SM5e I 2 10 B . 62 IR TAC R R,
PSRBT RIAT IR AT 1) 4 3

a) WHERLZ @) >BE > 28 E0,
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b) (RO, A E R 155U 1 e .
c) HHIP sk, ARG A RTE.

HIB2 fF CLIH, &F BhikEER O bR

show manager s

il

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bflé6-1lec-a737-baa2f76e£602
Registration : Completed

Management type : Configuration

PE3 /5 CLIh, el b7 KBS F o0 TP bl sl L4 .
configure manager edit ##x{%F {hostname {ip_address | hostname} | displayname display_name}

R Bk BEE HRL B:4) H DONTRESOLVE F1 NAT ID #xiR, AT LS I 2 A 8 ek 3=
WL4A 8k IP Huhik. ANFEK: IP Huhl sl EHL44 ) DONTRESOLVE.

FEBERRE R M, RGBT L. BT LU sftunnel-status i@ I FASEROR A .
T

> configure manager edit f7ffad78-bfl6-llec-a737-baa2f76ef602 hostname 10.10.5.1

BB RS E R O FN R B A IP bk
OV BT P TP MBS SIS, T i B S s bl

R

LI S EE.
X T AT PR R B, DT B ERATIX SR IR,
a) LEFEE > REEE.
b) R SSIAN) HEE (2).
c) Miii&&E (Devices), JHrEEIE (Management) [X 1,
d) MEEIE A, L TAARRE (aB).
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| &&igsE

38 EHEE

Management

Remote Host Address:
Secondary Address:

Status:

Manager Access Interface:

Manager Access Details:
RO Bk B, mil B

Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed?
You can enable it later.

DGR rE ol |

4

10.10.0.12

Data Interface

Configuration

PR 2 B By KB P TP R TP bk SO B e TP k.

T i JoRs SE SO o1 TP Sk

T PR SR, AR B BRI,
a) JWI A GREE (O) KGR E ML TP ML) BN R U AR B B D 5L

%o
] 39: gt IR

Management

Remote Host Address:
Secondary Address:

Status:

Manager Access Interface:

Manager Access Details:

e

10.89.5.29

°

Data Interface

Configuration

b) FEEIBXS UL, (EITFR EHL I 7 B AT LE B M Ak 7 B B A AR el TP Mk, SR A i

*®TF.

wegE ]



gggE |
B =2 osgms o meme e e s

& 40: E32 IP Hbht

Management ®
Remote Host Address: [ 10.89.5.29 ]
Secondary Address: [ 10.99.11.6| ]

WIE 3 U B KR L TP ik

X T EERR IR 97 R B PR 4 VAT S SO AR ARG, R el TG A R T VA O R, W
T ) B K B B b O P ) 6 3 1 DUEHTNC . Linux SM5SH I 2% 0 . 862 5 IR TACHR R,
PABREAT R AT IR A RO 3

a) EFRERZ @) > RE > K8 #EO.
b) FEREEODEH, R E R 1 55 A ) YRR -
c) MM IP Hubik, RS RTARTE.

SR A WSS LAE EEs TP Hudik.
T Rl IR B, AR A B BT IXEED B
a) fE CLIY, & B kA0 bRiRTT.

show managers

il

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bflé-1llec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

b) GadE B KR 0 TP HhbEE LA .
configure manager edit #5145 {hosthame {ip_address | hostname} | displayname display_name}

g By K EEE B0 B2 9] DONTRESOLVE FI NAT ID ARiR, JUA] LU R itk iy 2 1% (8 5 ok
KN ENAEIP Hihlk. ANFEK TP Hihk s = H144 3 5y DONTRESOLVE.

T

> configure manager edit f7ffad78-bflé6-1llec-a737-baa2f76ef602 hostname 10.10.5.1

B s=gE
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PIRS AEFE G 5 1 S R BEES U (R 12 1) TP Mk

Nil

B8

T Al VR BAR A, EPTA e BT IR D IR

I R AT A B

configure network ipv4

configure network ipv6

B R AT ] A B 1

configure networ k management-data-interface disable

configure networ k management-data-interface

TR A, AT S HRES (@D).
)Ty ol XS B, FE TR & BT IR S D IR
M EREEEE

Management e )
Remote Host Address: 10.10.0.12
Secondary Address:

Status: (]

Manager Access Interface: Management Interface

CHnSRALE Y Rt e D AT A BAR VT 100 ) DB s a7 B rpo b (R0 A 12 i
XTI IR, SR 6 B BT IR R

a) E$%E & (Devices) > 1% & &1 (Device Management) > i& % (Device) > &IE (Management) > &
7 8] Y PR - B2 & ¥ 4015 2 (Manager Access- Configuration Details), #XJ5 i RBl# (Refresh).

b) EFIEE (Devices) > & & EIE (Device Management) > $£ (Interfaces), X5 & IP Huhlk LIfg
L3 Hu kb DR

c) RMEIREEFI - BL B I1¥H{5 2 (Manager Access- Configuration Details) #HiGHE, SR 5 w5 diifiA
(Acknowledge) LA & e .

MR PSR OB T .

LE Py KBS FIRL Hh, 7F &% (Devices) > & ETE (Device Management) > 1% % (Device) > &8
(Management) > EIE 881719 - BL Hi¥4M{E 2 (Manager Access - Configuration Details) > ZEIZIR TS
(Connection Status) Ui b i BE RS o

1 CLI, i sftunne-status-brief #ir 4 LA & & FHERDRAS
PLURRZS B i O iR, B WEs “ tap nlp” 1.
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Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'eth®', connected to '10.10.6.11"' via '10.10.8.12
Peer channel Channel-B is valid type (EVENT), using 'ethe@', connected to '16.16.0.11' via '16.10.0.12"
Registration: Completed.
IPv4 Connection to peer '10.10.6.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC
Heartbeat Send Time: Fri Oct 11 ©6:53:58 2024 UTC
Heartbeat Received Time: Fri Oct 11 ©6:54:86 2024 UTC
Last disconnect time : Fri Oct 11 ©6:22:84 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Close

BYRO O Ty L By R B A 0D AR B kAR B RO 1 S T
a) S B K B L TP k.
b) FEP & B AR BT A e
) CRef e # v A 1 B
d) FEBRE IS,
e) SO B KBS EL R R A TP Mk,
f)  FBr A BER .

B EERIEZEN
VEMISC A, T LB B IR B 12 0] 5 5 08 ) 4 .
BEREIEONEEEY KR

PRAT UL TR B, oM T B o A SRRV N 4% 28 B KO B bl e S O
PGSV O, WU PR B CUE R SR . LT S AN Jr L, ISR B
Vi N SO B, 5 55 0.

A B M BB BCE I L ES U AT 2 S S B K F O 7R R ) IS N B . SN B B,
WSRO g A BEEU5 19)

THZ LN PR UUR 8 0 B SV, DR E AP A I B
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FHia Z |l
X PR, BRARSI AT U], SIS B ERAT A R, BRSO, %
FIBE 623 A2 3 s 2% e B A AR A5 R

WG IE# .

a) 1ER&E>REEEIUM L, MER&NEE (). HiiRE, AREERXE L EER 05
Az .
E1EeE7 3% 0 (Manager Access Interface) F B Won M B8z . Y nihigi sy, 76 &
IR N yR R ReEE DA BiEEO.

[ 43 3R/ FEEN

Manager Access Interface ®

@ Thisis an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

[ Data Interface v ]

Switching the manager access interface from Management to Data interface
causes the deployment to be blocked. To unblock the deploy, pick a data interface
and enable it for manager access. See the online help for detailed steps.

>

b) siili #ZE (OK), )5 riili XM (Close).

wegE ]
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Manager Access
Interface

Manager access interface is changed.
Ensure to deploy the changes to the
device so the Manager access can
happen through this interface.

TEIAE 058 IR 7 TP LR AP IR, A RefE B 1 ) HAE BEAR U i) . B 38 (M anagement)
XIRIAE S BN BB g TE)dED: #IEED (Manager Access|nterface: Datalnterface) DL & B 38
giFiEiEME 2. BE (Manager Access Details: Configuration).

4 EEIF )

Management ¢ @O
Remote Host Address: 10.10.0.12

Secondary Address:

Status: &
Manager Access Interface: Data Interface
Manager Access Details: Configuration

R B E (Configuration), #F1 T EIEFA 0] - BEL B i1¥415 2 (Manager Access- Configuration

Details) X ififlE. E=IBEiHE14RR (Manager AccessMode) ¥ ik ““45552% 7 (Deploy pending)

$B2  EHEGEED LWE RTINSO (Interfaces), Al NN4REE (2), RnAEIEEE
(Manager Access.

wrhERERIAE, KRG AERE. BOAER T, REARVEITA M, (HE LAE SV B K
FhC UL S B0 BRI B

B s=gE
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Edit Physical Interface ®

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Advanced

44 Enable management access

Available Networks - Allowed Management Networks

[ Q. Search ] any

any-ipv4
any-ipvé
gateway
IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

Cancel m
W B U 2 D RS TP hbik, RSB HECE M.

Please Confirm

The Firewall Management Center access interface is Static IP type,
ensure there is a default or specific route created to allow the
connectivity to Firewall Management Center through this interface

Do you want to continue ?

RO LS dHRk T, RO ERHERGER, WS MR E R R 1. S MR
PV R —AN G R W 1 b8 A BRAR U e o A DR IX 6 VA 44 B R TP Mk HEAT T 78 70 IO
FHERM.

I RAL PR B D SEIC AR, WS BRC ECARE B V) i) Bl B2 1, 5 27 DURL T Al AR A R
.

CAris) WX O HIDHCP, 1574 % & > 18 & &1 >DHCP>DDNS T _I 5 H Web 287 DDNS
Tk

HZ AN E 204 DNS. W1 FTD #Y IP Huht & 24E45 4k, DDNS AJ i {7 Bl ks # rp o0 320 52 42 R 2
544 (FQDN) W11 «

R nT DU B e D B B B KRR R IR TR, fF 1R & (Devices) > & ETE (Device
Management) > #&H (Routing) > 8275 H (Routing) LRI A8 .

wegE ]
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B seesmozoi sy

N
&

VS VAN IS B E

(ATIE) AR5 W SN P G E DNS, JRR NI 206 T 8 & > &I E > DNSH L4 .
i HDNS. R DDNS, 7% DNS. %4 a LU DNS 122 42 5+ i) FQDN.

(N3E) 876 BB s PO 32 0 A FH SSH, JFilid % & > FARE > ReIIEHILN AT
R o
WZHSSH Vi) o BROATEOUT, H¥ad 0 FRF M SSH, [Hit, WilRZEEA] SSH & B, WIFF 2
i FEVFE
PE LR T WS B T

TGE BN FR P UEA e, EORIEHIA T SO AT B 7 B VT 4 . ik Z2 B & (Ignorewarnings)
IR UGHE

I~

A D Ignore warnings

Advanced Deploy

I Validation Warnings

Validation messages on device 1010-2

This is the first deployment after you changed
Firewall Management Center access from the
Management interface to a data interface. There
might be a connectivity interruption after you deploy.
If the Firewall Management Center cannot reach the
device, see the troubleshooting guide for steps.

@ Advanced Deploy Close

B I AR B AR L R T i B AR I S . RS, B D IAE T AT, (2 S A R
JE R P RAT) b TS SRS

7 CLI Cleff NI G i 1) R BRER LVBEE TS 1P Mk, I 9 SCBEE Ay A 1 Bl 2
Flo X Tl JHPE, TEENG B TP .

configure network {ipv4 |ipv6} manual ip_address netmask data-inter faces

* ip_addressnetmask - HUR AN TSI B 11, (HLAZ0 V¥ B S IPH L, 45 G- F ik, DA
KWW BN 8RO GESH N DNIHATS) o« R DHCP, BIGERIABR 1 (20
& BERIEOD W RES W DHCP AR 454503 1) 2 Fh 7 5

* data-interfaces - WL BESEETIR R R BT E, Kb nl g il B #as vy B 82 0,

FATE B P 65 3 i AN SSHEERE, RN 24 5 S 5O B2 T 28 BB A8 SSH & 1Rt
Wit

AT A BE, VETDRTIESE , AEILARNE BTN B A B KB G 0 T U, TEEN S
B LHATIED BR,
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TR0 A PR AL o, SO ELER, k& > IREEE UM E > X 0iTE £
Ak 1P HhE AT IE R B L, AR5 FOR A TSR .

VS B SR KB O ) LA BIP Il B 43 T, WARAERS IRINE] B KBS PG I
T ENAEUER] T NAT ID, WA SR e (e, B 248 F Eog R R PR
RE BT N BhiE %

SEBNM HEEEE OB,
EiRE > BEXEY, SHEEZnEiEMER: BE, NE AEERS.
B, WAILAFE CLI HHk T4 T . i sftunnel-status-brief iy 4 DL & B FIE IR

DR IR o e e, SR tap_nlp” B2 D1
& 45 E KT

Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.106.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'eth®', connected to '10.10.6.11' via '10.16.06.12'
Peer channel Channel-B is valid type (EVENT), using 'eth@', connected to '16.16.0.11' via '16.10.0.12"
Registration: Completed.
IPv4 Connection to peer '10.10.8.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC
Heartbeat Send Time: Fri Oct 11 @6:53:58 2024 UTC
Heartbeat Received Time: Fri Oct 11 86:54:86 2024 UTC
Last disconnect time : Fri Oct 11 @6:22:84 2024 UTC
Last disconnect reason : Both control and event channel connections with peer went down

Close
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i) DM BB O £ 5 3R 50 L.

Ji B AN ESCHE 2T B B U5 1) JEAS & 3 850 Bl KB B P AR E B N RHLE . S A K
e _EAR IS BE AR5 WAL BR A BEMN BR Kot Bk o
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B VRN .
a) fEIR&>FEWION L, Adis & lmE (). k&, RaEERX T SR a8z B)4E
A s .
ETE2E7 181450 (Manager Access I nterface) 7Bt A b i B 0 Bon A5 . s ek,
1E B &KIE Fh R ks rkm, E8EO.

B 46: EI2 3R iE1E 0
Manager Access Interface ®

ﬂ This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface N ]

b) HERTEF.
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| &&igsE

wemspazossrsssee ]

Manager Access
Interface

happen through this interface.

Manager access interface is changed.
Ensure to deploy the changes to the
device so the Manager access can

MEHRE (OK) , 5 Aidi %M (Close).

TS IUAE D A58 SRR P I LR 3R, A REAE A Bz 01 b3 A BEAR Ui ) . &3 (M anagement)
XIRPLIE S BoREIBEs i adE0: BIEEN (Manager Access|nterface: Management I nterface).

47: EEIF i)

Management

Remote Host Address:
Secondary Address:

Status:

Manager Access Interface:

TR 2 AEHRE D AR PR VT )

o @

10.10.0.12

Management Interface

KE TR NS (O) UL ERR 6.

wegE ]



wERE |

B semsvazoigrssr e

Edit Physical Interface ®

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Advanced

D Enable management access

Available Networks Allowed Management Networks

Q

BOHIET BREREE , WarhWE. A3EQ 00 LA RE. oD BRI ER S I A BLL .

TR 3 WERMARPATILERAR, 57 P BCE” M Bl D BCE DNS Wi, K57 ’R& > FER

B > DNS K H N AR W 4.

IEZDNS. 7EEEE: 10 AR AT BLE U7 7] 167 B KBS BE A0 S 80K I BR AT A A Hh DNS Bic'E .
H1Z% DNS A 8sa H FATA 22 A 5w, 9 an vy i UUW A 1K) FQDN, - AZ5Ad 85 K Bt 38 vy J587
I F DNS fit &,

B AL E O IES I T E N E .

K 877 K R B b Y i 1 S I

WAL, HEPERE , DMEE AT DLREAE B 1 B B kB B, T AT A, AR

B & FPIT D,

6 CLI, ffi %4 1P Hihikok DHCP it & & FE 0 IP Muhb RIS, whFmm i, EEme ks
AT R,

A E T T A U5 R B OB, N OCW E  data-interfaces, ‘Bl i 1 AR L &k PR
Vite, DA AT DL S A R M . EIIAE R T W 2% R G TP k.

B475 | P it

configure network {ipv4 |ipv6} manual ip_address netmask gateway _ip
DHCP:

configure network {ipv4 | ipv6} dhcp

B s=gE


management-center-device-config-77_chapter21.pdf#nameddest=unique_158
management-center-device-config-77_chapter6.pdf#nameddest=unique_129
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LT 1E Pk b, ISR, 1% (Devices) > &£ &2 (Device Management) > & &
(Device) > &2 (Management) i 4 58T (13 #2 E 44 (RemoteHost Address)IP Hifik: (IP address)
Al s bt (Secondary Address), 4R BT FHiE%.

T2 [ OB B KOS B AR A ) LA TP Ml 5 43 T, dnSRAER AN E B kB B ROy I
T FHABUEH T NAT ID, WIATE LA (P, TSR IR 308 H A BdE A
R TR H B R

SUR8 W B CE T
7E By ki s B, A& (Devices) > % & &1 (Device Management) > 1% & (Device) > BIE
(Management) > K7 (Status) 7Bt LI BUERIRS B A F B K 0 shiim s,
7t CLI, #\ sftunnel-status-brief iy4 L& &4 FIE RN S .

W T E T 10 B LA b, N HESR IE R . 152 DR B 32 1 b f A L s
, 5563 .

EENREZFOEENEERTDEAES

A i e L EAT B kR B b B AN AT L A B N, DA A B KRR B

O PR SRS R TR 28 508, DL P Wi 4 S8 ] DAFE o EACHE B SR e 1 R, Xk
FESRIEAE B KBS F O P T HIXEETE . 18 % (Devices) > & & & 3E (Device Management) >
%% (Device) > & EIE (Management) > E 18251/ 8] + BLEi¥2H15 2 (Manager Access- Configuration
Details) % 1 AE 1] # B & i v B7 K BE T BE by 0 ASHO I 2 (8] R o] 25 5

W, AR ISR B KB B0 207, R DU IS B 1) SR A B U n) B 4
Flo UK izl By KB B rOmr, B kRS B O S RIUIFgE e NS, RS0 RCE

LI AAFRA TP Mok WOCHFASES (. DNS JIR45#5F1 DDNS JIk 454 AT DNS g5, W AEE
I T e, WIFEARAEY AL S, AASKEILE N E] 7 KSR B L rh IR 6 B8 R .

Bowsng) Bk BEE A J5, ST configure network management-data-interface iy & 7E L
AT S B B, W) B KRR L SR DRI E G BB R o B KRR O
S DL R U5 — SRS DG B 0K

« WREB] o AEHSE B KB HAO 2T, e R 2 e I R
- EIERiE) - BB IFMIS 2 (Manager Access - Configuration Details) X5 HE I [\ BI#T (Refresh)
ErSail

BMBRBH L, 2 P E R R 9] - BLEI1FH{E 2 (Manager Access - Configuration Details) %1
HE, SRJ5 riidifiA (Acknowledge). N XEBERT, By kB0 BOERE & EARATIRIAR M 5K
o TERSHESE AT, AR B KR E O P FESE R

i#52 B T HE P 0 LR BT

[
B B BRI B AT B B R8T ) 1% RS R B
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DL R -6 s T4 L%\ configure networ k management-data-inter face iy 2 [RA7 B (1) it & VR4 (S
B OB @S BRI W AR SR T 0 R ST IA Z AL By KR E Oy TR, W) A
WM. DA A5 R N R R THAE HESUWRCE . DA BoR I N 2 SR TR
Iz R

PATR 7 8] Sk 7 A Bl G B PP G L VS e DT R BB LG, JF H OB 20 (R b
No

CLI 4

AR BLAS VT R BRI CLI R, A RSB CLL, IXRARH A .
48: CLIiH

Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI OQutput Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

> show running-config dns
DNS server-group DefaultDNS

> show sftunnel interfaces
Physical Interface Name of the Interface

> show running-config interface

> show versi
--[ firepower ]
Mo : Cisco Secure Firew: Threat Defense for VMware (75) Version 7.7.86 (Build 1424)
uuID : offeb830-740d-1lef-80f2-ac290612121
LSP version : 1sp-rel-20240903-1724
VDB version

Cisco Adaptive Security Appliance Software Version 99.23(e)184

Close

ERRTS
AHEEHERRE. BUF sl s T8 EERTEM T E P “management0” %1,
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Manager access - Configuration Details G

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI OQutput Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:10.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected

Peer channel Channel-A is valid type (CONTROL), using 'eth®', connected to '10.10.0.11' via '10.10.8
Peer channel Channel-B is valid type (EVENT), using 'eth@', connected to '10.10.8.11' via '10.10.8.12
Registration: Completed.

IPv4 Connection to peer '10.10.8.11"' Start Time: Fri Oct 11 ©6:51:28 2024 UTC

Heartbeat Send Time: Fri Oct 11 ©9:21:46 2024 UTC

Heartbeat Received Time: Fri Oct 11 ©9:21:58 2024 UTC

PR S e 42 s Dhi&e 4%, WoR ik “ tap_nlp” %M.
[ 50: RS

Manager access - Configuration Details e

Manager access configuration on device Is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid +type (CONTROL), using 'ethe@', connected to '10.10.0.11' via '10.10.0.12"

Peer channel Channel-B is valid type (EVENT), using 'eth@', connected to '10.10.0.11' via '10.10.8.12"
Registration: Completed.

IPv4 Connection to peer '10.10.0.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC

Heartbeat Send Time: Fri Oct 11 @9:21:46 2024 UTC

Heartbeat Received Time: Fri Oct 11 @9:21:58 2024 UTC

Last disconnect time Fri Oct 11 @6:22:84 2824 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Close
H2 LU A OGP I s ) WA Won R R R, WS SR 0Bk E

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

HZ BV R T CRLERR A s B, e o 1R Al S AL O B S

> sftunnel-status-brief
PEER:10.10.17.202
Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

RERE
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via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

IR RS HERR

MR AEEE RO ER, WFHEREE
S B TR TR BRI, R A R R R LB B A I R S AT L
Ag LRGSR B LT, MEPES R . AR, T AR 5 K B R o
BRCE, LU AN B MR B, T DME R T A S OUR T

e HERR 1 DL o
B, WERAERS B A R R, BTLUA HECE I B3R S0 gidild a5 74 Il
THZ A LL T E .

« DAL EE T DAAE AR, BTCiA IR SR TR (5
o SCRFPIR DLSEL R T I, (HANSCRP R A 5

o IR A B nT LUAE B KRS A B O v B E IR . B, IR R A B A
KIMEAMTAMEL S, B R CLIhBHTICE . EVER, W R AE LR B KOG P ey 3%
J& 4 ] configur e networ k management-data-inter face iy 5 2t T B L BE, ARJa A 10
Win %, MIXECRCE AR ALK RIR 2 EJGRE 1 B kB B L WE

* UCAPL/CC F& Tk AR
o ORI b — R 3 30 0] 5B /45 4 SCEP iE 15 85ds .
o JERIEIHE, EBa e B, By S arae B s .

UK

P AL CLIP, [MIRB|Z i E .
configure policy rollback
IR e, 2 Bk B SR se IR . A B KBS Oy o, PSR DR s 4
M, VOIS C R

pE i
LR RIER RI HL By K BE RO A B O, 152 [ https://www.cisco.com/c/en/us/support/docs/security/
firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.htmI L T fi# 5 WL 135628 W)l . 7E
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FLAFULN, W B KA B O A BT R BCR R (PR AT BES R AR AR O R, nT LU
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> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

o A B R A D HH T

1E Bk j‘”*firlmurh 1E 1% % (Devices) > u%r"*“ﬁ (Device Management) > 1& % (Device) > &I
(Management) > &89 - BELEi¥4M15 2 (Manager Access - Configuration Details) > EIZIRES
(Connection Status) 5 i kﬁﬁ%ﬁiﬁ%%%ﬁio

1E CLI, %y sftunnel-status-brief #ir4- UL A E &GRSR A

WERBPTE OE R 2 10 20 phLLE, WIS HERRERR b . 5 S I HERR AR 12 1 B PR e s
, 4563 ﬁo

HERR &R O R SR SR E

A Bl REA T B AR U ) 1T AN R A AR B O, AN AR B KA B Ry R
i AP BcE, LR WNER:. WA ASinE] By JCha s B bl Ja SESUE B D A CAEL
e, sUMNERLRIEEE) , WREE DM I EOR IEMICE, T e RS FE R

2 R s B A A A A B T G )
EEEEEERS

7E B kB B i, 7E 1% %% (Devices) > u%f"ﬂ’iﬁ (Device M anagement) > % & (Device) > &
¥ (Management) > &2 257 10) - BELE1¥4A15 2 (Manager Access- Configuration Details) > i?aé
AR7S (Connection Status) ﬁﬁiﬁﬁ%ﬁﬁ%%ﬁo

1E CLI, %A sftunne-status-brief #ir 4 UA A B & HERORA . BT LAEH sftunnel-status #F
B SERAME R

WS MRS N R R B Bs “EEE AR, R B DEkiEE

> sftunnel-status-brief
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PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason Both control and event channel connections with peer went down

= —

e v
M 7N &

WS UL T S OER I R, A R TR ARl TE AL

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO',
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time:
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC
Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

connected to '10.10.17.202"

Wed Jun 10 14:27:12 2020 UTC

(S 2
fE CLI I, A& FIURIAS PR U In) Bodha 4 11 9 2% Ve A

show networ k

> show network

System Information ]

Hostname FTD-4
Domains cisco.com
DNS Servers 72.163.47.11
DNS from router enabled
Management port 8305

IPv4 Default route

Gateway data-interfaces
[ managementO ]
Admin State : enabled
Admin Speed lgbps
Operation Speed lgbps
Link up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500
MAC Address : 68:87:C6:A6:54:80
—————————————————————— [ IPvd J-—==————— = ———
Configuration Manual
Address 10.89.5.4
Netmask 255.255.255.192
Gateway : 169.254.1.1
—————————————————————— [ IPV6 ]-====—————————————————
Configuration : Disabled
===============[ Proxy Information ]
State Disabled
Authentication Disabled
======[ System Information - Data Interfaces ]======
DNS Servers 72.163.47.11
Interfaces Ethernetl/1
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[ Ethernetl/1 ]
State : Enabled
Link : Up
Name : outside
MTU : 1500
MAC Address : 68:87:C6:A6:54:A4
—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual
Address : 10.89.5.6
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 ]—————————————————————
Configuration : Disabled

HEE FAEEEP LT

fE CLI ', Ko B KE B rpL AR A 8. TR iy ANS 7R BERR N 41T

*ki<
X o

show managers

> show managers

Type : Manager

Host : 16a3893c-caa77-11ee-8436-0925c06e7608DONTRESOLVE
Display name : manager-1707852946.80444

Version : 7.6.0 (Build 1385)

Identifier : a%904b8b2-ca%a-1lee-ab583-5e804cl6b2fd
Registration : Completed

Management type : Configuration and analytics

Ping the BF A IEE IR AL
FE CLI I, AfHTEAR iy 4 M4 1008 9 K A B A0y AT ping 4
ping fmc_ip

FE CLI L, AEFILAR i A B LU0 7 A B AR 4RAT ping 3841, 1245 0 Vil
HT B KA 1

ping system fmc_ip
Ik AEEO KRS
& CLI b, #3RNHBE R (nlp_int_tap) EREIEQ, DIEH RS ARE T LW
capture % ¥x interface nlp_int_tap trace detail match ip any any
show capturename tr ace detail
MEBREORS, RIHEEMEESITE
f& CLI I, &FHAKNHEIED nlp_int_tap 15 H.:

show interface detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

wegE ]
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Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, O overrun,
pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

0 ignored, 0 abort

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

TR BE NAT

B s=gE

76 CLIH, Ao O BRI i (S *), DAAAEEREE T (nlp_int_tap) A& 75 A77E PN NAT ¥
.

show route

> show route
Codes: L - local, C - connected, S - static,
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
El1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
Is-1s, IS-IS summary, L1 IS-IS level-1, L2 IS-IS level-2
IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

R - RIP, M - mobile, B - BGP
O - OSPF, IA - OSPF inter area
N2 - OSPF NSSA external type 2

i- su - - -

ia -

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
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1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6_intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé intf3 interface ipvé

translate hits = 0, untranslate hits = 0
>
MEHEMIEE

WEZ LR i 4 DI 2 2 T AAAE T HAL S . SBIE ] LAYE Bl KBS BP0 ) 1% % (Devices) >
W& EIR (Device Management) > 1% % (Device) > &2 (Management) > &R0 - BL Bi¥4M
{5 B (Manager Access- Configuration Details) > CLI i (CLI Output) Vi _FF FIVF 2 X vy
A

Lo

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int _tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int _tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

&% DDNS BEF 2GR II

7£ CLI %, 7 DDNS H# & 75 i :
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfully updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

wegE ]
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WS B, 1 H debug http il debug sdl iy 4. W FUE B RIE R, TR A SR O E R &

IS
show crypto ca certificates trustpoint_name
LR A DDNS #:4E, 1T LU N ERAE:

show ddns update interface fmc_1jjiu)_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD_DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

WE BAEEERL BEXH

15215 https://cisco.com/go/fmc-reg-error.

EEFEFRIFARER

%% (Device) i L1iERIFMES (Inventory Details) 7

1% o

51 & B BIFAIER

Inventory Details ]
CPU Type: CPU Xeon E5 series
2300 MHz
CPU Cores: 1 CPU (4 cores)
Memory: 8192 MB RAM
Storage: N/A
Chassis URL: N/
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

FPFE R, WA RIE (O).

‘AR FARVTR

it

=W HUR TR

14 CPU R

&% (Device) UL [ 1) Kz FA B9 5 B% (Applied Policies) #7317 N HH T-Bli KO IR BT S«
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Applied Policies &

Access Control Policy: Initial AC Policy @

Prefilter Policy: Default Prefilter
Paolicy

SSL Palicy:

DNS Policy: Default DNS Paolicy

Identity Policy:

NAT Policy: NA

Platform Settings Policy:
QoS Policy:
Zero Trust Application Policy:

FlexConfig Policy:

XA R A S, T DR R A A SR

XFFUs R HIRNS, 15 BIS (@) B Rl A A T 8 RE HERR A i e SR BE 15 2 (Access Policy
Information for Troubleshooting) XF 1 HE . 12X UEAE T~ T W e) 4 i 1) JEOU 7™ i g Vs 1) 42 1 4% B
(ACE).

53; Bl T BB HERR B0 37 151 SR IR R 2

Access Policy Information for Troubleshooting ? X

Cisco Secure Firewall Management Center for VMware - v7.7.@ - (build 1506)
Access Control Rule Expansion Computer

Device:

UUID: c224266c-94f6-11ef-a2d9-d9735bc65ded
Name: 10.10.0.12

Access Control Policy:

UUID: 00505689-4499-0ed3-0000-004294970427
Name: Intial AC Policy
Description:

Intrusion Policie

Date: 2024-Oct-28 at 13:13:22 UTC

NOTE: Computation is done on per rule basis. Count from shadow rules will not be applicable on device.
Run "Rule Conflict Detection” tool on AC Policy for specified device to detect and optimise such rules.

Close

1] LA & EI2 (Device Management) UK S 20 Bl 45 PAAN 4% o
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TR EFRE > WEEE.

W2 EEONI BRI 551, Gl REE (2).
$IE3 il #& (Device).

PB4 E MARKRE o, sl 4 ().

54: KRR S EC

Policy Assignments ®
Access Control Policy: [ Intial AC Policy v I
NAT Policy: [ — » ]
Platform Settings Policy: [ None v ]
QoS Policy: [ None e ]
Zero Trust Application Policy: [ None v J
FlexConfig Policy: [ None v ]

FIRE X FRERSRIE SR, TR RIE R s . RAT BT (KSR 2 g8
FIR6 dRTF.

T—5#tta
CERE NG WS R .

WESNLE

¥ #& (Device) NI ERIRE (Advanced Settings) #i 7> v o R E W E L, WFIk. &aTL
SR AT X LB

F5: “EHR” (Advanced) Eh 5 FTFEL

FE 15t AR
N 5L T Bk B CHZINHIZH T R
55 % B {H “ABIN ST B (=R RAD .

B s=gE


management-center-device-config-77_chapter6.pdf#nameddest=unique_129

| &&igsE

measuRzs [

FH

1L FA

X HRAHER

Wt DR RIPIRGS . IB1TH, FTD B 2 ML P U il A0 0] i
FHTATA] X 28 B2 ORI N 2%, 07 Wl s RN ik 22 /U )
FIFF L H o G nr LR R 5 4138 2R 48 2= 07 ) U B 75 14
WAE. XN GAMRE, RENSY MWK LS, MR
TXEZE 5 ARV ) U P R UCRC IR . X6 52 2048 R AN 52 U i) A )
()5 X 77 o EATHE Firepower & PO A i Wan 7 58, 17 2 5400
W 3% 42 15 077 I s R U] DC S B 82 46 ) 0 LA T AR R AL 2

P22

BRINIEUL R, 24880 A B A IO B AR, K5 8 3 &kl
# % (Object Group Search).
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PIB3 iR & (Device) kT, ARG Riim&RIRE (Advanced Settings) #7317 #wig (£) .
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Optimization).
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PR 2 EERCERMNE) RS, s i ().

P$IE3 L& (Device) ik, ARJFNTHERIEE (Advanced Settings) #7311 %58 () -
HI 4 P IEOXM KM (Interface Object Optimization).

FES HHRE.

mIEEEINE

% & (Device) W I 13E1T4R R (Deployment Settings) #4) Bon F & ik fs H
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55: BBE R E
Deployment Settings 174
Auto Rollback Deployment if Connectivity fails Disabled
Connectivity Monitor Interval (in Minutes) @ 20 Mins.

& 6B IEE
FE it AR
T R 1A B Rl “JAH]” (Enabled) ¢ “%5/]” (Disabled).
AT DA O B R 0 8 T MO i3 L Bh e s R T R
W HE RO U I, ARG AR S T AR
R ERRE (3 D SR AE IR L B2 A5 (6 A ) o

AT AR BB E2 (Device Management) T [l e B Bl 25 B0 . 5 B0 B EL AR /1 BIE SR IR 348 28 11 2R
WIS Jid HH S 2 B B R e i et SRR i F T By ), SRS SRR MG T Bdla 4 1
Tt T LAE ] configure policy rollback fir& T2 [MIVREC & Ci 2 [ U S By JCe ey 21 eb Lo by T4 4%
W F-Bh RS, 5 62 50 .

THZ I LU .
SATCLATREE AT LA _EA AL BOCiR IR SR TR (8
o SCRFIEIRULSEBL R nl L, (HANSCRP AR
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* UCAPL/CC #& X TokIRNE
o ToVRIAIR b UG B A T At A SCEP AIE 15 85di
s FERRRIARE, EEREES, B Y EECE R EE R .
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TR EFRE > WEEE.

S 2 FENIL TR M550, S i (2).

$IE3 il & (Device).

$IB 4 7EREiEE (Deployment Settings) #7rH, i 4ig (£).
56: BB R E

Deployment Settings ®

Auto Rollback Deployment if E]
Connectivity Fails:

Connectivity Monitor Interval (in
Minutes):

The conne

FIE 5 kK R B 5 ERERE (Auto Rollback Deployment if Connectivity Fails) LA FH B34 [F17 .
$IE6 WEEREISIZER (94 (Connectivity Monitor Interval [in Minutes]) LA & 7[RIV e B 2 i 4%
R IA] . BRIE R 20 2340
BT WRRAERE, WESHUNNELT RSP,
W ABNEREY), BRI R, R ERAT R
o BT LLEEFERE (Deployment) > H K ERE (Advanced Deploy) b, SRJ5 siidi Fise (&) Ebx
DI A CERRIECE M GESEERE SO o i BREIRE X (Show Rollback Changes)
DIAFE S, AR5 STBRERERE M (Hide Rollback Changes) LARRH H ..
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57: EIRE N
Change Log: 10.10.35.97 X

A\ This device requires a full deployment as auto rollback operation is performed in the device.see more
Hide Rollback Changes

Preview Changes Rollback Changes

Legend: | Added | Edited I Removed

Changed Policies Deplayed Version Version on FMC Modified By
Routing Routing:
- Virtual Router (Global) Virtual Router: Virtual Router (Global)
Static Route IPvd Static Route [Pvd:
Static Route IPv6 IPv4 Raute: admin
Static Route Interface(Unchanged): outside outside

Static Route Network{Unchanged): any-ipvd any-ipvd

Gateway: literal:10.10.35.63 literal:10.10.35.64
Static Route IPwG:

IPvE Route: admin

IPvE Static Route Interface(Unchanged): inside inside
IPv6 Static Route Network{Unchanged): any=-ir  any=-ipvé

IPvE Static Route gateway: literal:20::20 literal:20::23

o FEASE DD AR I A, AT AR FRR S TS P A D il k.

PR8I RT L HBT T

f [Sjj}(f“’“* AL, £IRE>IREEHE > I8& > B > FMCiFEFEHAE R > FER7S Wi B
}E ﬁz%ﬁ’u\/u\c

1 CLI, %y sftunne-status-brief #ir 4 LA & & HHERDRA .

W R TR 10 B LA b, NN HERRIE B . 15 S D HEBR A 2 11 b 2% e e
, 63 T

mEESEEITIREEIEEE

B (Cluster) T ERHEITINR MIZI& E (Cluster Health Monitor Settings) #1734 o~ & ik
HE.
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58 ERHEITINR TR E

Cluster Health Monitor Settings ® ¢
Health Check Enabled
Timeouts

Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2

FIERBITRREIRRER S RIEFH

FH 15t AR
B AT
DRA I 1] 0.3 3 45 Fb 2 18] BOAE N 380 N THAE W R ARG ITIRDL, ST

REAEER A T BE R RS heartbeat B ACK B AN Y o W2RAY SRR
FEHIA ARIZACRIOR FOR AT RUAEAT heartbeat 18, WU A51Y Rl LA
ToMi N BTG A

B2 B AR [ B ) AT 300 F1 9000 =02 1], BRINE A 500 Z2FP. 2 1B B A [R] & 5
FUBEZ A0 A A s oK 1 0 AT P I 53 2 iy 20 ) e 1) o

T s B2 AT RS R Ak M s B et SRR s 38 B 1 (1 B AT 40 B i
FERFRE T R B AR, (EAE AR f B[R] AR O R 5 I sl
Ho e IR AP IR AZTT ko 1Y RAE 2 RN TR Je SRR FH I3k 1 52 X
YT ST DURGZY 2 R AE 1Y O IEAE ISR R B 5o

155 N H RIS AETTN Snort MIREAE O IEREREAT % .

A MR O BRI .

B EHMNLE

EiE3n R SRR B I SRR 1 1 Bl BT I\ B
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ZARIEL
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T 2 W60 Zfa)e BRINEN 5 3 Bhe 58 SCPTUCEE I 221K 2 [a] 1 1)
BRFFEETTR] CRAZM BN BAALD o

A

T 1A 3 206 BRIMEN RIREHFSE RN 2 4o S SCR AT AR 2
W T B R LN TR] o
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AR RSN RGUE ROV, WIFEA T R QAT ROUR 2 N ANE 1 7 Bl A 2 2.

SIS WIN 1 T S Ry 4

H5 0] DL P AT A S 1AM 1D BAANIFE 32 1 ID, LM% Snort UG OO HERE. BT IRI I 5 ANTE
VLAN T LB 0 (Flin, VNI BVD EHAT. BARE N SR B R L B s, BaRE

AU FIRE -
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P2 AARBUINERSL, S R (9).
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SB3  iliEEf (Cluster).
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$IBA4  EEREITIORMIEEEEE (Cluster Health Monitor Settings) #4), siii 4848 (£).
HIBS  JEN L IREITIRREE (Health Check) 1 HUAE ] R GEE 4RI 2
& 59: ZAAFITITIRREE

Edit Cluster Health Monitor Settings ®

Health Check @D @

v Timeouts

Hold Time Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel

A R AEARAT S O s s B s 82 0 . 8 HT AR IS AR sl I 1L A
TSN VSS . vPC B VNet) , ENAE RGPS B Lh g, EZAEHI DA%
PR R . b P & S S oe B HLRC B S e 2 R AP BT ma, 0T UECHT A T R e 1Tk
DU A T REA B AR R 1

SE6  CE CRFR I AR B Sk s ]

* {R¥FATIE] (Hold Time) - 32 PR I TR) LA 2 P 20T DB AT B AT g i e (Rl B, A1
0.3 )45 FF; BRIME A 3 Fb.

* $ZOFG RBkAT 8] (Interface Debounce Time) - K97 [ k] (] 152 & 4 300 £ 9000 =P 7). ERIA
24 500 =80 o BN AT PRSI 10 o PR S o VR, T R C ) 7 Sk TRYRAIR
SRR LE . AR R A TDIRES TR, W RSB ARC 2048, REA KDl K
AR, KT RUNERBE IR . 6T AR A e 4 4 1E 5 12 1T IR AS ¥ EtherChannel (45141,
AL B I AZ LS B EtherChannel) 155, SR SIS Ta) o] LA 1R AR T 0 1)
FE VAR R 7 — AN BT SR 20 5 i 1 P 28 S PR S 7 by RS

P HE XAEBATRGUR A R A WO 5 1) B S BT IR
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~ Auto-Rejoin Settings

Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

Data Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

wERE |

JERHED (Cluster Interface). #(#E#E O (Data Interface) &%k (System) ¥ & DL AR oA 8 e

B SFED N NAPRSA 85 -

* ZRE (Attempts) - WE FFTMA KA, AT -1 7165535 210, O¥AEH H B EH A .
& 84120 (Cluster Interface) MERIAME N -1 CEFRED . &IEIZED (Datalnterface) fl 24t (System)

IERIE N 3.

Sk Z BRI FR (Interval Between Attempts) - i S UCEH DN A Z TR ) ] B Rt 1) (LA

PPN ALY T2 A1 60 ZIa) e BRIME N 5 0B T E P ISR ) S X I [ R A

B EREM IR 14400 2340 (10 K)

BB 4L (Interval Variation) - 5 SC= 1489 I a] B RREEIN 1] WCEA T 1R 3 ZMME: 1 O

B 5 2 QAFF B IREFEERED 83 (35T b IRFRLEI D) o Fldn, Wk EE
RNV E A S Bl RS BEE D 2, WITE S B HETES 1 IR 7R 10 08l 2x5) Ja
PEATHE 2 ISR 76 20 7041 (2 x 10) JEHEA T2 3 k2. &EBFHEDO (Cluster Interface) (2R IAME

J 1, #¥EED (Data Interface) Al R L (System) IERIME K 2.

W #2) 5 EiE1E 0O (Monitored I nter faces) sl A~ 5 #5424 O (Unmonitored I nterfaces) & I 1 1422
KRB E Z 4 o fad mT LU Hh B0 e 3 P BR 55 Bz A B54% (Enable Service Application

Monitoring), LAJi 825 FXF Snort R L3R RE K M 422
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~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

Q_ search

GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

$e ISR AR A IR P B s e o SRR o 38 4 1 10 B A A By 1 By s 0 i B R A e,
LAY A B A O M S s 0, S MEERE TP BRI A 2 K AR
THE TP Bk e 53 B e T 10 PR 2T DL K271 A B o T I A IEAE IR B 2% BRIATE LR, A
BT A5 B2 10 BA A Snort AEEAE S HERE B FIZ A IR 2

180T BE AR FHAS B A 42 1 BB A IR BUAS £

U KA AT Ot s s s B e 10 L e AR Y L BTNl E R . B
INEAN A ML A VSS. vPC B VNet) , BNZEFH RGPS B UhRe, BB O &

PR D A% o 9k P A S e e LG B S C R BT 1Y ma 60T UEORT 3 H R geie 1k
DUk A TR A 1R

RRTE
B RCE G ST N E S .
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wERE |

Ihe BrAIEE | &RIKARA | FHEESR
B
TS

W R ERAH TAER; | 7.7.0 7.1.0 WURWIT T 5 B 0 B, mT DL el ] 4% CLI G HEleE

KA E R R TR %

s e g T

L LR o MR B T M IS I, DU LB

WA
© WEFEICVEAE BITE B R o PR3 T I SR B

AW IR G, B KBS E O B % R E . e
HE R Bk BB O R R AR LA R E T, A
WARABLEANF, RIGTETHE e B K8 B thF2h g7 Al R
i
B AE M2 W CLI (system support diagnostic-cli) #ir4:  configure
recovery-config
BrEAE L B 4. 1] (Devices) > I FEIE (Device Management) > i
% (Device) > iZ1THRR (Health) > #4MAZS (Out of Band Status)

WU BRI R % | 7.7.0 7.7.0 RAE, ] LU EAT vy ] F I (9 G A R U7 () B 11 o

P 1 S v m

A WA R R | 741 I3 fan LA F — e R CLL i, 5 B HEBR & BRI e . 1

CLI firth AT LU ANATEAT show i 4 I A B
Brs SR RS 18 (Devices) > & & &TE (Device M anagement) > &
2% (Cluster) > ‘£ # (General)

R SR AR R R | 7401 74.1 EATLAAE “%e45” (Device) TUIHI RN LLRAE “4E/E” (Cluster)

BTN “x ﬁﬁi?’vF)ﬂ%‘é%ﬁ”ﬁ}ﬁﬁkﬁﬂﬂ?ﬁéﬂ%#ﬁ%i#o XFTEERE, BT LUK

%" (Device) il “4&
7 (Cluster) T2 I3k
0.

P SCAE T8O — A 4 S0 B m] LI AR SO AR AR HE H
Ho BTN E > 11%4@ > % > SRS HERR ST b fd ST
GSn'
BTG DU SR B0
* %% (Devices) > 1% & &2 (Device Management) > 1& # (Device) >
E# (General)

* %% (Devices) > i& & &2 (Device Management) > £ 8% (Cluster) >
E# (General)
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7.3.0

fr

il

TEIAE VT LA AR ARG AT IR L I P e

B RS &% (Devices) > & & &TE (Device M anagement) > &
£f (Cluster) > &8z TR 14218 B (Cluster Health Monitor Settings)
PR 3

W R 2 Wi FlexConfig BU B T IXSEBIE, 5500 B AL 5 2 AUTMIER
FlexConfig it & . 75, FlexConfig Mt ¥ K7 i 45 B rh Lol i o

TUARE BRI ) B B
| o

7.3.0

7.3.0

TEAT I Eds 32 VR T R BBV i) INF, A8 w] AR B A B A R 0, DAMEEAE
TR R AR A B TR . WAl ] SLA Wi R ERER S A
B ER S AT ECMP Xk i el 470, DU B &l USE X A
B,

/e DR LI

* 1% % (Devices) > & EIE (Device Management) > 1% £ (Device) >
=18 (Management)

* %% (Devices) > ¥ & &2 (Device Management) > 1% % (Device) >
#0 (Interfaces) > &8/ i8] (Manager Access)

S SHF PR LLSEBL
CIPRERER> &

7.2.0

7.2.0
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* %% (Devices) > & EIE (Device Management) > 1% £ (Device) >
EREIZE (Deployment Settings)

ERE (Deploy) > SR ERE (Advanced Deploy) > Fits (Preview)

E#REZ (Deploy) > #BE 71 5£ (Deployment History) > Fis (Preview)
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