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1: PAT 5 B93E %8 & NATID
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Register with

Management Center: 192.168.45.44
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Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2

Add Device 1:
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NAT ID: griffontaxes1
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Register with
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NAT ID: griffontaxes3 Add Device 3:
IP address: 10.10.10.3
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FE

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

A RSl G, 5V CLL.
connect ftd

% LHIER

connect ftd name

BAFLHIAFE, AN T BRI 2
TR

A BRANE T ISA 3000,

NGB

firepower# connect ftd
>

FE CLI4R/RAT () &b, Al i 4705 i) SO0 T Se ViR ] i 2
SR A 245 & i B FXOS, IEHmA exit.
CRa%) DR SSH, My LLIEH:F] FXOS.
connect fxos
HHR[EF] CLI, WEHIA exit.
(ArE) Vili2 W CLI:
system support diagnostic-cli
ffF G CLI vl EAT s il B e B o MECLIEFE AT show F LAty £

It CLI A7 7#i0: F /7 EXEC. $## EXEC BRI Z R ERL. AL 7 EXEC #53, 7ERAN
EXEC #istrh, A 2440 . 2 AF EXEC Bz, iEH A enable 74 1R EIHE R4
Enter ##, THENZL,

P

> system support diagnostic-cli
firepower> enable

Password:

firepower#
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
— N —
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

[ ©®

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup £

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) XM TRAMEEIEHL/SCC EMZE IPHuE? , an e al LUE ] 1P bk sk W44 Ui i) B kB
BHL, EAGR, R B KBRS RO 2 e mS ] AT NAT 2 )5 8 A 36 1P bk ek 3
W4, EaEE.

B osses
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b)

ehrsgesrineis [

IR DA — A% Pk BE PR A0y B W &) BA Ui 1P sk, A REAE AN 2 T8
T W A TLS-1.3 N (il (5 181 .

R R, WM ANEIEF/SCC M ZE IP bk,

15 E B L/SCC i EMEZSR.

DL PSS IR BRI — R 8, T B A I B AR B kRS F RO BERE T . TR
ik 2 8 36 NFER . AU FREET (A-Z. a-2z. 0-9) FIEFFR (). M ID /[T
$ 2 6 WA EM R B KBS L,

155 NAT ID.

I ID &R IEFERIME—— R PE AR 8, AT EAE Pl kS H I L LR EE . NAT ID L2+
2 3 36 NPT M PR ST R (A-Zy a-2z. 0-9) FETFR (-). M ID AR T
TEATAT Fo A B v W 3 B KBS FE bt . NAT ID 5 IP Hihib 45 &6 1, T TRiFgE it 55k
HIEM I %ess SUE LR IP #iulil/NAT ID 34T S RE G, A Siad s, BT U
ZAFH NAT ID, BAE & Tk, (HECL FIE6L R 24 -

o K B A B L TP Ul ¥ DONTRESOLVE.

LR TR O BN, R R TV B 1P R ERLA
© BN AR T 1P M, b S A O AT R

o 7 KB R L AP 2RI O

PR WEEERE.

a)

b)

¢)

¥5 FTD £H414.
T SR A AE T B A TS TR AL /SCC i a3 O Vi), I FQDN ¥ Tk .
FiE DNS BRSS284H.

TEPEIAT A s g — AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, FLri{u#f
OpenDNS J 5545 o

T By B TR oh s /SCC iy a4 e Bl 42 11, U)o 8 4 U a9 1) DNIS IR S5 . 8438 1]
2 ) SV B (1) P DNS RS 28 ] T B & . Bl DNS JIR%5 21T DDNS (AR E il &) 1k
T I O 2 A . T RSB T B AH ) DNS RSS2 4, PRA A BRI it it
HRIE L AP 1 )15 DNS IR 5%

15 B KBS L b, HdEE T DNS RS a B iias it Mo S BCE SIS P ICE .. KR
FA Iy KGR PG, AHIBCERORE, JF H DNS IR g54% A< inInE1F 5 B & kg . H
e, AR R 6 BCE SES ) o4 1015 DNS OB e, WZMC BB e A i . ATt
WETFZACE S IL B EILA DNS PG BE, DML B e B f g b

BEAh, BCALERIAGRTE M R B DNS RS54, B KO L0 A SR B A DNS [ d5-4% .
RS PG/ S e O FM Cy In) 45 AR BREL 11, WG B 25 0 B4 B DNS iR 55 4%
X E IR L/SCCIFiaE O, 1 kPR A CUBC & (K4 1

W VA A B K R A B 0 5, T D A FEA R 1 B SO A R 1 s ) — Bl i
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TIE8

CRIIED ARG T HBRIE L, IF Rz AGZAMBE L, A AT IER A o

TRER KR, ZORER AR AAEE DB . IR TN L, B aices
PR T HICE T Uit WORGERE 7 1, WA Ry BEAEE R B B K e B O 2 T T 5)
P B ER A o

IR IERE T BIE L, B A T ESCR M SCHC B ME—RO%, SRJ5 A BEAE ML bR AE R AR AR .

Crlie) k£ T s, i SR NEN7S DNS (DDNS) 75%.

o5 1P Hisik & A4, DDNS FffR Bk BEE B A0 nl R SE PR 2 4 (FQDN) /) W4%. S
%> AEEE > DDNS BR&Jil & 5) 4 DNS.

L ARG BE AN N B B K RS BP0 2 BU L & DDNS, 2452 H 8l 4 Cisco 2 5 ATAR CA HRZ1 A
P 2 CA IINIEFS,  DMEBE A LLUKHIE ] T HTTPS J4:4% 1) DDNS 55 83t SCRHEAT
] DynDNS iz f# API #J ) DDNS fiz45#% (https://help.dyn.com/remote-access-api/).

A B 17 ) BRI, AN SZHF DDNS.

s EERE (Connect) . SEMPRZS XM UTHE W DI 21 B KBS PO IR 9 HPIRES . fERFEIRHL/SCC
EMREL RIS, R B KR L, FFAOINGE K

W RO DI E] B KBS B Ry, 3 AT BGEEM. A0, I RTEEIESO/SCC EMRE S
B2 R WA B BEAE AR 1 . WO IR, 2R, O RIS R B
BN A SR .

IR/ RFE IR L/SCCIEMRE D TG RFFER D BB Ay, R H 2 5EEHO/SCC
JRYPERRAEHE . EASWIT S B i BAS 10388

8 IR

Registration Status

Successful Connection with the

Y

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

B osses
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£/ CLI T #aEC &

Procedure

SIE3

HEER] CLI AT G B e, S BE 1 S i B B 1P bk ROOCHIILAR AR MR i E . L
PV BERE LS —F B A SR M2 BB R IREE o A SR AR S B L Dy 1) A B s, mT LU
HI CLI e B 8% 1 . BOOHS IO R B KBRS B rpD TS A . AT B8 B AT R BEE.
I, QR DI R By O B L BT R, BRI CORVE BRARUS M 3E CV BB AN, B e B
& PSR RS EAR IR o R, A IR BN B B, 1Dy [ 42 s

PRI R ] T BR Firepower 4100/93002 AM T 15 2E4E Firepower 4100/9300_t #2512 1 ¥ 25 -
SERMIUAECE, W24 Firepower 4100/9300_L [RIZ 15 %

MG o OERE S CLL Bl 1A P &R % SSH,  BRIAE UL T A DHCP kI IP ikl 2
RIGITH SR E, AT BT G w1, DL T IER

(Firepower Al Cisco Secure Firewall S -5) 451l £5 0 1 13%: 42 1] FXOS CLI. SSH &1l A% 3
CLI,
I 44 admin f1%5 65 Adminl23 & 5%,

(Firepower Fl Cisco Secure Firewall BffF-145 ) FEgfl G, 0T LUEHE] FXOS CLI. 5 — I8
3K FXOS I, RESHFREE SRS, I WA T SSH 183k,

Note

USRS R, (EEANKITE, U)o 200 ST IR 5 8t o LICRE A o 0 BRI

X} Firepower il Cisco Secure Firewal 1filiff, %2 (Firepower 1000/2100 ! Cisco Secure Firewall
310074200 7 B Wi 1K) Cisco FXOS HbEflEpRErT) i S gud 7.

%TF ASA 5500-X A1 ISA 3000, 1[4 {Cisco Secure Firewall ASA F1 Secure Firewall Threat Defense
FHTRAZ IR o

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****xkkxx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

(Firepower Ml Cisco Secure Firewallfifi {1 21 5 ) fi Jj CLIERE R & 3 1 LW FXOS, i#&4 3 CLL

weegE I


management-center-device-config-77_chapter8.pdf#nameddest=unique_24
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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connect ftd

Example:

firepower# connect ftd
>

WWER N, RESPOREER WAL (EULARL, WRAEH SSH iE#:, &4t
INIE T admin 0. ARG, RGUK TR CLI & & A,

Note

BRARVE BRI S, BNEEEE CLI 2225 m S (B, Wi fmrdrmg) o HiE, LIRS EAE CLI
"4 H configure network iy 2 5 T A IX B B . TE S BT A S

BRI AT AN O 2 SRS 5 . B2 2 i NI, %44 Enter 4,

Note

R e s 42 O b AT B U ), WAl AT Sl e D e o i, Jl ek g e A i
FH 1 7 H L sk A FH 7 B 11 DNS IR 45 258 BT FQDN, iy AEAd FH £ dis #2111 DNS li4s 4%

TS LU HEN
c REELE IPv4? FI/il 2BEEE IPV6? -2 /b—FhithhEZRA Ay ©

M NEIRIZORY IPv4 BRIAR K /st NS IR TR | Pv6e BRIA P S-S 200 I £k 42 L m AN
S A B LR TS BLAR U ), VSRR Fah. BAREORNIT R A A B 10, (R Z00 TP
Huhk, flhn L k. AR ORI S S U R DA ARk, ARk H B e )
W R W DHCP,  UJCiERC S iz L T3, UM BROAER (b 40i
data-interfaces, iEZ [ F— B L) AIRES#E 5 DHCP AR 45 2% 1) % 72 55

s I NEIRREOAY | Pv4 BRIARI 5 F/a8 3853 DHCP. RSB FHARKES IPv6? - A%
1 Bt bz g A B VA T BRSSO ), TR OGN data-interfaces. T E R AE T AR
R B, DRI T 4% PR R BEAS U ) B o i A A B LA T AR U )
NAEEH 1/1 WI%% Fik B RS 1P Hidik .

s MRIEMMBEECEN, FERINERE - WG CH T SSH &R, (HAEVIIGR SR X T 1P
Huhik, FERE W, A8 R 1P MR S5 6 B AT IR . B B AR 2 5

o ARHEIRIGE? - AN B UMEH B kB FE L. R R R R R MO 1 Cisco Secure
Firewall ¥ £55 Bil g%

s BRERFAIRAER? - @IS LEWI AR C B I B B KB AR . EWIUR S o T Uy K K 23
BRIEAEB TR S . R, LA % i B ks o S R 4 A B U ) o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...1]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.89.5.1
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: 10.89.5.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

i 2 A A B BT KBS A B P

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]




gggE |
B s cussunes

Note
R e w8 AT E L, ISR IRPAE 22 4 s fa A ) configure manager add i
3

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - &5 B k5545 # .0y (1) FQDN 1§
IP kb, iR [y kKBS B o0y ANRE EL4% -0k, 15 DONTRESOLVE J£458 5% nat_id. %1%
AT AV (B KBS FE AL 58 ) HAT V5 ) (6 TP Huhik, A BEAE PN 22 )3 7 XU )
TLS-1.3 5Kl 5 MiE . W Re a4 9 Fe 2 DONTRESOLVE, W) WAZ04G v 1 ) f¥) IP Mkt
s ENA .

o reg_key - 5 E LR — IRV S0, TN AR B K B F o BFRE T . TS
W2 B 36 NFFF. AT U TFRET (A-Z. a-z. 0-9) RAEFFH (-).

e nat_id- 155E T EIEFEME—— ME PR, BOATEEA M W B K EEE F L BREE
NAT ID %4+ 2 2] 36 NAFF 2. HUATFRFE ALY (A-Z. a-z. 0-9) FUEFARF
(5o Vb ID AHEH T HATA HoAth i gy M B B KB FH 0. NATID 5 1P shk&5&4H, H
TEAFER R A IEMI g HAER IP Hilib/NAT ID #4750 585, AR s
o FATE PSR ZAE ] NAT ID, B & nTiEm, HAELLF R L2 -

o 0 By ks R0 TP Hiliki% % DONTRESOLVE.,
o JE B KEEE B B INBEAS I, BB ¥R TV ) 1 B4 TP kb B ML .
o QXU AR E T 1P Hihik, e R BEAE H Bl e L 3R T B

o B KRB B AT 2 AN BRI,

* display_name - {{{ 1] show managers iy & #& 4t H T WoR I BEAR 10 WoR K. i R AIEKs 242
38 AR AU T AT 0 A B AR ANAC A B KA EE L, R DR A . )
AR WS, P KA LR 7k — A B A B R 4 FR

* hostname | IP_address ({1441 f] DONTRESOLVE XHEF)

* manager -timestamp

Example:

> configure manager add MC.example.com 123456

Manager successfully configured.

Example:

GRS KB BP0 T NAT W& 2 )5, 1 A ME—¥) NAT ID BLAGEN %], JfaE
DONTRESOLVE T dEEHL44, il

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Example:

MR LT NAT %442 )5, i AME— NAT ID L& 95 KR4 B0 TP #uhk sk W14, 5.
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> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

WERIEAE ] 2 A AR O 2 BEEs, IR OO A BB BT KB B O T, iEiEA
SURHIE AVIDSE = 21 Sl

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

Example:

LAUR -0y BAT 22 i) A i) s 2RI 2 e i AR i dn &, AR DCRER “ 2 i
-EMC” Brs AR AR E M2 B A 7 KO B ALy o

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5SRE8pKFEX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natid56 analytics-FMC

Manager successfully configured.

(Optional) Pic & FH T B8 U 0] (R Bcdis 2 11 o

configure networ k management-data-interface

WE, RGN B B R A M B E .

Note

S A i, AR P o o WS SSH Vs W P FRRE 11, T RE S WO, S8 06 0 T
BeRpESI G . AC SSH FEMTEANE R, 1EZ 5 F 3.

WS LD MR My & RS S S iES AL A 12 D HEA T BE, on page 4.

o n SRR F R R I AT L, D R GA A R 1 VA DHCP. i AR 4 v B I R
Fah & 1P uhk, N n] LU configure network {ipv4 | ipv6} manual iy & 37 B & e . iR
e V545 BRAR U7 1 B2 VAL T AR 7= 09, DABH ot BB e 1) A8 SR A8 e A e A 32 11 Y
KE N data-interfaces, I A K7 H 5 EE

o MK ISINE] B KR RO, B ORE R SRR OGS, LR IR E
P A RRAT TP Hodik . M OCHRASER tH. DNS JIk 45 25 M1 DDNS JIlk %5 #% . 47k DNS JIR 55 #sic & (11
M5 E, WS N 76 B K E b rf, 50T DURY oG Bgs U 1) 422 D e B E A T s o, (H
TR T AN S BELIE B By O B b EORT R P . A I e, B
configure policy rollback fiy4 LAV & LT (135 -

o G0 SR IP Mk A AR 4K, DDNS RIHfifR By K8 B ot U 1) 5842 PR E 44 (FQDN) NI o fiR
P # DDNS 5545 8057 URL, W 2 H3hERIISK B Cisco S22 fiTAR CA MBI I 322 CA Ik
15, LM WTLASGIER T HTTPS #4211 DDNS R4 #HIE1 . SCREA] DynDNS IEf APT S
(https://help.dyn.com/remote-access-api/) [F{T-fi] DDNS Hi 55 %%

o thr A E P4 1 DNS k4548 o AT E A (84 H configurenetwork dnsserver sfir %)
WO T B DNS IR 4528 FH T8 B . %dls DNS JIR% %5 H T DDNS (4R e s) siE i 1
W 1 (1) 22 4 SRS
75 B KR E 0 b, BdEdE 1 DNS R ERAE A BCL It 10°7 5 10 B SR TP L . M8
N INE] By KOG B0 IS, AHBRCENS IR, JF H DNS IR AU INEE & BRI H
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Je, WA SR 6 BOE SN 2 OS5 DNS FUE Y, WNZNC B e A e . AT
BEBNNE S B A ILACH) DNS S 8, LU B KBS B0 A1 2.

WAL, ACHLERIAETE NN I DNS RS54, b7 KO Bt A 2 R B A DNS Ik 4545 . 4
i, T A A R I T sk, HLRE S {3 H configur enetwor k management-data-inter face
iy AT A 1, DAZIAE B KO B O p SO E BT X L (LR DNS IR 4
PME 5 FTD Bl & VLA

K EMPER B R B 5, SR DUREZ A B 1 S O A B 1 By Bl
TEAE 223 ) 3 PR FQDN K Ttk

T O I iy ST BRI BRI AEE S SR A RS, HBA T AR RS AR B A
HIEH B A E

o HARTIHRE P, %I\ configure network management-data-interface disable fir 4.

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network,
if you wish to change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcpl: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network,
if you wish to change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

UB 8 (Optional) PR HILERE 2 /0 4% b I ik B0 42 1005 1) B A%
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configure networ k management-data-interface client ip_address netmask

BOAHOLT, SRVEFTA 4%

What to do next
KV AR Bl K L,

BcEEMEO

IR AFEN TEHRGE WSO . BB &S AEEE 0, HlW, Firepower4100/9300
F Cisco Secure Firewall 4200, W) nJ LAY SLF0 & )8 F & 10,
FrIEZ Bl

BUF AR S O, SR T B P s R0 BF I FE O 626 (Cisco Secure Firewall
Management Center & FLIEH)

JE ISR AN B A D AR
configure networ k management-inter face enable management1

configur e networ k management-inter face disable-management-channel management1

fasa] LLIEFEAL ] configure networ k management-inter face disable-events-channel fiy4-4% F 3= 5 B 2
PSR ARSI, Bl a 2l S0 Jm i DUAGR S, iz e, IR
] T TS, B ol A PR LU IR S

T TR I A A 11 F) A A B
IR

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

P AL T TP Huhl .
AR O] LS B QAL ARG, Wa] DAL R— Mg,
a) MC'E IPv4 bl

configure network ipv4 manual ip_address netmask gateway _ip management1

weegE I
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R, a2 gateway ip H oM & AIEEERA S B, R, B8NV iZET A E145 ) management(
ORI EAS AR D QU PR A b W RIS A B USR] R 2% LA ]
SR, AT A AT B A i A

il

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.

Network settings changed.

>

b) FECL'E IPv6 Hidik:
* JIRA A BB
configure network ipv6 router management1

Al

> configure network ipv6 router managementl
Setting IPv6 network configuration.
Network settings changed.

>

* THIRCE:
configure network ipv6 manual ip6_addressip6_prefix_|length management1

-

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

PR3 WIR P KB B O T R 4 B, PR DGR DR i s g s A0, P R AR

B 1 5 ERIA RS UL -

configure network static-routes {ipv4 | ipv6}add managementl destination_ip netmask_or_prefix
gateway _ip

ST BN B, E A A 244848 configure network ipv4 BY ipv6 A, HBEFE B ERIA
P& O TP HuhE GEZSBDE P 2, 525 1) .

-

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211
Configuration updated successfully
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POREEAS B, i show network-static-routes (A E BRI ) -

> show network-static-routes

——————————————— [ IPv4 Static Routes ]---------------

Interface : managementl
Destination :192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[***]

I 917 e A B s YRR M e

XTIEEEN@
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Firewall Management Center Q_ search pepy Q@ ® @ ‘ Sumame .,

Devices / Device Management

Migrate | Deployment History

~
Home View By: [ Group ¥ ] [ Q. Search Device ]
n Al @Error ® Warning Offline @ Normal Deployment @ Upgrade @®Snort 3
s [€:)] (0) (0) 0) (8) Pending (8) (0) (8)
Collapse All Download Device List Report
Wl
Analysis
Access
o D Name Model Ver... Chassis Licenses Control Auto RollBack
Palicy
Policies
D ~ Ungrouped (8)
=
Devices @ 1010-2 Snort 3 Firepower 77 N/A Essentials, IPS .
D 10.89.5.18 - Routed 1010 Threat... 0 V (2 more...) 8 wixauto. o
° X )
@ 1010-3 Snort 3 Firepower 770 NJA Essentials, IPS e .
Objects &) 10.89.517 - Routed 1010 Threat... i (2 more...) WECALIC: o
@ 1120-3 Snort 3 Firepower 770 N/A Essentials, IPS .
& O 1089.516 - Routed 120 Threat.. 70 N 2 more..) ® wiauto.. o
Integration
@ 1210-1 Snort 3 Firewall 760  N/A Essentials, IPS e .
O 10.89.5.40 - Routed 1210CE... - . (3 more...) WhCautos .
192.168.0.202 Snort 3 Firewall Essentials, IPS .
Q e 770 N/A 0 wix_auto... o
192.168.0.202 - Routed Threat... (3 more..)
192168.0.203 Snort 3 Firewall Essentials, IPS .
o e 770 NIA ® wiauto... o
192.168.0.203 - Routed Threat... (3 more...)
- Firewall 3110 Essentials, IPS R
D @ 3110-1 Snort 3 770 Manage O vissiiton. o
10.89.5.41 - Routed Threat... (3 more...)
- Firewall 3110 E tials, IPS
D @ 3110-2 Snort 3 irew 770 Manage ssentials, O i o
10.89.5.42 - Routed Threat... (3 more...)

* BEFHN (View By) - #I4L . VFRE. B, ROASE D7 ) 22 0 S ms A B4 o

* WEF TS (Device State) - IIPIRE GHIR. EET) AR BS. B AIPRESHIFESE R T
EMIBE . 1T PN IR X IV IR (1 8 % 2

¥ Zi& % (Search Device) - & & &4 EHLA T IP HuhE R % %

AN (Add) - 8 0 2% R LA mT A HLA A
[ 10: Fnse g

R

Device

Device (Wizard)

T

Cluster
Chassis
— High Availability i

Group
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 H - bR RS THEY .
. AR
cEBS
* RRAK

* ¥#8 (Chassis) - W32 Fp s, &8 (Manage) LI Rl LA & 2135 . %) T Firepower
4100/9300, ZEEMSAE XA 5) Cisco Secure Firewall HLFHE HL 2%

-« VEATE
* i lalEHI SR EE (Access Control Policy) - stk i 47 il S e 471 v (1) o2 LA AT 63 8 3 e 45 1)
A

* B31ELR (Auto-Rollback) - /R TE RS 3B HUER P W, ACE M A3 PRSI (49)
WAREEEH (9) o HS g SR E
* YR (Edit) - X TR, (T 4B () Blbrdnii ik & E .
Ay L S e 24 A FRE TP skl .
* B% (More) - X TR %, Al B () Bbs AT SEAh#AE
B 11: EL3EH

Unregister

Packet Tracer

Packet Capture

Revert Upgrade

Health Monitor

Convert to Multi-instance

Troubleshoot Files

Generate Template from Device

* BUGHIEM-BOUHEN

* WIRELIRERET (Packet Tracer) - Pl Kl (L ERER S DU, LMD AR R B A iE A R
SR A I SRS P

* iR BL4HIK (Packet Capture) - 3T 2 K iR v, ] DAAE I &R REUAE AL B
LI PRI AR

* RE 74k (Revert Upgrade) - 1 = LT Bt TH ML B S 2. IeiRAE 2 B R
BUTFILRT A .

« BT UEIEEE (Health Monitor) - S 2 5 A& IS AT IR 42 UL T
« 353855 % 5245 (Convert to Multi-instance) - X T-S2 RS, B LAG Sk 22 Sz 2
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* BIEEHERR ST (Troubleshooting Files) - Az it bsHERR SO, 448 ] LA L i e 5 AR R 45 o
WAL,

« MR &4 B EIR (Generate Template from Device) - M T M8 4% A5 0T B3 AR . 37
AR I B 5 A SRR () T B AR TR o 880 DA U 35 FI HA 13248 25 OB 1 e & i . {3
A, IR HA BEE& A AR, BAHCRE AS G & M S i B i

eI Az
B K 554 PR AL SRV % 2, TR LAE % 6 W48 A SR SRS RN 22 3 . 488 m] DA AN
TEH PR TE.
0 G A X R R A N B AN, W RGPS AR ERZA T . BB &= a]
FE, WS &SNS R ZAF .
E 2 IS PR S R .
T

TR EFRE > WEEE.
W2 R (Add) FHes, g (Add Group).
BRI A, 1 s BRI AL HREE (2).

$IE 3 i\ Name.

P4 {ER A& (Available Devices) N, WEH—HHE G ERMBIR LA B L. sl FEIREH Ctl
5 Shift 2 &4

P AR (Add) BTk RS RS TE R AL

SE6 B, TR MBI, 3 S N R 1 ¥ 4 53 1 R (D).

W1 LULEE (OK) BAA 4.

o) E 32 H0 A

B KA B R St M E M i

EMERATE

A P A I K A B O M B 26 D A TG 25 PP i PR I 3 RS I8 45



| weee
mmEEamnes - 2inE ]

EREMBRARNRE - BAEE

FEFHUERE Y, AERIVE A S PIRBEABC B, WS IN a6 21 Bl e B (K — A 20 A e s AR,
TS DA 3 DI I B - B AR, 5 36 U0, WRATHRl Bk e st DLSEBLmy T P, A0
DAL BERER s WS WA Inm rT ERT . AR, TS IR S AR E T .

38 AT LS FBERE S I H 2 AT IR K S e B O BRI e 26, I HLAG Ay B DCRE A 3 7 K s 7 L
oy FEE I S0 H &S A Hr H (1

QA By ks B ey my el PR, O OO RIS I BIGE sl B K BEE B0 . MR 3 By ks
B B AORE E BhiE M R A A

T2 B
SR B B L. S
© TN IR 55 13 0
©CGEM T SN D)
o B KL oA A B PR A. AT RS TR T, ARV TTIE S,
SH R B B, LBV RN
SN T M TPv4 B IR IPVG, WL AU R %

UK

TE1 EHFRE > REEIE,
FIB2 MR NP, %,
$IE3 LT EMES (Registration Key), A5 AdT—4 (Next).
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B snipsarmes - BARE

B 1298 &iE A E
Add Device (Wizard)

o Device registration method

Registration Key Serial Number
Register device using registration key

PB4 EZHIMEEY, W hR P LS (Domain) , 25 St T—3 (Next).
13: 15

Cancel

Add Device(s)

@ Device registration method

‘ Device registration method Registration Key
e Domain

Domain *

[GIobaI/Pubs ® v ]

Previous

Cancel

B osses
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PBS i EEESE HOEEEE, B S EREESE Ml 2B KB E B RO R %
AN HTRE AN R 2 A S, RICAE IR PP 0 N A ORI P
B 14 BP0 AE

Add Device (Wizard) ®

@ Device registration method
Device registration method Registration Key

e Management Center Role

@ Primary manager O Analytics-only manager (with Security Cloud Control)

You are using this management center for all policy configuration, logging, analytics, and upgrading.

Frevions m

Cancel

FE6 X TR ERE, i (Basc) .

I weegE I



B s=ramearmes - 24mE

B 15 G R R EE

Add Device (Wizard)

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager

o Initial device configuration
Choose initial device configuration method
@ Basic O Device template

Apply basic configuration, including the access control policy.
Access Control Policy *

wfx_automatio... ® v +
Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO -10 Gbps v ]

Carrier

Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

XA, RO EREAEIREEE, KOV RE H e niwh g,

a) IEFEAIUA T B)E I SR LAAEVE W I 0 2 e, BN SR .
b) LN BB % (10 & REVFRI VR T

"

ot

B

Z |

frevious m

FERINY A G, aT LU B S (System) > ¥ ATE (Licenses) > & BE1F AT E (Smart Licenses) BT,

fuFE Secure Client ZEFEV ] VPN 14 A]E K S HUES .

{5} T Firewall Threat Defense Virtual , BIE LR ERER . kFY
PR TR . EEFHAN /T, BRI &K FTDvS0,

o) M F—% (Next).

TR HERFFMESR.

I R AR AT IE AR DL S
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[ 16: R &FAIER

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager
@ Initial device configuration

Access control policy wfx_automationPolicy123

o Device details
Host Display name *
[ 10.89.5.41 ] [ 3110-1 ]
Registration key * Device group
[ e ] [Se\ect... v ]

Unique NAT ID

[ 31101 ]

Note: Either Host or NAT ID is required.

Previous

Cancel Add Device

a) XFEM, WATRINE AR P Hhksk T4 . R ARRIE & &R P bt (B, e T
NAT J5) , EKIETFBE .

WSROk I BB 2, W% BT AR T 5 A5 T U 19 1) B ks # ey TP bk sk =144
PLE NAT ID. 1505, WS NAT 315, 55 7 1,

b) X T-RREFR (Display name), %t \EAE B KA L o BRI B FR . e e B ek
R

o) X T EMER (Registration Key), Hii ANEAEWILARCE AR R R 380 . EM 92 —A~— Ik
PERIL B MR 23T TR, AR RECTY (A-Zy a-z. 0-9) FETSF (). AHRE
B 5 VA% (R 2 EH 2 M — 1)

d) (k) &R NENEEAE

e) X TME— NAT ID, i AWILGEECE T [F— ID.

Me— NAT ID FRE BB FEIME (0 RPE TR, T LRI BRI A8 LA 1544
e M SRR ATV P ML R B, RS A (Host) TR . W
B BNEHOR ERTE N, (IRAIEDUALRE NAT ID, e fE SE0ehig F 27
10, EGERATE PR TP BHL G A, IDREZITA T, BT HET (A-Zs a2z, 0-9)
FIEFAF (e I 1D RAEF TAS FEATICA B A NS B BT B

weegE I
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B =rmsarmes gain

f) LrhEimEHEE (Transfer Packets) HLLHE, DUEXT TR ARFME, Bk Sl kimm) Brk
B B BT R A

YT RN NZ A, B o S R ANl S (0 28 0 A 31 B KBS B rp sy TR 2
WUREEH IR I, W H 25 ) B KR B0 REEAE S, A S RIEEEE .
-'IJJ;E§8 ){—IT\I:J_:IIJ\J]HTX%

7 K i A P PR R G AR P 23 BHOR IR B A (R B PSR . W RS, AR N 2
IR WARIEM R, BB R WERIE R . WERR AN R, Tk A LU I

* Ping - Vj 0] ¥ #& CLI, RJ5EH LA T fir4 ping B7 KB B rb0 1P Hidik
ping system ip_address
s ping AR, AFH] show network iy &40 25 I 45 5 o W T 220 ik 2% 1P bbb, i

configure network {ipv4|ipv6} manual 7% .

« VEMFEAEH . NAT ID A B7 KRS R CMP Huhik - A G P N 0 2% A A IR) (4 T 25 H A NAT
ID Canfg D .« A LALE B4 EAd ] configure manager add fir 4 ¥ & I 47181 NAT ID.

HRE L MBEHERR (S B, 1EZ W https://cisco.com/go/fime-reg-error.

EREMZH R INE &% FIER
SRR DA RS N £, ) B KBS B rb ot VE e 4%, I T 48 R C I 1 L e 45 o

FHIa Z Bl

PR B I AT B i PR A SR o TN AN LA 0 DT i (R AT R 2380 G 8 i
IR AR B AR EAT TR A

B OIS ZR, DU ORAEBE % B NI REAR 2 i 1 i AR R IR T AT TG
BRI P o
s KrERRAS . BT SRR
s KA R YR .
o R AR AN o (R A Ak
o BT AL (AR
R A IFAT RO ABGR AT 5 IEAE AT

)

AR WUREERIIRS d B R DA BB, T ORIC B BT B A B RS B . AR
V5 ) h L o B0 2 10 A B J B 8L 5 T AR o
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TR EFRE > REEE.

T2 R PR, EFiRE (B8 .

$E3 AHEMEA (Registration Key), 2R siidi T—% (Next).
17 &1 M7 %

Add Device (Wizard) ®

o Device registration method

Registration Key Serial Nun
Register device using registration key

Cancel

BB A4 AW, W yIR S EPE (Domain) , A5 midi T—2 (Next).

| weegE I
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IZI

18- 13

Add Device(s)

@ Device registration method

‘ Device registration method Registration Key

e Domain

Domain *

[Global/Pubs ® v ]

FIS £ VAR EEET, IENE.

Previous m

Cancel



| weee

b e U |

B 19: e R R EE

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager

e Initial device configuration

Choose initial device configuration method
(O Basic @ Device template

Preconfigure settings using a template. A template is applied on a device after registration only if the device model and version support template
application. If not, the template is not applied, and the initial deployment is skipped. For more information, see the Online Help.

Device template *

[1010—temp\ate ® v ] @ Device models supported for the selected template

© Firepower 1010 Threat Defense
Access control policy : wfx_automationPolicy123

e This template requires devices to be managed using the Management interface. Ensure that the device’s connection to Management Center
is from the Management interface.

Transfer packet data as well as event data to the management center for inspection.

Previous m

Cancel

a)

Fiig & &R (Devicetemplate).

b) MI&EIE (Devicetemplate) FHuaEH, AR .

©)

(M) SR MEIR B4R (Transfer packet data) SIEHE, LUEXT TR AR HEF, B&H
Hen AL m 2 B ke B G TR A

PR NZHAE, Bt SR SR SR A 2F 1 (0 A R A 21 Bl Kl iy B rpoOs AT R A
URAE I I, U R e ) B KA B R JORSHHE R, A R

d) HiETF—% (Next).

FER6 HEIRFIFMER

weegE I
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[ 20: R &FARIER

Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key
@ Domain

‘ Domain Global/Pubs
@ Initial device configuration

‘ Device template inside-outside-dmz

o Device details
Host Display name *
[ 10.89.5.6 ] [ 1120-1 ]
Registration key * Device group
[ cees ] [Se\ec( v ]
Unique NAT ID

[ 11201 ]

Note: Either Host or NAT ID is required.

Variables @
Variables Value
$outside_ip [ 209.165.200.228/27 ] (IPv4 Network; Example: 209.165.200.224/27)

Previous

Cancel Add Device

b)

SHFEM, SNSRI AN IP Hihk sk T . A RO WA 1 TP Huhk (B, e T
NAT J5) , EKIETFBE .

R LB A, IR & BT LA IC & T AL S v U5 ) (1) B K RS B O TP Mk sl B ML 44
PAM NAT ID. f5RFE4E R, HSRNAT 5, 557 7.

¥R~ AFR (Display name), Hii AN EAE By K A0 P BRI & AR 2 a8 ek
%A

X T EMES (Registration Key), HAGEVIAR B PR RIE M 341 BSR4k
PRI IL ] . SHIR 23T, BRI (A-Z, a-z. 0-9) AEFRF (). AHE
B 65 A TR AU S35 I A I — 1)

(A[i%) B &R I Rg &R

W RGN B R £ 48 € NAT ID, & ME— NAT ID Hi AAHH[H ) NAT ID.

Me— NAT ID FRE IR B ME— [ — M PR e, G n] DU AA WS I B W 4 LR B 1% 74
o YumARTRE VT ) ) IP Mkl LA I (B, dn R EH (Host) FECH =) , WIF
BIHE, BAREHAR FETTIER, (HRAE AL E NAT ID, KA EER L0 T 2T
]
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PR

risrs (2umae [l

K, BIASERS JaiE i ) 1P Uik o bt ID e 2374745, ORI (A-Z o a-2z. 0-9)
FETFHF (-)o Wb 1D ANBEA TRAF A Fo A BE 575 M 2 BT Iy BE ALy

f) LT EMEHEE (Transfer Packets) &iEHE, LMEXS TR AR, Bk Son et f s Bk
B P L BT
TR NZFAE, Bt 2R SR SR AR I A R AR 21 Bl KO B rpot AT R A
U SRAR I T, U R ) B KA AR JORSHEE R, AR R HE .

g) MANZERNMEIREZNIH.

TR & (Add Device) LLR S E M o 0] B KA B ALy ODVE N e i, 2R G0RE N TR
[T

FHS7a% (FHEMIFED

ERFISRINRE

M A EC, AT DR A S R R A M B B KB B L, MR AE B AT AR AT 4G
o
(EHEMipE) —BEARE

M ARG, AT DU S SR B A B B K B G, T e AR B EAT AT dn s
B BB EG 5 RSN e ] RSB D Re .

F SRR (8 P R A B SRS BN I3 B KBS A B Lo AR FBEOAS IN— A e A e, 1
S SIS RSN B (MR - BER R .

AUAECE

T AR, RESTE L RO ER, ARE AR EBCE, BWns i 2 s
Ao TR, W WIAARIK) DHCP k5545 U ) 42 i SR sl 2 A DX A FOAl v B R IC

o LLKM 1/1— “4hE8”7 , TP Huhik>k H DHCP. IPv6 AL E
o DK 172 (X 1010/ 1210/ 1220, 25 VLANL #:H) - “N#” , 192.168.95.1/24

o BRINBRH - 3 A EEE O Y DHCP 3REL

E2 5
AN A LIRS BB,

A AN R D AT BEER UT R I, E S BOAER] DHCP. 785 el PR, 7 208 1P bk
SO AL . 15 2P s TP ke s, AT ASON A B s AE vl R B B SO
DHCP,

FHARAC AAELL R IBAT 7.2 1 7.4 S R AR IO S B2 508 A6 7.2.4 ZRTIIARA, B KGR
B2 SRV I /A R T

* Firepower 1010

* Firepower 1100

weegE I
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B =asssmmes EEmaR) —24RE

* Cisco Secure Firewall 1200
* Firepower 2100 (753 FFIB A IRAS 1)

* Cisco Secure Firewall 3100

Fia Z |l

o BAR T A CEBUHEIC & Bl Al 208 . R R e A A TR s % . TG B o] LABE ] 22 bl e,
AR TS B a5 110 5 e WS A AR NE, 1B SRR T8 (RO E) 1
M, 55 55 T,

o ERRAMREE D B BRE O, AEILAERE UG ) LK o R A AR AR AR T BT R R AR, 15 2)
[ IRy A P 1 G R B 0 )N DHCP 3R TP idik, DU AR 11 (¥ 2% H R AN I

o WERE A AL IP Hotko FQDN, s @Al A B 11, 154 b7 KBS B0y g A 3t TP
Hii/FQDN (131, @R EAENAT 25D , UMHiR& I UIREEHEER. §5H &5 (System)

og s—

> B & (Configuration) > B 85X 2719 (Manager Remote Access).

o Bt B O A B R B . A RPN VF R WS T, AR RIS,
R TCTRINIB v e, LRI A -

o WERTEM TN TPv4 (180 % I ZER LA TPv6, W2 T 1% e 4%

H AP A GBS, 3 B ks B 5 R A Rk

R
X B KR E O E R, BOE TR RR) B R E O 5B SR

a)
b)

c)
d)

EPEER > Cisco RE & -

rii BRABR% 2% (Enable Cisco Security Cloud) ¥ JT Fdt i) b ge i i, kst iRk
EoPN | JRPIR N TN v T

At RO T T A i R AR P R L SRR B BR LA A a m ik, AT B
FERE IR I —A

IR R E S, 20 (Cisco Secure Firewall Management Center £ FIFRFg ) ) “ &R
GRE” .

GRS Pk E L 5 AN S RGN P KB E L . R
il T AT HOE P I By K BE R ELy, DUMERHT F AL (FE, BATEERATE @
. MARBAEH ey, Pk O SRR TR AERA . AR LTS R
% BFRYS P ARE O RERIIN R, DLAAE R Z) B K EEE B .

ik b BB R 4E R ES (Enable Zero-Touch Provisioning) .
MidifRTF.


http://www.cisco.com/go/firepower-config
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ERFTsEmtE (Eamwan) —2rnE [

T2 FHBAIITI S
© WEREATRIEH, AT LFERRSE B RIS
o FeA S AL T e S B B T AR RS b, AR A T T A bR R L

s AR AA TR G VIR, 157 FXOS Héi A show chassisdetail . i &,  IEM 175155
iy Serial (SN). 211 PCB F%15. £ CLIH, #iA show inventory (ifi /& show
serial-number, ‘B /R PCB [F4I%5) o HER, ANEELE oS EA i NS v ok Ak
FRAIRC . A RAEH] RHEAMIC, TES P RIS CREEAAES R, 25 55 UL,

T3 EFEE > REEE.

TE4 MR TR, EREE (%) .

$EB5 LT{EAFESIS (Use Serial Number), X5 fidi F—% (Next).
B 2118 &5 Mk

o Device registration method

Registration Key Serial Number

Register device using registration key Register one or more devices using the serial number (zero-touch provisioning)

PIR6 EXWIA T, W R R T ERSE (Domain) , AR5 miidi T—3 (Next).
& 22: 15

Add Device(s) ®

@ Device registration method

‘ Device registration method Serial Number

e Domain

Domain *

[GlobaIlPubs ® v ]

Pre‘Iious m

Cancel

FIBT X TH4&& B E (Initial device configuration), fidiE A (Basic) Bkl .

weegE I
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B srsniesnise SEmER) EARE

B 23 ER & EE

Add Device (Wizard) ®

@ Device registration method
‘ Device registration method Serial Number

@ Management Center Role

‘ Management Primary manager

o Initial device configuration

Choose initial device configuration method

@ Basic O Device template

Apply basic configuration, including the access control policy.
Access Control Policy *

+

Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO -10 Gbps v ]

Carrier

Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

Brevious m

Cancel

a) IEFEAIUA T B SRmE LUAEVE W I 08 2 e, BN SR .

USR5 5 i SR AR, BRI XA AT Z AT REM A, ARRVFRT AL, A
SRR sh S G R B E A YR TSRO T BURIMI RS, T BlRe G B B B
o

b) PN BB 4% 10 & REVFRT VR AT

FERRINBES G, B LN ER S (System) > I ATIE (Licenses) > & §E14 AIIE (Smart Licenses) T [
I P VF AT IE o

¢) miiFT—% (Next).

PR 8 N HIRZFIEMIER (Device details).
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ERFTsEmtE (Eamwan) —2rnE [

24 G & HMER

Add Device o

(1) Device registration method

Device registration method Serial Number

:2“ Initial device configuration

Access control policy wfx_automationPolicy123

° Device details

Configure the public IP address or FQDN for the Management Center, except in scenarios where the Threat Defense device is publicly reachable, running a
version earlier than 7.4, and is connected to the data interface. To configure the public IP address or FQDN, go to Configuration > Manager Remote Access.

Serial number Display name

JAD25440DW1 FTD1

Device group

Select... v

Set the device password
Enter a new password if you have not previously changed the device’s default password.

New password Confirm password

Skip this field if you already changed the password on the device. If you provide a new password in this case, registration will fail.

Previous

Cancel Add Device

a) MAFIIS,

b) FINEALE By kR E L BRI R R AR

c) (AIik) EPHigE&E4H (Device Group).

d) BEREEMD.
IR MR A ARAC B B A de, WIFRE R ER . RSO SRIF N T %0, kb B
o A, TR R

MATRImIgE

7 K i A P PR R R G AR Y 2 PR IRAIE B A AR B S . SRR, AR n 2
IE L

TEANBHE O A AR BT, 224 2310 25 7824 DDNS $2406 f JF BuAT U R Ak
* PR FMC (FMC Only) J7VA{ESN S Al DDNS. 7 VA SCRE 2 F2 fulif Bl e 46
 {f LR EHLA B Zh 1P Hhlik:  serial-number.local .
o PRALF) By KB L 1) 1P Huhl/ NI WO, USRS SN LA AT b IR Y 1P k.
o IR TP Mk AEAR M (55 DHCP RHATEERT) , W2 i) B KRR B RIEIE A

weegE I
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B srpmskmmes (EEMEER) - REER

U ARAE A B 1 AT AR T, WA SZEF DDNS. B KB B b0 b ATF Vs ), DM
REMS SR B

TEAT AGREEAE HY 224 #5Hfl £ 0 DDNS 40t Ry,  th m] LURE Je s 9 K g B oty o ) DDNSS g & 5
SO HAR T ATRVEA(E R, WS WAL E SIS DNS.

WER AL MR, SRR P55 (R fdiRie) JETRE , 55 55 1T,

ERAFFISKFMEE (FEMIAR) - REEIR

M AN, T DR A SR B M B B KBS B L, TITEREAE B ERATAE T RIAG B
Fo B KB EL 5 AR e BN e m ] R AL RE .

RT U T BERRZS INBE 2%, i) B KBS AE B b VR e, A0 TTASTRR e BRI H e o

A8 R P R A e 2105 AR A ASCRE B S N 21 Bl KA B Ry . NI A T AN P ASERR, 1
SRS i RS —IEARE , 2 41 UG,

Bk
TR A SRR B2 S

DA B N A SR T A, DG il i A DHCP, Sl O il I PEANSE By
DHCP.

2 il Y AP 7.4 B RS 10753 S O P BB
* Firepower 1010
* Firepower 1100
* Cisco Secure Firewall 1200

* Firepower 2100 (£E3ZFEIIB A IRA )

* Cisco Secure Firewall 3100

FHiaZ |l

PRV % LU B B B AT 23k . b PR B AN FH TR s % o TIAC S T AR ] 2 kil 1
HARE e ISR & B2 1 7 e R B A R AR ie, &S RGOS RO 1
M, 55 55 T,

o JERAHMRIE D B BRE O, AEILAEE UG ) LR o U RAEAE T AR R T BT R R AR, 15 2)
[ IRy A P 1 G R B 0 AN DHCP 3R TP idik, DU AR 11 (¥ B H o AN IR

© WERB A B A 3E TP Hihik s FQDN, sl A A B 10, 050 B ke B oty i B 3L TP
Huht/FQDN (fin, WREAENAT ZJ5) » DMEB & T LU S BLERE . 15214 R4 (System)

oo s—

> B & (Configuration) > B85 L 219 (Manager Remote Access).

o B kg B O A B R B . AR PP VFREAUAL WS T, AR TSI,
R IR B v, BB BITE -
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o WERTEM T MEH 1Pv4 (30 % F 20K LN TPv6, LGN % 3%

o ST B A RIBORA T B0 B B B A B . S0 U A 0 5 43 2 i i 1R A A R 26X B2

Wi, JPHTRN H AR B AR BT TR
B B AZN 2, DUl DR 0 % B N PR 2 i 8 I A AR R K T AT TG
BRSRBIUR s o

s R, BT SRR

o RO AT AR BRI o 414

o R AR RV e ) i 4

o BB A AR T G IR B AR

© BB IFAT RO RIBER AT 2 A5 IEAEEAT

IR

Dn SRS RS A £ VA B e, TSI ORIGC B ORI B B & g RS
B A RVEAIE R, 12 B T L 5 122 1 B ) Bl 7 4 % P
PRAR o

TR HUA IS, R Bk B G 5 ER e R

13‘5}4‘-
T B KB B L m T IS, RO T SO B kR B L B R 4 B AR

a)
b)

¢)
d)

EPFEM > Cisco RE T -
Ml BRRRER4E = (Enable Cisco Security Cloud) $1FF 5K W gs ik i, b5 Rl %
2zl IR R AR

B R UL DT AR 77 B RE Bk o WREERAT IR 2 e m A 2w i, Ssm LA
FERE P R I —A>

HIRMAERHEANGE R, EZ0  (Cisco Secure Firewall Management Center 75 FEJRFg ) ) “ &R
GLE” —5.

LA T SAERRE Pk B L 5 RN RSB P K B AL . R
PR T EAE AR S AN B KB Ly, DU T AR . Ho2, AT EERAMM %
éi}“féﬁéﬂo WERIEAE ] 2Pl JC B s Bl SCRF IR T 3N . R AT B

oy BAES PIKERE B0 RN B, DLRAZ R Bl B K Bl

ffi ik iB A 1EMBES (Enable Zero-Touch Provisioning) .
iR,

weegE I
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B srpmskmmes (EEMEER) - REER

SW2 HIRE > REEE.
SW3 MFM TR, EHEE (B .

$E 4 SEAFYIS (Use Serial Number), #RJ5 fidi T—3 (Next).

25 & &M A E

o Device registration method

Registration Key

Register device using registration key

WS A2 WIS, W NRyFR G iEPE (Domain) ,

& 26: 131

Serial Number

Register one or more devices using the serial number (zero-touch provisioning)

WA i T —4 (Next).

Add Device(s)

@ Device registration method

‘ Device registration method ~Serial Number

e Domain

Domain *

[GIobal/Pubs ® v ]

HI6 X THEIRZBEE (Initial device configuration),

Previous m

Cancel

i &R (Device template) Hiki4l .
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B 27: ek R EE

Add Device (Wizard) ®

@ Device registration method
Device registration method Serial Number
e Initial device configuration

Choose initial device configuration method
O Basic @ Device template

Preconfigure settings using a template. A template is applied on a device after registration only if the device model and version support template
application. If not, the template is not applied, and the initial deployment is skipped. For more information, see the Online Help.

Device template *

[1010-temp|ate ® v ] @ Device models supported for the selected template

© Firepower 1010 Threat Defense
Access control policy : wfx_automationPolicy123

o This template requires devices to be managed using the Management interface. Ensure that the device’s connection to Management Center
is from the Management interface.

ALETD m

Cancel

FIBT fE FHd R, PR &R (Devicetemplate), X5 it T—4 (Next).
$IR8 FiREIEMIERE (Devicedetails) 1, AL SR BT 75 10 ¥ 4 PRI B 1 CSV XS

I weegE I
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[ 28 R &FAIER

Add Device (Wizard)

@ Device registration method

‘ Device registration method Serial Number
@ Initial device configuration

‘ Device template 1010-template

o Device details

these devices:

Variables

Network Object Overrides

<objType>:<objName> .

Filename:

CSV sample template file: ¥, SampleTemplate.csv

@ Display Name (Type: String; Example: BranchO1Firewall)
@ Serial Number (Type: String; Example: JADX345670EG)
@ Device Group (Type: String; Example: testgroup)

® Admin Password (Type: String; Example: E28@20iUrhx)

[ SampleTemplate.csv ] [ Browse ]

l @ Al entries are validated successfully.

a) FN# SampleTemplate.csv. MICfFf4

BRAR SO 7 B TEARAE S

DisplayName SerialNumber
Branch A FTD JADX345410AB
Branch B FTD JADX345670CE

o Configure the public IP address or FQDN for the Management Center, except in scenarios where the Threat Defense device is publicly
reachable, running a version earlier than 7.4, and is connected to the data interface. To configure the public IP address or FQDN, go to
Configuration > Manager Remote Access.

You can onboard multiple Threat Defense devices by uploading a properly formatted .csv file containing the following information for each of

Variables are defined in the template and mentioned in sample.csv in the format $<varName>.
® S$WANLINKIP  (Type: IPv4 Network; Example: 209.165.200.224/27)

In the template, network objects are defined to be overridden on the target devices and are mentioned in sample.csv in the format

@ Host:gateway (Type: Host; Example: IPv4-209.165.200.225, IPv6-2001:DB8::1)

AdminPassword $WANLiInkIP Host:gateway
kKoK kKKK 10.20.30.1/24 10.2.3.1
kKoK KKK 10.20.30.5/24 10.2.3.1

Cancel Add Device

FONEES WA ERI T A L ik, A1k CSV

2 CSV B

b) HERL CSV BN AFER STEE P2 FAET) CSV BB REATE LA SUIF IR AT IR IS 7.
CSV Bt AT EAR IR, CSV BT i N AHs AR A% 2 7

IR SR E (Add Device) LLAF A & o

LEANERE D _EAE R 8RB, e H & 782 DDNS $2 43 R HIT BA N #4E
o A§ 1] "fmcOnly" J5:AEAMEB G T DDNS. 5 240 S0 55 22 3 A i 1E ¥ 45
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o AT DL EHLAL s AP35 1P Huhik:  serial-number.local

o PEOER] B KREE B A 1R TP Huhk/ LA W, DB =ML A fd AT A iR A 1) TP bk,

o Qi TP Huhlk A=A Ak (5 DHCP LA BEET) , WIS ) Bl KBS B Rty kil A
SR IR 1 A S, WA SZE DDNS. Bl KBS HE bty A0 0] A TRV ], DS 4%
Refs RO B BE % .

T LAGREAE ] 2242 <470 £ DDNS $efit iy, tan] LU A Hs B KBS 2.0 o ¥ DDNS e 82 58
SONFA T ATRTEAEE, S I E 54 DNS.,

IR B EMNHRIG WS B A AR VEMHE , 5 55 0.

{0 e A BCUE 7910 ) CSV B
CSV BERSCHHI KM AUN T 2 MB. SCHE 4 S50 2 DL F 460
C MG 64 AT
© SRV 7 RECE 7 R 1, BT O R O B PRI O
- AR AT
AT B AR CSV BEBSCH R

DisplayName, SerialNumber, AdminPassword, SWANLinkIP, Host:gateway
Branch A FTD, JADX345410AB,C15c05n0rt#,10.20.30.1/24,10.2.3.1
Branch B FTD,JADX345670CE,Adminl123!,10.20.30.5/24,10.2.3.1

¥ X IERIR CSV SCHES BA N 7B

DIEFE
* DisplayName— & 48R KA R . R"fl: testl
* SerialNumber - W& MFH 5. KM F4FH, ~l: JADX345670EG
* AdminPassword - HI T B L U7 [l ()20, KA. 55, JRfl: E28@20iUrhx W M4 K
W B B A ks, A S AdminPassword. 1L U8 ST T S, I B R
2

AEFEL

* DeviceGroup - W &AL FRR, KA. FRFH, Rl testgroup

=
3Z

FHLL IS $varName.

felm

e
|
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A~ SLAN-Devices| Pv4Address- LAN B4 (1) IPv4 ihit . 87 FRFR . JRf: 10.2.3.4/24,

MEXTREE

{EH LA I objType:objName.

DX 2% %) % 78 25 il . Network: L AN-Devices-Networ k- LAN 3¢ £ 24 (1) TP itk . 2B 458, 7w
#l: 10.2.3.0/24

FQDN

TR SN, 2 B30)A 1 DDNS. G20 X FMC 287 DDNS & & 5 BRE AN F e, ]
DATEREAR i B 5 B . FERETE UL R, b hostaname 424 CSV (I, 454tz h
serialnumber .local .

EyIIER ]

& 0] LK Firepower 4100/9300 7 i 2 By K845 B0y o B ER PO RN LA A I HLAE MGMT #% 1 3L 5
PN RS . B R ORI N ZOsATIR DB R . X TICE, AR A Cisco Secure
Firewall ML #%% ¢ FXOS CLI.

\)

I XI T Cisco Secure Firewall 3100/4200, HUFE 2 AF 2y 22 SEIRE 1358 20 B iAs I 21 57 K858 BE A0
HS & O 2 pi . BE, WIS CLI &4k 2 S (FF CLI Ji H 22 s pi
), EEEE IR PR3, 2 53 T DMEKEHLAE S N B BE AL

UK

LB Wk e SSHIEHE: 2 HLAE FXOS CLI.

SIB2 BUE R KB E AL,
create device-manager manager _name [hosthame {hosthame|ipv4_address|ipv6_address}] [nat-id nat_id]
RAKG PR N
1A LAMAT ATy [ A\ b dr 2 JEFAEH commit-buffer BT 37 B 4252t 4 o

* hostname {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
B KBS By AR — AN (P KERE B0 SR BT Ui P Hhhtk, A R
FEPIAN LA 2 (AT 0 ) TLS-1.3 I il s . W AR By 4 45 %€ hostname,  NUIHLAT
DA Ui ) () TP Mok sk EHL4%, I H 22045 € nat-id.

* nat-id nat_id- ¥5 & L PE I ME— 10— IR PR AT R FEMENLAR I 25— 7 B Ha o vl 7 R 1 TP bk
NS, WA ELE B kRO JUE LR e e . WREATEE hostname, D215 H
HIRATREWIE AR A% B NATID, BT T EALAEIP Hitik . NAT ID NS 37 M.
HREPHFUFE TR (A-Zs a-z. 0-9) FUEFSF (-)o It ID ANREH TRATAr] Hofh 4 &3
T2 Bl7 KRG B
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* Registration Key: reg_key- RGUKFEREH AN IR — MM 25, M LAR I 22 7E Bl -k
B Ry Rewe . WM EHAE L 37 NMER . AT E T (A-Z, a2z,
0-9) FEFFHF (-).

TP

firepower# create device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]. Length: [2-36])
Registration Key: Impala67

76 B kB s urh, A FIAGE B 1P Mk sl = WA LA -
a) JEFFIRE > IRFEE, REERERM > HFE.
& 29: R InHLFE

Device (Wizard)

Cluster

High Availability

Group

[ 30: R InALAE

Add Chassis ®

o This operation is only supported on 3100, 4100,
4200 & 9300 chassis

Hostname/IP Addresst

[ 10.89.5.9 ]

Chassis name

(i )

Registration key *

Domain *

[Globallchﬂd v ]

Device Group

[Se\ect... v ]
Unique NAT IDt

[ winchester ]

T Either host or NAT ID is required. Cancel m

weegE |
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b) FE EHUIP k7Bt AN 1K 1P bk sl B LA
RIS AFE EHLA B IP ki, "TRUR L B R S, 4R EME— NAT ID.

¢) EMFERBIRTBOT, M AT B K B O BRI B K

d) FEEMER BT, S ACREHURTECE D b B s B rp O BN A (K TRy A s
MY A IR B ST LS P RO T A E AT ()

e) EZHHET, TIRHATIEGE A, WAL Bog 8.

DR R, WA 2 I Sh N B . W R AN U ) -
ARERCEMAE . — U R B TN

f) (Al HHUEZR NS R &4E.

g) WIRAENAE R Bl H] T NAT ID, 15T IFAE ME— NAT 1D B4 A IR 1) NAT ID.
NAT ID o] VL& PR P AP E 7 ()

h) it Submit.
DU S I 2is & > W& IR UM

[B) BT RY B IR el S AR

VR PP s S e (8 B ) 7 A i e B s EA T Y o BB () 7 B e B s A T TELERD I K A e
ARG () TP Mkl Y HATIX D IR,

UK

S (EIH Pk E Ly b, WIRAAE, IEBUHENTE R & TES I B KB B ey U R
%, %59 .

WERIEAT 5 By KBS B PO s SIS, IV SE A B K B bl TP ik
P2 ERR|W A CLL, #unfli ] SSH.
FR3 BCEHN BT KhaE B D

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE } regkey [nat_id]
[display_name]

* {hostname | IPv4_address | IPv6_address}-¥& & AL, [PvaRihkaIPvetthil. [ k55 HE 0

* DONTRESOLVE-UIR B K3 B rpuy Anl B4k, 1548 H DONTRESOLVE 1A A& 3414
o 1P Motk Wil fiiH DONTRESOLVE , NIFFZAIH nat_id « BRI N2 By ks
PO, IERR A IR E B TP MR nat_id; SRR T R E TP Mkl P T R
SEAH A (R ME— NAT ID.
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* regkey- it N3 M EEAE B RSB HE b0y A4 2 TSR b ] . vl DUA RS IE BN T
1 £ 37 DNFRFZIANRATA SCARTFRF R WIS, 75 SAE B KB P b Eo N (3 4 .

e nat _id-24— 5 ARHRE TP Huhikir, F B KBS BE A0y 5 B4 2 1) e A R b A R 1 - R
TR, AT 1R 37 NERF . I NAT ID @ AN AE MR A ) — k%08 . i fR NAT ID /&
ME—[F), NP EMIAT A oAl & AE ] . 3 B, 78 Bl kRS F bty B4R e A R 16
NAT ID.

* display_name - i H] show managers #ir -2 {1 T B Ib s BEES 0 BoR A4 Fk . WRIEH 22 x
P ARV AU 123 B 1) 35 Y B ge AAC I 0 28 7 K b UM TR A . 2R
AR E WS, i KA LR ik — A3 A BB R A R

* hostname | IP_address (1A il DONTRESOLVE K )

* manager -timestamp

T

> configure manager add DONTRESOLVE abcl23 efg456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

>

TR A KBRS R P KB B AL

RIS (FIERIAED T 6]

WR B A TR PS5 JEATVE N, A6 T REAR DI RL R 250 4R SEM LED 4% (A IR (5
AZEE AR, AT RE R T LAR SR T e A

« [RE: &AL CLI AT THHRBCE AT T Tl i .
REAR: VEMHEI .
fRRTTE: WS PUAE CLI HE0F A 3 FHflific , 5% 57 0T
« BE: EAE WA E A PHT TAAICE, JFEEH T i
FEAR: VENHEE .
FRIRTTVE: WHS T RAHRC N R o) WA By . 9 58 1T
c RE: RS AL i AR P H A

fER: BEFER FISH BRE <serial-number>H EAFLE B KB B rpu P ) Security Cloud
Control FH /7 £ i -

fRRTTE: WARE CHOHTEM v, B AN 2R B KEa B b0 AT B, 51
Ra ez e, 956 0.

weegE I
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QS & SR BAL T TR S TERE ) S — A B KB EE Ly, DL R A, 5 58 L
oY, 7F CLI HHF 8 A 8 FHeAiine , 25 57 i,
o [RE: FPH)55 O — L I A B 28 H AT

REAR: BORAE B K B L TR B F SIS A <serial-number> IR EEFETH—1LER
R P R,

FRRFE: WS EE W, 5 58 I B AE CLI P EH A 3 AR . 25 57 17T,

R EGE AR P2 S i R, 8T AR (8] T ol A E 8] . 25 58 1L,
ARFPH SN R AL ER, ES AP Samies (ARG —FEARE . 28 41 1.
FRPRTE N R, I AT UM RSS2

KMEFLRE R

USRS N By A A rP B B, U e A s ) T RE AR AT I S I R e . T RAAE
LAV R AT RORT,  DORERUF 5

1.

2.

1E 48| 5 5 2 https://security.cisco.com.

MR FE B2 E (Security Devices), RJGiHZRFHS .
& 31: 1255 S8 &

Security Devices

Y [Devices | Templates] [ Q  FJZ2814VTZT X]

All ASA FTD

TRV AR WoRAE AR RS Brp, W' Al BE e M B HARAL Y o AEIXFE LT, 15 S0 EE W&
, 5 58 UL, fE CLI HEHT G 8 el , 56 57 70

PR A%, ARG i M EE 4 (Check for Changes).


https://security.cisco.com
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2 MEEY

firepower_10.10.0.5.10.10.0.6

FMC FTD 10.10.0.6:443

Clear selection

Device Details v
Name firepower_10.10.0.5_10.10.0.6
Location 10.10.0.6:443
Model Cisco Secure Firewall Threat
Defense for VMware
Type FMC FTD
Software 7.6.0
Version
Managed By firepower_10.10.0.5
Unknown

SCC was unable to determine the connectivity state for
this device. Please perform Device Actions > Check
for Changes. If the problem persists, contact Cisco
TAC. (Z' Manage Devices in Secure Firewall
Management Center

Device Actions v

Z Check for Changes

< Manage Licenses

WER A ey, SRS PR, RSB ER TR = .

WER B R, WEWEE CEM B R — SRR . W& I AR R A M 2
FEES, 110 firepower 10.89.5.36 1010-1. 1 S48 BLK5 Ve &1 I B A BF B 2%, i FLAS T
Vila) Bl KBS Bt B A 4%, S DL FE e, 58 58 U Bl fE CLI " 88T A 5h 4%
PHES , 2657 1.

7 CLl pEFTE 30 TIEMIFE
BT LGNS, TR EAE M S ISR, REERIT R IR
1. AEH] SSH =il & % HEH: ) FXOS CLI,

WA A SSH, MZEHEE] CLI. ERXFENL R, 1 connect fxos. 1Al F ) & 0, )
HEEET FXO0S.

> connect fxos
firepower#

HEA IS AR

connect local-mgmt

firepower# connect local-mgmt
firepower (local-mgmt) #

3. MNERABUHEM %%

weegE I
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cloud deregister

firepower (local-mgmt) # cloud deregister
Release Image Detected RESULT=success MESSAGE=SUCCESS 10, X-Flow-Id:
2b3c9e8b-76c3-4764-91e4-c£d9828e73£9

TR ERBCE LUK R = 4%

erase configuration

firepower (local-mgmt) # erase configuration

All configurations will be erased and system will reboot. Are you sure? (yes/no):yes
Removing all the configuration. Please wait....

Configurations are cleaned up. Rebooting....

PSP Sa s CREEMMND) —REARE , %41 1T

THEMIRENR G REEESR

RGBT LGS, W RES RN TR N . FEIXPH LU T, Rn] AR B4 4 B 8% h E0fT
JA B AR .

\}

ER TSNS O, TSR CLL T EDR 3 RS, 5 57 UL,
1. 7F WA b, HidH&&E (Device), RJhmdi RGEi&E (System Settings) > Z=BRS5 (Cloud
Services).
2. W BEEM A B kS B Cisco Secure Firewall Management Center .
3. AidiEM (Register).
4. fHPHSIINGes CREAHEG —IEARRE , %6 41 1T
BEELE

W ARAETER T 1) CLL I Ay SRR DR A (K B0 2% GG E DO F il PO e 2, % AR MR (/)
FEALHI Bl B, R B BN BRUCRES . ARSI, TE S IR 2R

£ A F shiEMFIEME A
Up SRR AR C RN, 58 M 1 e 5 B R R A PV 3 9 i

1.

2.

WS TAEN S RATARCE » 28 13 Tl AT B BE AR S8 AR e A, 5 13 TT,

IR ARGAR B S WIR B EAESS, WA BRI Bt CIEM 2 A P KBS B L. S
AUSEINERE BEERE, AR5 P 1) LE A 1) BELAS FOBE M

1 B REENEECEM:

> show managers
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Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

2. WIHEM (Registration) Z R B5ER (Completed), JFE M A BEAS -

configure manager delete

3. SRJa, %ATLME A configure manager addfr CLI Ly 545

M B AOEERE SO BUE NS &
WRANA S P PR AG,  RT LUK A7 B B vt BB 30
SEPOME AR RE . SRR s el XS, 1 2 IR e B ) R
WO R 5
o« SSUIWT 7 KBRS B PO RNZ B 2 [ ) T A A
« MiIZEEIE (Device Management) T i 5 1% 45 o
o R Y 6 U SRS T A A NTP A I A S e B o R WA ], R 58 5 38 [ AR il )
HHL,
© IRFFICEAZ, DUE R ARSI
NAT HI VPN, ACL 4 5 DA 3% 1 E B DR AN

EN

BB T A ) s A [ PR 7 X i A B o 25 3 S0NE AR, DRI A6 A 1% i 5 L E AR PR

e

FEMGHTE N B2 2 1, 3 55 46 3 HH G B QU R AR, DA/ S B0 26 I vy AR I 46 2
BHORO, B o WEREES CORAEANC B oA, I 25 H o e B A B

ORI I S A ORI E . AR TR i i B, BT EUC AR E, RIaA e
U et I
FiaZ |l
TN B R R CUE SRR L HOF AN 2 B KB B0y AT EU R R
c FHRFIE. WS ARGTE.
o QU] T B IR .

I weegE I
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UK

TR G E > REEE.
SRR 2 BRI B 5 U sl B E (), RJa s BUHIEM (Unregister).
33: BUHIE M

Unregister

&
Packet Tracer
Packet Capture
Revert Upgrade
Health Monitor

Troubleshoot Files

Generate Template from Device

SR 3 NS RO B
SR A AT DL SO B s

o KRR FHE MR B A B G - AR HEVE W P NAT ID, 35 2 B s 917k
o 5530 U WPRAETR EECE EA], WA DUEOHT R AT B B AR . WS B
LR 3 54 0.

o VEMERHT R Bl KB B ARy - R A BE O, 5 54 0T
o HHCH BB ILE - I B BRI L R deA s B L 5 70 UL

o WM BRAE BRES I ANFR B BRAS - TR B B2 O 00 RO B BE: Cofs PLas A
X)), {5 CLI H1ilif] configure manager delete 4.

XA EFBINEE
B ARG R I, AR R a4 T BRI e S8 R g™ Bk . iEi04E, B9
LR —HAE G GIB1T, Pisiak o A YR AN BE 1 5 2% A 5 K % o
1EZ 0 DL R LLIER S e E S RS

\}

AR EPREBS)E, BOTRES A RUCEIUI R BUER . RS OLT, AR A R
e ss < A2 . R AN EWOER, JFNAE 15 208h W




| weee

Taingiessx |

UK

TR EFRE > WEEE.
S 2 EEEFHBINREFL, Al g (2).
I3 il #& (Device).
0 LN &
a) il ERiRE (&)
b) BRI, A B A
SIS FOCHI
a) TERL (System) o b KAEE (D).
b) HILERIRIS, BIAE S EOR AR .
o) WIS KRGS T B G R, TN KB SCHIN R RS R . KA FR:

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

MR GER, EEMNRL 3 28 LU R G 2 M.
¥ ISA 3000, 5% KM)E, RS LED KR K. £/05FF 10 7, AR5 AW eI

TEHIREEREIIFR

T LU N AT B AR

FiaZ |l
BPATUA MRS, A0S EH A .

UK
TR G E > REEE.

F$IE2 il THIRETIRIRE Bid.
B3 LU N4 CSV 5 PDF k&1 &4 . P TH CSV ol T & PDF UL M &l o
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% )
Cisco Secure MRS [ F AL AEUSFF I E M IH BAER S0H M. JER S, I BRI ITAT %
AN VG AR A2 H b ol H
I P HF ARSI A H bR B, AXRTRAME R, SIS T i i, 28 62

.
XEEITIERAIRE
R &

* Cisco Firepower 1120
* Cisco Firepower 1140
* Cisco Firepower 1150
* Cisco Firepower 2110
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* NIRERILE
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PR 1)
IR PAITRE LU A
« 34 5 [A] VPN SRHE

* CIRABEPIT IR .
« TG, REVT R VPN (54 SR AN E T
« X F HA %4

© Hbrdt & AREEMOL B &ITE ) HA B4

BN R 1 & e R
RIPERS I, B LB LE T B 2 AT LA T A

o L TP HuUhEos AISBE 5 R A2 H bR e f o WERIEBEZ AL TI2APIRAS, 3 o H AR a5 4% 1 1Y
IP Hitik.

o B ARAE G S ) TP Hudikok BT NAT SR .
o WRAEITAS J5 K e D R BB BRI, TG D
o E HArvess LEFE NSRS (W)
o (k) Al B4R B E A Firepower 1100 1 2100 fic & SNMP.
o CAE) PO B R 23 S A L

T SRR H A % BT I e L A RS U R, IAEIEAS S, BRSO ALK 25 2k
SO H AR & R BRER VT ML E . A OSVEZI{E B, 162 [ Cisco Secure Firewall Management
Center B2 ML i H m SIBCHLAS B R0 A7 RS U il e AN 537 SEOCh “Hdls 7 B

* WIFRCE G AUE] VPN, SEBEAT AN B . XS E A NIRRT .
CAEHBZ AN, 5 ABE > SRME , A5l L (D) KR

Ekﬁ%ﬁwh%¢wﬁﬁﬁﬁﬁ%%<ﬁ%ﬂhﬁ%>£ﬁ%ﬁ>“h%) ERE, Pk
Fe BT IR DLIRME 23 BA H AR B & IS AT IROU AN o 38T LI e 45 e B 0T (s AT AR DL SRS o

TH G, T BRI B AT G UUID ANF], B i OGRIROT RE BN BoR TR IRtk 4%
RAICRMAET R L. ST, BERIRI RN AR s AT,

T
O

?a?ﬁ&?lﬂ%ﬂa%
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Mg EESEYIIRE BHAIEEEF LD

UK

P

IR 2

SIE3

$IE4

N B LAY DI A O K B O I,  BRE R CORVE BESR UT I B E AN, T A
WerRB o WERE, A OREIABBCEBCE, By R P S o 22 42

D2 By ke B s, B VA R vea i HAS L B

FHia Z |l

TR K B CECE v e P, AT e R RS (WAL ATRED B) configure
high-availability disable #ir4- s o] FHPERCE . BRALE DO R, NI 32 v % rh i sy o]

15 BERAE B AR, AR RECPHAE PGS T BBO VM R 6
(MTRE 25) MoE e BERL L.
eI e 2 R R OO, R T S A a1 L s ) B A . WK v i PR R
M R, AT ) o B
o PR BRER U7 1) (R B 4 1 - A B LA 200 I SR W B A B 4 e BRI B0, A B LU
DHCP #4 1P ik FI R OG . U SR %A M DHCP #EHC S  OC (o, S B R ez e 3 31 1Y
2, WM ISR BOA B 1, IF R H AT AETRCE . R DHCP #0508 1 K 5%,
DU A P A TP MR IRC B AR 11, PR S B O et
o T BLAR T ) AR B 1) - AR ML B A 1P ik, AT OR SR BRI WG B E Y
Ko MAGEEHEE . RG] DHCP, WICHATAEATRCE, AT$e2 & 22l ) DHCP 3k
UK o

1 K (Device) > RFIRE (System Settings) > &E &I (Central Management), R )5 s dksE
(Proceed) DLUBCE 7 KA BErbCy A5 2L
fil & B IR A L/SCC B R -
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[ 34: €320 0L/SCCIEMIER

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
— N —
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

[ ©®

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup £

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) XM TRAMEEIEHO/SCC EMZE IPHuE? , an e al LUE ] 1P bk sk W44 Ui i) B kB
BHRL, EAGR, R BB B 2 B AT NAT 2 )5 8 A 36 1P #ihikek 3
W4, EaEE.

REEE
|
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b)

IR DA — A% P kB PR A0y B W &) BA Ui 1P sk, A REAE AN 2 1)
AT W A TLS-1.3 N (il (5 181 .

R R R, W ANEIEF/SCC M ZER IP bk,

15 E B L/SCC i EMEZSR.

DL PSS IR BRI — R 8, I BRI AR B kRS F RO BERE T . EMEE
ik 2 3 36 NFERF . AU F T (A-Z. a-2z. 0-9) FIEFFR (). M ID /[T
$ 2 G WA EM R B KBS,

$55E NAT ID.

I ID & B IEFERIME——IRPE AT 8, AT EAE Pl KBS H L 8 E . NAT ID L2+
2 3 36 NERFZ . M PR TFRETY (A-Z. a-z. 0-9) FETFR (-). M ID AR
TEATAT Fo A B v W 3 B KBS FE bt . NAT ID 5 IP Hihib 45 &6 1, THiFgE it 5k
HIEM I %ess SUELEN TP #iulil/NAT ID 347 S RE G, A Siad s, BT U
ZAFH NAT ID, BAE & Tk, (HELCL FIE6L R Z4d ] -

o SR B KB B TP Huhik e DONTRESOLVE.
o fE BB G EASINB AR I, SEBCA R TTV A BEA TP ik sk EALA
o BRAEXC AR T 1P dhhk, B AT B AT R R

* BB R A 2 ANV EE

TS NEERERE.

a)

b)

¢)

$85E FTD EH%&.
T SR A A T B A TS TR Al /SCC i a3 O Vi), I FQDN ¥ Tk .

FiE DNS AR5 284H.
TEFIAE At — N Hrdl. BRIk DNS 4144 4 CiscoUmbrellaDNSServer Group, JLrfifufi
OpenDNS J 5545 o
T SRS TR TR /SCC i )48 Dk B2 11, Wb B 2 W E E0 8 4% 1 DNS IR &5 2% . #4d FH)
2 1) G T P DNS RS 28 T & . B0 DNS JIR%s 28 T DDNS (W O &) 6§
T T O 2 Ao . BT Re s B T2 BEAOAH [R) DNS IRE5282H, R4 45 BRI B Ha ot it
FRAW L AR 1 358 DNS RS 2% .
1E Bk BEaE e b, R0 DNS RS SIS I G R B IR E .. Yok
FR IR G KBS AN, AR B, I H DNS RS 88 AN IS ET 6 WOE g . =
e, WERFS KT 6 WOE SRS Be e 00 5 DNS FC & 1) Ws%, WHZHEC EoK 7 o A e s . Fefl
WEEECE S B B VTR DNS “FEBE, DME B K E o f s i,
AL, DUCUMAERIGAE M R I DNS B4 2%, B KB BER O A 2 OR B AN DNS HR45 35
Sy L/ T EEAFM C ) # LR R B 1, Wk 21 & 2 DNS IR 454%
T &I /SCCiFaIiED, 1 FT AT Clic B I A .
W B A& TR B By KB BE A 5, ST DK PR AR 11 T Ok B B 1 3l ) — B 2 11
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P (nh) WURBESE TR, I HAZE AN 1, I AVE 7S InBRA R

TRER KR, ZORER AR SAEME DB . IR TN L, B aices
PR T E T Uit d . WORGERE 7 1, WA fe SRR B B K e B O 2 T T 5)
P B ER A i

IR SGIEFE T BRE L, B AT ESER M SCHC B N ME—RO%, SRJ5 A BEAE ML bR AE R ARSI .

Crlie) k£ T s, i SR NEN7S DNS (DDNS) 75%.

o5 1P Mtk & A4, DDNS FfifR Bk BEE B0 nl IR e PR 2 14 (FQDN) /) W4%. S
%> AEEE > DDNS BR & il & 5) 4 DNS.

L ARG LA IS N B B K RS B R0 2 BUC & DDNS, 32452 H 8l 4 Cisco 2 5 ATAR CA HRZ1 4
P 2 CA IINIEFS,  DME B A LAKHIE ] T HTTPS J4:4% 1) DDNS g5 8. SCRMEAT
] DynDNS iz f# API #J[) DDNS iz45#% (https://help.dyn.com/remote-access-api/).

A B 17 ) BRI, AN SZHF DDNS.

HIR 8 LdHEE (Connect). SEMPIRZS GHGHE /R DI S B KB PO 24 RPN AS . 7ERTEEIEH(L/SCC
EMEE ARG, B GBS, RN kB .
W RO DI E B KBS B Ry, 3 AT BGEEM. A0, I RTEEIEGO/SCC EMRE S
2RI WA B BEAE AR 1 . WO IR, iz R, I RIS R B
BN A SR .

IR/ RFE IR L/SCCIEMRE D TG RFFER D) BB Ay, R H 3 5EEHL/SCC
JRYBERRAEHE . EASWIT S B i BAS 10388

N
g
~

35: IR

Registration Status

<

~Arace ¥ gl R
Successful Connec

Management Cent

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

g
|
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M BFASEERE RO 1R E] g R EEES
T A 2 MO 35 25 o5 BB S A D A0 B R

$ 0T LU KBS B A O D) R0 W S RS, T R A . AR B KBS A B O ) e 21 152
HEHAS AT, EHIAR S E IS WA BT AR E B, WUREM RS VIR by kiR
P, TES BN B B VIR B P KBRS R, 56 66 UL,

A

AR VIR B A SRR ICE, R ARSKERBOARCE . (HE, L IP Mkl A LA R B
AAZ,

UK

LB LE Pk s b, i (Devices) > & &£ E 12 (Device Management) B I HH 3 97 K 1

PR 2 i H] SSH sl il &5 i FOERES] CLL. WA SSH, 4Ty B 1P sk (103EH:, JfF M admin
M4 CaCEATE B OBUR AT AR ) &5k CLI.

PG 3k TTER A K FXOS CLI. 4] connect ftd £y 4% #:%] CLI. SSH & H#:5%8:%] CLL
IR T BB P M, SERAT AR R

o TR ORAE FIAD) B 1] T B 1 HE I8 AT R R 2%

o BER T E A T R TP M hERT G . 48 configure network ipv4/ipv6 manual fiv4>

HIB3 KA AT T fE P 2 R

show manager s

T

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bflée-1lec-a737-baa2f76ef602
Registration : Completed

P4 ML S, BEATCRE B AR
configure manager delete uuid
%%E%Mﬁ%“ﬁ%ﬁﬁﬂ%ﬁom%iXT%ﬁﬁﬁ%,W%%ﬁ%ﬁMﬁ(&WﬁUmm
Z:[%] show managers #r4) o FAMIEREEANE A5 H .
il

> configure manager delete
Deleting task list
Manager successfully deleted.
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Cisco Secure Firewall 3100/4200_t (5 #vifk SSD .

>
> show managers
No managers configured.

PERS NOE A F

configure manager local
AR, #RT LU T Web iU 2845 https://management-|P-address 7 & 1 JT A H 57 P 2% .

T

> configure manager local
Deleting task list

> show managers
Managed locally.

Cisco Secure Firewall 3100/4200_1 g4 #4135k SSD

WREA WA SSD, EAISAEE SN LR RAID, B k&% JHshis, 0] DAAE CLI L3 AT LA R T4

o Pl L —/> SSD - W2k SSD Lk ke, fnI LI . W, WARERA > SSD, U
TCVEAE B KA TT 3 R SO o

* JHER—A SSD - WA SSD, AT LI ER—A .
o INEE AN SSD - W R4 —A SSD, 1] LAV INEE =/~ SSD I/ 1k RAID.

IR WETEARMEH IR T A RAID R SSD L MR BB, W hes 880 T2k

P WERILH—4> SSD.
a) M RAID i SSD.

configureraid remove-securelocal-disk {12}

remove-secure X8 78 M RAID il SSD, 25 BNt thae, 0t SSD AT 26 4 #5%
S Aas HAE RAID HIBR SSD JFARFFEE AL, 7T LI remove K.

5

> configure raid remove-secure local-disk 2

I weegE I



gggE |
. Cisco Secure Firewall 3100/4200_t £ i1k SSD

b) Wi# RAID RZ, HEHF| SSD AR RAEEHAH

show raid

M RAID HB% SSD &, AIIRIEM A1 IRNEIRTS K Bonh BER .. 55 —ANIRSIE KA TSl i
GATER -

w15

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:
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Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none

Bad Blocks:
Unacknowledged Bad Blocks:

c) MHLFEHEH SSD.

$I82 7N SSD.
a) ¥4 SSD YRV NS A5 Hikt
b) ¥ SSD ¥ hnE| RAID.

2% USB i

configureraid add local-disk {1|2}

KB SSD [F] 2L 2 RAID "] REFTE LA, AELEIIIRI G K 58 4 1E W e
2, [FIDRAE R SR dkst. {EH] show raid fir % Wk .

W R s 22 r) SSD LARTAE Sy — R B, JF HANAE THUSIRE, EMA LU i
configureraid add local-disk {1| 2} psid

Psid EI/E SSD 15 HIAIFRAE Lo s, BT AR RS R SE,  SSD R Hiks UL I3 In £ RAID .

T UL

py L

H

BONES Y, type-AUSB Ui I A e T 2% 8, Eolfea HAaEH USB b Ui . DAUF A5 3
2t H] USB:

* Firepower 1000 %%
* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

HEN

)

o k2R USB B I E FH a8,

* WA USB i A, IF HARBE R BIA SR DI RE B RRAS, Wl 1 ORFFAE FPIRAS,  IF HAEA
15 Ex NVRAM HIE L F Gk B A s 0 (FXOS local-mgmt erase secure all #74)

 YIRHAT ROMMON factory-reset of, FXOS local-mgmt erase secure, USB i 145 #0538 5 o
o R HE B, BT RE B R b B AR H BT S S ] .

pEd

UEDhfe A2 M USB FEdil G om 1 (WA .

weegE I
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2w & £ HY USB im0

R

TR A B USB s, W BAZE CLI AT R4

$IB1 24 USB 31,

system support ush configure disable
reboot
BLEHT S M USB ¥ 1, % A\ system support usb configure enable.

T

>system support usb configure disable

USB Port Admin State set to 'disabled’ .
Please reboot the system to apply any control state changes.

>reboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO': YES

7 i DR
system support usb show

B PLIRZS 7R USB i HICE . S8 AR s M ar A i, WilRAEH] USB i I (HANED BT N,

YA PR AR S N AR, s A RS s R

Tl

>system support usb show
USB Port Info

Admin State: disabled
Oper State: disabled

EZ RPN TZEH USB i O

VAR SR R 25 USB B 1, A LAYE FXOS CLI AT 1k .

A5H USB i R E T 3, DS AR
a) 25 USB %,

scope fabric-inter connect
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disable usb-port

commit buffer

b) EHRBIHLA .
connect local-mgmt
reboot

GRIE

firepower-4245 /fabric-interconnect # disable usb-port

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:

device /fabric-interconnect* # commit buffer

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:yes

firepower-4245 /fabric-interconnect # connect local-mgmt
firepower-4245(local-mgmt) # reboot

Before rebooting, please take a configuration backup.

Do you still want to reboot? (yes/no):yes

Broadcast message from admin@firepower-4245 (Wed Feb 21 05:59:55 2024):

All shells being terminated due to system /sbin/reboot

P2 O] USB i DO ERT A S, DU AL
a) JHH USB i,
scope fabric-interconnect
enable ush-port

commit buffer

b) FHEIAE
connect local-mgmt

reboot

Tl

firepower-4245 /fabric-interconnect # enable usb-port

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:

device /fabric-interconnect* # commit buffer

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:yes

firepower-4245 /fabric-interconnect # connect local-mgmt
firepower-4245(local-mgmt) # reboot

Before rebooting, please take a configuration backup.

Do you still want to reboot? (yes/no):yes

Broadcast message from admin@firepower-4245 (Wed Feb 21 05:59:55 2024):

All shells being terminated due to system /sbin/reboot

P33 A USB i AR
scope fabric-inter connect

show usb-port
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EHURS R USB big L E o I8 PIRS LR 9argetE. fin, wii4sH USB s IH{EA T Hingk,
M HDR S Bonch “ 22507, M “IBITIRET BER R “THET .

Tl

firepower-42454 scope fabric-interconnect
firepower-4245 /fabric-interconnect # show usb-port

Usb Port:
Equipment Admin State Oper State
A Disabled  Disabled
\’1_ Vo rlal .
REEERHEICR
Ihie BEAIEE | &RIKARA | FHEESR
Bl
KRR A
A nE s (o |7.7.0 A=\ WAE, AT LMW () AN 2R In R4, JEEATEEA
T ARV, WIATCE . MIh BT SRAAAE T80 (Add) > 1& % (Device) b4 Lo
SRR I WGBS 8% (Devices) > I8 & & 12 (Device Management) > &
hn (Add) > i&& ([E%) (Device[Wizard])
SCRE A HL 7 K Sk | 7.6.0 B B, BT AR ASHR T K RS B O N AT R RS B R A S R A . A
HENE S (R WA | TR (GRERR A BI0 7.4.1+0) , e LL—kEM 2w . LIhRELL
ik L) o TEUTI | AR i
7.2.0 ,
W o XTHEEZe S, AR P kS E B0 B0k gkt
CMIERIR |2k, BRI L.
j%u2:4/740 PG BEEE: 8% (Devices) > 8 & &1 (Device Management) > &
7 |hn(Add) > &#& ([85) (Device[Wizard])
SCEEHICP & Firepower 1000/2100. Cisco Secure Firewall 1200/3100. iF
17 Firepower 2100 1Y 7 #5 7.4.1 - 7.4.x; XU TIEIBITIRA 7.6.0.
PR (Delete) St | 7.6.0 R TP F A I L H iy 44 A BRGE M, DA ST A 45 R IE AR 7 K B B
i 44 4 BUGH A T BRI A T IV BRAR R, 1A Ay T F ) Bl AR
(Unregister) MIBR S BRI R E . W ] PR SRR AR L i i, LR ER
MR R
s b RE>REEE > EX
REEE
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By A
8 o
IS

B KRR

FRER

A PSRRI B 25

7.6.0

7.4

% #% (Devices) > i & &IE (Device Management) > iFMNi& & (BS)
(Add > Device [Wizard]) J = ih & ny {ff BB N4 -

BIAAE L b 4. 1”& (Devices) > I FEIE (Device Management) > i
fn (Add) > &% ([E5) (Device [Wizard])

25 H Firepower 1000 Al
Cisco Secure Firewall

3100/4200 & BHT THIAR
USB-A ¥ [,

7.6.0

7.6.0

WAE AT LLZE ] Firepower 1000 F1 Cisco Secure Firewall 3100/4200 _I F i
It USB-A i o BRMELL T, S AL T8 HRAS .

BrEAE MUY CLI fiv4: system support usb show. system support usb
port disable. system support usb port enable

2 955N Cisco Secure Firewall 3100/4200 (135138 /1& M) FXOS CLI

T4 : show usb-port. disable USB port. enable usb-port

W2 [i: Cisco Secure Firewall Threat Defense i 4 2% Fl Cisco Firepower
4100/9300 FXOS 14 %%

Firepower 4100/9300 1]
A AEAT IR EAR -

7.4.1

7.4.1

WAE, HEDENUARE N S & M BB KRS By, T UUE R
Firepower 4100/9300 LA JOBATARDUVEIR o S22 I 7 K itk Jg o
B f1°F 5 RS A TR GURSTER I B IS AT ARG SRS o 26425 H AR B
Oy IBIPRGUIE IS (FEZEHEAKT “ %" (Devices) ML) Filia
ATIRGLFAFRLLE o

I8 a] LUAE 22 92l N A Cisco Secure Firewall 3100 ¥ hoALAE (Of#r
FIBITIRDVE) o« XTXEeve o, RnT DU FH B KRS 3 b0k i 2
MR . {EXT Firepower 4100/9300 HLAH, &40 Zi i FH LS 5 B 2% Bk
FXOS CLI.

BB B %E: % (Devices) > & & B2 (Device Management) > iR
fin (Add) > #1#8 (Chassis)

N IRE A & S i}
Firepower 1000/2100 #I1
Cisco Secure Firewall

3100 25 KB HE L
()RR -

7.4.0

LR
A AT
. 7.2.0
LR
AN A TT
i il :

7.2.4/7.4.0

T E R (R REAIAED , R LR85k Firepower
1000/2100 F1 Cisco Secure Firewall 3100 ¥ #1535 Kk B5 & #H ROy, 1M
LA AE R EPATAEM VIR . B K 05 SecureX FlZE 4 25
P AR L LA SE IR T B o

BB MUI B4 /& (Devices) > % & &2 (Device Management) > &
fin (Add) > i& % (Device) > 755 (Serial Number)

FRASBR 6 2405 kB B A O TSR A TFUT IR, BROAS 7.3.x 81 7.4.0 57
FrobIhRe . SCRFERRA 7.4.1 HiR[A],

weegE I
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By A
8 o
IS

B KRR

FRER

A A HE D RS
B,

7.4.0

7.4.0

FEEMW. AREEIHEZED.

ST 7.4 R ORI B B4, AR IHZ Wiz 0. &1
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