EHFMH IR

PR @B AT R LS I £ 8 -

o MER: ENEIRSE , 2B 1T

o ENLBHIRIER AR A E . B2 T
e ZGE T LRI I ENLEE RS, B2 T
s YU ENIEAERSE, B2 0

o ARG, H3 T

o EHEAZGE , 510 0t

* Nmap 14 , 55 18 UL

o ENLEHYEIG DT sl 5 36 1T

(Wl Y *L kS
BhA . FEEWE
T Firepower R4 8N IR A M I &R, Et, CSMMmEe e X FRAFRSD LR e
P AR SLAE DA KR B R 2% i g 1) Ho A ME— s, DABfE 2 TN EENIE R, .
o ML CALILMIME. Brias. a1 NAT WA ZE MR 4 ) B fnZisay

o FEARR AR, AR MR B R E AL B
© BHLEIEAT R R A
o LR T BL R 53X 28 % T SRR T

WER ARG EALRERAE RS, WIS TT DL A 52 & i Uik 55 4R 80 RV AT Le4)
SORVUIHT EHL. 180T DR R SO 21 TR £ 172 (VDB) KR 4, DMEAEAE T A 2 RS0 &

RIS RTAZ e e EY S

\)

iR

B A2 M ) 6 U SR LB LAAE, ARG T A 3 HE ) NetFlow sk SR EALE M, I H.
BT LAAE A Nmap S5 A0 0 U A D) BE 32 shids in ENLE .

EL N |
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B =nsvmnssammese

EHEMHIRRIZRABIHESF G

X

=

i}
% Jjn

SEFRYIE
R, R A SHREBRSE, e R Bt
RRft

* L

© RBUVE O, AHEE =5 Bl A E SO ERAE.

M ARG AT LI B EHRIER S
BT ARG LTI SOOI VIR R S8, AR ARG B SR R fe g0 Rerh B (1 m]
HHREIBIZ

UK

FIE1 LRG> MEAI.

PIR2 niBEXRIERS.

FIE3 NI B EXIEL (Create Custom Fingerprint).,

VIR 4 BRRIERGIRIBMRE T T H g R P Rk mis . XL e R0 n] U TR SO I #E R
4,

T—% Mt 4
MISTLL, HSHPN BN RS . 28 2 T

AR EVIRIER S

AR ARGTCE ISV EHLRHRAE RS (B0, ARG “ EHUECE SO ol “RE7
s U A R GEAIERD) o TG KT T 0 R0

[ EETIETY:
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KLU RS
© R B EIBRIRIE” .
o QR AL B B LAl
* XFEHLIZIT Nmap H14.
o A3 WU Th Bl £ 5N B R L b
s FHMANBRIERGE R

B E XL

ARG E RGN T VUM AR EHLERBAE R AR RS AREL. i, AR RAESEANA
FAAE SR R GEILHL T 20m ovE SO0 BN RS, BB R U VLRI R G E A IR
A, RIBIEE FOE RS FREUER RN SRR B DR (K35 A1 RGP AT (R 3R A R G AE R, DL g
B TFRR MR R G4 PR

WRARFTIEICE ENEAE RS, IR BN, B Rgol i 8 RaciegCh B4 AL
VRAIRIAAIZR . B0, W5 REH M F]32 1T Microsoft Windows [ AL, WIZE B RS T Microsoft
Windows Ji%13%, ARSI 2 ) Windows #:1/E RGO %4 RN IN 3 &% ENL AU & ST

B, WL EAT 2 A ST HHRH R Microsoft Windows ¥ %, W RS TCVEME #:4E R %0, 0k
POREIR WL 2 AL SR, HE R G Microsoft Windows (IR F1E, 48T REALZ N JEAS 41
G B e SRS AR PUMNIEAT AR R A R ST Hof =L, WS Microsoft Windows J i 71 4 () ik
BHAFREUT, MR %SRS UL R SO B R

QU B € SARSUN S [ KBS P LR @ AT AR [ A R ZE AR AT LA 5 R SRR R T 46
WAV A 2 ARSUSA AT IR BRI R GO THZARSOR B AE b S ) A 2 L AE &
Gifa R MRGE PRI AU ER R, REHPIRSUE B L. o B
A R G HAEATE LN, RGO PR 4R SOR X £ 31
FEBIRE FE SIRGUHT, WA E FENURBOER UM ISR, ITRAAE B AE SRR EUE & 0 I AT (K ff ok Jr
%o
FAE T R GBI AP SRR KR AL
© FPUARSG XFHRSURYE SYN Ml VUM RS, EALERMES LIS BN B
TCP NI, AKX .
© IRSSEAREL, XAIRGURYE SYN-ACK Hdi 0 P Unl #4F R 48, EHUAE T A0 it A A B3 i)
IB47 (¥ TCP NI 4% N 3%

EL N |
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B =esa

\)

AR R R IR S5 AR AU S AT R A LSS, R A ) SR AL

QI RS0, AR LGS, AR5 ARG LUK S ORI

AR EMR
g i B E ARG, H 6 I

AR G5 BIAE F e RS, 2 8 1T

BEIERELY

FRELQBEANAE 5, TG R SO AT A S S ses ne f  55
iz

TI ERRRE > NEEM.
TR2 i BEMIRERG. WRARGIEATAE TR TRSG KB 1080 ABIRDE T, ERFHRE
cal.

FIR3 A E IR
o WalAE R - WAl RS s AE RTREL . 5 4 TUTPTIR .
o QU - QURIREL, W I EE SRR, 2 6 DI HRSS SR BIAE FE SIREL, 41 8
TR BT .
© Gk - GARIREL, WGAINAIIRGL, 5 VUNGRERARG SRS, O 5 iUh T
« TR - AEEEMER RS0 0 MR (), I e RE (OK) LAJATHIIA. FLREINIR s s
2L

AiRMIERIEL
IATACHIE (15 SHREE, RIF RGEA BRI TR N, BHESOIEIE, RASHIUH T EHR
BB R R B W I 0 L

WA EHE LA IREG nPR S . S IREUR, IR SOR AT, BT R A R G
TR, MTRNZIREIN TN, AR GPRR L AR WAL FX L 1ML, I HLIX
Lo ML ANFE B SR SR RC,  WHZE SR S0k AT TR o

MERIREC s N R G b e bk fF RS0, BRI MIER .

S GFEER > NEAT.

[ EETIETY:
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wigmaiss |

FR2 ik BENBRERS,
PRI el B s Y R 2055 A R B

R
WO R U 4 G @ R Sl N A v o i R PO, SRR QR 4R 4L

YREETE RS
RO T BN, TISEURAATR . k. B SURERZ IR, IF WS BRI
ATLMEUHRAUATR, HE . A SCRAERGE R, I MBSO IR
g

FE1 PR > MEEW.

T2 AL BEXIRIERS

PR3 SRS SRR ().

T4 LERMEEIRACA TR, RAR A e EE RGN

WIS WUREMNBRI IS, 5 Al O 1 T E XRAE R G =R ET (Pre-Defined OS Product Maps) 7
G 55 (MER (Delete).

LI 6 WIS TR B AR e RS, THEFEF=f (Product), HA@EHMELL N, B EEMA
(Major Version). RZERZA (Minor Version). f&ITHIZA (Revision Version). MEBARZA (Build). #MT
(Patch) A3/ RARZAN (Extension), #RJ5 sl RINIRIERFEE X (Add OS Definition).

TR S 25 VS N 21 T RE SARAE R Gt 7= B &T (Pre-Defined OS Product Maps) 41155 .

TR R E.

mEEAETR AR

RIS TARE SR, WESIREAIT A ICE, FRRILEFRAC S Cisco Secure Firewall
Management Center. XA FEOIEFE SN 8@ T A B TE, WFeLCEEM. Hbr 1P ik S 1, iRt
W5, GERARE IR SO IR, S EEHRLS RS, WRIRLUER T umiesl, Wik
MBI RIER A, NG A T LOB IS . R, TR SRS, O RS — s B
BWORTREUG, "I RAMAERAE R R CAS WL 2 SRR 51 3K

UK

S LR > MEAT.
F$IE2 il BEXIRERS

EL N |



B »=rsozaevss

PR3 il SR R LU ) HREE (9).
SR A TR EIN T RAL:

* WEAREENR S E R AL WS R B EE ARG, 2 6 UL
« WAREB KRS AL ES IR E B B ARG, 2 8 L.

TS rREF.

T—% it a
s MEBHE RS, VIROR R A BRI BT S0 B

AR FiREIEBEXIENL
% PURARSORAR SYN SR GBI RS, LRI 0% L HL LEAT I TCP RN, &

ENgHiE |

R B KB P A AN S 2 IS I EALELICOR . FRE & i fa SUR PRI, nT AR B K48 B

OV BRI B AR B FR AU BNl (R B
TFURHRSCB B AR T, SRR JEBREEAR SR LR LR AH AR &

o LS B R B A BT TSR R SU e s L TR A R 2 Bk . CRURE iR 2 BSCHRE Bl KA B

LB ERGER RS EAUTERZ BT KD
o B THUTAER SR (97 K B L B L) MZg L
© EHUSEERERAE RGP T 7 S ARRAS o
o Uy I) AL LA A j 25 i U o

IEPERER > WE AT .

it BEXIRIER S

ri )3 B E X484 (Create Custom Fingerprint).
Mg T sy, WREH TWERIREUR b7 JOm s B L el ke .
IS AFR (Fingerprint Name).

i \¥8 8RR (Fingerprint Description).

MIESZEE! (Fingerprint Type) 53+, EFHE s (Client).

7E B¥R | P Hbilk (Target |P Address) “FBtH, i N2 5 e B g0 E AL TP Hodik .

THVER, fROUNEE T AR A SR E 1 EHLP A, A EHLRAEAT AL P #uhi (i

R -

[ EETIETY:
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£ B#REEES (Target Distance) 7B, A LML 2 Ak £ M TICRAR QU o Z TR W) 46 Bk 5

==
TR

PEBREO U 22 ENLI S b PR 2% b 8, 5 AR Su Rl 2 A R A — 2 A 1]

MIER (Interface) I, WEFEERL S EHUITE R B2 .

a4

LA P B 10 s HA P b e PR SRR 11 T P P 4 LR AT TR SO . 2 RANRN
EWRANE DB ERIREE D, WS TR ESRGR E RS CRARRD S

W SR AR BB R U EHLI BN & SO s B UE B (B W B B IR S W IATEIRIE
RERAMRES ), HEREAEEXRIERGERR, JEATLUF S Ui (b2 B o (1ME:
s fEERI 4 & (Vendor String) 7B, S AERE RZ ML A FR. 141, Microsoft Windows
FIEL Y B 4 Microsoft.

s FEFERRFER B (Product String) FBH, I AEAERA RS- WA #lU, Microsoft Windows
2000 f¥77™= fib A FR A Windows.

* TERRAF &8 (Version String) 7B, HIABAERZERIRA S . #l41, Microsoft Windows 2000
FRIRBAS 524 2000,

16 “HAE RGIRIFBLGS 7 (OS Vulnerability Mappings) #7> 11, EREZEH] TR BN MEAE RS, 7
Al FHRRCAS o

AR EAE AR SR U VEAC EHLR IR, 20 WA IC B € SCRIHRAE R G W s B, WA ZiAE
Hh ¥ € N (Vendor) F17= & (Product) 18

TR AT A B34 E RGeS i, 15 AN o 1 I 7 R = A

pEib

JFAEEZERRA (Major Version). JRERRZA (Minor Version). 1&iTARZS (Revision Version). RIEBAEZA
(Build). #MT (Patch) ¥ RBARZAS (Extension) T i 412 (1) Jr A e I35 w3 FH A e BR (R 34 R 4 o

AN, RPN R P A s 5 AERCE ARSI E R GIVLEC I E X, PR B s IEVER, W
RATEARLU P B BT TR AE RGO, WIRGEICAE TR 80k AR 20N EHL s TR 51 .

w5l

W SRAREL [ g LHRSUK Redhat Linux 9 [Fie{FZIER 2 BB VLA FEHL, 1HIEFE Redhat, Inc. 15 4 fERY
Fi+ Redhat Linux 1E 477 BAR 9 754 ZERUAS

ANCTE

TEN NPT WA ) Palm #:4E 248, 15 M YR it $ PaimSource, Inc., MPFE@¥IR k£
Palm #B1ERYGE, il HALS R REFH BN K E .

el (Create).

RS BN vew, RJGVIHRE pending, HRESMRIFAEL, HIBIRIILA TSR E. KR
wmih, RESUHERY (Ready)

EL N |
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B inszoraes

“HE XFREL” (Custom Fingerprint) JRZ GUIIEERS 10 FPUHAT R, B 2IILIER 7 Bk EHL AL
i o

FRAG R HE M 1P AR ks 1P il U5 2eulO LB ESR QU L, IR AR B E1 TCP 4%,

LREMERINIREL, WERIREUN BER R BUR I . WASE AL T, R RS R
YLl ARG AN B (L

T

AR R HABCE R G ALY 0] B KB BP0 Web ST, 508 N FEHLAEH SSH sk 4 7 KB
FHG. R SSH, 1ML T ard, 1, locallPv6address fE /1A B 7 TR E 1) 24/
OB 2 ML TPv6 ik, DCmanagementIPv6address F2 Bl K 545 BE ALy (1) 2 TPv6 Mkt . 4R )5,
Custom Fingerprint ST FF N, HOREH “mhigh” .

ssh -b localIPvé6address DCmanagementIPvé6address

T—5Htta
© VARG WIEAEEFIIRGC 5 4 TR,

AARS 2R EE B EXIEN

JIR 55 AR EURYE SYN-ACK Hidli t U UMRAE R G,  THUE I Eahs Gk i W 3 [7) 3247 1) TCP B
e NS . FETTURZ AT, AR TAE ) A BRSO B AN A R -

* AV T IRIBEREU et Z AR P 2 b i R i 20 0K e EANEE T 3% 1 ERERE 2
FEHUTERR B AR 5

o BB THUTEMLK (B B Mg,
© EHLRISEPR B E RGN RT . 7 W RTREAS o
© RAEAEHIF TP Hudit, IFAE LHUITAE R 25 FAG 2R

Rom o WUR Bk B AN S I BN EIRIR R, $RE IR AR GUR RIS, T LAR E B AR LB
EARGU EHBAL TS B

P LR > MEAM.

P®2 PULBEXEBRERS.

$IE3 LA B EXIEL (Create Custom Fingerprint).

PR gESIELD, G TSRS B KO B O BT R

[ EETIETY: |
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amsguzazss 1

LS I ANIBEZFR (Fingerprint Name).

$IB6 M AIELULER (Fingerprint Description).

ST MNIBYZE (Fingerprint Type) IR, EFEARSSEE (Server) LU IR IR S5 45 F8 SUE T .

$IR8  {EB#r IP ik (Target IP Address) FBe, i ANZH H B E RS0 BN IP btk
A, RN AR TR AR B 552 1 EALIPHbE B, A AR S TP kit
RHEWE

xR

WAl DA HIZAT 5.2 K B iAS [ % & Jili 3k TPv6 $R4L.

$IB9  (B#rEEE (Target Distance) 7B, fii A\ EHL L ATk HE ] TSR R S0 o 2 7] 10 ) 44 Bk A

1B

PEBREOA 0 22 ENL SE b PR X b R, 5 AR Ge Rl 2 AR A — 2 A 1A

FE10 MHEQO (Interface) FIEH, EFEERL D EHUITAE R B ML,
1B
B2 AN, BRI ARG W R O T RCE L. B, WL DA T
SPAN 3 122 b, $REFARAEIE . sh, WA B Bk i, s e i i Ui
PRI TR) A s P P o AN, l A B 11 A AT A w0 208 422 FORSATHR S0l .
RAFITE AN FOR B B D, ST REESRGUNR e R 510 (R o

FEBN SLIREUERNE O (Get Active Ports).

S|I2 ERSTHBOTECD, HARIERAEH N FUIGREL L RRIR 05 1, 54 A BRE 5
=R ERE SRR

A N AT RURAE TR S5 2% 5 1 (i, 80, MR EHLIEAIZIT LIRSS %) o
$IR13  {EIR IP Hblk (Source | P Address) B, S AN H T340 5 FEHUELE F TP Mk,

A EAZ AT TE M 2% EAER, AR H BT (35 1P Mok, 4n, YqE7 AR R4 H ¥ DHCP bt
BE. QUEEFRLN, X TR I T ) B2k L
CUEEFTSUN, WA R0 4% T S P 47 o R BR % TP ikl o A5 00, 4 28 e SR B0 = O 1) oy 4 1
PR OGTi% 1P H sk ARER 1) =L AHER 15 S
$IE14  (ERF MBS (Source Subnet Mask) 7B, Hr N IELEAL ) TP Huhik ()7 AL
215 W1 Source Gateway F-BLior, Hi AN T VA EHUH t BRI S5E TP Hbik.
216 W R RCEIRGUN N F AU E SO o B R, B i R R QA AT Ak
ZG5E X7 (08 Definition) #853 HANAEAE, WIATLAZE “ A XEAE RS BR” (Custom OS Display) 7
Sy IEPHE B EXIRMER KRR (Use Custom OS Display).
X F DN I AR AR ML SO R A -

* ERN B F AR (Vendor String) B, BIAERE RSN R 4K, 11, Microsoft Windows
HIIE R 7 o Microsofto

| EL N |
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LB

ENgHiE |

s fEFERFER B (Product String) FBH, I AEAERA RIS~ M4 #lU, Microsoft Windows
2000 [/~ ih % F5 k) Windows.

* TERRAF &8 (Version String) 7B, HIABAERAENIRA S . #l41, Microsoft Windows 2000
FRIRBRAS 524 2000,

1E “HAE R RTAML” (OS Vulnerability Mappings) #8701, S E A TIRIABU EE RS 77
Al AR A o

QIR EAE AR SOR U VT EC EHLIOIRI, 8038 WA AL H 2 EE R G o s B, W24 ik
i1 FEpreR I VAT I PRl T O

B BT AT WO (45 R GR35 A BE Y B R S 44 K

AR

HAEZERA (Major Version). JRZERA (Minor Version). 1&iThRZA (Revision Version). RIERAEZA
(Build). #MT (Patch) M RERRZA (Extension) I Hua13 ik T A7 1 5T W] W H i BRI B R 456

AR, WA R A B ST RCE SRS E RGVLHCH T X, TR SSE R AE . WEER, W
BALEFREU P RIEATATEAE RGUIRIAI, W RS RO e 8GR A ML Bl iR 51122 .

Pl

T AR e VRS0 Redhat Linux 9 FJwIA SR B EIVCECEHL, 15 % Redhat, Inc. /5 ALY
i+ Redhat Linux 1E 475 BLR 9 7E 4 A .

T~

BN INITE BCAS ) Palm #:4E R 40, i M I/ (Vendor) #1)3& ik $ PalmSource, Inc., M= &
(Product) 7R HEF¢ Palm I21E R 48 (Palm OS), il fiTE HAW R REFHE AR E .

riiifl)# (Create),
“HE XFREL” (Custom Fingerprint) RS VU HIRE 10 FPRHT— R H UL “ates” RETH k.
R

WER Hbr RGAE W B IR B s b N, REKE 243 WoRHH2: MR (ERROR: No Response) VH Eho
WRERLH S, W HRIETTRE. Fr 3 25 o8 (NKeTRe Hbr REm =) , s 4wig (2)
Vilal “ HE XFREL” (Custom Fingerprint) UL, 4K )5 il €13 (Create).

Tt a
COTIREC WHGRRIEIIRAC, 3 4 TUR A,

EEANEE

T LA AN B =05 N TR 55 W et e A8 P s i o B w4 ] ERU N T AE, L AEH] Web
FH I A RGN AT S0y, RN B, B MU A e o o

ARG hRK B 2R EE, DS A R ST 2 5 5

[ EETIETY:
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w=rumERzx [

M2 IS TN S2 S R U, R TR AR =5 Z AN A s . AR A S A
SCAFIVEANE B, 125 (Firepower R4 EHLHIN AP FEF) «

LR O ANER NI G, A ZBURE B S 2 HcdiE P R R A AR SR AN T 3

Il — 3 AY 4 >
F=FERERZEX
LU ZE LIS =T RGN . (H2, EUR AR AR AR ISR &5 A A K Zh e (i
AP AE NG E SO BEE VAL, NCRE RV RE 2 (K 0 3 WU 2R R E S 5 B
FIER =5 Bl i LA 25K
© WA ARSI R4 B EATRY € Bl 105 =7 R8I BN A Zh g 3 Az 5. H
it WS =T RE S LIANRI I s 2 77 s DRI 50K 28 =D (NI R o 7 i R RRAS LR 21
Xt I ) REREF it i S BRI il Je s 2 B K e e B RO I R D 5 R DA e P TR L
LASCVRSEMI IR o X TG RRUAS G PR e (R P B30, 5 A [ K B v IR 2
PRSI -

© WERTPACK B =TT RBAMNE G R, PR EAME AN T I AR e D TE R, W20
FE 28 =TT IEAME I A4 FRUN 5000 2 P € o BAME PR 1 T Tl B 2 NS Iz A8
AR TR ENLH A BR

ISR B S 7 I ERAE RGN D SO, AR T 52 S, A 200k 55 — 07 I
TR R TAT s S A e 2 P R I o R, RV R AT AR ST Ty HL o
TR VEA, (EANRE AR 55 = J7 % ) il o Wil f s 0 Z0UFE s KA B rp L e
B O SRR R SR = I T o AR AT N R B AN LK P R S B
B IR A ZAE Bs KA PR AR Lo e T S 1 PRI

o WSROI B I EORZ B T T IR, A ZBUHS AN I P ISR AR R 4% e A )

Xk I A P SCE S
AXER

WRGTEE =T5 7, H12 W

WREGTEE =07 P iR . 3 13 I
RN 55 =i . 5 14 0T

QU F e SO g, 5515 1T

b —
B = FronhR &Y
WAL A N D R B =7 SRS N 2 X g S, A 20K 5 — A R A R R . 7 SRR
SRR BERE = SoE o 7 U B R E UG, R I e XA .

R, WERIEAE T ANEE =TrBAMEI PR, WHEANEE P B, A ZI0RE A AN Py 1) 44 PR LS
I 2 P A iy DA I R R AR A AR

| EL N |



EnanE |
B wuiz=r==

BRETE = m
URSRINES =7 P NE W Z00R JRE™ B S 055 7 20K, A RO IR A T 280 AT
IR o WRIR 7 ity LURE R RHR IR A5 S5 20 =77 i AR ORI, IR, AR GUat T Al Al i i AT 5 i
KIBK o
WA EN A S ATIRE S AL, T BIAE S AL REF, ] AddScanResult p&5CH 28 =7 7™
st RS 2 B A 2R 8RN ] i

B, an %MK Apache Tomeat 5124 W 28 =07 S NEA, IF HLANTE & 2% s 6 i, Wijn]
DA DN EE =7 s, dr

« R AFR (Vendor Name) ¥ & 4 apache.
« FEERAFR (Product Name) ¥ & 4 Tomcat o
* Apache j& I\t 2 & (Vendor) 813 ik £
* Tomcat /& =& (Product) FHz51 3 k.
* 6= MARZA (Version) Tzl hiksF.
ZIT 2l Apache Tomeat 6 HIALATI I 7} BC 2 H M I 41t T Apache Tomcat ) EHl.

R, XTI AN BN, AZILE Cisco Secure Firewall Management Center it & 1 4 WV
FHRRIW IR . REVFZ 27 b 2 A R, 1) 5285 i FH T 52 P4l , (A GE S N FIBi
TR i o

Je

7~  WICYE ) — Cisco Secure Firewall Management Center 45 1725 = 7 Wusf, WP H S HET AR
B KBS BEHL . ARG, FTARYE B O SR g O3 AU

W1 EPERES > AR,
$E2 SRR E=AME (User Third-Party Mappings).
PR3 B
o Qg - BOIEHT IR, 3 A R PR SRRR ST 85 (Create Product Map Set).
* Gk - TEOARIIAT U AR, T A EE SIS RS A dRiE (2). WRBRIE (D), WK
AL A e, B SR A 18 e PR A B
$IBA i BRETERZFR (Mapping Set Name).
LIS AL,
PIR6 AWML
o Qg - TEWUREE =07 0, A RN SR ST (Add Product Map).

[ EETIETY: |
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matg=sraeirier [

o Gk - SEORERIUATER = MRS AR, U R B R N SR S5 SRAE (). R R AL E
(D), WM E 8 TAL e, BE BT B B B AR

BT WAE TR EF & (Vendor String).

L8 AN M PESRFER S (Product String).

PR WA =T i MR FFF & (Version String).

W0 AL PR E AT, AU BN IR B R A R E RS, PRI R, R

fi EBMA. RERAK. BITHRA. AEBRRA. #MNT A3 RAA -
IR

U AR ELEAT H AR5 58 = J5 4% SR IR 7 i (1) AL Red Hat Linux 9 (w1, 1i51%4% Redhat, Inc.
YERHEN TS . Redhat Linux 4E 47 5 BAK 9 1 A RCA «
TEN SliERE.

BRET S8 = - migMERF

UIRECRHAE AN 7 2 BRSNS 2R 5t P rp — AR S B AR, W] B =5 AN B T R 3N
s, I AT ZBET . BIMEFEARSAZTNG, MTZEN, RSB eef
Fe At Xt i) T A R e e

R

B EPERRE > N AR,
$1E2 AP ¥ =S (User Third-Party Mappings).
P 3 B MR ILEEE:
o G - ZAEB BT, i s 818 PR SBRET & (Create Product Map Set).
© Gk - ORI IR, W RGBS U MU ARSI dRiE (2). WRERIE (D), Wk
BTGB TAH e, Bl S A 8 SO PRI BB
HIZ 4 i NBRETEE & TR (Mapping Set Name).
PIRS WALEA,
PIR6 AR
o Qg - BEWUREE 07, AR IS AME B ST (Add Fix Map).
o Gk - TGRS 07 L, T AR SR dREE (). W BORIE (D), WK
Fic 8 A S, B 1 B s i AR .
$IB 71 (L =FHIEFMEFZFR (Third-Party Fix Name) F-BLrb, % N W A8 ML 1) 44 7%
PR 8 7 mBREt (Product Mappings) #75t, LU - BOA B AME 7 WU B 20 FH I EAE R GE . 7
FIRRA :
s RS
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B wsiz=rrn

* PR o

* TE/MA

© REMA

« EITHA

.

. f&%p

* Sl
A
WURALTIWUR K Red Hat Linux 9 FEAME 72 BRI AN T EHL, 15EF: Redhat, Inc. £E 4 R
i+ Redhat Linux 7E 477 L2 9 1E M iRA .

PR MR, DAMRAAE AN L

s — 2=
H%§¢§t17iﬁiﬂ
TR AR =07 (TS S N2 VDB, AR AR 3N IR I 1R 58 =07 b TR H WS R AT AT A 1)
SVID. Bugtraq &% SID. AJwif G 2 J5, XBURHEH T O AN S B h =N B A, H
A A X YR AAT 5 R S I

WA B = 5 IR e F e DG, A RE SR VF ORI ZE o T CRRA B AL S B R, iR 20 e
Cisco Secure Firewall Management Centerfit & H >k I F 2 4 LI ]

VR 2 20 ST SRR, 1w HL5 7 i P T S8 W vPAly (HANRENS 28 =7 % 7 il 1 152 i

GREE
je,
R WL 7E S — Cisco Secure Firewall Management Center [ @1 T 25 = 7 Wes, MPEH S HE TS AT
Bk BEE B L ARG, FTARYE B O K9 S AR .

=32

P EPERRE > N FAINEE.

$122 LA PR E=ABE (User Third-Party Mappings).

IR 3 AR
o g - BT AE, I A6 2 TRIERLET & (Create Vulner ability Map Set).
* Gk - EHRILA IR, W AR S AN R (). WRERIME (D), WERACE S
TARSGEE, B A G O AR

FIE 4 i Add Vulnerability Map.

IS /4% |D (Vulnerability | D) FBoh i N 55 = J7 AR -

16 4 NiREi%RA (Vulnerability Description).
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arexeans [

ST ok
* & Snort iR 1D BREFF B\ Snort 1D
* 7£ SVID BRET (SVID Mappings) 7Bt H i A IH AR IR 1D
* {£ Bugtraq i | D RS} (Bugtraq Vulnerability ID Mappings) 7Bt -F i A\ Bugtraq A7 5 .

WIE8 LUl (Add).

AR EMR
J P P 248 S UG 1) 552 v Al

B TE X 7= mhbR 5
AT LA 7 i RS R A O e 28— S AN AR 55 9 0 24 ) RE R b SURISGIBG e 3 SO FIE ™ i A )i
FLAT W PN 7“7 o 1) 2 A L (R A7 il 55 s sl ) s A P 8 S SR o Dk,
REAELEE g 0 29 Hh A R (A L 1 7% 3 R M 55 s RS Rl T AN e o il 55 s BE G g
s FRRAR o

32 B & X7 mAR 5T
R R GTCVENS IS5 s WS 21 VDB P RN R AL b, 80T AT QWU o B0 B 52 0™ i g
Jai s ARGUEAG SR L R A i (R I 1 380 A2 A L 1 45 o5 AT 190 208 ISR v R BT A R 55 4% o

\)

AR HE SO IR N TR IS AL, Je e N TR AR A AT (A Nmap. LRI L)
REEARZLH ) o SR, WA AU A DD RE T A I EC 128 =7 IRl S S 3l o B S0 ik
SPBRCE WS RAT IS, WA BN, 55 = IR SR B w5 B R SO el S 08 28 =5 e TR
WS

FIENEE = S RN B2, AR A VO A5 P A 03 512 T — (M e T B 2 AN S o i e K gt
BN S, RGO Ry, DB %A N RS A it

B H e SO U, A ZOE H g SO R A1 . 0E FE SO R SR R, RGO T
LS 8 PN B A7 B T A IR 25 4% 6 T add MU A DI RE S AN EdE, IR 0, BRAEC A
IR 55 2%t AU L

B, ot A w1 Apache Tomcat Web [l 55 #% IR IR AE N Tnternal web server, MRl
N FFFEH Internal web server MUSTFIMER B Apache FIf= i Tomeat, 2R J5EE B & 1% 41
2’@, ;':Hiﬂ*/]?ﬁ Internal Web Server E@H&%ggﬁgﬁ?ﬁijﬂﬁjﬁ%ﬁiﬁﬁﬁ*E@ ApaChe Tomcat /)%/Ho

Je

Ror AR SR e T R A A AR U, AR U STD MR 4 55—l .

| EL N |
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EnanE |
B seecymamenz

P EPRRE > M AR,

$IE2  NiEBEXE RS (Custom Product M appings)

#1123  liidi Create Custom Product Mapping List.

$IB4 AN B ENXT RS SR ZFR (Custom Product Mapping List Name).

PIRS  AEARIMEREFRE (Add Vendor String).

PIR6 (EHEEFHE (Vendor String) FBH, HIABERNFT AT, %A bR U B 21 BT ik N A
P AE Y H o

FBT N (Vendor) NHAIFR, GhPEEWLHIBEN R .

$I®8 MG (Product) Rz, EHEEmL K 5o

W9 AU (Add), DU WU AR B A5 BRI 2 sk

PR i, (BB, TR 4R 8L, MEAUMIMLN AT RS IR A .

BN IR

T—% Mt 4
* WOl EE SO ST AR . ATOCTEAE R, TES S A B SO S, 5 17 T

“miE B E X mBRET 5 5R
AT L8 S R SIRE, T S DN ERS B AL 5 4 O S R

UK

P EPERRE > N AR,
FIE2 it BE X mBLET (Custom Product Mappings).
W3 A E YA R T U A1 R S5 YRR (2.
WHREORIE (©), WIRFECE S T, s B 18 i & R .
L4 NHIRPATIENS, WOl B T, 58 15 TP TR .
PE|S EHE, MR
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swEmepaexans I

AIEFE R B E X iRt

AU R T AR AN B SO™ SRS A3 o S0 B 52 SO iR SRS, 83 R RS WL
R B A i SN R AT HR ST, iR e Il R B A A I B, IR el i U A D fE
A

PSR EE > [y MRS .

Al BE X MM ET (Custom Product Mappings).

s O B A P ) B g SO il WL 913 55 1 1 e

W R R o, R WICEE TAH SR, Bl S 18 e A

B & EHMAE P i

L1
FIR2
$IE3

SIE4

FHEMADIBEARVFIE N 7 — G & FISAT R 7 w7 58T b7 KB B b ) I 2 et o i, 4%
AT DA P 25 ISR AS I B B 0L, B BT LR E RIS A5 . AOTEAE R, WS
(Firepower R4 ML APl F81) ©

A “ NN E 7 DU Siias I 21 By K84 B O R0 S5 50 P, AR5 A ReigTie
PR P ity o I AZICKE B KA O AR ) S IAIEIE BRI R R il e R Y 5, K
Uiy A IR R By KA B L

HEZERE S, AT QR 5 P i GO B0 UEIE T3 AR R ik 5 5 P it UE TS (RIS I )
ATAAT o3 TSR AT X 488 W BB o A SR 4B R AL S 3B B E 15 (b Gt SR PR IE B 8k A S I e AR 32 e
SRS, WAE FHAZUE TS BATAR] 25 7 i 48 06 200 o RF N F245 10 H AR 23 38, - (Firepower & 48 1
MU API $5 R TR

“CEHUHNE 57 (Host Input Client) {2 /R 5 AT I 2  ufy, BRIk, W A2 2 aldany
UES, DI 2 A i i B BT AE (135

EHAEH TLS 1.2,

EPEEE R > HAREE K .

s EHMAE Fim (Host Input Client).

M elE % A% (Create Client).

TEEHZ (Hostname) B, H NS AT EHUHTA % 3 R L) =LA FREL TP Hbdl .

iR
AR R BCE DNS b, 150 1P ik,

EL N |
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. Nmap 133

WIS WAL IR ST NS, VRS (Password) B AN # A o

FE6 iR F.
TN NR S B SCVE LG ) By K B B 8307 i 1, T2 QIR - R 55 2 £ 3 B ik
LR A 6 5 60 SR UEAE S

TR R ICESEAN T8 (&) .

SR8 KL SR Ar 2% 5l T SSL/TLS BB Bk K H % o

SO BN IR VTR, 5 AL AR N MR (D)

Nmap #31#

Firepower R GUIH I Xt W 2% b A0S BEAT B8l 0 ST A st P A I Ap o MRS AR GTAI NG O, S I SX AP e 8l 7
PR A5 SATIN T REIF A e 4. AN, T LR B0l SRIBGERAAE R B, Wk TN
B HRGFAAETT I 1 FaAT, AR SS S R M A IR RSO SR, U ER AN 2 1) R 45 1k
BRI RAZRAS 2 AR B e (B, W SRl R 7 B R 0L, Dl 4G I 2 e 55 2 A7 AE

Firepower F 4t 15 [T T W25 R M1 22 4 i A% (1 T 849 R Nmap™ £E 1.
8] Nmap 7 LHLN, RZE%:

o g 2 HTAASIN 2 () T It 11 PR R4S BN I A% EMLEC B S P MRS we AR . MR E SCPF
TE “HHIZ 7 (Scan Results) #4341 H 75 O i B8 G 4] TCP i 5% UDP i 1 AS I3 (1) 47
R4 %%, BRSO R, Nmap $14§ 1660 £~ TCP %1,

IR A GEPAE Nmap F358 P O E B SS as HAT B IS5 s 2 30 R Geeck Nmap Hl 1%
IR 55 45 1) 40 PR IR S5 22068 L PR SERH IR 25 45 2 o

« A, B a R Bl 1500 SRR RGRGUEATXILE, #E SRS IV ERER
GEVEIr . oIS EHLIERAE R GRS 00 fe e U ERAE R SR EL.

RGLeHs Nmap #AFE R G4 PR 2 B RHEAE R G0E o
o DR TIN ¥ IR 55 A AR AT AR GBI 20 C 22 AL

=~

/JI_ IS8
o R MZS W T AE 7L 0L, Nmap A Rt 25 A 2 M08 & ST
o G SR A WS TR B AL, DU 2 FEZ EALAIAEAT Nmap $196 45 R

Je

Ron A SEEREST (I, D 2 IR 0 2% ) DR TR SR e HE AR R 2 A
BAR I BEsAT -

AR T HE A Nmap BORITEAI{E B, 1524 http:/insecure.org/ I (1) Nmap 34,

[ EETIETY: |
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Nmap #MKUEIR
] PAAN 2 Nmap #hR A 32 X Nmap $13 % & . Nmap #MRCRT HAE SIS iGN, $% 7571817, o
SE AR SE B A AT
THVER, Nmap IR S 28 FIE/E RSB R, HBERIZAT S — M Nmap HH# A1k 1R

THRIEH] Nmap 3948 FALASRIURAE R e ik 5545 £t , 0

Nmap FEUERIHAT R GERIR 55 4 K -
NI TAE Nmap MR B R I

F 1: Nmap #MGET

nmap #0250 ]

T HE2E P EE I, BN OB AT

IR 152 BA X 57 B Nmap 1% 15
FAREEAT P RN b R Nmap S48 VR OCTBRIU) (e S I, e 43 DA v — AN I LA | ANid
#iE? (Scan Which SRR ARk, Y AR LA/ H AR E R L
Address(es) From s _ N
Event?) * iR k0 B #R 4k (Scan Sourceand Destination Addresses), $1
F A 1Ptk AN H AR 1P AR A ML
* (W3R L (Scan Source AddressOnly), 3 FHAEUE TP HudibAL
LK FHL
* {X$335 B#reAE (Scan Destination Address Only), 133 2E 1) H Ax
IP AR AL
F1H625 7Y (Scan Types) | 1E£ Nmap W] 14 v 1« TCP Syn: -ss
» TCP &% (TCP Syn) F 13l il LA 43 3050 T- M 11, TG fi i 5g | TCP Connect: -st
HI TCP 42T BLIEIUAT H FAELL N L E DL B P34, | TCPACK: -sa

Al RGBS TCP 3% 4% admin WA B LGB 017 i) SR (1)
THL, BARIZAT IPV6 M BN, W EHLAHINAE TCP Syn F14H k1%
# Syn P51, Nmap & EEIER,

* TCP i%#% (TCP Connect) F#ifl ] connect 0 RAWH, HHZFL
WA RS RER . R Bk E OB FEE % B admin
PP AE ML BB R R BRI, BOELEFIHE TPve M4, Tl i
M “TCP ME#” 4. #rihul, fEIEMHA “TCP [F4” (TCP
Syn) FAHH I AL H I RE T

* TCP ACK f##i k% ACK Hflitu, Arrim M5 Cpdyg.

* TCP & A (TCP Window) F4 ¥ TAE 77 X 55 TCP ACK 441 [+,
AELth WS i 1 T PR A

* TCP Maimon 341 [ FIN/ACK #%41iR %) BSD JRA4: R %8

TCP Window: -swu
TCP Maimon: -su

793t UDP i I (Scan
for UDP ports)

Ja FHEIETI, w4 UDP % 11K TCP 3 o i35, F14 UDP b [
FIRELGIRERT, DR, G AP, 1 ik S A FH i T

-sU

EL N |
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« JEPEFTFF (On) LAFARE S rh sty 11, AN J&4F Nmap #hRfic &
REFE e A o A R O R s 1, TR, AR
FAHEAE Nmap #MRO8C Bl A2 P48 52 1 TP kb b ffgoms 1. JX s 14
SN IR B AT H xR

 EFEIEHE (Off), ANFI37E Nmap #hROE B 2 b i o 1o 1
fE L AT LA ] Nmap 2 AR TR RGNS de i B E R A

{FAEM4TAYIHEO (Use Port From Event) 3875,  A] $948 5 51 IR 45 2% S 1k
) 5t 1 o

JEIR 30 %4 5 Nmap 35
SR PEeR s ) | S RO SC BB P I, R PR, RO | @
(Use Port From Event) | 75 fil & eIt iy 4 e i 2 038 1

. B FHRRCANA JEL (Probe
open ports for vendor
and version information)

R 55 s (H A R ARRCASAS G, Nimap 4 SR AR TR AR 55 2% ) R 5% s 4L
o R, B izikgs as B B LRI S5 4% B .

« EPEON, AR TN ERIFBE I DRSS d(E B, IS4
1 FITGAS o

* JEFEKH (Off), REEH] ALK BRI S 4 B

MNHR A S A4 | o I I, o AR T A LFRIARS I 5 48 e 5 B 1 o6 41 AL ANTE
Scan fi i L . . .
Ceroction ey 8| B GEATR N S Ve U, TR (O
o ZOANCAEAMC R L E ) B4, T ILEFRRH] (Off).
PR 474 (Fast Ja FHEE T, ANFAH amap-services SCHFHBTAII TCP i, 17 2883 |-F
Port Scan) b B, SO T HAT R R B
/var/sf/nmap/share/nmap/nmap-services H i'_l—' o I%HE%T , Z:ﬁé [7] Eif’ff
FH 3 100 5 g% O 36 Bl #043 48 7 (Port Ranges and Scan Order) £
o BV nmap-services AP B w1, i 20 HoAth i %R,
THIEFEFTH (On), AP RTAE R R FI
/var/sf/nmap/share/nmap/nmap-services H g "’" ijZ@J o
 BEHREPTA TCP % 1, I5LEPESKH (Off).
i 115 FEAIA AU | A3 H] Nmap i R T RS S0 1R o i 1 A L0 . 1R, |-
(Port Ranges and Scan | /gt [m] I FH i i 130 5 1 iR i (1 4338 (Fast Port Scan) 310 .
Order)
RN 1380 1 CASRIRCHE | 5 Az 000, ] il e 45 S A 7 s R RSCAS A IR o 0 SRR T 18 g 1 AR | s

[ EETIETY:
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nmap i35 |

Online)

TR 26 %3 B9 Nmap (&1
W5 B A3 (Service | EREE I T IR45 SRR A0 Nmap #6H3) ~—version-intensity <
Version Intensi iy
ersion Intensity) B S B R KA, R By |

=

S DT R AR PSR, A

%
KIS RYE (Detect | I HAET, TR HUAUEAE RAE(: . o
Operating S
perating SYSIem) |y s - HL AR R AR, Nmap SHTHEEBL, A ETHES: B0l

AR RANT S, VAR RGN ST At

- BEHE On, HHE AU G, U R

o TESRSEER (OFf), AKAE (I ML R R AL
BT RO | T, B R B R, 7 ARG A 0 A R AT | o
(Treat All Hosts As | 1444, #5UERE, i HLBLEET, Nmap 2 /208 EH & T 5% (Hos

Discovery Method) Fil ZE#l 4 i (515 (Host Discovery Port List) 1%

Ho

o PO FHURILE R, A8 H ARV A & L Fs AT A,
WHIEFEFTFF (On).
s B ENM KA (Host Discovery Method) F1 41 % Iifk O 513

(Host Discovery Port List) ¥ & HAT FHLARIN, FEBkL AT H
TN E Mg 4, EERSRE (Off).

EL N |
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IR tER 335z B9 Nmap i£I5
EBURBL L (Host | MG#EULISIN, 73 % H0i% D151 (Host Discovery Port List) e 81t 3 | TCP SYN: e
Discovery Method) | 1., Sk FURS A 574 LWL ERLRIE, k%, WATIHIRIT, | Top ACK: —ea
WFEIE T ENUR I 7V B A BT . UDP: -5
PRI, BT, Wil E ISR B EMAM A ES (Treat All Hosts As
Online), E#HAM A% (Host Discovery Method) BEITAGENE ], A
AT ENKI.
%4 Nmap BEAT A A H FHUE S A7 Hoo AT R 77 v
 WERWCRME N, TCP SYN IEMUR A IXBCE T SYN Frid i) TCP 4
Pt IR TN BRIATEOL R, TCPSYN 4% 1 80, THVE
&, TCP SYN HHHA K AT G bl AR By 8 L Ry B Kk B4
o
* WERWCEIIE N, TCPACK MUK AR E T ACK bRk ()45 TCP %
e, JEUCNENATH]. BRIAFOL R, TCP ACK 445 1 80. 1§
HE, TCP ACK FH#EA K AT BE#E B TOIRAS B KB HL (1) By Kk k42
o
o RS I ANRTIA R Bk B 28 M 1, UDP &0 &% UDP #ifs
A, BB ENLAT . BRIAEDL T, UDP 4945 11 40125,
FHUR I 1515 FRELEPAT ENURILINT B B e S L2103, HIZ SR8t . FHURIT7 30 1 412
(Host Discovery Port
List)
ERIA NSE A (Default | J7 HIGIET, AT LLZEATERIN Nmap BIAEE, $AT EHURILLL KRS | -sC
NSE Scripts) BRAE RGEAIRIARIN o 178 5%
https:/nmap.org/nsedoc/categories/default.html, 75 ERINHAF 2
« BEATERIA Nmap A, WIEFEFTFF (On).
o ZPEIE BN Nmap AL, HIERKH (Off).
THIARAR (Timing bVioti < m E TP (0] T P i = S i L N = 11 18 VN £ 7 N1 T 0: ro (paranoid)
Template) 1: T1 (sneaky)
2: 72 (polite)
3: 73 (normal)
4. 74 (aggressive)
5: 75 (insane)

[ EETIETY:
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L
nmap 35080 ]

Nmap 3% AN
S FENF T DR R Bt R, R B A8 ] Nmap 25 T B o] G A8 1) M 48 b, HLEf
B ENURE S . A FATAT Fa3h 4 TR, Nl IX S ) G g F I s, B ORI 75 2L
() =M LA R T

EEEEAE B
BC & Nmap B, AU H b DL 0L 46 H bR HE—A IP Huhil:. CIDR $al )\ {7
T IP HAEVE I L IR HbhEYE I BB 1P HuhEEE AU, DL B EE A L R .
AR PR 7 AR H s
* XFF IPv6 EHL:
* MDY TP Huhik (B4 2001:0B8:1::178:aBCD)

o XFF IPv4 ML
< FERAE TP HihE (I, 192.168.1.101) B IP HUhEAIER (HIE S sl kBRI
* £l CIDR F/Rikif) IP #uhikHe C(fil1, 192.168.1.0/24 141 192.168.1.1 A1 192.168.1.254
(&) Z I 254 &N
o A\ E R 0k TP HuhEYE L (10, 192.168.0-255.1-254 FH 192.168.x.x iz [H
W T A b, (HLL .0 F1 255 &5 )R 1 HhEBR AR

o A HE A P Mk JE I (I, 192.168.1.1 - 192.168.1.5 FIHEAE 192.168.1.1 Al
192.168.1.5 (&) Z AN G EMD
o MuhkERVE AR, FESEAEREEIT (BN, 192.168.1.0/24, 194.168.1.0/24 34

192.168.1.1 F11 192.168.1.254 (&) Z[AfF) 254 & EHL, LUK 194.168.1.1 Fil 194.168.1.254
(&) Z IR 254 & EHD

Nmap F94fi (1 BA 1 H AR 5 REVEVUNIRAE RS BN ARV IR S5 251K EHL, 5%
HRALAE S ERIN B TN 5 ICHE, Nmap S5 RABEAINBIAAZAE T B2 MU h AL R 2%

Ui

B * Nmap S 155 2 A AT R G ARG ORFF AR, ELBIROEAT ) A Nmap 3148 0 1k WisRvt-&i
A Nmap AR EHL, i W14,

© WER N 28 WU IR AL, K5 Z AT Nmap F1H5 471
< BRI A BRI RS B bR o 3] Nmap 4580488 T8 8050 2w 1 LT it

| EL N |
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B =5 5 Nmap iRk miRER S

EIRE Yim AT

]k OB AR B AR B R fim 1. AT LLFR E AN S S L e R A S
Fu VG, RN M AEREAS H ks B ORS it 1 4R .

BRI, Nmap F368 TCP S5 11 1 £255 11 10240 200 R F RIREs M BOT A/ S BEBGR b g wi v, ) v fafi
AN A i S ST 37 (R AL TR 5 s 1 o 00 SR 42 T 3B AT R R ok RN RO S T AT 45 BLis
AT, B, AN R B SR 10, ] A Atk s 1 3 T s R L A . AT R
{E nmap-services CAFH A H I TCP ¥ I, W& HAhSG & . B TCP g L4, &4 UDP i
Ho iR, H#UDPH O A fE L ECREINT, BRI, Gnspes i, 1w oo ko . ks
0 A o i 1 i IS R, 375 T Nimap S 090 5525 R 590 i 11

WEEN A IE

FETTAE ENLM S D200, AT AT BN, 8, B RIE R T EH LR
oo WIRLEFEAKE A LN AEL, WIMTE SR M BNV %, WREHE, B E AT
KU RE P L8R BB BE T8 i AR IR AT R G 55 35 s e DU
Sk 1 (R N E EA L G s HoaT o R AT NV B EHUA AT, Nmap WA % 341
bR,

7 Bl: {£ /M Nmap fEHT R FIRIER S

A TR A TIRHT AR SR RS Nmap FU B . 7 5% Nmap BCE K 5E BN, W55 & 5 Nmap
I, 226 UL,

IR ARG E M2 EEHUERAERSE W AT Nmap T804 101, Nmap 4 FE L 43k
W B T REMIIR AT R AT VP ARG, BRI PP St i R AR RGO BNLERAE R ST il

A Nmap [F5FT EHURHIERAE R GRS 845 2, S5 R0 C i LR s 2T 1R g
W RAE ] Nmap K HLRGEbRd A A R EI B R TN EHURIE RGNS 2 80 R 48, fith
VRREMS VUMM AR AL R)a, ATARIEH P BBV B ARG R ZREW I Nmap
A, KRGS CANME BN EIEAT 3R R GUOCEE . Rl e A€ IREL ANl 28 =
K (I, Nmap) FAFFSESE, B4 A2 AREURVF R GRS I THURATE RGO 1% T BT .

TEARMS T, ok
1 FCEFRESEE], RN Nmap FH550] , 55 27 5P ATk,
2. fFEHILLT % E A8 Nmap #hRL:
* JAH UsePort From Event, RJ 414557 IR 55 25 AH G 13 H
o MR 1E B % (Detect Operating System), Akl LI HAE RGeS H .

o JE R FF A O UL T #8) R FORE AN 1S & (Probe open ports for vendor and version
information), WIAGIIARSS ) RS FIRRAAE B

s AR M hEL (Treat All Hostsas Online), X4 EL40i% EHIAEAE

3. BUEEAE RGN B AT REN ARG BN AR A R IR o ZNINAE R S R B HE
HERMERREE EER HAT G LU T &M F il : BRIERGERFRRE.

[ EETIETY:
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;1A Nmap iR [

4. IR IRIBAN I 1 SCIBR SRS o

5. FEREASRMSH, K528 2 P QU ) Nmap #MRCUE 4w S8 0 22585 3 20 v G A

R SLPN S

7. EERME ST BN, RS IR Bl O R L.

8. —WIRJE, RRECERAMS LR ST AT AE N A IR (R Ak RS Nmap 258, G k2%
FR RGO R U E

9. WIARABUARINZAE R L Nmap &5 RAHF K EHL, 54— & BRI A€ SEREL FFTER
AR

AXERM

B4 Nmap #hEC, 265 30 72
Nmap F13i45 8, 26 33 10
HE Al e RS, ER 6 L

5. {EF Nmap lERZET £

R 41 5 AR 68 EHUVE R Y [ Nmap Bd & . 5¢ Nmap BC & K522, 520 4 P Nmap
i, 5526 1.

ARG T WAL I B AT RER AR BB LN, BRI REARHIZ N, AR SRIGZ AU A

fFE.
BSE R ERAE, T OUARIEOE OGRS, 21 R IR ENLR TR I, IF R SRR Z AL
AT Nmap F14 .

AL, KT BT A

1.

2.

RCE SR, WS IN Nmap 53855501, 58 27 SOh iR,
R BL T v B A1 Nmap #hRL:
* JAH UsePort From Event, R4 15 87 IR 55 45 AH G (13 1
o M2 E & % (Detect Operating System), aJ kil EHLHIHEAE RSG5 E .

o o TR FF AR O UL T #R) M FIAR AN 1S 2 (Probe open portsfor vendor and version
information), TR ARSS %) B RIRRCAAS B

s PSR 4 AL (Treat All Hostsas Online), P C41% EHIAEAE .
O 2 RGEAERR E TP BRI S AL Ak A AR IR o SR S A A A & BB T AG ) 2 36
E B -
5 SR I U PR IR SR
FERIBSRME A AE LLRT A B8 6 ) Nmap #hROFE A i s 2= e 55 3 25 G Rl .
PRI

EL N |
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. &8 Nmap $33%

7. R BUBT EHLIE SN, R B E SO, DA Nmap 4845 ROFiR oad M 1% EALKAR
(R RIEE
Wom s e, W LUE W A AN RCIRAILE (924 > KBK > R3S IAEARUA I R, 4 sh 2

FAH AR 24 A 475 DA IR 25 @ Ao 00 T 4 2P =LA TP Mk M4 Nmap A5:00 21 i A R SE AN IR 55
&, BEXLE TN LN E SO, S LR S A AE R ER A IR T o

A\

AR W KBS A RS, H AU T AR S, TIEIE A A AR AT Y . BT B A, e
G Nmap F10a NS R B FE . SIER, WAME Nmap R8T EHURERAE R G IR 55
FHE R Wt AU RD SRl SN 2B AT R M

HXER
B4 Nmap #MRC, 26 30 1L

=12 Nmap F33#4
AR Nmap F4li, F/D UL E — Nmap F3 5L F F1—A Nmap #hR. Z5ACE Nmap 44 H
Frn] LLEF .
puk

L1 CE Nmap F14 :
o WA Nmap 15261, 45 27 ST TR, %500 Nmap F# 524 .
« W16 Nmap M8, 55 30 B4, 6% Nmap b
* it ABATLUBIA I Nimap 434 6%, 55 28 ST ITIA, 00 Nimap 4156 H A7
2 2417 Nmap $14 -
« WEATHH Nmap 934 . 5 32 TOWPIE, ZA74% Nmap £14 .
* 41 {Cisco Secure Firewall Management Center £ #4554 ) [fJNmap F1#i Btk prik, BLE H3)

Nmap F14#
* U1 {Cisco Secure Firewall Management Center & ¥ {5/ ) 1) %HE Nmap F13ib irid, «HE A 3)

Nmap 1.

T—¥#ita
s EEABFAESS, W IELEIEAT Y Nmap F94; 124 (Cisco Secure Firewall Management
Center HHIEH) PHRIEFEESIE.

o o, T UL
* Wi Nmap FH55241 , 25 28 TOH P&, % Nmap 14552451
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| smsnE
s Nmap 133561 I}

* Wgw4E Nmap F145 H AR , 2 29 U ATIAR, 4% Nmap 145 H .
o %%t Nmap #MC, 55 32 TP ITIR, 4% Nmap $M

70 Nmap 33532451

] A B FH A9 X 25 U T R RS Nimap A5EER 5 &7 IR 5261 . W24 Cisco Secure Firewall
Management Center [ [ AHE Nmap £ DL B T FRIs AT F 5 (AT A0 1 £ e B A sl . R
&5 AR LAAETE B KB B rh0 b, WIFEIX R E 4, B N s ir . APk
AR R AT S AL, v A S A R, Fis AN R T S ) AL

ANBETS TN A48 FR-5 AT AT 43 40 5 81 A [ PR 48 S 481«

HIE (LU NAE—Fh 5705 10 Nmap F148 5261 512«
o EFEREE > R1E > LB,
o EFEIREE > R1E > S
PR 2 WAL
o Wil B MO LTI MR, TERE] CUNIETSE]” (Add a New Instance) #1055, ARz
IR IEFE “Nmap #MR” (Nmap Remediation) £E, 4R )5 sithdRmm (Add).
o WE I BRSO AU MNZAIER, 15 AR Nmap 3245 (Add Nmap Instance).
FIE3 K ALHFIZFR (Instance Name) .
L7 L IEVNY
WIS o, LERGHIEN (Exempted hosts) F# B, A6 LAR TSR B ATART 26 AN WA FH b= ST 3] 4 4
(1) A=A 265 <
o XFF 1Pv6 AL, KA TP Hudil: (441, 2001:DB8::fedd:eeff)

o XFF IPv4 ML, KSEGI TP Ml (B4, 192.168.1.101) Bffi] CIDR Fnykif) IP Mol (4
W1, 192.168.1.0/24 F94 192.168.1.1 M 192.168.1.254 [] ZIAIH) 254 & EHL

© WEVERL ARG (1) A k.

iR
UK A0 R 2 R I BN A AR, i A IE 1T

WER6 o, LML R A AR K B LIS T, 1H IR 28 & &R (Remote Device Name) Bt
TR E BRI TP MR FR, DO e o BoRAE B KB B L Web S IR A5
K7 (Information) L[ H .

PIRT miditlZ (Create).
RGN LBIG, DA AR 7w SE 4

EL N |
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B 56 Nmap s

WIE8 B, FF Nmap tMRURSINEISLE] . Ak, HHKBLGIH “ CRCE M (Configured Remediations)
g5, R (Add), RJEOIEANRG,  anf it Nmap #hEC, 2B 30 TUHR TR

PRI AlBUH, RIS

IR IE I A AEFF (Scanners) Vil Nmap FH8SCHISIR, REA S B BEMETSH], BRAEE D
FAMROA I ENZ LB BT WA IR S, B SR (I nstances) SIS ) 5112 o

“m%E Nmap 33452451

GBI, WTLAES . ASIATIHER 5 S ST AR . AN FHARUE ] Nmap 9455061 ik
() Nmap FEERIE,  TEMIER 1% Nmap 14652610 TR, W SR BRS-GBS 4910 1)
(EREEDEe

UK

T EHI L AL — M7 07 0] Nmap 474852451 41 3% -
o IEFERRE > 1R4E > L.
o IEPEOREE > 1RIE > AR
FER2 RGBS, mil LB (D).
BRI WS B BT L WS N Nmap 48655401, 2 27 TP pTd.
T4 LR E
gz LI )

T—%#ita
o B, ROBrAMBOR MBI RG] W20 B0 Nmap 4, 55 30 0
o W, GRS SEBIOCHRKIANRG 2 U S Nmap #MEC, 5 32 0T
o B, MIER S SEBISCERN ARG TSI T4 Nmap 4794 , 28 32 1T,

o i, kR E ARSI MR () kIR RE S .

0 Nmap 3348 B#5

e E Nmap B, nIGIEFIRAERE bR, PUIARTE AT 12 75 8 R A 334 B AR 0L
Al 1, AT 8 S B (A BT H bR 4 B AR — A AR P sk, DA G2
A ML BRI . T Nmap Hbxr, 048 H Nmap J\7 7558 -0k 8 1P HudikSE Bl . 45 5% Nmap
J\Or Y B - uE RN {E S, 152 4 hitp://insecure.org [ Nmap CFY .

[ EETIETY:
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ENSHE
58 Nmap 255 B 47 [}

=7

/:E S
o FREELS KR ENLN S B AR e T B K I R AE R —Fg oo ik, FRRAERILE FHL
* Nmap $2BERI IR 55 S FIHRAE R B IR FEAAL, HRESAT 57— D Nmap HRi 0 k. a4
i H] Nmap RATHG L, 5 e . A RN 28 it sp IR = 0L, 4 25 784147 Nmap
i ESE

UK

PR EFERRE > R1E > .
P2 LA E, il Targets.
$® 3 il Create Scan Target.
PIF 4 EAFR (Name) P, I NZH T4 H AR 2R
PIRS5 /& IPSERE (1P Range) SCAHEH, {f FHNmap FHHEN] , 25 23 50 rp Jrid i E 4 e B 1) — N Bk
EZOELYIIS
paib 4
WRAEFAAG B AP ) 1P bk siya AR IS S, WIORAE B bR, 12 S0 54 5%
P 6 EimOA (Ports) 7B, F8R ZHHM G .
AMEF N 1 2] 65535 HE A LL P AT R I

TR LR E.

‘%48 Nmap 1348 B R
Je

Ror ARV RN R T TP Mk, (A TP Mk O I HAR, 0T AEAR R AR B Al
Hbr, BUAENSE TR SO0 RS i S At

WERANFF AR AR H b 2 A EHL, T I ER 4 H A

| EL N |
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ENgHiE |

P EPRRE > 1R1E > 8.
P2 LA B, Sl Targets.

I3

SIE4
$IES

$IE6

£13Z Nmap %M

b R AR5 %58 ().

1 AR (D), AR TSR, B 1 B 1 SO R
HEFATE . HXVENAE R, TS IUVR I Nmap £ H b5, 56 28 1T,
SRR

B, W AR E bR MIRR () SRR b

Nmap MR AT DU bR 8 0 230 Nmap F 52k G . #hRoe T HMwE . enl HEX
IDCTRE IS H I N | 4 718 AT BRAE TR 2 I TRME R Pie AT 453847

Nmap 4L 1R 55 25 FEAE REEHE R A, HAEIEAT 5 — A Nmap H#i0 15, a0 R vh-Xi i H
Nmap KN, 5 W2 H TR/ S i rho b s EAL, % 55T Nmap $14545 .
% Nmap IIRER— %5 &, 1557 http:/insecure.org I # Nmap (Y.

FIEZ Bl
o U130 Nmap 7655241 , 55 27 TR FTR, %00 Nmap $965 5241 .

LR > 18R4E > .

ST E AR S48 55 3L 1) AR ()

7E “CRCE M7 (Configured Remediations) #43, Aiii#An (Add).

i N* MR FR (Remediation Name).

LIPS

D SRR T SRR R B 7 R A NAR A e O P SR I Al R TR OGN, TG E AR
fHrh BB it ? (Scan Which Address(es) From Event?) i3 .

E7 AN

T SRR SRR R B 7 AR R I A B LA N A kR R DGR, BRIATE LT, RS
A B B FAL 1P Mokl 7 d B e 0

R

V00 T W N AE U R B SO R AR AR I i 2 ) S B U T 43 Nimap R

[ EETIETY:
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| =snE

ez Nmap 138 [

fic & F3H#5ZE B (Scan Type) i .

o, BT TCP i, EZEFHE UDP ¥, i 4333 UDP i O (Scan for UDP ports) i ik £ FF
B (0n).

1BR

UDP i 47345 L TCP iy 456 75 500 2 () o SNk 4, 1528 ki o,

B P R RO XN 1 5 S, I P B4 R A% 1 (Use Port From Event) i

Tt o

TSRS A e S I SR o S A, IR A AT IS AT AN 5 | A I A ) a5 s AT 414,
T CE MRS 4851 224348 (Scan from reporting detection engine) £

fic & iR im O $33 (Fast Port Scan) £ .

i O3E Bl #4335 F (Port Rangesand Scan Order) F-Bt, it N EEAEERIAE UL N 1 F Nmap i 1
RGN 1 AR (MR 4141 1 o

IEHIEL T #
* FREM 1 2 65535 [ .
o Af I 5 B A% 4 B
o Al AT W S 1 G o

* 4994 TCP M1 UDP i I, BUT VE R 2E4946 1) TCP i I 3K T, LA U B2 UDP i 413
T3 o

E

Ho

TR
JA B AN LA N DRI SR e 1 S FAFI, (PSR aYiw 0 (Use Port From Event) B IIURE 45 i It 1
B, s 8 ik

-

PR UDP S i 11 53 A1 111, ARJ5418 TCP W& (3 11 21-25, WM v:53,111,T:21-25.
SEGI T I UL S IR ST A% ) RIARCAAS S, TG BRI FF i O AR B S A FRR AN (= 2 (Probe
open portsfor vendor and version information).

T SR BRI TR 1, 5 MBR S BRASSRE (Service Version Intensity) R4z 4136 ik — AT,
BB R B .

BHMBERGE R, G ERNIRIER S (Detect Operating System) % & .

B ENLURIE R R A, AR 3 Fas AT DA, HIES T A £ AL (Treat
All Hosts As Online).

LERCE A Nmap /£ EVLAT I PERHME G774, W ENEZIMF 7% (Host Discovery Method) T
DR IE e RBVi = LUV RPN

U AR EHUR I R a4 1 e S A3, 1 7R E ML & s O 315k (Host Discovery Port List) 7
Bt N\ di o ik EHUR LT R LA, HEE SRR IT

W EKIA NSE B 7K (Default NSE Scripts) #6001, 22 75 14 TR IA Nmap BIASEIEAT EHURILLL K
JRG5#% ERAE RGN I .

EL N |
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R’
W52 http://nmap.org/nsedoc/categories/default.html, FREXERINJHIA LK .

PIR20 LRCESRMS R LR, 5T RHRIR (Timing Template) T H741 2 e $Eok H Gn 5 -
R G 5RO, RSB, RO AT R R Y N, RS, AT
LN it (Create).
RAOETEANRUG, TR SR e .

$1822 LR (Done) LUR [ SEH .
$B23 flE (OK) LUR B S 513 .

HEXREM
Nmap #hRGEIT , 5 19 1T
“m%E Nmap %P3
X Nmap #MNRCIT S T O & s i R T IFIH . He &E N — IR G AR MR
T E A Nmap #bRCo
puk =

T AL MR M55 D7 17 Nmap $745 52451 514 -
© IEPEIREE > 1R4E > L.
o EPEOREE > 1R4E > AR
TR 2 Vi YRR K AR
© WAGH I EIRER - MOSETT AR, U A5 (1 LB (©), RIAAEEAE ¢ TR E AN
B 93 P R R AR AL U Z AN R
o WSGE I BIREE M OET R AR, U SR A RO SE ().
SR 3 M EHATEL WA Nmap #hEC, 55 30 TR TIA
TR A WERERAF T, TR RTE, BB WEREEA R T GR35 A T 5E AL
SIS S, AN MR (O MR

B1T1%% Nmap 1354
FAE TN JE B Namp $948 . ) DU b iy N S 1) 1P s kb A 1 sl il el e BB A 140 H
bR, FRE LR H bR

Nmap $E IR 55 2 A ERAT R GG REFAAE, HRIREAT 55— A Nmap 494500 1. 48R ]
Nmap KA ENL, 1@ A2 H . R A s P sk BB, o FEAE ] Nmap $14845 3

[ EETIETY:
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| Emsninm
nmap 133452 |

FIAZHI
* 50, WS Nmap H346 HA5; 1S B0 I0 Nmap 3 H s, 5 28 UL,

R

HIB1 EFREE > B4 > AWM.
$B 2 T HATHHG Nmap #b 5%, Adi A% () .
HIE3 o, B AR B AR T, SN BRER B Fhs ik Hbr, AR5 sdimE.
FIE 4 £ IPSEE (1P Range[s]) FBH, Fi e B sl A& o 2 ak a2 19 ML TP Motk
FRE:

o XFFAT IPva HER N, WTHRE AN 1P bk, HESERTF, o] CIDR RoRrik. Al
P HbbE A TS IS (1), A 1P Hiuhik .

o XF Tl IPve HUIERENL, TSR RGRA Y TP ik, ANSCRphEVE

FIRS frim A (Ports) 7B, 7€ S0 H 8 S 2 511K
AR AN S R S BT (K35 1 872 B T 5 B T (1 1 53

WIE6 LUl ILRNFAHE (Scan Now).

T—F Mt 4

o wiE, MIMTAIRA; 1S (Cisco Secure Firewall Management Center B H 5 ) T HIEE AT
S

Nmap 334 R

T DU I EAEEA T 1Y Nmap $94, 2 AZEHTE I Firepower R GEAT 348 P 1K 45 R BUAE Firepower
RGHMATINER, LLRAER M4 R .

T nl A AR A o o 1 TP yE B DU R A5 R (R F A3 Nmap BEEEIED) 9 n] R85 45 XML #%
A Nmap 45 50t

T8I T AE FE ML B ST AR 24 Wi 25 7 ) Nmap #0000 B0 ERE RGE RIS 855 B WiR FHHH
S i PEE O OC T T BRI S5 A AR O A5 A5 R, B W A SR VR S AR E R S Bk
25 2538 o A R, FEHUBCE SO 2R X e 45 NN “Nmap 9454587 (Nmap Scan Results) 1

T

EE Nmap 4R
1 Nmap Hf5E G, TUAEEHRMg K.

| EL N |


http://www.cisco.com/go/firepower-config

EanE |
B =z ass

A DURR R P 2 R 05 R E 45 SR o SR U I 308 45 S I 5 30110 0 e B A B A T 1) AR R g
Al o AT TIE SR AR R, P AR g5 AR . e n] Al A e CTAERAE, ARG
e i 5 K RAE R

T4 http://insecure.org |2 F % Nmap 258, Iff# 4] Nmap 1.01 DTD &%

EATH BRI AR
R

W IEFERRE > 1BR4E > 1R
P2 A LA, AEHRAMER (Scan Results).
WIE3 LU Rkl k.
o PIEIA)YE R, 40 (Cisco Secure Firewall Management Center & P45 55 ) H 6 Z44- i 1) B 1) Fp
o BFHARIN TAE RS, G B CTAERRE, W% TAE R RS (switch workflows) .
o TEAAVE# O b CUE R R A R, 1 SRR R RN EE.
o BRAEER G RS REIA,  DUELEAR A SO g 2% b AR Jah XML A, 57 iRk s%
i T2 (Download).
o PO S RHEP, W s ybR . BRI R SRR 8 DA HE AN
o BRGNS, TE AR R SR S SRE (). 7R R T b, R N
(Apply)-
=R
SRR B s HAR A, I T BUE R AN S EAE, SRS AR A (Apply). B0 CASHI SIS N
[l RL P, 3 e T Sk R R B 44, AR5 ST 222 A %I (Disabled Columns) )41
AR

o B N R B TARRAE D B —AN 0, 520 (Cisco Secure Firewall Management Center & 2
FEE) AR 1) R A U

o CERCEFRSEEIANEN, 1 A LA EE IR JE S0 M Nmap 94, 55 26 0.

o AR TAR AR WU 2 N RAE & TAERRE DU 2 (W) 01, 520 (Cisco Secure Firewall Management
Center FEFE ) A TAEGARL DU AT L H .

o LR AL LB GRS, T ABEZ (Jumpto) i d ik S A g (I
SIE

o SHRRPAREER, TN BRI A R AT

HXEm
Nmap Ffi&i K7, 23501

[ EETIETY:
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Nmap 1345 RFER

nmap st 25 ]

IBAT Nmap $HHEIN, B KGR B O AERO R4 R . PR T SRR I AR

FE R 7B
R2PAWERTE
FE 15 AR
FFai i Ta) A Rl 2 B R T4 H ST TR
25 P[] AR R S 1 45 R H AT TR
H ¥ AR ES R B AR 1P ikl (B FENLL, G DNS fEHT 2
JARD .
F145257Y (Scan Type) TS Nmap, BAEE = L EPIARR, a4 L R
HIRAY
F1HiB X (Scan Mode) AR R AR
* on Demand - K HIZ TR FIRIMI 45 R .
* A - KRAAFERZE ARG R, MESA B kKBS Om
“k
* FiliE (Scheduled) - K FA/E N HUEAT BT FIFIHE 45 4
ghig EEETIEST N
1, HHFE R, B R E T 2 E .
F A Nmap 45 R

10 LS NTE RGAMIAT I Nmap 3T R ) XML 25 350, Bl n] LS N SEaT RS R0
XML &5 530 F . 225 AN Nmap #4558, 45 RCF AR H XML %X, HA#e% T Nmap 1.01 DTD.
A A Nmap 45 R 174145 B L& Nmap DTD #4015 5, 1524 http://insecure.org | [¥] Nmap

SR
TR CAFLE T AU, K5 Nmap A RERFIL 45 FE B0 21 3= HLRC & S0

RS

W IEPERRE > #BRAE > AR
H1E2 £ T HAA L, Al Import Results.
$IE3 Al (Browse), SiE 45 BCAt.

EL N |
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ENgHiE |
B nsvrnmreiz

A RA “CFEALR” (Import Results) Uil i, midiSAN (Import), SALR.

EN SRR L EIEF

Ihae MoAtE | &IRRR | IEEER
SR | K
DERAR
R 2K
FEHU AN B ThEE | 6.5 £ TLS 1.2 BLAEME T B KBS B b MU NP i 2
122 Ak it B R o 1% B E LN g, 2 17 LA
IeA EHEA T B .

[ EETIETY:



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



