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Scenario 1 (recommended)
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Scenario 2 (not recommended, worse performance)
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Delete

Generate Template from Device
Packet Tracer

Packet Capture

Revert Upgrade

Health Monitor

Convert to Multi-instance

Troubleshoot Files

Al T LLIE B e (0 22N A S5 T I S ARARE, RS 1A PRI 2 4R4E (Select Bulk Action) > ¥%15%
1% 3245 (Convert to Multi-Instance)..

13: it Bk

2 Devices Selected Select Bulk Action v

Edit Advanced Settings
Upgrade to Snort 3
Upgrade Threat Defense Software

Jngroup
Upgrade FXOS and Firmware (Chassis Only)

10108 convert to Multi-instance
10.89.!

Edit Deployment Settings
1120-2 SQnart ?

TR 2 HHINEERATHA, )5 gk,
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[ 14: 58IA

Convert to Multi-Instance Mode

You have selected: 3110-2.

A 1. All configuration on the selected devices will be
erased during conversion to multi-instance mode. To
back up your configuration before conversion, use the
Devices > Device Management > Device > General >
Export tool.

2. The conversion causes the device to reboot. If you
disabled auto boot from ROMMON, first boot into
ROMMON and enter ‘confreg 1" and then reset’ to
reenable auto boot.

PATIREYER A . B, WS EAERET, A A mT BE 2 2RI

I3 B, HAHIMARR, AR5 sk % 324 (Convert to Multi-Instance). BRINELL . A%
R, AEIE T RE T A 2 SR ATUAR 1 AN ) () iy 44 2 5 o
R
WSRO A S (Pltn, T IEAEBHTIRE) , LSzt fise sk, R bC UlEmmE
Tt rimt, DMEgks:,

15: Efp ZHFE

Convert to Multi-Instance Mode

Selected device name 3110-2

Configured device name *

[ 3110-2 ] ° ¢

Cancel Convert to Multi-instance

SERFR 15 20t AEURIIR) e sk e & SR PR, AR AR S K LR A I o LA

TR EAFMIENAE, AT A S B, sl R (9)-
FIOTHUA Y I A E RS DU, HEA 5% 001
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& 16: HAEHE

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

Management IP: 192.168.1.34 Version: 7.4.0 (build 1572) Last updated:Jan 12, 2023 12:23 PM

Network Module 1
mn 12 3 4

)
CONSOLE unknown  USB @@@@@@@@

e 110 W11 2 13 14 115 116

== Core Utilization 22 01 32 Cores Usec Power Modulel Power Module2
Show details

Faults Live status at: 12-Jan-202312:23  Interfaces Live status at: 12-Jan-2023 12:23 Instances Live status at: 12-Jan-2023 12:23

Categorized Faults

@111 - Critical 2/2 - Warning & ] 3 Instances Found

4 0/0 - Major 0/0 - Info Up: 1 Down: 16

0 Dedicated 13 Dedicated
v 7/7-
AL 0 Shared 3 Shared 3 O 0

View in Health Monitoring @ cood A Erer @) offine

Hardware Statistics - [ Live status at: 12-Jan-2023 12:23

N 1 of 1 operable ‘ 1 of 1 operable 8 of 8 operable

Security Engine © Excellent Power Supplies @ Excellent Fans © Excellent

BcEN RO
ANV, REYIREE . 921 VLAN 40180 BtherChannel £ I3 A LUK E . BT
PR MO

ER UL S 30 IR RAT HoAh W g AR B, 1 2 ) 45 Cisco Secure Firewall 3100/4200 ) (4 24 4554k

AR X BASRE KGR, WS S PR B L P L

o B3RO
fos T LS I ) 2 PRSI 1, 9 BB L RO T R A B . B P,

DA A BT SR e, IFEASA T L 70U HE .. BRUEDL T, WrBEE: O A F2EH R
Ao AT VLAN P41, HAEHDIRG K 3.

Cisco Secure Firewall 3100/4200 9% Sif5iig=t [


management-center-device-config-77_chapter15.pdf#nameddest=unique_326
management-center-device-config-77_chapter15.pdf#nameddest=unique_327

Cisco Secure Firewall 3100/4200 &% S fl&s |

B ==9es0

1 A IRE>REFEE P, AP NER NS RE (9).
& 17: BN

TPK-4 Firewall 3120 Threat
192.168.1.34 Defense Multi- 7.4.0 TN
ok g Instance Supervisor

TIOTHUAR Y IAEE RS Ui, HEA 5% 00

$IR2 gD (Interfaces).
B 1840

Chassis Manager: TPK-4 Save Cancel

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

Network Module 1
m 2 143 114

e
GONSOLE unknown  USB v www

e 10 1 12 143 14 115 1/16

Sync Device Add

Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC

@ Ethernet1/1 Data instance2 1Gbps Full Enabled No Auto rd

@ Ethernet1/2 Data instance1 100Mbps Half Disabled No Auto rd
@ Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethemnet1/4 Data 1Gbps Full Enabled Yes Auto Vd
® Ethemnet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto i
® Ethemnet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto Vi
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto ra
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
® Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

PRI G O A ().

Cisco Secure Firewall 3100/4200 £ %5 SE {485
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[ 19: RAEMIRIE D

Edit Physical Interface

Interface ID

memezn ]

Ethernet1/8 Enabled

Port Type
Data

Admin Duplex
Fu W
Admin Speed

1Gbps

Auto Negotiation

Flow Control Send

b B R RIERELUR R

XTImO R, R AR ol 2R

& 20: 5% Q2R

Port Type

pata

Data

Data Sharing

WE =R,

H=,

1Gbps S¢S i AN SCH &I o SFP 4 IRy & B

BWH EERE

T SFP,  JEFF A SFP LUSH £ 222 (1) SFP BB K1 B2 T 3G A 1t i . "R & o a2,
I HIRZ IR M BB R o U SRAGHH o A P 5 BB ST O SUA R S, R Ay S A B BT, WUk

AEHATH

(WIik) & LLDP f&£4 fl/ok LLDP 324 DL HEEEE 2 & BLPY (LLDP) 204

(hfig) kT REESIAE LUS S (XOFF) i DL T 732556
R B I A VF PN T AR S R A, AT UL ) U I ity 1 A 8 ) 5 S 1) 47 ol
PRI, QS S A B B P E (NS L R R IF IO 2 i,

Cisco Secure Firewall 3100/4200 £ % S8 = .
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D) Es 2 3l ok A IR A5 WAl 0 g — A 48 R 0%, HLBIPRGUYK S IEH 01k fEBE IEmE, K
IR A IR SGRATAT G, AT 1 AE A0 ZE YT 1) 25 SR AT A et

2

SCRAABH RS MT, A I8 R 85 A4 R LIS g A T A 4

B2, ARG I

PR AS B AT — ML 8000 MNZE i X )4 ity TARRAN G X #2505, IF HAZHbLos bt
A B ECE M X o MG h X AT Sl 4 R KA bRid (2 MB [8000 ANZE X ] I, 25 /Ef:
AN A TR O EAGREEW R e R T g X v SR A AR S (0.3125MB[1250
ANGMX]D B, o MAZEE OV IE M. TERE RS, WERG M XA 2 SRR R KA bR id 2 T
(42J75 1.25 MB [5000 D22pRIX ;s B4 1 0.25 MB [1000 buffers]) , JUJAJ &% XON i, fEReikf
AIYEYCE] XON Wil ek i &

ARGUSCRF 802.3x T XA AE L. ARG SRR T UL e el o

(A kb Bt LARCEH D DL RS . BERCIRS A= . XTI T 1 Gbps (IS,
oIRGB R . X T SFP i, HABEFEM L BEE N 1 Gbps AR A3l PhT -

o R TF . WE Ry O AT B RTF

DUE, EnT Lok s 3RE BINLAE . ERE Tz )n, Tl ERL.

fid & EtherChannel

EtherChannel (WBFKAuf s ) 2 nl IS 8 ANRl— R A = AR m#E D, 3 Hoix &
Shy A T) 3 FE AT TR o A ST LA RI-45 8% SFP; A LIRS AN AR A CRZERDGED)
(1) SFP. BRAEKE v BN SFP, 75 WUIAS e 8 i b A R 78 i 1 1R B e O RSk IR & 2 1
2 (1 1GB 1 10GB #: 1) SEXFME BN, ST LA AN R824, A A e 1 Ok
&,

BRI IR T B (LACP) 75 P /™ 9 285 1 45 2 1) A B it Y1 SR 42 1l 1 B .6 (LACPDU), - ik iy
JCER B0 . LACP $400 B 307 In A B3 45 1) EtherChannel (85482, LT T, LACP k<4t
PRPCE AR, A A A 2 1 P i T B IE A R T 4 . QR O R AR R HR A A g BN
BoE,  “IFi” B AR A mE L i &

HI4A % EtherChannel i, EtherChannel ¥fAb THEFCIRAS OF T 13 LACP #20) mikfFkg
T IF LACP #58) , HIEPK AL S v s, RIEYHaE R &M@ . K EtherChannel ¥3n%
SEIRY, EORRIE H O R IR A

FHia Z |l
R DR BRI S WSS RCE B L, 28 21 0L,
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fic & EtherChannel .

TR (L IRE > FEE b, A PN ER S RE (9).
[ 21: BN

Firewall 3120 Threat

TPK-4 A
192.168.1.34 Defense Multi- 7.4.0 Manage MN/A
ok g Instance Supervisor
TP A EHR RS Ui, HE]
FIOTHUAR Y I A E RS Ui, HEA 5% 00
P]2 ik
L2 A (Interfaces).
Chassis Manager: TPK-4 save NI
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—_—
Network Module 1
/A V- S T S TR VR V A T
e
L L L L L L L L]
We 10 1 N2 1IR3 14 115 116
Sync Device Add

Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
@ Ethernet1/1 Data instance2 1Gbps Full Enabled No Auto Vd
@ Ethernet1/2 Data instance1 100Mbps Half Disabled No Auto rd
@ Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethemnet1/4 Data 1Gbps Full Enabled Yes Auto v
@ Ethernet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto i
® Ethemnet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto Vi
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
® Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

$£183 5 Fhn > EtherChannel @& 0

Cisco Secure Firewall 3100/4200 £ % S8 =
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. Bt & EtherChannel

[&] 23: 710 EtherChannel

ync Device H Add l

C | Sub Interface

EtherChannel Interface

ST WEUT & 4.
B 2% 0RE

Add EtherChannel Interface

Interfaces Configuration

EtherChannel 1D: (1-48)
1

Port Type
Data

Select Member Interface(s)
Available Interfaces (14)
Ethernet1/1
Ethernet1/2
Ethernet1/3
Ethernet1/6
Ethernet1/7
Ethernet1/8
Ethernet1/9
Ethernet1/10

>

«

Enabled

Selected Interfaces (2)

Ethernet1/4
Ethernet1/5

a) X7 EtherChannel ID, E#RE— T 1 A48 Z[HH ID.

b) REBEM.

O AT WO, i MR o HIRE.
BRI ORORR, BB BEOXE, 527

o

d) ZDRAEREE VRN E) EtherChannel, 7 1 R] A% O 41 & th ik £ i IR0 (O) LCRs Ho A ) 211k E

RIEOYIL,

LEAS ISR A B 1, U Sk e

P

ANBETS N E 7 B4 L1 A 1

. Cisco Secure Firewall 3100/4200 f% % SE {5485
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fic & EtherChannel .

PE®S (i) WEUT BEE 4.
HhiF 2 3E ONMIFE LACP W'E) A EALE7E EtherChannel 1 R E T 205K eMIASHE %
B LU BECE . an, ik LLDPAR4, WINAURINEAT X BCE HEE H. nfoks SR E W
H 4 1Gbps, W HAELHE 1Gbps #2111,

25 BEIRE

Add EtherChannel Interface

Interfaces Configuration

Admin Duplex

Admin Speed

1Gbps

LACP Mode

Active

LACP Rate

Default

Auto Negotiation
LLDP Transmit
LLDP Receive

Flow Control Send

a) AN, &I s RWT PN EENI .

U0 AR AN LG 52 0T T PR A PR 1, K JE T S I N B 1 33
b) N R PR G VR BRI .

P AR N R T B Fi6 o S PR A B 11, 2 K T S A N B 1 T3
¢) EFELACPHRR. &zh ol $TH.

o FA-RIEFPL LACP #3%. =M EtherChannel 7] LL5 3= ] 5% 4 FH| EtherChannel 37 3% 4% .
g 1 T B R PR B M/ LACP Wi, 5 D A ] 3 R =

* FF 1 - EtherChannel S4£¢F i1, I FURGEI LACP.  “JFJfi” [f) EtherChannel Hfig 15554
“JFJ3” [ EtherChannel #7154z

pEsp
Ln S SR FT T B 5Ok S B 2 S SO AT TRIRES, W] e 75 B 2208 =43 BRI 0] A e A
EtherChannel #F NizZ47IR %% .

Cisco Secure Firewall 3100/4200 9% Sif5iig=t [
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d) ¥ LACP Rate. Default. Fastz¥ Normal.
BIMIEN Fasto

e) MLk LLDP iy FI/ek LLDP 4, o e b33 DS s (K BERS 2 A BL P (LLDP) B8
f) BRI DT R B X E .

PER6 sl RTF . WE R 2O WA BRI RTF
e, T Lok sems 3RE BINLAE . ERE L )m, A ERL.

B & 10
5% nl LK 500 18 R 2B HLAH .
A O R VLAN ID #RA A ME—E, - HAESZHIN, VLANID £/ Bt D L n i A
HME—VE. HERGH VLANID 4 A F s, 388t nT DALE sl 8z 0 B sge i eAr]. 4R,
R REAS 42 A AR R 1D, 34674 T8 v N BRAR
AT 18 FXOSVLAN FH: 0, #808 n] DAAE S Py b Gt 782 1. 15 S B HLAT B2 115 s 42
M, %53 7,

SUE

S AL IRE > IREFEE T, ALY P ER T LR (9).

26: EIRHFE

TPK-4 Firewall 3120 Threat - o .
Manage NJA
e

192 168.1.34 Defense Multi- 7.4.0
i tdoct L Instance Supervisor

FIOTHLRAR AR S v, HEA HZE .

F;2 piliENO (Interfaces).
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& 27:4%0

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
"
CONSOLE unknown USB @

1

Interface Name Port Type Instances VLAN ID Admin Speed

@ Ethemnet1/1 Data instance2 1Gbps

® Ethemet1/2 Data instance1 100Mbps

® Ethernet1/3 Data instancel 100Mbps

@ Ethernet1/4 Data 1Gbps

® Ethemet1/5 Data instance2 1Gbps

® Ethernet1/6 Data Sharing instance2 1Gbps

® Ethemet1/7 Data Sharing instance2 1Gbps

® Ethemnet1/8 Data Sharing 1Gbps

@ Ethernet1/9 Data Detect SFP

® Ethernet1/10 Data instance3 10Gbps

® Ethernet1/11 Data instance3 10Gbps

® Ethemer1/12 DAt instance3 10Gbps

® Ethernet1/13 Bata instance3 Detect SFP

® Ethernet1/14 Data 10Gbps

@ Ethernet1/15 Data 10Gbps

T3 pul R > O
[ 28: IO

ync Device | [ Add |

C § Sub Interface

EtherChannel Interface

PIE4

BEL NS

1110

mgrEn [

Network Module 1
"2

i

Wz

LJLJL L)

1M1 112 113 4 115 116

Admin Duplex Admin State Auto Negotiation Admin FEC

Full Enabled No Auto rd
Half Disabled No Auto s
Half Disabled No Auto s
Full Enabled Yes Auto e
Full Disabled No Auto rd
Full Enabled No Auto v
Full Enabled No Auto rd
Full Disabled Yes Auto Vd
Full Disabled Yes Auto rd
Full Enabled Yes Auto rd
Full Disabled Yes Auto rd
Full Disabled Yes Auto rd
Full Disabled Yes Auto rd
Full Enabled Yes Auto rd
Full Disabled Yes cl108-rs rd

Cisco Secure Firewall 3100/4200 £ % S8 =
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B 29: FEOKRE

Add Sub Interface
Parent Interface

Ethernet1/1

Port Type

Data

Subinterface ID

100 (1-4294967295)
VLAN ID
[100] | (1-2094)

a)
FIRS il RTF, Ansidi &R A LA RE .
BUE, RErT LUK S B8 BINLAT. EmE Tz n, A R

IR L]

T LU 2 SEIRRE R A AN SR BINLAE . SR SC I BOR BOR TS WS o
PSSR 561, 26 14 UL,

FFiEZ 8l
P& e o 2 SR, 5 18 T,
gz
TEB1 £ RE>RFER b, SHNEVPERS I ERE ().
& 30: EIRHLFE

_ Firewall 3120 Threat
TfK 111% 1.34 Defense Multi- 7.4.0
st Instance Supervisor

TN

FITTHURAI A EIRRS vk, BEA FZE U,

B2 miali KB, AR5 wmmsEsl.
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wmzsl |

[&] 31: 52451

Save Cancel

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration
—
earct nstance Add Instance
Name Version R Profile 1] Gateway Licenses AC Policy Platform Settings

v @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A Ea ]
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> @ instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A N.A N.A e

S AR, T BT RIESWN, RiET T—%.
& 32: il

Add Instance X

o Agreement 2 | Instance 3 Interface 4 | Device 5 | Summary
Configuration Assignment Management

End User License Agreement

Effective: May 10, 2022

Secure Firewall Terms and Conditions

By clicking 'Accept' below or using this Cisco Technology, you agree that such use is governed by the Cisco End User License
Agreement and applicable Product Specific Terms available at:
https://fwww.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html

You also acknowledge that you have read the Cisco Privacy Statement at:

https://www.cisco.com/c/en/us/about/legal/privacy-full.html

If you are a Cisco partner accepting on behalf of an end customer, you must inform the end customer that the EULA applies to
such end customer’s use of the Cisco Technology and provide the end customer with access to all relevant terms. If you do not
have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click 'Accept’ and
do not use the Cisco Technology.

| understand and accept the agreement.

Cisco Secure Firewall 3100/4200 £ % S8 = .
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SWA (£ ROWB S, WHEMSE, K556 T—5.
[ 33 LHIERE

-

Add Instance X
Agreement o Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management

Display Name*

ey e Permit Expert mode for CLI

instance4

Device Version* Resource Profile*

7.4.0.1572 Default-Small +
IPv6 Both

IPva
Management IP*

192.168.1.38

3

Network Mask*

255.255.255.0

Network Gateway*

192.168.1.254

FQDN Device SSH Password*
ciscocom || e

Firewall Mode* Confirm Password*
Routed || seemene

DNS Servers Show Password

1.2.2.2,3.3.3.3,5555, 4.4.4.4

Cancel Back Next

BRBR

W RRAR- S FRAS 2 i B AT A TRCARBEAT S, AR, DU EAT
ROFBEANPA. ETHRBFRIE, WS %& > TR > NEAR. THHN, 0 AR
B RAHERRGAESE A . BN AT, S Z ] FXOS CLI. ERL: FXOS Al It
BT A ATRVEAMER, S0 MR .

il 4n -

firepower-3110# scope firmware

firepower-3110# download image
https://10.10.7.89/Cisco FTD SSP _FP3K Upgrade-7.4.1-1.sh.DEV.tar

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

% Download-task Cisco FTD SSP FP3K Upgrade-7.4.1-1.sh.DEV.tar : completed successfully.

. Cisco Secure Firewall 3100/4200 f% % SE {5485


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#download-a-package-for-multi-instance-mode

| Cisco Secure Firewall 3100/4200 £ % S2 5=t
sl

* IPv4. IPv6 o (Both) - 75 5 WA B F B2 UM R (G k9 2% L3 B 238 | P (Management | P) 3
hk. B E M4EERS (Network Mask) FI G CRTRESHUAEFATED o HUFEE BEEE 1 SRR SE ) 3t
=, FEASEBIEM S B B O TP dhhk . BRAREGLCT, #&nT Ul SSH R E I 1P Huhk DL
Pil) CLI.

« (W[#%) FQDN

 BH RIS, - BRER BIERR. A OCH KRS TELNE R, T S R E W B B kR

* DNS BR%588- i N T B /1Y DNS R&5#851% (LLE S0 .

o (k) EATF CLI MERBEKIFAI-L KB Sh52 U7 AP CURF DR S I iy 2O HE B
WS F SRR, AT BN SSH 216 Uiy in) S (R AR ¥ FH P vl DR N T 58X an SRAE ik
I, A M FXOS CLI Vs 1) SEF AR 0 7 aT U N & S FRATT s 1048 H 1k i 1
PLn s SE] 2 1] R B 2
R TRE e Fe 20 sl RS AR SRR A O R A B A, Al L it ik
NIHEER N, 57 CLI TP ER @

s ZRECE S - BWIHCE LS RE CPU O HE; RASRIZ LIRSS /SE RAM, Jf
BEBREASB RGBS M 40 GBo HLATELHS LA R BRIA SRR AC B SCPF: Default-Small.
Default-Medium #1 Default-Large. 0] LUE i fichi 5800 () b b LA V8 IS A e o Sc k. LU
TCiE 4 e P IR B SO
B 34 KR BRERE ST

Add resource profile X

Name*

silver

Description

MNumber of Cores*

24

Cancel Add

© BMZDHE 6.
patis
5 BABRK AR SEBIAI L, BAT B MZ OB RS W] e B AT AR EE & i) CPU R
o BATRUIMZOHOR IS  R S A A ERUR . R B R E A O, Wl
M S 2 %0
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management-center-device-config-77_chapter7.pdf#nameddest=unique_236

Cisco Secure Firewall 3100/4200 &% S fl&s |
- L

o WWATLIATEAEE (64 8+ 104 12 14 %5) ML, NEHEIH.
o BRI OB TS, S S i BOR AT A, 5 14 T,
QRS 5 0 — AN R B PR B S, DS ST gk, X T REFT BERL 5 4B T] .

THER, AT ORI mE IR, W EAN RN BRI B SO, 55 SR R T
J RN

* & SSH ERS - O CLI i) (SSH sld= il &) WA H A & . (& MINER FERUhEL

TR

SWE (BOSRD, KN RS S, RS F—%.

& 35: 3% A5
Add Instance X
Agreement 2 ) Instance o Interface 4 | Device 5 | Summary
Configuration Assignment Management
Available Interfaces (5) Selected Interfaces (3)
Ethernet1/7 < Ethernet1/4
Ethernet1/8 =2 Ethernet1/6 <
Ethernet1/14 Ethernet1/9
Ethernet1/15
Ethernet1/16
>
1$¢

Cancel Back m

P

B RS (%),

W6 (L QEEE L, WERANEORE, ARAH F—5.

Nil
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& 36: 1% & &1

-

Add Instance X

Agreement 2 ) Instance 3 ) Interface o Device 5 | Summary
Configuration Assignment Management

Device Group

Access Control Policy*

inside-outside +

Platform Settings

instance-settings +

Smart Licensing
Malware

Threat

URL Filter

Cd[lcu' BL”" m

g
S ISR S X PETLAT U PRSNGSR
© BB T B R O e

- BV

ST £ WED, FINERRE, ARl REF.
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| RS

I7HE
Add Instance X
Agreement 2 ) Instance 3 ) Interface 4 | Device ° Summary
Configuration Assignment Management
Instance Configuration #  Device Management - This info is required only during instance creation. ke

instanced true
7.4.0.1572 inside-outside
Default-Small
192.168.1.38 olicy instance-settings
255.255.255.0 censes MALWARE THREAT,URLFilter

192.168.1.254
routed

.....

cisco-fw-4.cisco.com

enabled

Interface Assignment - 2 dedicated and 1 shared Interfaces attached Show A

Cancel Back m

T AR ORAF S0 2 g S e s L AT B . RAF ), SEPHRAS N2 26 SEde

SR8 £ KB bk b, i RTF
SR AEHUAA N E
TE A, RSO IR & IR DU IS I B

BEX RSB E

AT LARCEN AR GON &, Bl SNMP. 04 1] LG NELT H AR FXOS il .

Bic & SNMP

T LUE R AN LA AR GEC B P 8 I R AN S B U5 LA 2 MIB. 8 BERE L S8 ]
THUAT SNMP {5 R BToikim el HUATE B 117 1) SNMP.
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FiaZ /i
K Hor— A SR E SNMP. 152 [ SNMP.

T2

TE1 7 RE>RZFER b, SHEYV P NERE T RE ().
& 38: EIEHLFH

TPK-4 Firewall 3120IThreat
192.168.1.34 Defense Multi- 7.4.0 N/A
atdbi e Instance Supervisor
TPV A B EE S oo, HEA H5%E o,

P2 mili RFEE.
FIR3 JEFE SNMP, RJ5 g3 ik 75
& 39: SNMP

Chassis Manager: 192.168.1.42

Cisco Secure Firewall 3110 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

SNMP . :
Choose an instance for the SNMP configuration

None

Import/Export

W

figuration will be applied to the chassis.
inst1

] M FITIE S U5 R HLAE L 1Y) SNMP,

T4 LR E
SRS BN E

FARFHIEERE

A PG D RER A S M UARTIC B BB XML SCPE St BRI SEPL. 2 m, Sl U A SERD
B, DREOR RO E B E N TN, DURIEI R A IR, SRS R . AL
BIAR AT, BT LU HLAARC & S A S (Blin RMAD .

TR, AT HPARRCE; AT SCOIBCEBE . AT B 2500/ Th R A& 1y Sl
SN, U E I B A DA BC B AR R S A SO A BC

Cisco Secure Firewall 3100/4200 9% Sif5iig=t [


management-center-device-config-77_chapter21.pdf#nameddest=unique_333

Cisco Secure Firewall 3100/4200 &% S fl&s |
SABSHNERE

FHia Z |l

AR ABCEKINLAE, UM R AL A
o M RIAOHLAR i A
MR Sepimg
o AHTFD A 19 2% e

TR L RE > IREEE P, Al B R TRE (9)-

40; EIBHLIE

Firewall 3120 Threat
T?KT& 1.34 Defense Multi- 7.4.0 N/A
il A Instance Supervisor
FITTHAE ) M FEEERRS Ui, PEA $E 7.
FR2 mifi REERE.
FIR3 miii BAIFH.
PB4 LRHRCE, BTN .
a) fE£ S XuEh, S SERLSH.
B 41: G125 3t
Chassis Manager: 192.168.0.116
Clsco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor
Summary Inerfaces Instances System Configuration
SNMP
Import/Export
Import Export
Download
¥ .r.\r>n.-n||>a<| .

',

(=5

) M S SCEEIEZ BT TS
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42: SIS HKI

Dismiss all notifications

Global X
Device Configuration Export
Device Configuration Export
Exporting device configuations
© Global X

Device Configuration Export
Export file created successfully
Download Export Package

c) miHANHE (THEHE) it T, FEFHt.
B 43 T#

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances System Configuration

SNMP

Import/Export
Import
This will replace the current chassis configuration with new configuration
rop Fil
Download
This wil dk ported

+ Download

AFLL sfo 4 A4 TRAT o

FES LIARE, 15 sfo XIHESN PN > BE X HX k.
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Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor
Summary Inerfaces Instances System Configuration

SNMP

Import/Export

Import

with new

Download

o A'Ir" . a
ENEILERE
WUAET-6 & & rl i E — R T E VAR ThEE . e UEZ MY Z 0L ng . B e
ARSI IFIRO RS, ARG A5k

I T 8 IRE R

i FAWE U (R > FARE WP G REAN . LI A 3
25 SIS OB H b

S EEE > TARE.
SR 2 XTI, AT LUE S (), 4RiE () smRR (T
EE
AREMMBE b U TAEAT BRI, B Sems T I o 7E 58 A MR S 2 7, Jeelef A
P45 HoA S P8 B3 A

W3 BN, 1 AT R EE (New Policy).
a) MWTHyEhiks NETaRE .
b) RIS\ &FR (Name) F13jt A (Description) (FJiE) o
o) (k) IEFEEN HSEMS AT FAAAE, AR5 miaiidimn (Add) (B0 DS MLsE . v BA7E
RE FBOT AR LT R L ISR
d) miifRTF.

RGOS, FFTITLLEAT i -
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mEons ]

SRR A LSRG HARHLAS, 3 m E AR T & W E RIS AN 4REE (2) bR

BCE DNS

o
i

S %
5

B

N -

a) MRS B (Policy Assignment).

by ELEHUATAM L NS, e ATFIALAS AU TR, S Al RN, ST LA TR
) BN, W i FREHLES Z1F U I R (D) .

d) SSEHRE.

U RURG ESROR LA AR AT O TP Mk, A5 2245 € DNS JIRg5 & IXLEHLA DNS BB TREA
SR DNS B, Ja FHAE B B B P R

BL'E 21> DNS g5 as i, MU AR BENUN 8 HI IR 55 &% 188 % 7] LAZEDY A DNS e d5 @2
BCE DU IR S5 Bt wT DU AN IR S5 S ALBC B DU & g5 as, BT DUK DUAS IR S5 S AL e B AR —
=) &S

P IR&E > FaIRE 00 ol N A S .
%&£ DNS.
45: DNS

policyl ¢

Enter Description

DNS Resolution Settings
DNS Specify DNS servers groups.
SSH O Enable DNS name resolution by device

SSH Access List
Syslog DNS Server Groups

Time Synchronization

dns1 (defauit) ¢ O
Time Zones

$IE3 B BE%RIE % DNS & R ik,
SR 4 Ll R0 LS N DNS R4S 284 .

Cisco Secure Firewall 3100/4200 9% Sif5iig=t [
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[& 46: 770 DNS AR 58540

Add DNS Server Group ®

Select DNS Server Group *
[cfns1 v ] <+ New Group
Make as default

SIS EFHA 1) DNS RG240 G5 6174 DNS R4 24065, sitiah (h) #i4A (New Group).

WERE I AL, BB BILLURXAEE . DUE S 7 B 3R 4 MR i 22 DU A DNS k5545 P Hudik, 4%
RN )i

47: $3E DNS FR 5523 4A3 &

New DNS Server Group Object ®

Name *

= )

DNS Servers
10.9.5.4] ’

le values in IPv4 or IPv6 addresses can be specified

ma separaled enlries)

PE®6 il RTE K DNS RS-z & 4
PR HREXSPRS AR RS 241,

A ERAEDTAT & (K2 v e 22 e U3 PU> DNS 554 -
SR 8w ARTF LLORAT X S (1 BT AT B

BCE SSH #A SSH 17181513
SRRV FLPE O L oV AVER 6T SUNLAIN SSH 21, 151 T SSH S5 8 JFAC T S0 VF IR
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BB ERRE > FAIRE IO s Hn .

P$IE2  EH SSH.

$BI BN SSH Vi, ik B SSH (Enable SSH) k.
48: SSH

. ‘You have unsaved changes m
policyl ¢

Enter Description Policy Assignments (0)

SSH Server SSH Client
DNS ‘) Enable SSH Server Strict Host Keycheck
2k Algorithms Vo Algorithms Vo
SSH Access List
Syslog ~ Encryption ~ Encryption
Time Synchronization aes128-cbc aes128-cbc
Time Zones aes128-ctr aes128-ctr

aes128-gcm_openssh_com aes128-gcm_openssh_com

aes192-chc aes192-cbc

aes192-ctr aes192-ctr

aes256-cbc aes256-cbc

aes256-ctr aes256-ctr
Host Key* 2048 Volume Rekey Limit
Volume Rekey Limit KB Time Rekey Limit Minutes
Time Rekey Limit Minutes

P4 EREATNEZE, Had HE (9).
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[ 49: FInE %

Add Algorithms ®

Available Algorithms (17) Selected Algorithms (3)

aes256-cbc ~ Encryption

Ch

aes256-ctr aes256-gcm_openssh_com

chacha20-poly1305_openssh_com % Koy Exehiangs

© 00

ecdh-sha2-nistp521

|l

~ Key Exchange

curve25519-sha256 e MR

hmac-sha2-512

Ch

curve25519-sha256_libssh_org
diffie-hellman-group14-shal
diffie-hellman-group14-sha256

ecdh-sha2-nistp256

00000

ecdh-sha2-nistp384

~ Mac

]

hmac-sha-1

a) EFEINE L.

b) ERREAR .
A AR AL TCTE AT — 5 A S . B S B A R NSRS, AR
PEEHLE Oy IE o e A M Ty AR i W U IR 45 28 5 O SR

c) JEFE Mac ML .
PERS X TENEHR, WA RSA HYDAIEECA .

BEBUE (LA RBAAT) Nk 8 BfE3, HAT 1024 3] 2048 2 0], $5 2 S8 /MO, ZERY,
RSA 50 i s I [a) il . 18Ul 2048,

6 N TIRSRZEEIHIMEIRS], 5% E FXOS WIS im&Es: 2 iids: F i iiis (LLKB Jipn
£7) s

ST XN TS SZPEIHB RS, 15 E FXOS WiITS 15 IE 2 0 LI SSH 2515 25 I INHA] (LA
JAT) o

S8 X T SSH B, WHAE LR BE
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50: SSH

. ‘You have unsaved changes m
policyl ¢

Enter Description Policy Assignments (0)

SSH Server SSH Client
DNS @ Enable SSH Server Strict Host Keycheck
S Algorithms. Vo Algorithms Vd
SSH Access List
Syslog ~ Encryption ~ Encryption
Time Synchronization aes128-cbe aes128-cbc
Time Zones 2e8128-ctr aes128-ctr
aes128-gem_openssh_com aes128-gcm_openssh_com
aes192-cbc aes192-cbe
aes192-ctr aes192-ctr
aes256-cbc aes256-cbc
aes256-ctr aes256-ctr

Host Key* 2048 Volume Rekey Limit none KB
Volume Rekey Limit | none KB Time Rekey Limit Minutes
Time Rekey Limit nonhe Minutes

s ERREHZEAME (Strict Host Keycheck) - t# /8 A (enable). ZEF (disable)zi#Z 7= (prompt)
ki SSH MU A

* BH (enable) - Wk FXOS AN FHCAFrhARLFE FHUEEH, SR . e
FXOS CLI " F & 48/ 55 Ju HH 1) enter ssh-host iy & F-his I F 4.

* 127 (prompt) - X FHUH FORAEAERI BNV, RSBz sidigs iz LU T .
« 2/ (disable) - CGERIN) HUARHRE F ShH 32 LAHIRAF il 10 L B

« B3k (Algorithms) - 5 48 (£), RJGIESEINEE (Encryption). #$A3#: (Key Exchange) il
Mac 5.i%.

- BEATHEEIRE] (Volume Rekey Limit) - il & FXOS WiTF & ilidE B2 wiiEs: E i &
(LLKB JHALD

o ZYAEHETE PR& (Time Rekey Limit) - i & FXOS WiIT& i 8:2 7l VA SSH & 645 N
W) Al B ) .

SR U SSH i7inlFIFR (SSH Access List). #4 Zo0 A vryin) IP Huhl-sk 4%, 4K )5 A4 fiefdi ] SSH.
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51: SSHifs 8151 %

policyl ¢

Enter Description

SSH Access List
DNS SSH Access will be allowed to the configured networks
SSH
Network List b4
SSH Access List
Syslog any-ipv4
Time Synchronization any-ipvé

Time Zones

® By default, SSH access is denied unless you add a network to the list.

PR middi RAE (0) IR LT R, R)E kiR, SR LLTshfmA TP Mk
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EERZRE

& 52: W 4 3 5

Add Network Objects

Available Network Objects (13)

-

Selected Network Objects (1)

[ Q) Search Network Objects Remove All

—

13

any IPv4-Benchmark-Tests O

any-ipv4

any-ipvé

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16

IPv4-Private-All-RFC1918

IPv6-IPv4-Mapped

coococcooofge o

4

IPv6-Link-Local

[ Enter IP Host or Network ]

TN U ARTFLURA NS SIS (1 BT AT B e

EERAZHE
S T LUIHURT RS F . 3088 R8I Gk 1 BLA FXOS 4 R4

iz
TR L RE > FRIRE IF O oG LT SR .

T2 K REAE
FER3 (E ARMERY KR E, BIEU N

Cisco Secure Firewall 3100/4200 £ % S8 = .
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53: 74t H &7 B4R

policyl ¢

Enter Description

Local Destinations Remote Destinations Local Sources

DNS
Console
i @D Enable Admin State
SSH Access List
Level
Syslog Critical v
Time Synchronization
Monitor
Time Zones 3P Enable Admin State
Level
File

@D Enable Admin State

Level
[Cr\'tica\ v ]
Size *
[ 4194304 ]
Bytes

B LRA

=4 & (Console) 7y

EERT (Admin State) 7B | LR AAEEHG BRI RS HSH .

W RS A AR & 1 Bos R g H A BRI L8 H AT B in 2
Hirh, ik /B (Enable) iEHE. WIRIBGHE /B (Enable)
SIEHE, REHGHERSEMEIH ST, (HAASBoREERG
F.

F 5 (Level) TEX WS TEE & - BIIRTES (Console - Admin State) (/8 F
(Enable) IEAE, HEFREAEEEG FRR ISR B9
HUEEE S 6 LB g K LB B X ] DU LR e — T

-
* IREE

M4 2% (Monitor) #4)

. Cisco Secure Firewall 3100/4200 f% % SE {5485
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CEEV RN

AR 15t BB
EIIRZS (Admin State) 7Bt | MU R AANMS LR R ARG HENE.
IR ARZE g b R R H AW BRI e H R B n £

Hi&rp, 15k /B A (Enable) SEHE. Wi HGHE T B A (Enable)
SOEME, RGHENEBSRMEIHES, HASERAERME
E.

7 (Level) THra&

DRk T M5 EE - BIRIRZES (Monitor - Admin State) 12
(Enable) SZIEHE, 1HEFEALE IR MAS F BRI BRI B9
RYAE LSS BRI K A B R XTI LR HeA T

. IX
2IR SN

- {268
- EE

* iR

1B 4 763x%E B B9 (Remote Destinations) #£ 1+ I, K% =N THEES FFFB, X HER LA

St ATUART 2B BRI 6L -
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[ 54: 7 HEEE R M

policyl &

Enter Description

Local Destinations Remote Destinations Local Sources
DNS
Serverl
SSH @D Enable Admin State

SSH Access List
Level

S [Crl’tical v ]

Time Synchronization
Hostname *

Time Zones
[ 10.89.4.2 ]

Facility
[ Local7 v ]

Server2
3 Enable Admin State

Level

Hosthame *

Facility

Server3

(3 Enable Admin State

Level

Hostname *

Facility

MR R S8 H A B AR BN H Y, 0T URGE SR AR 4 H s R 55 s b ) A et 2 TR AR
HAEDRAF H & s B Ja 0 SLREAT AR E] . i, W] LA € AR e s R I AR 48 H AT B m 2T
(Frgedl,  H SRR FERE L SR O A7 BIHAB SO DAEA TR, B8 ARy S 3l i (K BT ASER B T

EE.

AR it BB

EIRIRZS (Admin State) TB | (R RE HE S A R HENE, WiEkhBR
(Enable) & IEAE
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CEEUAE |

AR 15t AR

K5 (Level) Thrgi# PR R G I BRI BP0 . RGAEERE AT A7 it ik
B S UL B R e IX AT DUZ BUR Horh— T3

1132

* IREE

- @i

FEHANP ik (Hostname/IP | e 5 H & Sc i B (1) 2014 B 1P Hbdik.

=2 [

TS ] EHLZ A P Huhik, DAZ0CE DNS JIRE28,

®& (Facility) Nug1E ARG H R SS SIE R E A SO BRI R S H S Bk X
AR LU Hrp T3

* Local0
* Locall
* Local2
* Local3
* Local4
* Locals
* Local6

* Local7

HUS 5 AW HIE L, SRR,
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55: 74 H S A iR

policyl ¢

Enter Description

Local Destinations Remote Destinations Local Sources

DNS

Faults
SSH

@D Enable Admin State
SSH Access List

Syslog Audits
Time Synchronization @D Enable Admin State
Time Zones

Events

(3 Enable Admin State

AR 15t AR

ks > BREERES JA AR G H e %
Hix > BREERE A F R H &,

= > BREERS ARG H Il K.

PER6 sl RTF LAORA7XT SRS ) T A7 S

o E R B R

NTP HIF5hi o3 IR MR 55 4 2 48, ATAE 48 R G0 h S-SRI 1K) ()25 I 1) o I TR AR PR A1 T EEX R
BEE, BIaKAE CRL, FALFRSHN k. 2 TLIRCE 4 I NTP k5545

)

Pk 23 * FXOS 1#i ] NTP A 3.
o WIRANHSNTP IR 45 28 10 213 8RR, Y S e v )28 21 FXOS HLAR L [ NTP IS5 4% -
AR NTP % i [ 25 31 NTP iR 45 2805, A EmtS1n 1.
MRS E B ORI NTP ikS4%, AT AERRS 25 L1 Jete/ntp.conf AR EIE M EE. W

S NTP 24545 (102 E K T8 T 13, AT LLEE 24 ntp.conf SO 1 Z(E I BBE IS5 4%, 5K
AT A AL NTP k4548 (B1: pool.ntp.org) »

FriaZ /i
W RAGE ML T NTP IkS 2%, WDAZNECE DNS k42, 1520 il & DNS, 2 41 1i.
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mgraRs ]

UK

BB G 8E > FEIRE H O/ el LR H .
P$IE2 EF FERST.
56: it 8] [5] 25

policyl ¢

Enter Description

O Via NTP from Management Center

DNS @ Use Custom NTP Server
SSH
. NTP Servers
SSH Access List
Syslog ntp1 O

Time Synchronization

Time Zones

PR3 WERE B KA B ORI A, 1 WE TR S E@ i NTP.
AP TR sy DRATLAT AT 197 K A e B o FA A ) A I (1]

TR A ZAAISME NTP R d54%, WAl (ERABAEX NTP BRS25-
a) ki BRI ORESIR S & o
57: 7hn NTP BR %5 28

Add NTP Server ®

Select NTP Server *
[ntm v ] -+ New Server

b) M FRSER AT AT O RSS2, SRRk R, sl T SRS DU RS
o

Cisco Secure Firewall 3100/4200 9% Sif5iig=t [
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B ==0x
58: N InFh Ay NTP AR %585
Add New NTP Server ®

NTP Server Name *

[ ntp1 ]

IP/FQDN *

[ 1.ntp.esl.cisco.com| ]

Authentication Key

[ Enter Authentication Key ]

Authentication Value

[ Enter Authentication Value l

Cancel m
c) X THiRSAS, WEMALLT B, ARG A iR,

* NTP BRSZ &8 & FR- T AR RIS 4% 1) 44 K

* IP/FQDN- filk 55 # 1 1P Ml sl 14144

o ISIFREA LG IE(E - M NTP R4S 88 3R BU 4] ID Al . Bdn, ZEAE223% T OpenSSL [f) NTP
Jik 5525 4.2.8p8 sl B A b AR Rl SHAL %54H, i\ ntp-keygen-M fir4, SR /575 ntp.keys
AT S ID FME . B T s i MR 55 280 U S0 S I A R ME
PCCFEAE A SHAL 3T NTP IR %545 S - 40 10F

WIRS R ARTE LLORAE R SRS 1R T A7 S 25
g & B [X
BENUFEI X .
giE

B G RE > THIRE IO oG HURT SR .
TER2 G X
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59: B X

policyl ¢

Enter Description

Time Zone:
DNS fuTc+00:00) UTC A ]
SSH
(UTC-12:00) Etc/GMT+12 Zone

SSH Access List

(UTC-11:00) Etc/GMT+11
Syslog

Time Synchronization (UTC-11:00) Pacific/Midway
Time Zones (UTC-11:00) Pacific/Niue
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa

(UTC-11:00) US/Samoa

(UTC-10:00) America/Adak

T3 R RIS B .
TR A T ARTE DL ORAT X SIS (10 T AT B e

EIR% LHEN

AT EAK T WIS, AFELE FXOS CLI 15 o ik B Bl o o o lic 28 WLAG e 1 o

£ CLI A & AR

DR SRR B A NN 21 B KBR A B O 2 FPR SR 22 SE R, n] AT RSy . 2EAE T
B K i B P RN 22 SIS, TS B R B e o 2 9B, 5 18 I

TR BRI & o L EHE R CLIL, DUA M2 Sepipiat. BeEmiaUn, T LU a2 By K b i rp
Lo

\)

AR ERGOT DR P 1 RIERE ] SSH,  AHIRATTER U T FH] 63 i 1 R S 2RI T IE L . R P
LA 6 5 1 o

1 EEBIPURER S .
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51 6 10 142 3] FXOS CLI.

$HE 2 i P 4 admin F12555 Adminl23 &%

B IRGRFXOSH, RGN ETE S,

pE

Cisco Secure Firewall 3100/4200 &% S fl&s |

WA O (RREAREE, A5 R AR B % DI 6 T BN BOAEL. A7 SR OB WSS 7 1)

FE, 1HZ FXOS wkEHERRFE e
IR

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...]

firepower#

R A AT R AR S e WSRO AR, B mT DAAREE AT LR > AR

Z I () B
show system detail

TP

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address:
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

ERR CLI
connect ftd

TP

firepower# connect ftd
>

. Cisco Secure Firewall 3100/4200 f% % SE {5485
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| Cisco Secure Firewall 3100/4200 £ % S2 5=t

weuapssoet [

FIRE HRERX N, RERPRERZ K. Ra, RE0R TR CLIBEEMA.

VO AR SO VRIS T T B 1 TP AN U . (R, IR 2 SR, AUOR B DL R %
o

o B TERY (EAENIGR B S A
* DNS %5 4%
o R

WA 22 SR iy A vh B R TP MR YOG . B ok 22 s )S, #8n] BLYE FXOS CLI 18
MO E . 1ES 0 7E FXOS CLI 1 AR S B, 4 60 T,

JAH Z i, wENAE R O E, RN B KB AT AT 1Pv4 F/ER IPv6 H
ATHE; ANSZFFDHCP. SN2 )G, RO REHERICEFEHEsh. A\ ERASE (43K
5) . REHEH B, HAESERINERACE, (HELE a4 s m i B 4 15 B R B 61
kRSN HUAEFEHA W E R “firepower-model” .

| Pv4:

configure multi-instance network ipv4 ip_address network_mask gateway ip_address manager
manager_name {hostname | ipv4_address| DONTRESOLVE} registration_key nat_id

| Pv6:

configure multi-instance network ipv6 ipv6_address prefix_length gateway ip_address manager
manager_name {hostname | ipv6_address| DONTRESOLVE} registration_key nat_id

W2 LA manager 411

* {hostname | ipv4_address| DONTRESOLVE}—Specifies either the FQDN or IP address of the [ ‘K
W R L, IR AN RS (P RERE O BHLEED BTV 1P Huhl, A REAEM
ANV Z AN SSL N DB A5 (518 . A SR ARAE M Ay 2 v 4 g A PR3 AL 44 5 1P bl
SRJfi N DONTRESOLVE; XFEHLT, HUATAAUEA A5 1 1P Huhkok EHLA4, Jf Haszi
18 %€ nat-id.

* registration_key-4ii N EIE LRI — R MEVE M A, FEMHHB EAE B KRR R L BiR e . M
BHAARE 37 N AMERARE AT (A-Zs a-z. 0-9) AEFEF ().

* nat_id-Ji& @ IR ME— 1) — MR B, T ALAR I — 5 B R e T U e 1) TP bk 5 3= 4L
%, WHBZAE G kB B R e. WUREAYR e S mas sk EyL4 , MOk E,
HIRATRE B R 2% B NATID, RMEfEFR e T EHLAEIP Hutk . NAT ID NS 37 M1 .
AT FRET (A-Z. a-z. 0-9) FEEFSF (). I ID ANAEF TR AT HoAh e A5 9
W2 B KB

BORAE A X Rl A 1, 28 A FXOS CLI Jf-4ii A\ scope system /% set deploymode native. i 2
B/ FXOS CLI " B e HLAT A BRI 5 5 60 L.

TP

> configure multi-instance network ipv4 172.16.0.104 255.255.255.0 172.16.0.1 manager
fmcl 172.16.0.103 impala67 winchesterl

WARNING: This command will discard any FTD configuration (except admin’ s credentials).

Cisco Secure Firewall 3100/4200 9% Sif5iig=t [



Cisco Secure Firewall 3100/4200 &% S fl&s |
B =mesmuzn

Make sure you backup your content. All previous content will be lost. System is going to
be re-initialized.

Type ERASE to confirm:ERASE

Exit...

>

ST KPR INE B KBS B RL . WS P ILA .

B aBAEprIED

AT AAE SIS E 73 M O 73 e 1 o S T 2% 0 s 5 AR Aok P % ] S G B PR R i e /s o fs
A LAZ A L7 B ¥ EtherChannel (RGBT FEM B (H2, MR 22 4 SRomgs v A AR 10 25
[P

WL E A E PR AL E S I D, AV R, NAT. SSL. G434, VPN, DHCP
AR 45 #4555 MHBREE ORI R 5% 8 AR SC IR T A i 2

G 2 A DX I SRS AN 52 520 o

\)

AR e e, RO I B R AT AR IR L G A, R R T REJCYA IE BT

FHIEZ Al
o MRS BOESER] AR 18 TN E R

o DR ELE O B A3 D AN 3] EtherChannel, W FEZE50 M SEBIIUE A BcEE 1, SR G BRI 4%
FI N3] EtherChannel. 57T 1f] EtherChannel, %7 UABH 5 EtherChannel 4Bt 2 524 .

UK
S (L IRE > IRFEE T, A P ER T RE (9).

60; EIBHLIE

_ Firewall 3120 Threat
TfK jif; 134 Defense Multi- 7.4.0
i hdoct Instance Supervisor

TN

IIOTHURE A EIERS v, A FE .
P2 gl SR, SRR R LR O R S 55U 4REE (2) .
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wxsmaspnzEn ]

& 61: 2451

Chassis Manager: TPK-4 Save Cancel
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
Add Instance
Name Version Resource Profile Management IP Management Gateway Licenses AG Policy Platform Settings
v @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A ]
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> @ instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A N.A N.A e

FE|I fili T—%, HIEEEA EOSE .
62 OB

Edit Instance X

(1 / Instance Configuration e Interface Assignment 3 | Summary

Available Interfaces (13) Selected Interfaces (3)
Ethernet1/1 Ethernet1/2
Ethernet1/3 Ethernet1/4
Ethernet1/5.11 <5 Ethernet1/5 =
Ethernet1/5.12 =5
Ethernet1/9
Ethernet1/10
Ethernet1/11
Ethernet1/12

Ethernet1/13 2
Ethernet1/14 &
Ethernet1/15
Ethernet1/16

Port-channel1 «

Cancel Back m
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Shs 0 BRI S bR (59).
F®A TP, RIE L T,

SIS il B P LI R
SIS IR INE, AL B A BRI L B, 0, 75 P RETEA I A AT

7£ FXOS CLI R EMH A B IRE

G N LR B 1) TP MR G, K B KRS B Oy SO T A B O N B D
2R ] L SRS, TRAA FXOS CLI 47 1

S EBINIAT T H G .
i & i 1 142 2] FXOS CLI.
TR
FeATTER U P S 1. RIS T] LT SSHIERE R F Bz 1 (Chn JAE B KBS 3 FE O FR IR LAR T
BWETHATTERE) 5 H2, R ESEHE P bk, WESKIFERE,

P2 AU 4 admin FIT46BCE ] ) BE F 3 6 oK.
HIR3 L IP Mk, ST UG AT IPv4 FI/EL IPve Mtk
| Pv4:
scope fabric-interconnect
set out-of-band static ip ip_address netmask network_mask gw gateway _ip_address
| Pv6:
scope fabric-interconnect
scope ipv6-config
set out-of-band static ipv6 ipv6_address ipv6-prefix prefix_length ipv6-gw gateway address
il
IPv4:
firepower-31104 scope fabric-interconnect
firepower-3110 /fabric-interconnect # set out-of-band static ip 10.5.23.8 netmask

255.255.255.0
gw 10.5.23.1
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firepower-3110# scope fabric-interconnect

firepower-3110 / fabric-interconnect # scope ipvé6-config

firepower-3110 / fabric-interconnect /ipvé6-config # set out-of-band static ipv6 2001:DB8::34
ipv6-prefix 64 ipvée-gw 2001:DB8::1

FIA T B K B L
TN 58 25T 97 K B B b O IO LA -
enter device-manager manager_name[hostname {hostname| ipv4_address|ipv6_address} ] [nat-id nat_id]
ER WSS S A ) i X2
T AT AMATAT v Fl A A B i 2

* hostname {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
B KBS By e IR DA AR (B KA B0 BLAR D B AT U7 [ TP ik, 4R
FEPAN B Z AL X ) TLS-1.3 M 5 IE . 4 RRAE I fr 2 H R € hostname,  JUIHLAR
WAAEAT AT g ) () TP ks A4S, I HAAZUFE € nat-id.

* nat-id nat_id- i5 & B FEAIME— () — IR PEF AT, TEPHUAR I — D7 WA iR € rT U7 ] 1Y) TP bk
B4, WAL B kB B0 BUAE R e . WAREARE hostname,  NIAZ 1%
EEATE B A BCE NATID, HMERSRE T ENABIP ikl . NATID AL 37 4S54
AT UFEFRET (A-Zy a-z. 0-9) FUEETLHF (-). Ik ID AR TRATfT HoAh e 457
W 7 KEEE L

* Registration Key: reg_key- RICRHm B AE £ 1) — VM HT, 1 IHHLAR I 257 Bk
BRI BRRE . NS ISR 37 MERF . ARFE TSR E R (A-Z a-z.
0-9) FEFZFF (-).

i

firepower-3110# enter device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]. Length: [2-36]
Registration Key: Impala67

PS5 WX admin Hi,
scope security
set password
N0 password
i\ % 69: password

-

firepower-3110# scope security
firepower-3110 /security # set password
Enter new password: Sw@nsong67

Confirm new password: Sw@nsong67
firepower-3110 /security #

Cisco Secure Firewall 3100/4200 9% Sif5iig=t [



B sasspms

Cisco Secure Firewall 3100/4200 &% S fl&s |

FIR6 SN2 LPIR AR R R B A

scope system
set deploymode native
RASPONEERIAE)

i

firepower-3110# scope system

firepower-3110 /system # set deploymode native

All configuration and bootable images will be lost and system will reboot.
If there was out of band upgrade, it might reboot with the base version and
need to re-image to get the expected running version.

Do you still want to change deploy mode? (yes/no) :yes

firepower-3110 /system #

SRR 7] 22 SRR R, T set deploymode container . #51] LU | show system detail iy 4
PRI ESEIE S

H 2 % LHIFR

ATyl B Aot 2 S AR AU AN S A T i B HE R RS W

Bz % LHIRE

BRRAFERER

It FXOS fir & w7s ik Aoy, WARBAChAM (AR BEARE0 , WA Uy £
el ) B TR, 2SR P/ A PO A 1Y) “ firepower-<model> ", 1T BE A
IR WEN A GRIAEDL T N “firepower” )

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address:
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #
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EERS> B

It FXOS fir 4 PLRAS A L s el 15, 258N 3/ A Foe i FH 1)
“firepower-<model> ", MBI T IRRFTRED BEK TN,

firepower-3110# scope system
firepower-3110 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
firepower-3110
Stand Alone Container 10.89.5.42

3110-1# scope system
3110-1 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
3110-1 Stand Alone Native 10.89.5.41

3110-1 /system #

M Se I

show portmanager switch forward-rules hardware mac-filter

Bt 2 7R P SR 1) PN SR AS BB L AR, S RS S o il — N T BB 1. ORI B 172
UL frdl, DOKMEED 1/1 4 Hiss frd2.

ECMP 41 1540 2} fi4s ftdl, ECMP 41 1541 43 Hc 4 ftd2.

secfw-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN  SRC_PORT PC ID SRC_ID  DST PORT PKT CNT DMAC

1 0 17 0 17 19 29164 0:0:0:0:0:0

2 0 19 0 19 17 67588 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:15

4 0 1 0 101 1541 8181 ff:ff:ff:ff:ff:ff
5 0 2 0 102 1540 0 a2:5b:83:0:0:18

6 0 2 0 102 1540 431 ff:ff:ff:ff:ff:ff
7 0 17 0 0 0 11133 0:0:0:0:0:0

8 0 17 0 0 0 0 0:0:0:0:0:0

iy A R L SR 1143 B 25 P S S48 TR P AN SIZA9) 1) PN S A e LS I o DA B2 11 1/1 4 fed 1
N ftd2 2 A FL =,

ECMP 4 1540 43 W4y ftdl, ECMP 4 1541 434y fid2.
MCAST 41 4096 F T-75 ftd1 1 ftd2 2 (R 2 #H F &

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC_ID SRC_ID DST_PORT PKT_CNT DMAC
1 0 17 0 17 19 2268 0:0:0:0:0:0
2 0 19 0 19 17 4844 0:0:0:0:0:0
3 0 1 0 101 1541 0 a2:5b:83:0:0:9
4 0 1 0 101 4096 546 ff:ff:ff:ff:ff:ff

Cisco Secure Firewall 3100/4200 9% Sif5iig=t [



Cisco Secure Firewall 3100/4200 &% S fl&s |
B sosmro

5 0 1 0 101 1540 0 a2:5b:83:0:0:c
6 0 17 0 0 0 1263 0:0:0:0:0:0
7 0 17 0 0 0 0 0:0:0:0:0:0

BEAir 2 IR TC LR P AN S () L 521452 TR P AN S50 ) N SR AS e LS A O] UK 22 11 1/1.2452
1 ftd1 A ftd2 2 e 3L,

ECMP 4 1540 2} fic4s ftdl, ECMP 4 1541 7y Hc4s ftd2.
MCAST 41 4097 H T-7¢ ftdl 1 ftd2 Z [ 61 HE .

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC ID SRC_ID DST PORT PKT CNT DMAC

1 0 17 0 17 19 21305 0:0:0:0:0:0

2 0 19 0 19 17 50976 0:0:0:0:0:0

3 2452 1 0 101 1541 430 a2:5p:83:0:0:f

4 2452 1 0 101 4097 0 ff:ff:ff:ff:ff:ff
5 2452 1 0 101 1540 0 a2:5b:83:0:0:12

6 0 17 0 0 0 11038 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0

show portmanager switch ecmp-groups detail

A FH i 2 1T 81 H AN S48 Eemp-Vport-4) 3 LS PEAI{E B .

\)

AR PR 18 S R ASHA LRI S B 2 TR A AR AT BERR R 1

firepower-3140 (local-mgmt) # show portmanager switch ecmp-groups detail

ECMP-GROUP VPORT PHYSICAL-PORT
1 1536 256 18
2 1537 257 18
3 1538 258 18
4 1539 259 18
5 1540 260 18
6 1541 261 18
7 1542 262 18
8 1543 263 18
9 1544 264 18
10 1545 265 18

show portmanager switch mcast-groups detail

18 FH UL 2 0] 41 MCAST 2% 53 B 0 1R 4045 L o

firepower-3140 (local-mgmt) # show portmanager switch mcast-groups detail
MCAST-GROUP
1 4096
Member-ports
Ethernet 1/1
ECMP-ID 1541
ECMP-ID 1540

show portmanager counters mcast-group

5 FH e iy 2 n] K Ay MCAST 205088 031 $ s
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firepower-3140 (local-mgmt) # show portmanager counters mcast-group 4096

PKT CNT:

8106

show portmanager counters ecmp

8T Ay 2 PTAS 75 ECMP 2185040 v 250dts

firepower-3140 (local-mgmt) # show portmanager counters ecmp 1541

PKT CNT:

% LRI L BIEF

430

*x2
hee BrAEEE | &IRMRA [FHEER
LSS
AR
By K B Bt TR 22 | 7.6.0 7.6.0 AR, 180T LUK N AR 2 15 2 v I BB KBS BE APy, ARG 6 a3
S AR A 4 Z i, e CLL.
T 5 AU B«
CRE>IRFEIE, REXNTEAMNRS, mil BEE (O)>#RAZE
151
cIRE>REEE, RRERZ MRS EFRENSRES A
% K15
Cisco Secure Firewall |7.6.0 7.6.0 Cisco Secure Firewall 4200 B & 37 5 22 s2 ) B

4200 1) 22 SR
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Ihie BAIEE | &RIKARA | FHEESR
Bl
KA
Cisco Secure Firewall 7.4.1 7.4.1 # 1T LUK Cisco Secure Firewall 3100 75 0 BEA K4 (&) skiEA4

3100 ) 2 LA

TSI (I BATHE . 2B, AT L RAHL
i LB 2 AR SLH A MM & THF RSB, &
AINE S (THD BT RERAE RGER A BT S
BB U LT
* &% (Devices) > i& & &2 (Device Management) > il (Add) > #l
#8 (Chassis)
* %% (Devices) > % & &1 (Device Management) > % & (Device) >
H#EEIE2E (Chassis Manager)
* %% (Devices) > L &1I&E (Platform Settings) > FiE R (New
Policy) > #l#8 &1& & (Chassis Platform Settings)
* % #% (Devices) > HlF#E 4 (Chassis Upgrade)
B AEMUY CLI A4 configuremulti-instancenetwork ipv4. configure
multi-instance network ipv6

BrE ) FXOS #ir4: create device-manager . set deploymode

A BRE: Cisco Secure Firewall 3105 AN H.
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