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Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)
Bound Interface is Ethernetl/10

Port description is server 1/1, VNIC ext-mgmt-nic5
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o ANEHTEOH T B KEE R NSRS AR s D .

o RN T U] TR R R R, WAL UL BRI R AR T A ik R e B
Bo AR RELE T MR SR e R i i, TR SR A a4 1

HEH£ZENO
o AP el A Al P B e e RIS M s
s A EE O RZ 14 N2 Flan, Ear DU LOKRIEE T 1/1 4 FE AR s 1 25241 14,

&
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FEAN S % 10 AN IEER L, B, ] LUK LUK M EE 1 1/1.1 2 ROKME 1 1/1.10 4y le 25K
%l 1.

Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
B per shared interface

Instance 1
© AHESERE A EE = a
< THSIEH B N BT LR BRI IR PR RO, BRI S PR
o G LA AT B L5 5 CURE BBy KBS R iR
145 S B =1 DURY BT KBS g B 48 A BB B s 11
o PR B L R T R I

2

FTD BRI BXEE
« SCRRYIERRE T CR OIS VR4 320t 1) Rl Etherchannel . ASZEF 7M.
© SCREREBCIRAS AL .
o TH20 N Al PYIBEER IS T B R SS AR BEOIR S

R
o SCRF B KB BB A AT LCREEATTHIAE ASA [ R .
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o Bl S I S S R AT IR SR 1) R 55
o ANTT Dy 93 30 1 RC B R AT R 55 Bt DhBE % 1

* NS4 EtherChannel HAEAF 55 B8 VAL S AR FRR S AT TREAF 55 1 T LR e AT TRAE
EtherChannel 7 [¥) 5 2 0 .

o P55 AN SR AT I
© VIR IR P IRAR o R 55 i RAL R IR

25\ MAC it
Xt F A 34
ERIN MAC Mk 73 Be ke T2 2R,
PR - PR AR R C 205 MAC Ml

* EtherChannel - %} EtherChannel, J& T-{H18 41 /)T # D LA E— MAC Huhl. HLIhRefE
EtherChannel X 2% N R JER,  ROAABAT] G B AN IR A0S & AN EER . i
13 3 VA3 P R b A K e — MAC il 32 11 R B2 B AS 320 MAC Mtk
3 F = 8L

* IR LI MAC HuliE¥ELH — MAC ikt . % F R0, Ry BTN E MAC
HE, AERAAREME— MAC Hulk T R— 2% 0 BTG T, AR 2R IEM . WS
PSRRI A S MAC Hudik , 58 26 7L,

— Fig /4 T 01 BR 1)

B A ISR
RETLUAE B KAl 0 11 5 |5 R P P e 7 KB B s Dy i iy o W A

= AT A
o A5 G P T
o ATDURRARAT Bt 42 I A b e R AR B . AN SCRP B I = 1

% 2451
o (L AR S 1) 22 S D AL HI TS B R A B b 1) 75 K B A
o 0T Bl KBS A AR S, B B KRR B O U B A R | R BT A S 4
o X T B KBS AR S, AN SCRELLR D
* Radware DefensePro % 15 1ffi #
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B ==:0

o B kB H0 UCAPL/CC #iat
o BRI B R

=g

BONTEOU R, PR A FAERPIRZS . v LU FHEELD, ¥Sn Etherchannel, ¥Sj0 VLAN T80, 4
O EE.

BERSZERZEO

A DCRF RS I I B ERARZS S SO0 i AR T o BRIAIS DL R, B DAL TAEAPIRAS . X T VLAN
THN, HAEBEREMK A .

iz
$£IB1 EPFHED (Interfaces) 41 7745 1 7T .
“$% 1 (Interfaces)” VL JHHE B/ 410 O 2235 B2 I B R, 8RRt e n gy £,

B2 BRI, A EREER (UM gitEoy O EREER (W) |
VTR, WA, L UL 7 I BRI 13 2 1 MK £ Sy

S| WD, WALCHERERA (&) , ey omERess (B
rTRE, AN BUELRES B DL R 12 1 SR (A8 Ak

BcEIEREO

fen] Ll Wy 7 208 FPRIAE I 1, R BCE e O BERIXU L. BRI A3, 2(E FXOS H
LI R e IR BLE T AR E .

N

it * X1 QSFPH40G-CUxM, ERINEOL N A i &4 T APIRAS,  JF HAETE AR .

o SR P EC A SFP BSHURERR 11 110 SFP, W% IR FE XTI 1D AN 2 11375
a5 A5 T T B e 1
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510 Etherchannel (ix0iEiE) ]

FFa Z Bl
o NREEAPIE N O 4 2 EtherChannel % 51 35 1 . 45 A2 K54 1173 03] EtherChannel 2 /i 2 3Ll
HiXE,

UK

F$IE1 EPIED (Interfaces) $1JF “4% 117 (Interfaces) T If .

Pt 43 O G IHI T30 7 M i O e e D W R R B, (8 R R gt Ll e ez g3
IR 2 (RS IR T N AT T 4R EE (Edit), TTHTF4REEREDO (Edit Interface) XJifHE.
SIR3 EH AN, R BRI, EAAH L, NG B R R
p Y RSP RE ilP

ARBEORBMHM QG E, ESME O, 52 7.

- 517
IR - (U TR,
-

* Firepower 44 - U Bl Kb BB ol
BB - TR BICAL, BOAN UL N, REU A sl lIE 48 LAV .

FE|S (k) MIERE (Speed) FHisFH I FEE O o
FE®6 (iR RN REE SR, 1R E I L.
FIE7 (k) MW (Duplex) FHzal g bk H4% XU T,
P8 (k) PN ERA R BKETE (ms). A 0-15000 275 A HIMHE .
R
SRR 1G B2 1S B S Bk 1]

FIB9 LHE.

7~ /i0 EtherChannel (i [OiEi&)

EtherChannel (HBFR A3 M) H 2 0 LA S 16 M E— A BB B % 80, I Bk
B A A ] AT P AT LA . A BT LS RI-45 5 SFP; ] LIIRA A FHA[RIZE M G4 A er)
() SFP. AR AL KA B4 1 A B W B A BARME R S B A & (40 1GB A1 10GB 421D
R SR A1 S (LACP) A5 A WY 285 1 2% 2 TR A 0 B 1 R 42 il WM s B2 (LACPDU), i 1
R,

& 1] LLKS: EtherChannel H &AM BB B 8 B = O C &4
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. i~ h0 EtherChannel Cifs i@ i&)

* Active - & IEMBEUE LACP 8. ¥ EtherChannel 7] U455 3 F 58 % ] EtherChannel 2237 3% 2.
B A4 75 B K R b/ LACP WidR, 5 W0 A = AR

* JFJ3 - EtherChannel #5418, J+HAMEH LACP. “JF)2” i) EtherChannel R e 5% —A> “IF
J& 7 B EtherChannel 2 7%

A\

AR AR BN TIT S SO E R S T T SO TPIRES, W) RERG 2220 1K = 20 By Inf 18] 4 A

EtherChannel # Niz47 k2%

AR Ea 1 1 AR E AT

LACP #4534 [ 23 A1k 1) EtherChannel F%E8E, 10T HI 110 LACP b4 AbFERC B 4
B, PR A R G P S AT e B IE A I AL G R R A M LR A R R
TR B AS B AL BB b 4% B 1

Firepower 4100/9300 L4 £!% EtherChannel I}, EtherChannel ¥ 4b T-#E#2 R A& 4 1323 LACP #t
O BERFPRA G THTIF LACP #x0) , FLEPRH M FUam i v ek, RV 3B i 2 T 1)
EtherChannel 71 L MO0 T #F B H3ERIRES:
* ¥ EtherChannel 73 I A 7 38 46 1 £ 14 B0 7 1 s 1
* # EtherChannel Y3 I Ay J& T~ A — 15 70 F 2 B e 4 1A/ B 11 i SR 42 i e
* ¥ EtherChannel ¥ I J& T4 1 — &6 - I e 8o 1, JF H 20— oo inAix
et

THUERL  EtherChannel 70K & 7 BRI R i a6 T AN 2 IEW TAE . R NIZHR 42 Bk EtherChannel
BB @R B %, EtherChannel Pk &2 4 R B R RS

EFERED (Interfaces) FTJT “4#2117 (Interfaces) UU[fi o

FFr %8 ¥3 01 00 1 T00 50 Sl /s 2 0 O e e e O B R R I, 78 bt O e ez M 31 3R .
AR F T RN O @8 (Add Port Channel), w47 JFifnis 0858 (Add Port Channel) %}
T AHE .

7tum @& |D (Port Channel |D) 7B A FIEIE ID. HR{EN T 115 47 Z 1A,
B R I, i UM IE 48 SRR BE RS TR o FEANRECK v 1 00 48 TSR AF 42 )%
2%, 0T DL IR I 4 S5 EtherChannel PIC EE AN R 1D 485 0] LA N 22 /NMEHEZE Y Etherchannel,
FJEAN D VLAN FH:O DL Z 52l ERESE Al o A FAUR N EERE, 1A BT 5 O Beh 4R
EtherChannel.

LA g I, e B . EEAE R LW, T HOE L B R A

Bk M TP
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pazpmmvan 70 ]

ARIL PR PEA R, S R, 552 1T

. R

© BURALE - QU TR S

i §i

* Firepower =4 - T Bl K b B ol
- &R

PI6 N FRFIR R E M ORI B EE
LSRR TN A 128 0 o P P A B 1, 8 L T B By I N i 1) T 3
PR N TEER IR O, kR LACP o FHHEARR . E A EURE.
St AR R e 1, B O R

FE8 L. EMTEERN TR E K EENT.
AR SRS AR 0T B B DA 11, 432 OB TSI s oy n A\ i 11 8L 3

IR TOR OIS B DEE, IEERTAED (Available Interface) Fll & ik Hiziz 0, AdidkmizEn
(Add Interface), FKE:OBEE “Hit ID” F&K.

18 5 2 m] LS AR [F) A R T RIS B 1) 16 /N B 0 32 11 o B D 2 1 A 200 i A A [l AR T BE AR, I
A5 4 Sy e 171 38 8 e & 1 B RO T AHUC S . A AL ) U2 RI-45 8 SFP; 1] Wﬁ‘/ﬁﬁﬁfﬂ

AFIZEAD CRZIRIELT) [ SFP. ANREd Tfk*ﬂ%mﬂﬂir“ WE BRI A B O R ()

1 1GB #1 10GB #11) .

B

IR I . BHERZ AN, W AGEITR D, R Crrl B, SRR A%

FIGH], TG EEaE s A, SRS, AEdR AT shift SRR, ridh B BRYa I 1) e s —

.
HIB0 M LUEIE MR L, i s b ID” (Member ID) 4136 A 432 1A I (O MRS (Delete) 1441
$EN SHHE.

2

j] ,\7:% \1§IJIIJ\\7]D VLAN %-Tl-itl:l

AT LLIRHLAE S0 250 32 500 ™ VLAN FH:H, HARERFMEE8E . % LUk 500 A~FH0
RO .

X2 SRR, AR T DSBS 1 AR O B R .

RN B VLAN ID #b 2 A ME—1E, JF HAERZRSAIN, VLAN ID 763 O o e 1 bt
EAAME—E. RE RGO VLAN ID 23 ic 2 A A 28 a8 S, 580 v AAE Bz 11 b 5053 e
file SR, BRAEAEAS T3 DEH AR 1D, X263 D vk AN BR{HE
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ATCREAT 1 FXOSVLAN 145 1o I w DIAE ST N S B 742 1. A7 R ATINE ] FXOS 1%
SN D PR B, S EXOS 4211 5 W, 5 4 1T,

JUE
HE1 EFHED (Interfaces)F] JTEREIED (All Interfaces)i k.
TR ER B3O (All Interfaces) I+ B/ M aT O 20 O B R R, I N Rt
OB 5%,
S8 2 fliRNE (Add New) > F#£0 (Subinterface)f] JF R I F#E 0 (Add Subinterface) 4 HE .
FIR3 PR,
AR LB AUE RN S B, iS22 .
- B4R
c HEH=E
o SEBE - WUR MEAMERHE DI TR, WIASEER IR 10 ] T A H SR
ST HER B L e O SRR TR R, i, ] DAV B S A DRI B 1%
.
T4 N TFhYRERLIED.
A F ORI 245 i R E RSN EE O . MRRG O/ E DN HAL D, R
BRSO, Eatn] LRI 0,
HSEEG AN —MT 1 F 4294967295 2 (A1 FH0 1D,
I ID B N 34242 1 ID, 154 interface id.subinterface id. #iltr, 4 4% 18 D INE] ID 4 100
FILORRIE D 1/1, WFE 0D DKM 1/1.100. /L& TTLLE T 548 B (104 05 1D f1 VLAN
ID & WA HICH, {HPE IR AR,
HI6 BE AT 1 F 4095 2 [l VLANID .
HIE71 HE.
R N EE LI NS F .
[ === Y [ | \n_
AR EA A A=)

7t Firepower 4100/9300 F-37% N 72 45 1h 46 B g ] XS o
HoRAERE, WS T Firepower 4100/9300 {44
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\J

IS

UK

naszpEmzrnsst [

Bl iR & 3

LHRE RN TR LI GEIAE G DL, TE B Dl A BRI E SO B AR B A%/ N S 451
I, TR A A T I B B SO PRGBS W E CPU AR LA, R RIE % O R 3)
STEC RAM,  JEREREAS SRR £ 2 1R 2l 40 GB.

* BoMZLEE 6.

N

AR HAABRNBEER IS, B R IMZ O BOR IS e H A HEX
SR CPU A Ao HAT B M B 1R S0 07 28028 1 AU
R BRI Z AL, A2 D

o ITTLAA MRS (64 8y 10, 124 14 %5) ML, JiEHEKH.
o I KA FIAZ OB e T 22 SRR TS, 15 S P 2 2% SE W I BRI 46 0F . 50 30 1L,

-

PR ELFE— i 44 0 "Default-Small" (BRI BEIRIEC & SO, OO IE i/ MZ O 5T LU St
BCE ST E S, HERPEARME GO0 FA MBS . WEVER, SRR E SN U B0 ndk H R 48 EA
AFAEAT o] FEAREC B SO I B I e

FE 53 BC B PG SO i S SO G B SO et T e TS 2 LT HE

© WEARHATIEAEAEA, WG SE OB PR G B S A IS A R B SR s ], AR5
ISR E SO, e EHA TS

o WISEAENG B KRS BB AR SR I E) 5 A B0 S S A P SRR, RS N
BB TV BT ST HE b S AN A T B, B KBS B O R 1R > R BT
B, A ()l , RESTHERIE (C)gE > BRiEmEEXE.

o WA FA G S B S, B R ERTR Bl

o T SRR AN TR RO C B SO 0 Be S CE SR v T RIS P S qp], SRR 15 e A b RO IC B SR A
[, A2

1. el .
2. REPTICE SR Mg 1 5 B
3. EFTEm A I

o WSRCREANIF] (KO E B SCPE I e gy S AR S, U SR VEANUL RE RS B ST, T e
i S N B BE B AR A, T LUK R IC S T B4 Y

$IB1 RHFEEIRE (Platform Settings) > FiRABLE X (Resource Profiles), #R ) siiliidan (Add).
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B »ooosemsn

AR GURG BRI In B IR EC B SR A
T2 wEL N2,

* Name- BEE ST 1 A1 64 D748 R E SO AAFR . TR, VRl E SR ARSI Ja Joik sl
e

* Description - & % 510 N TR HIECE SO

* Number of Cores- W& /1 6 Aldg KA 2 (8] IS & SCEAZ 080 (B, BRI THLAE .

$IE3 NHE.

A BFAEEER O

MRV A T BT, tnrfe sl PR . 7R B AT 24 L ALY Firepower 9300 _f,
DR E AR BT R £ o SEAF D ZIE BT A AR, DRI TG V2K OB HR B B RN ST v £ A T VR F RN
I

AT UAAERC AR AR A S, e Al AR A P 7 S

FriEZ Bl
* M Cisco.com N TR B AN, REHBUE AL 2] Firepower 4100/9300 HLAR -

N

AR X1 T Firepower 9300, 1] LAEHUAT *h AL T b 22 e AN ) S TR ) 2
(ASA F1) o W] LAFESRST AR BIa AT —Ff B S A AS [ AR

o BCE AR ST A B . A B DR TR . TR, R B VAR TN TR
EELHLAR G B 1 OF HABZE QAT R T2 0 MGMT)

o BRI DUR G AN 42 1 3 S B (R 00K A B D p TC s I8 v o5, RIMETIEANIT 37 e K
PR R O . ARG R, 1S5 FTD 4 2% 4 1) configure network
management-data-interface iy % .

b RS ECE NI ERRRE D . 5, R TT LA Firepower SFAHZ L, R4 A g
PEACE (B Web FHF) o« ARTEAER, WS MIRORA, 252 I,

o« XA SEBl, WERE AR ATER B E SO, AR b 758 S A I BRI B SO, 243
PRIV e

o XFTREIM], A IR LAR AT AT, LINEH I e iy G 1, DLORIERL R R A I
IR, EHRERRNRESIE, Rna LERBLER. GO ZE RS, R
Jefg LR LR Bl wh, XN B RATATA N AT BCE . AR A A 2 5 B A S 41

MITEAE T B0 F #R TG ZEMBR A A . To: E B4 A b ST 3 45 3 5451

s PERLL IR
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UK

TR

T2

N
B

nwrgmas i

* BLE & E 1 ID

o EFELEE T TP Mk 2 HE D

* POC IP Mol

o BEIEFEIIBT KR AT B0 TP Mk A/El NAT 1D
* DNS fk 554+ IP Hhuik

o [ KEE BB LA R 4

BB .

RN > WAL, JHFBCE MU NS

Add Standalone 2%
Device Name: TD_Instance2
Template: Cisco Secure Firewzll Threat Defense it
Image Version: 7.3.0.1676 b
Instance Type: Container ]

a)

b)

<)
d)

@ Before you add the first container instance, you must reinitialize
the security module/engine so that the disk has the correct
formatting. You only need to perform this action once.

OK Cancel
g & ZR.
B AR A UAR 7 B0 | T80 B4 PR B AN A e 1 s AN A I T 8 P A ) B #4 R
pa

IINEWBG G, TR E AU AR

T, 1% Cisco Firepower Threat Defense.
PR RRAN .
HEPERBIEEL. FEAM.

A SIS 2 AR 5 VR 0 T AT P2 0R (CPUL RAM AREREZS]D DRI AN ] 22— A b st
Blo FEas SEBIAE 8 23 2 B/ 5 | BB, DRI T L2k 22 A 7l Sl o

MR E -
Bt e s - Wk MR H

JEIT#fEim O (Data Ports) X4, AR5 pith 20 g A AN
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Overview Interfaces QLTINS R Security Modules  Platform Settings System Tools Helf

Provisioning - FTD_Instance2

Standal | Cisco Firep Threat Defi | 6.4.0.42

Data Ports =
Ethernet1/2 <

- Ethernetl/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8
Ethernetl/2
Ethernet1/3.2 FTD - 6.4.0.42

Click to configure

Ethernet2/3

AL AT 2 BCSEHTAE4R 1 (Interfaces) UUIHT_E S I Es FnEQHR =40 11 . Rl e S8 7 44 B K e ey B
O R ARG XL 1, ARSI TP ikt

BOAT ) — AN EEF LB e 2 10 DRI ERR O eAh, WU RSN R D R R 2 14
BB BRI O DR () &,

FLATREE 55 3% ThAE (o AL DA R B bs s : @ o P Reses dik, {0n] 8 T AR 1)
WEPES5 R DR (200 B KA B BB FR R D o REARSRAT A DR I e A B H 300 ) 4k S ) 2
IS RGBT A LB, LD RE T T2 Rp B . A R BEOR [N e — M55
HO RPN, M) — 4B H R, AR SR IR IC . BT A A 55 B D RE
PRl R A SR, AT A C M

s ok J A O R A AR

RGO B EAE, AR ZEHE T EC EAIAG T | SR B . I BB U T I A 8 A
WA o O T SeBLER AT, AT DUE N ) CLI BC (1K 2 i

E—#%15 B (General Information) J{ifi I, 5Em T4 #RAE:
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2/(%

General Information  Settings  Agreement
———

Security Module(SM) and Resource Profile Selection

sMi-0k. | | SM2-Empty SM 3 - Empty

SM 1 - 78 Cores Available

Resource Profile: Default-Small o

Interface Information

a)
b)

g)

Management Interface: | Ethernetl/4 .

Address Type: IPv4 only Rl
1Pvd

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Metwork Gateway: 10.89.5.1

0K Cancel

(X T Firepower 9300) fEREEHGESE T, sl T I HB G 10 2 i,
XAl 1RE RIREE X

DR JE rBE AN RO BRI R SCAE, WISEBRE BB g, X AT RE R KLY 5 2 Bl IN ) o
pE s

U SR i K AN [ AR C SO o3 Be 4 S (8 v il TIPS PR s ], X BRI 6 et b RO BC B ST f T
FHE, s 20

1. hirE el .
2. CREPTCE SR g 5 B
3. EHTEESLm AT I

EHREIEED,
R OV T M e 4 . b8 Oy W LA A B 1

TR TR E 2R (R IPv4. {X IPV6 5% | Pv4 #0 1 Pv6.
il B TR P Hudik

WA T e 10— TP Hishik

i\ LB R I AT RS
PN TP SR

FE6  FEREILEIR L, SEMPAIERAE:
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%

General Information  Settings  Agreemen t

Management type of application instance: | FMC v

Permit Expert mode for FTD SSH sessions: | yes v

Firewall Made: Routed e

DNS Servers: 10.89.5.67

Fully Qualified Hostname: td2.cisco.com

Password:  ssesssssss

Confirm Password:  sssssssses

b)

¢)

d)
e)

2
h)

10.89.5.35

test

0K Cancel

XFFAR S, 7R B SEFREIBRE N sk, %8 FMC,

AR M SR ST B KO B A BT B (N RIS . BRSOV B AR
N B 5 K B EE RO (1) Firepower BEEA L 1P, W RSN KIIE [ K8 B0 TP Hbhik,
W B2, JEALE Firepower 890> NAT ID (Firepower Management Center NAT |D)
FBAHNLA

M FRMSE], EFREARFFTDSSH KIEERER: B lE. TREXILHE 57 K8 B
A0 shell Vi 1) BB LA £ 52 B i 4 i F B

FFUERETR, AR, I BN SSH 23l ) 25 2% S5 IR F )/ T AN B 5K
B, AR RR, HAA Y M FXOS CLI ) 25 8% 5248 (AR R o nl LRI N B At
PV SCE R AN 5 S48 2 18] PR Bl 5

DA TR PR B 25U BRSO S O BRI T B, A L 5, 22k
AR, TS FE B KB B A CLI - E 1] expert fir %o

MANIZ 5y R AR R .
HEFERE KImAR: B ER .

e AR, B S BB D1 AR AN DAy P 8% v R R A R o AL T e R BN L A T
AR B 5 J5ii, BUIR KA A S 2 2B K hE, 7828 “E i B s i)
B ka7 AL 1 B e 42 1 45 ) i b 4% K A

RGAAEYIIH B N B B KA. R E RN 5| SR P cE, WA RE.
ANIZ 5 7R IE AN DNS BR$5 3% -

B, RdEsE B KGR L BN, W BT KER U B A DNS.

BN B KB e 2 REEN A -

o N M) A 7 K A e B A M s 5 2 T 3R R E AR AR A

AU BB PR R T 1 2 37 DT B AT SCAS 745 H s WS INBIs KEs spr B A, 5 22
A5 B3 K5 L A NAH R 2580 o
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NN

v

JRY TR Y ]

X X g

O 0

i)

k)

wmammes

i N7 K Bt g 97 A HE 53 FH T CLL 7 ) (1) 3568
ERNVAZRIEFA N EMHIZEOD. WA, RGOS,
e O sE L Firepower SE8E: M,

SRS, WEEENERENCEBENEEZR,

ULV E AR R TLS N8 inadt, Jr4 e ek A Bt ae . BOARE OGN Bk shag. &
I 2 0] DL REAS 2 R 8 16 AN 8 H TLS hnss ik . 2G4 A Hh sz J Ptk oh g . Sy
T oy e 25 2 S A i e A b, i H N show hw-crypto ir4 .

EMSGEI R b, BRI S M 2 Vil (EULA).

MEHRRE (OK) ST AL B XTI HE .

M RTE.

PURTERE N0 AERRAS, JEH 5 R T B R0 R 11 158 5 126 4 o7 FH S ok 8 I8 AR 4%
1riZ451% % (Logical Devices) TLIIH, A HERMANPRAE . @R & LR R A TEL& T,
A CAFFAATE Y. FH Hp G 2 4 S

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online (<4 ®)] .*t (A~

TR0 HS 0 P KRR AL BOESRR, R BB B AR B, JFIT AR IO B A R

IS AT A T

AT CORR MRS ) AR LR, 1 ANEAE FXOS FRRCE . HON T kG RLAR i i
B A HEHES, WS DR,

FiaZ |l
THZ I ] PR RS 4001 5 31 0L,

SRR KA AR 1 eSS NI B
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B =oEsesrmen

P2 B R AR BEH IC 1 A8 2 M1

IXUERE O TA8 8 2 MR Z TR ] R B . AT — 10 GB #dE#: OH T- 4 &1
B A RS RIS BE M . an AT I 10, m] DA F o ) B e B FIR S B s RS BRI 75 251
IR . ANRERHE R (18 1V T M A% BOR S RERS . FRATTEE U AEN LR 2 )l FH — N A2 #
Bl I HANE [R)— P9 B b 10 A AT AT 1 85 A g i e A 2 11

ST, MR AL AL =80, A 1@ S 7E AL #: 5% EtherChannel |63 1
LT, H R REAS ST 5 e -4 1 AT E SO e B B . 1 R, IS AR A — A 11 BB 14
HAE s e R B o AN — NP DRI e B A i, ARl e 0 (slosiede ) HIE
RO .

E W LR H T Y. WES T .

WS T M A S R L, WA S EPAT S, RS AR R BT
%o

BRI & ERYED

AT LAAE 7 J S 7 A 32 BB A BN RCEUH 20 Feik 1, B BRI B . AR, SR LAAE B
A B ARy R R U

IS I 11 SR 53 A A FH 22 10T 577 K 35 i 977 0 TR B8 TR S dp /N o AELIE S MR 4 S s A A FH 1 2
IS mIc e o ] DLUEAEAE B KB o b 8 e iR 2 A 5 T B0, A HE U B . NAT.
SSL. S{#t]. VPN, DHCP JIR55#55% . 512X IS ASZ R & 0] LLgw O BL i
EtherChannel [/ 2 0C 5, 1A 5E M I8 4R B 46 BB SR AE BT K BE A B0 BT RD

I 1% ORI B 55 322 1 A SR A

FHia Z |l

o MRAEACE BRI, 5 38 GURIYS N EtherChannel (i IHE) , 28 39 nifCEEAIE L, JF
Jin4T-4"] EtherChannel.

o QARSI 2 BC R N N 2] EtherChannel (f114n, BROANE DL N ERTA B D4 BLA 4R, W)
TSR AN e O, AR A R %3 D8 N2 EtherChannel. %} F-#i ] EtherChannel,
fsu] DU JG B+ EtherChannel 23 Bo 214 4% o

o DSOS B el G L D R Ok P BE EtherChannel, W F5 263 22 /0 B 1 ANIUE 43 B 208 1k
142 1) EtherChannel, #8544 41 & B4 119540 4 EtherChannel.  FLHTH 28l CEF BEHE 18 0
SEEF R, I HAE P amE L EPECE S, BT LK CHATIROE 2 ECID E RE R
[ N % EtherChannel.

o P TERAE SR T, TSR ORAE T B B INsBR % 1, SRR AERT KB B TR

Be'E . AT B/ e AR 1, AR5 PRl B e ERESEE . 1R
BIRE CEA BEBUROC P BRPRAS s, DL, e IA S i D g

[ Firepower 4100/9300 1 #4iB48% &
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| Firepower 4100/9300_t #4912 %88 &
zyzmiga toorn

s EZ IR, B AT AR A vian ARIC I AN TR T, I BRI 1 B
HIELE CEHE nameif config) , #RJE M B KEEHLAS B LA DO iz 0 . BUH L), i
LI, ARJEAEH B KR E A R DR .

UK

TR AE P KBRS B, AR EIRE

T2 A BRI AR DL HE R %

IR 3 AR R IR O D L BB K B LR S iR 1
THZIMERAEfTH 1 .

Data Ports =

Ethernetl/2

Ethernetl/s

ernetl/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

FIR 4 BRI B e O
X FIXSERM K 11, AR SR, WS TR E).
a) AL T O B A AR
b) AEMNEREEERIE L, W FRE PR EmEEQ.
¢) TERBEIRIK b, W FRyRhiksesmEatED.
d) SEHHRE.

D SR AR B R TP Skl WU A2 B KR B RO P B A ) TP MU BRI > IR EE
B > iR &IRRF. BRI, WE 1P bk DAULRC 5] 3R e e B

S LA RTE.
W6 AP P R E L e
a) EREPKEEE L.
b) MIKIEF L% (Devices) > ix & E R (Device Management), JF sl Bl K sl brBs i) 50 % 1) 4mAE
() « RGEINERIED (Interfaces) G .
c) Miii#EDO (Interfaces) Wi 2 | /7 IR &% & (Sync Device) $24
d) FIEIHE S, T LAEREDO (Interfaces) Uil FA BIZLEAMIE, KUEORE D RET N Sk
AETREMER R ARERE DN,
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B =zammene

e) WURTVHRIMNEREE 1, 18 TSR AT AT T RC BN I AR R i .

BT MARMBRAEAT R 1, R n] DLS T RIBA S . FEMIBR 1B D I s AT e o, A Ear e
L RIERBCE . B bR Shos 5 7E AT IF 2 i AT A

) SEIIERE R (Validate Changes) DL R 5B 7142 1 5 U 157 248
W BT R S, D)5 R O T TS AT IR
g) MEfRTE.
h) KK ASTHERE > ERE.
i) ARG S TERE, LUK SRS S B BT B R A . B E . A R
FIR T {F B kBN A o, TS /E 8B, O (Data Ports) X3 R 28 Bt 322 11 SR B0 43 i 1% 332
=,

Data Ports =

Ethernet1/2
Ethernet1/5
Ethernet1/8

Ethernet2/1

Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8
Port-channell
Port-channel2

T8 iR F.
FYRO FHIRAE P KEE B L B

ER BN R &

LU R E B R N &
iz

LB TS5 I Telnet PR IE R 2B CLI.
connect module slot_number {console | telnet}
SOERBAFF LA LRI W 1024515, W 1524 dot_number .
18111 Telnet ZEFEMIIL AT, B80T LAIFI IS SR TT I 2 AN 4508, I HIEHGR k.

T

[ Firepower 4100/9300 1 #4iB48% &
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SIE3

IR 4

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

PRI HEHIG -
connect ftd name
PRSI AR, WA T BRRPI 2.

IR

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console...

[...]
IR HH N7 R 5 £ FXOS i CLI

o - I exit

&[] FXOS CLI fE B | 3 2
BEIEH &
a) HiA ~
TR IR H % Telnet T
b) FEH Telnet N H], %I

telnet>quit

B Telnet £1F:
a) HiA Ctrl-],.

wammrsa i

enter exit to return to bootCLI
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B zsssnmeiz

B EF R A RICR

DigE BriEE | RIKMRA FAER
Brb R
fEEhR A
IBATHEHCIRAS ) L | 6.7 (=S HUARBLAE AT LUK Se AT BE e IR 5 5ol 12 D I B B IRAS F2P . H Al

HEIRZS Z RV [R5 HEFXOS FHURZA N “iatr” HREEEARGSy “is1r” , #rfsit
T a7 RE, A RE MR DE RS WEREA 25, K
PEik T REAE N e A REZ AL T “Up” WIBLRE, BEERA )
RHJAR—BU A LRSS “Up” CIRZ. X TPIBdE, RS ILECH]
e TEEHR O ER, BFOUAMEBE b8t T RESAE 7 LLAR B2 Fi T
g RIEE . XD REERU N ZERPIRZS I AT 78 FXOS %I 4648

— .

AR

FERE . ARl a5 Radware vDP &AM 8811 ASSZHr L IhfE. bk,
ASA WASZFRILINRE .

B MG MUY Firepower HUA B PEAS bihe: 1BBIRE > BRABSRKES
BrME ) FXOS #ir4: set link-state-sync enabled. show interface

expand detail
XA S By Kk | 6.7 R TEIAE T LAAE 23 5] EAT T By kB B eho & /WS T H .

FETUL 9 R A T B L R RG> TR > SHME > EEEE

BB CLIfiv4: restore

SZFFHICF & Firepower 4100/9300

R

FHEL FX0S 2.9,
RFAERER R 11 iy | 6.6 1T& BHZSBERRC SR, I T DRSS O FAVEE VLAN T
VLAN F#10 (XURZ e TR T B — AR B, DAL VLAN 7R 148
SEAGIAE D LT b A 2 R K R R AR RS DU REAN R S il

EtherChannel. ILLE FOF 2 NMEERHE,
HTHE/E U Firepower MUY HELA% S FLI0

FEC > RO > 348 RO THEO > R TR
P/ FXOS fi4: set port-type cluster

R
FE5 FX0S 2.8.1,

[ Firepower 4100/9300 1 #4iB48% &
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pagenneics [

hee BrAEEE | RIKRMA [FHEER
B
KRR A
Firepower 4112 L) |6.6 R FAMES T Firepower 4112,
ERR
T FXO0S 2.8.1,
ARSI TLS I | 6.5 TR WIAE, 7E Firepower 4100/9300 HL4H L2 AN A Lp] (e 16) 32
EIE FE TLS NZ5 Nl . LR, SAMEHy 2045 8 e h — AN 25828 5041 )3
TLS Jin% 0 «
BSLBEER A LT RE . (08, FFRASHEDE SLf) 18 s, AH
5, IR enter hw-crypto Al set admin-stateenabled FXOS 74 .
BTG /AE ) Firepower HLA 7 3 4% S5 B 10«
BERIRE > NINEE > IRE > BHmME sl
R
FHILFX0S 2.7.1,
(H7°T Firepower 6.4 R BAIHEL T Firepower 4115 4125 Fl1 4145,
zjils\ 4125 Fl 4145 -
) TP FXO0S 2.6.1.157,
Firepower 9300 6.4 A=y FINT AR EA %4 SM-40. SM-48 11 SM-56.
SM-40. SM-48 Fil zm
SM-56 S ERR
TP FXO0S 2.6.1.157,
SRR —A™ Firepower | 6.4 R T AE W] AZE[R]— > Firepower 9300 - [A] I 558 ASA Fl &4 % % o
9300 A ARSI SRR
%ﬁ% x 3
ASA Al L E9 FXO0S 2.6.1.157.
S SSL ARG ] | 6.4 1= BIAE R LLg ] TRy 22 45 13 B — AN 228 5246 1Y SSL A4 s .

SR OVESIL AT
A BB

SSL AE A hnige 5 il T HoAth A s 549, H)S A sl
B s P FXOS #iv4: config hwCrypto enable
RAESUEAT 5o

ERR
3 FXO0S 2.6.1.157,
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Th&e FASEE | RIKAEA |FHEES

BHLER

AR
Firepower 4100/9300 _I- | 6.3 L3 TEINAE T AR AN 2242 5 /B 8 2 A8 e, a4l
(Y12 5245 D e B AR LART, R AT AN A ] S48

B R IEAE Y EE O, nTLAYE FXOS W e VLAN 80, &nfLL
FEZANSER 2 (AL 2 O, WEYRAS B AR B o SCREAN S IR P i

BT DM I AE 2 AN ST AU EAEH] SRS Sy ] . ANSRRER
#fo

R
JRAESITT AR, H2LEIhES ASA ZRERBAEM. MR
FEANHT
TG U B KA B PSR LTI
< RE > IREEE > HEREOLIR

BTG ME DU Firepower HLAR S BILAR S LI :

. ik > &

B0 >FrEREO > g Mg RO

cEO>EED > XE

< BEIRE > FINRE

* THIgE >Macith

c FARE > BREREXH
BB FXOS #ir4: connect ftd name. connect module telnet .
create bootstrap-key PERMIT_EXPERT_MODE. create
resource-profile. create subinterface. scopeauto-macpool. set
cpu-core-count. set deploy-type. set port-typedata-sharing. set prefix.
set resource-profile-name. setvlan. scopeapp-instanceftd name. show

cgroups container . show interface. show mac-address. show
subinterface. show tech-support module app-instance. show version

P& Firepower 4100/9300
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paganmneiez ]

By A
8 o
IS

B KRR

FRER

Firepower 4100/9300 1]
T RS ] H e
IP M-

6.3

G

il

BRAANEOUT, SR HIRER A 127.2.0.0/16 M4, BLAE, W LAAE
FXOS i B AEREIN 1 B 2% . HUARARIEHLAR 1D AidAl ID B 2 A4 iR
AN (SR B M 1% 1 TP Hulik: 127.2.chassis id.dlot_id. fHJE, K
LB 2 F B A FLVF 127.2.0.0/16 i@t . Ik, EELERT LA FXOS
HRIR AT BB B R A e UK /16 T CBRIRT (127.0.0.0/8) A4l
% (224.0.0.0/4) HihkERAN)

BTG ME LU Firepower HLARE FILER S HL00 -

- BIERE > RN E > KRHER > CCL FMIP 7B

HHE /& FXOS fir
P& Firepower 4100/9300

set cluster-control-link network

SCRFORAAE T B K

Etherchannel

6.3

il

£

IAE AT LK B A 3 2 Etherchannel 280 “32H” LACP X5k
“OREE” B, HAthZETY Etherchannel {72 Fr “FH” ik,

B MG BT Firepower LA 4% % 5.1 «
O > FAED > BB OEE > B

B A& ) FXOS fir4: set port-channel-mode
YEFF-4: Firepower 4100/9300

SCRE WIREE N

Etherchannel

6.2

IRAE AT LAE ] N IBESEH 1) EtherChannel..
ZFEFHICF & Firepower 4100/9300

X6 A BERIEAT HUA 1]
ST

6.2

BUAE, T R U RGERE . e 6 MU I T L 6 4>
BEde.

B ME MUY Firepower HUAR B FE 4% b %«
s BHEIRE >RE

SCFFHICF & Firepower 4100/9300

Firepower 4100/9300 _I-
X T SC AR D 24 AR R 1 i
55 B8 ST HF

6.1

T SEA T A DR AL T PR IR AR SR AE 12 O Z RN BN o AR ol 1
PERRBEIN,  SEDRE T T2 RE I 4 E R

B MG ) B
* 1% % (Devices) > 1 & & I8 (Device M anagement) > 3% (Interfaces) >
YREEYIIBIED (Edit Physical Interface)

Y HFIE A Firepower 4100/9300
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Ihie BAIEE | &RIKARA | FHEESR
Bl
TS
IR BIR AL RS | 6.1 (A=Y MAETE N PG E BRI A A IR S AR R, 2 1) FXOS MUAR &
FF WSS BEECIRSE R, MR — MR DT
I, AU 30 0C P A DR ORI 5 =AM
B ME ) FXOS #ir4: show fault [grep link-down. show interface
detail
YHFINT- 4 Firepower 4100/9300
Y FFALE Firepower 9300 |6.0.1 TR Firepower 9300 SZHFATTH N FHHAATHLAE P AR T -
gj\;ﬁ/‘] ERATHLA A i ME UY) Firepower HLAH B FE 2% 52 BT :

- BERE>EE

BrME L) FXOS fir4 . enter mgmt-bootstrap ftd. enter bootstrap-key
FIREPOWER_MANAGER_IP. enter bootstrap-key
FIREWALL_MODE. enter bootstrap-key-secret
REGISTRATION_KEY. enter bootstrap-key-secret PASSWORD. enter
bootstrap-key FQDN. enter bootstrap-key DNS SERVERS. enter
bootstrap-key SEARCH_DOMAINS. enter ipv4 firepower . enter ipv6
firepower . set value. set gateway. setip. accept-license-agreement

P& Firepower 4100/9300
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