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AT SR RENS, 2 A R A% ping,  HOEOE AL/ S AEBEES R BE R MTU UUES, A

M MTU 3251 Wik ping KIN, RGeS Eu@ s, DUMEE A EERNAHHLE MTU ASTLHL

(), AR5 FEIR

a)
b)

<)

d)

e)

TEEAE AT vt b, IEHE RE& > REEIE, ARhnd wE ().

MO (Interfaces).

JA ¥ . WK ZEKE EtherChannel H FAEBFAHIRER, W58 T A BIA . 1S 08 P ELHE 13
I 5 DAK M 240

B 1: 5 AERHE S SRR O

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

Name:

I Enabled I
(A[E) ¥ EtherChannel.if & % & EtherChannel.

PATTEVOGT HE R T e 16l 03 42 148 ] ON A A K il D SR B4 B i AN MLy & (BRI 2
SRR o T ERE R M, BUErMg, FILTTHLACPHREITN. 5. AT
K %35 EtherChannel % B 4 Active 3.

st RTE, W sl BB, ORHE T OSBRI A

MBI R B Ay AN B A B A R

R RE > WEEIE, AREIERRm > 5.
IR INEEEE RS (Add Cluster Wizard).
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I Cisco Secure Firewall 3100/4200 £ Ef &

nzes [
B 2R mEHRES
Add Cluster Wizard ®
0 Configuration 2 | Summary

A\ Create a cluster for supported models. Note: For the Firepower 4100/9300 and threat defense virtual (AWS/GCP/Azure), use the Add Device option.
Make sure connected switches match the MTUs for data interfaces and the cluster control link interface.

Cluster Name *

| ftd-clusterl ]

Cluster Key

[ )
= )

Control Node
You can form the cluster with just the control node to reduce formation time.

Node *

[nodew v ]

VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl

[ 1010.1.0 I / [27 (30 addresses) v ] [ 209.165.200.224 I /

Cluster Control Link * VTEP IPv4 Address * Priority *
[GlgabitEthemetO/? v ] [ 209.165.200.225 ] [ 1 ]

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Add a data node

HI2 KPR R E EBEZ R (Cluster Name) F1-5 {3 i iF £ 85548 (Cluster Key).
« 8B AR (Cluster Name) - 1 £ 38 N7 FFf ASCIT F4F .

o SEB¥E4A (Cluster Key) - 1 3 63 NF45M) ASCI 45 i . SEB#24A (Cluster Key) 1i 1 T4k
Inasss ] S AN AR, RS IERIR S TR R R AR, BT Z LA S
I3 A THRHEIT S, TN R A
* 155 (Node) - B — U BAE AP SR ss . 24 B KBS E FErp oty T IRAETERS, e ek
DU SIS IR ETE, R ek Bk T
iR
AR B RR SN B R () IR, V5 i AR A I . 1 A R
SEAERE, MRV, SRS IR R BT AR B
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3 BLE B

Configuration Issues

o Incompatible Smart License(s) - AnyConnect APEX
configured on node1

o node device deployment is pending.

Close

Bk BRI, IR A ORI VPN VFRIIE,  JFRE A BE O T SO % 21 B o

3

SRS H S5 M 4% (Cluster Control Link Network) - 355 IPv4 7 /; 3 LR F IPve. 4558
24, 25, 26 8¢ 27 T M.

EBHTHIHERS (Cluster Control Link) - EFEEH THEBF 42 T BE % 1) #3882 1 5% EtherChannel.
PR3

ST HBE B B2 10 MTU S 8% A 3 o8 e s 2 #2110 MTU £ 100 21 BRI T,
MTU Jj 1600 717 o BATTA R BCH IR 6 8E RS MTU B8 AT 2561 18362 Z (M IIME; HT
B AbEE, B MTU KA RGBTSR . WERAEAS INAETEN MTU BB N, &
Ty & > IR EIE > & O i Bk MTU 34031 8362 LA L.

T RoRE T4 BRI T BERG (K AZ B LR B 0 IER CERD IIMTU; 50, SRR R
FEANAY USRI, 23 A Y mUR % ping,  JLEGE A/ SRR IRE % MTU LI,

ML MTU Heitk . WR ping KRIG, REEAERGERM, DUMERAIEER AL HAL L MTU
ANDERECH) )L, AR A F .

SERHTHI$ERE HuhE (Cluster Control Link |Pv4 Address) - b5 Bkt F 3l 70 S I B i 194 2%
BNk, WORE L, T LAGR R R AL

e (Priority) - BB FEHIT RUEFE A BEAT AR S LSBT 1 £ 100, b 1 D%
RS S . BIAE RO LB P B AR T AR i, 78 UCELARRE IR, Y Rl A5 D 42 i

\\\\\

Uk 1D (SiteID) - (FlexConfig Thfig) Fr ALY Aiffuh i 1D, JuFEAT 1 Ff1 8 A, {H 0 £
AR b A AERE . AT E I ] FlexConfig DhRE, SKACE H T 1500 A M AR @ 1 1 S At onh A3
AR A I H , BT s AR, S U R RER R M.

FERA X T REER, WL BERXUAMBEZEN o Bz OKRR.
SIS N THETS (AR, AdnRmE#ET S (Add adatanode) LA s in 248 -
BT LLOCRE P 1Y ROl ST, DA DRI ST I, AR mT DASE RIS I BT AT 9 e AR

P B E DL A
* 55 (Node) - L PEER NI B4 o
iR
W ISR SRR E A iR (O) bR, i 8 0% AR DL A BN S . s A 2RO e

SLARTE, fRURIA L, AR PR IR R BT R A .
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nzes [

o EERHTHISE R AL (Cluster Control Link |Pv4 Address) - It 7Bt [ 53 76 ST )k 1% 4 4%
R AN W R, ST DU dE L

* TR (Priority) - T EISHIT sUE BT AL E S . LAEIWER 1 2 100, b1 i

AR SEH

Uk & 1D (SiteID) - (FlexConfig Thfg) FALLY A5k i 1D, JuHEAT 1 Ff1 8 A, {H 0 £

SN R gERE . AOT L G M FlexConfig LIRE, KT E I 18 5 U A P AR E PR A HAB Y 1
ISR FE I, G A as At . ol rOCRAERRAZ 21 -

FER6 s, AEHE, Ao ahRE.
AR TR IRE& > IREEE G0N L RITRME T AR J R Rl

4 EREE

 ftdcluster (2) o
" Cluster(Individual Interface Mode)

172.16.0.50(Control) Snort 3 Firewall Threat 270 Manage Essentials, IPS (3 Default AC Policy N/A
172.16.0.50- Routed Defense for VMware more...)
17216.0.51 Snort 3 Firewall Threat Essentials, IPS (3
A 7.70 N/A Default AC Policy N/A
17216.0.51 - Routed Defense for VMware more...)

2R IEAETE Y s B E AR

5: ¥ i AR

C] ftdcluster (2)

 Cluster(Individual Interface Mode)

@ 172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

D 172.16.0.51(Disabled) Snort 3

172.16.0.51 - Routed

fn] LU R &l 3@ %0 (Notifications) IR IT%E4% 1E 5 (Tasks) KM SR RET s MM B B KB
LG SRR SN SR “AEREEM” (Cluster Registration) /1:55 o

Q, search Deploy Q (s} @ ‘ v
Deployments ~ Upgrades  Health  Tasks & ‘ @ show Pop-up Notifications @
@ 0 running 3 success 0 warnings 0 failures [ Q Filter l
© 1010.013 Deployment to device successful. m
© 1010112 Deployment to device successful. m
@ TD_Cluster Deployment to device successful. 48s

B AR R (), BUE WA ERA.

Nl
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B oosze

K2 e T AN T AN, T ANIE P TR Y s B, r DU IR s A4 R
H R e AR D

$I28 7F &% (Devices) > & & &8 (Device Management) > &£ 8% (Cluster) fiserh, AL EERNE R
(General) FIHAB & .
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[ 6: REFIRE

ftdcluster

Cisco Secure Firewall Threat Defense for VMware

3

=3

H

Cluster  Device Interfaces Inline Sets

General

Name: @
Transfer Packets:

Status:

Control:
Cluster Live Status:

Troubleshoot:

Security Engine

Intrusion Prevention Engine:

Health

Policy:

Advanced Settings
Application Bypass:
Bypass Threshold:
Object Group Search:

Interface Object Optimization:

ZIEM (General) DI LU B AR 2 Tl

Routing

DHCP  VTEP

4

ftdcluster

Yes

1010112

View

Logs G

Snort 3.0

Initial_Health_Policy
2024-11-04
00:08:18

174
No
3000 ms
Enabled

Disabled

License

Performance Tier :
Essentials:
Export-Controlled Features:
Malware Defense:

IPS:

Carrier:

URL:

Secure Client Premier:
Secure Client Advantage:

Secure Client VPN Only:

System

Policy:

Applied Policies

Access Control Policy:

Prefilter Policy:

SSL Policy:

DNS Policy:

Identity Policy:

NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

Zero Trust Application Policy:

FlexConfig Policy:

Cluster Health Monitor Settings

Health Check

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application
Unmonitored Interfaces

Auto-Rejoin Settings

Attempts
Cluster Interface -1
Data Interface 3
System 3

Interval Between Attempts

Cisco Secure Firewall 3100/4200 #98% £

nzes [

&

FTDv50

None

&

Default AC Policy
o

Default Prefilter
Policy

Default DNS
Policy

® ¢

Enabled

3s

9000 ms

Enabled

None

Interval Variati...
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B oosze

* B (General) > ZFR (Name) - il id sy mig () SUERE R Z R

Generadl
Name: @ ftdcluster
Transfer Packets: Yes
Status: [
Control: 172.16.0.50
Cluster Live Status: View

WG BLE AR 7B

General ®

Name: [ ftdcluster

Transfer Packets: [:]
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: b

Cancel

s B (General) > EFEEBHIRS (View cluster status) - Aiili BF (View) BT T EBRES
(Cluster Status) X GAE .

Generadl &
Name: @ ftdcluster
Transfer Packets: Yes
Status: [
Control: 172.16.0.50
Cluster Live Status:

. Cisco Secure Firewall 3100/4200 9855
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nizez [

V] FEEERHIRZS (Cluster Status) XHHEH s it £ &R (Reconcile All) LA E B M £ 5. ot
TR TT LY A5 ping JESE R HIRE M . T S U E SRR HIE R AT Ping , 26 49 1L,

Cluster Status ®

Overall Status: & Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name

Status Device Name Unit Name Chassis URL
? In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 14:08:46 | 20 Dec 2024 m

o B> MUEHERR- 7] LU AT R BB AR H A, BT LA HAERE CLL. 1525 6 L Rk Tt b
HERR . 2H 49 1L,

B 7 MR
General &
Name: @ clusterVFTD
Transfer Packets: Yes
Status: [-]
Control: 1010.43.21
Cluster Live Status View

Troubleshoot: Logs CLI  Download

TR 71 RE > IREEE > RE L, WA LTI R RS b b B A P I RS GO FIC B DL B
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B oze:

B 8% &iRE

ftdcluster

Cisco Secure Firewall Threat Defense for VMware

Cluster  Device Interfaces InlineSets Routing DHCP  VTEP
172.16.0.50 %
General T System oG
Name: 172.16.0.50 Model: Cisco Secure Firewall Threat Defense for VMware
Troubleshoot: Logs cu Serial: 9AB6837GVVJ
Mode: Routed Time: 2024-11-04 08:51:07
Compliance Mode: None Time Zone: UTC (UTC+0:00)
TLS Crypto Acceleration: Disabled Version: 770
Time Zone setting for Time based ;
Rules: UTC (UTC+0:00)
Device Configuration: import  Export  Download
OnBoarding Method: Registration Key
Associated Device Template: None
Health Management & ‘) Inventory Details c
Status: ° Remote Host Address: 10.10.012 CPU Type: CPU Xeon ES series
2300 MHz
Policy: Initial_Health_Policy 2024-11-04 00:08:18 Secondary Address:
CPU Cores: 1 CPU (4 cores)
Excluded: None Status: o
Memory: 8192 MB RAM
g‘uat‘ﬁg l:Band Check Latest Status Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

172.16.0.50 v

172.16.0.50

172.16.0.51

* HM (General) > #FR (Name) - L il #RiE (&) SRR BoR AR

General &
Name: 10.89.5.21
Troubleshoot: Logs cLI

Mode: Routed
Compliance Mode: None
TLS Crypto Acceleration: Disabled

WEBE AR 7B

Cisco Secure Firewall 3100/4200 9855
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mszn

General ®

Name: [ FTD2 ]

Mode:  routed

Compliance Mode: None

TLS Crypto  Disabled
Acceleration:

Force Deploy: >

+ E18 (Management) > | (Host)- 41 GE7E ¥ A% L B R SO0 T 4738 1P Mok, DA Z07E BI7 K B 2
HpUCy H TCCHT () ki DA A BE TP kb Vs i) P48 e s% . B OCAR RS, 4nfE 12 (Management)
XAk R EH (Host) Hudik, 4R 58T o %

Management ‘:)
Remote Host Address: 10.89.5.20

Secondary Address:

Status: (]

=g

ST LA S 180 B 5 DX DIOK SRS BT 45 1 o RERH VAT IR S BB LRI AN ] . ANREAE
[ — e . [ I G X P AR A

Fo B B X LUK Mi@iE
AR PR B B LUK R

iz
TR R RE > IREFEE, K)o alERN &iE (2).

FE2 fiEA (Interfaces).
IR 3 PO RS DX LUK ) I8 1 H 4
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B E I

—_

AL

a)

b)

<)
d)

f)

Cisco Secure Firewall 3100/4200 B93¢5 |

il & — k2™ EtherChannel. 152 [l S EtherChannel.

& 0] LLYE EtherChannel L& — Nk Z AN G2 0.  HFk EtherChannel P54 T T 1 &, ik
T AR AR (B2, N TR SNELERIUR, BT Z AR

CR[3E) T H B kRS540, 15 4F EtherChannel FFCE VLAN FH: 0. AP H AT G
T A WESHEINTHH.
#iidi EtherChannel 4% 171 1f) 4848 (£).
Be B AFRAHAD S E . X TR KBS O, TS PR M B O 0 TIE R, 1S
BB W18 0. XA IPS B2, 1S N IREE R 882 11

o WURAE BRI BE R 32 1) MTU ASEEER 32 1 MTU &t 220 100 N7, B0 3056 20 %A%
Bz MTU B4R BROATEDLT, SEREEHIRER MTU 4 1600 75 i B0 K K bs
BT MTU, 35550 KA HIRERR MTU. 3575, AT BSOS S h 5 % MTU %
BT 2561 F1 8362 Z [AIMME; I FHuthsbBE, 1 MTU KPR RGE1T et

o MM AR, AT IFDHCP. PPPoE. IPv6 HBIHL B A T-5hEE M A bl . X U6k i

B, WTLUHRRE 31 AT PIHERD (255.255.255.254) . FEIXFHEDL N, A2k Mg o) 3% Ml 7
B IP Hhuhik.

A EtherChannel ¥ & ME— K345 MAC bk, S B4k, 7F £H Mac ik 7B, A
H.H.H #30 MAC #ihik, Jorf H o5 16 6709 F /S e

B4, MAC Hulik 00-0C-F1-42-4C-DE #4735 Z4i X\ 000C.F142.4CDE. A5 4 MAC Huhli% & 241 4%
7, BUASHCEE — AN Nk P AN RE R A 40

WV E & Mac btk & 2 .

1& 0 K 5 BtherChannel BC & 2% 1 24 5 A F AOME— MAC Huhik,  DUBE SR 9878 i 0 4% 0% 452 1)
B, AR TEECE I MAC Hidik, 1% MAC Ml A 28 T 9 i 4 I & . R AN & MAC
Hohik, D SR e s R AR T, BT IR I S SRR I MAC B Tz, X nl pE S EL
115 FsF 199 2% g i

R AR ER R D ER BidP K.

TR R E
VRIS, SR DA AR E > ARE K S E 2P P U B AEMSE LR, AR

ZEO

M7 U IEH 8% e 1, AR LT TP sl SRIC ) ) 1P dik . SEAER) AR IP Hokil 2
SERER I e Hu b, AR T A

AT AT LI 5 22 5 4% SSH ORI RF 6 B, Mg X UK WA 2 111 I 2 VR A2 328 a0 e
FAANEE USSR IPS #5111 (A IBREEECRHEE FD ©
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| Cisco Secure Firewall 3100/4200 #1755
menrEn ]

FFoaZ A
o WM 3 IR
o MO I BERAE AR S e LG A . R LU BN S R
o (A3 HHZ LICE b B £ A< EtherChannel F/EL & 182 1.
WL E N EtherChannel, Wi EtherChannel /& ¥ 45 AR, 1 ARES X LUK G .

UK

PR L IR > WRETE > kit KA 1Pv4 F/EL IPve ikt 1152 B hikite .

G SER PR A LR R AL, S EIP M hEAE Tk, (HRE AL TR M. eIk
SRTTHAE 7 BC 2 AR B IR DA s L

10: 7 hn it it

Add IPv4 Pool ®

Name*

[ clusteri-outside-pool ]

Description

IPv4 Address Range*
[ 10.89.5.55-10.89.5.61 ]

Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1150
Mask*
[ 255.255.255.192| ]

Allow Overrides

o Configure device overrides in the address pool object to avoid IP address
conflicts in case of object is shared across multiple devices

> Override (0)

Cancel

iR
BIRAE W, HAURET-Z) % E MAC Mk, 3&7] BLZS I MAC $idikisx % .

P2 f£R&E > REEE > EOL, A EERRENZHHE O 858 (2) .
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B e=smamonmses

FIB3 /6 IPvA UM b, FNEERLIP ik AIRERD . BE2E R 1P Huhb R AR [ e bk, IR 145
ANSCFE DHCP F PPPoE. S T~ siff ridE 4%, nJ LUFRIE 31 £ ¥ M HED (255.255.255.254) TEIXFiE L

T AWML LTI 1P Mk,

11: IPv4 T1TH

General IPv4 IPv6 Hardware ¢
IP Type:

[ Use Static IP v ]
Virtual IP Address:

[ 10.89.5.43/255.255.255.192| ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

IPv4 Address Pool:

[ cluster1-outside-pool ]

FERA M IPvA Helibit R, IR QI bk .
PYRS (L IPv6> Bk, IPv6 bttt FHpIZ, P Al i bt .

ANSCHF IPv6 H Bl E A T3 i A ik
PYR6 by U E A 1 B
LT E MAC ik, wT AR SR T EF MAC k.

QIR A I BE 02 11 MTU ASER 63210 MTU g 2270 100 S48 2106 20 B B 2 1
MTU HIE . BROATEOUT, EREZEHIRERS MTU 24 1600 #75. WHRZEHE KA P42 1 /) MTU, 156
BEORSERF P RE S MTU, 16 R, A G BCR AR R HIEE % MTU W E AT 2561 1 8362 2. [A]
(B T Hh AL, I MTU K/NASE RGBT K AR .

o g Ms— /=t ~ '}‘;‘ A [===]
EEEEHETRREEEE
7% (Cluster) T M ERBHEITIRR MIZI&E (Cluster Health Monitor Settings) #1734 i~ N ATk
fF R
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meemsrrnkizes [

12: LRHBITIROR IR E

Cluster Health Monitor Settings ® ¢
Health Check Enabled
Timeouts

Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2

FLERBTRREIRRER S RIEFH

FH 15t AR
B AT
DRA I 1] 0.3 3 45 Fb 2 18] BOAE N 380 N THAE W R ARG ITIRDL, ST

REAEER A T BE R RS heartbeat B ACK B AN Y o W2RAY SRR
FEHIA ARIZACRIOR FOR AT RUAEAT heartbeat 18, WU A51Y Rl LA
ToMi N BTG A

B2 B AR [ B ) AT 300 F1 9000 =02 1], BRINE A 500 Z2FP. 2 1B B A [R] & 5
FUBEZ A0 A A s oK 1 0 AT P I 53 2 iy 20 ) e 1) o

T s B2 AT RS R Ak M s B et SRR s 38 B 1 (1 B AT 40 B i
FERFRE T R B AR, (EAE AR f B[R] AR O R 5 I sl
Ho e IR AP IR AZTT ko 1Y RAE 2 RN TR Je SRR FH I3k 1 52 X
YT ST DURGZY 2 R AE 1Y O IEAE ISR R B 5o

155 N H RIS AETTN Snort MIREAE O IEREREAT % .

A MR O BRI .

B EHMNLE

EiE3n R SRR B I SRR 1 1 Bl BT I\ B
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FE 15t AR
SR IR AT 1 165535 20l BOAMEN 1 CARZRRED o SE SR IF AW

UL

SR [ (K 1) e

I 2 W60 2 fa)e BRINEN 5 3 Bhe 52 SCPTUCEET I 221K 2 8] f 1)
BRI 1] CRAZM Bt o B o

Bl FR ST VA3 2000 BRI TR HF S (A 1 Ao 8 SO A7 Y IRER 22
W T B R SE I [R] o

Kot TR HCEE LR Y A B EET I B .

ZARIEL ¥ 1165535 2 [i)e BRAAE N 3o BEESLUCHTH A M IREL

SR W] K 1A e

I 2 M1 60 Zfa)e BRINEN 5 3 Bhe 52 SCPTUCHET I 221K 2 [8] 1 1)
PR 1a) CAM o )

[ A2 £ ST 1A 3 Z 0o BRIMEA RIRRHFSE AL 2 4o 5 SO AT BRI 22
W T B R SE N TR] o

RE ORI EERE QS I INARE . AR S N RREIN A
—EU N RS

ZARIEL I ¥ 1165535 2 1. BRAEN 3o BEESLUHTH A M IREL

SR [ K 1A e

T 2 W60 Zfa)e BRINEN 5 3 Bhe 58 SCPTUCEE I 221K 2 [a] 1 1)
BRFFEETTR] CRAZM BN BAALD o

A

T 1A 3 206 BRIMEN RIREHFSE RN 2 4o S SCR AT AR 2
W T B R LN TR] o

\}

AR RSN RGUE ROV, WIFEA T R QAT ROUR 2 N ANE 1 7 Bl A 2 2.

SIS WIN 1 T S Ry 4

H5 0] DL P AT A S 1AM 1D BAANIFE 32 1 ID, LM% Snort UG OO HERE. BT IRI I 5 ANTE
VLAN T LB 0 (Flin, VNI BVD EHAT. BARE N SR B R L B s, BaRE

AU FIRE -

P U RE > REEE.

P2 AARBUINERSL, S R (9).
¥

SB3  iliEEf (Cluster).
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mEEmzrnkzeE

$IBA4  EEREITIORMIEEEEE (Cluster Health Monitor Settings) #4), siii 4848 (£).
HIBS  JEN L IREITIRREE (Health Check) 1 HUAE ] R GEE 4RI 2
E 13 2R AFEITIRREE

Edit Cluster Health Monitor Settings ®

Health Check @D @

v Timeouts

Hold Time Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel

A R AEARAT S O s s B s 82 0 . 8 HT AR IS AR sl I 1L A
TSN VSS . vPC B VNet) , ENAE RGPS B Lh g, EZAEHI DA%
PR R . b P & S S oe B HLRC B S e 2 R AP BT ma, 0T UECHT A T R e 1Tk
DU A T REA B AR R 1

SE6  CE CRFR I AR B Sk s ]

* {R¥FATIE] (Hold Time) - 32 PR I TR) LA 2 P 20T DB AT B AT g i e (Rl B, A1
0.3 )45 FF; BRIME A 3 Fb.

* $ZOFG RBkAT 8] (Interface Debounce Time) - K97 [ k] (] 152 & 4 300 £ 9000 =P 7). ERIA
24 500 =80 o BN AT PRSI 10 o PR S o VR, T R C ) 7 Sk TRYRAIR
SRR LE . AR R A TDIRES TR, W RSB ARC 2048, REA KDl K
AR, KT RUNERBE IR . 6T AR A e 4 4 1E 5 12 1T IR AS ¥ EtherChannel (45141,
AL B I AZ LS B EtherChannel) 155, SR SIS Ta) o] LA 1R AR T 0 1)
FE VAR R 7 — AN BT SR 20 5 i 1 P 28 S PR S 7 by RS

P HE XAEBATRGUR A R A WO 5 1) B S BT IR
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B e=smamonmses

HEEAHNEHFMARE

~ Auto-Rejoin Settings

Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

Data Interface
Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

JERHED (Cluster Interface). #(#E#E O (Data Interface) &%k (System) ¥ & DL AR oA 8 e
A5 NHFRDEB . NPRER 85 .

* ZRE (Attempts) - WE FFTMA KA, AT -1 7165535 210, O¥AEH H B EH A .
& 84120 (Cluster Interface) MERIAME N -1 CEFRED . &IEIZED (Datalnterface) fl 24t (System)
B INE R 3.

iz [E Y ERE (Interval Between Attempts) - 5 S T NN 220 [R] IR A] R RF 22 I TR) (LA
STEPRRAL) , AT 2 F60 Z0a). BRINE R 5 ar8he T AT SR T BN SRR 1) d5e e i i) B 261
B EREM IR 14400 2340 (10 K)

EBEZE 1L (Interval Variation) - 52 & A48 Al B RFSLI IR) . BEEAT 1A 3 Z WM. 1 %
B 5 2 QAFF B IREFEERED 83 (35T b IRFRLEI D) o Fldn, Wk EE

RNV E A S Bl RS BEE D 2, WITE S B HETES 1 IR 7R 10 08l 2x5) Ja
PEATHE 2 ISR 76 20 7041 (2 x 10) JEHEA T2 3 k2. &EBFHEDO (Cluster Interface) (2R IAME
J 1, #¥EED (Data Interface) Al R L (System) IERIME K 2.

S8 Wil EFMIEED (Monitored I nterfaces) ol A~ 5 Y4154 0 (Unmonitored | nterfaces) & 7 4% 11
KRB E Z 4 o fad mT LU Hh B0 e 3 P BR 55 Bz A B54% (Enable Service Application
Monitoring), LAJi 825 FXF Snort R L3R RE K M 422
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~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ search

GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

P IS AT IR R I BRBR A o fnn R E S R 1 (i A Bl AR 52 T i R A, (H
FEILARAT G R A — IR R R O s sl 1, o ARBE R IR e Y RIAE 2 K ) A SR
FE RPN ISR R 5 PR T 1 SRR DL K2 RO B 1Y RO IEAE I AR 7 . BRAIEOL R, b
P #: 1V ALK Snort A CRERE 5 T I2 1 IR DU & .

T REARAEE A FL LN 1 RIsA RO A

3 R AT AT ST SO s s B B e 1L AR AL AL B L B
MBS HANLIEL VSS vPC B VNet) , BN RGI2IPIRSR A Th g, @ EAAHI B2 4%
HRE D% h b ek B e il LB L CIRDE BB A 1 s, 8T LUESHT I A R SEis ATk
BUR A D) RE R 4 IR 1

PRI RE.
FEE0 AEEESG HSH A IR

Y o = [t —H-
EIEEHT S
MBS, fEnl DUEE R AR R

AWINFTRY SRR T =
ST B8 5 A 2 I SIBAT ISR

RS

SR RE > REEE, AR ES (), RREERmTE.
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[ 16: 015 =

Unregister

Cluster Live Status
Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

REK WonEIBEREE S (Manage Cluster Wizard).

T2 TS (Node) SE ik Fiss, MRYETFEIE IP bk, 0L 5 ID,

17 EEERNS
Manage Cluster Wizard

o Configuration 2 Summary

Cluster Name *

Cluster Key

Control Node

You can form the cluster with just the control node to reduce formation time.

Node *
VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl
! !
Cluster Control Link * VTEP IPv4 Address * Priority *

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Node * VTEP IPv4 Address * Priority *
Node * VTEP IPv4 Address * Priority *

Type device name v ] [ 10.10.4.3 ] [ 3 ] Remove
Add a data node

. Cisco Secure Firewall 3100/4200 9855
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WIR 3 BRINHARTT A 5 AR INEHET = (Add a data node).
F4 LihdRE. AEWE, R AHRE

T E AR A R i s

B 18: %5 55

D ftdcluster (2)
" Cluster(Individual Interface Mode)

@ 172.16.0.50(Control) Snort 3
10.10.0.13 - Transparent

E 17216.0.51 Snort 3
1010.012 - Transparent

feonT LUl iy R (Notifications) K bR iE 4 1£55 (Tasks) K MEFSEME T R KEE M UL

Deployments Upgrades @ Health Tasks oy ‘ C’ Show Pop-up Notifications €

m 0 waiting 1 running 0 retrying 20+ success [ Q\ Filter ]

0 failures

5.. Cluster

Data node 172.16.0.51 configuration deployment is in progress for cluster ftdcluster 238

S

-
-

REnT ONSRRE AP MER Y i, A — AT e o BRARFP TSR, A I TCVE 2
i‘wﬂ‘ﬁ, TG R R

P G RE > IREEE, AR AN B (), RGEFERET

II\O
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19: HHFTI =

Disable Node Clustering
Unregister

Packet Tracer

Packet Capture

Health Monitor

Troubleshoot Files

T DLk Peim ol i £ P 5 & (Break Nodes) MAERE) “F1Z 7 (More) S 1 I — AN BE 2 A5 1

T2 RGESPREFINTEL .
[ 20: i\ BT

Confirm Remove

Are you sure you want to remove node 172.16.0.51 from the cluster? It will be
converted to a standalone device.

o

R Ll i st @ E (Notifications) EIARIFIEFESS (Tasks) R IRFEERHE T mirh .

T EE BT
ST LS I R4 AT 15 SO M7 o bl 2 20 (R B LA 2 OO, T 400
R B S

UK

SR ORI A SR R Bt B G TR B Y ORI SRR S, O 41 0L
PER2 I RE > IREEE, AR ES (), RRILHEPETERR.
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[& 21: it SR R¥

Unregister

Cluster Live Status
Add Nodes

Break Nodes

Edit Configuration
Revert Upgrade
Health Monitor

Troubleshoot Files

T3 RESTREWITER,; A2
& 22 AR
Confirm Break

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing
nodes so they can also be converted to standalone devices. Are you sure
you want to break cluster ftdcluster?

.-

T T LU I 5 7 1@ %A (Notifications) B4R 3% £5 (Tasks) Sk W2 R b .

T RE T LAY A, DAMESC M ER ST A0,  silm I BEAT e . PUREFY B RTINS T A

NAE B K B G B AR Y A AR SRS, P B DR A

TR TR R, P IRE > WEEE, sk BES (), REFERTAER.

zmks [

T RiAHs

Cisco Secure Firewall 3100/4200 #98% £ .



Cisco Secure Firewall 3100/4200 B93¢5 |
B =g

& 23: X R

ID\'sab\e Node Clustenngl

Break Node
Unregister
Packet Tracer
Packet Capture
Health Monitor

Troubleshoot Files

U SRAERE T S AR AR, I b N RO A BT RS e TR, W DIREIN
D SRR S S A, WA RO T, T A AT RO R R L . R
Qi REDE = e sy i S ED SO b/ G d S o] R kA E S

FER2 MBS A AR
ZRAE IRE > REEE SR P IS LS Er (BERD -
SER3 FHR AR, S0 FOIMAERE , 5 38 TT.

ERMAERF

USRI T2 (Bt ML iR 1D, sE R T3 A AR, 20 T30
R ILEH ISR . T ORARE ok, PRl EDRIANERTE o A7 DG TT AT b I A s F) i AT 5
ZEE, WSREFIIMALER . 5 61 ui.

iz
SR N TEEPRIE B, WS IRE > REEE, Al B (), RnEFERTRER.

TR 2 NSRS LR AR

B RSEHI T

AR B SR A SRR RAE R L LA ATARRE, SRR R I 2 S T IR A AR W
SRR E BRSO I R AT, AT P IR R MR IIREI S, WAL
AR b 5 VR i i B 5 A4 o U P AT R IR T T 5 i b 2 T (42 A B e T
U
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LI RS R, EPATRL R AR

g3z
B B EPRE > REEE B () LRSI ERFREXITHE.
24: EREIRTS
Cluster Status ®
Overall Status: B Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

T2 W TEPOERIR SRS, WERES () BREERAIES .
T3 RGN EIAM O TS P iZ R, R A BE

BRI E

T DA R AR IO . R SEUR AR D] SR R B 0 AR P R B B P 4%, AR BF S A
PWIFEAl. ERALMN, RSB R W WAREESCY AL WAt S ID
WIS B TP i, AT 32 RN (K s WOT O S N 2151

R

S L RE > IREEE, AR ES (), RhiLHRERE.
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& 25: 4miEEC E

Unregister

Cluster Live Status
Add Nodes

Break Nodes
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

&

REK WonEIBEREE S (Manage Cluster Wizard).

T2 TR RRIE

26: EIBEREZ

Manage Cluster Wizard

0 Configuration 2 Summary

A Editing the cluster bootstrap configuration requires disabling all cluster nodes temporarily. This operation may result in traffic disruption, and you should
perform bootstrap changes during the maintenance window. Make sure connected switches match the MTUs for data interfaces and the cluster control

link interface.

Cluster Name *

Cluster Key

Cluster-level changes

Control Node

You can form the cluster with just the control node to reduce formation time.

Node *

VXLAN Network Identifier (VNI) Networ

Virtual Tunnel Endpoint (VTEP) Networl

[ 10.10.3.0

] / [24 (254 addresses) v ]

[ 10.10.10.0

Cluster Control Link *

VTEP IPv4 Address *

] /
Priority *

[ GigabitEthernet0/7

g

[ 10.1010.2

)

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node *

Node-level changes

VTEP IPv4 Address *

Priority *

[ 1010101

J
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U R AEREPE B /2 EtherChannel, U RJ UL fichi B2 1R b SR 5514 1) 4R38 (©) KgmBERE 10 bt
S F1 LACP Bl 'E .

PR3 s, AERHE, WNndiE®kE

ABEHTR
AR TS LTI, IR 54 0 M D 5 B BB, 01, 0 125
KBS TS o PSR 24 BRI O T

UK

TR LSRN RE > REEE ES (), RNnPFERIART, DT RBRES X,
27: SREE LRI

Unregister

Add Nodes

Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade

Health Monitor

Troubleshoot Files

&

$IE2 piidithiB£ER (Reconcile All),

Cisco Secure Firewall 3100/4200 #98% £ .
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& 28: thif £ &R
Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Cisco Secure Firewall 3100/4200 B93¢5 |

[ Refresh ] [ Recongcile Alll] [Q Enter node name l

Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

ARERCRSITEME R, WS PR ER . 58 43 1.

BGHEMEE RS T R I E M FRB KIEEER O

T LU Bl Kkt B b0 TR IR EE MR RE, AT A SRAR IR AL o W DR SRS I 28T 14 BTk

L, AT R E G EE SR .

ROETT LA B KEEE B ALy IGHEE MY R A P ITARBE P T A AR AN Bt B
KEGEH L b, HEPRRER — 0, I HEagksibibiie, ERnTaesch T m. &
TCEICHE N 2T AP i RIEIER T MBS KRR B A Lo 0 0, ST RE e A SR LU
TEME, AEAEHRRR A PSR I, A BB A AR — 40

RIEREVIE i

o DI By KRR BE A ORISR 2 18 ) i A A

© N IREFEIR ImMERAERE

o WERAEREAY- 6 VB AR BCE ) AT NTP M B R B Py ORI, JUDRE B0 3% [ A e Frf

[HEE
© REFECE A, DUEAERREL A B R

NAT Fl VPN, ACL %55 DL S 32 e B R R AR
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R ST P M A ) AN [ PR 7 KA PR b 2 3 BONE AR, DRI R SRR A 12 i 15 L AR PR
iy SRMFICE R, DI T DURE SR D — ARSI o A mT AR U IR 3 605 [ 47 1 SR s
AELAZBAETE W I B N FEAML SRS, SRR A A B O A2 i S B I

FHia Z |l

PR R 5 2 CLI — A9 1A U5 i BURR

P G RE > IREEE, AR A ES (), RS IEHEGHEM.
29: BUHEM R T =

2 8

Unregister QED
Cluster Live Status
Add Nodes

Edit Configuration
Break Cluster
Revert Upgrade

Health Monitor

Troubleshoot Files

PR 2 ARG POREHUEMER T R AR

HIR 3 ] DUE R H b ARSI I BT B A AR SR AR M B (BRI B K B L £
i
T F AR b — AN SR IO e, ARJE T A B AR AT R

a) MR AMERE AT CLL, I8 configure manager add iy A AT B KBS H L, iES
F{E CLI &k e .
b) EFIRE > IREEE, R SdNRm > gE.

FRA EEFRIMART M AL ES BRI R, 26 41 0L

TR LLAE B K By JfOF1 CLI b 4R T

« ERPIRAONRAE Ol IR & > IREEER EE () Mrgig® > IREEE > KR IUINEMX
RERRFKAPRAS BRI D) .
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30: EEHR TS
Cluster Status ®

Overall Status: &5 Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name

Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

I A AR R A B B TR R AR
ERBER L IRTS AHE DU TFIRE:
* IEFE[AIP (In Syne.) - 15 2 L) Bl KRS B A0 30

* FRACFEVEM (Pending Registration) - 7 SR SERE—8B4r, (HMR ) B KR B0 73
Wto SR SSARM, eT S AR A (Reconcile All) PLFE i} o

« LB O (Clustering is disabled) - 15 A/ 0 7] Bl KBS BP0 M, RS SR ERFAETG )
B e QNSRS IT SR 5 0 ARG, RIS AR REAAS, B 1 mT LNAETE )

o “UEFEIMAEERE..” (Joining cluster...) - 17 AUIELENMANUAE LERE, HMREEIMA . %
AT IMANLERE G ) By K BE A b

XFFRANT A, BT LA EE (Summary) 50/ £i83% (History).
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T EWE

wren i

Status Device Name Unit Name Chassis URL
v In Sync. 172.16.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ][ CCL Ping ]
ID: 2 CCLIP: 10.10.3.2
Site ID: NVA CCL MAC: 0050.5689.5e5¢c
Serial No:  9A2VSEQSQFW Module: NGFWv
Last join: 08:22:47 UTC Jan 6 2025 Resource: 4 cores [ 8192 MB RAM
Last leave: 08:22:24 UTC Jan 6 2025
B 3zt ahEidx
Status Device Name Unit Name Chassis URL
¥ InSync. 17216.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ] [ CCL Ping ]
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster unit 172.16.0.50 state is DATA_NODE
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.
07:53:27 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.

« B @) > 125 i

o

{£55 (Tasks) LI AEREAN 1T sy M B8 “ A2 REA M7 (Cluster Registration) 1155 .

< %% > REEEcuster_name.

JETT B R Ui b

transport { asp | cp}]

IEETET

MR
o

AT DLE BT 0T i, LR TP Mk 5% o A €0 it 45 4
s A TABAEEMRIY AL W] 2 b .

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

TEA BRI R G Hn 5 S, WA show cluster fir4-

* show cluster info [auto-join | clients| conn-distribution | flow-mability counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |

BEEEPE R, 1EMH show cluster info fiy4 .
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SRRFIB TN SR 2R HI AR

R S, B KR B L 2 MBS AR B SR AR R S PR bR . SR AREAT
NIRRT Y IR CRAiNEE

© USRI - B REBHRI . SRS AR R 15 S

« MBS WARTERE I SEINPARES  FAAS BV B RS IR DL BB A ST (Y
T RD LEBER PR W RIS LU O CAB& BTN o O
m EASERERET, ANET B KA PO R R 2D 2O G AR

o PG TG BB BoRERER M AT RS, WS CPU MR . WA . By NER, it
HRL 155 i#ﬁiﬁl NAT %4,

A

AR CPU AN AFFR b S s B~ AT snort A IR DU FK B 1

* AR (B CPUAEIITS &L WAFERITG DL At s AERR) DLy s s di 5 I 1) B
WEIEEREGHE B

G AT BRI - ALY AP b s SRAE Y R R D 28000 A«

o AR KPR R AR AR N I 1)V Y P B AR R A DL . R
R R oy B A AR, ST DU A PO B8 o A P KA 52 3 REA T I .

o CWRGHE R M ARR R R RGOS . 8 AT Ok CPUE TR . A
HORATCR R R I EERL DL S SRR R NAT H i (Kdabn it . IR LI A
T RENE IR I AR YU T 2257

* BROATERESS TR - Whon SRR Y Sl T dahs . AT U AR a8 oK DB ROF B HFE 1 A
MIVEAN(E )R . Fahn i Al CPUMEII AR . AP BN . R R TS BE R NAT
et o

* CCL # IR - AT 7 A s S e B e Jcdim - B A ARt
o MR HERR AR - PR AL T s HE R U e A SR
o INFTEJSE R - F T BRI 25 Pl a6 e 2 1 s O B T I 1) 6 10
o HE PEHITAR - BT RAEREE R PR AN RO EAR el . E, 9 R REOGE T T8l
BB bR, ANIEH T4 R0 A AR
ERKFIEITRR
AU E LI B YE s A i A REAT LR o
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saemzirnn ]

ERHS IR DU RS P AR e A RS TR L o LSRR AT IR DL AR A — RS %
TR AR P B AR A IS AT IR DA 2o
FHIa Z |l

o BRI BT I B AL P I AN B A B QAR .

TR ERRR @) > R > BT
A P M A S U U ) 1Y R R IB AT RO s
T2 fEREIIETD, il RF () MIE (VD RIS TR & s1&.

PRI EAGECITRNGHE R, WA EERA. BOAEN N, SRS 2 A0 U6
TR AR A5 IX LE T A IR AN R i o F s S T AR (4 «

o MR — S BRI e T AR P O FE AR, AR . CPUL AR BRI H
FoOEEGIHME R DU NAT 5 .

SO — B RIS A A R A

© BATERE - 17k CPU IR AAHIITR S A i i th Ak e I Sl HONT NAT #440
5 RS B

* CCL - #Z ARSI R LS B .

$nT LI s T PR YA P e AR R . 3 D52 SRR AR BEFR FR I 58 38 513K, 1225 Cisco Secure
Firewall Threat Defense ia {7 RILIEFT

P4 W UL EAAR R b BC E N TG ) DUSE S TV R DL SR AR T /N (BRI
B EHT I A AR . ISR kR B E X (Custom) LLACE H 5 ST 4145 H H .
s BDHT AR AR E SRR BB 5 73 Bl ok ] B S

PYRS sl “HET EIbR, ARSI AR T I 1) RS A T
PSE R BR i 7 P 8 IR T Ve Bl N RO P B i . 3 FLAR TP RS B B T AR AN RN ). X T2 AN 8058, 5
BIRZAIBAT . miad LTSI bR ] 22 A28 P A

PIR6 O T E W ISP IROL IR %) FEBEA% A4 FcA O 10 D18 T2 3 P 4R e v 2519 i B AT IRR E
.

B ARTREE B AL SATIRRE R v & K AR DU B 0 b0 B 1 s iy T /NS AT IR OUE R
(IR 2. el B R T ITI AT IROUE SR AN 2 PR AL

TR O PR mIsiPREC S BOAMEIL T, BOR I a S AE 2 A 10E AP I+ i i X 4
IBATRDURIPERE o iAo 7 Tl T AR B 455 -
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o Wik — SR R IHARTUE AR OB bR, B3 CPUL WAF. 0 ERGHE R,
AR B A A P A DA S B R A R

* CPU - CPU A&, QRGBSR YIAZ ORI 1 CPU fi HIB .
o WAE - B WAAE R, R E0E P i A Snort Py A74E K .

o B - BECDIRAANER

FEH1E S

o B - EESOME R (BIIRS S WEAER. WAERSE) A NAT 544
* Snort - 15 Snort FEFEAH RIS 1115 B .
* ASP L3¢ — 5 RIS LR 25 3 (M s AL AR S IR e -5 2

AT LU ek o b 25 0 VA5 AP R AR R AR » A7 D82 SCRF IR A FR PRI 5C #4315 S 7 Cisco Secure
Firewall Threat Defense iaf T IRILTEFE

PR pis PRSI S A AN S AR A RIER (), AR AR AR AR

FERANE A R SCHEHITAR -

X FARRE B AR, PSRRI AR AL, SRR IEFER bR

SREHEIR

fﬁ%g%%%ﬁ%%ﬁ%%ﬁ&ﬁ%ﬁm%m%ﬁﬁ%,u&ﬁﬁﬁﬁ\ﬁ%ﬁamﬁiﬁﬁ%

SR

% 2 BT

EHR i AR 5N

CPU SERET LI CPUSRER T M (43X $dfs T | percentage
[ A snort) o

Memory SERET A RIS A AE SR AR (o3 - T-80d0 P | percentage
Fll snort) .

st BRI NI B e E bytes

CCL i i R NFIL ) CCL S THE B . bytes

B G RSB AL B

NAT 4t BRI NAT B4t 55 K

G SR RERD (R R A A T A HES

Kt 4K HERE R (R 43 T K
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Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBERS IR 21T, ROETTEUEA] L@ M T3 AR T
H.

>N

o WBEHERR SO E- IR RORBEMMAERAE, RGURKE A8 AR BaHE RSO e T BLN IR & >R &
B > LR > B DR BRI N BRSO TS I AR R HE R ST

BT LOE I it BB () IR SOHRIBEHERR , A I & & B I A L

* CLIfinih- M & > IR & B > &8 > BMXE, HTLEE—4H0E X CLL i, #Bh
HERRIERF I RE . ARG A N RRHEIT LR i

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

ROE AT LUAE & B P AE show fir 4. HORTELIEE, 1S AH CLL i,

AR RHEHI & H LT Ping

R RIS, e PRI SURE ping,  JLEUE AN S SEERIRER MTU ULES, A
Mk MTU FeAE. WA ping R, REESAERGES, DMEELEERPACHNL_E MTU AL
(ol dl, SR )5 K. WER A BB I BE O R e, B TR SR VIS T30 ping BT SNSRI
R
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B =srmsisss £ 9T Ping

TR R RE > IREEE, AERSUN B () Bis, REIEFERRERT.
33 L BIRTS

Cluster Status ®

Overall Status: Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A :
> InSync. 172.16.0.50 Control 17216.0.50 N/A i

Dated: 13:56:52 | 06 Jan 2025 m

HIB2 JEIFHA AT, S5 Al CCL Ping.
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[&] 34: CCL Ping

Cluster Status ®

Overall Status: Clustering is disabled for 1 node(s)

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
> Clustering is disabled 172.16.0.51 172.16.0.51 N/A i
~  In Sync. 172.16.0.50 Control 172.16.0.50 N/A i

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2
Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?

Success rate is 0 percent (0/2)

Dated: 20:29:19 | 06 Jan 2025 m

TR 5K MTU UG G 8 0 R/ NE SR B e b 17 A LAl Y i 80 ping A4

XN

R TR I T A
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| ETire

BB

eth1/8

Cluster Control Link
192.168.1.1, .2, and .3

eth1/8

mgmt

eth1/8 -

<I__ port-ch1 Spanned

| MAC: 000C.F142.4CDE |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

1

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Poal: 8 IPs)

eth1/1
mgmt

>

c""--—-—.__ ,_,.>
(5 RN | port-ch5 [
Switch =) VLAN 10, VLAN 20 Trunk o
— z
3 3
= S
A—

U

|

J

r________/

Client

\|I

Server

KA A 2 A A B T S AN VLAN SCBG, Filln, VLAN 10 T WM 4%, 17 VLAN 20 H
TANEMLG . B #AT — N B AN A LB 2 L O . )8 F b gkl B B LT
B ALEBRY 802.1q 3. & VLAN 10 5 VLAN 20 2 7] (#1Bl k5% .

{5 M 4% EtherChannel I, BT 508 B AEAZ # AL 43 44— EtherChannel, W -—& A
AT, AN UK AESL AR B A 2 IR P T I & o
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Cluster Control Link

pori-ch1
192.168.1.1, .2, and .3
Node 1
3N /\ _eth1/6
3[ ] [ ethirz
A =N A ethl/8 \P eth2/1 -
] |
25 ] =5
3 M 55 gJ_ o8 3
s o9 3] 85,3
E T S==2 eth21 | SRES g
z Ondg | o200 o
S ]5{1% —uo%'c =T
. N mgmt 2?5 -
= 95 3
o 58 2 O o
WA O=_, B/ ethifb M
ol J o | [Z ] etz &
@/ X | [ 2V ethiss >
V V v Y,
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

LIPS, A — A5 4% EtherChannel R R A FAZ ML, T4 DU 53— NS 19 4% EtherChannel
HERLPIMBAHHL . W, AW LIEREA EtherChannel L @I VLAN 121

AFR I ELATAT RARTE L AE [ B VR0 5

TheEFREERE
HAY IR YRSy, A M UG e bl 13 JEAS) R Rty T i
TR

RPN SFFRITh&E

LAUR D REAEJa HIARRERO I O R JCIERC &, AHSC i & 2 idh 4
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\)

AR EAEEMAEN FlexConfig hfie (4140 WCCP #:3) , &S (ASAW MR ESEH) .
FlexConfig fFLVFIEHLE By K8 HL L GUI PAELEIVEZ ASA TiRE. 12 [ FlexConfig 5l .

* A2V VPN (SSL VPN #ll IPsec VPN)

* DHCP % Py k5545 AICHE . SZHF DHCP 4k,
* JEFUBEIEHZ 1 (VTIs)

o A HIE

o SRR R 4

* B K BEE EE .0 UCAPL/CC £

* DHCP & /" uifi« 555 FIACHE . S ¥F DHCP H4k.

SRS ILIhRE
LR Dhfie R ARSI mi A S0rs, HICHON R .

A\

AR AR DD RE AR MO 03 T RO B B e R B PR R
AL T PR Dh e, S 0K 4R DO RE (KU P R BIAR PRI B, ARJE PRR = )R
NEEFIIRE; WRAAEIENE DL, %R RS R A& R Y
SR DIRENT T, WA Y U A b, W AT S AR T i 0 2T R P e T
ERVBUE

\}

IR A RIS T AL FlexConfig Zhg (141 RADIUS KD , 1520 (ASA M 1E
BL'EFRFE) o FlexConfig SLVFREHCLE Bl KB B0y GUI HAFIERITF 2 ASA Thfig. 1S
FlexConfig T .

« DR R 7
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH

* SQLNET
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wmganes

* SUNRPC
* TFTP

* XDMCP

o WA IR

o ¥k 5 i) VPN

* IGMP 434 TIPSR AL B CEOHE S 1155 & o0 A T3 ERE D
* PIM 234 S T B UK AR BE CBO T % A o0 A T EEANEREF)

o HAKE (GEH T M4 EtherChannel £2()

S W ARV TR SR S o AN S L BB I S T I AR B TR P Mt T
Sp, ARSI P B T B S 2 T B R S N S ARG R I T T B
(B AR P R M. R, 76 SR IR o, 20 S0 b I 7 37

FTP FR&E &

o W SR FTP 50 i TR 2 A0 T Otk phy AN R (KO SR R B3 A7 D e L P AT 4 25 PR I B
B R IE B A IE AT O OB s RN A . (2, A R EDET N8 il P A 8 O F B8
TR, WA HORRFA TR ISR R 2 R I A 2 BT

AT HEE O T RYEIE IR
MG BRF, BRI AR A BAE . T SR B S 40 i 260 U AT A BRI
AT S KB 2

JhATIE O TRVAER R
R BRF, BRI AR ARG T SR B B 40 e 2 U AT A R
T 388 S e 5 2

NAT Fn& Bt

NAT 7] BE23 S M AR R M A e o NS 38 NAT B A0 vl 4 A2 2 SIEE R b A 7] (4 197 K 335 pal Jon 87
M, PN A SR B T TP MR RN 1, NAT 2 S 850N 38R H 0k B0 A0 B oA AN () 1P ik A/
Bl o MR BNA AR NAT BT 38 16 B K58 b B AR i, 2tk SR e i e ik 4 R B AT 4
FEUERE GBS L AR KRR R, BT SISOV R T I R, A NAT
BT 5 B 2 ] REAN 2 i 22 A RN SR mis A6 2 45 T B 0. 1 el i 9%

WA E SRR R AL ] NAT, 3355 18 LA e
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B oo

o AMEFACHEL ARP - X781, U120l s i thohk A% AR B ARP [R5 . X AT B IR AHAR B Hh 4
LAl RE CAAESETE R 1 S YE R A5G R o X TR 1) AT TP Hhhk (s okl , 0 Hh 28 7
B AR B 6 5 PR ER Y PBR. X% 5 W 4% EtherChannel KA & 0 J, PR A —AN 1P Hb
SRS E AN S

o ANKPPSTE U 92 11 PAT - B57.3% AR5 11 PAT.

* PAT X3 B IMIE - 152 B iZ DD RERT LA T AEN -

o BEEHUR LR BRBIF A AR, Mt S ] TR Rl A, AEREEHLR K
PRGN E A 1R 3 AT R ERE Y, WURAEAHE 3 AN sl B ok B L AT & 52
TP, WIRTLLP I 3 AN B, BRI AT A

o FESRATRE TN LB R U B BRI, 75 2% it v AR 8 01 s B Ay VRN T SR I

o GnRBEATRIE) PAT MUUME R (XF PAT WU 48 id 1P Huibys D , & SEER A= 5¢
I ATHZE A 0 PRI B 24 V37 SR PRI B 24 U3 B e o BRAT A iy 1 BR M B T BEFITAS
B AR IPE PAT Wb )il ORI ARSI 2 )3 Pyt B T U B B 3 i I SR T
HRE

o FESRRET R, AREEACE S RN R R P BRI B, BT R
A AR R FOR IR B, BTSN R T AT HL S BE U 37 B K L
WAHSG P e e SR 0m 6 mT LASE SCBR R/ I F0 G el e oy e R

o X B4 PAT i F NAT jh k43 e - FC & PAT i, SRRt b R4S TP HuhbR) o Ayt B,
BRINIEDL N, AP 2 512 Aoty 1, (F G SR i T R e Iu), - e P B . X el
SRR I AT B2 M3 A A L, DR RN s A — A2 AN PAT P R B4 TP
bl PRI, AE—/NERER PAT i ml DU /DA —> 1P ki, X DUSCREIE TN ) PAT
TERERCRN AT . S B o R VS A 1024-65535, [ AR LE PAT it NAT 0 00) b e 5 12556 33
DL AR R 1) 1 1-1023

FEZ U FE AL A PAT b - 2445 2 2N A A [R]— PAT b, 2503 2 R v 45 11
o DAHEFTATN AR 1, BB AT A AR 0. BRI iR
SR E R OM “AEE” B0, ARG RETCHRRR M L G (AT 2 A T UL
BRI HIME— 1) PAT b B vl SE 1K) 7 %

AR A - SEBEAS SRR PAT Jth4E 1),
o e PAT - BB SLHEP R PAT.

PR U8 B BD A NAT HFedfte - il o O B RO R BB 1 e 28 il ) 22
ZNA NAT FEERIF HAEHALER I, EORE RN Rl . Bl Sz,

o I xlate - IER T LI xlate 2RI AT, Rk, 25 RIS TR) (B m) e 6 1k 2 R R I
{Ho T0SRZIN V1A B S T & FERE (refent 25 0) , WJERIR xlate LA

* X EU A A AT PAT:
* FTP

.

* RSH
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7SI EH

s I

* SQLNET
* TFTP

* XDMCP
* SIP

o WIS K NAT B0 GBEE— 5450 , WA A 4 CLI H11#) asp rule-engine
transactional-commit nat iy 4 i FH 5 PEATHAL . A0, 1 AT RE TR I AN SERE .

e PRI RE AR T i 384T, I P Pty o > B e SR B 7 o W SR h et L 3
BB AR, R E R B R R

[ 35: P (X ALK M@ R T M s AS B

Router A

Only control node uses OSPF
with neighboring routers.
Date nodes are invisible.

EtherChannel
*._ Load Balancing

Y

Cluster nodes

%N
Router B

FERSCHR T S Y RS2 ST R RS, 1T OB SR L e A e

OSPF LSA $#fa FE AN 45 AR 1T A R0 BT ie U T 4079 i, 4030 1 e 25 A ) ) 7
BRsh: UIFEAEYI . OSPF BEARAGHkIE— > TP HuhEVE A TLiE i 8% ID. S8 n] LLAM L — AN A i
HIZS ID, U ANERIZREA, (R TT LU GRS SR RE AT R % H 2% ID 5. 1514 OSPF L[]
W A T RE, A o B ) AL
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B eusoetTossss

MBI IE O T B3 2S8R
PR B T 1Y SR T P BT Bt A, FLASE 1Y S s B
[E] 36: M 37 #% QR T Y B A5 BE ER

Router A

All units are using OSPF ECMP Load Balancing

with neighboring routers

[ )

Router B

w
[=2]
2]
[Te)
[+3]
(4]

£ LEA, BEHas A SREN 4 RSN IAARIEA RS 3y B, FEAMAMELSL /M. ECMP T
TEIX 4 4540 2 M AT S a3 s . A5 N5 05 7E S AN 2l A I, A PR A R 6 fh 2%
ID.

REAL 0N i 4% 1D OB AR, AERES Y R A R 2% 1D
EIGRP 5 AN LA R (SRR S AR AN e i K AR

)

AR WURIZARREA SEIUCR A A 5 R AN R S AAR, AR T RE S I AN T R I
PR o B GARXI R T, TR T IR SR O A B SRR . W2 A2 ECMP [X
e

SIP # AR &L RS
PBRALAT LUEAE AT 00 R TS BT Em s AR T4 1 L
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snmp ingz: ]

SNMP Fng&E5f

T NG ZAT HIA M bk T E 4R 1P Mokl EAT SNMP #8410, 42K SNMP ACE 4G 420 1P ik,
VU 224 326 245 LB AR TR A, ORE B2 TS A AR AR TR R

A SNMPv3 EATARAEI, W R IEAEWIIR AR TR O R BT AR A 1T 0, W SNMPV3 I AR R
RPN e U R A IF SRR N, SRS EORT AR B, LASR I AR
R HiEFER RS

SRR RN RSB R A QRS HEHE .. U E H Bk, RN aERSH
G SRRk 7 B b AR R BAN[F] (1 82 4% D WJﬁD, ST AP K A1 iR e AR RIE = L
MBCE . AR H AR S A BN AR B 1D, UBITAT 9 s AL ) 3R 4 A A2
ABOK A A Rl WSRO H ARG B A SRR 5 | 3 R P 0 B P i€ I A Y s A4 Bk
B 1D, RGEH GBS AR A AR .

EEl TrustSec FHEEF

HATFEI R0 ) 22 bRl (SGT) R e ARJE, 875 s SGT A8 B 8dl 19 v, Bl 19 i nT LA
R 22 4 SR SGT Al DL # 5

VPN FREE 8%
uti mi 8] VPN S2EE R IaE s RATEEHIY A S0FF VPN I8

\}

AR RIS R T ] VPN

VPN T REA BT fi A ], HASRERI SRR ey nl PR DD RE . W SR ni ke A, AT DAY
(] VPN SERAF W, VPN 0B 2 iR 55 Ik . lz*i?‘%‘ﬁﬁ’]h‘?ﬂ R, WZREH ST VPN i
.

¥ VPN [ 16 0% B 31 1 X 2% EtherChannel Huhbiy, EES BRI S, ST PBR &
ECMP R 5 3ar#: O RiES:, 0G4 2 F4E8E 1P HabmAEA Hb k.

15 VBN HIZG S B {5 U ST BT 1
MREIRE R
F95 WA AL R, T T USSR 80% AL & R ISR S P

Bltur, Gn SR RS AR OMUZ AT ] DL E KLY 10 Gbps [, WIXET 8 & W& AR, fokdl
G210 80 Gbps (8 15 #% x 10 Gbps) 1 80%: 64 Gbps.

%IJ -Ijll\\ T%
SRS U R IEB L, A0 F A 11
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B =vwsamn

1 2ONW R AR (B B YRS C R IARRE) I, B fE 3 B H M2 R

2. HABGIRSC R HoAl Ve 26 B 2o Wi B 280 oK AUSE BB AL 1 M1 100 Z [0), e 1 24 85
k.

3. WUERIEAT RIAE 45 MYJE AR Sy AN AL T RN, U e 2 A 4 A

A

AR WERZAN RO R LGS, WA SR m A AR AP 91 5 B 5 42 T

4. m%%ﬁﬁEMAﬂﬁE%%%ﬁ%%ﬁ,bTAEm&ﬁfﬁwﬁ BRI mAR 2 OREF N
PERIN R BRAREAS WA, BRI 2 PR A 4 1Y

5. fE “FUN” s, HIRNAAEZ MR A, BAT RN R S R A, Al
R Bt Y A

)

AR AT ATl RSO P A RTEER I RETT R S S A T AT R b
TFs TR A ZBAE T AP T4 B HE P R

SETPHS A AN

ST o M 1Y RO L RS AT IR DU FAE T i 2 1) SRR AR AR A v A

T RB TN S

BEAS R I SR B B 2 AL ) R DR IE R OB A o QR T e AT 5 1 TR
AR AECH 1T 5 B BUAT: T keepalive Co B Bl G sHAU R B0, DU 64 0 oo SRR P NI Bk 122 2 a1
Fo MR T R ST i BB AL, TR i R R (R 14 A

GRS R BT o 226 s T AN AL DA 1Y i S B e v oA S e AR R R B AT LU ), DUSERET RE 2
HEN S Syt b IR B B T AR B SRR e I, W SR SR AR AN R AL
w1y 4 s & S U E VA VA RTIBI Y et FIRRNSR BN St A | SR A Wk €/ E D W G L P VA A R D
ek #E A R HY ROPERE CRER . LR, AERXFHLT, ISR RS R, hE
R TIRERS Ja DL C B I T R DR B Y R A

ARVEMER, WS ROERE , 559 1.

Ft

X

O T
FEA RS ML A P I T AT O i 44 IO D BEROIR S, O Py iR i IR S e

* #5144 EtherChannel - {5 AR BEHE RS S G 3Bl (cLACP). BN 1Y fUAR 25 Ma 45 B B IRAS A
cLACP thi3iH 5., LA EtherChannel H [ & S5 TSR . RS S AT
Ao

« MR CDGE T #E AR - AT R A R DO [ Yt 12 LIRS
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waumEans ]

LA RIS T ROV, BOATEOL T 2 AP 1 (4% 2401 EtherChanneD) ; #57) BLik
Pl DA Iy . HaelhiiEcm A . #ilan, a4 i) EtherChannel 200K AE MR, 4 BEds 3L
A R AR, X WRAE EtherChannel (1) B B 04 i 1 DA 250 AR WA 4 fie ik e B AR ARG

T RREAN T R M AR 4 1 A A i, DR AR P IR A % o S 97 180 £ 22 A ) 5 AR
JURI63% RS 573 R e 1 11 PR 2R 20 DL R A2 4 s B e 1 D138 a2 IEAE IR (1) B %5« %1~ EtherChannel (G
WRMEME) « G REEE R LR ICH],  BUP B K 9 BP IS IR IZ R 51 o BB 18 £
IINEETE 5 ()8 0] 90 FPAN M54 11 o A G ST T) 1048 DIRAS B oA 25 2 550 g 7 480 AR TR o N B

W29k EtherChannel, WJGIR 15 s S GUIRAS Wi, #4375 500 20 J5 MHBR L%

&HE MR R RIRTS

SAERE P Y RUR A MR, 2 RIS oA RS BN s Ui RS BRI
QEUREDSNOE S iES il 3 % B

DR Uk A e, I Se Ry (B Iy 1S3 — NIRRT IR A P A
35 < A5 91 AR 19 B2 KT NS, FLARHR g Tl s

N

AR B KBRS AL AN SRS HICTE B S EE IMAARREI, P Bn ik QR i, A B
H ] LR IR RO

EHMNER
B SR IR S, A R T I\ S R TR £ A
o S R A N e SO - /A ST S 1 B BT, 4 A o T
FH Sk T2 T A S B
o DINAEREIS LA AR BE RS RS - FTD LI MIHbAE 5 2040 H1 22BN -

o Bta e VR AR - SeHCRTESS 5 A Bh. B 10 Zr RIS 20 3B B A SRR NN . WRAE
20 73 B E AR RN W N AR ARA o AEAR BRI DN R 2 5 2T Bl R AR .

o T RAFAERR - U R R AT RIS AT RGOS A I I SRR AR ) e S I AN SR A R
TR SR o A, O A R YA B SRR Y sl AR TDHT IR Bl EO NG, BRI
BEHIT R EN AT NS BERR 5 Pl IRE R IR

o WIBEEDR - N ERHBE 0 dE . NI FDEEI . W HPIRESA— 25

o RIGCHIHCE HE - RN FMC #B TG &, JF HAERCSRAR e i oy A R, (AR LA AR A
S, AR TR IR SR e S e o T SRR T30 BT I B
DR P R BRI R, M2 [BR A2, I HASMIBRAEAT R . an RAE BT Bt 19 mi b
BRI M PRR S, I HAS BRI -

Cisco Secure Firewall 3100/4200 #98% £ .



B zescsrsss

Cisco Secure Firewall 3100/4200 B93¢5 |

R IEERRTSES

REERAER A DA EMR D DRI E . ST BRI AR
I A7fifi TCP/UDPARAAE B, ADEREAE R AR s i 7] DUGSE R BT # o #& HI T A 0l

=R =N
AT

[ 45 o

A Ee FE T 22 TCP 8¢ UDP JZ UL ERPRESE R 1HS 0 R R Tl SR B SRR R I SR
RIEERPEFRIINEE

e KX &iE

1BAT I [H] 2 FRER RGLIZATIN [A]
ARP % P —

MAC Hitik3 & —

PRI P —

IPv6 &5 Jie £ dha 122 & —

BN H P —

SNMP 5|% ID &= —

SHEEEENAN

HEREAT DL BT RIS RE 0 22 AT R JERA U E T AEIE R R TR AR AT PRI O T AR B R 1Y

EEfAe

THS I RN ERE X R At

< A - E OV RAYIEMCER I M. T H s i TCP ORI A B 0. — MR AA

AT . WERIBAG P E SRR, T RS R RN, 3 g X
TR IR T .

© &M PTA - 1 A FTE 2K TCP/UDP RS RS i, DUEAE H B Hebs e T Lo g% okt

ERFRE RO & . ARSI, ST B ARG ER. BRI B L TAT AR
A WZIERBMCEAR LI ER — DR ORIE TN RE ) R & T & SR SR R 2
R, LMERC BT % o

HREF G LRI SPTEARR &, SRS DOE ST . WERPTH & ILH
H O s, e RNk T

XF T Firepower 9300 EFIZE—MHLATH A IE 2 Ik 3 MERET RIERE, MRS AE LSITH
BAER B E, TR A 5 — LR a8 — A R 26 T BT AT 2 SR DR 7 0 e 32 WA i e 4

e AR
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FEZRT AN

wizmran |

o FRIE - ABER HE A A I EITATE B RN R I Rl AP CEDINER, SRR H K 1P

Mol AT R EIME F798 ICMP BAITEARE S, TS M R3O0 ®H T, R5 0T RaEK
AW BTN ZOBr &2 . W R s W 2R R IAT 3 LSRR Y 5, 200 i [ P s &
WM RUR T, DR RER . — DR A m g W RS 2% A A,
P e ANBN S A

REF RS ERAEALRE R, SRSEATLCEEHIaE (L E3OD o WP HILERE
H AR S, WEES sl & i &

ICMP/ICMPv6 HUF AN B«
* XfF Echo s, Y 24 ICMP A7 IRFF, HIF 4 0.
* XFT Reply 40, JEun 24 0, H @35 U ICMP AR RS
o 0T A B AL, s R E R U 0.

o BERAS - TP R BRI e R A R AR AT FE R a2 1

S AT A, ARG R0 i 3 B A A T oAt B s i R AT T . S A
AL K . TR, W R G R SYN-ACK £, & n] LU EHE 4L SYN Cookie H
PERAPA#, B S ds i),  CuRZEH TCPRABELALG, WA 2 H SYN Cookie:
DA F R AE AT, D X T DNS I ICMP 25 RS2 A B A (R e, R g AN ity i ar B
BEHR O RIEEI S A, RGHELEERE S . —NER T A 2RSS KRR
ORI 7R BN e R ds, b AERR R A B R s A e, AN SE I R
eSS

IR

AL AEA T S BEIAS TCP SN 11T SYN/ACK ¥l T g
SWETT, PSS F TR S0 TCP 217

* BT - T BB, ol BUR AR S 2 BEUR TP ik H A TP MUk R

WD WEANE D BT - WR)a, FAT P Bl SR AR e it e e iy BUITAT . BOaT
REIIB o B NIRRT 1, DR T 56— AN 0 Be e S s L S sy i s b AT 5 04
Foft iy BEAEL s LR H R 1, T RESS I A0 A g JLAARAE Y oo P BT A i I EE A B
P, USRI H bR 1P bk O B R e S 2. AU BERE, W BT AT
WAL o WGBTS, WA BT BRI i B R SRR ik i L3R L
Wi . WRa, ERITAERELIA B

i b e 4 5 4

SERRASAN SRR R E () o LI A7 A R T I8 1P BT RO, R IR P A7 17 0 a1
RITAT o [Rl—JE (M BTAT Jie S8 B AR N B TA [ — 9 e W SRAE AT R A F Al o, AT
e Zgre AR BIA A i, BRI R W TP IIRE, WARERA BN HI AL
eI ETT
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BRONEOL T, AWS GWLB i H 5 4R R ErmAPE . EE AWS GWLB L H 2 Jodisk 3 o4kl

P

TCP By &= A=

» LU RREAH TR] 3L A 2 ] — 5 1
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