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A % EtherChannel 74115 B, 1S AERFAENIRIFRE] , 25 9 1L,

KT 2 Szl ERE, A5 EAEAEREPE ] FXOS 5 A VLAN 4% s i L= g 0. A RN
S8 S . ﬁa@ifﬂﬁm, HZFX0S #1155 I,

N “E 7 25942 188 EtherChannel. i 2 5 ¥s Il EtherChannel it 3808 ) BRECE 4 FEEE 1,

EHRE LT EE R, SR O SAUH YA B PR B AN H (FEFXOS H,
B RES A/ RINAR & R O 278 ) MGMT. management( 58 AR FR) .

XHFZ UM, 72N _EASIAR R B 1
X2 SCPIERAE, R LAAE Rl HURR L 10 2 ANt 2 8] B T Se il e m] - e 1

KT ZHUAAERE, KR D g n 2 S BEf h8% 14% EtherChannel CERIVIE LT g 11 IHIE 48)
152 % V50 EtherChannel Ci FHIE)

W) N> Firepower 9300 AR A i 22 A HLRR 25 B SRARAN I A 53 12 1o B0, dp SRS sk
1, WINUAR B IE SRR AT T Z AR, FUR RV A P S X LUK Il 1 .

OIS B, WA EFEATA R R, W LR TE 48 AERER AL N B TR oA
K. X T [A AN Firepower 9300 HLFE A 1) ¢ AU 25 1R 424, Itk EtherChannel JG 77 AT 1
P, 0] 2R B TIRES
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NN

A

g g

Qe

w N

d)

oz x5t

ESHFE LRI R R e 1. SRR BE I 2 BN LK) % At EtherChannel. 7E3T
ML b REAS A5 #h f1) Etherchannel. 5 2% EtherChannel I FEA{E B, 15 S [l SEFHEVE RN
PR, 559 T,
ﬁ??iﬁﬁﬁ Al LG g HA A2 ST Etherchannel. 5787 PR IUANIR],  ARTERS ) BE M AN 0l #E
W%Z@A+,I%tAﬁﬁ%”% AMERR O, B, #UUEH VLAN T OmA 2

5/\ EtherChannel; &S5 F—4, ¥ VLAN T OUINBIERER D,
KT 25 SERE, K VLAN 132 LR I 2458 EtherChannel, DUMEREANEREAAT — T8, 1
SR RSB VLAN 74210,
T G AN E R ORI T 1, AN RER % O T A Hh A .

CAlE) nEEEEE 0 . 52 7SN EtherChannel Coif 1IH &) BAC B P,
MBI W AR S PR . B kB 1, B 4AE CLI Lﬁﬂmﬁ IP Hudik F At 2
i, Wﬂuﬁﬁﬁﬁii)\?ﬁiﬂ Blan M 24352 HorBatik. 120 42 2% F111 configure

network iy % .

YT L URSERE, 7B AR S 1

B4R % (Logical Devices).
WU s A n (Add) > &8 (Cluster), JFiE LU T 25

B 1: Kb EERE

Add Cluster ol
I want to: Create New Cluster e
Device Mame: clusterl
Template: Cisco Secure Firewall Threat Defense hd
Image Version: 7.3.0.1676 et
Instance Type: Mative e

oK Cancel
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2: B LIS RE

Add Cluster P
I want to: Create MNew Cluster P
Device Name: clusterl
Template: Cisco Secure Firewzll Threat Defense 5
Image Version: 7.3.0.1676 S
Instance Type: Container i
Resource Profile: Default-Small b

2

SM 1 - 72 Cores Available
SM 2 - 46 Cores Available
SM 3 - Unknown. Module offline

@ Before you add the first container instance, you must reinitialize
the security module/engine so that the disk has the correct
formatting. You only need to perform this action once.

oK Cancel |

IR (I want to:) > FTiEZ & B¥ (Create New Cluster)

ALg & AR,

UE A BR LR 57 B A P 35 T P B B L 0 TIC 2 15 e AN A 0 I T 8 R P 1 e #6544
FRo

XHF#E4R, 1#i%F¢ Cisco Firepower Threat Defense.

HEPMRIR A (Image Version).

YT RBIZER (Instance Type), KAEFEAHE (Native) 5l A 8§ (Container).

Al S 2 AR 5 3R I BT 5805 (CPUL RAM FIRERE S (A]D , DU AN ] 22— A A i
Sl AR S 2 ARy ST 2 DR, DA T DL 22 AR AR S

VPR 7285245 1 &IRZER (Resource Type), i M FHz42 ihdk AN U5 B S0k

%I Firepower 9300, ML E SO Y F T REAN 22 A F ARSI an, o AT 11 a2
AN (2 A E R A, I FAREI/E I om AL B SE £ CPU I, m] LURY S 76 e 72 rp g f A
ARG E AN A L SO AR B AR AR TP IR I C SO i R T LR
BCESCIE, DO EEREE A AR, SRJEAEHT Db 2 o S I gt UG & SCAHAS I — AN B S
PR 4

U SR AN ] (R P SRy e O S R SRR R R S, ) Fe /P AN IE A C S, ) e e s
R BN BC SO ERUR SIS, SR DR IR SR T R

Mt E .
B R - WA A4 FRE

PR RO BUARRE L 1
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Data Ports =

Ethernet1/2
Ethernet1/5
Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/s
Ethernet2/6
Ethernet2/7
Port-channell

Port-channel2 i
channell

Port-channel3
- Port-channel48

Port-channeld8.10 Part- [
channel2
Port-channel48.11 FTD - 6.5.0.63
Security Medule 1,2,3
Click to configure

Part-
channel3

LJ
Port-
channel48.10

XEFAHAEAIERE: BOAEOL N 2RI AR 1. WRE ST SRR 1, iFHGH L+
B —MELAM BT AR

XTSI GERE: WPRE D BCRI M AR B 1, F B RS ISR M i 1 -0 e 11 -2 4%
o

FIS sl B PO B E A

ARGUR B AE, T AFEIZ A AE T E B UG 5 3R B IR E AU T R4 8 B A
W D9 TSEBLERIEAT, BT LU SO AT CLI BeE ik 2 B

L6 {rEREE (Cluster Information) Ff I, SEMLL N ERAE.
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[ 3: A SR RE
Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%

Cluster Information Interface Information  Settings  Agreement
—

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Mame: clusterl
Management Interface: Ethernet1/4 et
CCL Subnet IP: Eg:x.x.0.0

0K Cancel
[l 4: 5 ISR

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X
Cluster Information Interface Information  Settings  Agreement
——

Resource Profile Selection

Security Module 1: Default-Small N7
(72 Cores Available)

Security Module 2: Default-Small 2
(45 Cores Available)

Secunity Module 3: Default-Small 7

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Name: mi-cluster-1
Management Interface: Ethemnet1/4 v
CCL Subnet IP: Eg:x.x.0.0

0K Cancel

a) (W& H T Firepower 9300 [ 4548 S50 ) 7% S48 (SM) F1 35 IR B B SCHF1%E#E (Security Module
(SM)and ResourcePr0f|IeSeIect|on)I:iEJZEIj fian, WA R AR R 2 B, JF H.
MBS BT 2 CPU I, v DI AN A AN [] 1) B 5 B SO

b) Xﬂ‘f%ﬂffﬁ%ﬁ, FEHLFE 1D, BB Do SRAE AP (KRS UAR AR L 2508 HIE— ID.
A2 i) R AR A B i ) LT 48 WIS R LV, A o Bos e B

[ 73T Firepower 4100/9300 &Y £ 8¢
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N
B8

d)

e)

2)

oz gz |

XEF-ul s R R, 7ESh R 1D (Site ID) FBHHIAMEAUAE 03 25 ID (1 F1 8 2 [A] I #E40)
FlexConfig Zhfit. Xl @ A B k855 # 0 FlexConfig Thg, SKACE FH TH 5L AMERIER
S8 P AR Al S TR e I H , Bl S g ARt Sl AR R BER AL B 1

EEEBE A (Cluster Key) FBUP, ARV HIBE M b A0 d i S me & 5 0 3 E 51

LA IR AT 1 F 63 AN FE4F 2 A1 ASCIL 45 83 . JLese b Fl TR e 4] . ik IiAs 5%
W e M i, A AEE ORI R R B, BRI SRS
WEERHATR, IR &SI E T ER A AR

SRR E T 1 3] 38 MR ASCIT 77

EEEN

MRRAS 2.4.1 FFUG, SERA A TR ISR R R 5, I BB B & I Re 2 S8
FER . OhRE i), Ay SRR AR IE AN RE T T

HREEEO.

A DU P BB 4 o e UM W UAR A B0 11

USRI Oy L AN SCRF R 55 B h B B2 U P B 11, MUl ) 40 i L, AT R
XFEAMT .

(AfE) ¥ CCL FM IP &4 ab.0.0.

BROEOL R, AERERS IR 127.2.0.0/16 M4, (HAE, FEESRILKEEAS RVF 127.2.0.0/16 7%
Il AEIXFENCR, TE R EME Mg AR /16 gL, FAH] (127.0.0.0/8). 41
# (224.0.0.0/4) AP (169.254.0.0/16) HuhikBioh o 41 FAFIZAE B E N 0.0.0.0, RS FHERIA
%%,

HURA AR LA ID AR 1D B 3242 i 6 e IO AR R B 12 1 TP ik

a.b.chassis id.dlot_id.

FEILE (Settings) TUIH L, AT LA HAES
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information  Interface Information  Settings  Agreement

_—
Management type of application instance: | FMC W
Search domains: CISCO.COoMm

Firewall Mode: Routed R
DMNS Servers: 10.89.5.67

Fully Qualified Hostname: td2.cisco.com

Password: -

Confirm Password: -

Registration Key: .

Confirm Registration Key: .

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35

Firepower Management Center MAT ID: test

Eventing Interface: w

QK | Cancel

a)  TEEMESR S, TR B KR B b AR RO A B
A DUA IR R T 1 2 37 AN FAF AN AT SCA T4 s S INBIs K ks JgJoip B (e, 75 22
TEB K B b 3 A R 1) 255

b)  HINHLRT KBS R YA B P T CLL U5 I 2 .

c) 1L Firepower BIBA L IP FE, HIAPATE I B K EE U0 TP kb W R84 Jnii
Bl K BEA Ly TP Huhik, BRI B2, JELE Firepower IR A (> NAT ID (Firepower
Management Center NAT ID) FB i A 114,
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d)

2)

h)

i)

il |

CAIEE) 0f AR, EHRRERFFTDSSH RKIEERENR: BHlE. LHBAILM Bk
S5t Y A shell 5 il A5 PR LAR O SE B g Bt bR o

ST MGIET, AR EE R, PIAT EEN SSH 21 U In) 2545 SE 91 A AL B IR T 7l DU N % 5%
Bie WURGESER, AP M FXOS CLI U i) 25 g S AR i F 7 m] LA AN & 1B
AT LR LU 58 SEA5 2 8] FR R0 124 o

AR ARTFE AR H 6 204 ] BRSO SRS o BERAE T L X, A e il 2k
AMBE, V5L BT KBS BE CLI FFEH] expert fir4.

(AIk) 7E#¥FRIE (Search Domains) 7B, i A\ HL I 44 4% R I 5 70 B 41 36
CRIE) MR KSR b 4 21 b ik £ iE R ok R

TR E AU, (97 K K8 W 7 AR R Ay DX 8% v TR i S R R e B L R) % o PR AN I A T
AR e T, BB KA 2 EB K, Y R B B “ R
B kBE” , ASBEAIA A2 B e 15 £ 1R % PR R A

RGENATHILH T E I BCE Py KB, R E NG SRR, WAL R E .

(Ai%) 7t DNSBR%5 2% (DNS Servers) #BiH, fin NI 54y b i) DNS k4545413 .

fian, WiRAEE Bk E RO BN, ) Bk 5P fE 8 DNS.

(A% 7€ Firepower &3I2 A0 NAT ID (Firepower Management Center NAT ID) “FEH, #i
NTETINEEREAE R H 3o I I AR By KO By BRI NI 4

W, TG H 2 S UE, RIS IP Hihl CER—AMEMESD o Bk
HERORE A TP b, TR B K B0 TP Mkl (RS, an R M aniE i —AN 1P
kb OX &SI B H P EAREER) , R e IE R P i 48 2 ME— ) NAT ID, AT
MRIGIIAT PAEAT, FEARIEHEM 2 Gl DK EAT 1 2] 37 M A2 M FEE S
ARFFFERARIE N NAT ID. By KA B A ORI £ AT HIVE IS BT NAT ID (il A& 1P kb

PR GG WY EAT B 43 B8 GE R AN

(k) fER2REEMNSZ (Fully Qualified Hostname) 7B, S B s g b B 40115 £ 1)
SEA R E AR

ARFFREMN a 2 z KR N0 2 9 BB /L) MIEEFAT(-):s ANTHRECH 253,

() M EBHEO MY, EREREER RS R O W RS, R
MR,

FEFR T ROLE A AT BT B 1, 0K B 1 C N firepower-eventing #2111 . 4 A il — A
SCREREA 5% B Dh RE R A A SR 1, s B — 408500 8, DA 2 ORI 4 i
1

H|E  {FHEOIER (Interface Information) TTii 1, oS A 2 AU — M0 1P Mub. Wit
HESE) (Address Type) 4Bl s ML S, AR A 5 A BB S B 7B

pEL

T ZTA MU A 3 AN BEHRIE A 1 TP okl RAE S8 BAT el . I R & 40 3 AMEER,
ERER AN IE W T,
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2]

Cluster Information  Interface Information  Settings  Agreement

Address Type: 1P only o
Security Module 1

IPva
Management IP: 10.89.5.20

Network Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2
IPva

Management IP: 10.89.5.21
Metwork Mask: 255.235.255.192
Gateway: 10.89.5.1

Secunty Module 3
IPv4
Management IP: 10.89.5.22

MNetwork Mask: 255.255.255.192

Gateway: 10.89.5.1

-

a) A& IP (Management IP) “FBt T, WU IP Hudik.
FETR]— W45 1A AN BEHLR 2 M — TP Hihil

b) A MEBIGETSRAKE

c) I ANPILE M K HbL

LI EWMSGETR L, PRS2 & R P VPRI L (EULA).

L0 SLHE (OK) 56 RS E RHEHE .

TEN LHRE
HUARE L B 85 A RRAS, 5K 51 SR e B R B 2 11 4% 8 06 4 I ) S 9 e 3 B AR A 4%
1riZ%81% % (Logical Devices) HUfif, A FIZHZGIPIRGS . U@ E R/ HARTS Bos W LN,

'J*ﬂuﬁbniﬂf%ﬁ’]é%ﬁm% XtF— Firepower 9300 HLAH AR A, WIIWT ATT4r /e b H P G B AR 4
T RE AR R A ) “ 2 eHURIN 7 RS IR IEFARE, IF 2RI .

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available
& |\F|| B

Status
@ anline

@D P e
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oz gz |

LIE12 N TZHUAEER, KN — MY IR SR
a) {EH— Cisco Secure Firewall JLAHE BEARHLAE -, Ay BAN BrEEERR , EHERm%E
HCE
b) EEF| T —/HIFG MY Cisco Secure Firewall HUATE BELSE, SR )5 LR 28 i 55 4 4%
c) EHIKIBE: (I want to:) > JAININE EEE (Join an Exigting Cluster).
d) silHAzE-
e) TEEFIERIEMEEANEHED, KL — MR E, KRG SHHRE.
) i hERe L R bR . RS B O, HELE L NI
* HL#8 I1D - A\ ME—IHLAE D
* Ui 1D -0 AL RARRE, S AMAUFERS S ID (T 18 2| o XA Bk

i B FlexConfig DIRE,  ORMCE I 1855 U PR AR E PR A Al s 1] SR AR 1 2 S0
H, flhn 3 m s At . ol TR AERHR B S 1

« REFEH - CRTD WA FERSEREE Y.
© EIR IP R B S SO 5 SO R B D A R P R (K E - TP Mk
M E .
g) miifRTF.

HURTE R R 25 8 AT RRAS, IR 53R e A B 111 U P A8 2 I T S5 oK s 2 2 A st
Fro TEREMEERERLLIZ5EIR & (Logical Devices) TUIHIT, AFEPIEHB KPR . HREAERE
J Y R AR B SR SR ZS W W I, T DUTAR/EN ] P BRI T e S AE b R o 2
“CLARPRARMN RES s BOIRES N IERIRES, JF HoE I .

System Tools Help

% Refresh | | () Add Device

87% (40 of 46) Cores Available

P || &

PR3 A BE 1P MR R B A IR I F Bl KBS EE L
P A SR RE B AL T FXOS RIS IARRE T, A RERF eI N2 B R B ALy
CSERNIDS: =L R WNEASE Pl ioalll A€/ a & 8
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NINEZEET A

FEBUA SRS N B e 97 K A5 S Jp 9 A ARAETY R AE FXOS FREs BT SRS sy, B KA
B 2 BB L A

A\

AR IR FXOS P BROGE I T IFTHLA :  W AeREBr DS n sl 46 21 © R FH 4R 1K) Firepower

PIR2
PE3
PIE4
PES
PIE6
PR

SR8

[ 73T Firepower 4100/9300 &Y £ 8¢

9300, NZEHOKE B S8

FHia Z |l
o AR, WA B IR B TR (H A SR e A ROR RO — BB RO
ERR B KRS G BN
 BHLAR ER0RE DG B AU ). 4T LA HH AT N FXOS HUARBC & LR AL L R

URZATAE ] B KBS B0 TE T B KBS B A W5, WEAEARAE D IR U ERATEL TR
%,

M B KGO TH RN, FXOS BCE P KR S RASAR BB, I AU EA 2R .
RPN H R BT BE,  DUEHT Y T LU A R ARA I NS R

pE

IRAN L T AN T RAS, AT Ak BB Cisco AN AN TSI AR A4

a) fHH RG> FHET TUHLENRT eI AT B K g A g

b) Ml B, RJE sl WERARE B o X RHZ A Firepower 9300, 1% E
REAMBLIRRAS o
B B GBI i . HRTRRAR B TR B CA .

c) TEETRRA FhEmr, B LARRRA ., AN 5 B R HETARA UCEC, I8 )R sh A %
A SRR .

d) 7EFHUAE b, AR TR

TEIATHEIENLAR Cisco Secure Firewall HUARE s I, iy BHER&.

it AR REEENR: S SRR E .

ERFHHIAE B Cisco Secure Firewall HLAE S HI2S , AR )5 Ml inin > BE&E.

b T & 2R (Device Name), i N A IRAE— DN K.

MRRE

1EE FIERHEME B IEHES, RS — MR IERC S, AR5 AGHE

sl PR B bR . BEBHE B O/ PUH A, (RIS DL 3
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[ 5 REIER

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [? /%

Cluster Information  Interface Information

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis ID:

Site ID:

Cluster Key:

Confirm Cluster Key:
Cluster Group Name: ftd-clusterl
Management Interface: Ethernet1/4

CCL Subnet IP: 0.0.0.0

B 6: #FOER

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information  Interface Information

Address Type: IPv4 only |~
1Pva4

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 2

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 3

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Agreement

OK

Agreement

oK

Cancel

Cancel

smEz g

F3F Firepower 4100/9300 k9522 i}
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7%

Cluster Information  Interface Information  Settings  Agreement

Management type of application instance: |FMC b
Search domains: cisco.com

Firewall Mode: Routed i
DNS Servers: 72.163.47.11

Fully Qualified Hostname:

Password:

Confirm Password:

Registration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35
Firepower Management Center NAT ID: 93002
Eventing Interface: v

oK Cancel

* 48 1D-% A ME— B4 1D,

« ih 1D - XA RIERRE, SRS A ID (AT 1R 8 Z0a)D) o BbIhREA AT A A By ok
B4 B0 FlexConfig hREHEATHCE .

SREA-TA ME R

o BRI PG RE MR A B B SO S PR 537 TR R 4 R ) ME— TP Mk
FTEMREEN A AE EHLA .

wARD-H AN AA[A] E .

SEME A AR FEA

R RE -

TR iR E.
WU L T 8RBT, IR 5 R P C PR B 11 W Ak s I Y S SR s 2B i B %
FERENERAE A K12 3815 % (Logical Devices) Utifii ', AHBrZ B AIPRA . AR ERE RN
BB R RS W o I, ATUUHRAE ] T O BRI . T e e b R b o 21 “ 2o 4t
BeRmaRN” AR IR N IEFIRZS, IF HAEIRI .
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prossaman: mmes ]

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
l(“._'.‘)ﬂnlinvs: @#t (A5

Bﬁkizﬂt%rii I:FI I IlJ\\j]uEE$

BHEERER A 2 —1E N 4573 N 3 Cisco Secure Firewall Management Center; [ kb5 BE A0y 45 H 5
RSN BT A7 FLAD AR 1 2

FHIa Z Al

* T SAER S L T FXOS FRe AR b, A ARG RRAR N2 B KB HE bty . IR
K AW S35 50 . 155 Cisco Secure Firewall #LFHE BL3Y iB2481% % (Logical Devices) 54+
#ff A show cluster info iy 4.

UK

LB EP K F RO, ERIRE > IREEIB, RJGEPEGRIN > SRR E, 8 R
BB TTA R TP Ml S i s ) BTG

FA-F Firepower 4100/9300 B9 & B .
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B vooszmsn. mmes

[ 8: A hniR &

Add Device ®

D CDO Managed Device

Host:+

[ 10.89.5.40 ]
Display Name:

[ 10.89.5.40 ]

Registration Key:*

= ]

Group:
[ None ~ ]

Access Control Policy:*
[in—out v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

[ Select a recommended Tier v

[:l Carrier

Malware Defense
(Jpes

URL

Advanced
Unique NAT ID:+

[ ]

Transfer Packets

a) fE EH TB, ARG RITK P bk sl B4 .
BRI T LIS IR TSR 70, (R BT BOAS I i B T 2 AR A e R RE
WRAE R BCE WAL T NAT ID, WA BEA T ZMA ML T B ATRVEAE R, IS HNAT 3
B

b) & BRARR TE, SR P KRB AL A R (KR R T A B

Il 7T Firepower 4100/9300 &Y &£ 8¢
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2

h)

prossaman: mmes ]

M SR A FRRIE I TR OUT ) TSR IAFhl 78 . 165 LR 58 S EEAB ST 5 44 i
RIS R 45

(6 SEMES TR, W FXOS S B AR B A0 P . e LR Ak
PR IE ).

) AR IS 4 4.

A ) 0 A UV A B e, SR AT

IR GRS, WG A S, 5T LR ARLAR T 22 1 2 SR

New Policy ®

Name *

E )

Description

= 3

Base policy to inherit from

Default Action
(® Block Al Traffic
O Intrusion Prevention

O Network Discover: y
Targeted Devices

[ Select - ]

TP FH BB A% I VF FTHIE

WERAE B R R RE P T NAT ID, 1B EITE R, IFAEME— NAT ID 7 Berh A A
NAT ID.

ik rh AR AR B S AE DL SRV v e Sl S AT A 21 B X e B G

FRATFOL T, BRIETTC R o WERAE A UL TN i % TIPS Bl Snort <5501, Bt 2K F oo
a5 SAEE LA 2R B By OB B O TR I . A RZE R T, AR IE FAE R
B B KGR HL L, ANAOR A

i iEM (Register).

B KEEE BP0y PRI, BEETE BT s e, R R ICR S
WA SR INEERE . WUEREEREARAEN U _LISAT BAFAESLAE R D, WUE M2 R AR DL
T BATE B E R MR

WA E /& > IREEIE Ul b, RITEM T EE LT,

Access Control

C] Name Model Version  Chassis Licenses N Auto RollBack
Policy
(J v Ungrouped (2)
O @ 1010112 ERCHEE Firewal Thiset 770 N/A Essentials, IPS (3 wfx_automationPolic...  &®
10.10.012 - Routed Defense for VMware more...)
O TD_Cluster (1)
" Cluster(Individual Interface Mode)
@ 1010233(Control) Snort 3 Firewall Threat Sn N/A Essentials, IPS (3 wix_automationPolic... N/A
1040.043 - Routed Defense for VMware more...)

R IEAEE M BE %2 B Ik B b o

FA-F Firepower 4100/9300 B9 & B .
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0O TD_Cluster (1)
Cluster(Individual Interface Mode)

@ 1010113(Control) Snort 3
10.10.0.13 - Routed

ST LU il SBAR P bR T IR A S5 R RF B TS DL o B KRR B L AR B
FAE MR SR “BRRHEN” AR5 WA R B CIREM, SIS , 56 45 1L,

Q. search Deploy Q) & ® ‘ v
Deployments  Upgrades  Health  Tasks R ‘ @D show Pop-up Notifications @
@ 0 running 3 success 0 warnings 0 failures [ Q_ Filter ]
@ 1010013 Deployment to device successful. m
@ 1010112 Deployment to device successful. m
@ TD_Cluster Deployment to device successful. 48s

P2 il SRR dmiE (0) , MERARE A .
KZ BB E ] IS THEAERE, iAEH TR SR B . wlln, nf DUH SRS & 1 BoR
ARk, AH RN B AR .

PEBI A IRE>RESE > & Hiw b, TUAE B8, FHE. BFEMN ST ®E.
TD Native Cluster

Cisco Secure Firewall Threat Defense for VMware

Cluster  Device Interfaces  InlineSets  Routing DHCP  VTEP

[ 1010113 v ]

I 1010113 I

General & * System oG

[«
C

W2 [ LA SRR T
« B (General) > &FR (Name) - il Al 4R4E (O)F UEERE B R AR .

[ 73T Firepower 4100/9300 &Y £ 8¢
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Cluster Device Interfaces

General

Name: @

Transfer Packets:

Status:

Control:

Cluster Live Status:

WG BLE AR 7B

General

Inline Sets

Name: [ TD Native Cluster

Transfer Packets:
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: v

Routing

pocskgmnn. FmEs |

DHCP VTEP

TD_Cluster
Yes

]

1010113

View

s EM (General) > BEHEERIRZS (View cluster status) - fith BHERIKZS (View cluster status) %

PERAT TFERHIRZS (Cluster Status) X G HE

General

Name: @

Transfer Packets:

Status:

Control:

Cluster Live Status:

74

TD Native Cluster
Yes

o

1010113

W/ EEBHIRTS (Cluster Status) XFiGHE 1 s di 18 (Reconcile) LA B M 56

F3F Firepower 4100/9300 k9522 i}
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Cluster Status

Overall Status: & Cluster has all nodes in sync

Nodes details (2)

FAF Firepower 4100/9300 A9 5 % I

[ Refresh ] [ Reconcile All ] [Q Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.6.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

Lo RPEEREREAT SRR HERR 28 51 00

[ 9: R HERR

General

Name: @
Transfer Packets:
Status:

Control:
Cluster Live Status

Troubleshoot:

=
B> SRR T DL RR R IRBORE FS, SR T LA AR CLL 5 R A E

&

clusterVFTD

Yes

L]
1010.43.21

View

Logs CLl Download

» VAT - 4l 4548 () T VTSR,

TR /£ RE > IREEE > R&E L, WA BT R RS b b AR P I RS U FIC B DL T B
« B#M (General) > B#R (Name) - il niili 4848 (&)L BUERREN 5T s 44K o

General

Name:
Troubleshoot:
Mode:
Compliance Mode:

TLS Crypto Acceleration:

WIEBLE AR B

[ 73T Firepower 4100/9300 &Y £ 8¢

10.89.5.21
Logs CLI
Routed

None

Enabled
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posgmns. mEss. sEzn [

General ®

Name: [ FTD2

Mode: routed
Compliance Mode:  None

TLS Crypto  Disabled
Acceleration:

Force Deploy:

o BIE > EHL-WURAE VAT E O T B P Muhk, WAL 7 A By e LT I i
LAMSEAS 24 TP M Bk ) P 4% LRt Gl R IXIRP A AL ik

Management @‘)
Remote Host Address: 10.89.5.20

Secondary Address:

Status: (]

PpAIEEESL: BESRRF. U &0

DERE P B B AE FXOS s B SRR LB A B 8 O I SEAR S B 6 T 2 HIRERE, 2
B ORI LUK M G . 6 T 5 Firepower 9300 HLAR A 1) 22 4 K ERL 5 B9 f £ TE 425 1) e
PRI, A0 MTU M ERIAE IS0

\}

AR KGE5 M4 EtherChannel I T2 HURAEREIN, i I EIE £ I AEARBE 52 20 T Z AN S HEAN TARRES
VR EESRAT 7 1FRe 30 e e B AR b AR TR SRS 1 B o

UK

TR RE > REEE, K5 AUHERTN RiE (©).
PIF2 piliENO (Interfaces).

FA-F Firepower 4100/9300 B9 & B .
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B voosemse. mEss sEeEn

IR 3 o E A R .

ST ZHUARERE, R RIBE M MTU W5 4 LB 8 O i B MTU 270 100 775 i TR

PR R A R A, DRI AR thI R I T B R 28 9 52 38 /N R B 0 DA R SRR AL T

o BATEVCH MTU WA K 9184; H/MEN 1400 A1, 6, H+5& K MTU J 9184, [X

Bt s B 10 MTU W] LLIE: 9084, T A A 42 1 Bk i ) o] DAL Ky 9184

AN SIMNEEREN, A H AR IR ping,  HEOHE ALK/ S AERERE R BE M MTU JUES, A

M MTU 3250 W ping KK, REGSARGEH, DUEEA FEEREAZHHLE MTU AL

(1) 8, AR5 FEA .

NPT AKAERE: BRUAEOL R, SR I BE M 12 11 i W848 . fn FL A AN G s A4 1 S AR e vkl

BEW, W BCAEERE AR B R XM UAR ) FXOS it .

a) i iR (0) AT IR B M e 1

b) 7EEM TN MTU FEB T, #1400 A1 9184 2 [Al{HHER: 2561 A1 8362 Z I ({8 .. - T-Heiti kb
B, 0t MTU KA E RGIEAT AR . FRATTEE WU de KA 9184

c) MiifARE.

HIB 4 Nl E BN,

a) (A RFTHMP b8 0, WEESEEE D FRCE VLAN T# 0. ARFRHAE SN T
THEO ., SRR,

b) AdEIEEOW 48 () -

¢) BLEAMMEALS T X THMP kRO, SIS %m0, S TFEsL, %=
[T AR AL o BHFAN TIPS 210, 1S R N IR R R sh i . .
R
n FAE T AR T MTU A ECEE 10 MTU &l 220 100 N7, B85 210D 20 AR B0
B0 MTU 5% 1630 P 3, 55 34 11 DA INAERFHEHIEERE MTU, 2 Ja 8 n] LAgkSpl &
e,

d) XFZHUHEERE, 754 EtherChannel & ME— 1T304 i MAC Hiht. S5 &%, 7 £H Mac
otk By, BN HHH R0 MAC #ilik, Horb H %R 16 S0+ 5kl e .
Bl4n, MAC Hulik 00-0C-F1-42-4C-DE #7554 N\ 000C.F142.4CDE. Af3 ) MAC Huhl v & 414%
7, BNZEEEEE A N R R A
Wik E & Mac itk & oy 2,

&5 0 7% EtherChannel JiC /925 1 Y HiT A FH (1 ME— MAC Huhik, - DUkE S i 75 16 W9 26 32 4% )
B, W RJE T E I MAC Hudil, 1% MAC HuhbB A 288 T 9 ar i e 4« R AN & MAC
ok, G SR AE s A R AR T, B AR A A R B MAC Ml FH Tz 10, X ] i 32
1 A PO 285 W e

) MliBE. XIHALEEIE D ER LAV,
PSR
UL, RnT DA AR E > ARE K S A5 B P MM B . AEME e n, AR

[ 73T Firepower 4100/9300 &Y £ 8¢


management-center-device-config-77_chapter16.pdf#nameddest=unique_439
management-center-device-config-77_chapter16.pdf#nameddest=unique_156
management-center-device-config-77_chapter16.pdf#nameddest=unique_440
management-center-device-config-77_chapter17.pdf#nameddest=unique_237

I FF Firepower 4100/9300 &9 £ B¢
poggmhe. REEmsrhnsses [

fFAIEEIERL: EEHEITRALIEEE
£ 5% (Cluster) W ERHEITINR MISI& E (Cluster Health Monitor Settings) #7042 o & ik
A

10: LS ITIRR TR E

Cluster Health Monitor Settings ® ¢
Health Check Enabled
Timeouts

Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2

R LEHETRRERRERSRIETR

FH 152 AR
Fik:p)
PREFITA] 0.3 2 45 Fb 2 fa); BOME N 380 N T HE W ARG IR, SR

I AEAR R I E R 1R heartbeat 1 B AR B HAM AT Ao W 2RAT s AEDR
FEHI P AR BMCRIOK FO 5T SR AT heartbeat 115, TSS9 sl LA
TeMi N BTG AT

Pz OBy B [ e ] -+ 300 F1 9000 Z=Fb 2 1], BRINES 500 =Fb. OB IE RIS )2y
RO VA0 A R A s IR 1 o AN v I 53 2 iy 28 e AR N (1]
FepsEN B LA IR A I P B i e . SR v 2 A2 1 () I A g 1

PRI S 1 i LR AR, (EAE AR o b PR TR — 32 A N )T T Bl
F, e WEERRE AP IR IZ T o YRR 2N T 5 AR A I B3 1 B3 B
YT HE SR DU R A% 2 BEE Y 08 2 IEAE A ERAE R e 26 o

IR 55 N H BTN Snort MEAATE O BEREEAT 4% .
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B voosemse. BESRETRRLERE

FH 15 BA

AN MR N BIORAZ RN

B EHMANLE

e i) SRS B S (1 A S BT I B

ZARIEL T 1 A165535 2 (0] BRIMED 1 CRSZRRED o BCE SalEH AL
RH

AR [ [ 1] e T2 H160 Z M8 BRIME N 5 738 & SCPIRE BT INA 2l 18] i [A]
BRI 1] Ao B o

I A2 1L T VA3 200 e BRI TR RE RS T ) 1 Ao 8 SO A7 MY IR 22
BRI AN B 45 B2 1)

Kot R B R IR ) B B ERT I B

TR I 1A 65535 2 (0] BRIMEN 3. BB SR EPTIA IR

AR [ [ 1] e T2 H160 M8 BRIME N 5 738fe 52 SCPIRE BT INA 2 1] TR
B Rz 1a] (LA B o

[l ffa A2 4k ST VA3 2200 o BROMEA TR RE R SE I TR 1) 2 4o € SO A7 Y IR 22
WA TRV B 45 S 1)

RS RN ERERR I A S EB AR . WIS EE. N RN A
— BN RS

FAR AL I 1M1 65535 2 (0] BRIME N 3. BB SR ERT AR AL

AR [ [ 1] e T2 H060 M. BRIME N 5 738 & SCPIRE BT INA 2l 18] i [A]
R SEIT ) CRAZM N BALD o

[l b A2 4k ST VA3 200 o BRI TR R R SE I TR 1) 2 4o 58 SO A7 Y IR 22
WA TRV B 45 B2 1)

)

AR RSN RGOV S, WIFEA T RGP ROUR 2 I AN T 1 7 Bl A 2 B

AT UM 7 B MO S B

AT LLS I AT v 3@ 06 1D B PR 10 1D, DA AL Snort FURESE CUmiidifE . IBAT IR IEALE
VLAN 18 OBz (B, VNI BVD EHAT. BASRE N RS HI RSN S s, EihE&
e TR A
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poggmhe. REEmsrhnsses [

o
i

Qe

R RE > REEE.

TR, mil 48 (2).

M EERE (Clugter).

HEBEITINR M= 281% B (Cluster Health Monitor Settings) #7>, fitdi i (£).
W S THEI TR E (Health Check) 15 HUAAH] RGBT IR UK T

B 1: 2R R FKETRAEE

Qe

PRY TR ]

Sk Sk S OSE SR
S8 N8 N8 S8 B
ST AW N -

Edit Cluster Health Monitor Settings ®

Health Check @D @

v Timeouts

Hold Time | 3 I Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

A R AEATAT O (A s s Bt 82 10 . HT AR IS A, sss el B 0L B3R
INAENAZHALIE K VSS vPC B VNet) , BENAEHI R GRS A DI RE, & EAEAIN S
PR A e 4 b gy S e B HLRC B S B C AP BT 49 v, 0T UECHT R T R geis 1Tk
DU AT D B A R P2 4 1

W6 O E ORFFIN (A AT2 L By S 1a] .

* {R¥FETIE] (Hold Time) - 8 (R4 e 18] DA 5 5 5T o tR 259 B 2 10 (g i 1) fm g, AT
0.3 )45 FF; BRIMEA 3 Fb.

* ¥ OBF R BkATE (Interface Debounce Time) - k¢85 S ki 1] 5 & 4 300 2] 9000 = Fb-2 7], ERIA
20 500 2 o /N RED T ARG D42 1At R 82 o TR, SR B PR 7 B B I [ RA1K
SRR LA . ERAERE TR TR, 5 SR e M2, ARG AR ObRd AR
A, IR SONEETE IR o 0T AR A e 4 1E 32 AT IRAS 1K) EtherChannel (451171,
AL EH N AT AL S ] EtherChannel) 11 5, AR SIS ) w] LAB7 1R BT i B 1)
FE VAL IR A — AN BT SR 20 i 11 PR 28 S PR 8 7 ok RS

PR AE XA TR B R A e J 1) B S EHT I AR L

FA-F Firepower 4100/9300 B9 & B .
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B vooseese. REsmsFRRkEgE

i)
[24

[

HR
Z3

2:EEANEHFMARE

~ Auto-Rejoin Settings

Cluster Interface

Attempts

Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Interval Variation

Data Interface

Attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Interval Variation

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

System
Attempts Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Interval Variation

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

JERHED (Cluster Interface). #(#E#E O (Data Interface) &%k (System) ¥ & DL AR oA 8 e
A5 NHFRDEB . NPRER 85 .

SRR B (Attempts) - BCE BRI SHRIREL, AT -1 F165535 208 ORAEH B EF A .
& 84120 (Cluster Interface) MERIAME N -1 CEFRED . &IEIZED (Datalnterface) fl 24t (System)
B INE R 3.

iz [E Y ERE (Interval Between Attempts) - 5 S T NN 220 [R] IR A] R RF 22 I TR) (LA
STEPRRAL) , AT 2 F60 Z0a). BRINE R 5 ar8he T AT SR T BN SRR 1) d5e e i i) B 261
B EREM IR 14400 2340 (10 K)

B FRZE 4L (Interval Variation) - & S 38 N B RF Lt (o). WS AT 1 F1 3 ZWE: 1 O
B 5 2 QAFF B IREFEERED 83 (35T b IRFRLEI D) o Fldn, Wk EE

RNV E A S Bl RS BEE D 2, WITE S B HETES 1 IR 7R 10 08l 2x5) Ja
PEATHE 2 ISR 76 20 7041 (2 x 10) JEHEA T2 3 k2. &EBFHEDO (Cluster Interface) (2R IAME
J 1, #¥EED (Data Interface) Al R L (System) IERIME K 2.

W #2) 5 EiE1E 0O (Monitored I nter faces) sl A~ 5 #5424 O (Unmonitored I nterfaces) & I 1 1422

KRB E Z 4 o fad mT LU Hh B0 e 3 P BR 55 Bz A B54% (Enable Service Application
Monitoring), LAJi 825 FXF Snort R L3R RE K M 422

[ 73T Firepower 4100/9300 &Y £ 8¢
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$IR9

SIE10

rxos: mipEiigs [

13: B E ¥ MRy O

~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ search

GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

P B AT RS Aok W s b i W s o SRS s AR T A T A W B s e s 1 ok A ke, (L
LAY A B A O M S s 0, S MEERE TP BRI A 2 K AR
THE TP Bk e 53 B e T 10 PR 2T DL K271 A B o T I A IEAE IR B 2% BRIATE LR, A
BT A5 B2 10 BA A Snort AEEAE S HERE B FIZ A IR 2

180T BE AR FHAS B A 42 1 BB A IR BUAS £

MR R A AT T O OB s I SR R s . S P ERAR Y L s el B RgRE . B R
INESNIAZ ML VSS. vPC B VNet) , BENZEH RGI TR EThRE, EESHX S 2H#
IR TR o M 40 B0 e i HL G & S0 L L RB B BT 10 s, S80I DUED B A H R gz 1tk
DU AT TR fn g W s .

iR E.

PRETC B, TS B

FX0S: MIPR&EEEIZE

LA 08 739 2 B i i R 7 A R SR AR P 35 A

e B A Bk

i, HHELRE s bRy, SRR 2 BB EERETINER . SN RN TR, SRS,
AT AEET I AERE . St vl AT Sh 25 AR

TR A A TS AR, %5k Cisco Secure Firewall HLAR 5 4% B & & T A F L APIRE:

FA-F Firepower 4100/9300 B9 & B .
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FAF Firepower 4100/9300 A9 5 % I
B rxos: minsres

fes

Gateway Management Port Status
10.89.5.1 Ethernet1/4 @ oniine @G F; ¢
Attributes
Cluster Operational Status: in-cluster
FIREPOWER-MGMT-1P 1089520
CLUSTER-ROLE - control-node
CLUSTER-TP 127211
MGMT-URL - https:/f
UUID - 95507124-32aa-11ed-b9da-d0ald3T634c

XA KA B K, N BERE B AE B KB B L B AR, DUEAE R AR
Ja, ERBUKE 4L fE .

o TR R A AR - T DM N A CLI 2546 Hi A cluster remove unit & F% i &M BRER
KA VAN T e 51 S RRP R E RFEAA, WA SRS R EoR i & B R FEA
A, P o TR S FE AR IZ T s AN S B RECE . W SRR A N A A R B
T R, W2 BEHT AR T 1

HBARAL TAR PRSI, I Bdia e 1 5G] AT B 1 ] DUAGR AR O R . 2R
R, WA SRR BB LR R AT OT, AR ROAG R IO B B TP ik H A
RIGTEPONBL M AR P AL TAR EHPIRE ,  BE ORI

BERAHER, EHE LA cluster enable.

25 FH N H 52451 -7E Cisco Secure Firewall HLAH & FL2S 1) 1B & W, A EREEE (| .
AR eesm O mgame.

© KM ZARPY51% - £ Cisco Secure Firewall HUFE PLET ()R £ER/FIE 00, ridikHF BRI
E#R.

* RMIHLA -7E Cisco Secure Firewall HLFEE H2S 10 “BEA” Timm, i <HULER.

K AR
AT LU BT 592K AR A
XA K B O 1K), B ORAENLAE LA ARIEIR N B e B rp oy LA R MNBR 1Y

o MR 4% % fE Cisco Secure Firewall YA ELSE (1) “iBIGE” WA, sl MEg (W)
SRIG, MRS LA BB (B AR A BTIAERE, R AT DAZE ] — SR R I I B A A

* MUK S5 IR LA B 22 e - G SRR 55 rh I e %, ORI LUKE A2 e P 5 om D SR AR PR 1Y
Ko

[ 73T Firepower 4100/9300 &Y £ 8¢
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FMC: ZIREFEM R .

FMC: EIEBEfERRA

PSE AR, ERT LA S e A A B B

NN ER B X

fE FXOS Mg i EERE 0L T, Cisco Secure Firewall Management Center<s H %8 112 8 51

FHia Z |l
o VA ORILARBURA K2 B 26 B A3 G EAT A

S 7E FXOS o frik & 2R, 152 (FXOS BLETR™) -
R AT INENEERE. 152 Cisco Secure Firewall HIAHE FE2S 1B E51& & JF 4%- 003 1] show cluster
info iy & A H LR
SR 2 PAERN TR Bshisin. BEIREEREAREIHEN, EEELIER:
o ERPRATNEHE (TN IR > BRBEE BS () BREN 8&E > REEE > EFH LR >EM
Xieh> EEBESBTIR S BT ) - AENUE L IEAE N ER RS2 B “IEEMAERE..” . &%
HIMNERE, Bk AL SR ENZ RS, RESTESCY “ArfitEm” o sEEm
Ja, RESHEECN “IEERD” o WRAM R, &&BEEAE “nal e RE&. i, m
T o e ] A R
o REUIRA > E5 - B BB A TR BrE E M AR R MO .
cRESIREEE - BITWAY R _LRERER, 1 LA B AM T in g bR 1% & EAE B T

BRI S
ST DUREHBIAT SRR 5 AT 2 DRI . (002, S 5 A
ST PSR IR B SR UL T LTV P ST, AR A 2
B, LR A B

FHia Z |l
o T ORILARBURA 2 e B B A3 CYRC EAT ] o

FA-F Firepower 4100/9300 B9 & B .
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FAF Firepower 4100/9300 A9 5 % I
B =rrn

o
i

SR WERWTRERIUE, XFFHLAE, i 7E FXOS M IH AU &40 e B 3 LA
W4 Firepower 9300 FHHIAEER, WITEHHATIX LD IR,
WERBA THPLFEI FXOS AR BCE, 1 E AL HATA IR AR 01 o 2 41 SO b 3R
ARUTIAZERNEL, WZ&M (FXOS IESRH) .

a) FHIMACE T H T fE 3 L7 Firepower 4100/9300 HUAT 132 48 1 45 FH-F- 5 10 B 0B IF) XML SCA
b) R E SO A LA -

¢) ERVFIII.

d) WALE, RITHOE B NI SRR DAC &5 SRR A A

TR 2 AEINBERR P ha B oL, & > WEEEES () > Mikk.

. tdclustert (2) Enable Node Clustering
Shistar Break Node
CE—
\ Packet Tracer
node1(Control) Snart 3 - Essentials, Threat (3 - A
o FTDv for VMware 730 NJA fore. in-out N/A Packet Capture

Health Monitor

Troubleshoot Files
de2(Disabled) Snort 3 =
node2(Disabled) Snol S S A Essentials, Threat (2

10.89.5.44 JEEA

TR 3 N EERIZ B
SEREANRIT e B P Lo BE 46 51U PRI R 2% 0 4%

SRR A P EF AR SRR R A BN ER IR SO, A LU MR
« ERRTHGHE G& > EEE S () Mirgig& > R&EEE > S8 iU EMIER S
RPARZSBERD - WU L IEAE AR 2 Wos “IEAEIMAEREE..” RO IMAGERES, B KA
Bl 2 ZE Mz, RSSO A aEN” o SEsaEM G, RESESN “IEAER
A7 o WRENRMG, B RHE e AT REN” IR selrh, s s 1 B A R
HENE
* RE @) > E5 - Pk EEE PO SRR RS B
©RE > IREEE - JBIT AR GUI _LAEREN, Ay UG 30 /e 00 7m0 2 B b B B A% IEAEREAT
M

=R R
AT RETR B e, DAIMERSINBR 4%, BRIRIN 3EATYEY . R B e R, W&k 5
TNAE B K BEE PR AL R AR
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sxmakz ]

\)

AR HHICA T AR APIRSIN, Frafui I SCH; SR ] DO AR R . ST,
VPR HARA o B LUK ORAFITOT, A NG I S R P B TP ik . (U2, W SRAEEE

BN B A AE AR TPR AL T ARG BRAS, BRI LB . 2 ¥ ) & SR gb AT AT frT 3t
—DhlE .

i
i

TE N TEE N RE, RS RE > RETE EX () BAKH.

9300-cluster (3)

Cluster L&
chassis1-mod1  Snort 3 Firepower 9300 with fp9300-docs.cisco.con  Essentials, IPS (3 o . 4
10.80.5.20 FTD =0 B security Modute - 1 more...) RLOut iR s

Disable Node Clustering
- Delete
chassis2-mod1(Control} Snort 3 Firepower 9300 with . 5 FPO300-2 cisco.com-4.  Essentials, IPS (3 SO N/A
10.89.5.1 FTD - El Security Module - 1 more..) i e Packet Tracer
Packet Capture
chassis2-mod2  Snort 3 Firepower 9300 with 7 - o FPO300-2 cisco.com-4:  Essentials, IPS (3 ¢ ol i Health Monitor
10.89.5.12 FTD Bl Security Module - 2 more...) - -

A DUNEBRRS A IEHE (GR&E > REEE B% () S8R P EARS.
PR 2 WA EA vk LA
ZRHAE RE > REEE AR T HARFLL B (B2 .

<

td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master)

4 10.89.5.20

HR3 FHA AR, TS0 FOIMAERE , 5543 1T

AR

EFIMNERE

RS BR T2 B (et 3 M BLS R R 1D, s RS T s A AR, i 2iE i
Vil Bt CLI o i fRishm Ol ok, il ISR AR . A3 5G] ANSRAE Hh IH Bk s 25 £ Jt DAL ) B 2 4

S|

B, S mHINNERE, 2 62 1.
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FAF Firepower 4100/9300 A9 5 % I

TR N TEEFEOE T, ERE > REEE BS () > BR&H.

o tdcluster1 (2) Enable Node Clustering
Cluster Break Node
Delete
Packet Tracer
) Sne =
node1(Control) Snort 3 FTDV for VMware 730 N/A rEr‘Sng”‘l$‘5 Threat (3 ot N/A
10.89.5.36

Packet Capture
Health Monitor
Troubleshoot Files
node2(Disabled) Snort3

Essentials, Threat (2
FTDV for VMware 730 /A :
10895 44 : more...)

in-out N/A

T UNERBRZSAEHE (8 & > REEE B () RELHNRT) hEPHIG & .

T2 WA R AR

T HIET A

DTSR K A I S S A (B, SR H R Firepower 9300 LAk, sRHBRALAT) , NN B
KB B AR B E M

UNFAZAT AT R R SR IE RIS AT, B o SR A AR ) 4 %ﬁﬁx,mfgﬂmﬁﬁﬁ i
M FXOS H IR K AMMER, &S0 FXOS: MHBREERFEE , 25 39 U1, Wi B kol
LR EGHEM, FEE R e %ﬁm*ﬂ%,b$k;%$mi,%§7bmﬁ%ﬂ%ﬁﬁmwﬁ
RO AT A6 L T A

FHia Z |l

BFHEMY S, WS R, 542 T FEBGHENY SR, W AL T T Eh sl s
APIRBLHBE I AL T ARE SRES -

A ORVEERS I AN I K S B B Y e A IR & > IRE B b, mifk s (B8R .
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td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

, 9300-1(Master)
A 10.89.5.20

TOEFT N B O SRRPRTS XHTHE T &G R R PIRES . WAL, 3 s SRBARZS Xl
HE_E 1 i S8R 24 T o S o

PR 2 (R NBR A R By KBS G b, AR R E > REBEES () > BUHEM.

SR 3 HHIAE PO YR
MEETEAN B K i R AP Ly 26 512 PR I B i1 s

BEEFIRTT
A

AR EH SRR, BOFRUE AR AT EAS AR, SERIR ORI A S R A .
Rt € BRI B ST, AT P IORE . TR, XA IhEENT S, W R
S R i e A, WA SRR AR T I, TR e 0BT 2 TR B o B FT el ST

el

LRI, IHRATRL R IR
UK

TR EEEE > REEE BS () SRHLRRSITITRERTSXHEHE.
TE T AR & > & B > SR8 VIR M X IR B SERHIR SR U7 ) SRBFAR S U HE o

P2 W TEPONERIRA %, WERES () BREERAES .
T3 RGN BRI . BRI, W5 R TRE.

AEERE A
WA TE R A 2, WU A R B A R 3 B 4 AP LAE P31 22 Cisco Secure Firewall Management Center .
i, s R ICAE B KRS B PO B 7 B B I 296 ) 8 N W SRR RS LR
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B voosgmsn. mmen

UK

TR AL IRE > REBE ES (), AREFEHIARE, UITIHERRESXHEHE.
T LU & > 1 & B R U 1 5 M D R B SRR S A T T SR BRI HE
FE2 sl il B
ARERRETEAE R, WS P BT B L. IR, 26 46 1.

Al b raria \ I Fda > s
Br KiEE L. T ERRT
0] DL H% Cisco Secure Firewall Management Center H1 AT CLI L [{£ERE,

© ERPINASRHEAE (i & > REEE B () MisdUNg & > IREEE > KHIUNEMX
s> SRBESKBPRZSBERK T DD .
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Cluster Status

procsgmnn. wimgs ]

Overall Status: [ Clustering is disabled for 1 node(s)

Nodes details (2)

Status Device Name

[ Re o Al | | Q, Enter node name

Unit Name Chassis URL

l Summary H History l
1D: 0
Site ID: NYVA

Serial No:  9A4MK10VUVE
Last join: 19:17:26 UTC Jul 18 2022

Last leave: N/A

CCL IP: 10.10.101

CCL MAC: 000c.29bb.d7bb
Module: NGFWv

Resource: 16 cores / 32256 MB RAM

: History

Timestamp From State

21:15:13 UTC Jul 18 2022 SLAVE_APP_SYNC

20:55:10 UTC Jul 18 2022  DISABLED
20:55:10 UTC Jul 18 2022  ELECTION
20:55:10 UTC Jul 18 2022  ONCALL

Dated: 08:56:56 | 09 Sep 2022

To State Event -
DISABLED Slave application configuration sync timeout

ELECTION Enabled from kickout timer

ONCALL Event: Cluster unit node1 state is MASTER

SLAVE_COLD Received cluster control message s

Eli LDV S R AN PARE RN E T P 2 (R s

BEEH I KT G LURR A

© IEAERID - Bk TR B AR B L VE M
o R i M-t JE AR, (HRR A B KO B E T . AR B ARG AT

i B DL .

o SRBFC A AT OE M BR- B CrE M, EUR SRR A ARE B o Bl K B RO W SR AT 5
T OB A AR B, SRR B DR P AR, s 4T LU AR o M B 4 4%

© IEFEIASERE... - B IEAE AN EMSERE, HRRGERNA . Be& R ISR A 7]

B kB B b T

NGRS, BATUEE HE X HRIER.

B () RTINS R
- BREH
- BR%H

lite
, &

A RAPAT A IR AR B
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| e T

- BRBRENNTHIAR

s R4 @)1ES5 .
£ WS RN RS E M H LR A5
¢ B &> IREEIE > cluster_name.

JETT B HUR IR _EASRAEIS, wIE BUPTA O B, QG TP ik 5% W i B o T AE
iRl B ) = A

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

LEABEANEMNN RS EIR AR, WA show cluster fir4.

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |
transport { asp | cp}]

BAEEG S, W show cluster info T4,

SRITITIAN EE SR H E AR
SHETRR SRR
SRR AN, BRI 2 B A R R B R bR . BT
SR8 h LR 2L
RGBT - B XA SRS (5 SRR (5

PN SR BRI SRS« SR U BT E B A TR BRI SR G
A RD LEBR PR . W IR LU O (AR BTN o O
e ERILRERET, ANET Pk B O R IHb Ym0 8RR G R EANRES) .

o SEREGTHE B WoR SRR AT Fehs, S CPUME IR, AR R SR,
R, TEEIERA NAT #i.

A

AR CPU AN AEFR bR /s B~ AT snort A IR DU B2

* fEbRIEER (B CPUMEMITH UL, WA DL, A AERR) LAEIE )y 35U R 7s4 E a) B
WEIEEREGOHE B

o SO AT TR - AP F SR SRR TY s (0 S A -

o AR KRR EEAN AT AR I 1) Y TS B R R A DL . A
FEIRAT AT oy B A AR, ST DU A B UM B8 o A P AR 52 R REA T IE .
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sagpsrin ]

o CWREATHE R WA LLRAS R R RN R GONIRRR . R ARATIR CPUAMEIR . AL H]
RN R IE S LU S R AU NAT F 3R bR Bt . LA Al
T RENS IR I AR ORI AT 22 57

© BCOAPEREFE BT - SWom ST Sl A AT abr o 50T LU AL £ ek DY ROF & B 45 2 19 1
VR R . Fabn i A CPUMEII AR AR A FANER . anthJdR T BERINAT
et o

* CCL # R MR - LA 7 A n SR I B Kot B A ARt
o WRBREHERR A B - PR AR T R R U P (S SR
o IFIRIYE ) - P PR A8 A BE R b i ) r oS PR SR A T A I T i

o U SAETIAR - BT AR AR AN R GHabr e . (H2, 1 s FEA0E I 1
iR RS, ANIEHIT ST IR B AN SRR

ERERHEITIAR
LIS PO B el A AT IM L A4 REPAT BERE S o
SR PIR DU 77 SRR PRI sl I PRGSO VRN AL o AR REIZ A IR DU 1% 23 AE — R P45
TR SRR K I A IR DA H o
FiaZ |l
* TORIE CNBT KBS B L K — A el A B A B R A

R

T RERE @) > @R > K5,
A6 FH A2 AU M i 0 U R RIS A IR DL 7 2% o
TR2 ERAFIERTD, sk RF () MHE VD LUBFFAITSITE SR R&IIL.

T3 EAFEMSIPRUGTE R, W REREAIR. BOASOLT, SR 8 278 2 P0E SR
TR R A X SIS AR LA PR R o F s TR 4 «

o Wb — S BoR A e RS AR T SCE FEAR, BRI AL CPUL IAE. R4 H
OEEGOHME R DU NAT s B

* T — BRI AT A A

© BUATERE - 7758 CPU IR . AR S A b, B iR Ak . TSN NAT #46
M RS HE B

e CCL - RS AC R A ES HHE B
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RBHIRIR

FAF Firepower 4100/9300 A9 5 % I

SnT LI i 5 T PR YA PR AR T o A7 OS2 SCRF AR EFR PR 5838 513, 1525 Cisco Secure
Firewall Threat Defense iaf 7 IRILTEFE

TErT LUMAT B A1 S22 34 rp C I TRD S R o 8 T ACSE DS ) 9 PRl DA S et A /NI BRI
BT AR I R R R AR S a R ik £ B E X (Custom) LABCE [ & SOTAAES A H .

TR AR AR B SR BB 5 > Bhelok Al B ST

mid “HBET B, AR B I R ] s A

P8BG2I TR VAL BBl N AR 38 B . TR FLAR iy R B B T AR AN RN TR T2 A58, K
WRZAMEAT o s M LT Y A T A A VRN S

ORF TR 8 19 RUBATARDL A AR ) A5 e A4 A M PR T T 3 P 8 3 o 9 A B TR
i

B AR B B AL BTN E R L] &G K RO B 5 10 2 1 il /NS AT IR DU &
ORI 2o Ry T AT T TR A AR DU AR A E A PR AL

TR 1T RS AT IRBL I ) TR BL B e 2 £/ s S A 25
SEATIRBLRPERE . bR I AR f0 4
- HER — St R AR U X BB RS, A5 CPUL A7, $E1 . Bt .
L AR PR R A .

* CPU - CPU M HI e, QUG REA B AL O X 73 1) CPU A I 0«

© WAF - B MR, A RREUEE P TIRT Snort N AEAEHT .

© B0 - BRES AN R R LS R .

o B ERGUHER (PR GIR . TR WA R NAT Heffe it 4.

* Snort - 15 Snort ARG THE B

* ASP L5 — SR R 2% 53 A B0 AR DG I G kA5 R
T LB I e AR 0 Y R PR TR . A O SRR & TRAR I SE R 5113R, 152 4] Cisco Secure
Firewall Threat Defense 121 PRI A5 -

AT PR A A LA RIS RnFRESIER (), AT AR B A R
R AN A SCHEHITAR -

XA B AR, PSR RER AR AL, SRR IEFEIR bR

FEREISATIR DL 2 S BRI 5 SRR S LT ARG G5 R, AR A8 A . PEREAN CCLR R Se 15
SR
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F 2: EERHEIR

=L i3 BR e

CPU SRR 110 CPU SRR A (4 ML % 8 F: | percentage
[HIFI snort) o

Memory SRR BT W AR R (43 T P | percentage
F snort) .

Hofnt SRR AR B TR ST bytes

CCL it SEREIRAE AR 1 CCL A5 K bytes

JEP: ST B I S B By

NAT #:46 SEPEN NAT H it % e

oM SRR R B T B By

Holm 50 ST R IR B (3 A Hy

B GRS D MERFHITHEHR

AT LU ] CCL Ping TR PRASHEHIBE RS 113217, RO AT EUEAT L@ i T3 AR T
H.

>N

o WOBEHERRSCAF- IR Y RORBEMMAERAE, RGURK A s AR HER SO e T DL IR & >R &
B > R > B DR BRI BRSO 1S D R R HE R ST

BOE P UOE I it BB () JFEFE SOHERIBEHERR . A I & TR I L

* CLIfinih- M & > R & B > &8 > B, HTLEE4H0E X CLL i, # B
HERRIERF OGRS . R A N RRHEIT LR

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief
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B =ssmnses E 9T ping

* show blocks
* show cpu detailed
* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

] IAE & T BOR AT show fivd. A REANME R, IS &S CLI il .

TS BT HI 9% RS L 4T Ping

A OISR, B Ay ﬁﬁ% ping, AN R MTU ILEC, M
ML MTU Fe8E. QD% ping KW, ARG ERGER, DUERAEERRAZHAL E MTU AL
e, AR5 E. WERRGE P B R R BEROE 2L W, e TR RVFE T30 ping BTy CINASERER
R

TR G RE > RFEE, SENSIAN BS () Bbr, RIS EFERHEARE.
14: BT

Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A E
In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

L2 RAFH AN, AR5 A CCL Ping.
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el |

[ 15: CCL Ping

Cluster Status ®

Overall Status: Clustering is disabled for 1 node(s)

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
> Clustering is disabled 172.16.0.51 172.16.0.51 N/A i
~ InSync. 172.16.0.50 Control 172.16.0.50 N/A i

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2
Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?

Success rate is 0 percent (0/2)

Dated: 20:29:19 | 06 Jan 2025 m

TR 5K MTU UG G 8 0 R/ NE SR B e b 17 A LAl Y i 80 ping A4

XN

R TR I T A
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| ETire

BB

Cluster Control Link
192.168.1.1, .2, and .3

eth1/8
eth1/8

mgmt

eth1/8 -

<I__ port-ch1 Spanned

| MAC: 000C.F142.4CDE |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

1

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Poal: 8 IPs)

eth1/1
mgmt

>

Switch

= -

I port-ch5 [
o VLAN 10, VLAN 20 Trunk o
L d
= =
S i
= =

—

U

|

r________/

Client

J

\|I

Server

KA A 2 A A B T S AN VLAN SCBG, Filln, VLAN 10 T WM 4%, 17 VLAN 20 H
TANEMLG . B #AT — N B AN A LB 2 L O . )8 F b gkl B B LT
B ALEBRY 802.1q 3. & VLAN 10 5 VLAN 20 2 7] (#1Bl k5% .

{5 M 4% EtherChannel I, BT 508 B AEAZ # AL 43 44— EtherChannel, W -—& A
AT, AN UK AESL AR B A 2 IR P T I & o
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Cluster Control Link

pori-ch1
192.168.1.1, .2, and .3
Node 1
3N /\ _eth1/6
3[ ] [ ethirz
A =N A ethl/8 \P eth2/1 -
] |
25 ] =5
3 M 55 gJ_ o8 3
s o9 3] 85,3
E T S==2 eth21 | SRES g
z Ondg | o200 o
S ]5{1% —uo%'c =T
. N mgmt 2?5 -
= 95 3
o 58 2 O o
WA O=_, B/ ethifb M
ol J o | [Z ] etz &
@/ X | [ 2V ethiss >
V V v Y,
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

LIPS, A — A5 4% EtherChannel R R A FAZ ML, T4 DU 53— NS 19 4% EtherChannel
HERLPIMBAHHL . W, AW LIEREA EtherChannel L @I VLAN 121

AFR I ELATAT RARTE L AE [ B VR0 5

TheEFREERE
HAY IR YRSy, A M UG e bl 13 JEAS) R Rty T i
TR

RPN SFFRITh&E

LAUR D REAEJa HIARRERO I O R JCIERC &, AHSC i & 2 idh 4
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\)

AR EAEEMAEN FlexConfig hfie (4140 WCCP #:3) , &S (ASAW MR ESEH) .
FlexConfig fFLVFIEHLE By K8 HL L GUI PAELEIVEZ ASA TiRE. 12 [ FlexConfig 5l .

* A2V VPN (SSL VPN #ll IPsec VPN)

* DHCP % Py k5545 AICHE . SZHF DHCP 4k,
* JEFUBEIEHZ 1 (VTIs)

o A HIE

o SRR R 4

* B K BEE EE .0 UCAPL/CC £

* DHCP & /" uifi« 555 FIACHE . S ¥F DHCP H4k.

SRS ILIhRE
LR Dhfie R ARSI mi A S0rs, HICHON R .

A\

AR AR DD RE AR MO 03 T RO B B e R B PR R
AL T PR Dh e, S 0K 4R DO RE (KU P R BIAR PRI B, ARJE PRR = )R
NEEFIIRE; WRAAEIENE DL, %R RS R A& R Y
SR DIRENT T, WA Y U A b, W AT S AR T i 0 2T R P e T
ERVBUE

\}

IR A RIS T AL FlexConfig Zhg (141 RADIUS KD , 1520 (ASA M 1E
BL'EFRFE) o FlexConfig SLVFREHCLE Bl KB B0y GUI HAFIERITF 2 ASA Thfig. 1S
FlexConfig T .

« DR R 7
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH

* SQLNET
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* SUNRPC
* TFTP

* XDMCP

A B

o ¥k 5 i) VPN
* IGMP 434 TIPSR AL B CEOHE S 1155 & o0 A T3 ERE D
* PIM 234 S T B UK AR BE CBO T % A o0 A T EEANEREF)

* B

MR PR SRAE R A B S o RN 1T AT RO 8 S A VT ISRV R (0 Bl TR
g, SRR PO FE R PR AT BEAS S AR R PRI B SRR AR AR AT 5 I 18] SR BE vy
AT AR A SR v A R T e AN, ARSI A ERAE T, 2 JEORE BN 18] 1 BB o

7SI BFNERT
e ph RS AR T R T LB AT, T b e AR TR S B MR M o S e e (L B i
KO 4, C T R
16: Hh7s % H

Router A

Only control unit uses OSPF LA;
with neighboring routers. : —~__ EtherChannel

Data units are invisible. ~ Load Balancing
Y Y

Cluster Units

F{uter B

FERCHR B 2 B ST R, AR B BN L e A pesie
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B remss
OSPF LSA HUE FEAN S NP I 46 [A) 20 BB W45 o an S04 T das bl B 4%, AT % ph 2% 6 ) 59)
BEE: VIEEAEIIR . OSPF RSPk —A 1P bk /E N LK s ID. 87 LA Bl — NS
e 1D, RUEARERIXFEM, (HIX ] LU ORI AN EERE A H (% i 4% ID — 3. 152 % OSPF L[]
Wik R IhRE, vk b b i)
FTP fR&E &
W FTP F0d0 38 0 A4 thi 1 vt ph AN R AR TE R A BT A, DU 0 T 8 2 25 R N o
B e W R B P TS BT O S N . (EE, R EH I R R T O B
TEEESINE, WASHREE/ TRERR; PR NN AT 5.
HIERHBfERE
TEBSL PRI R 2 H0, P e S A HE T A I AL 3R % e B A B i . e 2 S,
G B WA H0 AT LU R 43R s 1
NAT FO& B¢

NAT 7] BE23 UM AE R M A o NS 38 NAT B 40wl 4 2 22 BIAE R b A [R] 64 97 K 3% pal Jn 87
M, PN R B A SR B T TP MR 1, NAT 23 S 850N 38R H 0l B0 A0 B A AN () 1P ik #/
Bl o MR A BE I AE NAT BT 38 10 B3 K58 s B AR, 2tk SR e ) B ik 4 R B T A1 3
FEERE RS L AP E R R, BT SISOV R T B I R, A NAT
BT AT 4 B 2 ] REAN 2 Wi 22 A RN SREmis 4G 2 45 T A B 40, B i 9%

WA E SRR AL ] NAT, 3355 18 LA #EN:
* PAT R o HN BRI IC - 15 2 B i DI RE M LA R HEN:

o BEEHUR UL BRI ANEN X AR, M B RN e L, AEREERLR K
VPRI E N 1 IR 3 AT AR, WRAEAES 3 AT A b0k B BN A S
AT, AT LA RC 3 Ao LR, RN A 1A

o FEPATRF LN LR KRR AN, AR O it 2 43 77 s BB R i D R ANV SR N

o WSREEAT R PAT BB TS O PAT S 4B (¥ TP b hEVE D, 2 S8R it A2
IS AT A i ) B A5 L8473 335 SR (R T oA B R AT A i T ER M BE D RE IR AT
E NI TE PAT i, FURHIL TSR ni Z A7) WOt F AT I i D a8t iy Fh Bt
R

© FEARRERIRAENT, ARERE SRR RAEER P E RSN &5, Bk
AR D R I B, TR BN R T A H S BE U -3 R B X LA
WUAR SR BT e e A%, 85 PT LA S et K/ IN IR R 61 A e 20 TS R o

* XTEhA PAT fi i NAT jth bl 40 Ic - Be & PAT i, SERERE b I 4EAS TP Huhik R 43 Ay v 1 B
BRANTEOU T, AEANERARIE 512 AN 1, (H W A E s D He o Fe ), M Bk B XS
RPN 2 WA 0 ie, RIS s AT — AN AN . PAT b iR 534 TP |
bk PRI, AE—/NEERE PAT b n] DU DA —> 1P ik, X DASCREIETIUN 1) PAT
FERER R AT . i B o S S R 1024-65535, [ AEYEAE PAT 1 NAT 0 b pic B 3% 10k 1
DAL R B 13 11 1-1023.
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SIP til FOEE 8%

SNMP Fn& 2t

sie gz [l

o TEZAHUN B S48 H) PAT it - 2275 22 20 M b A T [R]— PAT v, DA 2503 R0 v F 2 11 3k
PEo DAZULE BT A MR A TR e B 1, BRI RN A AT e o ANBELE RN R
BT RO “ATR” B0, SRS REICIHG IR A S A i R s AT UL
53 % MR IUE FH ME— P PAT Jitb 2 o vl 5 100 7 6
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