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— cluster_lifecycle.zip 301

(7) PSIEZ ! M Python SC:2h Lambda p& i & zip SCFF, HHEHIZEIH
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e AWS £t 4 % Infrastructure.yaml A4 .

(9) AWS Fsibl 4 F¢ cluster_layer.zip. cluster_lifecycle.zip.
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S3 A7 fifihili o
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. script
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1 FH BT 12 8015 24 infrastructureyaml #1 deploy_ngfw_cluster.yaml.
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{

"licenseCaps": ["BASE", "MALWARE", "THREAT"],

"performanceTier": "FTDv50",

"fmcIpforDeviceReg": "DONTRESOLVE",

"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"

* ¥4 fmclpforDeviceReg 14 & & # ) DONTRESOLVE.
* fmcAccessPolicyName 5 5 5 7 KRS AEFHE bty 1 fR 15 1) SRS DT
pE
ANSZFE FTDvS 1 FTDvIO J2.
B4 4 cluster_layer.zip [3C2F, & Lambda £ 2 {E 2 EL¥) Python f .
PATTR WU ‘222% T Python 3.9 ) Amazon Linux fll% cluster_layer.zip 3Cf.
pEE 2
WIRE T2 Amazon Linux 31345, W LU# F] Amazon Linux 2023 AMI 521758 BUAS ) Amazon
Linux [¥] AWS Cloudshell f1]# EC2 L4

ZLANEE cluster-layer.zip U, &7 ZE 0B 7 python R PELI (S B 1 requirements.txt 3
P, SRJGIZAT shell A,

A3t = th#Y Threat Defense Virtual S8 E 55 [}


http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

B = CloudFormation 14572 AWS S 4%

1. JEI$EE python BAFETELN(E Bk requirements.txt SCAF.
PLR A SEAE requirementsitxt SO AR B ECL PRGNS L :

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. JBATLLN shell JIA LAAIZEE cluster_layer.zip 30t

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster layer.zip ./python
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WA P RYA S IR BRA . )5, T LU RAEAT R e b 5%
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cluster/aws/lambda-python-filess,

f1% cluster_layer.zip. custom_metrics publisher.zip. cluster_manger.zip f1 lifecycle ftdv.zip
A

Al LATE s B A7 A6 15 (cluster/aws /make. py) 42| makepy . IXAEEKE python U H 4
h Zip STAF ISR H AR SR

python3 make.py build

P

Gn R A A H L H TP HuhtE4T Management Center Virtual 7/, 1561 {RE
cisco-ftdv/cluster/aws/lambda-python-files/constant.py XK
USE_PUBLIC_IP_FOR_FMC_CONN ¥ % % False -

FYR2 HE Infrastructureyaml Jic FARREEE (O A8 S8 SR BOREHER 1T, 2500 S R A3 11
AWS DCERATA] PR S, RS AWS IXIARAT— 2N R PR A] P DB VPC A BENE, ALl 50k
P8 B AEF LE A 10 DX BN RT P X

a)
b)

¢)

7E AWS ¥zl & I, 3] CloudFormation Jf: ri i €1l j£ 4% (Create stack); EFERAFMEIRE (br
#E) (With new resources[standard]).

WEPE ERHER S (Upload atemplatefile), it 30 (Choosefile), 2R JE M H br e ik
¥ infrastructure.yaml.

i T —% (Next) UL T IAE B

g SVFRYE/RE it AR
ClusterName T B N ME— I ERTE A AR

I 23t = Threat Defense Virtual 53 B 52 5%




N3t % BB Threat Defense Virtual Z8 2 &£ 8

{823 CloudFormation 124572 AWS 34 ]

2% SVFRYE/LE AR

ClusterNumber ey oM — (SRR

DeploymentType TR TR R e R B O R

VpcCidr TR 3 VPC i A\ CIDR

NoOfAZs ey M 7.6.0 BERRRAS, P2 83 A
HIX (AZ): X FRATRRA, EFE 1AZ.
BHLL A, SR CCL 1 PR AH R
IATHEPTIE AZ T

ListOfAZs A MeFEAT X e 5 ) ] X 8 DL AT

MgmtSubnetNames CommaDelimitedList BRI (N “HEM GW” )

MgmtSubnetCidrs CommaDelimitedList LI Cidr 5132

InsideSubnetNames CommaDelimitedList W4 FR (&S D

InsideSubnetCidrs CommaDelimitedList WM Cidr 5138

OutsideSubnetNames CommaDelimitedList AT 2R (R “HIBEM GW” )

CBOBUE R 2O

OutsideSubnetCidrs CommaDelimitedList HIANSME M Cidr 2113 (ROBUE D

CCLSubnetNames CommaDelimitedList N CCL + M & #x

CCLSubnetCidrs CommaDelimitedList N CCL + M CIDR

LambdaAZs 4 B 3 Lambda 3£ 2 4~ H X

LambdaSubnetNames CommaDelimitedList N Lambda F M 4R (3 NAT
GW) , T Lambda ki %f

LambdaSubnetCidrs CommaDelimitedList N Lambda ™ CIDR

d) AERAME N EBBRNERRS .

e) MATAMX1E (Availability Zone) #1J& k£ rT HPER 3, 7 BAN A HBE T AWS X3 7]
X Ak, R FEZIX A2 T 48 ] ClusterFormation FRAR 32 25 Rt v it HEAR

f) AT —% (Next), A5 it #% (Create stack).

g) TEMESEMG, R (Outputs) Jic I S3 BucketName.
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A3t Z A HY Threat Defense Virtual 3B &2f |

B 27 CloudFormation 12457 % AWS BB 14

[ 2: infrastructure.yaml {55

Outputs (13)

‘ Q, Search outputs ‘

Key A Value v Description v | Export name

maz-cls-infra-
BucketName s3bucketcluster- Name of the Amazon 53 bucket -
whpzbytiebzh

http://maz-cls-infra-
s3bucketcluster-

BucketUrl - URL of S3 Bucket Static Website -
whpzbytieb2h.s3-website-

us-east-1.amazonaws.com

subnet-Obc04e2cc9e53e5c0

,subnet-0d7d046a0fca2561 List of CCL subnet IDs (comma
CCLSubnetids -
5,subnet-03ef42bf5275515 seperated)
69
EIPforNATgw 3.218.44.132 EIP reserved for NAT GW -

Security Group ID for FMC if user

FmclnstanceSGID sg-076880aa64df2db5c would like to launch in this VPC -
itself
Security Group ID for Inside
IninterfacesGld sg-06ed933d6624fe51b v P -
Interfaces
subnet-03d12cab8eeleafff,
subnet-0be9158b0970aeba List of Inside subnet IDs (comma
InsideSubnetids -
b,subnet-0b53c96fceb7c1f seperated)
ad
Security Group ID for Instances
InstanceSGld 5g-0680b74be473186aa Y P -
Management Interface
Security Group ID for Lambda
LambdaSecurityGroupld sg-057da2a9954e0d204 v P -

Functions

subnet-03439803d989e6b
List of lambda subnet IDs (comma

LambdaSubnetids df,subnet-087488a9d6ffc95 -
seperated)
cd
us-east-1a,us-east-1b,us- Availability zones for NGFWv
ListOfAZs -
east-1c instances
subnet-06f0bbbd3f207a50
4,subnet-0c339dc43688cdd List of Mangement subnet I1Ds
MgmtSubnetids -
c9,5ubnet-0a67629632a65 (comma seperated)
S5de?
VpcMName vpc-09c2b0ad995e2fb24 Name of the VPC created -

I 2= h# Threat Defense Virtual 2558 &3¢



| 73tZ4# Threat Defense

Virtual ZRE &£ 8%

{823 CloudFormation 124572 AWS 34 ]

I3 F cluster_layer.zip. cluster_manager.zip. custom_metrics publisher.zip 1 cluster_lifecycle.zip I
3 i infrastructure.yaml G S3 74 -

3: S34@

maz-cls-infra-s3bucketcluster-whpzbytieb2h .

Objects Properties Permissions Metric Management Access Point:
Objects (4) info C (3 Copy S3 URI (3 Copy URL [ Download Open [ Delete Actions ¥ Create folder Al Upload
Obijects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Q_ Find objects by prefix il ©
o a | Type v | Last modified v | size v | Sstorage cla v
(] zip September 24, 2024, 13:59:33 (UTC+05:30) 11.8MB  Standard

(m] zip September 24, 2024, 13:59:30 (UTC+05:30) 160KB  Standard

(m] zip September 24, 2024, 13:59:29 (UTC+05:30) 327KB  Standard

(] zip September 24, 2024, 13:59:29 (UTC+05:30) 301KB  Standard

b

ffif& Lambda NAT % 5C (15 TP Hiik L8 % 55 Management Center Virtual AHICIEE 1) 22424 .

T4
a)
b)
¢)
d)

#5% deploy_ngfw_cluster.yaml.

#:% CloudFormation Jf i i | i H4% (Create stack); EFIFERFEIR (FR#E) (With new

resour ces [standard]).

TEFE ERHER S (Upload atemplatefile), rithii&#F 30 (Choosefile), #RJE M H brsCfFJer ik
$¢ deploy_ngfw_cluster.yaml.

M T —% (Next) FE42 LT m0ME S

P LU SERE RN LA 15 i e B R

S AFRYEZER 15 AR

EERE

ClusterGrpNamePrefix | ‘743 £ XA . B 5 BN G2 .

ClusterNumber TR R o IR N R A FRIT G 4%
(msa-ftdv-infra). 11, WRBLEN 1, WAL FEE
A msa-ftdv-infra-1.
CENEDIANET, EANEE 3T . BOAE:
1.

RN 7 X E4E#HE T Firewall Threat Defense Virtual 7 &5 (1 50
w/ME: 1
BRAE: 16

DeploymentType PR TRE BT R o XE HE.
ey 3
AU AR S 47 10.0.0 2 B mhiAs .
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/y 4t = Fh B Threat Defense Virtual #3E &£ 5¥ |
B = CloudFormation 14572 AWS S 4%

SH SRIFBIE/IER AR
DiagnosticInterface 5 e RENEE LKL,

"ON" - KB iz Wz 11 .
“OFF” - A&tz .

“OFF” %4 10.0.0 A2 o mifiAs

BRI HEiEMER
NoOfAZs

1
=
i

X 2 %28 Firewall Threat Defense Virtual (1 7] F 4 [X
aE.  GRIFHXFIAE, Ay X A o
D1 ABERE 3N

T RURHAE I L] IR DSk A B

WA 2R HhoRT F AT A DX S T A S B AR T e
X 3

FRARE e S50 = ) M X s G B, N B
R BER (CCL) M.

AZ T H A IR X A7) A vl 2 1) DX A

FERTFIPEDCE R A, BRI T PR (A
o 2 AN IR 3 AN RO

THEON S ) P DX S B (B UL

NotifyEmaillD TAFHR GERESHOF IR AL B IRk . B2 AT
HIHLF HSPE R, A RS It HL g W3

7~f9l: admin@company.com
Vpcld PR R FERELLR) VPC 1D,
HKAY. AWS::EC2::VPC:Id

S3BktName T H 8 O AL Lambda zip SCAFH S3 A7Aifif . 545
ZEERER R IR
MgmtSubnetlds A BEAS T IR SR BER A — A>T

QIR — R X IR B2 AT, WEBEA IE
M A e = S B 3% Firewall Threat Defense
Virtual S50 B H B ) R

2. List<AWS::EC2::Subnet::1d>

InsideSubnetlds 40 H AT FIRE S0 AN —A T

I 23t = Threat Defense Virtual 53 B 52 5%



N3t % BB Threat Defense Virtual Z8 2 &£ 8

{823 CloudFormation 124572 AWS 34 ]

S JeIFRY{E/ZEEY 15t BA
WPk [ R — o] X IR 210, kR
AIEHIHI T M 0] fe<x 5350352 Firewall Threat Defense
Virtual SE51 B H B ) 8
M. List<AWS::EC2::Subnet::Id>
OutsideSubnetlds CommaDelimitedList | ({{ XU )
A AZ SN Wk T KA — AZ
FIZAT M, BRI T W IE PR AR E NGFWy 5K
51 oy 5 550 )
MR R B e it AZ )11
LambdaSubnets HIR iy Lambda PRI 2 /D A1 o S8BT A
T-W L2 AT NAT G, LU# Lambda BELRERS 5
AWS k% (EIA4L DNS) A .
A List<AWS::EC2::Subnet::1d>
CCLSubnetlds LA S REA R PE I A — A T80
kPR B R nl X IR 2 AT, R RE
AIERE T W AT E2x 535 & Firewall Threat Defense
Virtual SE1 i H B ) 8
2. List<AWS::EC2::Subnet::1d>
CCLSubnetRanges FRFH B NASE A P X 3R CCL 1M1 TP ik o
HEBR AT 4 MR B A TP Huhik . SEBERSHIBER (CCL) 1Y
IP Hbhilith
IP Hihik A CCL IP Huhikith 73 B4 Firewall Threat
Defense Virtual 2451 CCL $21 o
MgmtInterfaceSG 4, . “Jj Firewall Threat Defense Virtual 4513 £ 22 441
ID.
M List<AWS::EC2::SecurityGroup::1d>
InsidelnterfaceSG 4, . 4 Firewall Threat Defense Virtual S5 [ A #5422 113
P 1D,
FA: List<AWS::EC2::SecurityGroup::1d>
OutsideInterfaceSG 5 U XA )
) NGFWv S5 SR 3 fit 22 4220 1D
LambdaSG 5% JJ Lambda pREGE R — A4 .

iR uER R E ) ANYWHERE.

A3t = th#Y Threat Defense Virtual S8 E 55 [}



/y 4t = Fh B Threat Defense Virtual #3E &£ 5¥ |
B = CloudFormation 14572 AWS S 4%

S JeIFRY{E/ZEEY 15t BA
M List<AWS::EC2::SecurityGroup::1d>
CCLInterfaceSG A 4 Firewall Threat Defense Virtual 52451 CCL ¥ 0%k
P ad 1D,
DualArmAppCidrList | CommaDelimitedList | ({} XA
B N T 2R 05 1) ) 0UE Y. A CIDR.
GWLB Bt &
DeployGWLBE I H MRS GWLB i i,
BT, ZEEENR.
VpcldLBE T H BN VPC L8 W O S 3 M 1l o 2 iy o
R
W SRANH 2 GWLB 283, 15 AN EAE I 7 B i AT
GIEIER
GWLBESubnetld | 544 A4 TF 1D,
AR
WA S GWLB 283, 15 AN AR 7B i AT
CIEIER
fifi 7 M g T IEAf 1Y) VPC LL R SR FR & 1K) m] 2 X
k.
TargetFailover TR 2 H bR AR S B A, R B bR R R
e (BRIAEDLT, WS EUNEwE N
rebalance) .
* no_rebalance: KA BT M H bR, T
DT AR H bR, AR R 1) 5 A
* rebalance: FFIECILA ML, RN AT
Y IE B AT I H AR
M Firewall Threat Defense Virtual ixA%7.4.1 2 58
R AS FF UG 2 ¥ rebalance.
TgHealthPort FIEH N GWLB (s A7 RG0S 2 v 1 o
AR
BRSO, Shis DA T .
AR R PO K 2 20K TCP i . ERIAME: 8080
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I » 4t = F B Threat Defense Virtual Z3E & 5f
{823 CloudFormation 124572 AWS 34 ]

28 SVFRYE/EE 15 AR

B NGFWv LA
B

InstanceType P JE B} Firewall Threat Defense Virtual EC2 524 2571,
PR AWS DX IS e FE 1K) S 28 1Y
BRINEML T, cSxlarge Ab Tk HURAS .

HIZWHE I “ON” I, SUE BN S HF

_4xlarge.

LicenseType PG 1%+ J B} Firewall Threat Defense Virtual EC2 SZ451F
IR, TR IELE AMI-ID 250K AMIID
MIVFR] AR

BN O T, 1 BYOL .

AssignPublicIP o Y%A B S true 1T AWS TP Hihil-its ) Firewall
Threat Defense Virtual 432 3t 1P Mk,

AmilD FEH MRPEHLIX . RRASHIA 267 (BYOL B¢ PAYG)
PRI AMIID.

Firewall Threat Defense Virtual 7.2 A 5 m iR AS S 3742
#£, Firewall Threat Defense Virtual 7.6 A2 9 5 iR A 3%
Fr B30y A Z AN v P X s 5 Th e .

A AWS::EC2::Image::Id

ngfwPassword PR Firewall Threat Defense Virtual 524 % f5 .

14 Firewall Threat Defense Virtual SE AR HEAL—4>
BRONEERY, 1AL T R SR CEEREA) 11
Userdata 7B .

A AE Firewall Threat Defense Virtual 7] 7 7] J5 3%
o

B/ M E LI 8N FHF o B n] DL 4l AR Z%
AT LA KMS s 2546,

KmsArn T BN KMS (HTE& I 1 AWS KMS %8
] ARN.

R T B e E{d, W Firewall Threat Defense
Virtual SS9 K B ER 53 85 1 200 N 1

RN SR “awskmsencrypt --key-id <KMS
ARN> --plaintext <password> "
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B = CloudFormation 14572 AWS S 4%

. /\;,H\-_

v 3t Z th 89 Threat Defense Virtual SRE &£ 8% |

SH SVFHIE/AE 15 B
AN b AN AR R 45 5E 1) ARN HE4T .
FMC BalLEE
fmcDeviceGrpName | 745 i FEE B O R NEEBEZH IO ME— 24 K
fmcPublishMetrics FIEH EFF true DLG 4 Lambda p& Z LA AT BE Ly, JF
R B LR PR 54l 2] AWS CloudWatch.
FOVFIIAR -
* true
* false
BIAEOLY, (EHEE N true.
fmcMetricsUsername | 74 BN T VE B ORI N AFFRFR I ME— N
Yo
F P b2 AT P 458 2R B3N HE R AR P AS IR 0 B v AL
{E38
fmcMetricsPassword | 2244 LN 1T
WEARESER] T KMS F% % ARN S48, 5t
o2 i ity
T ORB AN IERA 305, DR S N R 1) 25 A m e 2
FEFRPRCEE R
fmcServer FIF IP Huhikm] DUZ AN 1P bk, i rlLUETE VPC (1
Firewall Threat Defense Virtual £ ¥4t 1] i ] )
1P Hiudil:,
B 7
RARKEE: 15
fmcOperationsUsername | =45 52 24 CloudWatch ] Firewall Management Center Virtual
FEHEME— N - 44
P b2 E 1R BRI .
fimcOperationsPassword | =2 4% 51 PN T
RIS T KMS 1% Y] ARN 4, 15t 4t
o s it
TREE

7 HAY Threat Defense Virtual 28 & 2%



I » 4t = F B Threat Defense Virtual Z3E & 5f
{823 CloudFormation 124572 AWS 34 ]

S RUREAR |
CpuThresholds CommaDelimitedList | () $2 JZ 1 ¥ BRI L0 ) 2 He )

o WIRLEFE (0,0), MIAL B CPUY i lisk
o PPAN R AN RR P BRI B A

RS F, SERER B AR, MBI Bl
R
Memory Thresholds | CommaDelimitedList | iz {F % ¥ LRI 1 BRI G495 . o ik

#(0,0), WIASEIEA A BRI . PPl
ANHCH s R BRI B A

e) )*';I:—E‘—F'—'-}_JJ;O

)  midi LMfIAFTH AWS CloudFormation £ .

g) HiiiiR 3 (Submit) LAEEE R,

h) i T—% (Next), X5 fidit)EHEH (Create stack).
Lambda b H0K & PIAZ IS FE I H 42 3053, FF H. Firewall Threat Defense Virtual ¥4 [ 273 M 21 B k5%
b,

4 CRREMEIR
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/N4t % B8 Threat Defense Virtual 82 &£ 5 |
{#£ /i CloudFormation 1=4R 7£ AWS FRERE L

KA M CREATE_IN_PROGRESS ¥ () CREATE COMPLETE , FR/R#lE ).

PRSI EFBUEFT— A SIFHE show cluster info fir & KRG IESE T .
5T
EC2 > Auto Scaling groups > mAZ-cls-ngfwv-24
mAZ-cls-ngfwv-24

Details  Activity = Automatic scaling Instance management Monitoring Instance refresh

nstancs )

Q Filter instances 9 &
0 Instance ID a | Lifecycle v | Instancetype Vv | Weightedcap... v | Launchtempl... v | AvailabilityZ.. v | Healthstatus v | Protectedfrom v
m] i-0227a411b1b017cc0 [ InService c5.xlarge = mAZ-cls-ngfwv-24-NG  us-east-1b @© Healthy
O i-09b9d186494562f6a [4 InService c5.xlarge - mAZ-cls-ngfwv-24-NG  us-east-1a © Healthy
O i-0de2b028dfdef5bbs [4 InService c5.xlarge - mAZ-cls-ngfwv-24-NG  us-east-1c @© Healthy
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{823 CloudFormation 124572 AWS 34 ]

6: show cluster info

> show cluster info
Cluster mAZ-ngfw-cl: On

Interface mode: individual
Cluster Member Limit : 16

This is "74-a" in state DATA_NODE

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

ID
Version

Serial No.:

CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

Unit "183-c" 1in

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

¥ L
« g 220131

9AUVQ3DSF66

: 1.1.1.74

: 02e2.778f.d3ed

. NGFWv

: 4 cores / 7680 MB RAM

07:28:26 UTC Sep 25 2024
@7:28:11 UTC Sep 25 2024

Other members in the cluster:

Unit "135-b" in state CONTROL_NODE
;0
y G 2201

9ABWOAS1KGK

¢ 1.1.2:135

: 1294 ,34qae.4ce9

. NGFWv

: 4 cores / 7680 MB RAM

09:45:52 UTC Sep 24 2024
N/A
state DATA_NODE

A |
¢ 9. 22C1)1

9A1S400HL 8F

» 1.1.3.183

: Qaff.e889.f193

: NGFWv

: 4 cores / 7680 MB RAM

07:29:29 UTC Sep 25 2024
07:28:11 UTC Sep 25 2024
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/y 4t = Fh B Threat Defense Virtual #3E &£ 5¥ |
B cormsums

B RSHEE
B e, 2R E Firewall Threat Defense Virtual Autoscale 218 /)y (Minimum). & X (Maximum)
FIHAZE (Desired) ¥ it. AL IE H30Y EIIHE .

UK

HIB1 7 AWS #HI G, KIKESE BR% (Services) > EC2 > B Fi# FE4H (Auto Scaling groups) > 2 6lli&
Cluster Autoscale 8 (Created Cluster Autoscale group).

ECZ » Auto Scaling groups

Auto Scaling groups (1/15) mke [ | Launch configurations Launch templates [4 Actions ¥ Create Auto Scaling group
Q, Search youwr Aute Scating groups | 12 > @&
a Name v Launch templatefconfiguration [+ Instances ¥ Status v Diesired capadity Min ¥ Max Awailability Zones ¥
mAZ-cls-ngfwv-26 maZ-cle-ngferv- 26-NEPW-launch-templ 3 - 3 3 3 us-gast-1a, us-east-...
Auto Scaling group: mAZ-cls-ngfwv-26 @ X
‘ Details Activity Autamatic scaling Instance management Manitaring Instance refresh
\
Group details Edit
Auto Scaling groug name Desired capacity Desired capadity type amazan Resaurce Mame (ARK])
mAZ-cls-ngiwy-26 3 Units dnumber of instances) [ am:awsautoscaling:us-east-1:163 11769607 5:au
toScalingGroup:a1 2607 76-5e99-dbff-8c9c- 1abaTcl
Date created Minifmum capacity Status 446 TRautaScalingGrauphame,/mAZ- cls-ngFav-26
Tue Agr 30 2024 1237:26 GMT+0530 [india 3
Standard Time]

Maximum capacity
3

T2 P AT A IEE.

$E3 S84 (Actions) LI B R4 A .

LI 4 [LEFERE (Desired capacity), SR & RRE (Scaling limits) &% .

HIE5 /£ AWS Cloudwatch Z3R 7 CPU A FE AR B 2 75 v 1, 4 O S H AT

iB 51 5 #11 & 7£ Firewall Threat Defense Virtual &£ 2% 2 & T E /Y IMDSv2 #E =%

AT LU AWS | B33 B Firewall Threat Defense Virtual /™ H 21 & 20 S 41 it B IMDSv2 A 7542,

Before you begin

¥ Firewall Threat Defense Virtual it 7.6 M 5 B R A S IMDSvV2 i . 5 0 30 B i B IMDSv2
W2 AT, ORI S R A S IMDSv2 B3 s (TR BIRA 7.6) .
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I N3t % BB Threat Defense Virtual Z8 2 &£ 8
waws mxpmsss [

Procedure

HIE1 {E AWS 527514 E, #3] CloudFormation , #RJ5 i HEf .
W2 EPEAIURTS B IS0 AL o

FEI SHER.

FIRA E BIFMER 0 b, i BIRIEER.

WIS (E IBERMR H F, il ERERsH.

PR 6 LEFEIT AL SR IMDSV2 HIASAR .

PIT B AN SE A

WIS FPHEAR.

£ AWS P FohEnE &R

LTEEE RN, TR day O BOE, ARE AR, SRR A2 B KBS B L.

£l AWS £ Day0 Bc &
fos T DI DD 5 L s SR o AV DU P s

£ AWS B9 [E EEC & €13 Day0 BL E
It E B B Bl A RS | S R P

BAFTAMXE - E0XEES AWS WEERE

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"

}
%4

"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.5.90.4 10.5.90.30",

A3t = th#Y Threat Defense Virtual S8 E 55 [}



&£ AWS B EEECE 63 Day0 BLE

"ClusterGroupName":

"Geneve": "Yes",
"HealthProbePort":
}
}

/\;H-_-E

7~

"ftdv-cluster",

wy777m

ZAFTAMXE - 0 XEES AWS HEEEE

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Cluster": {

"CclSubnetRange":

[

"ip address start AZl ip address end AZ1",
"ip address start AZ2 ip address end Az2",
"ip address start AZ3 ip address end AZ3"

] 4

"ClusterGroupName" :
[For Gateway Load Balancer]
[For Gateway Load Balancer]

}

flhn. AR A X

"cluster name",
"Geneve": "{Yes |
"HealthProbePort":

No}" ,
"port"

"AdminPassword": "Sup4rnatural",
"Hostname": "ftdvcluster",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": [
"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30"
]l
"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "8080"
}
}
. =ARAERE
{
"AdminPassword": "Sup4rnatural",
"Hostname": "ftdvcluster",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": [
"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30",
"10.5.92.4 10.5.92.30"
]l
"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "8080"

}
}

-

4t = H Ay Threat Defense Virtual 0.8 & 8%
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I » 4t = F B Threat Defense Virtual Z3E & 5f
meknts |

X1 CelSubnetRange 22, 147 E M xxx4 TG IP HhEEH . ORI 2 16 Sl HI TR AR
IP Hotik. FHHIZH T H 4R (ip_address start) FIZ5H (ip address end) IP Hihik (1) —2E7R= 4]

F 2 FHIAFNLER IP it R 15

CIDR 234 IP st L5 IP it
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254
MEEHT S
AR RN A, LMEENE B
g1

SRR A AT P O 13 1 KSR RF Day 0 ML #7%& Threat Defense Virtual 5451 - 41 FA%H] W 5 5 2416
# (GWLB), WIMPUANEZ s WA AEA L S B, WO A% . 8 R ESRPHEAER >
BRIFMER Mo, HER dayo BE.

PR
il A% LA WU 442 R 21 S ol

© AWS MGG - DU - R, 2, YRR AR A R
o AEARH A BIGMTRS - AL - EL 1BW . TR AMTRI AR A B

1 AE AWS 378 Threat Defense Virtual [F 5 245 5, 16214 £ AWS 78 Threat Defense Virtual

P2 w1 LIS TR AR Il AT
#1283 {ii il Threat Defense Virtual #2514 L[] show cluster info iy 456 UE 2 75 B AT 17 A #0 S sh in N SR
HIE 4 fE AWS Mt 338 ae

a) B HAr41F GWLB.

b) K HbrdliEH: %] GWLB.
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html

1t %= F B4 Threat Defense Virtual 232 & &% |
. 7£ AWS 1 { ] GWLB 2 & Cisco Secure Firewall Threat Defense Virtual ££ 2 4 B iR i fE 45

it
it GWLB Be B 0T IER ) 22 a4 . ATV RS e e B A IS AR DA A st
¢) AEH] 1P ik i) HARZLE N Bl 10 (D .
ARVEAE R, WS QI RO B i 25 .
SRS KM SA BV E B AL SRR EE B L (Pl . 2R 83 UL,

7£ AWS F1{F FH GWLB fiZ & Cisco Secure Firewall Threat Defense Virtual ££
B Bt fEiE R

AWS "1[f] Threat Defense Virtual SEFEF]H W O 51 30T 85 (GWLB) K331 I 26 58 00 K FL 4% e )
¥8 % 1] Threat Defense Virtual 75 55 GWLB H-T-7E H AR 15 i & A b U e sl i v E 5 ol - 4k
S IR) %N R IR R B

AWS H 1) H bR b % 7 T RE A GWLB BEREAE VK1) 2 3 309 TR) BT v M B8 A1 i R 2R s i 1 0 1
P 19 25 H5 i 0 F 0 ) B IE R IS AT I B AR T e A H SRR RS M D 46k

76 AWS Hr, ST s R AWS $ibE 624 (ELB) APT 88 AWS i & Kl S H AR 5

\}

ER WU H AR AAE GWLB A 3L (14 SSH. SCP. CURL 28) P& HH i I8 A AR s, MUK
L 0] B E R H AR AT BE2s IR AEIR o M ZE TR S py T 37 8 A YA A0 R S % o s R

7 AWS H, s LB AWS ELB API 5 AWS #2554 K L& H b il b4 7
* AWS API - 7 AWS #1114 24) 4 (ELB) API - modify-target-group-attributes v, %3 m] LU i 16 i
DA R AT SOk € Ot a AL BT A
* target_failover.on_unhealthy - j& 34 HARAAFIZAT AN IEH I GWLB 1] &b B 4 2% 37 £ o

* target failover.on deregistration - & 24 H bR M GWLB U] Ab B4 /Y 28 97 & o

LAR i & S 158 SGX AN S ) APL Z 500 B i

aws elbv2 modify-target-group-attributes \
--target-group-arn arn:aws:elasticloadbalancing:

--attributes \
Key=target failover.on unhealthy, Value=rebalance[no_rebalance] \

Key=target failover.on deregistration, Value=rebalance[no rebalance]

«+/my-targets/73e2d6bc24d8a067 \

AREAMFE, S0 AWS XTI TargetGroupAttribute.

© AWS 5 6 - fE EC2 42 G rh, BT DU i e B AR 2B TR R T H AR ud i E 0 H AR e
WAL
* GidHE H brd s ik
* JA I H bRl e i
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https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html

| 73tZ - # Threat Defense Virtual £38 &8¢
7 AWS /2 Cisco Secure Firewall Threat Defense Virtual £ 289 B #R&fE5E 5 .

© JoUE PP A

A4 5 H bR R RS B, 185 7E AWS H1 G H Cisco Secure Firewall Threat
Defense Virtual £E#F 1 HARMERERS , 26 31 T,

7£ AWS 7 /2 FH Cisco Secure Firewall Threat Defense Virtual &£ %89 B R
fE3% %

Firewall Threat Defense Virtual FI#E4% O 2 M 2] AWS 1 # GWLB H#bx4l. £F Firewall Threat
Defense Virtual 29, FEANSEEIAE —A Hbrdl %, GWLB HHAT 780 P74 & R I% 2%
IBATIRGEIEH S, a2 s S o B3 i A H bRl B AR 1T .

FaZ B

i 238 13 T80 77 18048 1] CloudFormation BH (E AWS T #BE 44 .

W ARAEAEH CloudFormation AR EAEHE, 4538 n) DU I 73 e AR 5 S0 A
deploy ftdv clustering.yaml [f] GWLB BLE 7 T H#EHLH rebalance &>k 5 H Target
Failover 2%, fefitiot, BOAEOLT, MSEMIE E A rebalance, (H7E AWS #=Hil& L, b2
I BRIMME R E A no_rebalance.

'Ej;I:P ’
* no_rebalance - GWLB 4k £ [ 25 i it 5326 31 AR b i LG v R H b o
« EIFE- M B AR A s A, GWLB K 9 28 3t i R 16 2 5 — N IE RIS AT H
B o
HKAE AWS HEEHAR TG R, ES0H:
* {1 AWS T HE R
* f§i[f] CloudFormation AR £F AWS H #5525 MRk

UK

P 7 AWS =il b, # 3 BRE > EC2

$122 5 BER4R (Target Groups) LA E H FRZH 7L .

IR 3 £ LA Firewall Threat Defense Virtual (#54% 10 1P ) HArdl . REGUK B~ B AR 41145 BT
T, &R LATEIC AR ) H bR i 75 Jm

$IE 4 5B (Attributes) 32,

FI|S SdidRiE (Edit) D E .
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B %= awe pmsss

FIR6 K B TEIRE OGRSB40, DR A AR, IFs GWLB Fo & ek AE b
A% SO I FORT- PO BLAT M Bt 0, PR LR R BIIE HABAT I H AR Y K

7f Azure RSN B ERE

B LUK SERE S Azure RT3 H1 28 (GWLB) BLAEAR M1 Y #7230 A4« BEAE Azure S
SERE, AR Azure R PEES (ARM) BRAR SRS 2 B IR AL .

ET GWLB BB+ A E BRI R

[& 7: GWLB B N\ik37 E1F B E= G FnR M

Internet
(1) cat Load /= Inbound flow uses public IP of
N aloway, oa “xﬁ—,f public load balancer.
Balancer -
i"i R Y ',f -\ Flowis forwarded transparently
Public Load =/ ‘t\i_;x from the public load balancer to
Balancer ’ the gateway load balancer.
1\
- ‘yf?& Flow is inspected by a firewall
“"’x\i.“) and returned to the gateway
load balancer.
~ ~ (‘j“w} Flow is returned to the public
) ) .~/ load balancer.
/:7 "‘J Flow is forwarded to an internal
=/ server.
Internal Servers Threat Defense Virtual
(VMs or VMSS) Firewalls

I 23t = Threat Defense Virtual 53 B 52 5%
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& 8: GWLB t9 it E1E A= F1F0FR M

Internet

oD

Gateway Load
Balancer

®
L
Public Load "~
Balancer
(2
&)

T,
Iw

1o ]
Q ©

Internal Servers
(VMs or VMSS)

Azure [ 3k £ £ 14 17 25 FOEC XX 12

>

]

Threat Defense Virtual
Firewalls

Azure P g mEsite

Outbound flow leaves the
internal server.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to the
internet by the public load
balancer.

1F Azure IZ5 55, Threat Defense Virtual 7o 24 1] DA 88 T 106 R R 2 )7 IR 45 2 8] ) B0 60, 10375 HH )
2. Threat Defense Virtual 3 1 F F BB ) VXLAN M B FAAS NIC b3 SCAMERE VR P 3

Ho

T IR T MAME VXLAN M B )

W S B 35 1) i B R B Azure |17 ST RS (M .

FRAF LM 282 A/E L/ Threat Defense Virtual I 5 2 [A]HEAT M , XU B4 T 507 w00k H ok ik
[A]7E P VXLAN 5845 10 9 O 4 3340 1l 2% 2 At HelHA TR A o AR5, Azure W OC B 35350 1T 3% 2 K 0t

FIENRN 22 FC KA BB A A H
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B 55 GWLB % Azure 218 Threat Defense Virtual B¢ &% Eli i

& 9: Azure W % £ 3 Y0 & ES FRBC XK 32

Internet

Source

Destination Public GWLB

Threat Defense
== Virtual 1

i 1
1k
f-\"\ - H
" : & Threat Defense
—--—-( )._Cz‘ia@ ___________ -5 | Virtual 2

1

i
Layer 3 wnif: int. segment 1
Azure GWLB Netwaork : :
I L9

= Threat Defense
ﬁ’ Virtual 3

Traffic flow between GWLBe to GWLB (Geneve Single-Arm Proxy) in Azure

{& F GWLB 7£ Azure F 82 Threat Defense Virtual £ f 85 2 i 57T 12

ETHRIRAEE

LU FE B 36 A ) GWLB 7E Azure 3T A 558 Threat Defense Virtual £E5F 1) TA/ERFE

1 Modify azure_ftdv_gwib
Download _cluster,json and azure Upload _
Loeal Host templates and ———_fidv_gwlb_cluster_parameters Clus'c"__F_U”C'IOH
files from GitHub Json with zip file

required parameters to Function app

+

3 Create

Azure Cloud Resoure Group,

and
add Subnets

Cluster Node

Virtual Netwark >

| I

5 _ 7 _ 8
Deploy Caonfigure Use Function app Create
custom Instance to register
—_— N — FTPS
Template details cluster with Credentials

management center

l

Verify the
Cluster
Deployment

6

TE=[8] B
(1) AL M GitHub N ERASCAE
L S
(2) AL AL NPT 2 H0RE 2 azure_ftdv_gwib_cluster.json 11
— azure ftdv_gwlb_cluster_parameters.json.
3 Azure Cloud (ollfE A7 S T oL Y 2 ST
2 Azure Cloud B 5 SR
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=R

i [

TE=S[8) TR
5 Azure Cloud P A S TR A R
7 Azure Cloud A o 5 Y o A R POy AR
8 Azure Cloud B4 FTPS $Eilk.
9 AHs L #4 Cluster_Function.zip 3Cff %31 Function N H .
FahEE

DU A B i W] 748 GWLB #£ Azure ' T3]3 Threat Defense Virtual £ 1) LA i .

. Azure Cloud

Create a VMSS
from the
Market place
image

—— Aftach interfaces 5 configuration in  ———

2 3 4

Add day O Update scaling

instance count
customData field

Mar:j:;em
TiE=IE HIE

ﬁj AL MW BZ A1 VMSS.
2) A AL MR
3‘; A AL 1t customData ‘7B 151 Day 0 FC# .
(@) At EHL HOPE R SR
;3) A H L it % GWLB.
6 CE R

LUR S BRI 72 GitHub 3R SEAE AT AWM, SEAAMAEEB T 45 H
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/N4t % B8 Threat Defense Virtual 82 &£ 5 |

M Cisco Secure Firewall A< 7.4.1 J¥4f, %80T LAZEBRATIZ IR SO R 8B SEmE . E0UE “ b
7o SR L R M “CCL” D EREAME, AT IS TSR -
azure_withoutDiagnostic_ftdv_gwlb_cluster parameters.json £/l
azure_withoutDiagnostic_ftdv_gwlb_cluster,json 3

15 FRIS T 113 2 O AA

* azure_ftdv_gwlb cluster parameters.json - F T4 54 GWLB ] Firewall Threat Defense Virtual 42
HEAI A S BRI

* azure ftdv_gwlb_cluster.json - {1} GWLB i3 Firewall Threat Defense Virtual ZEH A .
To TS Wi 11 BV ] S0 PR AR -

* azure_withoutDiagnostic_ftdv_gwlb cluster parameters.json - i T 43 E4H GWLB H G2 Wi 1
f] Firewall Threat Defense Virtual #2425 AR .

* azure_withoutDiagnostic_ftdv_gwlb_cluster.json - | T-#& Hf5 GWLB H L2 Wi#: 111 Firewall
Threat Defense Virtual 527 AR AR .

o ZARVHERF BTN R B PO, TR B O A AT A4S B ORI e T AR I
AT IX LA 1 F 2 v LS A REST APIL. 152 Cisco Secure Firewall Management Center 5
TR

o FERE B ORI 55 A TE ARS8 01 ) 415 7 1) SR A2 PR UG IC (77 ) SRS
* fif# Management Center Virtual C3R75: 2477,
o KB INE] Management Center Virtual Ji7, 447 LU R 5%
1 AFAHE L S RS i S E P A WE . A ORRCE IR VEA R, 1S

FARE.
2 HRTLR RN . A0SR AR, W20 A .
WS I

Network: any-ipv4

Interface: vxlan_tunnel

Leaked from Virtual Router: Global
Gateway: vxlan_tunnel gw

Tunneled: false

Metric: 2

A\

ER vxlan_tunnel_gw 2 T R 1 G TP k.
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
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{8 GWLB 7£ Azure F&BE Threat Defense Virtual $5 5% 893 2 i 7 12 .

{& F GWLB 7£ Azure FZ82 Threat Defense Virtual £ 2f 85 2 i 57T 12

S Sk

Ay

Qe

g g

w N

1 B & X Azure BIFE HLES (ARM) BHCH Azure GWLB #0E8 B AN AARAE .

R AR o
a) Bt github £70ifi P2 v B B AR M SCAEJE . % 2 [ https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure.

b) TS ERE M azure ftdv_gwlb_cluster.json FT azure ftdv_gwlb_cluster_parameters.json .
39
il I E A2 W DRI R 25, 1B SO TSR
azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json #/l
azure_withoutDiagnostic ftdv_gwlb_cluster.json.

G F Azure [1)/7: https://portal.azure.com.

B AN PR .

a) fEEZA (Basics) LMk, M Mg ik+EiT A (Subscription) F13%iR4H (Resource Group).
b) EFEHTH I X (Region).

G RAPUAN TR BN 2 B HL 2 W, SN SR (CCL).

M Cisco Secure Firewall A 7.4.1 TF4f, #E0] LLEBAT S W LIS O T AEE . SR “4h
o YR L AR M “CCL” B EREAERE, AT IS MR -
azure_withoutDiagnostic_ftdv_gwlb_cluster parameters.json F/
azure_withoutDiagnostic_ftdv_gwlb_cluster.json 314

a) UM%,
1. 7EEZAR (Basice) ik, M FHrg&HiE#$IT A (Subscription) H1#5iR4E (ResourceGroup).
2. EHFITXE (Region). siidi T—4~: 1P it

7 P HbbE YEIrh, AU RInF R, SRJGERINCL R 7/ - A EE, 2. Bs PSR B
T ST 2B AT 12 W2 1 1) Firewall Threat Defense Virtual 7.4.1 827, 0420 ki 12 Wr 7 0 G 42
b) WK,
o SR .
a) sl G > EIREE (FHBEXERREBE) .
b) sl ZESRIEIR P EK B S HIER .
c) miinE X (Load File), #X)5 4k azure ftdv_gwlb_cluster.json ok,
azure withoutDiagnostic_ftdv_gwlb_clusterjson (i B 7&EFA TR ZSH ) .
d) HiifRTF.

BB SRR £
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster.json

. {£ 3 GWLB 7t Azure H1 32 Threat Defense Virtual £ 5 B9 2l i m 2

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

a) HIAPTFE, AR5 AEHEE + 612 (Review + create).
b) fERIEEE S, At (Create).

FESLGITIRIEAT )5, SR BRI R show cluster info fir & KR EHIEAERE HI5 -

10: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

£ Azure |1/, Rl R BSOS DORFERIETE N 21 B3 KRR B Lo
IR AR I ROV, AT DUER] 3800 > 1% & (MAZ R0 > SR8 Ry 21 B
KEGEFHAL o AR SR A S

i i BB AL > FTPS ik > A PSEE > B E A P & FA%HE k004 FTPS 4EiE, A5 s &
ey
Tt EAH 2 AT LUF curl #3545 #f Cluster Function.zip {4 F4% %] Function N H .

curl -X POST -u username --data-binary @" Cluster _Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

pE

curl fir 4 AT RERR 2L BN (Z92 )3 080D A Rese i AT .

PRECR B EAR IR BN T o DHRERE R B, TR n] AFEAF IR P R i BAB R B B H S REUKR 1
B AR M

11: T ke

1) gwlban-function-app | Functions
Function App
A7 Search (Cmd+/) “ - Create () Refresh
g Ak Your apo bs cumently In read onky made because vou are uarng from & pedage file, To make ary changes update the content n your 2 file and WEBSITE_RUN_FROM_PACKAGE apg setting
B Adivity log

A Access contrel (1AM)

> Filter by name.

@ Tags
¥ Diagnose and soive problems ] Name © Trigger T4 Status Ty
Q0 Microsoft Defender for Cloud [ cluster-function Quaue Enatiad

Events [preview)

Functions

fi| Functions
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3£ % BBy Threat Defense Virtual 33 E &£ 8f

£ GWLB

Azure $1E5Z Threat Defense Virtual £ 2% 89t 2 ifs 5 12 .

[ 12: BA 51

m gwlbanbdx5mqdvkpces | Queues 2

Storage account

£ Search (Cmd+/) | « ~+ Queue () Refresh [§ Delete

Overview

O Search queues by prefix

Activity |
s Queue ud

Tags

[ outqueve eue. JOWS.

] resourceactionsuccessqueue http: d
Access Control (1AM)

=]
¢
£ Diagnose and solve problems
-3
@ Data migration

Events.

S Storage browser

Data storage
= Containers
i File shares

0 Queues

13: 3k BAF

m outqueue X

Queue

O Search (Cmd+/) | « () Refresh -+ Add message [i] Dequeue message X Clear queue

7 Overview Authentication method: Access key (Switch to Azure AD User Account)

Diagnose and solve problems
& vag P 2 search to filter items.

Aa Access Control (IAM)

1d Message text Insertion time Expiration time Dequeue count
Settings Event thread: f605983a-97ad-444-9222-b6eebTc09ab0
Action: i
Access policy €d054bf2-239b-4aSe... Operation: Microsoft 8/2/2022, 95456 AM 8/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:4821 28947772
© Metadata Started function execution

Event thread: f6b5383a-97ad-44f4-9aaa-b6eeb7c09ab0
Data: Instances Description

Instance ID in scale set: 0
Name: sumisnib-vmss 0
Status: VM running
Public management IP:
Private management IP: 10.55.1.4
Instance 1D in scale set: 2
Name: sumisnib-vmss_2
Status: VM running
¢54339e-1318-4ac2..  Public management IP: & 8/2/2022, 95508 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance ID in scale set: 3
Name: sumisnlb-vmss_3
Status: VM running
Public management IP
Private management IP: 10.55.1.7
Instance ID in scale set: 4
Name: sumisnlb-vmss 4
Status: VM running
Public management IP: 4 4
Private management IP: 10.55.1.8
Event thread: 1605983a-97ad-4414-9a2a- bbeeb7c09ab0
82166a71-deTe-477.. T index 0 8/2/2022, 955:16 AM 8/9/2022, 9:55:16 AM 0
Event thread: f605983a-97ad-4414-9222- bieeb7c092b0
Data: Cluster Info
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ET NLB RIS R AR E R TNl

Internet

T

Elastic Load
Balancer (ELB)

Virtual

Management Center

/N3t Z= B Y Threat Defense Virtual SRE &£ 8% |

User
Applications

IEHRFM IR NG AT H 25 . Threat Defense Virtual 524 JCAE P RIS 7 203515 4% < 7] . Management

Center Virtual SE41 FH T & HAERE,

KB HIEW N S NN gy, ARG 1% 0 BRI i 25 2K i AL #ir 2] Threat Defense
Virtual 25, ZERE ) Threat Defense Virtual SEBIRHNBR &5, 20K H AL & 2 L.

K BN REFARL R St o s AR S 2 P B i gy . SRS, TR S84 & 31 Threat Defense Virtual
R, ARG T RIL RN EIEM .

{& 3 NLB 7£ Azure B2 Threat Defense Virtual £ 2 805 %

HETFRRAERE
PUR AR T 4 H NLB £ Azure T #0358 JE T 1M Y] Threat Defense Virtual £8EH) TAEFE
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1

Download

Local Host templates and ———»

files from GitHub

Madify azure_ftdv
_nib_clusterjson and azure
_ftdv_nib_cluster
_paramelers.json with
required parameters

+

3 Create
Azure Cloud Resoure Group,

Virtual Network >

and
add Subnets

Cluster Node

5
Deploy Configure
custom Instance
Template details

i

Verify the
Cluster
Deployment

6

AL SA- T
I uu.*i

Upload
Cluster_Function
zZip file
to Function app

I

8
Craate
E— FTPS
Cradentials
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{8 NLB 7£ Azure %38 Threat Defense Virtual 2t tsszlisniz [

TiE=18) PR
(1) AR FEHL M GitHub T 2RI S Ao
( 2) A ML {5 T 75 1 B 80k 18 24 azure ftdv_nlb_cluster.json #l
azure ftdv_nlb_cluster_parameters.json .
3 Azure Cloud QTR . HEHL 45 R M
4 Azure Cloud TR E B AR .
5 Azure Cloud Bt S PEAN A S
(6)  |Hemriig Yol AR 5
- Azure Cloud A58 FH R BN P i) 5 B oy MR B
3 Azure Cloud 67 FTPS EifF.
o5 A AL # Cluster_Function.zip S _1-4% %] Function N H] .
FHEE

DU AR B i W] 1 481 NLB 7E Azure H T3 #i%% Threat Defense Virtual Z2# (1) TAERE -

. Azure Cloud

2
Create a VMSS3

from the
Market place
image

——— Attach interfaces configuration in - ———

3 4

Add day 0 Update scaling

instance count
customData field

Management
Center
TiE=(E TR
(1) ESTREH T4 0 VMSS.
(3) | AEm He
{’5}. AN # customData 7Bt FF 3 Il Day 0 fic & .
(2) AL SR RS AT v
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BIIR514
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v 3t Z th 89 Threat Defense Virtual SRE &£ 8% |

TiE=18) I
(5) AL it % NLB.
6 CEGD VRN Y

LUR S BR AT 72 GitHub "3RI SEAE AT AR, SEAAMAEERT 45 H

M Cisco Secure Firewall WA 7.4.1 FFif, 0] IAERA 2 Wi DS H0 N BB ER. ZAUER “sh
W7o IR L B RN “CCL” HEIERE R, 15 H G2 Wi -

azure withoutDiagnostic ftdv nlb cluster parameters.json fil azure withoutDiagnostic ftdv nlb_cluster.json
B
RS I 0 R
* azure ftdv nlb cluster parameters.json - F T4 .45 NLB ] Threat Defense Virtual 24 A\ S5
AR o
* azure_ftdv nlb_clusterjson - H J-#3& H 45 NLB [¥J Threat Defense Virtual SR AR .

TS T $2 11 R0 A] R AR AR -
* azure_withoutDiagnostic_ftdv_nlb_cluster parameters.json - F - 43 E 4 NLB HIGi2 Wi 1116
Firewall Threat Defense Virtual 2274 A\ Z 50 AR o

* azure_withoutDiagnostic_ftdv_nlb_clusterjson - f§f ] G2 Wi#% 1 1¥) NLB #3%& Firewall Threat Defense
Virtual SRR -

o LARVIERF AN R B PO, TEARE B O A AT 284 B DU e AR IS
AATIXEEABR I A ol LA A REST API. 1% Cisco Secure Firewall Management Center 5
LR

o FEAE B PPC S Ny SR AEASTR IS B JU) 1P 2 PR SR 44 PR UL T A8 7 1) SRS o
* Hfi{# Management Center Virtual &\ 3R75:& 2414 1] .
o KA NS Management Center Virtual )i :
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Network: any-ipvé4

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10
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Network: any-ipv4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11
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cluster/azure.
1 BT 5 230k 1E 2 azure_ftdv_nlb_cluster.json Al azure ftdv_nlb_cluster_parameters.json.

fEIE TS S Wi SO0 T EE R R S5, B2 Wi
azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json /1
azure_withoutDiagnostic_ftdv_nlb_cluster.json.

33 Azure [ 1)/7: https://portal.azure.com.
AU .

a) {EEZK (Basics) iLli-RkH, M N8R IEPEITH (Subscription) F1#%iE4H (Resource Group).
b) I X1 (Region).
Bl BAT VYA T AN 4 BB, 20T, IR ANEB RIS R

2 [ https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
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azure_withoutDiagnostic_ftdv_nlb_cluster parameters.json Fl azure_withoutDiagnostic_ftdv_nlb_cluster.json
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a) BRI
1. 7EEZK (Basics) Uik, M FHuglrhiEkseiT A (Subscription) 135 iR4H (Resource Group).

2. b) EFEITH ) XK. il T—AN: 1P k.

b) TR
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I R B 12 Wi Y Firewall Threat Defense Virtual 7.4.1 8255, W AZnkid 12 W X 61 2
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a) M Bl > RINERE (FHEEXIEREE) .

b) riili E4RIEE P LR B S HIER.

c) AiimnEsc (Load File), %X 4% azure ftdv_nlb_cluster.json ok
azure_withoutDiagnostic_ftdv_nlb_cluster.json (1 R EEFATLE LWL .

d) sidRTF-
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a) WAPTHRIE, REATHEE + €& (Review + create).
b b
X T AR IR B R an R 5 A, AR I R SR L (R 16 ) o BUKHIVEH

FIRES TR

b) fESUEML S, st (Create).
TESEHIFIRIZAT IS, I & sk BT — N5 fUIFE A show cluster info i & K46 UF 2

& 14: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A
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curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy
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{
"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics
template, set this parameter to OFF.
. "FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",
"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

A7 Ry Threat Defense Virtual 208 &£ 2% .



B s rwewarymEsz RS

Gt

NIES T AR 0 KIECE .

{

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

"AdminPassword": "password",

"FirewallMode": "routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.

"FmcIp":"<FMC_IP>",

"FmcRegKey" : "<REGISTRATION KEY>",

"FmcNatId":"<NAT ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30",
"ClusterGroupName": "ngfwv-cluster",
"HealthProbePort": "7777",
"GatewayLoadBalancerIP": "10.45.2.4",
"EncapsulationType": "vxlan",
"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

}
}

\)

//mandatory user input
//mandatory user input
//mandatory user input
//mandatory user input

AR R HIRRIG B ERE, SR ESE N ES //mandatory user input
T Azure IBATIRGUR BB E, 154518 2 AL LA ¥ & 1) HealthProbePort .

Xt CelSubnetRange 22, TR E M xxx4 THAGHT TP HBhEEE . #OREZE DA 16 TR

IP bk, R H T IFAEAISE R 1P Huhik () — 2 o5 4] o

R 3 FFIRFNLER IP kR

CIDR #2494 IP Mk L5 IP i
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

{EF3 Azure B9 8 E X B & €13 Day0 BiL &
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"AdminPassword": "password",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",

"FmcNatId": "<NAT_ID>",

"Cluster": {

"CclsubnetRange": "ip address_start ip_ address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",

"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment_ id",
"ExternalSegId": "external segment id"

}

}

Gt
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"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics
template, set this parameter to OFF.

"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",

"run config": [

"cluster interface-mode individual force",

"policy-map global policy",

"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",

"management-only",

"nameif management",

"security-level 0",

"ip address dhcp",

"interface GigabitEthernetO/0",

"no shutdown",

"nameif vxlan_tunnel",

"security-level 0",

"ip address dhcp",

"interface GigabitEthernetO/1",

"no shutdown",

"nve-only cluster",

"nameif ccl_link",

"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",

A3t = th#Y Threat Defense Virtual S8 E 55 [}
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"segment-id 1",
"vtep-nve 1",
"interface vni2",
"proxy paired",
"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",
"vtep-nve 2",
"object network ccl#link",
"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"nve 2 ",
"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu vxlan tunnel 1454",
"mtu ccl link 1454"

]

}

ST T 0 R MUA 7.3 FNE R RRA BCE R

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ID>",
"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",
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"nameif ccl link",

"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl#link",

"range 10.45.3.4 10.45.3.30",
"object-group network cluster#group",
"network-object object ccl#link",
1 "r

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster",
"local-unit 1",

"nve

Fomeknss- 2T eows nns

//mandatory user input

//mandatory user input

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",

"priority 1",

"enable",

"mtu vxlan tunnel 1454",
"mtu ccl link 1554"

D SR B D RING g AR R, T DR MBC E P ER //mandatory user input.

FHHEREERT S - £ T GWLB (ERE

B R, DM EA T T .

KR
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1§ J1] az vmss create CLI A SETHECN 0 9T 7 A5 G el EEAUUL IR 4R

az vmss create--r esour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku < InstanceSze>
--image <FTDvIimage> --instance-count 0 --admin-user name <AdminUserName> --admin-password

<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual Networ kName>
--subnet <MgmtSubnetName>

SRR - W SR AR R
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LI {1 azvmsscreate CLI )\ SEFITTHE00 0 BT 7 WG G 2 B P ATAR4E .

az vmss create--r esour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku < InstanceSze>
--image <FTDvlmage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual NetworkName>
--subnet <MgmtSubnetName>
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale
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"error": {
"code": "RoleAssignmentUpdateNotPermitted",
"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be

updated.” }

* az role assignment delete --resour ce-group < Y52 % F5> --role " Storage Queue Data
Contributor™

* az role assignment delete --resour ce-group < J§ 4 4 Fx> --role " Contributor"
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R

LA AR 3 S0 1) [ SRATE N T 1Y s R T R
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~
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Azure ##4 Firewall Threat Defense Virtual 5£8% B 271 RiZ48 .

=

OB 31— Fi 11 Firewall Threat Defense Virtual <2471 .

N

FH R B B4 B F T+ Firewall Threat Defense Virtual .
LY 38 24 IRV AT IE

4. — /NI Firewall Threat Defense Virtual SZE 47 In S £,

w

WURAERE MY B A2, B Firewall Threat Defense Virtual S2 (RIS & 2l (RAEZR) , &%k
RIGHISER], I8 shFECE — AN sl

ICEN:

A Tl 977 JR R i 2 TP PAY 1) 47 3 R RI R4 S 1) SR o die NIRRT S R 5 n IS TP RS R )

DUR A AE P9 T i i o 2 R b AN R e

1. A1 VMSS $5F5fiE CPU 5N A7 H] % 5 (K ¥ Firewall Threat Defense Virtual SZ47 .

2. WRHZA LB HA MR EACF A2, MR VMSS 1 VM R 518 10 5017 A i
3. JEREIE Y RN, %S AT R R A A

4. S WEIREVFRI YRS GEJ T BYOL) .

5. SEHIRHZE L.

Azure Functions (iBE(5 )

Function & JH 7] #5 Bl )5 B Firewall Threat Defense Virtual FE4E J-7F & ¥ 00l . Function W IE A
DLFE BO A8 0y S FE EL Bl B8 1) Firewall Threat Defense Virtual £EHFIEPEATHE THKI

AL R ISR L TR
cFH=
o X HA AP REIIREN Firewall Threat Defense Virtual £E 5K BN 11K -

* Zt R VF Function M I8 8 F1 T SSH ¥ H 25422 21)1% X 48 1K) Azure B4 o0 TP Hihk, M
% P23 Firewall Threat Defense Virtual 22441 .

o ST AR S 18] 8 Function N HIE R MLAEE TH R

o PEUFRISCHRR N 25 k340 (NAT) OGN D 2 Function A,  BA4% i Function 3 F ) H v
IP k. BRI SRV M NAT W6 [ 2 TP Hudik % Firewall Threat Defense Virtual 5247153
AT SSH Vjin], i85 22 41

HR A Y MR T RHMRER FITENME S, 155 W (Cisco Secure Firewall Threat Defense Virtual A
FIHaREY R A shd R T Ak
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-74-gsg/m-ftdv-azure-gsg.html#Cisco_Concept.dita_9ebc39d3-cea8-477a-b699-c0016036c177

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

B it eomE st

GitHub _E BYERE FOEAL I e 1R

MANSH

SERMEGE Azure % USETELAS (ARM) BURRIEIA, JIIFAEI 24 Azure RS CHOAE R BN AR
. B3 B41%) ¥ Firewall Threat Defense Virtual Z2 51 H3h E 41,

Firewall Threat Defense Virtual ZEREH) H s B AR T R EHET ARM AR B30 8, ATk,

* {# i Function N F 5 & H0 T 5E 4 B 8116 HY Firewall Threat Defense Virtual SZ 413 A1 44
A

o Hzh T #I8E M4 & Threat Defense Virtual SZ451 ) NAT $FER& . 17 i) 35 5] S m& A% i
* % ¥ GWLB 1 NLB 7317 4% .

s DCE M T AL AR B A .

£/ B ahi BARR 5 EHE4RAY Firewall Threat Defense Virtual &£ 25
Azure BREIEEE (ARM) 1R

MRYGIEAE Azure FONERELI A (NLB 5 GWLB) ##IIHIds, i A sl AR T FAR 0L T PR
E

GitHub _EFfit 17 LUK :
* {fi[i] NLB [ Firewall Threat Defense Virtual ZE5E1K H 309 REAR W 7 SR :
azure ftdv nlb cluster.json.json, AJAIfFK arm-templates 3RHL.

* ffiH] GWLB 9 Firewall Threat Defense Virtual 2510 B 303 R MR L 7 S04 «
azure_ftdv_gwlb_cluster.json, AJAfFHK arm-templates FKHL.

WE Azure BRZRANECE
* J-1+{£ Firewall Threat Defense Virtual <41 15 FHEERF MR BN H]: cluster functions.zip.

* Firewall Threat Defense Virtual F T8 A &MY 5 TAERUIZ 85N AR«
logical app.txto

R T RS HI AL TR, — B e XL, ] LLEER Azure BEUEE PEES (ARM) AR
BRI Azure VT I X 282250 1] 3 Firewall Threat Defense Virtual. 751§} GWLB for Azure [¥]
Hah e, WAl TR, Kb P B SN S E . SEARH TS
MAFHMW,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
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wrss [

¢ BIRSH
SH A RIFRIE/ZEE |teR HiRGIELER
resourceNamePrefix FAFERE (3-10 | BT BUEHAL I AL 5 L AT SR 44 | New
ANFFE PRz .
e KBt /NS FRE
s fdy
virtualNetworkRg TR JEAN I 2% IR L A PR AT
7~l: cisco-virtualnet-rg
virtualNetworkName FRFHR MR L 2 FK (S DA
7Nl cisco-virtualnet
virtualNetworkCidr CIDR #4{ JEPL %) CIDR (LRI WEH
XXXX/y
mgmtSubnet FRFHR FHTMAR (SaE DAy
7Nl cisco-mgmt-subnet
dataSubnet S BT (B
7~f: cisco-data-subnet
cclSubnet TR H AT BB 1 I A4 R
/il cisco-ccl-subnet
cclSubnetStartAddr SEEE CCL ¥ IP Mtk (A 4y
. 3.4.5.6
cclSubnetEndAddr TAT R CCL ¥ IP Hhtik (1 25 Ay [l
il 5.6.7.8
gwlbIP FRFHR GWLB C7EILA Hdls 1 M el
i,
il 10.0.2.4
dataNetworkGatewaylp AT H a1 M IR R S% TP Mtk
il 10.0.2.7
outsideSecurityZoneName FRFHR TEE OB 2 A X 54
7
il outside-sz
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SR A SIFRYME/ZEE | iRR FEC LR

TDvmManagementUserName TG R TDv EH A4 .
A ARVHEME “admin” fE N H P
%o

diagSubnet FAFE 2R (Bl . i/
7~H: cisco-diag-subnet

insideSubnet TR W T AR C(Ead) . WA
7~ : cisco-inside-subnet

internalLbIp TR PR R P I i TP | B
Mk (2 .
filtn: 1.2.3.4

insideNetworkGatewaylIp PG B C TP il (261 WA
@ .

outsideSubnet TR AT AARR (AN . mAH
7~Hl: cisco-outside-subnet

outsideNetworkGatewayIp F4 AR TP (B . WA

deviceGroupName S Bl KB B TR i A 4l (O | I
BED

insideZoneName AR 7 K B BEARCy R R IX A | DL
7o(ealE)

outsideZoneName P B K B H ROy TR AN X 44 | IR
A

softwareVersion R Firewall Threat Defense Virtual i | LT
A CGERZE IR N R fr 1) R ik
=D

vmSize EXaEs Firewall Threat Defense Virtual 22 | A~ i
BIHIR/N (AEEBE SRR AT 42
PIRAFIEF

ftdLicensingSku FAF R Firewall Threat Defense Virtual ¥ | 43 H

A (PAYG/BYOL)

VE: PAYG fEAAS 6.5+ Fh527
S
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wrss [

S84 SEVFRME/EEL | 5LRR HRGIEER
licenseCapability EE 45 | BASE, MALWARE, URLFilter, | ASiE f

7% R THREAT
tdVmManagementUserName FRr Firewall Threat Defense Virtual | New

VM EHEB AR 4.
XAgEE “admin” . HSH

Azure I T VM EF A F 44
HEN,

tdVmManagementUserPassword | 5243 £f * Firewall Threat Defense Virtual | New
VM RV BB T R

B R 12 B 72 N7
5, mHWHEA: N5, K
G, B PR R
AN 2 A

ERR

FER FR AN A T A A 2 o

ftd AdminUserPassword TR Firewall Threat Defense Virtual &
OV .

TR

(RS

TDvmM anagementUser Password

SRR E ] T 2

fmcIpAddress FI Bl KBS BE s (RS TP Mk | B
XXX (2

fmcUserName FL R B kR ) 4, BES | WA
PERR (2 faE)

fmcPassword FARFE IR Bk BEE I GO P20 | B
B K B B RO S50 (B E)

policyName A H 1E Bk st th Al | A
A (EAIED

clusterGroupName FIFH TEF 2 R 57 A % v A 281 A 4t
oA FH AR AR A A4 R o

~l: tdv-cluster
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SH2

SIFRY(E/EE

152 AR

FIRGIEXE

healthCheckPortNumber

FREESHE- s T SEX RN
P PRI 2R A s A AR BUAG 2
Ui 15,

7~ 8080

functionHostingPlan

IHRERBEFLE T GRAEAEIAL
HEATE R, @
LERD .
BRAE: DIFE

functionAppSubnet

BREN H M AFR (DAl .
7~ tdv-fapp-subnet

functionAppSubnetCIDR

PREN 7 M ) CIDR (2.3
@) .

7~ 10.0.4.0/24

scalingMetricsList

TR EE 45 A5 o
foVF: CPU MW A7

scalingPolicy

POLICY-1/POLICY2

POLICY-1: *4{Ffi Firewall
Threat Defense Virtual 3341
BAE PTG & ()RR 7] N R i 4h
O KR Nk
.

REE 2: 4 VMSS T E
Firewall Threat Defense Virtual 1%
A& ()1 350 87 B8 A 0 B (A R L ) [
WL e BB, K fih Ay
.

TEWFMEOLT, W @A
RFFAAS . 4T Firewall Threat
Defense Virtual 1% 7% )73 1%,
FEFITBCE R R SR () AT A 1)
FRBER, KRNy E.

ANIEH]

scalingMetricsList

T HEd B SR iEhr.
foiF: CPU. WAF
ZRIME: CPU

ANIEH]
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wrss [

SH2

SIFRY(E/EE

15t AR

FIREIEXE

cpuScaleInThreshold

TAFHR

CPU fEbrII ¥ e BE (LAY
S HCR AL o

RINE: 10

4 Firewall Threat Defense Virtual
b T ULER), Bk d k.

152 [ Azure H 1] Firewall Threat
Defense Virtual Z27 H 3§ @&
B, 54 .

AN3EH]

cpuScaleOutThreshold

CPU fEbrr ¥ e (BAE
AL o

RIN{E: 80

24 Firewall Threat Defense Virtual

fabr UL, Rl A b A
Jig

“cpuScaleOutThreshold” M 4H£%
AXF “cpuScalelnThreshold” .

152 % Azure H 1] Firewall Threat
Defense Virtual 28 Bah¥ i
o, 54 0,

memoryScaleInThreshold

WAFFRFRI N T B (L
S ERAL) o

24 Firewall Threat Defense Virtual
TebME T ILER, HaRd k.

152 % Azure H 1] Firewall Threat
Defense Virtual ££5f H 33 i
o, M54 7,
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/N4t % B8 Threat Defense Virtual 82 &£ 5 |

BH% S FfE/E | i FEGIEAR
memoryScaleOutThreshold S WA EERRIORE L R (UL | B

Iy EEA AT .

> Firewall Threat Defense Virtual

febr i T UCERT, Kb A g
“memoryScaleOutThreshold” [

[CEA NN
“memoryScalelnThreshold”

1 Z [ Azure " 1] Firewall Threat

Defense Virtual £E7f A8 %
o, 254 01,

minFtdCount

A

TEATA 45 5 I TR), AR Fa]
H) 5% /)N Firewall Threat Defense
Virtual SE61%L,

w2

maxFtdCount

A AR VPR 5K Firewall
Threat Defense Virtual SZ45)%5 .
w10

s

W ER P kIR E IO A e
I B

Auto Scale NS A AR
Hveh, RiEAEE,

metricsAverageDuration

VNI BB ibeE e

e o W = A Nl
] CLLM BN A7) o

WER AR PE R 5 (P S 43
B0, W4 TR Auto Scale
Manager i, ‘eIt % 5 4>
BN R bRPIIE, JFHIE T
SEEME YT R YOE .

P

T Azure FRI, 1 1. 5. 15
130 SEATHT
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wrss [

o E SVFRYE/ZREL | 15ERR TREIERE
initDeploymentMode BULK/STEP FEGEH T8RS, s

FREEAALE F A Firewall Threat
Defense Virtual SEZ4] ) o

BULK: Auto Scale & H #5355 2%
WK HATHE “minFtdCount”
¥ =1 Firewall Threat Defense

Virtual 241 .

PR 3

AR IATI A, AET B
KBS L BRI, W%
JIGE Py 0 1) 7 K R B

STEP: Auto Scale 5 P 2555 4% I

THRITAI BRI AN 2
“minFtdCount” %3 1] Firewall

Threat Defense Virtual ¥ 4% .

iR

STEP &It LA I (] 2K 5 3
“minFtdCount” %3 52451 5F

{EH By ks B0 BT

B, RESIEAT, (HAE

IR .

BULK &A1
“minFtdCount” #{ &[] Firewall
Threat Defense Virtual T 1%, 3% i)
HJ 8] 5 — X Firewall Threat
Defense Virtual J3 sl #H[H] (K4
CRIHATIEATHD , A Pk R
B L VR R EAT
o
& “minFtdCount” &1
Firewall Threat Defense Virtual
PRAE BRI SN R = R 3 —A
Firewall Threat Defense Virtual
B FERY IS T+ 3 /A
Firewall Threat Defense Virtual
Jt F IS ] * minFtdCount) o

*Azure XPBT BRI AT A4 LAE A IR AAIRE], 268 BRam NG 7R, FEEREEEE
AT EL A HF R 7 -
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. Firewall Threat Defense Virtual 245 B &1¥ R E 12X BERYERE

Firewall Threat Defense Virtual B8 B a1 BEE S EFE RV ERT
Firewall Threat Defense Virtual 7t Azure #3EHA H 3y RGeS L LT N
o #5E ARM B
I E R
I AR

Azure FEFRERBIRNEEZRR

X =BRa#3MN (NLB) - azure ftdv nlb cluster autoscale.json, 4[] ARM BRAE
Azure T EE BT By B I HEN Firewall Threat Defense Virtual 22850}, £37E %W IHA P A DL N %

* REAUBLBILE (VMSS)

© SISO A%

© WER A A%

* Azure BREUNV

* SBHRH

« A O T8 DA B 1D

ffi ] GWLB - azure ftdv gwlb cluster autoscale.jsonflE Azure 1 BA HEY &
Iiif ¥ Firewall Threat Defense Virtual £EHERT, 2 7E P41 04 LR 2EU5

* EHL (VM) BB IUNUELE (VMSS)
* MG Hr s (GWLB)

* Azure BRHUV

o BN H]

o D2 At it

o BT (0 AR A P AL

& A B ohi BREH Z=ERE Firewall Threat Defense Virtual (£ 8%

{EH] ARM #HTE Azure b8 A A 304 AR 7 11 Threat Defense Virtual 224, AR 46 b &5
I =G (NLB) 1 FH =615 GWLB A 261, 1B 555N 30T AC & & 24 ) ARM AR, DUELE Azure
B A 33T RE I Firewall Threat Defense Virtual SE #5225

FHIa Z Al
M GitHub T#ARE R4 E
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1§ A B hi RAR R ZERE Firewall Threat Defense Virtual ££3% .

T 7 Azure H{# F] NLB fi# ¢k J7 22 () Firewall Threat Defense Virtual 2£5f B34 B2 — 3T Azure &
VT HLES (ARM) BEMUPSE, © A Azure $AETITCIRSS Sy SE et CGEHNH . Azure PREL.
IR RN R ES) .

[ 17 Azure (1)1 GWLB fi# 4k 77 % (1] Firewall Threat Defense Virtual S22 —FhIE T ARM IR (19355
2, A2 GWLB. MZ3Ent#iti. Threat Defense Virtual a4 . TR 25 20 15 HoAth e 75 7%

(LR S GES I Suy SO R
NN Azure A B shy JEA#R YL 7 Z ¥ Firewall Threat Defense Virtual 22857 3 10 304
SES PRI RRAS 1R 38 28 R AS FIASEAR v A GitHub A7 22 R 1

o
i

LI TR Microsoft ik 7 FH 7 44 R i %6 5% Microsoft Azure [ ]/ (https:/portal.azure.com)s.

HIE2 L RS P &R 4R (Resource groups) P11 &R 4E (Resource Groups) IR IETI . #OKH
FNZIAAEIR B ARSI R T SR A — N I R R AL SR B — NI s TR A
40, threat defensevirtual AutoScale.
;

ROV Aubaleny

[4) FTOV_AutoScale

!!!!!

B3 Ll EIEEIR (+) (Createaresource[+]), MEHGHE QI Y. HEmP R Bos 622554 (Create
Resour ce Group) Ui+ .
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https://portal.azure.com

A3t Z A HY Threat Defense Virtual 3B &2f |

B =5 =@ K4S Firewall Threat Defense Virtual &3¢

Home > Resource groups >

Create a resource group

Basics Tags Review + create

allocate resources to resource groups based on what makes the most sense for your organization. Learn more &

Project details

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to

Subscription * (O | cisco-secure-fw-virtual-dev

il
Resource group * (& | secure-firewall-demo-rg \/|
Resource details
Region * (@ | (Us) East US v |
S A 4. SRS R R EIIMLE (Virtual Network) , LAUs ] “ L7 (Virtual) P4 R4 . Al
TG AL 4%
« X T GWLB i, OUEA A, K. CCL T AT A0 H Kol s
« XFF NLB #05%, SIS EE. NEB. AN CCL R pR$w FH R R 2% .
Home > secure-firewall-demo-vnet
<.~ secure-firewall-demo-vnet | Subnets
Virtual network
[)3 Search ¢« + Subnet - Gatewaysubnet () Refresh
<> Overview
[ © Search subnets
B Activity log
8a Access control (IAM) Name Ty IPv4 1y, IPv6 Ty Available IPs Ty
@ Tags Management 10.0.0.0/24 - 251
# Diagnose and solve problems Data 10.0.1.0/24 - 251
v Settings Outside 10.0.2.0/24 - 251
4> Address space Cel 10.0.3.0/27 - 27
& Connected devices FunctionApp 10.0.4.0/24 - 251
<> Subnets

PS5 EI8EHIF (SearchtheMarketplace) ', #A\1EIRERE (Template deployment) (fiff] & X
NG E D » SR JA % Enter o

FIR6 il (Create). GUEBNRINA Z AL, EFFFESRIERR PIRFEMEE B SRR (Build your own
templatein editor).
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1§ A B hi RAR R ZERE Firewall Threat Defense Virtual ££3% .

Home » Resource groups > rselvaar-latest » Marketplace >

Custom deployment

Daploy from a custom template

Select a template

Automate deploying resources with Azure Resource Manager templates in a single, coordinated operation. Create or
~

select a template below to get started. Learn more about template deployment 2

f Build yvour own template in the editor

Commaon templates

Create a Linux virtual machine
Create a Windows virtual machine
Create a web app

Create a SQL database

aoff

= Azure landing zone
Start with a quickstart template or template spec

Template source (D (®) Quickstart termplate

O Template spec

Quickstart template (disclaimer) (0 | s

SRR (EARIBARAR A L1, MIBR AT BN A A BB Y
azure ftdv gwlb cluster custom image.json i
azure ftdv nlb cluster custom image.json C(HAKEIRTEL Azure BN AT R

iR EINFRM) FHINE, KA iR EF. B8 R s (Load file), AEKITHEHLR I
AR
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B 7599 =R =5E Firewall Threat Defense Virtual 3

Home > rselvaar-latest > Marketplace

Custom deployment

Deploy from a custom template

0 MNew! Deployment Stacks let you manage the lifecycle of your deployments. Try it now =

Customized template of 5’,’? ‘{:? dgb

16 resources
Edit template Edit parameters Visualize

Project details

Select the subscription to manage deployed resources and costs. Use resource groups |like folders to organize and
manage all your resources.

Subscription * | cisco-secure-fw-virtual-test |

Resource group * () | rselvaar-latest L
Create new

Instance details

Region * () | ws) East us

Resource Mame Prefix (O | gwlbtmp |
Virtual Metwork Rg (O | ftav-gwib-template-verification -
Virtual Network Name | ftdv-gwib-template-vnet ~ |
Virtual Network Cidr @ [ 101100186 >
Mgmit Subnet | mgmt o
Data Interface Subnet 0 | data i
Ccl Subnet O | ecl o
Ccl Subnet Start Addr @ [1011.44 —
Ccl Subnet End Addr 0 | 10.11.4.28 wr”

I 2= h# Threat Defense Virtual 2558 &3¢
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Custom deployment

Deploy from a custom template

/I B3I MR T EALE Firewall Threat Defense Virtual &£ [J|]

ﬁ New! Deployment Stacks let you manage the lifecycle of your deployments. Try it now —>

Function Hosting Plan (O
Function App Subnet (i

Function App Subnet CIDR (0
Gateway Load Balancer IP (D

Data Network Gateway lp (D)
Qutside Security Zone Name 0
Image ld (D

Vm Size O

Ftd Vm Management User Name (&)

Ftd Vrn Management User Password (1)

Ftd Admin User Password (O

| consumption v |
| FunctionApp v
| 10.03.0/24 ]
(0014 9
| 100.1.1 |
| outside v

‘ /subscriptions/1fdf9165-db4d-4fc9-814b-8475c5adc637 /resourceGro... \/|

| Standard_D4._v2 v |

| test |

BEEEREERE R AR |

43t Z A K Threat Defense Virtual BB 532 ||
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B 7599 =R =5E Firewall Threat Defense Virtual 3

Custom deployment

Deploy from a custom template
Fme Ip Address (5
Fmec User Name (0
Fme Password (L
Policy Mame (0
Cluster Group Name (L
Health Check Port Mumber (D
License Capakbility (2
Scaling Metrics List
Cpu Scale In Threshald
Cpu Scale Out Threshald =
Memaory Scale In Threshold £
Memaory Scale Out Threshaold O
Ftdv Performance Tier ()
Ftov Node Count (0
Metrics Avarage Duration )
Inat Deployment Mode 0

Scaling Policy 0

SL170 30222

[ clusteruser

| e P E L)

_ test-mooess- policy

' Cluster3NicGroup
8080

| BASEMALWARE,THREAT

CPU

10

a0

| BULK

POLICY -2

TR 8 AU T BN PG S AR SHNTEAGER, WSHMASE, RendhER+EIE

(Review+Create).

SR WM R G, el Azure i ¥k )7 Z 618 Threat Defense Virtual H ¥ TR IITA . 152
PR, ZREBY (Type) FI IR TR, WI5ZH N VMSS. fakiyfiias. AJLIP b

hE5E.
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%82 Azure Functions 7 8 .

T—2Hit4
¥5%8 Azure Functions N , 25 71 11,

=2 Azure Functions [z

5 ARM BRI, Azure 24 FR A <resour ceNamePr efix>-function-app I8N A .

LB L EITE ARM BN G 1) Function BT,  FFPUAT LAT #4E:
AR HEAT UL R a4, K4EHF 3 303 & Azure Functions #5555 21 s £ H

az functionapp deployment source config-zip -g <Resource Group Name>
-n <Function App Name> --src <cluster functions.zip> --build-remote true

I 2 {5 Azure Functions J&5, 0] LLAE B& BN FH IR EIR 8 70 A B AL 1) pR AL

5 #T Azure 1255

WAL HIFE 2 Autoscale DIfEMT B A4S . ARMABI S QIE A E TN, )5 T T ) 8o,
P2 A0 Auto Scale Wi A HI BT 145 &L

P MAEHEE T SO LogicApp.txt Tk B BIAHL R S8, SRS W1 B Frs i AT St .

EEEM
FEAREEZ T, BT IF B P AT I LD IR

KEFHPRASTE ARM B BT, DUERS S K BEBA T N
a) M. THTE “SUBSCRIPTION ID” Jf#i il H ID 15 &

b) W BIFA “RG NAME” FFE A 5 (1) % IR 42 7R
¢) Wi TP “FUNCTIONAPPNAME” J#5 4 Ay 165 1) o8 K 44 7% o

PAUR 7Rl 7R T LogicApp.txt SCAFH 1) JLAT :

"AutoScaleManager": {
"inputs": {
"function": {
"id":

""/subscriptions/SUBSCRIPTION 1D/ resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPENAVE/ functions/AutcScaleMarnager”

}
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B2 Azure 1B55 7

}I
"Deploy Changes_to FTD": {

"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":

""/suoscrdptions/SBSRIPIIN 1D/ resaurceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIORPRNAVE/ finctions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":

""/subscriptions/SUBSCRIPTION 1D/ resourceGroups/RG NAVE/providers/Microsoft . Web/si tes/FUNCTIONAPENAVE/ functions/DeviceDeRegi ster"

}
}I
"runAfter": {
"Delay For connection Draining": [

d)  CAk) gafRfm e i bE, SRR ERAME (5). XS e Wifilh & Autoscale [ IAITAIRG . LA R 7R{o) &
78T LogicApp.txt S ) JLAT

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval”: 5

} ’

e) (AL g B THES N, BOREE BRI (5). IX2 W M3 EIAEWIN], 7EM R4 2 11
M Firewall Threat Defense Virtual S5 AT IE B FII (A E] B%G . LR 7~ BiE 7~ T LogicApp.txt SC 14

LT
"actions": {
"Branch based on Scale-In or Scale-Out condition": {
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

B CATHE) G HI ], SRR ER ML (10)0 K REAEAN Y T S5 E AN ST AE T A 1
BT o T LogicApp.txt 3P () JLAT

"actions": {
"Branch_based _on_Scale-Out_or Invalid condition": {
"actions": {
"Cooldown time": {
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a4

E=# Awre 280 A ]

"inputs": {
"interval": {
"count": 10,
"unit": "Second"

XL R LI Azure [/ 588 A7 RTEAIE R, 120 Azure SCRY.

7%, ARG ATHRTE (Save).
B 15: 1245 M A E

$I22 52BN FHCREILE (Logic App code view), MIERERIA P 25 3R Wi 455 Y LogicApp.txt ST N

@ MO-lgC-a0p | Lo 20D code e
¢f» fidv-logic-app | Logic app code view

* ugp
& Clagearie and sobve pratiems
Euvriopment Tooks

A Loge mop deiigrar

PR3 RAFZENHIN, T “ZH7 ORE.

16: BRI EN A

4 5 5 Auto Scale Manager i, i fiii B A (Enable).

Mikcrosoft Anre

«  Ndviopeage
&) fedv-logic-app
2 Overvien
+ Contral U5
B acyiog

Access control (4M) e
DT a5 B AT

-
¥ Diagrone and solee problems Summany
Development Books Srigger
& Logic app designes RUAING
Recarence

@ Logie s uode view

W Fuamg ey § it

ke FORLLATION
PR p— Evalusted 2 bmes, fred 1 mes in the st 24 hours

W Ralease noter

11 rigger, 34 besicas
Disabled

s 10 sweoenthul, §taed

COUNT
36 adtions

SRA A, a6z T. sidi “IEAEIE1T” (Running) AR AT EHTHE)
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B =ccramesans

[ 17: 1 BEE N RIEITIRTS

2, Runs history % Logic app ren

—

-]
n e 1
st e - |
¥
g s L
- . [as s ™
l’ °
. sz comtars -
\L o
| [ &
J .
B o rscmes s et )
.
-] ("
|-~ — DUl - Ly "

LS WHNHIAE, I 55 E 0 B 58 o
SIE6 £ VMSS HEGIF 2 75 IEAF A1l 5 Firewall Threat Defense Virtual 2245 .

[&] 18: Threat Defense Virtual S=15)iE1T

me > fdv-vmas | instances

0 fedv-vmss | Instances

--------

T Owraen
B aiyiog Hame Status Halth state
‘Access control QAMY 0 e @ Creating (Rusning)

# ng O ram @ Creating (Runring)

o
L]
i

£* Dugnose and sohve problems
Sattings

B insunces

i Mstworking

4 Scaing

= sworage

FESE 7RG, BT AE ARM BRGSO 'minFtdCount' % &4 “3” J£4 “initDeploymentMode” ¥
BN “4bE” . KIKE3BH T =4 Firewall Threat Defense Virtual 241 .

£ GCP ERE & #

LE GCP PB4, ErT LT s, sl (i SE B BEAROR i 2 s AL s m] LURE SR A S A b
GCP 3B fias slARA s B i s (BRI 55 h &) B A i .

\)

AR R E TR O NAT IR BRI 64K M4k
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kNNt

Application Subnet

wivre [

0

Management Center Virtual

Internet

10.10.13.28 10.10.14.27
@)
10.10.13.4 v 11111111
10.10.13.30 10.10.14.29
- &— —D
ILB ELB
Application VM \I “ II
10101329 V 10.10.14.28
application-to-ilb
0.0.0.0/0>10.10.13.4 Inbound
—_—
Outbound

DA R NS R H Sl i . Threat Defense Virtual S22 7E PRI AMTE 1281 2% 2 7] . Management

Center Virtual S F T8 FLAERE,

K H B NS NN A gy, AR IF 1% 50 B3 i o 2 K S AL i 2] Threat Defense
Virtual 28, 4E#ET ) Threat Defense Virtual SEFIRIN B &5, 208 & 2 H L.

K 5N B FANL T B ol i s B AR i 2 9 S i gs o ARG, B S 9 & 3 Threat Defense Virtual

bt RJG PR B IR o

7 GCP FZ}82 Threat Defense Virtual £ B a4 2 ik 57 72
AR S
PUR AR B T 7F GCP 3L TR %538 Threat Defense Virtual 2251 TAERAE .

B 2 :
Download edit
. Local Host tempioies and , templaie
les parameters
from GitHub
5 7 10
3 Uplosd the 6 W private 1P 8 If extemal IP addresses 9 Depioy
Google Cioud Create opioac e Deploy drosas ar are used, set oy
Platfarm GcP 9 ——— infrastructure ——— ed ]
bucket function source ! toTrue In frastructure
ke archive fle yam create VPG ] " eavam! template
connector cluster_function_infra.yam
¥ 1E 1B
zs
— N . Jp. gt
rd
1 AL M GitHub AL
L W
— N AT Ny
() SRS G AR S AL

22 £ % F Ay Threat Defense Virtual 335 &8¢
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cluster
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/N4t % B8 Threat Defense Virtual 82 &£ 5

TiE=Id) TR
3 Google Cloud Platform A% GCP A% 0
=.'/-A.1.-\'.= ARHsEHL 1% Google Cloud BRI A7+ 3 A ftdv_cluster_function.zip.
S
5 Google Cloud Platform A% Google bR ERATRY LA
6 Google Cloud Platform #2& infrastructure.yaml.
- Google Cloud Platform WRAE A TP Mk, 1A VPC R85
8 Google Cloud Platform Qo R A AN TP Mk, TE57E cluster_function_infra.yaml 1
s deployWithExternal IP % & & True.
g Google Cloud Platform | 54 Bé Sy KLl B iR
10 Google Cloud Platform TRBAETE
FehEtE
LUN AR EIUEW] T 75 GCP _ET-3)#8% Threat Defense Virtual Z2# ¥ TAEHFE .
1 Create
Local Host cUn;Jigazrgmn
script
reate 3 4 Create reate Networl reate
Go;)lglttfeu‘r:r:wd |nslan%2i:1r:gmplate c?::;gr;:z:;\;e E;:DS::’H::G Iogd bél;\?g:}rs a‘;d —_— rireuﬁl{;ﬁr for
day 0 instan:iiz;platc to instance group load balancers
configuration
|
v
7 Create 8
Manca;g;:rent Acces;zrﬂu\es Cjndtdm\
Health check Node
traffic
TiE=id) TR'R
Ay A Q% Day 0 RLE A
.
5 Google Cloud Platform {8 H] Day 0 P& 0 £ SRS .
3 Google Cloud Platform &,
. Google Cloud Platform | Gzl 41 F IS i AR

I 23t = Threat Defense Virtual 53 B 52 5%




=R

{5 S %R 7E GCP PN E L 7I4E

A8 SEGIREARAE GCP Hh 838 SE 91 4

N3t % BB Threat Defense Virtual Z8 2 &£ 8

i [
TiE=sia) TR
5 Google Cloud Platform | 64 NLB Jf I ] 54 141
6 Google Cloud Platform | /g NLB {19 K i1
(7) |E®PO GUREATR IR AR 10 B
(8)  |msiL AN

PR SR AR AT 75 GitHub " 3RE . Z U2 A BN, SEA AR 45 .

o RVUT R AR B AR - deploy_ngfw_cluster_yaml
» ML E AR REIS E AR - deploy ngfw cluster.yaml

FHia Z |l

* {fi[f] Google Cloud Shell #EAT#& . o,

Google SDK.

o BLAVFETE B 30 i B O

o TR BRI S 4 AE cluster_function_infra.yaml g

FEBE GitHub F 3B A S

#0] LLAEATA7] macOS/Linux/Windows 1 & 41L_F 1 FH

e F AR B O A AN R E AR, 2R
IMTH REST API. 5% % (Cisco Secure Firewall Management Center & FL¥EFG) .

{5 FH BT 735 19 resourceNamePrefix 250 (41 ngfwvels) FHAb BT 5 10 FH 7 4 N\ K g
infrastructureyaml. cluster_function_infra.yaml 1 deploy_ngfw_cluster.yaml.

M Cisco Secure Firewall A 7.4.1 FFf, 0] DAER A S W B0 R B 4EHE . BE U AA
S AR B BRAN CCL 2 ERE, il 4E Infrastructureyaml #1 deploy _ngfw_cluster.yaml SCf4F

oK withDiagnostic 45 f: % & 4 False o

SE M) SRS A4 R UL IC D7 1) SRS

IEVERL, GitHub 1) east-west Fl north-south SC4-J2HH#BH —4~ deploy_ngfw_cluster.yaml . #)

i R BT Y (R o

3£ Z i #Y Threat Defense Virtual 8 E 55 [}


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp

/y 4t = Fh B Threat Defense Virtual #3E &£ 5¥ |
B =ocrrromzsssn

P33 ATH Google Cloud Shell B A, LA AL Google z< BRI EIFA-A4 SCF ftdv_cluster_function.zip.
gsutil mb --pap enforced gs.//resourceNamePrefix-ftdv-cluster-bucket/
it b 1) resourceNamePrefix 4% 5 #57F cluster_function_infra.yaml 145 5 ) resourceNamePrefix
AR HEILHC .

B S RPSE S o S g RS e M A S B O

-
zip -j ftdv_cluster function.zip ./cluster-function/*

LIS AT Google YRA7FHRY

gsutil cp ftdv_cluster_function.zip gs://resourceNamePrefix-ftdv-cluster-bucket/
7 L RIE g SR T g

gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml
PR R 2L TP Mok, AT RL T AR

a) ¥ M Threat Defense Virtual % 2 VPC i 3))Jf 1% & Management Center Virtual.
b) AU VPC &4, LK Google Cloud Ljfig 55 Threat Defense Virtual i B VPC 145

gcloud compute networ ks vpc-access connector s cr eate vpc-connector-name --region us-centrall
--subnet resourceNamePrefix-ftdv-mgmt-subnet28

L8 W AL AN T Threat Defense Virtual s& 62, Jf H. Threat Defense Virtual 75 Z24M IP Hudik,
WG ERAE cluster_function_infra.yaml H# deployWithExternall P & 4 True .

PR EER IR Bt .

gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yaml
FIE0 HEER.

DS i o | N EEECFE (IR

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

2. M TIR-PUH NS

gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml

£ GCP FF iR E &R

LTEHCEEME, VT day0 FHUE, HEERENY AL SRRRFEHIT RS IR B KR B AL

I 23t = Threat Defense Virtual 53 B 52 5%



I » 4t = F B Threat Defense Virtual Z3E & 5f
secpeiznayeE ]

73 GCP €132 Day0 EC &
§ T LA 2 1 2 SRR

{£F GCP BY[E EEL & K £ Day0 L &
i 5 AL BB sh A R S | SRR E .

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //Optional user input from version 7.4.1 - use
to deploy cluster without Diagnostic interface
"Cluster": {

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"
}
}
fsiat:
{
"AdminPassword": "DeanWlncheS$ter",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster" //mandatory user input

}

)

AR A RE A RIS B I ECE , SR ECE SN ER //mandatory user input .

Wi, 8T ColSubnetRange 45tk , ANAEMFI T HTPEAS IP HUBEAUS WA TP skt . 47 ik
{58, W2 P4 TR R P KL o BRI AT 16 AT THERE TP dhhk. Flgh it 7
FEU RIS TP Bt ) — 51

& 5: FFIRFNLER IP ik

CIDR #29A IP HhE L5 IP it
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
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https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet

/y 4t = Fh B Threat Defense Virtual #3E &£ 5¥ |
B snccrwecymEReZ Dy B E

CIDR #2485 IP ok L5 IP it
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253

f£H GCP B9 B E XECE R €3 Day0 BL E
Tm] LU i R N BEAN R S | SRR P I

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

DR St il i G B S B 0L A L AN 1 I E B e VST, T R
i B EME R

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl#link",

"range 10.1.90.2 10.1.90.17",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"cluster group ftdv-cluster",
"local-unit 1",
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"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu outside 1400",
"mtu inside 1400"
]
}

\)

AR TR IR AN S, R TR L (R 16D o BTG AT RE L g .

FHMEEHT A

PR R, DMEEADERSERE. AT GCP _LIEERE, EAREMH] 4 vCPU HLAS2EL. 4 vCPU HL
WRAMCCRF 4 MR, HAFE 5 MEH . S MR D IHLESRAL, il c2-standard-8.

UK

T i H] day OBCE (FETTEUR > BIRIA S0 h) QU EA S MR D SEIR: AhaE. AES. 45 BE.
WM B

1% 2 Cisco Secure Firewall Threat Defense Virtual A | 355 o

SER2 QUESBIAL, ARJA BB .

FIR3 QI GCP W& T T (NERAISNES) SRS BRI pi4l .

P4 T GCP ML MBI as, VAR B0 ER 2 Sng h A TIZ AR O 2. T2 5 SRV GCP
W28 G B BT R AT IS AT IR DU A, 5 81 T

SRS KB SN BV E B AL SRR EE B L (Pl . 2R 83 UL,

SIFXT GCP M 4& S iy Ess HiTIEITIR R E
Google Cloud R 2 HLE 7R GUKT 7Y, LUK 2 Ji i A 75 0 a0 S AR i Y

152 [ https://cloud.google.com/load-balancing/docs/health-checks, PAH iy X 2% 471 28 440 i 2% B 2 By Kk Bl
R SRJE, LEpr K EaE B O R B U ) U DL e VFis AT RO A . A DR s I P 4 Y [
i Z i https://cloud.google.com/load-balancing/docs/health-check-concepts. 12 [ 15 1) 2 il HL N

LT ERCESAS T NAT FUN,  DUERE IS AT IR GRS 20 5 5 E 10] 267 T 169.254.169.254 ] Google
TCEAR RS 2% . WS E 3 AS T3 NAT.

T8 AT LAV B B8 BT A 32 1 EAT GCP g AT IR GRS 2 (1 % e, X6z L1 TG B S AR BLER I . SR
T GCP iz AT IR A 1% B AN T F, T DU R R4 1 1 G el B T s R AR I R R S H
76
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/products-installation-guides-list.html
https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-check-concepts
management-center-device-config-77_chapter43.pdf#nameddest=unique_624
management-center-device-config-77_chapter22.pdf#nameddest=unique_625

it = F Ay Threat Defense Virtual 332 & 7% |
B 550 oop R s EBHTETRTRE

1t-Ea NAT L0 R BB &

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ngfwy-cls =

Enter Description

Rules

ter by Device Y Filter Rules X

' NAT Rules Before

T} METADATA

-

LB Health Check NAT "B H8-SOUTH

e g g

B METADATA

-

LN
-

-l

#<-78 NAT L R I EC &

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

Enter Description

nat-ftdv-cluster [ ston Worings | ]

Rules

¥ Fiter Rules. X

So

 NAT Rules Before

o, inside outside © 6oP-H G 1o-Eest By 1BEast By Metadata Onsfatse
LB Health Check NAT rule
2 X oyn. ousde  ousi e © 6oP-H T 1LB-West By 1LB-west By Metadota Ons:fatse
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AL F R B I A &

route outside 0.0.0.0 0.0.0.0 <Outside Gateway> 1

route inside 35.191.0.0 255.255.0.0 <Inside_ Gateway> 1
route inside 130.211.0.0 255.255.252.0 <Inside_Gateway> 1
route inside 209.85.152.0 255.255.252.0 <Inside Gateway> 1
route inside 209.85.204.0 255.255.252.0 <Inside Gateway> 1

DR BATER OB i, U AT P S TR ok B iU, DL IS A IR O 2

){‘ %Eiuj“j]ﬂ@]“ﬂﬁlﬂlu (%ﬂ]“‘ﬂ%)

RS T-BhHRE TR, WA MR PR AR R 0 21 BT SR B L o W R TR, T2
FL B2 B K B

R EEREBE 2 AR P v RS N2 B KR B rp Oy B R B RO 2 F SR I BT AT SEA R A
T
FFiaZ Al

o T ARG S LI T IR, A RERE SRR IR B KR B0 o I WA WA
TP, i show cluster info #ir 4.

LB AE P KBS RO b, R IRE > IREEIE, REERERIN > RN & DAL B 1P RS Inds il
Bt o
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& 19: F ik &

Add Device ®

D CDO Managed Device

Host:+

[ 10.89.5.40 ]
Display Name:

[ 10.89.5.40 ]

Registration Key:*

= ]

Group:
[ None ~ ]

Access Control Policy:*
[in—out v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

[ Select a recommended Tier v

[:l Carrier

Malware Defense
(Jpes

URL

Advanced
Unique NAT ID:+

[ ]

Transfer Packets

a) fE EH TB, ARG RITK P bk sl B4 .
BRI T LIS IR TSR 70, (R BT BOAS I i B T 2 AR A e R RE
WRAE R BCE WAL T NAT ID, WA BEA T ZMA ML T B ATRVEAE R, IS HNAT 3
B

b) & BRARR TE, SR P KRB AL A R (KR R T A B

I 2= h# Threat Defense Virtual 2558 &3¢


management-center-device-config-77_chapter1.pdf#nameddest=unique_15
management-center-device-config-77_chapter1.pdf#nameddest=unique_15

2

h)

N3t % BB Threat Defense Virtual Z8 2 &£ 8

weranngeas Fass N

IR A RRANTE T AR, B AGE T T B N A4 B c . #8nT LARY 5 58 eSO A SR R 1 2 A 44 R
FAERE BN R .

7E;E MR EE A (Registration Key) 7B, i AR B4 B0 B I BTl 0 ) — 3 3880 . TE a8 2
A RPE A

CAE) R s I B % €.

TEFEAITAG 7 [B) 45 1) B LUAE T AU I 3 8 3 ¥ 4%, B s — AN s .

TR AN G, AN A A SRS o ST DARY S AR T 1 USRI

New Policy ®

Name *

E )

Description

= 3

Base policy to inherit from

Default Action
(® Block Al Traffic
O Intrusion Prevention

O Network Discover: y
Targeted Devices

[ Select - ]

MG PN H 3 B VR AT E

WERAE B R R RE P T NAT ID, 1B EITE R, IFAEME— NAT ID 7 Berh A A
NAT ID.

e P AR AR B A NE DL SR VF i aoR B AR A B Bl s B

FRATFOL T, BRIETTC R o WERAE A UL TN i % TIPS Bl Snort <5501, Bt 2K F oo
a5 SAEE LA 2R B By OB B O TR I . A RZE R T, AR IE FAE R
B B KGR HL L, ANAOR A

i iEM (Register).

B KEEE BP0y PRI, BEETE BT s e, R R ICR S

WA ST IR o W R AT B AR AR W, VR M2 R AR oL T, FRATTEE
WA E P InAER v &

AR RNTE ] & > REER UM L RITRMN T S5 LR

20: LB ELR

. fdcluster (2)

172.16.0.50(Control) Snort 3
172.16.0.50

FTDv for VMware 720  Manage Base, Threat (2 more...) Default AC Policy

A 172.16.0.51 Srort3
172.16.0.51

FTDv for Viware 7.2.0 N/A Base, Threat (2 more...) Default AC Policy

MRTEAEE M B2 B kB br .
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21: i Rk A

ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

B‘\?Z.‘IG.D,S‘I Snort 3
172.16.0.51 C
ERE

FEARRET ORI R, GCP AR Se i AT A 3L IP HulE 77 5. EEA R Firewall Threat Defense
Virtual £E848 % H] 1P Huhty3 /i 31 Management Center Virtual, 5.0 251 5G7E Firewall Threat Defense
Virtual ERENT 0 BAEF A TP Hubik. 30K 4 GCP Y s R B8 H 7] Management Center Virtual
M R H TP Hhhk st

T DU Rl B B bRt IR A S5 ORISR R B (TS DL o B CHa 7 B L AR B
FAEMHI SR “GRBHEM” AR5 WAET B IREM, HS AR A, 58 95 UL,

Deploy Q ﬁe I+ @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings 0 failures [ Filter
@ 10.10.1.12 Deployment to device successful. 1m 54s
@ 10.10.1.13 Deployment to device successful. 1m 3s
© TD_Cluster Deployment to device successful. 35s

TR 2 W AR 4838 (2) , BUE BRI R
RZ B E AT DN T AR, O ANE ] T ERRE R K o ilhn, r DU iR s 247K,
HH e B AR R 1

TR /1 RE > IREEE > &8 Jife L, WAL B8, IFAHE. RGN BTRR .

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

e
10.10.1.13 +
General A | System PYe

WS DL SRR s 01
« M (General) > BFR (Name) - il i £l 4R%E (&) LR R 2 FR .
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

I
General
Name: @ TD_Cluster
Transfer s
Packets:
Status:
Control: 10.10.1.13
Cluster Live T
Status:

RIGWE AR 7B

General (7

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel | m

s EH (General) > BEERHIRTS (View cluster status) - S BF (View) SR I EBERS
(Cluster Status) X} ifHE .
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B sesmnaeess Eans

Cluster Device Routing
———

Interfaces

Inline Sets DHCP VTEP

General
Name: @

Transfer
Packets:

Status:
Control:

Cluster Live
Status:

4

»

TD Mative Cluster

Yes

10.10.1.13

AT {EERBHRTS (Cluster Status) X i HE i i #18 (Reconcile) LA HUHHE M A .oc. Sk nT e
MR ping AR HIRER . WS U A RRHE RS BT Ping , 5 103 5L,

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (1)

Status Device Name

> In Sync. 10.10.1.13 Control

Dated: 11:22:40 | 30 Aug 2022

Refresh Recc Q, Enter node name

Unit Name Chassis URL

10.10.1.13 N/A

© B> WS HERR- T LU BN B A, B VARG CLL. 15 B SR db AT s

HERR . 25 103 1L,
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pEmanagess Fans [

22: SRR
General s
Name: © clusterVFTD
Transfer Packets: Yes
Status:
Contral: 10.10.43.21

Cluster Live Status:

Troubleshoot:

 YFATIE - Aiili $REE (&) W BB VR IERAL

SRRA (£ iRE > FEE > R&E L, WA EIT IR R b AR AR R O FBC LD R B
* HM (General) > & FR (Name) - L fiily #w3E (&) LSRN R B 445K

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

WG BLE AR 7B

General Q

Name: f 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -+

o B > FHL-WURAE VARG E T T H P Mk, WA ZUAE B KRR AE B O A DTG )
DU 2 TP bk s o) W 2% LIt s gt B3R X IR 1 E# skt
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B e=smamonmses

Management @:ﬁ?

Host: 10.89.5.20

Status: Vv

LB SR EITIRREIEIRE

£ 8% (Cluster) T MEBIEITIKR IEITIE B (Cluster Health Monitor Settings) #8744 W TR ik
fHR.

B 23 SR ITIOR IR E

Cluster Health Monitor Settings ® ¢
Health Check Enabled
Timeouts

Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts  Interval Between Attempts Interval Variati...

Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2

6 KHETRRERIREBSTIETFTR

FE 15 AR
Fik:p)
PREFINFTA] 0.3 2] 45 Fbz 8] BRINMEN 3P b THE 1T IR ZISITIRGL, SERETY

IS AEAR R I HE R 1R heartbeat i E/xai?ﬂ/ﬁim*ﬁ,ﬁ o JIRAT RIAEDR
FEIIA RIEACRISR B ST 1A heartbeat 1150, DU S54Y R LA
Joma N s TAE
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meemsrrnkizes [

FH

152 AR

2 F1 73R [ i ]

AT 300 F1 9000 ZFb 2 18], BRINEH 500 =Fb. LB IB bR a) 2y
RO A0 A R A OB IR 1 0 BB T I 53 2 iy 28 e RO BN (1]

ZHEEN

e a AT AR 2K WA B e o A SRR R S R 11 1 i A ) B 1
FERSRE 1 R PR AR, AEAE AR Y R LR AR 1A T B
H e AT AP IR 1T ko 1Y RAE 2 RN T Je SRR AP I3k e 52 X
YT 12 LRI DU S AZ S U BEE 1 A8 2 IEAE AR e 26 o

55 N H

BIoRFETENE Snort FIREEL O RE AT A 15 .

AR W e

BIRAZ AR .

B EHMANLE

T

RS B SRR 1 8 BRI B

Z AL

AT 1 65535 20l BOAMEN 1 CARZREED o SE SR IEF AW
WAL

SR [ (K7 1A e

AT 2 H160 [ BRINE D 5 70h. & SCPIRE BT I 2l [0 i [A]
B RRI 1] CRAZM o B o

T A2 1k

ST VA3 200 o BRI TR RE RS TR ) 1 Ao 8 SO A7 Y IR 22
W T B R LN TR] .

LACErgn|

R ECEE DR ) B BT I B .

EST N €

I ¥ 1165535 22 Ji). BRIAEN 3o BEESLUCHUE A M IREL

SR [ [ 1) e

I T 2 M1 60 Zfa)e BRINEN 5 3 Bhe 52 SCPTUCER I 221K T8] 1 1)
B FRzI 1] CRAZM Bt B o

Bl FR

ST 1M 3 20 BRIMEDA RIRRHFSE TR 2 4o S SCR AT AR R 22
W T B R LN [R]

EXN

RO N ERER I QS BT INARCE . AR OEE. NFEEN . A
— BN RS

FARREL

I ¥ 1165535 22 1i)e BRIAE N 3o BEESLUHDH A ML

SR [ [ 1A e

I T 2 W60 Zfa)e BRINEN 5 3 Bhe 52 SCPTUCEET I 221K [8] 1 1)
BRI 1] CRAZM Bt oA B o

Bl GRS

S F 13 20 BRIAMEA RIRRHFSE TR 2 £ o S SCR AT INRER 22
W] B R LN [A] .
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B e=smamonmses

\)

AR MR RGEATROU R, WIFEAS T R GUB AT IR DU 2 N ANSE 97 B A

AT LU I 43 B RO e

AT LIS AT i CE TS DS SN PEEE 10 1D, L% Snort RIS CiiibfE . B4R ot s AT
VLAN 7RO ERED (B, VNI BVD F#HUAT. AR ANER S BB E s, BIR%
TR R

PEB1 EHFRE>REEE.
PIR2 {EEESIERGL, sl R ().
L3 NEEEE (Clugter).
$IB4  (EEREITIRRMITRIEE (Cluster Health Monitor Settings) &7, siili #Rig (£).
HIES 0 A FHEITIRORIEE (Health Check) W HUAE T RGBT IRIK
24 BRAFEITIRREE

Edit Cluster Health Monitor Settings ®

Health Check @D @

~ Timeouts

Hold Time | 3 I Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

50 R AEATAT B SO B e B B R 1 . FHERAE A S . B R O, BT
IN&AMOAS BN LB VSS. vPC B VNet) , H 2% ﬁﬁ%éﬁﬁﬁhi‘%ﬂ?ﬂmm B AE P A% ) 2
R4 D TR o M 440 B e i LG & S e L [RD B BT 10 s, 38T DUED B A H R geiz 4tk
DU ET T e F W s .
HIR6 O E RN AR D S Bk 1]
o {R¥AT1E] (Hold Time) - 58 & {45 s TR) LATA 5 P 000 Ao A9 JEL 22 1) (R i 1) Tr) B, LA T
0.3 45 Fp; BRIMEN 3 Fb.
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mEEmzrnkzeE

* $EOBA R BEATE (Interface Debounce Time) - K45 e ki [4] 52 & 4 300 £ 9000 ZZFb-2 7], KA
{Eh SO0 Z2Fb o /NI W] LA DIDRAST I 42 11 AR PR B o R, G SR ) B0 S Ik R
SRR ILE . ERAEFE VRS T R, WSS C M2, R A R bRy R
A, IR SONEERE IR . 0T ARRRES e 4 4 1E 5538 A IRZS 1) EtherChannel (45171,
MV IR kA #e ML 3 ] EtherChannel) 1155, S5 S ket 8] o] AR 1 AR B 2 A0
Bz CUSUA IR A g AN SR BT R A0 40 0 ity 1IN 17830 5 S R 7 kg W bR s

TR B AR IR DU B R A bt i () B 2 SR I A S B
Z5REBHEFMANRE

~ Auto-Rejoin Settings

Cluster Interface
Attempts Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Interval Variation Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

Data Interface
Attempts Range: 0-65535 (-1 for unfimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Interval Variation Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1(no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

JEB#ED (Cluster Interface). #(#E#£ 0 (Data Interface) A& %k (System) & LL N E (A # kb
s NHFEDE . MRS -

o SR E (Attempts) - WE FFUIMA KA, AT -1 F165535 2 []. ONG2EH B3 EHMA .
&£ B#1Z 0 (Cluster Interface) ERINEY -1 CEWRED o #3E$E O (Datal nterface) Fl & 4t (System)
(PVERNE A 36

2R Z B BY 18] F® (Interval Between Attempts) - 5& X I EHT I 2238 2 18] (19 1) g R 22 i) (A
STEPRRRAL) , AT 2 F60 Z08). BRINE R 5 ar8he T AT SR T B I SRR 1) d5e ARk i Ti) B 261
B ERE M Z IR 14400 2340 (10 K)

B PR L (Interval Variation) - & &G NTR] BEFF Ly ). &A1 1 F3 ZEMME: 1 CE

RO 5 2 QAET B REFEEI D 803 (35T b IRFFETRD o B, W R 1] ey
ZEIRIBEE N 5 o0t JPR A E N 2, WIFE 5 p Bl b AT 58 1 ks /2 10 208l 2x 5) Ja
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B e=snss

HEATHE 2 IRER: 76 20 7041 (2 x 10) JEHEAT 5 3 k2R . &EBFHED (Cluster Interface) (2R IAME
1, #IEIEDO (Datalnterface) fl1R 4 (System) HIERIAE A 2.

$IB8  HilBsZKEEED (Monitored Interfaces) ol A< 3 M54 0 (Unmonitored | nterfaces) % M H (14 1
RBCE 2 i 1o fadmT LU T 8O e 3 A BR 55 Bz A BS4% (Enable Service Application
Monitoring), LAJH F a2 HI %] Snort A Ol EFE I 4
26: L EZ MiEriEN

~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ Search

GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

ManagementQ/0

SR A0RE I B . 0 AU S IR R T (0 P A3 ) Bl 10 o 0 el R e, (R
FEIARAT S B R A IR O S 0GBl 1, 2 ERAE R IR e 1Y mAE 2 K ) Ja AR
AR PR RS B3 IR T 0 SR AR DL K1Y RO B E 1Y RO IEAE ISR I B . BTG OL R, b
JITAT 4 1 LA Snort FIEEAE LM ERE 5 IS AT IR UKL 75

T REARAE A BRI D s PR DU A

A R AEATAT S s s B et 82 10 . HT RIS A sag el e 0L iR
INAENAZHHLIE L VSS vPC B VNet) , BENEEHI R GRS A DI RE, & EAEAIN ST
PR DO o 9k 40 S5 S e Jl HLE B S e C D BT AT 1Y i, SmT AR IR R G 1 7Ik
DUk BT REA B AR R 1

FI]RI  UlRTE.
P10 AENE TG TS0 A R T

T RERT EUS I i, DA MR o, R IR REAT 27 SRR 15 AR NS AT s Y s
NAE B K B G B AR T AN AR SRS, DA B LR A
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I » 4t = F B Threat Defense Virtual Z3E & 5f
sxmakz ]

\)

AR RSB T, T2 SR R

UK

SR N TR, P IRE > REEE, Al ES (), RnkFERTRERH.
TR 2 HHINEAE Y R EA AR

B RAE R & > REEE SIRPIUARS UL TR (BERD .
SRR3R AR, THS0 O IMAERE, 26 95 1L,

BHMNERE
WS BSEBECR R T3S LTS BRI ) skt b SIS TR R, 2T

RPN R . WO v, MBI AR . A7 T AR P MR 5 R A S DAL A B
ZAE R, WHSEBINAERE , B 112 3.

UK

SR N TREEPFRIT B, W RE > REEE, A EE (), RnEkFRAT AR
TR 2 HINEAE R B AR

$&EE$ II\\
AR SRR RE MR, Dl R SR RS D3 B 47 N BE 25 Wb 28 Bl KB A B e o 9, B Y A A
S PR 7 ] B A ) 46 ) I Y R LT
iz

TR EFERN RE > REEB EE (), R HFRFIFRE, DTSRRI,
PIg2 piidithiA£ER (Reconcile All).
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& 27: thif £ &R
Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

[ Refresh ] [ Recongcile Alll] [Q Enter node name l

Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

ARERCRSTEME R, WS IREER . 58 97 .

BGHEMEE RS T R I E M FRB KIEEER O

T LU Bl Kkt B b0 TR IR EE MR RE, AT A SRAR IR AL o W DR SRS I 28T 14 BTk

L, AT R E G EE SR .

ROETT LA B KEEE B ALy IGHEE MY R A P ITARBE P T A AR AN Bt B
KEGEH L b, HEPRRER — 0, I HEagksibibiie, ERnTaesch T m. &
TCEICHE N 2T AP i RIEIER T MBS KRR B A Lo 0 0, ST RE e A SR LU
TEME, AEAEHRRR A PSR I, A BB A AR — 40

RIEREVIE i

o DI By KRR BE A ORISR 2 18 ) i A A

© N IREFEIR ImMERAERE

o WERAEREAY- 6 VB AR BCE ) AT NTP M B R B Py ORI, JUDRE B0 3% [ A e Frf

[HEE
© REFECE A, DUEAERREL A B R

NAT Fl VPN, ACL %55 DL S 32 e B R R AR
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wren i

R ST P M S A ) s A [ PR 7 K A PR A 2% %ﬂm%ﬁ%% R AR £ 12 A5 1 AR PR
iy R EORRRAZE, DT DR SRR D — BRI o 8T DAAETE I IR 2R 0 e 1 SR
(LA ZAE A W Je BT I FH G A SRS %FﬁﬁmiﬁmiZm%%MEo

FHia Z |l

PR R 5 2 CLI — A9 1A U5 i BURR

%1&%&%>&%Mﬂ,5%%%@%5%E§®7%Eﬁﬁﬂﬁﬁﬂo

®3 *TfULl ‘T44$ifP**4‘§éﬁ¥ﬁ291%iﬂﬂjb%ﬁtzéﬁﬁk#%éﬁﬁ¥%iﬂﬁiﬂ%ﬁHﬁ CEAHIRI D 7 kS B A s £
#ifo

R e — NI RO IO B, SRR (A LA AR A 2

a) ERER AR A CLL JEEH configure manager add i 4 R B kB B AL
b) Jij:% TQ%>1Q§EIE’ ﬁis)zllﬁﬁilll\\j]ulﬁﬁ'

FER A EHCHR IO MR S, SRR A, 5 95 1.

PR LLAE Bl K By o1 CLI L 4R R

« ERPIRARAE Ol IR&E > IREEE B () Mrgig & > IREEHE > S8 U > B/
DBk > SRBFSERHIRZSHEROK VT
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28: BRI

Cluster Status ®

Overall Status: &5 Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025
PR A R G E R
MR DL RTS AL R
* IEFE[AIP (In Syne.) - 15 2 L) Bl KRS B A0 30

* FPALERVEM (Pending Registration) - 5 s 2R — 804, AH AR M) B KB B b0
Wto SR SSARM, eT S AR A (Reconcile All) PLFE i} o

« WO 2EH (Clustering is disabled) - 15 A T 1) By KBRS0 M, (HE LR ARG Z)
RO o WA ST SR o R A AR, AR B IR, B 1T LUNER T T

o “UEFEIMAEERE..” (Joining cluster...) - 17 AUIELENMANUAE LERE, HMREEIMA . %
AT IMANLERE G ) By K BE A b

XFFRANT A, BT LA EE (Summary) 50/ £i83% (History).
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29: T EHE

wren i

Status Device Name Unit Name Chassis URL
v In Sync. 172.16.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ][ CCL Ping ]
ID: 2 CCLIP: 10.10.3.2
Site ID: NVA CCL MAC: 0050.5689.5e5¢c
Serial No:  9A2VSEQSQFW Module: NGFWv
Last join: 08:22:47 UTC Jan 6 2025 Resource: 4 cores [ 8192 MB RAM
Last leave: 08:22:24 UTC Jan 6 2025
[ 30: T = [ Bigx
Status Device Name Unit Name Chassis URL
¥ InSync. 17216.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ] [ CCL Ping ]
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster unit 172.16.0.50 state is DATA_NODE
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.
07:53:27 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.

« B @) > 125 i

o

{£55 (Tasks) LI AEREAN 1T sy M B8 “ A2 REA M7 (Cluster Registration) 1155 .

< %% > REEEcuster_name.

JETT B R Ui b

transport { asp | cp}]

IEETET

MR
o

AT DLE BT 0T i, LR TP Mk 5% o A €0 it 45 4
s A TABAEEMRIY AL W] 2 b .

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

TEA BRI R G Hn 5 S, WA show cluster fir4-

* show cluster info [auto-join | clients| conn-distribution | flow-mability counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |

BEEEPE R, 1EMH show cluster info fiy4 .
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SRRFIB TN SR 2R HI AR

R S, B KR B L 2 MBS AR B SR AR R S PR bR . SR AREAT
NIRRT Y IR CRAiNEE

© USRI - B REBHRI . SRS AR R 15 S

« MBS WARTERE I SEINPARES  FAAS BV B RS IR DL BB A ST (Y
T RD LEBER PR W RIS LU O CAB& BTN o O
m EASERERET, ANET B KA PO R R 2D 2O G AR

o PG TG BB BoRERER M AT RS, WS CPU MR . WA . By NER, it
HRL 155 i#ﬁiﬁl NAT %4,

A

AR CPU AN AFFR b S s B~ AT snort A IR DU FK B 1

* AR (B CPUAEIITS &L WAFERITG DL At s AERR) DLy s s di 5 I 1) B
WEIEEREGHE B

G AT BRI - ALY AP b s SRAE Y R R D 28000 A«

o AR KPR R AR AR N I 1)V Y P B AR R A DL . R
R R oy B A AR, ST DU A PO B8 o A P KA 52 3 REA T I .

o CWRGHE R M ARR R R RGOS . 8 AT Ok CPUE TR . A
HORATCR R R I EERL DL S SRR R NAT H i (Kdabn it . IR LI A
T RENE IR I AR YU T 2257

* BROATERESS TR - Whon SRR Y Sl T dahs . AT U AR a8 oK DB ROF B HFE 1 A
MIVEAN(E )R . Fahn i Al CPUMEII AR . AP BN . R R TS BE R NAT
et o

* CCL # IR - AT 7 A s S e B e Jcdim - B A ARt
o MR HERR AR - PR AL T s HE R U e A SR
o INFTEJSE R - F T BRI 25 Pl a6 e 2 1 s O B T I 1) 6 10
o HE PEHITAR - BT RAEREE R PR AN RO EAR el . E, 9 R REOGE T T8l
BB bR, ANIEH T4 R0 A AR
ERKFIEITRR
AU E LI B YE s A i A REAT LR o
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srgmzrin ||

ERHS IR DU RS P AR e A RS TR L o LSRR AT IR DL AR A — RS %
TR AR P B AR A IS AT IR DA 2o
FHIa Z |l

o BRI BT I B AL P I AN B A B QAR .

TR ERRR @) > R > BT
A P M A S U U ) 1Y R R IB AT RO s
T2 fEREIIETD, il RF () MIE (VD RIS TR & s1&.

PRI EAGECITRNGHE R, WA EERA. BOAEN N, SRS 2 A0 U6
TR AR A5 IX LE T A IR AN R i o F s S T AR (4 «

o MR — S BRI e T AR P O FE AR, AR . CPUL AR BRI H
FoOEEGIHME R DU NAT 5 .

SO — B RIS A A R A

© BATERE - 17k CPU IR AAHIITR S A i i th Ak e I Sl HONT NAT #440
5 RS B

* CCL - #Z ARSI R LS B .

$nT LI s T PR YA P e AR R . 3 D52 SRR AR BEFR FR I 58 38 513K, 1225 Cisco Secure
Firewall Threat Defense ia {7 RILIEFT

P4 W UL EAAR R b BC E N TG ) DUSE S TV R DL SR AR T /N (BRI
B EHT I A AR . ISR kR B E X (Custom) LLACE H 5 ST 4145 H H .
s BDHT AR AR E SRR BB 5 73 Bl ok ] B S

PYRS sl “HET EIbR, ARSI AR T I 1) RS A T
PSE R BR i 7 P 8 IR T Ve Bl N RO P B i . 3 FLAR TP RS B B T AR AN RN ). X T2 AN 8058, 5
BIRZAIBAT . miad LTSI bR ] 22 A28 P A

PIR6 O T E W ISP IROL IR %) FEBEA% A4 FcA O 10 D18 T2 3 P 4R e v 2519 i B AT IRR E
.

B ARTREE B AL SATIRRE R v & K AR DU B 0 b0 B 1 s iy T /NS AT IR OUE R
(IR 2. el B R T ITI AT IROUE SR AN 2 PR AL

TR O PR mIsiPREC S BOAMEIL T, BOR I a S AE 2 A 10E AP I+ i i X 4
IBATRDURIPERE o iAo 7 Tl T AR B 455 -
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B &

o Wik — SR R IHARTUE AR OB bR, B3 CPUL WAF. 0 ERGHE R,
AR B A A P A DA S B R A R

* CPU - CPU M HI e, AR BRI B AZ 00X 73 1) CPU AT I 0«

© WA - B NAEATE A, A RREUEE P TIAT Snort AT .

« B - DRSS RC R RS .

o HE - EHRGUHMER (BIRRG TSR AR R NAT H it 4

* Snort - 15 Snort HFFEAH R G HE B

* ASP L5 — SR R 2% 53 i Bt AR DG I Gk 5 R
FAT LA e AR 0 B A AR R TR . A7 2 SRR A FRAR K 58 38413, 129 Cisco Secure
Firewall Threat Defense 217 R FR Fx o

PR pis PRSI S A AN S AR A RIER (), AR AR AR AR
FERANE A R SCHEHITAR -

X FARRE B AR, PSRRI AR AL, SRR IEFER bR

SREHEIR

fﬁ%g%%%ﬁ%%ﬁ%%ﬁ&ﬁ%ﬁm%m%ﬁﬁ%,u&ﬁﬁﬁﬁ\ﬁ%ﬁamﬁiﬁﬁ%

SR

% 7B

EHR i AR 5N

CPU SERET LI CPUSRER T M (43X $dfs T | percentage
[ A snort) o

Memory SERET A RIS A AE SR AR (o3 - T-80d0 P | percentage
Fll snort) .

st BRI NI B e E bytes

CCL i i R NFIL ) CCL S THE B . bytes

B G RSB AL B

NAT 4t BRI NAT B4t 55 K

G SR RERD (R R A A T A HES

Kt 4K HERE R (R 43 T K
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r et |

REFEI TR RS HERR

T LU CCL Ping TR A PRSI HIBERS IR 21T, ROETTEUEA] L@ M T3 AR T
H.

>N

o WBEHERR SO E- IR RORBEMMAERAE, RGURKE A8 AR BaHE RSO e T BLN IR & >R &
B > LR > B DR BRI N BRSO TS I AR R HE R ST

BT LOE I it BB () IR SOHRIBEHERR , A I & & B I A L

* CLIfinih- M & > IR & B > &8 > BMXE, HTLEE—4H0E X CLL i, #Bh
HEEREERER RS . R BB RS IT LU i

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

ROE AT LUAE & B P AE show fir 4. HORTELIEE, 1S AH CLL i,

R E BT HI 55 % _E 1T Ping

AT SOIMNSERER,, B A s AR ping,  HEE GO/ SEEREE IR MTU VUES, M
MATE MTU 36285 W18 ping K, RS ERGEM, PMEEA EIERE AL MTU AR
A ), AR5 TR 0 SR AA0E B AR B B I e ) i, b H ARV T ) ping T NN EEBERY)

////
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B =ssmnses E 9T ping

TR R RE > IREEE, AERSUN B () Bis, REIEFERRERT.
31 LB

Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A :
> InSync. 172.16.0.50 Control 17216.0.50 N/A i

Dated: 13:56:52 | 06 Jan 2025 m

HIB2 JEIFHA AT, S5 Al CCL Ping.
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el |
32: CCL Ping
Cluster Status ®
Overall Status: Clustering is disabled for 1 node(s)
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name

Status Device Name Unit Name Chassis URL
Clustering is disabled 172.16.0.51 17216.0.51 N/A
¥ In Sync. 172.16.0.50 Control 172.16.0.50 N/A

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2
Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?

Success rate is 0 percent (0/2)

»

Dated: 20:29:19 | 06 Jan 2025 m

TR 5K MTU UG G 8 0 R/ NE SR B e b 17 A LAl Y i 80 ping A4

FHRERE
BT} 2% Firewall Threat Defense Virtual 258, 5T UL IR,

FHIa Z Al

s TEAIL AT FPAEREZHT, ¥ HARMRAWUG S B 2 WG AE 6, I S B AR B AR 1)
WAL ID (SEFr b, AT BT S SUS RIS HILA BN o X TIRTET IS, HrsEl
(i, FESEREY R AR S S st Rl IEM I RRA . W T B A ISR WUE, 6
MAERESITAN T, 3 NIBITIEFIRAS AT Firewall Threat Defense Virtual 3451 f B fE AU ZE H
SR, HAVEE SEBIFRE E (day 0) FL'E .

* %fF AWS [{] Firewall Threat Defense Virtual, 1 H#303 BT 11215 HealthCheck A
ReplaceUnhealthy 2. IX W fR 75225 50875 A Auto Scaling 20 AN2x 6 1l545) . # ] L
MR REHERPIEFRE. HxEY, 120 (Amazon EC2 Auto Scaling F ' f5m: 25 FIKE
Amazon EC2 Auto Scaling #F2) .
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TR R HARMBR A _EAL B SR A7 fif -

SR 2 AL HOHR (1 H R B ARA K B SR ) 2 L ARAR -
a) A F AR SRR AR R G s S B AR PR A
b) R IS RS B I 2SR S 4

IR 3 K H AR AT St AL 21 By K B O

SR 4 X ET R IR AT A A

FIRS RIIATHAENER A S, TR R T .

FER6 P KA AL S T AR R

TR RITHEIER A, KGR B L 2 R A
Tt SBIIFPA1)5 R UUID AN 424k

KRS E
R AT A T A4 .

B B EI T REFN SR BT

87> DIREANSEERRE Y, AT DI REDUAE I I e 4 52 3045 o LA RE W] REXT o] 1EAff A M
TUEREEI

A FFRIThREFERBE
UL R IR AR RO O FEVRIL R, AR & R BRL.

\)

AR EAEEMAIEN FlexConfig Thfie (4140 WCCP #:3) , &S (ASAW MR ESEH) .
FlexConfig A VFIERLE B K3 BLrh 0 GUI HAETEINF 2 ASA DJRE. 12 [ FlexConfig Tl .

* A2V VPN (SSL VPN #ll IPsec VPN)

* DHCP % Py JIR55 48 A4CHE . SCFF DHCP 4k,
* ERIREEEE O (VTIs)

o A HE

o SRR R
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gaghing [

o 5 K 5% B HRLy UCAPL/CC A5

LUR DhBE R AT FER T ml B %50 RE, B NEERE Jig

\)

IR

\)

A rP DI RE A0 A8 8 7 T o SR A o B B A A A R

D SRAR T PRI A DI RE, U2 SR SR vh D BE AU L PE I 7 B AP R e, AR FRREZ R U2
NEEFIIRE; WEORKAEBENE DL, %R 5 R A& [ Y s

XHER A DIRENT 7, AR mUR AR, AT ORI, i b 2B B 42 A4 B T
HEATIERE

iR

BT Al i AT 2 P AL ) FlexConfig ThAE (4141 RADIUS &) , %35 <<ASA R
BlE 48 ) o FlexConfig SUVFEHCE B KBS E L H 0 GUI FAFEENIVE S ASA Thig. 1EZ
FlexConfig 5 .

o LU Y A
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH
* SQLNET
* SUNRPC
* TFTP

* XDMCP

A B

E£] TrustSec FREEEE

S PRI 5t ) e asbRic (SGT) R B MR, FEHIY mofs SGT HUe B8l 1 ml,  Hdla 1y i mT LA

ﬁﬁﬁéﬁ%ﬁ&ﬂﬁﬁ@m%ﬁ
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B o=seamen

MR PR AE SR A FE R S o S AT R A T SR FE T R L. TR

HR8, ARSI P BC L R T R R T AN 2 AR F PR R St . A AR TR G I TR A ] B e
AT AR A AT [ A VT B e AN, RSB RAE T, 2 JRORR B IS 18] 7 S

BB FNEEERY
FERRST LR N AR R S B ST B PR DN, LAY S s ol

& 33: 333 AR TR Eh AR E
Router A

All units are using OSPF ECMP Load Balancing

with neighboring routers

LKA, BEias A SREN 4 RSN AARIEAE R 8y B, AMAMESL /M. ECMP HT
TEIX 4 £ 540 2 I AT S a3 7 . A5 N5 05 78 S AN IS 2l A I, A0S PR A R0 56t 2%
ID.

T OAZ0 g e b 2% 1D S —NMERE, AN A A O % 28 1D,

FTP FnfEas
© U SR FTP K50 i R 2 A T At phy AN ) (KO SRR B3 AT DA L P AT 4 25 PR I B
B R IE B A A 1 OB W I . (HU, SRR NSzl A OF B
TR R, WA HRRFA TR IR 02 R I A 2 O
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NAT fR&&#

nat izt |

XFT NAT i, 152 bd LUR R

NAT nf G823 FEMARTEN S mh i e NS R H 3 NAT 508t 6 ) A 126 BUARTE-PASIR] (1 Bl K R5 g B
i, AR A A T TP MR 1, NAT 2 SNl A H 3l Hicdis 6 LA AR TR 1) TP Mk A/
o o 2 Hn (L 2IIA R AR NAT B A 35 (¥ B K S s B A, it SR AP b B i 4 A BT AT
PR IR EAAE . TERL B AN QIR R BT (N A, O NAT
JITA 5 d 2 T BEAN R 22 4 A RO A 1 &5 SR A a1 e 4% .

RS AR E SR AL ] NAT, 3355 18 AR HEN:

o ARSI ARP - X5 FACEE L, 120 WML 5% A0 ARP 152 . AT LAY 14 B2 B 1l
SR LT B T R ZEAR BT () ASA (RFEATE 6 R, A T4 1 AR RE TP OB AO WS, |-k
Fh 2 7 9 A B T S BRES ) PBR.

* PAT % L B3 IE - 16 2 B i D RE M LL R HEN:

o B LN BB FA O A GERE, T N ] TR AL B, fERE ALK
VERBIECE N 1A 3 AT R, WURAEAES 3 A1 Rk B BN E S
AT, WA LA RE 3 Ao LR, RN 1A

o FESATRE LN LB R TR BRI, 758 ity v A48 01 s B A 3 T ERAN T SEAE A

* WERHEAT RN PAT BB TS O PAT bSO 4B (¥ TP B hEVEED 2 S8R it A2
IS AT A i ) B A U847 338 SR (R T A B R AT A i T SR M BE D BE IR AT
E NI E PAT e, FURBL TSR n Z R 2) BCit J F AT I e D 8t iy Fh Bt
A

« FEERRERIRAENT, AREEEE SRR R R P BRI & 5, Btk
AR R R IR B, TR SN R T A B BE U 3 R S X e
ARG A e e AR, 8 PT LA S Db /N IR T 1 A ke 20 TS R o

o XJBhA PAT fif Fil NAT jh k43 - Be & PAT i, SERPE b A4S TP bk o o B,
BRI DL, BN ERE S 512 Aty 1, (0 G v B RO, M B . IR e
RIS R WA 53 AL, PRIREAN T s AT — AN AN . PAT b ¥ 534 TP |
bk PRI, AE—/NEERE PAT ] DU DA —> 1P ik, X DUSCRFIESIUN 1) PAT
RN TT . SV HO A 5 1 LSS LY 1024-65535, [ AEMEAE PAT Jt NAT #0000 o fic 2 1% 23
DAL R B o 1 1-1023,

TEZ2 AN A AE ] PAT b - EAE 22 4 I FR 3 ] — PAT b, DAZ003 = BRI Hh ()42 11 i
B UAHERTE RO A R e e, BREAEAT A A AT e . ARETERIN R
AR e O AR 10, WRS AT GECTRNG R [RI9t m 5 E A h B A 2T 3R TIT R .
A5 5% 0 DUst FH M — ) PAT ¥ib 2 el SR 1 T %6

AN FHEC ) - FEBEASCHF PAT 511,

ToYRE PAT - AL REY % PAT,

o PRI RV BRI B AS NAT Fedfle - 07 O B e et S BIEA 1Y mle i 1y oo 3 7 22
ZNAS NAT WEHIF HAHATER P, kil SR NIy sl B0y it sk
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B sreiomms

* 1L xlate - SEHPTATHE LI xlate 23 PRI TE AN . A, 220 PRI ) fED o] e 2 i 2 PR R I
B QRS RTINS S8 TR E AGEINAE C(refent 2 00, WZRTR xlate 3L .

o LIRS A ANE i 4 PAT:
« FTP

* RSH
* SQLNET
* TFTP
+ XDMCP
* SIP
o WA KR NAT BN GBI —J5 4%, WIRAE ] ¥4 CLI ) asp rule-engine
transactional-commit nat iy 2 i FH 5P, A0, 5T RE TR I AN EERE .
SIP #&M Fn &= 8%
W AT AAEATAT Y i B (a7 Edmm i 1A —5 b
SNMP Fn&af

A4 N U A5 FE A Hb M il 7 S 32 AR TP HukikiE4T SNMP 484, 41 5 SNMP AR FE 46 ) - 42 8F 1P i,
D) 22438 258 HA B B 0 snE S B AR R T R

] SNMPV3 BEATERRERS, W RS AEW AR EERETE S S BT AR ETT A, ) SNMPV3 I FANS E
TIEE T . AZUMBR P O RSN, ARG A NG, LASR T P R A

B4 HEFEERE

s RPN RS R E O RG H SR . BT LU E H s, R ARG H
ATH R RS T BOH AR AR [ BN ] (K e 46 ID o 0, SRAE R A BT A 10 A AL = 3241
PR . WA H AL E N A ENLA AR B 1D, WIBTA T A R 48 H AR B Al
AR B AR IR H AR SR C BN A AR 5 | SR P G B P i 2 AT ) A PR A
B ID, RGEHEH S A Lok B AR A

VPN FNEEEE
vl AR VPN 2R IR U HY S5 EE VPN 8

)

AR ERASIRRZEREYI T VPN,
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VPN D REA BRI m AL ], HASRERI AR (K ey nl PR DD RE . WSRAE Y s b Wb, AT DAY
(¥ VPN JERARWTIT, VPN R OR B 2R 55 k. SR bl sls, L AUE B di sz VPN i
.

XA PBR 56 ECMP IS BN 122 LGS, A UG 2 3 2 T A2 1P kil iy 3R At ik
15 VPN S IR P IR AR e 52100 280 B A9 e

e &bt et 2 3
MEREIRE R K
F 2 BB AL NEREIN, T AT LUE R BN 80% s KL & A ik B IR SR A B AR TR RE -

Biltn, R R RS AR FAAGE AT AT LA FE K2 10 Gbps (%R, WX 8 S d & R, k4l
EAFEEZh 80 Gbps (8 5% 7% x 10 Gbps) 1] 80%: 64 Gbps.

FEHT SR
SRS AU BRI, 1 F R
LSOt AR AR (N R A R R M, S0 3 B MK

2. BAE RSP AE A Al e e A2 Wi Ak 2835 K s USE R BCEAE 1 A0 100 22 18], JLH 1 4w
W R

3. QR RIAE 45 BYJE AR Sy DN A BRI RN, Wi 2 A Y

N

AR WERZA RO R AL, WA RS mi A4 FR AP 915 B8 42 119 R

4. WERAT AR JE MABAT e BN AERE, EA S QS BOAFETY Rl DU SR REF N
PRI A, BRARE AR, BRI ST AP Y R

5. fE “N” Wstrh, Al AAAE S NS AN, BRI s S R A A, I
REDEVUEVS WSk CTER kDY R

\}

R T LT AR AR A A ORET RSB R  WTATERH T
TF T BRI 1 TR S

SRTPHS A AN

SR o M 24 RO T RS A IR DU FAE T i T R R R Ay T P
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B sozmwnse

T RIBITINN AR
AN LI R BB 1B R e R A ST A T R S

AR A 17 5 B BUAT: T keepalive Co Bk Kl 0 sCHAU IR A, WU 64 2o AR AR P NI B3k 122 28t 1
Ko TURBCHE T R P B a A, WA AR R I RERT I ae

QSRR i DT o 26 s i AN LR DA 1Y i S Bt i R e SR R B AT L ), DUSR R AT RE 2
BEN RN st JEP R B IEEE Y RURE R A CROPEEI R B, W SR R SN R
w1y ae o O VA VAR NPT eE U BRI R S S| A w6 s L PR VA - wAS R
Rk #% A RGN )OPERRE QRN . TER, ARXFELT, ISR R R, hE
SR IRE RS Ja DL E BRI Y R DR B R Y R A

FEA RS ML A P R AT O i 44 IO B2 D BE IR, O Py s i R S

WY AR a2 R T ) DO R A DO AR R A

DR R A R VR AR, s ERAE R I B i e o 1Y RORFAE 500 220D JE RS -
&E R R RIS

DR PRI AR, W Seddme e CBUF I/ ) 1 55— AN IR B RS A P49 R

B BITAERE E B S B ISR, HARE T b 20T

S

AR R AL SOANE SRS BTGk A S ECHTINNSERERS P Hde ik AR kb, A B AT L
AL

EMAER
ST S ERE IR 2 I 0T RE T ISR e T 3L B 0

o SRR B B A S AT I NI DBt - R DR SR R B A A 1) D, b 000 1oL ST 1
RS S RIER VI i

o DONERRE T I R ) SR I BE % - FTD GRS 5 4380 F 3 2 E B A

o Bl VR AR - S HIRTESS S A Bh. B 10 Zr RIS 20 r BT B AR E R INN . WRTE
20 73RS AN, W N AR ARA . FEMR B R DI R R e 0T Bl R TSR

o W RAFAE R - WS SRV RIS AT RO 2 R I SRR IR ) e B I N B AR
TR St Ao g, Il e LS e R Y i AR ST B JE EORT IR, I B o
BERIT AR AT e N B0 5 P2l — IR E P INASERY .

o WIRETDR - N ERHRBE AR TR N APIRASA— 25

o RN E FE - RN FMC PEHTIC &, JF HAERCARARTE R 07 2 R, (E A HL A AT A
S, AR rh R SR e A0 U S T S SRR T3 EERT I B
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DR P R BRI R, M2 BR AR E, I HASMIBRAET R . an RAE T Bt 19 mi b
FE R, M2 B2, IF HA SR -

R IEERRTSES

FEMERAERA DA DA EM B> DRI . ST ERRIN ASR e
I /A7 fifi TCP/UDPARAAE B, ADEHAE R AR s N v] DUGSE R BT 5 o % HI A7 &0
T Ao

A LR 2L TCP 8 UDP J2 BL PR R S0 N R TSR s SRR IR ISR R R AR
F 8 TR P HHI AT B

mE IO R &iF

IB4T I ] P PRER RGISATIN ] .
ARP % 2 —

MAC ik B _

ki P —

IPv6 <08 Ja K4k 72 & —

B A H P —

SNMP 75 |% ID & —

SRHEEERNAR
T LGB T IR %A1 . BB A C R T I B Bl T JTRE L A B
It

EERE
W B R B s X RS €

© P - R AR CE R I R T TR TCP ARSI TR . — M
AN WERIEUG T E AR, Y RS R R, 3 g X
TR IEFERT AT .

o WP - A8 AT 0 TCP/UDP AR BRI 2, DUEAE HH I I ] AT 4% Hhoke
TR BRI & . RS, ST B ARG ER. R B L T AR
& WIZIEZBMCEAR S AT ORI GBI e ) AR & R ITAT & PRI G AR 2
R, LMERC BT %

&
REFEGE T30 SPfEARR A&, FRGR DO SIS DRI &L
H O s, WER AR T4
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FEZRT AN

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

X Firepower 9300 _F[7E—MUAE R RFEZ I8 3 MNMERET SR, WREHIAE ST
FAEF—HUAE b, PR T — AP IR B — AN E M 35 H T 5 R AR U = S 52 LA e 1)

p AR

o RIS - AEBER H A A I EITAT B RN R M Rl AP WEDINER, SRR H K 1P

Mok AT R EIME 758 ICMP BAITEARME S, TS W R 30 EH T, RIa 0T RaEK
AW BTN ZOBr &= . W R s 2R R ITAT 3 LSRR Y 5, 20 i [ P s &
WM RUR T, DM RER . — DR A m g WS 2% A A,
P e ANBN T A

REF RS ERAEALFE R, SRSEATLUGESHIaE (W E3OD o WP H LR
H AR S, WEES Rl &

ICMP/ICMPv6 HUFEANE B -
* XfF Echo #ifs . I 24 ICMP A7 IRFF, HIF 4 0.
* X1 Reply 40, JEun 14 0, H @35 U ICMP AR RS
o T A B L, s R E R S 0.

o B - P R BRI e R A BRI AT FE R a2 1

S AT A, SRS OB i 3 B A AR T oA B s i R AT T F . S A
AL K . TR, IR R G R SYN-ACK £, & n] LU HE AL SYN Cookie H
PERAPA#, B s,  CuRZEH TCPRsBELAL, WA 2T H SYN Cookie:
DA TR AE A, D XF T DNS I ICMP 25 RS2 A B A (R i, B R g AN ity sz B
BEHR O RIEEI SR, RGmELRERE S . —NER T A 2RSS R R
ORI 7R BB e R ds, b AERR R A B R e A e, AN SE IR R
eSS

iR

AL AEA S BEIAS TCP FFSUBENLL . 11T SYN/ACK ¥l (T g
SWETT, PSS F TR S0 TCP 217

* BT - T BB, ol BUR AR S 2 BAUR TP ik H A TP MUk R

BID WEANE D BT - WR)a, FAT P Bl SR AR e it e i v BOPTAT . BOAT
REIIB o B NIRRT 1, DR T 26— AN 0 Be e S s L S sy i s b AT 5 04
Foft iy BEAEL P LR H B 1, T RESS I A0 A g JLAARAE Y e P BT A i I E A 4
P, USRI H bR 1P HbhE A O B R e S 2. AU B, W BT AT
WAL o WROE AT, WA BT BRI i BUe R s SRR ik i L3R L i
Wi . WRa, ERITAERELIA B

i 3 EE 40 5 4

BERRASAN SRR E ) o LI A7 A P T I8 1P BT RO, AR IR P A7 17 0 a1
RITAT o [Rl—JE (N BITAT e S B AR N B TA [ — 9 o W SRAE AT R A F Al Y o, AT
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Tep wogiEz el I

PP LT R i BA AL s, W AT . X TERIIRE, S EREA B A,
MEA IS8 E5T.

BRONEOL T, AWS GWLB fHH 5 SR R FFmAPE. B IE AWS GWLB i H 2 Jodlak 3 Jodikl
P, DABRORARE A R 908 A3 31 R — 15 .

TCP RYZ R 7 <151
LU R B T B A

1. SYN
SYN/AC

Inside Outside
Client
After step 4, all 2. SYN/ACK
remaining packets
are forwarded
directly to the owner. Forwarder 2
¢ J 3
Cluster
1. SYN it N i At ALk 8] — 6 By KRB G B8, Bk

NPT & BRI MR, KT RgIE 4 SYN Cookie, X5 H 8ttt 46 K I ik 55
o

SYN-ACK et t MM 55 % A, BARIL B & AR B K S W A R a5 572 -
Wb 3 K st P S R e A

T3 RS ZE R T &, R e 6D SYN Cookie K FTA Fi5 8, ARG 0 KA
HHE R, IK SYN-ACK $in tufs & B4 .

P B RRIRES BOBr SOL B 3 148, AR5 K SYN-ACK Hodfa (e A 3% ) i «
T AHEMCR APTAT & PR SERT,  QUERAEITT & iR, IFCR TCPIRASE B L

N

w

o &

A3 B B 2 I AEAT 5 S 55l A s e e R B T AT
U R WAL I BT ST e, EORE 3 A AT B T AN
PR KT bR 25 B e o S BT AT 3 1) 3 17 i SRS SR

© N o

43t Z A K Threat Defense Virtual BB 532 ||



it = F Ay Threat Defense Virtual 332 & 7% |
- I

ICMP #0 UDP BY#RE 7 < 151
PLUN B Wos TR B s,
1. [E 34 ICMP %0 UDP#3B5%

1. 1st UDP Packet 4. 1st UDP Packet

9. 2nd UDP

Packet

e y

<

% ous =)
o, Outside

—
A—

5. 2nd UDP Packet

After step 5, all remaining packets
are forwarded directly to the
owner.

Forwarder
Cluster

4

55— UDP Hlls W N it AR IS B — ANl KBS B i R T a8 i) .
2. R H N E B R TR H AR TP kA 1 S ML 1) 3 1) 5% 715 0

3. FRGARIDATH, QIS R8T FR B W T R Hriniid, St CON IR
T

4. FrATEQIENL, (8T RS AR TR, AR A e A B IR 55 4%
5. A UDP Mt MRS5S A At IF A IL 2R Ko as o

6. Fer i ey AW PTAAUE Bo X T DNS SERFEEN AT IR, Fekd A&, s
BILRs Bt A X B 31 as, ARJE AR B rAT#

7. RIS R R AR IR R AU R
8. R QIR AR LOC R EE R, ISR O RS T .
9. PR B G R B i o
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X F /A3t = 184 Threat Defense Virtual &£E8£89/7 £i0 % .

X F At = d g4 Threat Defense Virtual ££8£857 £i0FE
x9
Ihie BAIEE | &RIKARA | FHEESR
Bl
TS
BB RIS (1) 7.6.0 7.6.0 IEANTT RUIMNERBEIS &S 45T R 1% ping,  HLER AR/ 55
MTU ping i ﬁh%%%MHﬁ@&kﬁW@ﬂﬂuﬁ@ﬁ Witk ping KW, R4
SERGESN, DMERR L IEIERE A L MTU AR ) R, R )5
ko
SERE IR ping T |7.2.674.1 |15 AT LA I AT ping A A2 157 DT A7 SR 1Y S BT S 42 1)k A
H. FAER . W RIE NSRRI A 3 SR R AR R R O E AN I
i, i, SERFEEHIEERE MTU W5 1T A8 TE A #ALIY MTU.
FEMESU b AE: RE > REEE > B > SHXKE.
AR ANSCHE By KB B O hROA 7.3.x 8 7.4.0.
R HEBR SO A e | 741 7.4.1 TERTCAAE “BeE” (Device) TUIHI A REAN A LANAE “HE/E” (Cluster)
BTN “ik ﬁ[@i?’v@?ﬁ%ﬁ”ﬁﬁiﬁi%ﬂ?%ﬁ&ﬂlﬁ%ﬁFFﬁi@Fo XTTAERE, BT
#%” (Device) Ml “4 P ST R BCh AN i SCPF o BT DL SERET AN AR R I AR 1
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