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Inside Switch Outside Switch
Load Balancing: == Node1/Control === | ,2d Balancing:
PBR or ECMP BW9i PBR or ECMP
' inside eth1f2 eth1/1 outside N oo
ethO8 10.1.1.1 (main) g(m 165.201.1 (main) "
10.1.1.2 |OC<3| 209.165.201.2 (local)
Node2
inside eth1/2 A3 cth1/1 outside At
iy 70.1.1.3 (local) $97500.165.201 3 (local) kb
Node3
inside eth1f2 eth1/1 outside o
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)
ER ORSCREER 2 R X LUK M E
RAGEI IR
s ARSI, REAS B K5 sl 0 180 2 1 R 2 O B B U TP il A MAC Hiuhik. SEmg Y% i (PBR)
e MBI Tk
Wik B2 AEAE ] PBR Ay BB 78 70 A FHBUAT (5L Aik e i, AT T O A i
mRﬁ%%m%%ﬁmlﬁm%mm%o“Hﬁﬁ%ﬁ*%%ﬁ%k%@%%ﬁZﬁ?ﬁﬂ%m
o T PBROZEFAEE M, DI ATREA N VA SE I e R ST ROR . O TR AR PR e,
WRETC S PBR SRS, DU 1) A 5 A0 Tk [R5t 0, 1) B8] ] — A By K 8 i B 2 WW,M
R — BRI S ERER R AL 10S PBR BIATSEHLUAR . R} TOS XS ERERITH
ICMP ping #5565 B KB . 285, PBR WIARSREE B7 8% B B 480 1R m] 1 1) 4K e FH B
AR e . AT RTEANE S, T2 LT URL:
http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html
http://www.cisco.com/en/US/products/ps6599/products_white paper09186a00800a4409.shtml
[B]55 AN BY % BB 12 E% H

A FARST R VI, AR B B B A 25 1 #E A (R B A OO0 TP HuhE A MAC $thhk. 2540 2 k45
(ECMP) % i — Pl 8 ¥y 15725

R C AT ECMP I Ay 8278 70 A BT 10 6 Rt e, AT T U I vk

FA% = & Threat Defense Virtual B9 5E 8% .


http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html
http://www.cisco.com/en/US/products/ps6599/products_white_paper09186a00800a4409.shtml

| A

F4% Z & Threat Defense Virtual B1£25 |

ECMP i i1 o] DUB S # i br R0 R I 22 4 “ Il e 8ditl. €19 EtherChannel —F¥,
R A 5N H e TP ik K2 /s H i 11 1) SO MEDRS Bl B AR IR — BR . W ORI AR I e
HIT ECMP 1, W B K S s P ) s 2 3 B0 s RARSEAE Al izt iy, AT Wb By
A AR B . D, SRS T AR e, T 55 A T A R th AR TR, o SR
Bo BA @ BE R B AR b DhSORAS A R 6 i1, AEIXFRSO0T, O C AR 5 Bl K
B A A Bh A& .

SRR HI TR

FEANTT UL — AN O A SERER HIBE I ) VXLAN (VTEP) # 0. 5% VXLAN FUPE4HME &,
HZEE VXLAN #1171,
VXLAN Fi% 8 3 &5

VXLAN P18 285t (VTEP) W% AT VXLAN EHERIfRS . B4 VTEP 7 R 285, — Az A
REFUFE TR VXLAN MZEFRIAST (VNI 2005 DUAFR A VTEP Y L B 0, HT8 VTEP
Z[HJ ) VNI 2 bR TE . VTEP Y5 DSR2 4 1P M4, dE1T VTEP & VTEP 115

VTEP iF$ 0

VTEP J5#z & — AN LS VNI 2 AR DGR & B Firewall Threat Defense Virtual £ 11, #57]
PLKE—A~ VTEP Y54 LS & O SRR I RERS . YR8 SR, DB I B A o A
VTEP 53 LE R — T W _ LA —A 1P Mok, b7 W5 P A e 2, JF H L RE AR
HEHZ .

VNI 0
VNI 2 28T VLAN 4210 g — MR, el bRl SEIL M SR s egn e P Pz 1 b
M. BHAERE A VNI A VNI EE DR R — 7 B E#AG— A 1P kit

FHEE{K VTEP

BRI LT L VXLAN AV 54~ VTEP X 454K AN, Firewall Threat Defense Virtual HEHE o vF
TR E 2 AR AEAA

SR R ERNHE

SR T B I U e LG P A R A S U
PR 4

o P RS .

* BCE R

* IBAPROUE A .
Hepfe i 4

< RS

. #A%5 =t Threat Defense Virtual 895 B


management-center-device-config-77_chapter16.pdf#nameddest=unique_500

| %% Z & Threat Defense Virtual &£ 2
nags |

o JEFEPTAT R A R B B

fc B 2

R R PT A RS AR HAEER S A LT RCE S (B SRPRCERSN Xt
S el FH ) RS SIS P I T AR

= TE W 4%

S A2 FH A7 B R BN s SR AN S AR 42 1 A 77 B

Threat Defense Virtual &£ 2% 8415 A] i

£/~ Firewall Threat Defense Virtual S2#F 17 mi #875 ZAH R PRS2 VFTE o FATTEEBON B A R 03 A
AH RV ECE T CPU RN AE, A WK BRABIRT A1 s B PERE, DAUCEC D) RESAR I R o ik F 2K A
P R B Y A DAL

ST LIS T VF T E AT B MRS, AR AT A MBI, TN ThRE, SRR A1
2 A MR VAT . 2 RET RS AR B 3 AT T VF T E

FERFFEHN T RGASINE] B KA B O iy, Rn] LR 8 S T2 AR O BE VT IE . 7EQUERERREL
BT IR VE R UE 2 FO 2 20 5 O FANTE S, ST R KV P R R SR B AR Hd Y e TR
WA AERLG (&) > VFRNE > R FNET sl RIEVFFIIE, SOk FHRE > IREEE, W EHIER
8 (2), RINEEREE > TFRANEDX P Sl RiE (O) KA R VF ATIIE .

Y

AR AR P O SASVE ] ORI IZAT) ZHR N TR, VR Bk B
D I, S AERE S S S RIS N R WS O, SE SO VF AT RS e T ST Bt e
JEIRHARAE, SRFEFIA

Threat Defense Virtual ££2F B9 =k FIRTIE &4

BASER
* FTDvS, FTDv10, FTDv20, FTDv30, FTDv50, FTDv100

* VMware 8¢, KVM

 4x4 BEE R Z SCRF 16 N1 . B2 T AR E DU TN, BN 52 A VYA Threat
Defense Virtual SZ471 .

#1745 = v Threat Defense Virtual 95 Bf
I



F4% Z & Threat Defense Virtual B1£25 |
. Threat Defense Virtual 285 A9 E K FRTIR &Y

RRfag
* EHLG
* V) BB

o LA PR Y

MR FNER K
SRR K T A B

o MU EETERS BIBE RS 5 FH EiTI RS « 4528 Firewall Threat Defense Virtual i, w] DUE T 3 &
"DeploymentType": "Cluster"fE Day 0 ﬁﬂﬁﬁpﬁﬁfﬁtﬁ%{/ﬁo ), E%ﬁ%/&ﬂ@ﬁf%ﬁﬂ:ﬁ
Je s B IREHT A B AT A e HT B

o (IR KVM) 2506 KVM EHLERIFTT VM ] CPU 2y X (CPU Fl5E) o

© WIAEIR—AMEREIZE . BATEBO FTAT 1Y sl AL A R = 0 CPU M ALY, & BT i 1
PERERS 522U, DAULRCHE BE AR Y

© WAL I T B e B0 JEAR IO B o AN SCRP R4 A B
* WABAT MR RRAS, THEANIRIER b SCRFE P T2

© WAL IR

© WAHER A

o AFAH AR A BEBREAT H 1 E3

o PRI A I BEAR FT AL RN RE . ASCREIIDIRENIZERE , 2 40 WL,
o Bl A ECEAL AT VPN S ] DARCE 2 i8] VPN

BAASEE R L K

B R BT JCha 7 B RO NTP IR 5545 1 BN BT AT SR AR 1Y Rl Bl U7 1) (R P S AR 55 2% SR ERAEIE A A2
BOAOUT, B AR B0 A8 ]S B AR ) NTP g5 s o ARG BT A SRR 1Y R BRI 1) %
B, T LA B S SR IR o

RHRAER

TS WL SE AN L B PRRC B AR . W PR R RIS R B (i L C . T IER CE D IMTU.
BROANSOUR , SRR HIBE RS MTU Sl 88 LEse b 1 154 527950 WERATHALY MTU AL,
JUESHFABREEN IS

. #A%5 =t Threat Defense Virtual 895 B



| %% Z & Threat Defense Virtual &£ 2

Threat Defense Virtual £25 #4601 .

Threat Defense Virtual &£ &£ 15 £ N

SR A
AN SR ] A

IPv6

SRR e AR TPv4 I 4 %230 HF

H b AN
o MRAE IR T (IS o e S EtherChannel #2211, 53 JH 8422 ] Firewall Threat Defense

Virtual EREEO . BRINMEIIAS HHLLLTE A VSS B vPC. R4 FECE 1P sk sk O #ish)
TN AR FEATIROURS X Th g, JRAE 5240 40 T SO i 32 1 0 1 IR 8 . 3 40 10 e s e HLG
B CFED BT WG, Bl LU S S PR A T fg

o BRI BB SR I RTINS A I, S PR I 2 T e /T T RS IR T T

o AT, EFFMEEE O HERER; B, E5F FTP K FIN/ACK ¥fli Wi FTP
R . AEUTEOUT, R EUEE AL FTP .

o TR ) TLS/SSL &R, fRFCIRAAFL, WAGERPrA & RN, WS FERS . &

TR SR . R RIS CEATILE “AMg” D AZ5em, JF HATEL
IERR .

o AT RIS O I VXLAN; H A SR H 8 % 2 £ VXLAN.,

EHINRE
« ¥ B4R cLACP 248 ID HARGAEHERIA R 1.
« BRIATEOUR, ERHSITIRUR I REAL T8 FPIRAS, (RERIAh 3 #b. BRIEIL R, fERTH #

F B S A s AT RO A%

o MIT S AR i SRR P R B TR SR A B SR I AN DI RE N BF 5 70 B2 il e BRI
o FIT R At i) el 1 RO SRR A S BB I DR N 5 5 Bk 3 ok, MG IR B E ol 2.
* X HTTP i, BOARHT 5 PP AIER I ER .

fic & Threat Defense Virtual 55

FL{E#%E Firewall Threat Defense Virtual 5Bl B4R, HHATLL FES% .

#1745 = v Threat Defense Virtual 95 Bf .



FA%A = Threat Defense Virtual B9 £ 8% I
B essronnss

[ IR L RN R
CER R AEREL ARG MR, AR A IR B A D LA A

R

S8 1 ##E Cisco Secure Firewall Threat Defense Virtual A [ 145 Fa 4 B 80N ERETT 5.
R T W%

o WA SRS I BE IS 0 FH BT o 35058 Firewall Threat Defense Virtual I, #] DU it i3 &
"DeploymentType": "Cluster"fE Day 0 it & FHATILEEME. BN, AEEBE N BEITRMESR
Ja B IREHT A s AR A R HT B

o (PR KVMD i KVM ENL LT VM i H CPU fifi 43X (CPU [f&) .

a

S AN S PIRINBe% - FEARCE . BT ULeIE A& A B KRR, R M)A e 21y
Ko ARV A I BEE WA BCE (VPR Vi R SRS ) 2T s IR BT AT SR A 1Y ki 4k 7K
TR AETE SR A I 2 PP 49 R

M

PIR2 KRR [ R4 P R ST B A R I 2 Bl K A B R
=

el ek
I B ERe 0 A RS
o

FLEDRE AN, AN AE 25 AR S AT S . W R G E L ThfE, 2B R A
MG, flan, AR OSSR D (I BVD _EECEARAT 1P Huhik.

UK

S R IRE > REEE, KGR m> &£,
HBLRINEEE RS (Add Cluster Wizard).

. #A%5 =t Threat Defense Virtual 895 B


https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/products-installation-guides-list.html
management-center-device-config-77_chapter1.pdf#nameddest=unique_34

| FA8 = 0 Threat Defense Virtual B &2

nzes [
B 1: 5 mEERS
Add Cluster Wizard ®

o Configuration 2 . Summary

A Create a cluster for supported models. Note: For the Firepower 4100/9300 and threat defense virtual (AWS/GCP/Azure), use the Add Device option.
Make sure connected switches match the MTUs for data interfaces and the cluster control link interface.

Cluster Name *

| clusterl ]

Cluster Key

[ )
= )

Control Node
You can form the cluster with just the control node to reduce formation time.

Node *

[nodew v ]

VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl

[ 10.10.1.0 I / [27 (30 addresses) v ] [ 209.165.200.224 I /

Cluster Control Link * VTEP IPv4 Address * Priority *
[GlgabitEthemetO/? v ] [ 209.165.200.225 ] [ 1 ]

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Add a data node

HI2 KPR R E EBEZ R (Cluster Name) F1-5 {3 i iF £ 85548 (Cluster Key).
« 8B AR (Cluster Name) - 1 £ 38 N7 FFf ASCIT F4F .

o SEB¥E4A (Cluster Key) - 1 3 63 NF45M) ASCI 45 i . SEB#24A (Cluster Key) 1i 1 T4k
Inasss ] S AN AR, RS IERIR S TR R R AR, BT Z LA S
I3 A THRHEIT S, TN R A
* 155 (Node) - B — U BAE AP SR ss . 24 B KBS E FErp oty T IRAETERS, e ek
DU SIS IR ETE, R ek Bk T
iR
AR B RR SN B R () IR, V5 i AR A I . 1 A R
SEAERE, MRV, SRS IR R BT AR B
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Configuration Issues

o Incompatible Smart License(s) - AnyConnect APEX
configured on node1

o node device deployment is pending.

Close

Bk BRI, IR A ORI VPN VFRIIE,  JFRE A BE O T SO % 21 B o

* VXLAN R&EHFRIZFF (VNI) B4& (VXLAN Network Identifier [VNI] Network) - 2 VNI #2445 &
IPv4 T-M; ZME AR IPv6. J55E 24, 25, 26 5L 27 1. 1P Huhib¥i ok A 5h 7 Bo 2 ik 2%
IREAN ST 55 . VNI W& EAEMFE VTEP M4 EI8AT a5 le ftl i 2%

EEHEHIHERS (Cluster Control Link) - 52 H T SEBEf b 05 i i Bz 11

EiBRE L (VTEP) M4 (Virtual Tunne Endpoint [VTEP] Network) - 24384 1 j 2545 &
IPv4 T iZMEARE IPv6. VTEP 455 VNI INESAN], e T BRAE T 42 Tl B i

* VTEP | Pv4 itk (VTEP |Pv4 Address) - It 7Bl B 2h3E 78 VTEP 4% LI 5E — /N

« AR (Priority) - BEFEHI SUERRM LA ST e, BRI 1 3 100, H 1 K

F e BIAERR DL B B B AR T AR /i, A2 F UCENLARAEI, By Rl A 4
Ko

SETA X THETA (%), MbiRMEHET A (Add adata node) LUK 17 i iS4 #E -
ST DASUAR PP R SR DU AR B N (K3, A ST B T AT 4 e SRR

P17 B E DL A
* 15 (Node) - IEPEER NI e 4 o
AR
WRAELET 5 4Rk I E B 2 (O) [bs, 5T LB bR DL A B B E . AR

SEARRE, MRV, RS TR TR ST AR .

* VTEP | Pv4 Hitilk (VTEP IPv4 Address) - 2Bt B33 78 VTEP 4% [ F—/ Mk,
* fRFELR (Priority) - BB 45 W RUEPEMI MY SR SE . PRseMfEy 1 2] 100, Forf 1 K
[
PE®S e, SERE, N5 AHRTE.
SRS SR TIELE S AR A BAE R . 5 SR P S S T AR R S I 1Y) VXLAN #2110
SRR RTE & > TR TUM b JRITHRE A5 SR R
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ftdcluster (2)
" Cluster(Individual Interface Mode)

172.16.0.50(Control) Snort 3 Firewall Threat Essentials, IPS (3

770 Manage Default AC Policy N/A
172.16.0.50- Routed Defense for VMware more...) U
17216.0.51 (SASES Firewall Threat Essentials, IPS (3
a 770 N/A ( Defaut AC Policy N/A
17216.0.51 - Routed Defense for VMware more...)

T IEAETE R mi 2 B br o

475 S

D ftdcluster (2)

" Cluster(Individual Interface Mode)

® 172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

D 172.16.0.51(Disabled) Snort 3
172.16.0.51 - Routed

R DLl i 5 ity i@ %A (Notifications) BIAR I $E £ (Tasks) Sk i S 17 s MHE Ol B K i
B SRR S M S “HEHEA M ” (Cluster Registration) ££55 .

Q. Search Deploy Q0 & @ ‘ >

Deployments Upgrades Health Tasks & ‘ ‘) Show Pop-up Notifications @
@ 0 running 3 success 0 warnings 0O failures [ Q Filter ]
@ 1010013 Deployment to device successful. m

© 1010112 Deployment to device successful. m

© TD_Cluster Deployment to device successful. 48s

TR 6 L RCEARREN SRiE (2) B BN BUE

K2 HONC B AT DN RN, i AN TR R 1070 e B, P DUSE e N1 R s 24 K
{H L RERC B B MR

$IB 7 {F & & (Devices) > & Z &I (Device Management) > &% (Cluster) fi4rh, o LI EERNER
(General) AIHABBEE .
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[ 5 REFIRE

ftdcluster

Cisco Secure Firewall Threat Defense for VMware

Cluster  Device Interfaces InlineSets Routing DHCP  VTEP

General & License Vo
Name: @ ftdcluster Performance Tier : FTDV50
Transfer Packets: Yes Essentials: Yes
Status: [ Export-Controlled Features: No
Control: 1010112 Melware Defense: es
Cluster Live Status: View IES: Hes
Troubleshoot: Logs  CLI Gamters Yes
URL: Yes
Secure Client Premier: N/A
Secure Client Advantage: N/A
Secure Client VPN Only: N/A
Security Engine System
Intrusion Prevention Engine: Snort 3.0 Policy: None
Health Applied Policies &
Policy: Initial_Health_Policy Access Control Policy: Default AC Policy
2024-11-04 [}
00:08:18

Prefilter Policy: Default Prefilter
Policy

SSL Policy:
DNS Policy: Default DNS
Policy

Identity Policy:

NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

Zero Trust Application Policy:

FlexConfig Policy:

Advanced Settings & Cluster Health Monitor Settings ® ¢
Application Bypass: No
i P Health Check Enabled

Bypass Threshold: 3000 ms N

Timeouts
Object Group Search: Enabled

Hold Time 3s
Interface Object Optimization: Disabled

Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled
Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval Between Attempts Interval Vari

Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2

THZ A EH (General) X Y LU SEHFF 3 il -
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* BH: (General) > ZFR (Name) - il id sy mig ()5 U R AR

General

Name: @

Transfer Packets:

Status:

Control:

Cluster Live Status:

WG BLE AR 7B

General

ftdcluster
Yes

e

172.16.0.50

View

Name: [ ftdcluster

Transfer Packets: [:]
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: b

Cancel

« B} (General) > BF (View) - J5iHEF (View) B LT T ERHIRTS (Cluster Status) X G HE.

General

Name: @

Transfer Packets:

Status:

Control:

Cluster Live Status:

74

ftdcluster
Yes

e

172.16.0.50

A 7EEBIRZS (Cluster Status) A HHEF1 A 1798 £ EB (Reconcile Al LA B i B 2 .
4538 AT LN £ ping AR BEPE HIHERS . 15 S AR RES I BE % _LIAT Ping , 55 38 1L,
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Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

F4% Z & Threat Defense Virtual B1£25 |

[ Refresh ] [ Reconcile All ] [Q Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A :
> InSync. 172.16.0.50 Control 172.16.0.50 N/A :

Dated: 14:08:46 ‘ 20 Dec 2024

o B> SRS HERR- AT LUE GRSl H S, BT AR AR CLL. 152 P AR REEAT i

HEBR , 5 38 T,
& 6 R HERR

General
Name: @
Transfer Packets:

Status:

Control:
Cluster Live Status:

Troubleshoot:

&

clusterVFTD

Yes

°

1010.43.21
View

Download

TR 71 R&E > IREEE > R&E L, WA LTI R RS b b B A P I RS GO PO B DL T B
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Cisco Secure Firewall Threat Defense for VMware

Cluster  Device Interfaces Inline Sets  Routing DHCP  VTEP

172.16.0.50 %
General & & Lh System fol o
Name: 172.16.0.50 Model: Cisco Secure Firewall Threat Defense for VMware
Troubleshoot: Logs cu Serial: 9AB6837GVVJ
Mode: Routed Time: 2024-11-04 08:51:07
Compliance Mode: None Time Zone: UTC (UTC+0:00)
TLS Crypto Acceleration: Disabled Version: 770
Time Zone setting for Time based ;
Rules: UTC (UTC+0:00)
Device Configuration: import  Export  Download
OnBoarding Method: Registration Key
Associated Device Template: None
Health Management & ‘) Inventory Details c
Status: ° Remote Host Address: 10.10.012 CPU Type: CPU Xeon ES series
2300 MHz
Policy: Initial_Health_Policy 2024-11-04 00:08:18 Secondary Address:
CPU Cores: 1 CPU (4 cores)
Excluded: None Status: o
Memory: 8192 MB RAM
g‘uat‘ﬁg l:3and Check Latest Status Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

8RR

172.16.0.50 v

172.16.0.50

172.16.0.51

* HM (General) > #FR (Name) - L il #RiE (&) SRR BoR AR

General &

Name: 10.89.5.21
Troubleshoot: Logs cLI

Mode: Routed
Compliance Mode: None

TLS Crypto Acceleration: Disabled

WEBE AR 7B

FA% = Threat Defense Virtual B9 & 2%
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General ®

Name: [ FTD2 ]

Mode:  routed
Compliance Mode: None

TLS Crypto  Disabled
Acceleration:

Force Deploy: >

+ E18 (Management) > | (Host)- 41 GE7E ¥ 2% LB R SO0 T 47 38 1P Mk, U DAZIAE BI7 K B B
HpUCy HE TCECHT () ki DL A BE P kb Vs i) P4 e e% . B OEAR RS, 4nfE B 12 (M anagement)
XAk R EH (Host) Hudik, 4R 5 58 o % .

Management ()
Remote Host Address: 10.89.5.20

Secondary Address:

Status: (]

PR WERAEAR A I (K15 DL B SB e nl, WEDHT R S A SR 1Ym0, DU R ARl
Pt (KIAR KT 35 2 B O P BT 3 i 4 o

AR A Z R TR, AT LBk X —2

P TS B s o e R B L e, DRI AR 1) B B 5 S R A A e M /N R B 0 LA R AR
B TFEY (100 215D A VXLAN JFH (54 2715 o BRI, MTU S & A b m 2o 2
FMTU (BRIACK 1654) 1 154 A0 WU JE R £ 1 MTU, 1555 5 [F] I 58 QS 47 il ik
% MTU. i, B+ Ak MTU 9198 £17, DAt @i 2cin 2 11 MTU 7] LU 9044, i £E R4l
B a] LR A 9198, I Z L E MTU.

ER

A JE B B SE B B BE IS A BM LB B IE A G IIMTU; (50, @8R R, 2454
T RUIMNERRERS, B I AURIE ping, AU/ SRS R BE RS MTU UUAL, TS £
MTU 2. W ping KIMG RS AERGEA, PUEE L IEERRASHAL - MTU ASPCHL ) ) 5,
KRG EIR
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JUK

P R R > WHREIR > Hbhibith kAN IPv4 F/EL IPve Huhilbith . 1752 bl
/DA HER PR EEA R bk . RERLIP MREASE T i, (R TR — M. ik
SR I B A B IR D) A H b
T2 EFIRE > REEE, K5 AHERN HiE (0).
S 3 AUHED (Interfaces), 2R Sil— MR 10 g (2).
FIB A4 1F IPva L, BN P bk RS, Ib 1P bk AR RE 0 [ s ik, SR8 T2 i s e 4%
$IE5 M IPv4 skt (I1Pv4 Address Pool) T4y 818, et gt (i bk it .
iR
WERZEFEH MAC Ml Fegs bz 1, W7 ZAE A FlexConfig k41—~ mac-address pool .

IR 6 {F IPv6> E7K (Basic) 11, M IPv6 Hititit (IPv6 AddressPool) Rk, E£4 6] (bt i .
P T $#IEH T AR E A O E
$IE8 SR TE.

UBIF, AT LAE R ERE > ERE R SR B BT A L e A . (BB T S, T AR

AL ERFEITRARIZRE
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Cluster Health Monitor Settings ® ¢

Health Check

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application
Unmonitored Interfaces

Auto-Rejoin Settings

Enabled

3s

9000 ms

Enabled

None

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1
Data Interface 3
System 3

5 1
5 2
5 2

FLERBTRREIRRER S RIEFH

FEE 15t BF

Fiazl:5)

PRFFI ) 0.3 F 45 Fp2 1), BROMMEN 3 F. K THIET SAGEBIIRGL, LR
FSTEEREPE HIEE S oK heartbeat 1 B A& 126 2 AR Y fo R SAELR
R AR B 0k B ST S AT A heartbeat Y98, UG &55 s g0
To N BTG AR

2 VB AR [ B ) AT 300 F1 9000 =02 1], BRINE A 500 Z2F0 . 2 1B B[R] i [R] & 5
FUBEZ A0 A R A s oK 1 0 BT P I 53 2 iy 20 R R (1] o

ZEEN B2 LIS ATIR SR TR W P B PR e . TR s 38 2 11 1) A A s 1
FERF B A R AR M, (EAE A 5 b A2 4 O N AT T Bl
H, o 2 MAERE A I BRAZNY i o 19 s5UAE 22 A 1] J BT I 153 ke 53 B
YT 2RI DL A2 A B e 1 A 2 IEAE I N AR B 45

JIk 45 1 SLIRIETEXT Snort FIREEL CLiliREFEREAT W45

Az WP WoRAZ R,

BHEHMNIEE

R S R BE T T B I R 1) 11 Sl BT NN B
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mEEmzrnkzeE

FE 15t AR
SRR AT 1 165535 20l BOAMEN 1 CARZRRED o SE SR IF AW

UL

SR [ (K7 1) e

I 2 W60 Zfa)e BRINEN 5 73 Bhe 52 SCPTUCEE I 221K 2 8] 1 1)
BRI 1] CRAZM Bt B o

B FR AT VA3 22000 BROME A TR HF S TR 1 Ao 8 SO AT Y IRER 22
W T B R LI [R] o

Kot TR ECEE L Y A S T I B .

ZARIEL I ¥ 1165535 2 [i)e BRAAEN 3o BEESLUHDH A M IREL

R[] K 1A e

T2 W60 Zfa)e BRINEN 5 3 Bhe 52 SCPTUCHET I 2218 2 [a] 1 1)
PRz 1a) CAM o )

[ A2 1 T 1A 3 20 BRIMEA RIRRHFSE AL 2 4o S SCR AT BRI 22
W T B R SE N TR] o

RE BRI ERER ) QS I INARE . AR NRREIN . A
N RS

ZARIEL I ¥ 1165535 2 1. BRAAEN 3o BEESLUHH A M IREL

SR ] K 1A e

I T2 W60 Zfa)e BRINEN 5 3 Bhe 58 SCPTUCHET I 221K 2 [a] 1 1)
BEFFEETR] CRAZM BN BAALD o

A

T 1A 3 206 BRIMEA RIRRHFSE AL 2 4o S SCR AT BRI 2
W T B R LN TR] o

\}

AR RSN RGUE ROV, WIFEA T R QAT ROUR 2 N ANE 1 7 Bl A 2 2.

SIS WIN i1 T S Ry 4

Hs 0] DL P AT A 3 M3 ID BN FE 32 1 ID, L A% Snort UG OO HERE. BT IRI I 5 ANTE
VLAN T LB 0 (Fldn, VNI BVD EHAT. BASRE SR B R L B s, EaR&

AU FIRE -

e iR & > REEE.

FEEAE AR 70, i #R38 (2).

il &E8% (Cluster).
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B4 EEREITIRORMIEEEIEE (Cluster Health Monitor Settings) #4), siii 4848 (£).
HIBS  JEN A IHEITIRIRE (Health Check) 1 HUAE ] RGEE 4RI 2
B 10: 2R A FITITIRREE

Edit Cluster Health Monitor Settings ®

Health Check @D @

v Timeouts

Hold Time Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel

A R AEATAT S O (s s B s 82 0 . 8 AR IS AR sl i 0L A
IS AN VSS . vPC B VNet) , NS RGeS B Lh g, EZAEHI CAE A%
PR R . 0 P & S B o B HLRC B S B 2 R AP BT 1m0, 0T UECHT A T R e ATk
UKL A T REA A AR 2 1

SE6  CE CRFRI AR B Sk ]

* {R¥FATIE] (Hold Time) - 2 PR I TH) LA 2 P 20T DB AT B AT g i Ta) (Rl B, A1
0.3 )45 FF; BRIME A 3 Fb.

* $ZOFA R BkAT 8] (Interface Debounce Time) - K97 S k] (0] 152 & 4 300 £ 9000 =P 1], ERIA
24 500 =80 o BN AT PRSI 10 o PR S o VR, T SR ) 7 Sk TRYRAIR
SRR LE . e R A TDIRES TR, W RSB ARC 20480 REA KDl K
AR, KT RUNERBE IR . 6T AR A e 4 4 1E 5 12 1T IR AS ¥ EtherChannel (45141,
AL H N2 AL LS B EtherChannel) 155,  SEK RIS SIS Ta) o] LA 1EAEET 0 B 1)
FE VUL IR R 7 — AN BT SR 20 5 i 1 P 288 S PR S 7 by RS

P HE XAESATRGUR A R A WO 5 1) B S BT ISR
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mEEmzrnkzeE

MEEAHNEHFMARE

~ Auto-Rejoin Settings

Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

Data Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

JERHED (Cluster Interface). ##E#ENQ (Data Interface) &%k (System) ¥ & DL AR oA 8 s
G NHFRDEB . NPRER 85 .

* ZRE (Attempts) - WE FFTMA SR, AT -1 F165535 210, 0¥ A H B EH A .
&840 (Cluster Interface) MERIAME N -1 CEFRED . &IEIED (Datalnterface) fl 24t (System)
(R INE R 3.

iz [E Y ERE (Interval Between Attempts) - 5 S T NN S22 R IR TA] R R 22 I TR) (LA
STEPRRAL) , AT 2 F60 Z00). BRI R 5 ar8he T AT SR T BN SRR 1) d5e AR i Ti) B 261
B EREM IR 14400 2340 (10 K)

B FRZE 4L (Interval Variation) - & & 738 il B RF Lt (o). s AT 1 F1 3 ZWE: 1 O
B 5 2 QAFF B IREFEETED 83 (35T B IRFRLEI ) o Fldn, W Rk EE

RNV E A S Bl RSB E R 2, WITE S B HETES 1 IREEE 7R 10 08l 2x5) Ja
PEATHE 2 ISR 76 20 2041 (2 x 10) JEHEA T2 3 k2. &EBFHED (Cluster Interface) (2R IAME
Jy 1, #¥EED (Data Interface) Al R L (System) IERIME K 2.

SR8 Wil EshFMiEED (Monitored Interfaces) ok A~ 5 1545 0 (Unmonitored I nterfaces) % 11 7 (#7432 11
RBCE Z 4 o fad mT LU Hh B0 e 3 FA AR 55 Bz A BE4% (Enable Service Application
Monitoring), LAJi 825 F XF Snort R L3R RE IR M 42
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12: B E % MRy O

~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ search

GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

P B AT RS Aok W s b i s o SRS s 8 AR 1 A T A W B s e s 1 ok A ke, (L
LE AT S B A O N S s 0, S MEERE TP HIBR T A T A 2 K S AR
THE TP B e 53 B e T 0 PR 2R TR DL R 271 o B i T I A IEAE IR B 2% BRIATS LR, A
BT A5 B2 10 LA A Snort AEEAE S HERE 8 FHIE A IR 2
180T BEARAR FHAS T A 42 1 BB A IR DU £
MR R A AT SO R s I B R s . S P ER AR Y . s el ERgRE . B R
IRAAMOAZ BHLE K VSS. vPC B VNet) , RENAEH KRGS TIRER A ThRe, EAERN Ot H#:
IR TR o M 440 B0 s i HL G & S8 L L [RB B BT 10 s, S8T DLED B A H R gz 1tk
DU AT Th e Fnl 4 s .

$B9 AR TE

S0 FEECE ENG WS HE T E

T

BEEHT A

AWINFTRY SRR T =
ST B8 5 A A I SIBAT ISR

RS

SR RE > IREEE, AR ES (), RREERmTR.
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[ 13: 015 =

Unregister

Cluster Live Status
Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

REK WonEIEERE S (Manage Cluster Wizard).

LB 2 T4 (Node) e IE B 2%, ARG MF 75 248 TP Hh bl AL 5E 2

1 EBER RS

Manage Cluster Wizard ®

o Configuration 2 Summary

Cluster Name *

Cluster Key

Type an ASCII string between 1 and 63 characters

Confirm Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node *
VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl
/ /
Cluster Control Link * VTEP IPv4 Address * Priority *

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Node * VTEP IPv4 Address * Priority *

Type device name v

[ 209.165.200.226 ] [ 2 ] Remove

Add a data node

Cancel

PR3 ZAIIARTY AL AR INEEET = (Add adata node).
FRA s, EERE, Ao ahRE
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- T

T IEAEE Y s B E AR

& 15: 75 = E 4

D  ftdcluster (2)
Cluster(Individual Interface Mode)

® 172.16.0.50(Control) Snort 3
10.10.0.13 - Transparent

17216.0.51 Snort 3
10.10.0.12 - Transparent

T A] LI 3 5 7 @R (Notifications) IFR JE1E$E 1E5 (Tasks) K Wa 2 AL 0T S WG

Deployments Upgrades ©® Health Tasks &y ‘ C’ Show Pop-up Notifications
20+ total 0 waiting 1 running 0 retrying 20+ success [ Q Filter ]
0 failures
%.. Cluster
Data node 172.16.0.51 configuration deployment is in progress for cluster ftdcluster 23s

T3 =

REnT LA P RS 1, AESLON — ML e o BRARFINTEEANERE, T ETCVE TP Tz 619 i

el 1 e A CE R

TR RE S IREEE, ALETHRTY AN ES (), REFERETR.
16: T3 =

Disable Node Clustering
Unregister

Packet Tracer

Packet Capture

Health Monitor

Troubleshoot Files
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fan] DLIEFE i e 5 BT 15 /2 (Break Nodes) MAEREN) “FEZ2” (More) ST — N ERZ AN R

R2 RESPRBHNTW AdiZ.
[ 17: WA BT

%

Confirm Remove

Are you sure you want to remove node 172.16.0.51 from the cluster? It will be
converted to a standalone device.

.

fsnT LUE R 5 T8 %A (Notifications) KR L BT SS (Tasks) Sk PG RETT s T .

TSR AT

FET LA I SR D0 T A1 U I o o B . I s DR B R 22 A SR TG, T
RN BRI RC

o
i

LB BICR T ST AR i B KB B R T P SSORE B . 1S R, 5 30 T,
P2 G IgE > REEE, ABHENN EE (), AREIEFEREERE.
[&] 18; RS

Unregister

Cluster Live Status
Add Nodes

Break Nodes

Edit Configuration
Revert Upgrade

Health Monitor

Troubleshoot Files

il

T3 RGSPORBIWITERE: LR
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I
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19: T I\ BT

Confirm Break

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing
nodes so they can also be converted to standalone devices. Are you sure
you want to break cluster ftdcluster?

-

sl LU I 55 17 i@ %A (Notifications) Blbr T35 £55 (Tasks) xSt rh b .

FIRE B AL DAHERINER Y 0, BRI I EAT e o BORES SRR I 9 s 49 e et
TTWKW PRI BRI A ARG SRS I, DT B R R OG

FE TN B, LR % (Devices) > IRZETE (Device Management), fiili B% (), KRGk
HERT S8 %f (Disable Node Clustering).

20: KR

|pisable Node Clustering |

Break Node
Unregister
Packet Tracer
Packet Capture
Health Monitor

Troubleshoot Files

UPRAEA YT i AR, WL rh AN Y RO O B e TR, SRR IIREIN S
G RS A S S R YT R WP AT IR T, i A BT (R Y s B . R
TP RO SR AR P O ME— 0 5, WD IRAE P R R AR SRR

PR 2 NS R EAR AR
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Y
/|;

T UK AR IR & (Devices) > 1% & &8 (Device Management) #1175 &S50 Eor (BEZH)

([Disabled]).
W3 FOH A R, WS IR, 2 27 T

EFMAEE
AR EERE R IER TR R (Bl T I BLRR K 0D, B W RS TSR, AT 5
ReILEPOIMASERE . W ORMBE AR, P2 EDTIIASRE o A7 T AR PR 0 e AR S DAL B

ZAE R, WHSHEBTIMAERE 5 46 UL,

RS

TR N T EHEP RS B&, IHIER ’E > WEEE, Ak ES (), RREFBATAER.
pZ ¥R SRR P

BEREHT R

B WG AL B R e T R AR, AR BIR RS 28 R R AR
R E ESOAERINY ) B AR RTT, WA R R R, MR IIREN S, R
FHAEAT — b T3 3R R it 5 S ¥R 4T e, U BT AT S ORI T, i J b B 42 1 s R B 7.

ik

LRI A, AT L R IR

B e & > wEEE BE () > KHIAPRSS M EREPRS .

Nil
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21 BT

Cluster Status ®

Overall Status: Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

T2 W TR RIS B%, WA ES () > BARBRELAES.
PR3 RGBT . PR EIENE, AR5 AL BRE.

BRI E

T DA ARAF IO o RSB O R BT S ) VTEP TP Mtk 2 ST, AR 4 A
P EA] . AL AT, TR EBIA R W, QRO Y S ALY VTEP
IP $thik,  JULRAT 52 5 00 (079 2 v W F OB A n 248

SR R RE > IREEE, AR ES (), RRiLEERERE.
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[ 22: 4w B &

Unregister

Cluster Live Status
Add Nodes

Break Nodes
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

&

REK WonEIEERE S (Manage Cluster Wizard).

T2 WA,
2 EWERNSG

Manage Cluster Wizard

0 Configuration 2 Summary

miakenng |

A Editing the cluster bootstrap configuration requires disabling all cluster nodes temporarily. This operation may result in traffic disruption, and you should
perform bootstrap changes during the maintenance window. Make sure connected switches match the MTUs for data interfaces and the cluster control

link interface.

Cluster Name *

Cluster Key

Cluster-level changes

Control Node

You can form the cluster with just the control node to reduce formation time.

Node *

VXLAN Network Identifier (VNI) Networ

Virtual Tunnel Endpoint (VTEP) Networl

[ 10.10.3.0 ] / [24 (254 addresses) v ]

[ 10.10.10.0

Cluster Control Link *

VTEP IPv4 Address *

] /
Priority *

[ GigabitEthernet0/7

g

[ 10.1010.2

) (2

)

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node *

Node-level changes

VTEP IPv4 Address *

Priority *

[ 1010101

) L

)

FA% = Threat Defense Virtual B9 & 2% .
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PRI pileEE. AERE, A AhRE

. > S

BAREBETS
TR AETENY S I, U AT A SRR A BRIV 45 B 8 2 B KR Bt BT, B Y A B
KCBE A B RO A 5 SAE AR R 2% ) N SR R

UK

TR AR IRE > REEE ES (), RRIEFERIARTS, UHTITERRESXHEHE,

24: LRI

Unregister

Add Nodes

Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade

Health Monitor

Troubleshoot Files

e

PR 2 LA LER (Reconcile All).
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MR GEw sasnasnEmames piosgEs [

[& 25: thiA £ &
Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile AIII] [Q Enter node name l
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

ARERCRSITEME R, WS P IEER . 5 32 .

MiBR GESH SRR A EMBIFHER BAEEEFR O
ST DU B KSR B RV CRE, RS BEGRAS  SS RS IS et 5
BRI, T A R 5B

ROETT LA B KEEE B ApLy IGHEE MY R, A P ITARBE P T A AR AN Bt B
KEGEH L b, HEPSRRER — 0, I HEagksibibiie, ERnTaesch T m. &
TCEIGHE N 2T AP i RIEIR T MBS KRR B A Lo 0 0, ST RE e A SR LU
TEME, ARAEHRRR A PSR I, A BB A SRR — 40

RIEREVI i
o DI By KRR BE ORI SRR 2 1) ) i A A
© N IREEIR WmMERAERE

o WERAEREY- 6 VB AR IO E ) AT NTP M B G B APy PO T, DRSS 3% [ A e Frf
HIEEREN

o PREFICE AR, DUMEEREAR A B 5 .
NAT Fl VPN, ACL %55 DL S 32 e &R R AR
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| S

R ST PR M A ) s A [ PR 7 KA PR e 2 3 BT AR, DRI R SRS A 12 i A5 L AR PR
oy RMFICE R, DI T ORIV — N EARAS I o A mT AR U IR 3 605 [ 47 1 SR s
AELAZBAETE WY I B N LA SRS, SRR A PR A B O A2 i VS B I

FHia Z |l

PRI FE 5 2 CLI — A9 1A 5 i BURR

TR EH IRE > IREEE, AR AN S (), AR IESBUEEM.
26 BUHE MR A

2 8

Unregister QED
Cluster Live Status
Add Nodes

Edit Configuration
Break Cluster
Revert Upgrade

Health Monitor

Troubleshoot Files

PR 2 ARG PORERUEMRR N R AR
HIR 3 ] DOE R H b ARSI I A BT B A AR SR AR M B (BRI B K B L £
i

a) JEBR|AMEREY A0 CLL, R4 configure manager add 4 R HIHT B KESE B L. 1S
Be) £ CLI P4 el o 7 4 A PR 11
b) EHIRE > REEE, QN5 AhHiRmgE.

T R L — AN SRR Ve, ARJE BT R AR B

P4 WHEHRIMCMBRE S A, WS R A, 5 30 1.

TR LLALE By K By TR CLI kI SR A
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« ERPIRARAE Qi IRE&E > IREEE B () Mbrgig& > IREEHE > S8 10 > B/
D > ERBFSERHIRAS BEROR VT D o

27: BT

Cluster Status ®

Overall Status: &5 Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

P S — MR A B E T fR R s
EHER Y RTS R DL RS
* IEFERIP (In Syne.) - 15 s A1) Bl KRS B A0 M0

* FRACEEVEM (Pending Registration) - 17 AU SEREI—8B4r, (HMR ) B KE B0 73
Mo QAT S, ] s A BT A (Reconcile All) LLEE i M

« e O 25 H (Clustering is disabled) - 15 A CL ) By kB0 M, (HE LR ARES)
B WERIEFT SR Ja FOR A AR S, AR B IR, B 1T LN AR

o CIEFEIMANEERE..” (Joining cluster...) - 17 s IELEIIANIFE LIAERE, (HMIARTEHWIMAN . &
BRAE N ) B KB O VM .

X TR, BT ARRHZE (Summary) BUA £i83% (History).
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Status Device Name Unit Name Chassis URL
v In Sync. 172.16.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ][ CCL Ping ]
ID: 2 CCLIP: 10.10.3.2
Site ID: NVA CCL MAC: 0050.5689.5e5¢c
Serial No:  9A2VSEQSQFW Module: NGFWv
Last join: 08:22:47 UTC Jan 6 2025 Resource: 4 cores [ 8192 MB RAM
Last leave: 08:22:24 UTC Jan 6 2025
B 29: T Eigx
Status Device Name Unit Name Chassis URL
¥ InSync. 17216.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ] [ CCL Ping ]
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster unit 172.16.0.50 state is DATA_NODE
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.
07:53:27 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.

« B @) > 125 i

o

{£55 (Tasks) LI AEREAN 1T sy M B8 “ A2 REA M7 (Cluster Registration) 1155 .

< %% > REEEcluster_name.

JETTBE 25 R IU I LR SR AR,
Rho AT TASAEEM S A5, WA BN &R .

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory

| resour ce usage | service-policy | traffic | xlate count}

BT LA BIPTAT RO i, A TP ik 5% Whos LAt i sl

LA BRI R G s 5 S, WA show cluster fir 4.

* show cluster info [auto-join | clients| conn-distribution | flow-mability counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |

transport { asp | cp}]

BEEEPE R, 1EMH show cluster info fiy4 .
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SRRFIB TN SR 2R HI AR

OB U, B KR B R 2 MBS AR B R A R S AR bR . SR AREAT
NIRRT Y R CR VD E

© BEAPEHITAR - oA REBHRIh . SIS AR AR R 15 B

© MBS WARTERE I SEINPARES  FAAS BV B RS A TR DL BB A SR (Y
T RD LEBER PR W rPIRASTT LU AR CAB& TR o O
m EASEZAERET, ANET B K PO R R 2D 8Os G AR .

o PG T BB BoRERER M AT RS, WA CPU MR . WA, ENER, it
R 155 i#ﬁiﬁl NAT %4,

A

AR CPU AN AEFR b S s B~ AT snort A TR DU B 1

* AR ER (B CPUAEITIT &L, WAFERITG DL At s AERR) DLy s st 5 I 1] B
WEIEEREG S B

G AT BRI - ALY P b s SRAE Y R K D 28000 A«

o AR KRR AR RUAE A I 1) Y P B AR SR A DL . A
R R oy B A AR, ST DU A B UM B8 o A P KA 52 3 R REA T4 I

o CWRGEHE R M ARRS R R RGOS . 8 AT Ok CPUEHT R . A
HORATCR R R I EERL DL S SRR R NAT H A (Kdabn it . IR LI A
T REN IR I AR YU AT 2257

* BOATERESS TR - Whon SRR 1Y Sl i dahs . AT U AR a8 oK DB ROF B HFE 1 A
MIVEAN(E )R . Fhn i Al CPUMEII AR . AP R BN . R R IS E R TNAT
et o

* CCL # IR - AT Jr A s S e B s Jodim - B A ARt
o MR HERR AR - PR AL T s HE R S SR e A (SR
o INFTEJSE R - F T BRI 25 Pl a6 b 2 1 s O B T I 1) 6 11
o HE SCPEHITAR - BT RAEREE R TR AN RO FEAR e . B, 9 RS OGE T T 18U
BB bR, ANIEH 1Y R0 A AR
ERKFIEITRR
AU E LI B YE s i A REAT LR o
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ERHS IR DU RS P LA ALY s A RS TR L . ISR A IR DL AR A — R %
TR AR R R LA R A IS AT IR DA 2o
FHIa Z |l

o BRI BT S B AR P IR AN B A B AR .

ARG (@) > (28R > iming.
A P M A S U U ) 1Y R E R IB AT RO s
BRI T, midi BFF () MFE (VD DURIFATSEE R & /&,

WAFEMZATROGOHE R, W R RREA TR BUAEIUT, SRR S 2 A TUE LIfah
TR AR A5 IX LE I A IR AN PR o F s T T AR 4 «

o MR — S BRI R AR P DGR FE AR, AR L CPUL AR BRI H
FoOEEGIHME R DU NAT 5 .

SO — BEEEREY AR A A R A

© BATERE - 17k CPU IR . AAFAIITR S A i il Ak e S Bl IEHNT NAT #440
5 RS B

* CCL - #Z ARSI R LS B .

$nT LI R 5 T RS YA P e AR R 3 D52 SRR AR BEFR FR I 58 38 513K, 15225 Cisco Secure
Firewall Threat Defense ia {7 RILIEFT

AT UMAT E A 0 7 50 3 rp e I TR o mT A S ) v B S i 22—/ (BRI
KR AT R R A R . NP fn g R bk B 2 X (Custom) DAL E [ 5 SOTRANES A H 1]
s BDHT AR ARE E SRR BB 5 73 Bl o< ] B BT .

sl “HBET B, AR R I i TR R s B

PSE R R i 7 P 28 IR TR Ve Bl N AR B i . 3 FLAR TP R s B B T AR AN RN ). T2 AN 8058, 5
BIRZAIBAT . mia LTSI bR ] 20 028 TR A

ORF TR Y RO AT IR DL FEAR ) AR B088 44 B A M0 Aty 5 T P F) 2 40 A mh 2 19 i f) BT IR
1k .

B ARTREE B AL SATIRE R L nf & K AR DU B 0 b0 B 1 s iy TS AT IR OUE R
(IR 2o el B R HT TFI AT IROUE SR AN 2 PR AL

O RUSAPIR DU AR BTG OL T, Bt 42 48 2 78 25 P00 SCIR 2 i AR 4 oy ik 4
IBATARDURIPERE o iAo 47 Tl T AR B 455 -
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o ik — SR R HARTUE AR OB bR, B3 CPUL WAF. 0 ERSHER,
LA B A A P A DA S B R A R

* CPU - CPU M HI &, AR R A B AZ 00X 73 1) CPU A I 0«

o WA - B MR, A RREUEE P TIRT Snort AT .

« B - DR RNC R ELHE .

o HE - EHRGUHMER (BIRRG TSR IR R NAT # it 4

* Snort - 15 Snort HFFEAH R G HE B

* ASP L5 — SR T R 2% 53 i B0 AR DG I G vk 5 R
FAT LA e AR 0 B A AR R TR . A7 2 SRR A FRAR K 58 38413, 129 Cisco Secure
Firewall Threat Defense 217K FRbx o

PR pis RIS AT AN S AR A RIER (), AR AR A AR
FERANE A R SCHEHITAR -

X ARREE B AR, PSR RER AR AL, SRR IEFEIR bR

SREHEIR

fﬁ%g%%%ﬁ%%ﬁ%%ﬁ&ﬁ%ﬁm%m%ﬁﬁ%,u&ﬁﬁﬁﬁ\ﬁ%ﬁamﬁiﬁﬁ%

SR

% 2 SRR

EHR i AR 5N

CPU ERET LI CPUSRER T M (43l $dfs T | percentage
[ A snort) o

Memory SERET A B PI AAE SR AR (o3 T80 Y | percentage
Fll snort) .

st BRI NI B e E R bytes

CCL i i LRI NFIL ) CCL S THE B . bytes

B G RSB AL B

NAT 4t BRI NAT B4t 4. K

G e RERD (R R S A v A HES

Kt 4K SR R (0 B 43 T K
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Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBERS IR 3217, ROETTLUEA] L@ M T3 AR T
H.

>N

o WBEHERRSCAE- IR RORBEIMAERAE, RGURE A s AR HE RSO e T LN & >R &
B > LR > B DR BRI N BRSO TS I R R HEBR ST

BTG it BB () IR SOHERIBEHERR . A I & & B I A L

* CLIfinih- M & > IR & B > &8 > BMAXE, HTLEE—4H0E X CLL i, # B
HEEREERER MRS . R BB N ERHEIT U i

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

BOE AT LUE 2 B P AE show fir 4. A ORTELIEE, 1S AH CLL i,

R E BT HI 55 % _E 1T Ping

AT SOIMNSERER,, B A s AR ping,  HEE GO/ SRR IR MTU JUES, M
MAE MTU 28 1R ping KW, RS ERGEM, PMEEA EIERE AL MTU AR
A ), AR5 TR Q0 S AA0E BB B e e ) i, b H ARV T ) ping T IR BERY

////
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weatasisss b7 Ping [

o
i

TR R RE > IREEE, AENSUN B () Bk, REEFEERRERT.

30: EBTS
Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

S22 JEIFHA AT, S5 Al CCL Ping.
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31: CCL Ping

Cluster Status ®

Overall Status: Clustering is disabled for 1 node(s)

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
> Clustering is disabled 172.16.0.51 172.16.0.51 N/A
& In Sync. 172.16.0.50 Control 172.16.0.50 N/A

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2
Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?

Success rate is 0 percent (0/2)

»

Dated: 20:29:19 | 06 Jan 2025 m

TR 5K MTU UG G 08t 0 R/ NE SRR R B e b 17 A LAl Y i 50 ping A4

ERS%E

ASHR IS ELHTAT AR LA U VR0 15 B

BRAR B EI TN REFA SR BF

87> TIREANSZERAE SR, AT MRy DI REDUAE 1l et 52 308 HoAb D fE W] REXT W IEAf AL FH M
TSI

A ZFFRIThREFER BE
LU R IHREAE R FRE IR BL TR, MKy & S iz

)

AR EAEEBA LN FlexConfig Thig (Fli WCCP ) , &S (ASAH MBI E IR -
FlexConfig fCVFRSHCE By KA B GUI THANELEITVFZ ASA Tjfg. 12 [ FlexConfig 5% .

o WFE A VPN (SSL VPN Fil IPsec VPN)
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SR ILINRE

gaghing [

* DHCP % )i g5 a3 AL, SFF DHCP k.
 JEFUBEIEHZ O (VTIs)

o e

o AR ORI

* [ KBE G B .0 UCAPL/CC X

* DHCP % /il RSS2 HUCHE . 4 DHCP P4k,

LN Dhe R AR s A 508y, HICHON SRR .

\}

R

A rP LI RE (10 A0 e DA Jas D3 71 s O o R 4 e e A A A 4

WA Th e, WS o0R AR DO RE U B A M BRI R B, SRS FRR it 2R
NEETIIRE; WEARAAEIENE DL, %R R A R AL P Y s

PR DIRETT &, SRR Y RO A, T BT A SE AR T T, Sl AT O P i
fERVAUE;

P

HSR (ASA N HERAE
ek

A A Il R AT HE 4R 1) FlexConfig ZhAE (441 RADIUS #:01)
NCEFEF) o FlexConfig SLVFESELE B7 K E5 % BErpuG GUI P ANFEAEIIVEZ ASA Thfig.
FlexConfig T

o LU Y IS A
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH
* SQLNET
* SUNRPC
* TFTP

* XDMCP

o AN HY M
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B o=seamen

MR PR AE SR A FE R S o S AT R A T SR FE T R L. TR

HR8, ARSI P BC L R T R R T AN 2 AR F PR R St . A AR TR G I TR A ] B e
AT AR A AT [ A VT B e AN, RSB RAE T, 2 JRORR B IS 18] 7 S

BB FNEEERY
FERRST LR N AR R S B ST B PR DN, LAY S s ol

[ 32: 3373 AR TR Eh AR E
Router A

All units are using OSPF ECMP Load Balancing

with neighboring routers

LKA, BEias A SREN 4 RSN AARIEAE R 8y B, AMAMESL /M. ECMP HT
TEIX 4 £ 540 2 I AT S a3 7 . A5 N5 05 78 S AN IS 2l A I, A0S PR A R0 56t 2%
ID.

T OAZ0 g e b 2% 1D S —NMERE, AN A A O % 28 1D,

FTP FnfEas
© U SR FTP K50 i R 2 A T At phy AN ) (KO SRR B3 AT DA L P AT 4 25 PR I B
B R IE B A A 1 OB W I . (HU, SRR NSzl A OF B
TR R, WA HRRFA TR IR 02 R I A 2 O
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NAT fR&&#

nat izt |

NAT W] G4 MR A E i e ATl NAT S 40 ] bl 200 BUAEBE RO [RI1R) By K B8 o
0, DR A A T TP MR 1, NAT 2 SOl A H 3l Hedis A0 LA AR TR] 1) TP Mok A/
o o a2 A AR NAT BrA 35 (¥ B K S s B A, v Jiad SRl ki 4 A BT AT 4
PR R PR THERL, RO RN QIR R BT AT R A, DO NAT
JITA 5 d 2 1] BEAN S R 2 4 M SR A 1 &5 SR 0 a1 e 42

IR RBAERE T NAT, 355 8 LR EN:

o AMEHIACEE ARP - 0 FANZFE 1, D20 W i bl AR ACRE ARP B 52 . 3] AR 1 4R35
W CAANTEERE P ASA TREFATSE IR . X T 1 EAR T 1P shdik i ik, et
HT 2% 7 S A i e ety X B ER R () PBR

o NPT 3 U 42 11 PAT - M7 382 USSR 11 PAT.

* PAT R Ml3 HHRIMHE - V52 B Z DD RE T LA T AE U -

o BELHUBRUUE BRBDEA R AEAGRE, i BN H TR R L, fERE MUK
VR RBIACE N 1S 3 AT AR, WERAEAEE 3 Y R EXK A BN S
AT, A RASM G 3 A R, REAST A1 AS.

o FEPATBF N LR R PR AN, FEA O3 i A 2 4377 R B B R LV ERANTESTAE N

o WEARHEAT RN PAT BB TS O PAT iSO 4B (9 1P M hEJEED 25 S8R A A2
IS AT A i ) A A 45073 34 SR U T4 QS R0 AT D I Al L By BE T BE BT RS AT
E NN R PAT il i, FUR LR SRR s 2 18] 23 Bt A T I R S 88 i R £
e

© FESRRE R ERAEIT, ANRE S RN e R R P BRI AN B, BT R
INA SR i R BRI B, AT B B AT B oy R I R S X R
ARG P A e e ARV, S8RT LA SE e K/ IN I FHT 1t B 20 e R

o SFENAS PAT 4] NAT il 20 i - BB PAT Wb, SERER b OREAS TP bk R 43 Ay s 11 Be
BRINIE DL, BN ERER S 512 Aty 1, (E G SR i T R B IU), e P B i . X e
SRR IS AT R W35 3 e, PR RN s AT — AN AP B PAT b 54 TP 1y
bk PRI, AE—/NEREN PAT i n] DU DA —> 1P ki, U DLSCREIE TN 1) PAT
TEREBEITT . S I H A 5 1R S LA 1024-65535, [ AEMRTE PAT i NAT K000 v g 2 3% 13
DU R R A 1 1-1023,

FEZ AN FE AL PAT b - SEAE 2 20 U h A [R)— PAT dth, A Z00E S LU Hh ()42 1 i
o WAFERTA N AR e 1, sEAE TN A AR 0. ANBEFERLIN R
R E R DA AR 0, SRS REICER IR [P A P A A Y R AT VLA .
B4 T UL Ml — ) PAT b Jg i S0 77

o AN FHEC D - FEBEA S HE PAT 511,
o o e PAT - BB SZHP e PAT.

o PRI RV BB AS NAT Fedfle - 07 Of B L e T IS8 1Ym0y w2 7 22
ZNA NAT FEERIF AR DI, ERE SR MY e, Bl Sz,
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* 1L xlate - SEHPTATHE LI xlate 23 PRI TE AN . A, 220 PRI ) fED o] e 2 i 2 PR R I
B QRS RTINS S8 TR E AGEINAE C(refent 2 00, WZRTR xlate 3L .

 0FEU MR EAME T AS PAT:
* FTP
* RSH
* SQLNET
* TFTP
* XDMCP
* SIP

 INREAT KR NAT BN GEERE—J740) , WIS 34 CLI H 11 asp rule-engine
transactional-commit nat iy 2 i FH 5P, A0, 5T RE TR I AN EERE .

SIP #& M FNEE&F
P T AR 5 I (TR |, (3L TR A AU TR b

SNMP Fn&af

A4 N U A5 FE A Hb M il 7 S 32 AR TP HukikiE4T SNMP 484, 41 5 SNMP AR FE 46 ) - 42 8F 1P i,
D) 22438 258 HA B B 0 snE S B AR R T R

24 SNMPv3 A TARIERT,  WREAER IR SR IE S A IR I SRR 5, U SNMPV3 I P AR B
IRPHT Y e BRI Y I OB AN, AR5 T A E O, LASR A - A BDH Y

B4 HEFEERE

s RPN RS R E O RG H SR . BT LU E H s, R ARG H
ATH R RS T BOH AR AR [ BN ] (K e 46 ID o 0, SRAE R A BT A 10 A AL = 3241
PR . WA H AL E N A ENLA AR B 1D, WIBTA T A R 48 H AR B Al
AR B AR IR H AR SR C BN A AR 5 | SR P G B P i 2 AT ) A PR A
B ID, RGEHEH S A Lok B AR A

B3| TrustSec FO&EE#
U 2 5] 2 AR (SGT) (5 e RIS, P AU SGT HUZERISAR YT 5, He T T L
WA 22 4 SR SGT etk VLI gt

VPN FREEEf

VPN e SR B A, HARER I SRAR B mal FITEDhBE . Qi SREE B U B, pra il
(¥ VPN JERHCR T, VPN H R IB B 55 P JEFEH 9B mls, e ZUg diar VPN 3£
o
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XTI H] PBR B ECMP I 58S 45 R RE, B0 iR 2 1 31 R AR TP ki A st
L5 VPN A SRR HURIIE 5K ke 52100 280 A9 e

\}

AR A SCRRE R VPN,

Ab P ay AJ 4
REIRE R
V5 61 B AL MR, T BUATIE L 80% S & 0O A Pt

B, A RS AR BOIZ TR AT AR EE K2 10 Gbps [T, WIXET 8 & B IMIAERE, fokdl
E A EZI0 80 Gbps (8 5 %4+ x 10 Gbps) ] 80%: 64 Gbps.

BT Rk
GERE OB R B BRI A A N E AR Y A
LB s R AR (B B R BIIN SR IR I, RO 3 ) H— DMK
2. BATE RS P AT AT FAd e a5 A2 Wi Ik 283 K s AUSERBCEAE 1 A1 100 2 18], JLrh 1 4w
MIE
3. WUERIEAT KA 45 MYJE AR Sy DN AT B RAL I RN, i 2 AR Y R

A

AR R RURISR R S g, TR AT 5 A4 B AR 81 1 5 42 1 55 45

4. WERATERE MA R E g, EAS AE ORI R BV EEEIT SR REE A
PERINT G BRARE A RIS, N S e PR R 42 1

5. fE “RN” pstrh, MmN AAEZ BRI AN, BRI s S RE A O, Al
TR Bt Y A

)

AR T LAT B BB SO P T R EER IO REIT R S SR A, BT AR
TFs TR 2B T AP 7Y B EE P g B

SRS A AN

ST o M 1Y RO L RS AT IR DL FAE T i 1) AR AR R A v A
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Rk #% A RGN )OPERRE QRN . TER, ARXFELT, ISR R R, hE
SR IRE RS Ja DL E BRI Y R DR B R Y R A
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WY AR a2 R T ) DO R A DO AR R A
DR R A R VR AR, s ERAE R I B i e o 1Y RORFAE 500 220D JE RS -

&E R R RIS

AR Y RO AR I, 2% R I O A A AT il U (NPIR A ROk I 4
BT SR B
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15 < A e 91 AR 19 B 2 R N SRR, FLAR I g Tl s

)

AR Y B Y A AR AN SRS HLICVE B Sh B MG, P Sl i DA ki, U PR
F1A) DUAGE RO

EHIMNEERF
ST R R IR 2 5, T A T A S B e T A 5 ) JEL DR

o SRMEP R B AL S N NI AR - A A DR B TR B B A A 1) W S, R 200 T 07
S SRIE VI i

o DONERHE S I R ) SR I BE % - FTD TR AE 5 2080 B 3 20 Em B A

o B VR AR - S HIRTESE 5 A Bh. B 10 Zr RIS 20 3BT BB SRR I . WRAE
20 73 BE AR RIS AR ARA . AEAR R R DI R R IR T3l R TSR

o AR - ARV R R RIS AT IR UG, B AT AR IR U ] BT I N SR
TR st A o g, i PSR R Y S AR Bl JE BT I AN AE I BB
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AR, M2 PR, JF HA SR B -

R RIS E

REMEBRACRA AT DI E MDD ZI o SUPTHEAERERRIN ASRe EE
M2 A7# TCP/UDPARZS R B, I HAE R A s ) T LUIC S8 e B BB IO T AT . & FI A &
T Ao

AL R 2 TCP 8 UDP J2 Bl E KPR R WS 0 TR TSR sl SR IR I AR -
* 3 BB EHIMTIAE

ik KX &iE

IBAT I IR & PRER RGGEATIN ).
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MAC Hihl3% v —

P bRl P —

IPv6 488 Jm Kt 1% v —

B H P —

SNMP 5|% ID £S —

SRHEEEERNAN
R ] LAS BT AR K 22 A e BERRAN O RIE T AEIEH AT Fp Ny T RS DL AR B R 1)
Jie

EEAe
THZ R ERE LRI

« PrAiE - RO IRYIEMOER I e P& ST iy TCPOIRZAIF AR B . — MR A
AN WERIBUG P E SRR, Y RS R R, 3 g e X L
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REF G R3O SPATEARR A&, FRGRT DOE ST . DRI & L
H O s, WER— AR T

XF T Firepower 9300 EFIZE— UL AFE 2L 3 MERE RIOERAEE, MRS AE ST
FAE WU B, UK TS — WU a8 DB IR 8 BT AT 2 R DR A S 32 W LA b 1)

AR

© FIAIAS - ABR ARSI B AR S ST ECRDEE RN, S RGEI H ) 1P

Mo kb A R EME. (28 ICMP (ITRANME S, WS LR 30 WEHT s, RIn A8
A BARFENNZBE = . W R W 2R BRI & LSR5, 0 R ) P e &
W — N ORI, DM RER . —DNEERE A r g RS 88 R A,
FAT B e DRI as.

HEGASERAEALRE T, SRaSsBaTLeE g IraE (WL E3D o WP H LR
B T Ras, WEERE S & T4

ICMP/ICMPvV6 BB ELIE 1 -
* X}T Bcho £, k14 ICMP biRFF, H M5 E 2k 0.
* % T Reply 4, im0, H R H A ICMP AR ART .
o 0F AR EC AL, YR R E R 1 0.

o B - TP AR R BRI e R R R AR AT RE R a2 1

A

S AW T A, ARG R i 3 B i A A oAt B s i R A T B i . S A
AL R S . TR, WURRE K E W SYN-ACK $ilit, ‘& n] LUK A1/ SYN Cookie H
FEARmpTa R, IR S ai).  (WEREEH TCP P AIBENIAL,  WIASEH SYN Cookie;
DB SR RS AT . ) KT DNS R ICMP 25 FR4EIN R M 0 &, R B AL, 2 7B
BEAR O RIEE S, WG RIERIT A E . —MNER T WLE 2RSS KRBT
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