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[ NP4 = AN AT AR A RS I B s b, (HEBRAE DL T S A5 AR LE . X LR X
T S A ) At SRENGS I TEE B AR AT A FR R IO (i, T 2 A FIE S BUE AT, ] DA
ARG R, TS0 SRR A NS ORI™ (10 1H AR 3 SR
o AR A B AT (BB B .
AIRVEMER, TS0 G B AT AR B A (e skims . 26 15 e,
A2y H BN AR E IR MIEAS QU S R o 00, N3l R RO T 5 A A 5581 T N MY
RPN AR E - MIETS, AN TR SR R B E S MIET.
I P2 O AN S DR 37 S B AR, R s

o Hui iRy (R - EIHER MR« 1T IR S R O BIAMR A <AV
WO B, ST DUE R AR OR B JCVAMR R N T R, TR A AREBBUE MY .

AN s U T A R SR (R B M L, DU R et s K et i DL e 2 R AR BT S A 4

* NBHERYT (RRTE - BHESA MR « XM SARVFEIERAEMGISN, HER “ A
RS I 2SR h IR AR e AT IXRE,  SERT AR L 5 2 A X e b

R AR B
LI & FLATTRARET (Do Not Decrypt) I {1 i 5 S5 W 1

Action:
Do Not Decrypt

Y

Incoming e o Decryption| Access —
encrypted || YNAECIYPLabIe ldecryptabig, | policy acllon- Do_p| control (S| Destination
packet traffic action |traffic default oL policy traffic

Action: Block Action: Block Action: Block

(no inspection) (no inspection)

|

I M LI s SEm AT B T7R ) 51 SRR BT e, DU AN BOA A A BN A i . mfs
BN B E MBI ATt Rt D) sl Ol i P A R A [ ] s A A
XA RG] LU VFEFILIE Do B . R e R BE I i, Bk, Bl
HE— DA A AN HCHEAT AR A, i A Uy 1) P2 e AT R

LIHRER], S0 G E s . 55 3 0
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Il 12 3 2 SR B
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o Wi ORY SIS AT ORI B s e B, FARIR S AR AL TS ORI K 48 5k o BEIEHN
WEAT 8% - EMER MNERAE. BATEMEH “AFRRE” BRI, HEERESRE N
Wik (Bl IEBEUE D .

THZ G RAT I R (R Sems 5 3 0T

o NBERY SIEBAT RIS EB N iR B, FARIRSS AL T2 R K25 A o B
M RARRE - EMBAMERAE . TADLM “FRRE” BAFUE AN, HERR SR E R
B (I RREBBUE AR o« RN R TEEAIRES, BT LIRSS 5 2248 LUR 1B 24
A AT,

THZ G B AT NS R R ems , 55 6 1T
o HARERAE (45 “ATERE” . “BELL” M “HIEFEE” D .
THZ I G B AT JLAR KU SR AR (s w25 15 0

B B8 HubE R RIP RIS R
AT 45 T R S S A A D SRS 000 . WAL, S B0 2 R 1
G5 BN R - BHREEE MIIBIE .

QU SR, BT LRI QU 2 40N, GiR2 4% - CHBERMN . 2 5R%E - BHRIESN
WA 2 2% R - R 2

WERJA T T A B, ML ZU G B I /X RO A, AR5 A RE G R AR 3 SRS o A P At SO 2 T
WIS HEHESAE AT A RN B CUEBAURHUE) « ARTEAEE, 35S P A S B b i
IS RRAR SRS B SR MR 5 o

FHIa Z Al

B ZRSE _E A A P 8 R 55 4 (4 9 BRAIE TSR LR (CA), SR A RE BT ORI L 3t 2 R it 5
0o AT LU A AR By AT B A«

« WIS & (Objects) > W R EIE (Object Management) > PK | > H#E CA (Internal CAs) Jf5|
HI PKI K G A HE CA TEFX 5.
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L

R MAE 3K, 183 Cisco Secure Firewall Management Center o

i Rl SRS > 7 B IS AR > R

R i #R 5K BE (Create Decryption Policy).

7t Name HI Description 1 4 SEBg S b ME— L RRAIUCH] (a3 R mliEsmd .

fipt s SRS A4 BR AP ANSCRFAE T AR 524«
* BRI
i ()m,<,>

riili A %% (Outbound Connections) i+ .

.

Create Decryption Policy ®

o Policy Details 2 | Decryption Exclusions

zscription, choose

Enter name,

1 certifica

a A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server ldentity Discovery on the access contral policy.

Name *

| Qutbound example |

Description
Outbound Connections (User Protection) Inbound Connections (Server Protection)
How Outbound Protection Works
Outbound protection matches ased on the referenced internal C ificate's signature algorithm type, in addition to any configured rule
cond

8

DECRYPTION EXCLUSIONS J/

. :aj o :aﬁ‘

DESTINATION

SOURCE DECRYPT RE-SIGN

Internal CA Download

A rule will be auto-created for the selected certificate authority.

£ IntCA P ® v Associated: 1 Network, 1 Port

| R
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$£I6 il A% (Outbound Connections) Y1,

Create Decryption Policy ®

o Policy Details 2 ' Blocking 3 ' Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

ﬂ A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *

[ Qutbound example ]

Description

Outbound Connections (User Protection) Inbound Connections (Server Protection)

How Outbound Protection Works
Outbound protection matches traffic based on the referenced internal CA certificate’s signature algorithm type, in addition to any configured
rule conditions.

J{ DECRYPTION EXCLUSIONS J{
@——0——&
SOURCE DECRYPT - RESIGN DESTINATION
Internal CA Download
A rule will be auto-created for the selected certificate authority.
2 IntCA e ® v ] Associated: 1 Network, 1 Port
*See how to configure

$IBT  MAEB CA (Internal CA) #)Er, AL aIE B IE+

HRNIBIEBELZE R, 1ESH s R AN CA , 58 12 10 F1 4 b R4 B4 NS CA
, 13 7.

PIR8  (Wik. ) EFERILE A .
TREZFEE:
o PRI 2 AF
o i R 2 F

$B’I ALl T—% (Next).
TR0 ZREEPAT S SR LR, 5 8 1L,

R
|
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T—%#ita
© WINPT
 ISINERIA SRS IR A1 Al SEm BOAERAE 50 16 1T

o NERIAERERCE H B RE, W (Cisco Secure Firewall Management Center 2 B fR 74 ) P ) iff
FH SR BRI SRA R I B TR

© PR PRI EE: RN O, 2R 19 1L,
o K il S L5 P SRS AT OQIER,  Hs LA SR 5 U ) A ORI i
© BEBCEE NG WS A E .

B B8 NubhE R IRIP RIS R IR
AT 45 T AT (R A B B U D SRS 00 . WAL, S B0 T2 R 1
G BN AT RRER - ERB IR
G SRR, ST LRI O 4, R 4 AR - BRVER” MRS % “WRE -4
B8 . .
T4tz B

FEBIE T T ORAP NSl BRI A 85 & 2 117, P LA B IR S5 4% EAR N ERIE . 8w LIl DU
FEAr]— b 7 AT A A <
« Wil % 335 (Objects) > 3R ETE (Object Management) > PK | > RIERIES (Internal Certs) Jf
51 PKI KA B uE 50 % .
o TG LA SR I
WA T AR, WA SE O I PO AN B, SRS A e O SR o 0 FH A 85 S i

WIRSEHEHESAE AT RN B CWEBAURHUE) « AREMME R, 1525 P QAR S P b i
IS R AR S A B SR MR

L1 WA, 1% Cisco Secure Firewall Management Center o
BIR2 A R > AT HIRRRE > R
LI it R R EL (Create Decryption Policy).
IR 4 {F Name Fl Description H kSR HEAEME— A AR AU (5 A nlIETD
figt s SREWE A4 PR TP AN SCREAE FH BA R 455
* HIF AR

* #9;:{7}n=)$9<a>

| R
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R

HES  MHEBEP (Internal Certificates) 51, _EAEBGEFMINKAIE .
RN CAEB PRI I, 152 A e AR LA %
$IB6  (Wik. ) EFEMGE A,
gL EZEHSE
NCEESTIIPTus
© i VR4 1F

$£187 il N3E%#E (Inbound Connections) 21 F

Create Decryption Policy @

o Policy Details

Enter name, description, choose xclusions

policy type and certificates

B A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *

‘ Inbound example ‘

Description

Outbound Connections (User Protection) Inbound Connections (Server Protection)

How Inbound Protection Works
t s s from external attackers.

00 —ia

NTERNAL SERVICE DECRYPT KNOWN-KEY SOURCE

Internal Certificates

#
£ 1. InboundCertFacebook Associated: 1 Network, 1 Port
£ 2. InternalCert Associated: 1 Network, 1Port

Cancel m

;8 N T—% (Next).
W9 AREPAT MR RSB R, B 8 1T
PIB0 GREPAT IR SRS HEBR T, 25 8 UL,

T—Mtt4
© USRI ZAE R P
© IOINBRIASRIS 3R A5 M SEms BROAERAE 21 16 1T

o BRI ERAE G B H ARSI, i b i A S BRI A il sk
Management Center £ #¥5 5 ) Frid.

szaaakEsrrnrzen ]

i%4% (Cisco Secure Firewall

mExr
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B sesmmnres

o BOE FPCRME L R RN ROk, B 19 1L,
o K PR RN L5 U7 e 2 TR SRS A RIBC, AR A SR 5 e PR RAR SCIE rad
© BRENCE A WS A E I E

R R BEPE I R
B R LU VEANAE B G ] 70 G 8 A SRS I BEL 5 TS RAS R AR 55 28 UE IR A 22 4 (K IR 5%
s, IR RS RO BN T FEIEFEE (Block with Reset) iU

g2
TR SEREL PRI

o G AT R ORI
o QU A AN SEERORY IR R SRS . 5 6

B

SR, 53 0T

¥R 2 [EIE (Blocking) GUIIHR AL LI R IEI. BRIATEOL T, 2 A fiff s SO B AR A5 F B AT 16 300

« BTF TLSKRAPE 1E%#E (Block connections based on TLSversion) - i H it 8 6 HE r] L 11 5548
AN 4 TLS JRAI RS 28 113z . BRI OL T, RSk a2 2 ki) SSL v3.0. TLS
V1.0 M TLSvL1. %n] DU R a3 bk #E T UAb A

o BT BRSS2IE B AR FH LE % 4E (Block connections based on server certificate status) - % 1t 52 %
HERTBH 115 IR 55 b AR A A2 2 IR 55 ds 38R . BUAGOL T, T84 (Invalid
Signature). i3HH (Expired). A4 (Not Yet Valid) FIFEZGES (Invalid Certificate) 4Tk
HORE . AT DUN T 7 81 3R ik B AR S

A MIBR (O LAMBRIESRE, BUNEEE A EIAE (Reset to default) $52 y BRiNEHE .

PR3 miidi T—% (Next).

T—5 i 4
AREEITA B S IR , 58 8 T,

i 27 ok B HE BRI

EAT 55 1 1R U D S L SR ) S R B AR 2 2 Fh e BRI TN HE il figp s S (R, (P A -
B R AMEIRAF AN 5 X LSRN, (HJATT 2 AE MR SR v 3K L SRt G el A g g LU

| R
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FHia Z |l

TR ZIE b A H il IR 4528 ) Y S UE B MR ALAE (CA), AR5 A RE G R HH ol T2 1) f 3 S o sl
DISE L DA AR AT by s AT g £ -

« WIS & (Objects) > W &R EIE (Object Management) > PK | > &8 CA (Internal CAs) J5|
H PKI KA N CA IETIX % .

o FEAN S AR SRS I o

R

TR SEREL PR IS
o QU EATH SE R OR YT IR A SRS, 26 3 0T
* HRVRAME R, SO R NERR S IS S, 25 6 1t

FUR2 HERRIUT R AL IR, o s Ry SN (RR%E - RN B praigst, JEhprf
U A e SRS 45 4 4 P P A B T

W= 152 FA
SRS EEEUR URL 23] e P R B AN OR AR E SRR . IR P AR X )

AL ATRER AR, B AR REAT SR (T R
AIRVEAE R, 1 B P e X A BUBAT LA o

MR An (Add) LA I 22 265
S MR %) LAMBR 5.
S5 3G AN AT AR T R AT 3 $5 R FRAY | 36 G S 0 v 1 B T 44 0F 1 1 B 5 U SR U AR 25 A

fRE W, AT N SIEREUEADE,  (TLS/SSL iF 45 [ 22 HE I iE -5
B AT o6t AT T 8

TCVESREE I m] 73 M A4 R A 3% i RS
SRS AR TR MR E Y L e rh M S A T A HOBR S A4 UE T R BOE R RN AN 5 i e

WH, WATAHUEBBUEANIC,  (TLS/SSL UEAS [l & v W (K5
B R DU Rk e REAT TR

TCVE A BN 2> AE IR AR 5 (VDB) B s 8. 5T LAAE
Cisco Secure Firewall\V FF il #% (Secure Firewall Application
Detectors) L[ 42| FrA N H %1% undecryptable brid &
PUBBHI E b Tk i o

TCVE A (NI B2 R
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Create Decryption Policy ®

@ Policy Details ——— @ Blocking e Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

Decryption Exclusions

D Bypass decryption for sensitive URL categories

In many environments, certain categories of websites are not inspected for regulatory, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories.
Note: URL License is Required

URL Categories: Health and Medicine x Online Trading < Finance X

Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco's list of known undecryptable distinguished names.
Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

® 56 Distinguished names included v

Bypass decryption for undecryptable applications

Certain enterprise applications are not supported for decryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisco’s list of known undecryptable applications.

Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

® 56 Applications included v

Intelligent Decryption Bypass

D Bypass decryption for very low-risk connections New

Bypass decryption for very low-risk clients connecting to trusted servers.
Note: The access control policy associated with this decryption policy must have the Encrypted Visibility Engine (EVE) enabled. The
device to which this policy is deployed must run version 7.7 or later and must have a valid IPS license.

Cancel Create Policy

$I1E3 i3 5KAE (Create Policy).
NEEIR T R SRR R

BT
|
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Outbound example

Enter Description

Rules  Trusted CA Certificates ~ Undecryptable Actions  Advanced Settings

=+ Add Category + AddRule Q Search Rules ® ]
Source Dest Source Dest VLAN " Source Dest . =
Name Users Applicat... Categori... SSL Action
# Zones Zones Networks Networks Tags PP Ports Ports 9
Administrator Rules
This category is empty
Standard Rules
], @ Auto-Rule-Undecryp any any any any any any ) any 1DN selectio ©Donot ¢ O
-Rule- any any any an; an any an, any ar any
yE any Y ) y ) ) ’ decrypt Y
° -
any any any any any ¢ a
L] -
any any any any any any |
©Do not
4 Auto-Rule-Undecryptat any any any any any any Tags: undec any any any any =
VP ) Y ) y y Y [s} y y decrypt o a
y =
5 @ Auto-Rule-IntCA any any IPva-Link-Lo any any any any any Bittorrent  any any Decrypt o a
Resign
Root Rules
This category is empty
Default Action I Do not decrypt v ]

FERTTRT 0 7B, 5 985 T R DU 5 0036 B A X 02 1) AS R 2 R U 2% A Bhds I B iR % - B N2
Ao BURURL BN TR ZEH], OB O, XHERR I O A . i RAEE D T g Bk
URL #5I89%2% (Bypass decryption for sensitive URL categories) S HE, )% 40 TULKs 4 J3 1]

$IR 4 L8132 5KAE (Create Policy).

T—¥#ita
© WA A A AR R 5Pt
© UNINBRINSRMS SR . P SR BROAERAE . 21 16 0T

o NERIAERERCE H B LT, W (Cisco Secure Firewall Management Center 2 BEfE e ) HH ) fiff
F S BRI SRA R I S T IR

© BOE ORISR L A ORI, 519 UL
o K i S L5 P SRS AT OQIE,  Hs LA SR L i ) A ORI i
© WEERCE NG WS A E

7 h b {R$A 4 A A ER CA
VAT 55 I VR A G OR B Y St 322 22 10 gt R U e S 336 Pt 2 N PR S A LA - Js th vl A
ARy wi N CSR AU (1A A TES BB M3 &R > 3 RE TR TIX LTSS

FHia Z |l
B ORI T A T N PR S AR LA R SR R 5K, U N RS IE S ASUA LA X B v T o

| |
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| mesn
nssiesn bz ca i

L1 WRWARE R, 1E 8% Cisco Secure Firewall Management Center .
P2 IE Al KRB > R HARRR > #RE .
PRI AEHEERERE (B .
FIRA  {EATR (Name) F BT SEIE 44 K, {E15 BB (Description) 7B o A AT (44 .
SIS Sl HihE$E (Outbound Connections) 21+ .
W6  MAER CA (Internal CA) FilZ, ridi#iiE (Create New) > & X CA (Generate CA).
BT A CA R —ARFR, RJEHRAE A A TR RN B R/ X B FR.
mg  iidiFEE R (Saf-Signed) i CSR.

A RIZLEE I TEAE S, 16 S NSRBI 4

PR R E B R IE .

L0 SHRE.

TN WREIER T CSR, WAEBAENRTHGE, MiliREIER (Install Certificate), W1 Fiis:
a) BT R,
b) MMAEB CA (Internal CA) 5|£& 4wt CA, W R,

Internal CA

& IntCACSR c ® v

> See how to configure

c) i Install Certificate.
d) FHBERAR N E AT S
DIE12 G A ORI DU AR TR, 2 3 DU U B Ak 2B SR

A B shfR$P_EZ RER CA

AR A5 TR 7E G DR H 3 132 16 A L D ey 2B A N JIE P AUA LA o 5t Pl ELAE ]
ARG CSR MUK (RS A UEH iR TR X & > 3 RE TR TR LRSS

FHIa Z Bl
B ORI T A 3 N B UEAS UR AU R SR IR 2SR, i N B TEAS SR LR X 5 BT

| mExr
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gk |
B s cenmirs

T WERMWRES, W3 Cisco Secure Firewall Management Center o

W2 AT R > TR IRRRE > R

3 NE GBS REE (Create Decryption Policy).

HLIR4 (LA (Name) FBUP A SEIS 4 PR, /£t BB (Description) B A ATk i) fifiik .
SIS Sl Hih%E$E (Outbound Connections) 21+ .

W6  MAER CA (Internal CA) %, ridi#iiE (CreateNew) > Efk CA (Upload CA).
B1 N CAFRE AR,

R8RSR I B b b SR B S AL

HIE W CA Y, kP BB (Encrypted) 5 EHEIFEATAE 7 B b i N1 o
IR0 M QI AT BRI SR, 5 3 U B B R SR B

AN RIP EERERIES
BOAT 5 VR E G CRAP 3t 32 4 10 A 3 D) By o)A PSR UE P iR A LR o 885048 mT LI FH 3 &R > X
KREIE LMENEE CA, SN CAUEBAAH TR,

FHia Z |l
B DR AT R A B IE A AU A LA 0T B st 18 B — ol 3R P A P AU LA o

L1 WA, 1E 8% Cisco Secure Firewall Management Center.

B2 1A R > AN HIRRRE > R

$IE3 T EIEME R (Create Decryption Policy).

FIRA  {EATR (Name) P BT ASEIE I 44 K, (E15% AR (Description) 7B o A AT & (434 .
$IE it N343%E#EE (Inbound Connections) i3 .

SW6 N RERES U0, A Rn ().

BT il kg

PIR8  HANIIEBIEE R,

PR RN ERAESR A 5 B I N 1 A AT

T10 WRUE BN, gL 2 SRR BT B N B

B R O HA NSRRI NS ER 6 UL IR B Ak SR G S A SRS

|
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B2 BB E th A 15 F B i 2 SR B

ST ARRE . FRAE. PR IEFHEE B ol s U SRR G i s O], V75 6 A A s SRS I i A A s
LA Iz A o

QU i S i, T RARIN G 2 SN, Wi 2 AR - EMEAMN . 2% - BRI
ML fRE - EFHEZ N

W T AT B, WA BRI O OB AR, SR 5 A BE G A A S o Al g 4 SRS 2 i
AR HAE AL R P RIS B (CWREBAURHAED o ARTEAMEE, 155 P QAR B B b A
SR T4 B S RIS 5

R MG 3, 1583 Cisco Secure Firewall Management Center.
il SR > T3 EHE AR > R .
7t Name #iI Description 124 Sl FRALME— A AR AGEIE U5 #F b nliEnm) .
figp- s SRS 4 PR AN SRR R 45
* HIA) AR

* #’;’{’},:’$,<7>
il T—% (Next).

FE IS, kst AR A (R #D s,
rili B K AE (Create Policy).

A4 R O A
TR SRS 4 PR 55T SRR (2)
s AR AR AL o

RN f5 o

WIBAE (Action) Sl AT IBRE, JFZBIBL Ry BLT BRI B
AR R A
AR BELIE B4
AL WA

MR

T—% Mt 4
o WSINEAM A R P
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