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P WRMAT K, W xCisco Secure Firewall Management Center.

FIR2 1l KRG > T E AR > R .

FIE3 i EIE M R EE (Create Decryption Policy).

BRI R A D BER, TS OLRERR .

FES i HisfR$P (Outbound Protection) &I .

FIR6 MMEB CA (Internal CA) #IFHr, sidi WHSUE B AUR B X R I\ AFK, 8 mdi#iE (Create New)
DAL A% A A TS MU A LA N R
TSR T AR,

Create Decryption Policy ®
o Policy Details 2 Blocking 3 Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version an d outbound connect tions.

certificate status

Outbound Connections (User Protection) Inbound Connections (Server Protection)

How Outbound Protection Works
i on the referenced internal CA certificate’s signature algorithm type, in addition to any configured

l/ DECRYPTION EXCLUSIONS \L
SOURCE DECRYPT - RESIGN DESTINATION

Internal CA Download

[ & IntCA S @ ~ ] [ No networks/ports associated ]

IntCA

o v
+ Create New v -|
| ] - |
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o Doty AR A EE CA
o Rl R AR A B CA

P (k. ) BERREIG IR RN H bR L s, 5 Al R E IS B M 4gFnim O (Click to assign
networks and ports).

PIE8 LiliT—% (Next).
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Create Decryption Policy ®

@ Policy Details ——— @ Blocking e Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

Decryption Exclusions

D Bypass decryption for sensitive URL categories

In many environments, certain categories of websites are not inspected for regulatory, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories.
Note: URL License is Required

URL Categories: Health and Medicine x Online Trading < Finance X

Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco's list of known undecryptable distinguished names.
Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

® 56 Distinguished names included v

Bypass decryption for undecryptable applications

Certain enterprise applications are not supported for decryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisco’s list of known undecryptable applications.

Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

® 56 Applications included v

Intelligent Decryption Bypass

D Bypass decryption for very low-risk connections New

Bypass decryption for very low-risk clients connecting to trusted servers.
Note: The access control policy associated with this decryption policy must have the Encrypted Visibility Engine (EVE) enabled. The
device to which this policy is deployed must run version 7.7 or later and must have a valid IPS license.

Cancel Create Policy

$I1E3 i3 5KAE (Create Policy).
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Outbound example

Enter Description

Rules  Trusted CA Certificates ~ Undecryptable Actions  Advanced Settings

=+ Add Category + AddRule Q Search Rules ® |
Source Dest Source Dest VLAN " Source Dest . =
Name Users Applicat... Categori... SSL Action
# Zones Zones Networks Networks Tags PP Ports Ports 9
Administrator Rules
This category is empty
Standard Rules
1 @ Auto-Rule-Undecry any any any any any 0 any 7 1 DN selectio ©Do not 5 1
-Rule- any any any any an ar an, any an) any
yE any y y y o 7 decrypt od
L] -
any any any any any ¢ a
L] -
any any any any any any ¢ a
©Do not
4 Auto-Rule-Undecryptat any any any any any any Tags: undec any any any any =
yp ) Y ) y y y 9 4 v decrypt ou
y =
5 @ Auto-Rule-IntCA any any IPv4-Link-Lo any any any any any Bittorrent  any any Decrypt o a
Resign
Root Rules
This category is empty
Default Action | Do not decrypt v ]

FERTTRT 0 7B, 5 985 T R DU 5 0036 B A X 02 1) AS R 2 R U 2% A Bhds I B iR % - B N2
Ao BURURL BN TR ZEH], OB O, XHERR I O A . i RAEE D T g Bk
URL #5I89%2% (Bypass decryption for sensitive URL categories) S HE, )% 40 TULKs 4 J3 1]

$IR 4 L8132 5KAE (Create Policy).
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Decryption Policy Example m

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings

+ Add Category + AddRule Q. Search Rules

Source Dest Source Dest VLAN B Source Dest
Name Users Applic...
Ports Ports

Categ... SSL Action
# Zones Zones Networ.. Networ.. Tags 3

Administrator Rules
This category is empty
Standard Rules

; @ Do not
ﬁ 1 DND - internal source network any any internal  any any any  any any any any any i ; &
ecryp

Any (Exce * Decrypt -

2 Decrypt test site any any any any any any any any any Astrology 1 Client Thr Resign &
3 B Auto-Rule-Undecryptable-DNs any any any any any any any any any any 1DN select © 00 not &
decrypt
Finance (# 0
4 Auto-Rule-URL-Categories any any any any any any any any any Health ani any oinot P |
T . decrypt
Online Tre
o . . ‘ i . ) @Do not
5 Auto-Rule-Undecryptable-Apps any any any any any any Tags: und any any any any &
decrypt
6 © Block bad cert status any any any any any any any any any any 1 Cert Statt @ Block &
7 ® Block SSL 3.0, TLS 1.0 any any any any any any any any any any 2 Protocol ' @Block &
* Decrypt -
8 @ Auto-Rule-IntCA any any any any any any any any any any any Resign P &
Root Rules
This category is empty
Default Action [ Do not decrypt ~

)

IR IR N DNS RS S 01 H) N DNS f#dT o (Bl an BB Umbrella FEFIE &) v, WEw]
LIS INABRZ M . Wi N DNS IR %525 2T B O HEEs%, 4 A] DRI Seys n 21 #i
Ve S .

fEE, FRATISR ZU e DU AN BT i N TG I 1) DNS 978 83 FH A Fo88 0 0 B et 0, 48] T T O A R 55
P& (W, Active Directory H P& [f) Microsoft 4 #5 DNS f#HT#%) o FEIXLEIEM T, BNV iZ4 K
A, HeFEHIRE.
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Add Rule

Name

| DND - internal source netwark

Action

| Do not decrypt

Available Networks

Zones Networks VLAN Tags

Q. Search by name or value

Networks Geolocation

any
IPva-Private-All-RFC1918
any-ipv4

any-ipv6

Internal

IPv4-Benchmark-Tests

IPvd-Link-Local

1Pvd -Multicast

Category Certificate DN

Source Networks (1)

Cert Status Cipher Suite Version

Destination Networks (0}

REMN fngmnsl |

©
)

Lagging

Internal

any

Enter an IP address

‘ Add | Enter an IP address

Satest m
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Decryption Policy Example
Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings

+ Add Category + AddRule Q Search Rules

Source Dest Source Dest VLAN . Source  Dest

Name Users Applic... Categ.. SSL Action
# Zones Zones Networ.. Networ.. Tags Pe Ports Ports 3
Administrator Rules
This category is empty
Standard Rules
1 DND - internal source network any any internal any any any any any any any any ©Donot
decrypt
. Any (Exce . » Decrypt - -
any any any any any any any any any i
ﬁ 2 Decrypt test site any any any a any any 2 g Astrology 1 Client Thi Resign O
[
3 [ ] Auto-Rule-Undecryptable-DNs any any any any any any any any any any 1 DN select Doinot o
decrypt
Finance (/
y - o e . @ Do not
4 Auto-Rule-URL-Categories any any any any any any any any any Health ani any 5 "
Online Tra ecryp
@ Do not
5 Auto-Rule-Undecryptable-Apps any any any any any any Tags: und: any any any any =
yp PP ) Y J y 9 < i decrypt =
6 @ Block bad cert status any any any any any any any any any any 1 Cert Statt @Block m]
7 @ Block SSL 3.0, TLS 1.0 any any any any any any any any any any 2 Protocol ' @Block O
» Decrypt - =
8 o - - any any any any any any any any any ar any
Auto-Rule-IntCA Y y Y y ) y Y Y 4 4 ’ Resign =
Root Rules
This category is empty
Default Action Do not decrypt

WINER RIS

f fa B FRE AN PR LS S IE B FA IR AR

H 35 i P A L e EL A EL 5 S e 22 O AR B, DAL AT M 48 s L B AS RAIE S FIAS 22 4 Bl U AR
P

TBAT R A [ e, SRS LS I AR I R E A 3tsh 2 R - ERRE R M 2R A0 .
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Decryption Policy Example
Enter Description

Rules  Trusted CA Certificates ~ Undecryptable Actions  Advanced Settings

+ Add Category + AddRule [ Q, Search Rules

Source Dest Source Dest VLAN Source  Dest

N U Applic... Categ... SSL Acti
# =me Zones Zones Networ.. Networ.. Tags St PRIC Ports Ports e on
Administrator Rules =
This category is empty
Standard Rules
: 2 @Do not _
1 DND - internal source network any any internal any any any any any any any any decrypt A}
2 Decrypt test site an) an an; an) an, an an; an an) Any (Exc 1 Client Thr Ehecrypt® & 0
P 4 y 4 4 4 4 4 4 any Astrology Resign u
@Do not -
3 @ Auto-Rule-Undecryptable-DNs any any any any any any any any any any 1DN select decrypt o0
Finance (#
: @Do not =
4 Auto-Rule-URL-Categories any any any any any any any any any Health ant any & o
_ decrypt
Online Tra
©Do not -
5! Auto-Rule-Undecryptable-Apps any any any any any any Tags: undi any any any any decrypt oo
ﬁ 6 @ Block bad cert status any any any any any any any any any any 1 Cert Statt. @Block & o
ﬁ 7 ® Block SSL 3.0, TLS 1.0 any any any any any any any any any any 2 Protocol© @Block & o
¥ Decrypt - 2
8 @ Auto-Rule-IntCA any any any any any any any any any any any Resign &0
Root Rules

This category is empty

Default Action [ Do not decrypt

WINERIEPEE

Add Rule ]
Name Insert

| Block bad cert status ‘ B3 Enabled below rule v ‘ ‘ B

Action

| © Block ~ ‘

Zones  Networks  VWLANTags  Users  Applications  Ports  Category  Certificate DN CertStatus  Cipher Suite  Version Logging

Revoked: No Self Signed: Yes No Revert to Defaults
Valid: No Any Invalid Signature: Yes No
Invalid Issuer: Expired: Yes No

Not Yet Valid: Yes Invalid Certificate: Yes | No

Invalid CRL: Yes Server Mismatch: Yes | No

Cancel m
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. RREAN SEEEEK R AR I RS B AR .

Add Rule

| Name Insert

| 8 Enabled | betow rule ~| |7

I Block 55L 3.0, TLS 1.0

Action

© Block v |

Networks VLAN Tags Users Applications Port: Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
| TLS v1.0
| () TLswia
| () sz
| [ TLsw13

Revert to Defaults

fEE N d sy PR L E F AR 7S B A0

H 30 i 1) e L e LA L e 22 IO AR B, DAL AT M 48 s L A RIE S AIAS 22 A Bl AR
FRIREI o A 73 P D7 8] 8 s S e 42 U 1 PR A M 4 BB B

|
BRSNS H AR LB BE L 2 VR (R b Al ] 28 E 4 (Cipher Suite) FIAEZA (Version) LI 4%
ffo AL ZEREESNMA SR - EMEANRE - EME AR BMEH . 7 A7 H AR
FAERROU X SRR e TR SN ClientHello AbHE, A S 3O ] #0001 M g -
UK

T WIRMARER, 1E 8% Cisco Secure Firewall Management Center .

BIR2 A R > AT HIRRRE > #RE

PRI Rl SRS SSIA M R (2)

FIRA Ul RS AR (2) .

PIRS  AGHRMARN .

1B

FE USRI SERE,  fERFR T BOH AR ) 44 55 o
HATER IR (Cert Status).

HUREMIERRE TS, A7 LRI

o mlih B PRI AR AR e A A AR A T UL .
o b TR ZUE AR R AT R BEAT UL AC .

© SRR (Any) WAEDL RSN BEIE 25T, #0552, I FHERRIRE TR IE IR 2 A7 AE AR
iz NIE A .
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B =05 mean sirsminEs RS s

9 MIRME (Action) FIRH, AT EEHE (Monitor) DA FIC S 5 MU VT FL A9 i, Bl s BRLLE (Block)
i PRIEFHEE (Block with Reset) LABH 11 & I 1L F6 Pk 2 e

PR ZEORAFS B BE L, 1 s oy DU JEC AR IR A0 (Add)
TR LLORACNS SRS 1R LA, 33 ol DU T F) R 7

Gt

HZMFEAT Verified Authority iE MU . HEZAAME AT Spammer Authority {IF 5 AR HLI
REE T 51 Verified Authority iiE 5 H1 1 Verified Authority 2% % [ 7 18] CA E-P AL &R
Gio T “ORAUEMUHIRY Y G S LRIV U, I RGEE B B4R R
RAURE” $E4L1) CRL.

NEBH TR EGRAES B CRAEMURHI 7 UK IET . AFE CRL _EREAS LK
PHEA Tk H PRI R4S o H I EIE PO RE TR R4 A . S2C TR M s, Al
Tk 1) 47 ) SR AR RS £ A P A I 5 0 % ) U

Revoked: Yes | Mo IE| Self Signed: Yes Mo IE|
Valid: |E| Mo | Any Invalid Signature: Yes | Mo IE|

Invalid Issuer: Yes | Mo @ Expired: Yes | Mo IE|
NotYetValid:  Yes Mo IE| Invalid Certificate: ~ Yes  No IE|
Invalid CRL: Yes | Mo IE Server Mismatch: Yes MNo IE|

R R AR S R FAE RSO RSO0, B TRCE RN, ehi
PG BT E S 0 o AR DL A o

Revoked: Yes = Mo IE] Self Signed: Yes Mo IE|
Valid: Yes | Mo IE] Invalid Signature: Yes | Mo IE|

Invalid Issuer: Yes @ Mo IE] Expired: Yes m Any
Mot Yet Valid: Yes Mo IE| Invalid Certificate: Yes No | Any |

Invalid CRL: Yas Mo Any] Server Mismatch: Yes Mo A"',-'|

FE NG, WA AR AL R BAT A A4 i B e
SeiAkieaasl w WIE S CRUN T

PEFER T ANIEARRE N A, WRRR K SNT IR 5% & 44 FRIL o sk CRL B2k, W
25 S UL
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T

=l BT s maan ]

Revoked: Yes Mo | Any | Self Signed: Yes | Mo | Any |
Valid: Yas Mo | Any | Invalid Signature: Yes Mo | Any |

Invalid Issuer: Yes Mo | Any | Expired: Yes | Mo | Any |
Mot Yet Valid: Yas Mo | Any | Invalid Certificate: Yes | MNo [ Any |
s | No | Any

Invalid CRL: |‘r‘-_J Server Mismatch: |‘fc~5 Mo  Any

AT aa = s PR LE TS AR 7S B 2% R0

AR R T AT BELLE PR 48 - AS TR0 A 224 1 TLS A1 SSLPpY, 914 TLS 1.0« TLS 1.1 F1 SSLv3.
AU B IR BB P S A T AR S VRN M T AR B SUCAS FE f TAE Jr

TN AZ R L R HERR AN 22 (3L, DU EAT#R AT e o AEAR
o BRI LAREH] fif U IR (Version) T IR FH RSP
© MT RGNS SSLv2 Mo, DA RRT LUGT e SR A 1 To ok AR YR 4E RFHLIEE .
« FRE, BTSRRI TLS/SSL, PRI St R JLBE 1L

|

EERW A HABE LR sk BE 1 FF 2 MR () TR H R E S (Cipher Suite) FIREZS (Version) B 4&
. ANEBZFREEMNRA L RE - EHZ 2 NRE - BB . 774G A

BAEMR T, XA ] e T RS ClientHello Ab3H, AT B0 nl F (1 P fE o

L1 WA, 85 Cisco Secure Firewall Management Center .

H2 i RS > TR EIARR > R

W3 AUl RSN R (O)

PRA Ul RSN R (C) .

WS RGN .

W6 AR USRI HEHET, FERRRT BT A AR R

$£1B7  IRME (Action) #E b, fidifELE (Block) BiFEIEFFEE (Block with reset).

$IR8 AR (Version) Ui .

HIB  GEPRFE L AMPMUR A ERE, #10 SSL v3.0. TLS1.0 M TLS1.1. HUW kw40 A & 4= i A
PRI SR L HE o

TR T AR

mEmn fngmrsl i
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Add Rule

| MName Insert
| Block unsecure protacols| | & enabled below rule SR

Action

| ® Block v |

Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Versio Logging

SSLv3.0
| TLSv1.0
1 TLS VI
| () mswiz

| [ TLswi3

| Revert to Defaults |
Cancel m |

S0 AR PE T kB H AR ) 1
SEBN AdRN (Add).

: — - VR > STz " > T Sl 1

ARG Fah mRE RN LSSk P Lk UE Al o 2 R
A BRI R T LT er AR A 5 i 15 1) mT 2 R A4 Pk ok i 4 BB L i i . R RS e N
H T SR 2 VRS
Ao HEA R AT AL R AS . A4 AR R shr, Bl Aaus— N AH4. 6
i, https://www.cisco.com FIUEBH A% cisco. com. ({Eﬁ#jkléx%ﬁlgéxﬁi, {Cisco
Secure Firewall Management Center 3245 BLETREE Y 120 HE 4 BRI S AF 5B o0 A48 T i o] £ 4k H 44
FRe )
% Pt K o URL [0 B4 50 2 IR 5 28 A FREE 7 (SND)o 28 P s ] TLS #2 FH 1¥) SNI 4 g 44
KAg E BER LA (B, auth.amp.cisco.com) o R, JIREFESSEFEAE A TP bl 4G4
JIT AT E ) B Sl N P 7 TR A N FAEH A IE 04k

L1 WERMWARES, W& KCisco Secure Firewall Management Center .
P2 i sl KRG > e SRR > MR .
PRI i R RS S5 HREE (2) .

PR ml RS 4REE (2)

FIRS AUl .

W6 AL USRI XHEAER, AR ER T BOH AU A4 FR

BT IRIE (Action) 5K, AR IE (Block) sifEIEFHEE (Block with reset).
I8 niili DN,
¥

%9 M\ FJH DN (Available DNs) " & $&ZLA4 I ] 73 HEA4BK, WK P

W BEan kR
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https://en.wikipedia.org/wiki/Server_Name_Indication
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