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https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
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ez aws z2azs

1 ° 3 4 5

+ Set permissions

[ { A @  Copy permissions from Attach existing policies
'ﬂ.‘ And user.to.group M existing user directly

Q

Create policy

TS AETBCR A LL T 5
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:DescribeTags",
"ec2:Describelnstances",
"ec2:DescribeVpcs"

] 4

"Resource":

}

1
}

wxn

HIE16 AT T—5 (Next).

ST Rl E% (Review).

W18 {F “AAENE” (Review Policy) T TG R ME E, AR5 A IZ 3B (Create Policy).
W19 {E “IRME” (Policies) UM b, 7RI T B N4 B 7 SuE 4 FK, 4R 5 4% Enter #.
W20 AN EE R s .

HBN LHRME (Actions) > Bithn (Attach).

PIR22 L2, EEMR TR AR P4, X517 Enter 8.

P$IE23 L MIANSRES (Attach Policy).

T—5Hit4
B AWS 8y, 56 16 U,

fIIE AWS & 220 E =S
AATS VS Gl E 0K AWS 224415 K i% 3] Cisco Secure Firewall Management Center PAYE 5% H
R IE RS o
FIAZHI
PATBLE I A7 #4E
© Fi M AWS ORI AT 22 T BT A AWS g .
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https://docs.aws.amazon.com/managedservices/latest/userguide/about-security-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html

Cisco Secure Dynamic Attributes Connector |
B oz aws msmiosms

G 2 /b HA B4 %) Cisco Secure Dynamic Attributes Connector H. A5 5 /MY PR ) AWS ), 26
15 GO TR BB (1 FH P

UK

P$IB 1 G FCisco Secure Firewall Management Center .
FR2 i SN > ISR ERERS > EER.
PR3 PATLL AR AE:

g cutmiss (R | RE R L.
o GRS, EES (), G T AR S (Edit) S (Dete).

FEA FALLUTE R

(1 13t AR
AR Cit5e ) BIAALFRAME—FR iR b %45
15 AR GBI

1REE PR CERIA 30 #bo D M AWS K2R 1P BRI 1A B -
for/ ML BRI PR B 18] (Pull I nterval) (i 1 AP . 40T LUK S K AR B0 0 AR AT AR ZE IR
BATRBONZAG S/ MEBEAFAAR, PO & B, i HARE oL, vl

e SRR .

i [X (. D) FIANEH AWS XA .
AWSIFERIE | (. ) AT %9,

A

AWSTNEZE | (. ) BN %,

£A

PS5 IR TE
FIE6 it IR (Status) 51 BRHEE (OK).

B2 AWS B SSHRiCiEE=S

AT T Wi A Amazon Web JIli%5 (AWS) Frid 6] i 2l Cisco Secure Firewall Management Center
R, LUEEAE g i Al ]

ARVEME R, WS AWS SO Rk 1 BL R 84 -
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Azure 35325 - £ FAPRIEAnEE [

s AP abRi?

« AWS IP Huik 7

* bric AWS %5

* AWS EbRIdHRR
© AWS filt %5 £

R

1 & FCisco Secure Firewall Management Center.
PR 2 b R > ShSBEIEES > EIESR
WIE3 PATLL MR AE:

v ahmeiy () | BRI R 4R
- GREUMERIE R AEES (D, R AHTR R II4EE (Edit) iR (Delete).

FEA FALLNMEE

& |iteA

A | (BFe ) MANLTRUAME— bR RS
i

| .

AR

WL (ifie D BRAFEE, A2 B URL.

FES HHRE.
HIE6 ik IRA” (Status) 5 BRFEE (OK).

Azure E¥E2% - = T H P NRFISENBIEIE

Cisco Secure Dynamic Attributes Connector 2344 3/ & J& 1 A Azure 3\ Cisco Secure Firewall Management
Center , LUMIH] T-50%

HMESEMEESA
FAIN Azure FALLTF ISR
« BRAE, SRR BRURAURIT T OCIBE A B AE XS
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://aws.amazon.com/solutions/guidance/tagging-on-aws/
https://docs.aws.amazon.com/general/latest/gr/rande.html
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. #1132 34 Cisco Secure Dynamic Attributes Connector £ & /MY PR &Y Azure F§ 1

HRVEHE R, 5SS Microsoft SRS KA LT o
* Azure F BTN 1P bk,

Ffr s B9 &= (AL BR
Cisco Secure Dynamic Attributes Connector %23k 2 /0 HA715#& (Reader) BRI /' A4 e S ANBIEE
.

£1] 32 %} Cisco Secure Dynamic Attributes Connector 5 & /M X R B9 Azure Fl P

AT 25 e an o] 15 8 A SRR AR 45k 7+, LATA] Cisco Secure Firewall Management Center & 1% 5))
HEM. AXRXEEERNTIR, HS0 Azure EEA - KT H P BERF A REGE , 5 21 1,

FriE Z 8
BN O AP Microsoft Azure 1K . BT RE, 1ESH Azure SCRY UG 5 LA LU

T LUTHPTAE RS E %3] Azure 17 6

$I®2  fiili AzureActive Directory.

$IB3 ST E NN Azure Active Directory 341

LA A (Add) > B EM (App registration).

WIS {E B (Name) 7B, FANH TAR RGN H 1 4455

W6 {RUb T RN D ST BRI AR B

LT SHEEM (Register).

LS NI, Wk FE U ID (WHCHN 1D ML ID (WRAH X ID)
LU

i3 Just-a-test # -

2 Bearch (Cmd-+/) « [ Delete & Endpoints [l Preview features
Lo Barania @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

Quickstart
# Integration assistant A Essentials
Manage Display name : just-a-test Client credentials : Add a certificate or secret
= ~ Application (client) 1D : 44%af2cdn ™ ol M ®  *H . m ol w32 Redirect URIs - Add a Redirect UR

Branding & properties

Object ID ol EE O NY AW R Application ID URI : Add an Application 1D URI
D Authentication
ﬁ Directory (tenant) I : ScdSad s meaes » B ol %97590 Managed application in|... : just-a-test

Certificates & secrets .
Supported account types : My organization only

{I!' Token configuration

HEEY Ll RSN RINER A

PR JHFHEEPHZES (New Client Secret).

TN FAERIGEE, K5 SR (Add).

PIE12 W E FROVEE R . LR s, A B 1D,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json
https://azure.microsoft.com/en-us/free/
https://portal.azure.com/

| Cisco Secure Dynamic Attributes Connector
8113234 Cisco Secure Dynamic Attributes Connector £ & /MR &Y Azure F§ 1 .

Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

= New dlient secret
Description Expires Value & Secret ID

azure-doc-test 12/11/2023 Tom . wmmN e A mANROL. D AR % B P JREE D {

13 R[AIF] Azure [/ L 0UH, AR5 s TH (Subscriptions).
HE LB RT RN AER.
H5 KT ID KB B BT

 Essentials Copy to clipboard

Subseription ID : 012490 " e | ST ™ T0cd [y _ Subscription name  : Microsoft Azure Enterprise
Directory : cisco-fpiden™ o & LT ) Current billing period : 6/1/2023-6/30/2023

My role 1 Owner Currency 1 USD

Offer : Enterprise Agreement Status : Active

Offer ID TME oy Secure Score : Not available

Parent management group : 5cd5 s e w0 Bul™ ol * = iln

HIB16 i E)dEEl IAM) (Access Control [IAM]).

LT SR (Add) > R 5B (Add role assignment).

$IB18  HdHEE (Reader), W5 it T—3 (Next).

P19 AUlEEN R (Select Members).

W20 FEIAN, s, ARG IR (Select).
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T

Microsoft Azure Enterprise SEIECt members W
Add role assignment

Select (@)
Qj Got feedback? | Just

Mo users, groups, or service principals found.

Role  Members " Review + assign
Selected role
Reader

Assign access to
®u ice principal
(®) User, group, or service principal

O Managed identity

Members

1 Select members

5 Selected members:
Name Object ID

Mo members selected just-a-test
r Remaove

Description

Optional

Previous | [ Next
[z ] =

PR HEEF + 9B (Review + Assign), SR 5142 7R 708 g .

T—5Mt4
1HZ A Azure RS, 2H 24 T,

£l Azure EIERS
AT 25 1He a1 i A Azure [i1) Cisco Secure Firewall Management Center A6 504 (12 4%, DU T
Femg
FriaZ |l

S E /> HA GEEX) Cisco Secure Dynamic Attributes Connector F A5 /MR Azure FH 7, 2 22
U FTIRB PRI Azure FH P

. Cisco Secure Dynamic Attributes Connector
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tiz Azure RStz ES

UK

LI 1 & FCisco Secure Firewall Management Center .
T2 Ul R > AT EEER R > EERE
PR3 PATLL AL AE:

g catmess (B | RS R L.
o G, EES () AR T AR S (Edit) Sl (Dete).

FEA FALLITE .

& 1t AR
BFR (o D HIAAFKCAME—bRUEERR 35 .

15t A Al .
RRENEIR | CBRIA 30 e D A Azure B3R TP WU I IKG

/N ER B FR AT () (Pull Interval) {04 1 #b. 8507 DURE i K AR B B MR AT AR ZE (MR F&
ATEBA R B ME B ARG, ORI A K, ARG, s
B A AT 9

iTH ID (WFE. D N Azure 1T ID.

#P 1D (7. ) FAHL D,

BRmID| (L. ) AN D,

BRRE | (. ) MAGINE Y.
Z

FE5 HHRE
HIE6 ik IRA” (Status) 5T BRFEE (OK).

El

Bl Azure AR S5 Fr10IEFE RS

AT HE T Wi A Azure fli4s Fric A1l 2 #] Cisco Secure Firewall Management Center [FJZE 8 5%, DLt
TESFEmE R . Microsoft 43 5 i BT 51X L brac (1) 1P Hiuhil SCHK

HRIVEYE R, 124 Microsoft TechNet 1 B2 I 2% f 25 k1t
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https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview

B o==5 cyber vision =iz

UK

P23

Cisco Secure Dynamic Attributes Connector |

W1 & FCisco Secure Firewall Management Center .
T2 15 rlil R > SIS B EERS > RS
PR3 PUTLL AL A

g catmiss (B | RS R L.
o G, EES () AR T AR R (Edit) Sl (Dete).

FEA FALLITE .

&

L RA

AR

BT ) NSRRI — bR U 2 2.

15 AR

CIpERVER

1R B8] i

(CERIAN 30 0. ) M Azure K52 1P BRI B (AR .
/M RENEIBRETIE) (Pull Interval) {H24 1 b #&0] LUB & R B 3 B AT AR (. 3
TSN D e IME ARG, RIS A K a, ARG T, s
U AT B

ITHID

(. D N Azure 1] ] ID.

#HFID

(. ) FAML D,

& Fi 1D

Chifse ) FIALER% ) o ID.

& iR %

A

Chifie ) BIAIEIR ) i ] o

PSR

HIE6 ik IRA” (Status) 5 HF BRFEE (OK).

£ 3E B %l Cyber Vision :F 138

AT 25 18 4] 4445 M Cisco Cyber Vision &% %] Cisco Secure Firewall Management Center -

FHIa Z |l

WA AT MIZAT dynamic attributes connector [¥) 71454115 ] Cisco Cyber Vision. &2 25 %11 H: 1P Mk
Ui RN APT 2541
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https://www.cisco.com/c/en/us/products/collateral/se/internet-of-things/datasheet-c78-743222.html
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#1132 B %} Cyber Vision £1%22 .

HEYE Cyber Vision B HIZEH| & P&k APL %43, 15 5 &2 (Admin) > APl > &h# (Token), 2RJ5 M

FEIR (Show) BUER A, Fh sty L= B4 b 000 W .

1 & FCisco Secure Firewall Management Center.
PR 2 b nih R > BB EIEES > EIESR
W3 PATLL MR AE:

v ahmEiy () | SR R SR
- GREMERIE R AEES (D, R AHTR R II%EE (Edit) iR (Delete).

TEA AL NMEE

=l 15t AR

B CAFR. ) FNZFRAME R IE RS .

kil A .

Cyber Vision BT |t A — TR 7475, DMELER X % K 1% 3 Cisco Secure Firewall Management
£ Center I FRHSK B I Cyber Vision IP #ulik (5 A4 % .

R —A Cyber Vision IP Hisik, Ww] LUt AATAT{], )40 1.

1R BR8] (BRI 60 #2. ) M Cyber Vision FRECHH W 1R I i) [1] B o
He/N AL BRE) BRRT iE) (Pull Interval) {04 1 Fbo #0) UK R fE 18 A AR AT A2 (1)
{Ho FATEMAZNR IR MEBARAG, PUNIR S AR R, ARSI
&, RS FESE NIRRT .

IP (WhTF. ) i Cyber Vision IP Mk,
im0 (hiF. ) % Cyber Vision {5yt .
2hE (. D BN API A,

BB MR I LR IR BT 5 TR AT I R4S -
FE6 TR TE
HIET ik OIRA” (Status) 5 HH BRTEE (OK).
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e SEN R SESE 3

VEAESS IR Wi Qe Tah 4E4 1) 1P Mtk i 13, Bk F A 1Rl f - CERIAS LR 20 30 72
EATKLZE o ] LR I B8 bk 3
FHIEZ Al

AL TP bk (P SCAR SO, IR IAE R A Cisco Secure Firewall Management Center 1 7] [] Web
Mg as o TP Ml AT BLEL S CIDR Eonik. SCARSCIFRAT R e — A 1P Huhik.

Bldn, iR RRN ) SRVESIR Y ATREAT AN IP UL, Dy R i “BHIES” AT
REAT 3> IP Mk .

FEASSCASSCAF e %2 T LU SE 10,000 4 TP Sk

)

AR UE) £ IP Mk 7% (http:// orhttps://).

Qe

Sk Sk
8 S8
(2,] =

& 3% Cisco Secure Firewall Management Center .
R /A > SR IR > E RS
AT L AT — 14
e sy (R R SRR
G EUMERIE RS MRS (D, BRI RI4E (Edit) SR (Delete).

N BRRA AL B .
(Wi, ) 7E4RENEIRE (Pull Interval) 7B, B ShA BTSN text SRR R 1P Huhk 405
CLAFP AR o BRI R 30 7.
e /NRLER I BB T 18] (Pull Interval) {54 1 #b . S8 0] DU S R AR B8 B AT A AR B (A (e . FRATTEE U ELfE
B/AMEBAF AR, BOIX S KRR S, mHAGEHER T, TiESSEE AR ES 2.
7 URL FBe, SNBSS 1P bk (454 URL, %4T— URL.
(k. ) AidiRinEME URL (Add another URL) LAY N W i) HoAth URL.
(A%, ) IH 2243 Web 45 88 T BUEP8E, 1845 DL Nk
o piis BREGES > FREL UL ASSRBGE T, 8i, WERICESRIBGET, 15 FaskBGE Bk
WK (CA) BE , o5 41 TP TR FEh3RBGE .
o piihi RBUES > TR ST DL AR 2 a0l B3 iE s .

TR I F A DRI D o PR E RS -
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o132 itub 3z [

$E10 AdRE.
FHE Wi RA” (Status) ) BERHE (OK).

)2 GitHub E3% 35

IR A3 58 G 4] 1 K5 B 3% 3] Cisco Secure Firewall Management Center LA T 50 [ GitHub %
Beds. HIXEEhRid SN TP Hikik (i GitHub JEAT4Ed" . A LEIES & B ML IERS .

HRVEANE R, 1HSH T GitHub (1) 1P Hubik,

\}

AR U)W URL, U TCVER R AL AT 1P ikl

UK

L1 & %Cisco Secure Firewall Management Center o
P2 il SN > SR ERES > ERES.
PR3 PATLL AL HAE:
s WIS RSN bR () ARG R AR AR
G EMREE R AEES (D, RE AT R REN4E (Edit) iR (Deete).

LB N ZFRA L .
PS5 (W[ik. ) 7eiREREIRR (Pull Interval) SFBEh, B EhA B MEIERAS A GitHub K2 1P Hihik R4
CLAFR N A o BRIME N 21,600 2 (6 ZNET)

SE6 miHRTE.
FBT itk “IRA” (Status) 5 BIRHE (OK).

Google = iE#%=% - X THPHIRFISANRIEIE

Cisco Secure Dynamic Attributes Connector 23525 J& )\ Google Cloud ‘T A Cisco Secure Firewall
Management Center , LU H] T3 #% o

NEREEEAN
A4 M Google = FALLFah& @ 1
« b2, W T Google 2 W IR BN
ARG R, S Google 2 SRS A1 (R B BR A5

Cisco Secure Dynamic Attributes Connector .


https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/about-githubs-ip-addresses
https://cloud.google.com/resource-manager/docs/creating-managing-labels

Cisco Secure Dynamic Attributes Connector |

. £+ Cisco Secure Dynamic Attributes Connector 275 5 /\iXBR#Y Google = Fi P

s MbRad, A ORI H SIS X .
HREAMGEE, ESM Google 2 SCRYH A1 L A FLAR L o
* Google z " REMLI 1P Hidlk.

Fir e B S A PR
Cisco Secure Dynamic Attributes Connector 23k 42 /b HATEAK > EFE MR A fe F &R

£JZ X3 Cisco Secure Dynamic Attributes Connector £ 5 5 /\fX [RAY Google = F P

N -

N
SN

A \
S S|

N
8
w

A

PRV TR ]

Sk S Sk SR
B N N M
-~ OO 1 B

S8

$IE9

AT 25 e an o] 15 e AT SR AR I AR 45k 7+, LATA] Cisco Secure Firewall Management Center & 1% 5])
AEM. FRXEEERNYIER, ES0 Google 7iEfAS - T H P AURF S AN RIEdE » 5 29 1L,
FIAZ Al

LN E W E Google MK o A RIATILERAFITEA (5 B, T2 Google = SURYH B B I .

CLITAT & A AR B0 8 81K Google =K .
M AM F1EIE (IAM & Admin) > BRS¢ A (Service Accounts) > €132 BR 51k (Create Service
Account),

BALLTER:
* BREMKARER: AR 4Pk i, csbac.
* BRSSMRA 1D: NAER S AR S5 A0 FR e S ME— .
* R PIEEA: A ATE B,
ARSI ITELNE S, 12 Google 2 UK T i ik 55K T o

M) B R4 (Create and Continue).

F R i ISR ERAE, HBIEIR BT R RISk P (U7 AR 7 #45
BTHPAER>EFEMA.

AT TE R -

RYOR WoR g5k v

s A RS MK ATR R B E ().

M EIEEA (Manage Keys).

FHIE10 SR MER (Add Key) > 813237 % 48 (Create New Key),
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https://cloud.google.com/resource-manager/docs/tags/tags-creating-and-managing
https://cloud.google.com/run/docs/setup
https://cloud.google.com/iam/docs/understanding-service-accounts
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& JustaTest

DETAILS PERMISSIONS KEYS METRICS LOGS

Keys

£13Z Google =iE#E%E .

[=] HELP ASSISTANT

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading

service account keys and instead use the Workload Identity Federation . You can learn more about the best

way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~
SIENM i JSON.
$IB12 iR (Create).
JSON %4 N BN M vHE ML
SIE13 [0E GCP ERSI, W S HAE T8

T—oMita
2 A Google z~i&EHLas , 31 i,

£1]3Z Google =E1E8E

FIaZ Al
HELS U Google 2 JSON A% =X 1 e 25k ;- £t 5

HIE 1 G %Cisco Secure Firewall Management Center .

B2 G R > SiSE I EERR > E R
FER3 PATLL AT Ak

c e, adsmes ()

ot BCEIERA T T I o

ARG L R AR

G EMERIE RS AEES (D, BRI TR R IV4EE (Edit) iR (Delete).

T4 WAL EE.

=l 15 A

HFR

Chifie ) FANA R AME— AR IR
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& it RA

] CIpvAlg B

RENE | (BRIAK 30 FP. ) M AWS KyZ TP 14 ] B o

[ . L L

i I/ NRLER(E B A 8] (Pull Interval) fE24 1. R80T LUK dg R AE v B AT AR S (e . FRAT]
WA TER B MEWAF NG, BOYX &/A K Eia, mHAGEHE T, a2
BoRE 9.

GCP X | (BT D BN Google = FTTENI GCP X3k, HXRVEAN{EE, 15Z{ Google 2 kY

2 R

BRSZMK | Kl Google z 45K /' ) JSON A5

=

TS iR

HI6 il “RA” (Status) ¥ RFAE (OK).

£ 2 Office 365 X122

AT S5 B AT ol Office 365 Arid GIAEIERERS, MR &l Ai% 3 Cisco Secure Firewall Management
Center LUMH FH T~ 550 . Microsoft 234 J& 58T L5 X e 11 1P kb Gk . AN B B A & 1 B 4%
BT A Hls

B[RV B, 52 docs.microsoft.com | [¥] Office 365 URL FI IP MG .

UK

B 1 G %Cisco Secure Firewall Management Center .
P2 i X > SR EERR > ERERS.
PR3 PATEL T #84E:

e, otwmity (ERB) | RS A,
- GRSR R, SEE O, WE T ARSI (Edit) S (Ddete).

T4 WALLITER.

fa 568
& CIBTo ) HAGFRAME U ERE R
28 .

. Cisco Secure Dynamic Attributes Connector


https://cloud.google.com/compute/docs/regions-zones
https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
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vCenter 325 - £ FAraRisAngE [

(=l 15 B
1= BN E) R CERIN N 30 BB o ) M Azure K22 TP 1SR (1) 1) B

/M ER B PR A (8] (Pull Interval) 2 1 Fb. mT D S5 KA B B D0 A T AL A 4L
PATEA LR o MEBAF AR, UMK S A i, 1 ARSI LT, W)
RE SR AR AT 9

K API (hTFo ) HINEEMAKZR Office 365 15 EL URL (WHRILEERIAEARD o AKX
URL PEARME R, iF 2 W Microsoft SCRY %G & /) Office 365 IP #ili- A1 URL Web 55«

&R (5. ) MFIERA, Sdsill Ak, A XCHEAE R, 20 Microsoft SCR 3 £
I¥) Office 365 IP il F1 URL Web Ii55 -

BRAWTIEIP | (0BFH. ) HIA true 5 false.

SIS LiHRTE.
FE6 Hifr “IRA” (Status) ) BIRHE (OK).

vCenter E#%=% - X TH P IRFAS B EIE
Cisco Secure Dynamic Attributes Connector 234 8/ J& ¥ M vCenter T A Cisco Secure Firewall Management
Center , UV Il 45 5 S o
HEREESA
FAI2s N vCenter FALL BN JE
* BIERS
* MAC Huhk
« IP Hfik

o NSX frid

Fir e B S AR A PR
Cisco Secure Dynamic Attributes Connector %K 22 /b HA RUSRR I H 7 A e S A& @ 1.

£1] 32 3+ Cisco Secure Dynamic Attributes Connector2 A & /"X PR B vCenter F§ P

AT 288 an ] e B LA T AR AL R A R 25k ), LLI) Cisco Secure Firewall Management Center K 1% 3))
AEM. BRIXLEERFIER, S0 vCenter ZE4E4s - ST BURFIS N REE , 2 33 T,
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https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
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. #)Z %t Cisco Secure Dynamic Attributes ConnectorE. 5 & /)\iXBR B9 vCenter Fi

FHIEZ Al
A2 LB E vCenter IRSTAIK ™ o A RPATILERAE TR, 1521 vCenter SUASH1 )95 vCenter
JI 55 s 2R B
UK
BT

S DA 545 5 5 vCenter,

$£2  ilisk#E (Menu) > B2 (Administration).

HIB3 AELEMERS T, S B S B F (Single Sign On) > i A#14H (Usersand Groups).
WA MG (Domain) IR, AUl AR LA IIH

FES AR mMAR.

TR6 ARG, )5 AR (Add).

EAM A kg, i e)4% %) (Access Control) > £ 5% FR (Global Permissions).
S8 bR ().

PR {ERPFEES, s 1 vCenter B AR

R0 ERTESD, WmANS 20550,

LN NAE (Role) Fikd, fidiRisE (Read-only).

PIR12 P RIER FI LG

k

N

Add Permission Global Permission Root %
User vsphere.local
Q just-a-test
Role Read-only

Propagate to children

| SARNSRE ‘n

FR13 AURE.

T—%HitT4
152 A& vCenter IEBERS , 25 35 T,
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https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vcenter.install.doc/GUID-8DC3866D-5087-40A2-8067-1361A2AF95BD.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vcenter.install.doc/GUID-8DC3866D-5087-40A2-8067-1361A2AF95BD.html
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£1)3Z vCenter E1E 85

WATZ5i 18 4
Center UL T

FF6 Z A

£1/32 vCenter JE1522 .

fi] 2 VMware vCenter G 84S, MK £ &% 2 Cisco Secure Firewall Management

SR o

IR A ZAGAENE TS 5 vCenter A, 1§ 2[4 T sl RBUEBAUA N (CA) HE , 25 41 UL,

UK

11 5 FCisco Secure Firewall Management Center.
P2 i SN > SR EERS > ERRS.

FE3 PATLL MM

* INIErE

* SR o

S FALLTE L

B
e, mmmEty: () | RS R AT
Gibe. SEE G, T AT AR (Edit) S (Ddete).

o

& it BR
AR Chifie ) HNAAFREAME PR IER s
15t AR BN T IE IV o
HE BN i8] (BRH 30 #0 D) M vCenter 2% TP WIS 1) 1) B o
/N BRI R A (8] (Pull Interval) {4 1 Fbo 87 UK S KA BB AR AR R4
T TR AR i MR KA, PR AR, ARG T, maE
R FPE N TEAT T
E# (e ) HINLLFAERE 2
* vCenter ) 584: filiE EHL4
* vCenter [#) TP Hbdik
o (k. ) Al
WHIMANTTE (B https: //) BAKRRHAT.
%41, myvcenter.example.comif 192.0.2.100:9090
AR (ifie ) AP BA XA PRI 4. &K RS,
iy (e ) BRI P R
NSX 1P W RAL T vCenter M 2% 22 4 nf MAL (NSX), AL 1P Hudik.
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=l

L RA

NSX B/

N2> BATHZ U TR NSX I I 44

NSX ZE#Y

BN NSX-T.

NSX 283 | % A\ NSX H /7 (K350,
vCenter iE | %45 LA Nik$E:
+H

* RS FR BT (CA) B8, W TR PGB AUA NI (CA) B, 28 41 1l
Jrid

* R 3RER (Fetch) LA B3RS, B0, WERTCIAIRIBGIEFS, 15148 T-2h 3k
AU (CA) 85, 55 41 TP PTd T-2h 3R BGIEFS .

* il FREGES > 3R UL HZWRBAEF, o, R IEHERPGESS, 51 T30
RPN (CA) BE , 55 41 T BNd T3h 3R IBGIEF .

o il FREGIES > MICHRI BT DL AR 2 T T 3 uE 5%

Name*
Descri

Domai

IP*

Port*

User*
Password™
Secondary IP
Secondary Port

Secondary User

| Test |

FMC Server Certificate®

PR 2 B 3R BGIE F BE K7 B

Add FMC Adapter

Certificate chain was successfully fetched. e
Here are certificate details (priority order descending)

firepower

14733

rest

firepower

14833

Secondary Password

updated 3N CERTIFICATE---- p

JETTRAGHETIB KL+ CA B4 WRRALT LU WAL .
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g1 Webex 2% |

Certificate chain was successfully fetched. e
Here are certificate details (pricrity order descending):

WG I X R R RBGER, &AL RESREBGEPEE, 1 Tah3RBGIE-B AN (CA) B,
41 T IR .

TS R F

£l 2 Webex 1&31%35

I 2358 Gn 4] 1 Ky B0 2% 3] Cisco Secure Firewall Management Center LA -1 [ Webex &
Fedto SIXEEbRIC SRBER TP ikt i Webex HAT4EY . A A sh A B PRI RS o

HRVEANE R, 152 Webex Calling (131 127 .
itz

1 & FCisco Secure Firewall Management Center.
PR 2 i R > SSBEIEES > EIESR
I3 PATLL MR AE:

v st () | SR e R SR
o GEEEUMERER R AHES ), AR AEHTAR RIS (Edit) SRR (Delete).

FEA FALLNMEE

=l it AR
AR Cifie ) BN AL FR AME — bR He s -
15 AR AE LT .

IREN &) B (BRINH 30 F. ) I\ Webex 2% 1P WL (1T KR
/M ER (B FRET (] (Pull Interval) {4 14D 8 m] LUK s KA B0 0 AR AT AR M
T TR VA EERE I ME AR, PR B R R, mHAAEEL R, "]

RES PR RRAT B

EEMME | (WF. ) bFH. O HEIE O LSRR 1 IP .
IP

SRS i MO0 ORI o PR A I 2
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B o2 z00m iz

FIE6 S RE
HIET ik OIRA” (Status) 5P BRFEE (OK).

£172 Zoom EIESE

IR 43 58 G 4] 1 K5 B 42 3% 3] Cisco Secure Firewall Management Center DA T~ 51 ) Zoom & 2
Ao HIXLERRIC LN 1P Hubik i Zoom HEATHES . IEA AN B S JE PRI IE S o

ARVEME R, WS Zoom 2% Bj K 3 BAC I IR 55 95 60

PHIE 1 G FCisco Secure Firewall Management Center .
P2 i nh X > SR TR > ERERS.
FI'3 PATLL AL 4E:

g cutmiss (R | RS R L.
- GRS, GEES O, S T AR 4R (Edit) S (Deete).

T4 AL E .

& 1t AR
AR CAifie ) BT AABRAME— AR AS -
152 AR AT

1R BN 8] [ CERINH 30 B8 D) M Zoom KrZR TP W) 1 1A B

I /NRLER B BE B (8] (Pull Interval) B~ 1 Fbo 480 DK B KA e & A AT AR B (E .
FATE VAW B/ MERR ARG, BARS AR ERE, mHEGHBEN T, T
e FEUE M =AT 9.

EEEME | (LW ) WEIECHH R R AR K 1P bk,
IP

WIS AU I RN ) J5 PR AR FE s
TE6 LULHRTE.
FET Wik ORE” (Status) ) ERFRE (OK).
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agpsrteEs [

BIENERIET IR

i Cisco Secure Dynamic Attributes Connector 7 [ 5)25J& ik i€ 4% 25 7E Cisco Secure Firewall
Management Center " {7 2k i 757 [l 72 1 S g oA FH I B AR e lln, %8 n] ORI 253561 16 AWS
k55 107 BB R il 4 Microsoft Active Directory HH e SCIRIIA 4520 J 53

\}

ER ORREN B SUAK. Office 365Azure Service Tags. Webex &, Zoom Al s & 8 PEiL Je 4% . X L5 mY
PRSPt [ O TP k.

ARV AR PR S 1S B AL T Sh 28 s MRt e R G s I 4 AN, 555 45 1L,

FHI6 Z Al

QUS55 14 1T

i
i

LI 1 % Cisco Secure Firewall Management Center.

B2 G ih £ > SIS EIEESS.
T3 AdEAEMIEESE (Dynamic Attributes Filters) %30+ .

vt sk v (D).
B ik B (D L R Auh TR R 4 (Edit) S (Delete).

T4 WAL EE.

I H LA
B FHT7E S AN Cisco Secure Firewall Management

Center X R E IS GMERBIE > SR s
HENELIES (EABIENS) HIME—4FK.

B FEBZR Py ZEA I (R AR 1) 4 P
i)
i L AN ()
FES ER g if, A LU
I H 15 AR
] MTPIER AN B WIS IR
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B osrrmEsme

= 15t A
23 (B s LRI

* &F (Equals) & & Y] 5 E5E 42 ILRC.

* B1& (Contains) 2R HESEILAL CWIRAEN
FEATES P UL

5 AHHEE (Any) L2 BB (All), K5 Ay g
—ADEEAML. s MEM{E (Add another
value) LUE ) 25 1) s Inve

PIR6 mii BIRTALT (Show Preview) DA 7 A i 3 [1] (1) 14 £ 5 TP Mk (1) 5142

PR widE, AidiRE.

SR8 (k. ) USUE Cisco Secure Firewall Management Center H1 ) &% 42 .
a) /bBIDLRAT 2% B A CA T F P B30y 8 5% Cisco Secure Firewall Management Center o
b) sTiliXF &K (Objects) > K EIE (Object Management).
c) fELME M, fidisMRE M (External Attributes) > F7S3E& (Dynamic Object).

el P e o s VRTINS PR

IR ESON AN L]
B T B H AR PR 2

=~f5l: vCenter
LR/~ 7R T —AN 45 VLAN,

Edit Dynamic Attribute Filter
Name* Connector*
vCenter
Query* ‘:l
@) network eq (any) myVLAN
> Show Preview Cancel ‘

PUR7RBi o 748 H] OR BN = AN AULAC = ML AR — 4.
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Fapmirsmenica s ]

Add Dynamic Attribute Filter

Name* Connector*
vCenter hosls vCenter

Query*

eq (any]) host-2868

host-2869

(211)  host

—

host-3780

> Show Preview

Cancel ‘

~f5l: Azure
PLUR 7~ Bom T — A4 nic A 45 1 T 1 IR 4525

Add Dynamic Attribute Filter

Name*

Connector*
Azure Finance

Azure
Query*

(20 Finance eq (any) App
L

> Show Preview

Cancel ‘

fl: AWS
PLR s s 17— {54 1 ) FinanceApp.

Add Dynamic Attribute Filter

Name*

Connector*
AWS

AWS
Query*

(211)  FinanceApp eq (any) 1
L

> Show Preview

Cancel ‘

FNIKEGEF M % #1449 (CA) &

FEFAF G B SRR EE, AT AR 3 S as 4 e R e 2 —RIBUT] T % 4234 3 vCenter
Bl KA L
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B =osmirsmsn ca s

UETHEEHAE P RFTA B IET

T8 DL BT DL R R 2 — 4 3 PR B
* vCenter B NSX
* B K BEE O
* JAFF APIC

$EEUE+ 5% - Mac (Chrome 71 Firefox)
A F LR B 4 Mac OS [ 4# F Chrome F1 Firefox 3 " 22 >k 3REGIE %6
1. ATITF&uE .

2. WAL T4

security verify-cert -P url/[:port]

Horurl /& vCenter. B KBS B A0 [ URL CERFETER) o #ildn:

security verify-cert -P https://myvcenter.example.com

W FAE F NAT 8% PAT vy in] vCenter. B KEEE BEA Ly, w] LS an B 5 X8 i 11«

security verify-cert -P https://myvcenter.example.com:12345

3. R HEANUE-PHE DR AT BIZESCA S

LREIR iy < p— BEGIN CERTIFICATE---—- | — END CERTIFICATE----- IBRAT o
o HERRATAR[ TCoR M SCAS (i, E P ARAARIES (< and >) A& FHTAR SCA DL R R F 5

SR

4. %} vCenter B -k B5% Bl p 0y BE X455,

FREVIE S %% - Windows Chrome
A FH R £F Windows _F4# 1] Chrome W] % #8551 SREUIE F %
1.  f#H Chrome &% vCenter. P XKIEEF L,

2. FED TS A b Rl LA 2O B A
3. JUHES (Certificate).

4.  FAdPAERETE (Certification Path) £

5. mEUEBEETTBERE CRIEE—AN) ks,

6. MTEFIUEF (View Certificates).

7. HiiEHER (Details) £,

8.  sliliEHIZ)3H (Copy toFile).
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Fapmirsmenica s ]

9. RPN S HANMIE PR CER K UE15 30
YAGI RN EERE S H SO U, A5l Base 64-Encoded X.509 (.CER), 1 FE TR,

x

€ ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)

Mext Cancel

10. PR T .
11 7ESCARGRERAR T TFUES
12 SHHIEBHET T A E S
T RB I S HE MG A B A UE SR WG B SCA G2
13.  XJ vCenter. [Py KEHE BP0 HATIXLATE S,

SRBYE$ $% - Windows Firefox

A5 LA R A2 Windows 5 Mac OS E [ Firefox i S48 K 3K HUIE 134 .
1. fliH Firefox &3 vCenter. Pl K1 ELH Lo

2. sk ERLA 2B R AR .

3. miliAEk (EREEFERER . FTEERT —rbl.
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B =rosnzmsemasyg

o 0 &

©

9.

10.

7Ei7 10)3= % %R

B "0 https:/ ] ionld=vsphere.core.inventory.se

Site Information for

Connection verified by a certificate issuer
that is not I'Ecﬂgﬁiled by Mozilla. Show connection details

Clear Cookies and Site Data...

i E& {58 (MoreInformation).

M EHIES (View Certificates).

U SRR IR HE 0, 5 S TR LT, 33 A S T CA R RV PR I LT
WEh#| “ HAb” (Miscellaneous) #4) -

Hdr FEATHR M PEM (%) (PEM [chain]). FEER T —urfl.

Miscellaneous

Serial Number 50:E0:3D:46:00:CO:A6:A6:87:AAOA:BA:3C:C4:11F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

PRAF A
XF vCenter. P kKRG H P T HIXLAFS,

REEPIERMTIR

i1t dynamic attributes connector, AT LAZE D I 2 KLU h L B sh AL JE %% (£ Cisco Secure Firewall
Management Center " AJ # N 8hZ& X %) o

KT EfEE 0 B s 7SI R

EAIE A RIS ey R eSS E Mt vE4s 2 5, &% 44 185\ dynamic attributes connector
HELX F Cisco Secure Firewall & H 25 .

T n] LLLE VT i) 325000 i 31 75 B 14 (Dynamic Attributes) B35 i F4d X S8 5h A0t %, XL T
{2 bRl (SGT) 770 #8nT LK shaS T i i A el B AR g s B, e ) 4285 BH 180

e, A
F o

AT LUK 55 B A G o H AR v, DAREL ko DG PR U v At 2% A PR 0T 5 075 i 4 55 Al
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pameanzs ]

\)

EB BOAREN A SUAR. Office 365Azure Service Tags. Webex 5% Zoom B 245 8 M JE o X ek
X Gt A o 1P k.

NSRBI 515
A B IEAFE LT N2
* FIASHIE (K H Cisco Secure Dynamic Attributes Connector)

dynamic attributes connector 11 %8 AE 4 M = PR AL B W EAE (Bt R 2 R0 1P Huhik)  JfR H R % 3]
Cisco Secure Firewall Management Center DA 2L -7 i) 2 RE I vp

* SGT %%
o fLE TP XH
& =S
W DU
Bl T IRV ) 2 R R AN I RR A AR LA HEN:
o ANFZERFN Sl AND JEHAE il
o AR R0 % 24T ORd 857

Blhn, SRR H AR S SGT 1. SGT 2 FIe#4257 1; dniRYE SGT 1 8% SGT 2 Al 2% #42%
91, MEEPTRC

{5 375 I8 1 R 28 SR 1 177 [a) 4= ) AL )
ARSI IE A GEREEN AR DL I 130 A R 2k ) DI
.
T2 B
CILENAIRIELIER, W1 ORI ARPEIES 9 39 ST,

)

AR BORAEN B U, Office 365Azure Service Tags. Webex 5% Zoom Il i3 2h A Jm PEid e o . X 457
M =X g o2t A o 1P Mk,

Cisco Secure Dynamic Attributes Connector .



Cisco Secure Dynamic Attributes Connector |
. %% Cisco Secure Dynamic Attributes Connector

FIE1 G A Cisco Secure Firewall Management Center

WIR 2 i sk SREE > R HIARRR > i a)4EH .

SE3 R sdls I wE () .

R4 R mEn .

$1B5 L iEZSE M (Dynamic Attributes) I .

W6 7E “nIFHJENE” (Available Attributes) #73H1, siiFIR T BT R (Dynamic Objects).
TR T AR

- Add Rule ®

Name {

Action | @ Allow v ] @ Logging OFF B Time Range | Non. v ‘ Rule Enabled @D
Insert ‘m\o Manda... v @ Intrusion Policy | None v ‘ B File Policy ",, e VJ
Q Zones Networks Ports Applications Users URLs Dynamic Attributes (1) VLAN Tags
‘ Q Search Dynamic Attribute Objects Selected 1 23 Selected Sources: 0 Q, Selected Destinations and Applications: 0 Q_
Filter by type Clear Selections Dynamic Attributes
C] Security Group Tags [:J any (Dynamic Objec
s FinanceNetwork (Dynamic O :Q‘j
[O) github_actions (Dynamic Objec:
(3 github_actions_macos (Dynamic Object,
[ qithiih ani (D Obiec ~
+ Create External Attributes @ Add Source Dynamic Attribute Add Destination Dynamic Attribute

Comments ~

Cancel | Apply and Add New Rule m

BT 7R ) 7R — AN 4408 aptce ghs itk sl %,
A I Bh A R PRI &% -

FERT RPN G N B e H bR
SR8 WIRTE, N A A A T

T XN F Cisco Secure Dynamic Attributes Connector

T—% Mt 4
HS A PRI 5

4% Cisco Secure Dynamic Attributes Connector

W R TENBEEES NS, Al LUAER Cisco Secure Dynamic Attributes Connector H (1] Cisco
Secure Firewall Management Center , 1L L4+ Frik.
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| Cisco Secure Dynamic Attributes Connector

gansmrTaEss |

LB WERMAER, WE % Cisco Secure Firewall Management Center o
FR2 i £ > SR ERERS.
FIR3 a3 22H.

AN (I H 4= ==
£ S 1T 1T PEHERR
H T A AT R O HE R A SR TAC, FRATIRAEL DR s sHEpR TR . Ef XL T A,
1 MTAR] P G435 541247 dynamic attributes connector fJ Ubuntu 4L
KERFJRE

PR A dynamic attributes connector Docker 2845 [FRZS, THHIALL Fir 2

cd /usr/local/sf/csdac
sudo ./muster-cli status

T
fan s AR R
CORE SERVICES
Name Command State Ports
muster-bee /bin/sh -c /app/bee Up
127.0.0.1:15050->50050/tcp, 50443/tcp
muster-envoy /docker-entrypoint.sh runs ... Up 127.0.0.1:6443->8443/tcp
muster-local-fmc-adapter ./docker-entrypoint.sh run ... Up
muster-ui-backend ./docker-entrypoint.sh run ... Up 50031/tcp
muster-user-analysis ./docker-entrypoint.sh run ... Up 50070/tcp
CONNECTORS AND ADAPTERS
Name Command State Ports
muster-connector-o0365.1.muster ./docker-entrypoint.sh run ... Up 50070/tcp

121k, BEIsiE# A5 Cisco Secure Dynamic Attributes Connector DockerZ 22
WA Imuster-cli status 457~ 284 O OGP ElC7E H B e 80N J007 5 B A A, T LI N DL R i 4
1R FEE R A 5

cd ~/csdac/app

sudo ./muster-cli stop
sudo ./muster-cli start

BOEEIR
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B =assmnmumng

cd ~/csdac/app
sudo ./muster-cli start

B R R A B SIS R AU BE HERR S
IR SR TAC JBUZAEA, 158 FER H S S s e BRSO F, R fiess

cd ~/csdac/app
sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen

iR HERR S 44 2 ts-bundle-timestamp.tar F-75 [ — H sk 14 .
R R T MR SO (AL DL R R SRR i H

& EEEHRA
/csdac/app/ts-bundle-timestamp/info eted BUIRFE N

/csdac/app/ts-bundle-timestamp/logs KR E

lcsdac/app/ts-bundle-timestamp/status.log | 78 8Lk 2s . FRASFITIGER

AN

ABB/BRIAK
USRS SR J7 SRR SR A FR, AT AR 60 AN 7488 T R K

cd /usr/local/sf/csdac
sudo ./muster-cli versions

B s il

CSDAC version: 1.0.0
CONTAINERS VERSIONS

CONTAINER | APP VERSION | COMMIT
muster-bee | fmc7.4-13
944d50c6c384567693d6eccbal31420deb7f6ce2f
muster-envoy | fmc7.4-25
5e5f6d83164ad4acbefbbl06aa39%9e2e3f68fa738f
muster-local-fmc-adapter | fmc7.4-17
c5902£818baa8e27d7c0b8027490dcacc28c0168
muster-ui-backend | fmc7.4-64
165a1£f5£0d763aa75829a30b5£ffbddf0012682b6
muster-user-analysis | fmc7.4-43
63cd64e29a92599908c3eb684d91e9£685d8c740
muster-connector-o365.1.muster | fmc7.4-8

28£075d315c8867£6670828970c9fbad35fa89cc

fltm, %4 Office 365 MEFAR A HITHI, WA LUIT 4.

sudo ./muster-cli container-debug-on muster-connector-o0365.1.muster
B ZE R I, WAL T a4

sudo ./muster-cli container-debug-off muster-connector-o0365.1.muster
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e pacsamd oaasrg ]

353iE Cisco Secure Firewall Management Center - B 5753 &

BIGUFE R 82 75 IEAE Cisco Secure Firewall Management Center 8%} %, %0 LLAE Cisco Secure
Firewall Management Center | DL # 53 S 44 ] LL R dr &

sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

s R B

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServicelmpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-10
** REST Request [ CSM ]
**% ID : 18b25356-fd6b-4ccd4-8d27-bbccb52a6275
** URL: POST /audit
{
"version": "7.1.0",
"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",
"data": {
"userName": "csdac-centos7",
"subsystem": "API",
"message": "POST
https://myfmc.example.com/api/fmc _config/vl/domain/e276abec-e0f2-11e3-8169-6d%ed49b625f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a new
resource being created",
"sourceIP": "192.0.2.103",
"domainUuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f",
"time": "1629981695431"
}l
"deleteList": []

£/ By AR E T DA TR HERR

LI

W2 i
PR3
$IR4
PIES

$IE6

AT S5 HE WA 4 Cisco Secure Firewall Management Center”t il i i HE % S

Fia Z Hl

HRMEHERR 23415, 12 (Cisco Secure Firewall Management Center 5 PRFE R ) H AL
BRI RR— 5

%-E%Cisco Secure Firewall Management Center.
fnidi B2 (@) > BE > BiER

EFT)”JJ wkgh, midi Fﬁkii”kﬁq:"u

F TR REFNEPEHFRFMIER

riili Generate Troubleshooting Files.

B SCPERRAES AR TAC B 1Y) Beta FR1IM A 53

Cisco Secure Dynamic Attributes Connector .


http://www.cisco.com/go/firepower-config

Cisco Secure Dynamic Attributes Connector |
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FNIREGEF M % #1449 (CA) &

FEFAF G B SRBGIE MU U EE, AT AR 3 S a4 e R e 2 — RO T %2 4234 3 vCenter

B KA FL L

UEBHEZHAE R FTA B IES .

TP LLE BT DL R R 2 — 4R B DA R B
* vCenter B, NSX
o By KRB L
* R APIC

$REUIEF §% - Mac (Chrome #7 Firefox)

1 F AR 4E Mac OS A% i} Chrome Fl1 Firefox il W 28 Sk SR EUIE 1554
1 fIOP&m e H.

2. HANLL R A4

security verify-cert -P url[:port]

Hdrurl /2 vCenter. B kIEHE A0 10 URL (575 . #il:

security verify-cert -P https://myvcenter.example.com

i R4 NAT 5k PAT Ujin) vCenter. B KESEBEALCy,  m] LA R Jy 2008 i 1«

security verify-cert -P https://myvcenter.example.com:12345
3. AR R AR B 2SO S

LRSI 7 S p— BEGIN CERTIFICATE----- 1 — END CERTIFICATE-----

* FEERAEATERIISCA (B, IEBRZFRARAGT T (< and >) A S LM SCAR LR IG5

USER

4. Xt vCenter By K% 5 B0y A X EEAT45

FREWIEH $ - Windows Chrome

8RR P AE Windows {8 H] Chrome 3 2% R ARIGIE 15 %5% .
1. A Chrome ¥ 3% vCenter. [ kB4 H L.

2. R G AR ARE b sl LA e B B A

3. MidiESR (Certificate).

4. P AERETE (Certification Path) T

5. RUEBEEBTERE CRIEE—A) GES.
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6. FUEFHIEP (View Certificates).
7. NEEMRIER (Details) LR .
8. i EHIBIZH (Copy toFile).
9. LIRS QIR AL S BANIE THEE ) CER 4% 20IE F 30 fF.
YAGPRN BRSSO U, A5l Base 64-Encoded X.509 (.CER), Ui FE iR,

X

€ b# Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
() DER encoded binary ¥.509 (.CER)
(®) Base-64 encoded %.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (. PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Mext Cancel

10.  HEMIRRERIT
11 FESCARGwERA T HT TR
12, RHUEBHET T A R S
T DB IR AL 445 A5 ANE TR UG 3 SO A i 2
13. X vCenter. B KB B0y T XSRS,

5% BYIE 4 %% - Windows Firefox
18 FH LL N FEF 8 Windows 8% Mac OS _F 1) Firefox 3| % #& K 3R BUIE 4% .
1. {# 1 Firefox &% vCenter. B KB & FRFL,

2. il ENLA MBI AR
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B ze=x
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