DNS RE&

PR /44 DNS 5elig . DNS B, DL a5 B 2% 58 DNS Selig (1) 771%
* DNS HhgitiA , 21 00
* Cisco Umbrella DNS 5% , 252 11
* DNS SEmS41f:, 52 0
* DNS SBSVFriEEsR , 55 3 1T
* DNS SRS ER AT 4 0F , 55 3 1L
* ¥ DNS 1 Umbrella DNS 5l , 5 4 11
* DNS ¥, 256 ut
WA A DNS B, 55 11 1T
* DNS RBSHE , 5 14 10
* Cisco Umbrella DNS % , 5 14 71

DNS 5% B&HEiA

FLT DNS )22 43 e SLVFIR *E%E?%?)‘ji TR A4S, AT e RERLI E AR B . R At
AT e A R RE R AT DU B L 5 SR AL IR

DNS SRS L i3 o S B RHLLE, DRI AN S 52 PRt — 2D e - AN TR AL
BREBAEE, (HAZN TSR ARAT L] 224 RE K AL A1 O i BELLE 2 3R I F i il o
AT RN, 1L, AER S B R R R B E R T L AR RE I . X RS
ISR LW IR, (H il SRIESIRMIVLES, IR DMIER SR 2 2R 6
FfE.

)

AR AT DNS [ B e RETCi oA SEBLHUYI T RE,  BRIE DNS AR 55 i T 2N RIS A7 4 H
BT i 1Y) DNS ZE A7 BUAHE DNS Al 5545 1 22 A7 0 B sl O 303

T nI {8 H DNS Helg & OCHEK) DNS MRS & 5L T DNS 28 fe . ZOR I E IS B &, ik
DNS SRS 55 ) P AT DG IR S5 e M L BT et

I DNS R F% .



DNS % |
. Cisco Umbrella DNS 5 H&

Cisco Umbrella DNS S5 E&

I Cisco Umbrella DNS #3245 B 1K DNS £ 1/) 5 52 7] 2 Cisco Umbrella. X 2 Cisco
Umbrella 31K, FHARPAL R VFEFHILEATT, FEHE KRN 2T DNS (924560 . W A8 H]
Cisco Umbrella, N Z0[LE Cisco Umbrella &8 (K > HMEMK > ZARE > Cisco Umbrella i
#), ¥ DNS &rif # ¢ [ 2] Cisco Umbrella.

Umbrella #2485 /& 240 DNS 35855 Wit IAT DNS K80 55 1 it 5 e e M DN'S Aol 152 8 BH
WEEREFRE R, WZE RASHE K 2 BB Umbrella. [RH, #8475 P 4Bk

o VIR H DNS 6300 5 s
* Cisco Umbrella FE T = ) 5 1%

¥ DNS Ay ifid sk 7 5% 1) 2 B Umbrella B, Umbrella #E42284575 b0 EDNS  (DNS #7#HLED  id
%o EDNS IC MR AR IR E B 20 ID M/ i 1P Hodil. LT 25 i $ms a] LU{# 1] FQDN 135
D) P XA D ) . 38 T DARE RS F] DNSCrypt %% DNS &K, LR 5 4% 1P 38 1P 3
HE B RAYE

ZERE DNS 15 5K A 21 rho 0 ) B R Umbrella, 354047 LA N ERAE:
1. B JBRF Umbrella 4 4 E o

2. BJEIFRCE Umbrella DNS 5

3. ¥ Umbrella DNS SR -1y 1y [] 45 i SRS A 5

4. FE T

A UM /E A BP0 R Umbrella DNS SEREZS W TELN{E S, 15204 4 Cisco Secure Firewall Management
Center it & Umbrella DNS J£E#:4%

DNS RERLH 14

DNS SR FEVFEAR T B A1 23 T A4 BRI R, slfl ] “ANBHLIE” F13R S BRI RIS K DS P
1o BURFIRA S AT #E A DNS S Jm Bk il

BRI
HEA> DSN SR I Z5HAT ME— 1) 44 Bk o Ui D4 BT
A

TR B U — ol o3 Jaf 47 A B 0 4 e (RRG 40 705 o DNS SRR IR AN 1 JFIRBEA TS0 5 o R4
F NS (0 TH PP B iR RS DNS AU AR VLR .

Q% DNS SRS, R Gl BRIA K 42 J5) DNS ASBHLLEZIZRATERIA 1 DNS 42 JE Bk 51 2 ALK 3
FEAZHEME . PIAS RIS i 5 2L A0 H IS M E . EEIE SOX LN, (HZR] LUK

A
FNAN o

. DNS 3R


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html

| DNs %Rg
ons gmiriEER [l

\)

AR O B KA B LR A, R GEAL IR R IR, RSB S AR, X L
BARAF AL T DNS B 5 A4 ff 38044

JaARIRAE R G LR BN BRI ARG, ik R AR 1
WA AR A B3 7 A0 21 L E AN B E 513 -

SRR B, Jf B
o A FH i I e ST s Ak 7R AT 2 A
FRGHL LU U VA R
* DNS B A AP 512 Cln 38 AD
* JAX DNS ABHIEFIZERN Can 2R )E A
o A AN BEL LB AR 1 R
* DNS BUUIF A RBLIEFIZE Clndi s FiD
* JE X DNS BILIEFUZRN . R HD
o AT BRANBELLE LA 5 (1 R0
HH, REGURAEH > DNS B G By U 2 1A S it i DL RS AL T DN F R 263

T WUREAT AT DNS MU DR AT, ) 28 A 4k S I (R 15 ] s 1l SR mes 0 01 4k 82 Pk i
DNS K45 mr Afaj i, ] DL 2%

DNS SR E&1F A] IEZ K

AR BA 1 3 AT E
IPS

DNS SREZBY ZE K AR E K14

I DNS R F% .



DNS %8z |
B == ons o Umbrella DNS %85

3

&
#

RR

I
pit

* Yr ) P 5

o MELEHE G

| o

BEER AR LN L KBRS, A RERIA R EAT DNS Bk,

‘=IE DNS #0 Umbrella DNS 5%

{fi/ “DNS 3% ” (DNS Policy) Ui[fi (SRHE& > i A= HI#RRE > DNS) 4 F [ & X DNS I Umbrella
DNS M

B TR QIR e SN 2 A, RGEEARHEER N DNS SRS FIER L Umbrella DNS 5% . il DNS 3
W 2 AR BRI B LB R AN L 813 o fm] DA 8 R4 T R e B A1 iy 1 o SR

UK
P PR > i [E4EHFRRE > DNS.

PR 2 LAY P DNS S, AT LT A

o LL#E - BELLAS DNS 56, i i EL ISR % (Compare Policies), 4R i i L S5 v BT ik 4k 245

(=
« “HH” (Copy) - BAH DNS %ilk, 1 aiidi &4l (), SAJ5 w4t DNS Hems , 55 5 Gl
RAREEARAL

o “O7E” (Create) - ZEIH BT Umbrella DNS 5%, 15 m i EiE 5K#E (New Policy) > Umbrella
DNS % 8% (UmbrellaDNS Policy), #&J5 W7 Umbrella DNS 5l , 25 17 U frdk gk 44545

« “JHER” (Delete) - ZEFE DSN 5 Umbrella DSN 1%, i fio MRk (L), RJ5 B A SLIH g 5%
18

o “YnEH” (Edit) - ZHEUORAG DNS SnE, i s 4REE (), AR5 WigiE DNS g, 5 S i
FR gk S5 AE . EE AT Umbrella DNS 5%, 115 mitli 4848 (£), A5 W44 Cisco Umbrella
DNS SERGAIFRN , 25 17 virh pridk gk s/ .

Il 32 E 7K DNS R B%

IS QIEHTK) DNS SIS, EREEABCE . AR5, B LT 948 L E € AT N .

. DNS 3R


management-center-device-config-77_chapter6.pdf#nameddest=unique_232

| DNs %Rg

et

iz ons %m I

HER PR > i [B4EHFRRE > DNS.

B2 fHidiifRn DNS %% (Add DNS Policy) > DNS .8 (DNS Policy).
IR 3 1t Name Al Description 124 SERG SR ALAE — A RR AU & A nl k0D .
TE4 LR

fic & SR . 155 [ Yn i DNS SRIE , 25 5 .

Y48 DNS RHE

AP OB A AN NS B L 4R A DNS SR . WA P SR AE ] R, R
AR B A — AL AR A (0 B

NPRAPI TR AL, RIS g4 b 30 M BPIRPATAEMIRIEZ )G, RO ES . 75 60 2285,
RGO T

SIEB1 EHREE > 1T HIFRE > DNS.
IR 2 S G DNS KIS 5510 I 49REE (£).
W ERIE (), WRIHECE 8 AL, B B 18 OO B AR
IR 3 T4 DNS SIS, 1T L A
o SFRANIE - B A ARE I, T AN G BOTF RS B
o B - S, ar2Rs A AEH LAy AU EE DNS B, 3 ST A (Rules), AR5 Wi
A gn % DNS FL , 55 6 1 BTk 4k ek

TR R E

T—$ i 4

o i, HE—DECEBNS, 40 (Cisco Secure Firewall Management Center £ FEH5F5 ) H )4 FH 22
AR R RIER T Prid

© BREBCE NG WS A E I E .

DNS R F% .


http://www.cisco.com/go/firepower-config
management-center-device-config-77_chapter6.pdf#nameddest=unique_129

B onsan

DNS &1

DNS % |

DNS U H A EHLE R A A B . AF N 2B RER)— 800, SRRl A B A I A AR 2 2
LUK Tl P PP A 2 i

ARG ISR E R Fe i i 5 DNS IUNAHILAC . fERZHEHLT, ARG S — > DNS M (3L
BRI T A A A A R IR S ) Kb PR 25 Y

BRILME— S FRZAb, B4 DNS B AT LR SEAAL 1

BOATEOL T, BEAR 5 HPIRZS . WK AR, RGeS B R VPAl R 48 9 45 1 i
YU s o AN % o
i

DNS Sl AL 1 TP a5 T 9w 5 o RGE 3T T RN G 5 DA B 1 P 70 2 5 R0 ) AH DL
fic. B& Monitor BEIN.Z A1, ¥t 5 VT T R 28— AN A0 DU A B AZ 3 8 R )
&4
SAE ¥R B ) AL B s e Vit T . DNS MU A2 40 2 DNS Y Bk 41 R 41, 3B n] DL X, 4% .
5 VLAN VU7 .
BRI
FI U] FA 4 A 1 S 2R 4 QA Ak B TC 7 o«
o VP AR IE AR R, k20 3T U5 ) 3 A A o

* POV R A7 2k DNS FHLEF R R EEAT BE— 20 P4l W 2R3 AL DNS Bl
BB, UL AE D7 ) I REA TR A . RET Sl U K R RE A

o FHAEZIER B pl Rov, LfRdE— . Ben]LURM “HFAFEL” (Domain Not Found)
W[, BeKE DNS £ 525 [ 21 Sinkhole 5545«

B2 F04m%5 DNS £

£F DNS EngH, 522 0] LU P E AR A AN R 50 0 Fh s in s 4L 32767 4~ DNS 513, BlI, DNS
WS PR ECAREE L 32767 .

. DNS 3R


management-center-device-config-77_chapter46.pdf#nameddest=unique_1415

| DNs %Rg
ons iz I

UK

HIB1 7E DNS RIS gni s b, nrdk T DL N ig$:
o BEIINETMLIN, 17 i DNS #20) (Add DNSRul€).
o TYRHIIIAT N, 15 A HRAE (9).

S 2 %\ Name.

IR 3 N E UL gy, B2 BRI .

* A - AEHRAE (Action) HIEFNIERAE; TS HIDNS MUEAE , 26 8 UL,
o FAF - BEE MW 24 W2 FIDNS BUNIZAT . 56 9 1L,
« B - fiERNE S B/ A (Enabled).

T4 R E

T—5H#tta
CHBRETE A ENER AT

DNS & &3

i3 DNS SR i s IR (Rules) BT, T LA, Sid. Bah. AL 2800, MIEReRLLL
Aty U BRSNS T A DNS R o

SFTAFANFIN,  SEHE e 28 2 BoR H ARSI B, DL A . HAB EIFRAC R B ()
g () A EEM ER (ﬂ) o EZEHIFIREAE RN A FR T Jr B K s A B A R
il (disabled) o

J2 B FNZ=F DNS A0

O DNS B, BRI T 23 F R o G A AR F RN, ZR 0K AN FH 2 00 000 R VPl 19 4% 3k
I8 LA AZ R A e A R A DNS Sl R IR A3 I, CARFT I 2 K (5 B, (HIX
SERNATS AT MBS . TEVER, R DNS RN 2 45 25 5 1Y m4% A DNS B .

R

YR 1 (L DNS SIS GiE s h, A BRI F e FE RS .
T2 R EF.

DNS R F%
I


management-center-device-config-77_chapter6.pdf#nameddest=unique_129

DNs %% |
B ons s

T—%#ita
© WREBCEE NG WS AN E .

DNS A7) )i 7 12 4

DNS S AR 1 AR REAT S~ o« R GTH AN S 5 AT eI B LR R i 55 DNS A
FAVLHC . FERZHUGOL T, RG> DNSHU (R e BRI i) 2 A8 L i AT UL S ) AP

DY 8%t 1
o P “MEEE” (Monitor) BEI, RESIWCHKIE, RJGARIEICIEHBACT DNS 2244 Fp )4k &2 07
Vi & .
o NPT CHERREET MU, ARV VCECHEIN S R GEAS S AR H AR 0 e S AIG  DNS A4k L PPl I
=

XFRRNHE IR, 1
* DNS 14 Ji AL 1EF# (Do-Not-Block List) 464 F(E & 7, 058 T-Hra HAR M.

o “RBHIEAE” (Do-Not-Block List) #7356 T “PHIEFZ " (Block List) #4:  ANFH 11412 K )
GRZAN S T ILABRI .

« “aJRFLEFIZR” (Global Block List) 4528 HEAE “FHLIEZIZE” (Block List) &7 (55— M E, If
HARSE TP Hofth “ W45 (Monitor) A “FHLIE” (Block) Z1IZ& KM .

* “BHIEFIZR” (Block List) #7045 M i A EH 1E SN o

* HXEIEE DNS B, WR > ECARBRLE (Do Not Block) #:4E, REEA¥HE “ ANBHLIES)
7 (Do-Not-Block List) 743 ) Ec s I A4 BeAT ] HoAh e 4, BB ool JLscfE “BHIEAZE” (Block
List) #8435 )G

A LA 3ot AR UL A R B

DNS &1 #21E
54> DNS MUUASATH D REARE O DL 2O

o AEE - S, FUERAE T B R S T SR B B BRANBE R F R B ANBH SR A AR
M Z A IR

o HRRIE - I R 52 T I LA e i S5 SR UL S AR 2 (K PR 40 £ R

IR CHCE, W TID B2 BB AE e, AREAER, TS0 B e T 0 &s-B K B rp
O #AEILIE L

AR LIE3RE
ABELE (Do Not Block) #Af:45 RVl AR 2] ~— M afirBe,  BI; il 2 .

. DNS 3R


management-center-device-config-77_chapter6.pdf#nameddest=unique_129
management-center-device-config-77_chapter90.pdf#nameddest=unique_1881
management-center-device-config-77_chapter90.pdf#nameddest=unique_1881

| DNs %Rg
ons it I

ARG FKABLIESIRILICI . 2l IR S O T R 2 i 2 IR

“H5¥Z” (Monitor) 321

#5#% (Monitor) #4F B 7ESR BT R H G IC R ILH MR BEASYOLI v, MASHEIE.
LIS, AR TERC s DL € VRS R ia . PTUCRCRISS—NE “Hifs” (Monitor)
DNS U AT E R G2 A BHLE R o RSO HAB LR RN, e S AT 42 PP A o

X DNS SRS ML RS, RGE L sRIE A UK 2 4R REA D7 K8 A7 B O B0l e (KD R R A

PE LE 334
XA LR, O R RI R — Dk A
* 5 (Drop) #AF & L Fri R .
* ¥ AE)3E (Domain Not Found) #2514 DNS Ak [] “ ANAEAE R ELIEE R ma e, By k%
J AT DNS 53K .

* Sinkhole #:4E 45 1] Sinkhole %1% [ 1Pv4 &Y, IPv6 Huhi: AW N, DNS #rif] (YR A Fil AAAA 2
%) . Sinkhole R4 28 0] LLAC s B C S HERE 1L TP Hubil (R J5 4% 4% . LRl E Sinkhole #:4E, &
DAL E Sinkhole X % o

X TR E 3 (Drop) B3k 218 (Domain Not Found) #45 M# FEL IR fRERE, Rt sHERTITIA
(2B RE R . R L R s e ST R 4, sk — R0, Frid, 3%aE0 51
ME— &R,

XFFHHE Sinkhole £ /ERH LM%,  H A G T Sinkhole X4 AL E . WK Sinkhole X % it &
AL % Sinkhole #4%, W ARG 210 3 )5 SR RE R4S RS . WS Sinkhole X 4L &
Jyic % IEBHLLLE Sinkhole 82, W RS20 5% Ja SLIERIER TG IER Y, RGP ZER:.

DNS #1714

DNS MU ) 2 A PR 20U Ab R PR B 2R o S mT DA o, T DA% . #B A Z04E DNS S
thE SCDNS JHER SR 4. B DA F s e A Xk, 4%, B VLAN #2563 .

B A A INE] DNS I -
© WRA NI B AR E 551, RGORATE T IR E L AL i &

o AT LA REA UL E AN S . AR T o e, Ve A 2R UC R ) B A A5 . 151
Wi, fLE DNS WEF R RIN L5 F, (HEA VLAN bric £ 40 10U 2 R 4k 3542 DL R K
HIRPHERE, LSt RK AT VLAN Frid.

o f 2 AT DL N A RS 2 A 0 S0 FR e o DGR 25 A BOBR k(i 0 L 1245 90,
S r] U S — AR 4 £ 22 50 A~ DNS F1  FIJEK BH 1k 3t

DA R AR R DNS BRI 2511

DNS R F%
I



DNs %8 |
B =exmmnss

22 XN &4
2 QIO IR AT A3 B, I A A 2 ) R AT 0 ADR BN P B 93 SR AL

Ho
2 A X AT AR A PN H A 22 4 DA R o 2 SRR DR AR DR s n 2 DX g e,
DERCHE 200 A A — MR 1, IR L —A B AR XIS L

T (AT B RSN [ — 208 (B NTE, BEB, ASHRaBh i), IR PR (RO 7
A B LAY ) — R TR B B R S PR DRI Bl 0 LA B 11 0 B
{0 H ARSI

FUTREAICRR AP, IR A lX . RS R ORI . 2 2RI, R4
WS (0 4 P 200 45 414

Je

Ron AR DR R 3 i RGP RE R — P T 30 RN E ] Tl B SR D,
AL NAS LM 2 26 HO 1R e

22K KHMSHES
PELIRHE T, AERLEI QU b BT LLEL & B TR R i A LB 2 AR R X
BRI, IR DGE T 0] DA B 1.

o) £ AL 2%

P 28455 FH A B4 Sk F A RO UURT A TP S ok fh i s s i AP A/ Bl Sk F o U L AT B T
L A AP AN R 2% 25T o

RnT LU T T2 SO G 26 4 A, BT-2haR E FRAS 1P Huhib it it b

RATRERF VL RC A AR, TR A DX WSO BRI N SR IVLRE A1 o 4R 2 5AE, R
WIRILRCES R E I A AE N AR 25 A1

\)

AR OANRE 7ES U h AT FDQN BIZ8 % 4

VLAN #Rig #0544
)

AR U B VLAN BRd A& H T ISR . i VLAN ARic 19U ) 00U 55 75 Kk di e 11 B (B AN DL
.

VLAN B 44 T 45 5) VLAN Frid s, 46 Q-in-Q (HEAR VLAN) ¥iE. RGN IZH
VLAN #rid it € VLAN Vi &, {EAEIET geas sing, Koo R rh i 5 42 1) VLAN #x
o

DNS 3R
IETE I



| DNs %Rg
ons a2t ]

TERLELT Q-in-Q S0 fF:
* Firepower 4100/9300 _-[¥] -AN3#F Q-in-Q  (f{SZFF—~ VLAN #5id)
o TR HABT S L
© WIREERIBE B2 -3 FF Q-in-Q, %24 VLAN #xids
o B KB H-ASHF Q-in-Q - (AN SCHF—> VLAN Aricd)
AL HIF00E SO0 S A9 VLAN 554, sT-ah5 A 1 3] 4094 2 (8] AT VLAN brid. Al HEES
Al VLAN Fric v .

EARTE, AN B S VLAN ULFC I R, 15 9 45 U o] 455 1 SR v Sz T0 A6 A/ ) 6% YROAL BEL 45
' ” (Transport/Network Preprocessor Settings), #A 5% RERETZRT Z B8 VLAN {5k (Ignorethe
VLAN header when tracking connections) %7 .

DNS R & & 544

U DNS 4136, YRS 5 i SR 104844, ) DNS KA 1) DNS 4644 v B Tl . 4
DAZIAE DNS B 2 X DNS 451

TGI8 1) DNS 2 A higs i 42 Jmi 5l A 52 SRR R ANBLIES R, R GEHR 20 e B A RE ) T3
o Bildn, WA E MR ES A RALESIZR, I E EFF (Drop) #45, WARSE LT A N4
FVFIEN T —Br Bk & A i o

gn{AaT €12 DNS A0

PUR 380 18 el 2138 DNS B o

fRHE DNS 1% £ Xzl E

i DNS B e i XA A, T AR Ll 22 4 X ORFEHIR . 2 X0 — a2 AN
A, AT 2B,

UK

IR 1 {5 DNS HlgwiE s b, i X8 (Zones).

%2 M\ AvailableZones 1 & #k IR FR AN N X dek . AR TFEIRNINAIX I8k, iF 55k AvailableZones
5122 7] Search by name #8275, RGEEAN XIS R . ZF RSB NI TH8, PLUER
NS

PR3 A X, s A, RSk IE (Select All).
FB A SR MEE (Add to Source), BT HESERAE

DNS R F% .



DNS % |
B =zons mmszsne

HYRS sl DNSIET, ANt & B2 ) DNS ZARMAIR s A RHEAE R, W2 i DNS 41
REPRIE IR , 55 13 0.
HIR6 JRAr E gk S A .

T—F 4
© WEBCE NG WS A E I E

fR#E DNS FnM &= HR =

DNS B A 190 2% 25 ) ORI IR 1P M A2 i o 4] DOk S I i 2 A U5 TP bk
UK

IR 1 75 DNS B gwbE s b, fidh 4% (Networks).
I 2 M Available Networ ks 1 & $RIFE RIS R ELR NN 4%, 4 R Bros
o ST IRFVR I AT B S VS I 4 P o F I 4 % 552, 175 1tk AT F L 4% (Avail able Networ ks) 412 L 7 ff)
S0 (), RIE I  % h) IT Ak AR

© EHERESINI M5, i R R AN SR I iR RS ER RN, REHAX S
PR S AN AR SR SAEEA AN BT, DURRILRCHIR 2 .

$IE3 LR INEE (Add to Source), BT HE R A .

FIB 4 NINE T8 E FATATYE 1P sk ek e, AdnEM L& (Source Networks) #1138 7 iU | P it
(Enter an |P address) $27~, #RJ54EN TP bk slthkBe, 355050 (Add).

WIES Al DNSIEIR, SIS 8= 1) DNS S FRIFIRER . FCHEAE R, 5SS DNS 41
REJEOREE I E , 5 13 L.

FIR6 A7 ok 4k S i

T—5H#tta
CHEREESG WS ERE Y.

fR#E DNS 1 VLAN =578 £

ik DNS BN [ VLAN 548, 0] LEH] VLAN ARic i . RE0 FH I 31 VLAN Fric ki
H VLAN TR 550 £

Ky IET VLAN [f) DNS USRI, I LT3R ¢ VLAN frid. 30, Al UMEH VLAN ARic %)
ZNCE VLAN &4, XSG E, B AFRS 82 VLAN fric 10k,

. DNS 3R


management-center-device-config-77_chapter6.pdf#nameddest=unique_129
management-center-device-config-77_chapter34.pdf#nameddest=unique_815
management-center-device-config-77_chapter6.pdf#nameddest=unique_129

| DNs %Rg

iz ons suxsmrizsng

UK

IR 1 {5 DNS Hgwids b, 4 VLAN #7128 (VLAN Tags).
IR 2 A IFE RIS E M Available VL AN Tags s i) VLAN, 1 F ik :
o ZERIEHA AT Bl 5 A I 20 428 1 VLAN A, 3 sy “77 A VLAN brid” (Available VLAN
Tags) 51l EJ710 SN (1) FEAREARAE, WIR1EE VLAN bRicdx 4 b ik .
© BRI VLAN FRicoef SRI4L, 3 i Available VL AN Tags %13 I J51f) Search by name

or value #27, REBAXN R A FRER G VLAN ARid(ffE. FIR S/ N RN AT
B DU RILECHIR 5

$IE3 TR MBN (Add to Rule), ELHEATHE TR ERAE .

LB 4 NINET4EE WAL VLAN brid. sithFTiZ VLAN #7i2 (Selected VLAN Tags) #1136 77 FI5IAN
VLAN #ri2 (Enter aVLAN Tag) #2785, #RJGHEAN VLAN ki syE Bl s iliimam (Add). %] LU &
AT 1 F1 4094 2 [A][FATAT VLAN #xic; 4 FHEFE AR € VLAN Aric IRyu

FIBS i DNSIET -, A& B DNS SRR Lo . A PEHE R, 152 AR DNS 41
R HIRE , 513 I

FIB6 (RA7 okl gn iR .

T—F Mt 4
* BREBCEE NG WS A E .

R DNS 7l R R RIZH A=

R

HIE1 7E DNS M gmf s, sl DNS.
$IE 2 )\ DNSFIFFAIE (DNS Listsand Feeds) H A $&FFE B ELR DI DNS FIRFYE, W1 F Fs:

o BNV INAT BE 5 A3 0 2 4644 ) DNS #1557 DNS %1 Z& #0135 (DNSListsand Feeds)
HIF FITI IRAN (), ARJE W 2 A RS R TR kSR 1

© BRI DNS F13 . YRS, 15 Ridi DNSHIRFRS IR LT iR AR ER R,
RGN G AR — DR RN PR SAEBEN N A BTS00, LR RILH
X%

s ARAGRPA B SNV, 5525 2% R eSO .

DNS R F% .


management-center-device-config-77_chapter34.pdf#nameddest=unique_1456
management-center-device-config-77_chapter6.pdf#nameddest=unique_129
management-center-device-config-77_chapter34.pdf#nameddest=unique_1424
management-center-device-config-77_chapter46.pdf#nameddest=unique_1875

DNS % |
B onssmuns

$IE3 TR MBN (Add to Rule), ELHEATHE AR .
IR 4 (R A7 Ak S AR R

T—%#ita
© BREBCEE NG WS AN E .

DNS SKEGERE
SE DNS SRS IC & 58T T, b2 FL0 28 Sk v a4 i E B 1K — 35840 o
* 1% DNS Sl 5 vy i) 2 H SRS A DS, Wil & 2 R R Tk .
s HCEME TN ESH HEE M.

Cisco Umbrella DNS S5 E&

I L) Cisco Umbrella DNS & #:4 B 1K DNS 51/ 5 52 7] 2 Cisco Umbrella. X 2 Cisco
Umbrella 31K, HARPIAL RVFEFHIEEAT], FEHE KN T DNS (245600 . W AT H
Cisco Umbrella, N %Z0[LE Cisco Umbrella &8 (K > HMEMK > ZARE > Cisco Umbrella i
%),  DNS i) 852 [ 3 Cisco Umbrella.

Umbrella 34 2% J& 245 DNS Al 364« W S F0AT DN'S Ko I 555 1 il 5 ke 52 AR A DN'S A% i 3¢ 25 BHL
B EFE R, WZH RA S # % 2 J0RF Umbrella. R, %84 P44

o BRI HE DNS A 55 s

* Cisco Umbrella #& T 2= [ 5 M&
F5 DNS # ik 5 [1 284} Umbrella I, Umbrella 34248 25%5 i EDNS - (DNS §™EHLHD icd
%o EDNS IC MR APRIRM S B A2 ID M/ i 1P Hidik. 3T 25 i SEms nf LA{# 1] FQDN 15

B D) P e U ) . 3B T DAREFRAE F DNSCrypt Jn%% DNS &K, LR 7 4% B 38 1P 3
HE B RAYE o

ZEH5 DNS R A HLrp O 8 ) FUER Umbrella, i5HAT LR B Af:
1. P SR Umbrella 4% E o

2. BJ@IFBCE Umbrella DNS 5

3. #4 Umbrella DNS Sl 55 17 ] 45 i S W AH 5K

4. FE A

A AT /R BP0 R Umbrella DNS SERES W TEN{E S, 15204 4 Cisco Secure Firewall Management
Center fit & Umbrella DNS JE#:4%

. DNS 3R


management-center-device-config-77_chapter6.pdf#nameddest=unique_129
management-center-device-config-77_chapter46.pdf#nameddest=unique_1868
management-center-device-config-77_chapter6.pdf#nameddest=unique_129
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html

| DNs %Rg
40{745 DNS K E 2 @2 Cisco Umbrella [

AN{AT4% DNS 15>k & £ 5] 2l Cisco Umbrella
RSO 95T PO DNS sk A 6 7552 1 5S8R Umbrella [94561.

PR | HERRRME EZER

1 ORI S L T ER 55 AT Jic & Umbrella DNS MEFLARIHIHE 4501, 5 15 1T

2 P & JUR Umbrella 44615 o P& Cisco Umbrella S35 'E , 55 16 7T

3 ] Umbrella DNS 5 4 Umbrella DNS 3l , 55 17 7T

4 Fit & Umbrella DNS 5l %’ Cisco Umbrella DNS SEISRIRIIN , 25 17 7T

5 ¥ Umbrella DNS S 5515 i) #2515 | K Umbrella DNS S0 5577 1) 423 il 5w AH DG
PSS 18 71

fic & Umbrella DNS E#: 2RI K4

RLXFNRETES

=i AR
Cisco Secure Firewall Threat Defense 6.6 I 5 = RAS
Cisco Secure Firewall Management Center 7.2 K E A

* {F https://umbrella.cisco.com_[: 237 F} Umbrella Ik )™, 2RJ51E http://login.umbrella.com_ =& 3%
Umbrella.

* 1 CAUET NREL Umbrella 55 ds 3 B KBS BP0 £ERVEE Umbrella 7, HIKIEHE 3RS
> BLE > RIEH Jf FEAES.

WA ANMRAE T, A R85 AR Umbrella 73 W i 45 5 57 HTTPS 4. WE P E2ET4 6
1T SSL 45 2350 A, 3X 2 B KRB B ARy A (P AR BRI T, K LR 6 AR 15 52 R G 21 B
KR E L& > ER) .

MIIE6JjCCA9KgAWIBAGIQCIUI1VWwpKwE9+K11wA/35DANBgkaghkiGOwOBAQsFADBhMOswCQYDVQQG
EwJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5jMRkwEFwYDVQQLExB3d3cuZGlnaWNlcnQuY29tMSAw
HgYDVQQODExdEaWdpQ2VydCBHbGI1YWwgUm9vdCBDQTAe Fw0yMDASM]) QwMDAwWMDBaFw0 zMDASMjMy
MzUSNT1aME8xCzAJBgNVBAYTAIVTMRUWEWYDVQQOKEwWxEaWdpQ2VydCBJIbmMxKTAnNBgNVBAMT IERpP
721DZXJ0IFRMUYBSUOEQUOhBM]U2IDIwMjAgGQOEXMI IBIjANBgkghkiGIwOBAQEFAAOCAQS8AMIIB
CgKCAQEAWUUzZUdwvNI1PWNvsnO3DZuUfMRNUrUpmRh8sCuxkB+Uu3Ny5CiDt3+PEOJ6agXodgo]jl
EVbbHp9YwlHNnLDONLtKS4VbL8X1fs7uHyiUDe5pSOWYQYEIXEOnw6DAng9/n00tnTCIRpt 80OmRDL
V1F0Jud9x8piLhMbfyOIJVNVWTIRYAIUE//i+plhdInuWraKImxW80oHzf6VGOlbDtN+I2tIJLYrVJ
muzHZ9b3PvXj1lhJeRPG/cUJIWIQDGLGBALr5yjK7tI4nhyfFK3TUgqNaX3sNk+crOU6JWvHgXjkkD
Ka77SU+kFbnO81lwZV2lreacroicgE7XQPUDTITAHk+qZ9QIDAQAB04IBrjCCAaowHQYDVROOBBYE
FLdrougogoSMeeq02g+YssWVdrnOMB8GA1UdIwQYMBaAFAPeUDVWOUy7ZvCj4hsbw5eyPdFVMA4G
AlUJDWEB/wWQEAwWIBhJjAdBgNVHSUEFJAUBggrBgEFBQCDAQYIKwYBBQUHAWIWEgYDVROTAQH/BAgwW
BgEB/wIBADB2BggrBgEFBQCBAQROMGgWJIAY IKwYBBQUHMAGGGGhOdHAG6LY9vY3NwLMRpZ21jZXJ0
LmNvbTBABggrBgEFBQcwA0oY0aHROcDovL2NhY2VydHMuZGlnaWNl1cnQuY29tLORpZ21DZXJ0OR2xV
YmFsUm9vdENBLmNydDB7BgNVHR8EdJDByMDegNaAzhjFodHRwO18vY3JsMy5kaWdpY2VydC5jb20v
RG1naUN1lcnRHbGI1YWxSb290Q0EuY3JIsMDegNaAzhjFodHRwOi1i8vY3JsNC5kaWdpY2VydC55b20v

DNS R F%
I


https://umbrella.cisco.com
http://login.umbrella.com

DNS %8z |
. fZ & Cisco Umbrella 15188

RG1naUN1lcnRHbGI1YWxSb290Q0EuY3JIsMDAGALIUAIAQPMCcwBwWYFZ4EMAQEWCAYGZ4EMAQIBMAGG
BmeBDAECAJAIBgZngQwBAgMwDQYJKoZIhveNAQELBQADggEBAHert3onPa679n/gWlbJhKrKW3EX
3SJH/E6f£7tDBpATho+vFScHI0cnfjK+URSXGKgNjOSD5nkoklEHIgdninFQFBstcHL4AGW+OWvV8Z
u2XHFg8hVt1hBcnpj5h232sb0HIMULkwKXq/YFkQZhM6LawVEWwt IwwCPgU7/uWhnOKK24 £XSuhe
509G66sSmvKvhMNbg0gZgYOrAKHKC) xMoiWJKiKnpPMzTFuMLhoClw+dj20t1Qj7T9rxkTgl4Zxu
YRiHas6xuwAwapu3r9rxxZf+ingkquqgTgLozZXg8oXfpf2kUCwWA/d5KxTVtzhwoT0JzI8ks5T1KE
SazMkE4£97Q=

AP ORIE S, R T (R CA SLIEHE
R SO,
* M Umbrella $RELLL T % «

* {2 1D

- K B

- 2 B B

A &

o DR B RS FI b LR 3 HL I

* BER T R FLRAT D D R SR SRV A E . B KRR R L

* ffifR DNS 45 2L E N fi# BT api.opendns.com.

o TR B K BE B L0y T LASEHT management.api.umbrella.com PAHEAT SIS L E .
* Iic & # api.opendns.com ] .

L& Cisco Umbrella &3 E

SRl Umbrella W E € X T 76 BB Umbrella 5 4 #4515 T35 1 APT & Ji .

FHI6 Z Al

i F 8 F} Umbrella https://umbrella.cisco.com 2K /", 4R 5@ i https://dashboard.umbrella.com % 3%
Umbrella, #KE(5 B} Umbrella #8577 851 75 1045 & o

HIE1 EFRER (Integration) > H A& AL (Other Integrations) > =R (Cloud Services) > E#} Umbrella
#E$E (Cisco Umbrella Connection).

FR2 LT RS SORR LRI 2E M (General) B -

* 4840 1D (Organization ID) - 7£ 8 &} Umbrella AR IR A ZA1IME—m"5 . £F4> Umbrella 21 Z#)
&N Umbrella 5241, JF HAT H Sl . 20Ul HAFRMAZIID (421 1D)
HEATFRH

. DNS 3R


https://umbrella.cisco.com
https://dashboard.umbrella.com/

| DNs %Rg
1% umbrella DNS 8% [l

* MEEIREZ A (Network Device Key) - MR} Umbrella 35H{ Umbrella 50 1% 8 .

* MEEIREZ A (Network Device Secret) - MJEEL Umbrella 355 Umbrella 55 B #1254 .

* |BAR M 255 &2 h# (Legacy Network Device Token) - iifi i SR} Umbrella #5545 b 7 % Umbrella
IF R I 45 B 4 APL A Jit . Umbrella 75 %5 APT 4 A REVE M Y 265 15 4%

FE3 AEB/R N, HE N ERE:

* DNSCrypt 2248-DNSCrypt X £ 3iii Fl DNS JIiz 554 2 [7] (1) DNS £ T S B ub s . 228 H
DNSecrypt, 0] LY IEFBIAERS & DNScrypt A8 #8152 32 FAT M- EHME, it &
i B735:1140:206F:225d:3E2B:d822:D7FD:691¢:A1C3:3cc8:D666:8d0c: BE04:bfab:CA43:FB79, HJl
NER) Umbrella £E 3% IR 25 2% o

« EIP A (Management Key) - M\ Umbrella z3RE VPN SR H& 50 O RS B 265
« EIEHE (Management Secret) - | T Umbrella z3KH VPN 540 ho AR

LA S MR EE-IE T AT AN B k858 B0 JT 1) Cisco Umbrella Cloud.  ZEHEfIEFT 75 R ZH 23 ID AR
RS B, A0 Umbrella .
TS LR E.

£1/32 Umbrella DNS ZEE&
oL

S LR > i BEHIFRRE > DNS.
B2 A DNS % & (Add DNS Policy) > Umbrella DNS 358 (Umbrella DNS Policy).
I8 3 7t Name Al Description 124 SEBG SR AIEE — L RRAULH] O A IED .

TE4 LHRE.

T—5Mit4
FilE SRS o 1155 %048 Cisco Umbrella DNS SEBEFUELI , 55 17 T,

%48 Cisco Umbrella DNS 55 B& F030 0
Ti2

S LPREE > i 3T HIFRER > DNS.

I DNS R F% .



DNS %8z |
B 5 umbrelta DNS 5% 5 3 i SR A 4 B

U2 7F “DNS Hhg” T b, RS Umbrella DNS 50, SR )5 fiith 4R (£).
RIS Umbrela 1R 55 1%

W E SR Umbrella 3K HUE R 1) Umbrella fR47 560, 1 i b £ EHT Umbrdlaf®rip 5B (Umbrela
Protection Policy Last Updated) 5514 [ Rl (Refresh) FElbs.

FIALE BB U B ) Umbrella B8 X E, 55 28R (Integration) > E &K (Other
Integrations) > = AR 5% (Cloud Services) > B %} Umbrella 3% (Cisco Umbrella Connection).
I 3 7t Cisco Umbrella DNS ZEB& g fH 4511, 1%4% Umbrella DNS #UU I iy 438 (£).
WA BCERA Sy, B2 BRIAA

« Umbrella R4 5 #& (Umbrella Protection Policy) - 45 & %W ] 1154 1B R Umbrella S0 1) 44

* %5318 (BypassDomain) - $8 & DNS 153K W 48k AL Umbrella B %5 2 FTlic & /Y DNS R4 25 H
A

BN, VT NIBIER, W LUEB) NS DNS RS S br 4 23804 K 1 44 7R
* DNSCrypt - Jii H] DNSCrypt, LUME 4 B¢ HUEERE Umbrella 2 18] (R348 0%

Jii | DNSecrypt ## Hl Umbrella fif##T 2% 15 ) 3 AT Bk e o AR S 2R R A/ INI BT 5 R bT 2
(FART, IR Pk i 45« BT DNScrypt 1 1] UDP/443, #0706 H T DNS ¥l
IS A0 7 i o YRR BRIAMEINZE CU7E DNS il b 4udE UDP/443.

© RGBT - WU E 2RSS AS B MBI, R BR M) G 2R Umbrella IR 55 4% 3445 2 HIF (¥ 75 PRk
o

FES NHRTF

T—F Mt 4

s Umbrella DNS S5 Uy [] £ il M AR SC IR SCPRANME R, 152 K Umbrella DNS SIS Uy 1] 4%
TSRS AR ORI » 28 18 WL,

15 Umbrella DNS 38 % 5 17 5] 4% #l| 3R B 48 5 BX

FEBL 7% B2 Umbrella DNS SR Z 1T, 2504 655 T 1) 78 1l SRS AH QK o
T2
SR EFE SRR > TR El, R LR P G A A U ) SR

TIB2 kK LEEEE
183 M CiscoUmbrella DNS 3R& 741K, #Z%EH Umbrella DNS 5,

. DNS 3R



| DNs %Rg
#% Umbrella DNS %88 55zl miaxs [

TEA R EF.

T—%Mit4
PR ICE G TS A I A

DNS R F%
I


management-center-device-config-77_chapter6.pdf#nameddest=unique_129

DNS %8z |
B 5 umbrelia DNS 585 5751w S

. DNS 3R



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



